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Risk & Compliance Committee Meeting g
POL Boardroom, 1% Floor, 148 Old Street, London, EC1V 9HQ o
20" January 2014, 13.30pm - 15.30pm
Committee To Attend
Chris Aujard (Chair) Dave Mason
Paula Vennells Julie George
Chris Day Georgina Blair
Alwen Lyons Jonathan Hill
Rob Bolton
Apologies:
Agenda Item Purpose Timings Papers Owner
1. | Top 10 Business Risks :
Review and '
i) Overview of top 10 risks endorse approach 13.30 - 14.30 | Paper One (Appendices 1 - 5) Dave Masqn
i) Focus session on selected risk — FS Mis-selling 60 minutes Paper Two Jonathan Hill
Paper Two(a)
2. | Risk Management Strategy g
i) Risk Plans Receive update | 1/ 35_ 1445 | Paper Three (Appendix 6) Dave Mason
ii) Risk Management Update 15 minutes
3. | Stewardship :
i) Risk Events and Near Misses zi‘g;‘:vnz::;?;ﬁz 1154?n|—m11t5e(s)0 Paper Four Dave Mason
i) Assurance Activity Paper Five
iii) Compliance Reports No compliance reports this time
4. | Business Policy Approvals and Framework Ausiows salldles
i) Statutory Policy Framework papnd engorse 15.00 - 15.20 Paper Six (Appendix 7) Dave Mason
ii) Policy Approvals ey 20 minutes Anti-Bribery Policy Georgina Blair
PP Acceptable Use Policy Julie George
External Data Protection Policy Julie George
Data Sharing Policy Julie George
5. | Committee minutes & matters arising ;
i) Agree updated meeting minutes of 23™ October a:c?:z\(ii:env:ln::zzn 156.20 - 15.25 Paper Seven — Minutes & Actions All
i) Review matters arising from 23™ October updates 5 minutes Paper Eight — Action 1552 Update
o Meeit)'“g A'?\i',ao 15.25-15.30 | Verbal update to be provided at St o
5 minutes meeting
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1. Top 10 Business Risks

Strictly Confidential PAPER ONE
RISK AND COMPLIANCE COMMITTEE

Overview of EXCO risks

1. Purpose
The purpose of this paper is to:

1.1 Update the committee on the approach being taken and progress in documenting
the key risks identified by ExCo and presented to the Board.

* This agenda item is intended to be the vehicle through which the Risk and
Compliance (R&C) function provides the committee with assurance that
these risks are being effectively managed.

e As the first paper of this type, it is written with the intention of gathering
the committee’s feedback on how the data should be presented in the
future. The R&C function expects an on-going dialogue with the
committee in this area.

1.2 Seek endorsement from the committee of the “BowTie” approach and
methodology summarised in the following section.

2. Approach

21 ExCo has identified key risks and the associated impacts and controls which
require senior management attention. After the initial analysis by ExCo the risk
management function has worked with the risk owners and subject matter
experts to further refine the causes, controls and consequences associated with
each of the risks.
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Strictly Confidential PAPER ONE

2.2 We are initially using the risk centred ‘bow tie’ approach as implemented in many
other firms, including both financial services and the public sector:-

. It identifies the relationships between outcomes, causes and consequences;

. The method requires us to specify the outcomes we need to avoid as well as
identifying trigger points for such events;

. Controls show what processes we have in place to prevent the causes and
mitigate the consequences; and

. We can then identify the actions we need to take to improve control and the

measures we need to ensure they are operating effectively.

Risk Measures

Actions to improve controls

Overview of ExCo Risks Dave Mason Page 2 of 11
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Strictly Confidential PAPER ONE
3. Key Risk Status Summary

The initial development of the “bow ties” has, by necessity, been led by the R&C function.
Due to the timing of the effort and the seasonal demands on resources, it has sometimes
been a challenge getting the appropriate level of engagement from relevant managers.

Reflecting this, and the varying levels of maturity of existing risk management processes,
the first pass analysis of causes, consequences and controls is not yet in place for the
majority of the risks. We plan to complete this activity before the next committee meeting.

The following agenda item 1.ii presents the completed analysis of the Financial Services
(FS) mis-selling risk. This is our best example of “what good might look like”.

The status of the bow tie analysis for each risk is summarised in the table below. Even
where noted as complete, each element will be continually refined as understanding
increases. Where the draft “bow tie” is available and has been agreed with appropriate
stakeholders, it has been included as an appendix.

Risk Description Ounr Causes Consequences Controls Control Measures Action Plans  Appendix

Identified identified Identified Identified in place

Allegati lating to the integrity of th

ega ionsrelating to the imagrity of the Chris Aujard Not required see section 4

Horizon system

Failure to deliver top line growth in line with Martin George

strategic plans Nick Kennett In Progress In Progress Planned Planned 1

Operati del fails to deli isit t

pe‘r Ing modeltalls fo cellver requisiie cos Chris Day  InProgress In Progress Planned Planned

savings

Inadequate people capability or capacity to

deliver transformation change and the Fay Healey Complete Complete In Progress In Progress In Progress 2

strategic plan

Nonideliveryof Network Transtormetion Kevin Gililand ~ Complete Complete In Progress In Progress Planned 3

programme

:tt)::lkt; ::t;?srlr‘;:’t'zlen;i:pg ﬁz:;::md Canage Kevin Gililand ~ Complete Complete In Progress In Progress Planned 4

D.e “"ef'"g poo'r custxlnmer x?utcoms through Nick Kennett ~ Complete Complete Complete Complete In Progress

Financial Services mis-selling

Th? se.currty S IR CA CHRCEIIEERE Lesley Sewell  Complete Complete Complete Planned Planned

maintained 5

Cybersecurity Lesley Sewell  Complete Complete Complete Planned Planned

POL cannot operate or deliver services

following IT transformation Lesley Sewell  Complete Complete In Progress In Progress Planned

The following section (4) provides more detail for all the risks, including an agreed view of
the current management of each risk.
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Strictly Confidential PAPER ONE

Key Risk Status

For each risk we have included:-

The ExCo Owner of the risk,

Avi
and

ew of the current state of the management of the risk, agreed by the Risk Owner,

The current status of the Bow Tie analysis.

Note: the risk of delivering poor customer outcomes through Financial Services mis-selling
is not detailed here as it is the subject of a “deep dive” in the next agenda item (1.ii).

4.1

Allegations relating to the integrity of the Horizon system

ExCo Owner: Chris Aujard

There is a risk that the allegations relating to the integrity of the Horizon system, if not
contained, could raise wider questions over the robustness of our core systems and our
ability to operate, damaging (amongst other matters) current partnerships, new areas of
expansion and public and government confidence.

Current State

This risk has been re-classified as an issue as the allegations have been made. It
will be followed up as such.

Two programmes, Sparrow and Business Improvement, have been initiated to
address the impact, containment and root cause of the issue.

The R&C team will work with the programme teams to build on initial root cause
analysis; this will be mapped against the programme scope to verify that the right
actions are being taken to mitigate the risk of future occurrence of this issue.

Sparrow has established governance in place including proactive risk and issue
management, with blockers to issue resolution escalated through to the
programme board. Risks, Assumptions, Issues and Dependencies (RAID)
workshops are held monthly by the programme team and attended by the Risk
Business Partner.

The Business Improvement Programme governance model is being revised
following agreement to the Terms of Reference.

Bow Tie Status

As this has been determined to be an issue, no Bow Tie document is being
produced

Overview of ExCo Risks Dave Mason Page 4 of 11

20" January 2014

Risk & Compliance Committee-20/01/14

50f 79



1. Top 10 Business Risks

POL00333330

POL00333330

Strictly Confidential PAPER ONE

Failure to deliver top line growth in line with strategic plans

ExCo Owner: Martin George & Nick Kennett

Lack of growth in both Financial Services (FS) and across the Commercial portfolio
would have a detrimental impact on delivery of the strategic plan. Non delivery of growth
targets will reduce the appeal of the franchise model impacting Network Transformation.
There is an immediate threat that long term growth targets could become unachievable if
we do not respond quickly to competitors.

Current State

Financial Services

Many of the risks inherent in the growth plan are already covered individually
within the FS risk register, with owners and controls. However further work is
required to develop these risks as well as the assessment of the state of the
controls including the use of risk indicators (as for FS mis-selling). Overall the FS
growth risk is assessed as ‘amber’ because it is at an early stage and a number
of key enabling projects whilst planned for and ‘in progress’ still need to be
delivered.

An initial draft FS growth risk bow tie is being developed. However, this needs to
be refined and reconciled with the Ml that is already available from different parts
of the business e.g. from Project Status updates.

Commercial

Growth across the Commercial portfolio has hit a number of set-backs —
predominantly the failure of Royal Mail to swiftly address the pricing model which
led to the “shoe-box” issue and Gov. Services failing to materialise in line with
anticipation. Further issues such as the migration issues of fixed line telecoms
services have not helped but despite this, the development and launch of the
new mobile telecoms service is still on target. The introduction of new project
boards to help identify and mitigate emerging project risks should help eliminate
any future slippage to strategic projects in development to help grow the
business. However, existing M| does require evaluating to assess its
effectiveness in monitoring both preventive and detective in order to ensure that
swift action to mitigate any risk events takes place (Appendix 1).

Bow Tie Status

Identification of causes and consequences is in progress, control and control
measures definition is planned.

Overview of ExCo Risks Dave Mason Page 5 of 11
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Operating Model fails to deliver requisite cost savings

ExCo Owner: Chris Day

Reduction of costs and sustained cost management are imperative if we are to generate
the level of profitability required to make Post Office commercially sustainable. A multi-
faceted programme of transformation coupled with challenging growth targets can
conflict with a cost reduction programme.

Current State
There are two significant strands to the delivery of requisite cost savings:-

e Improved efficiency within the current operating model. A number of
sustainable cost reduction initiatives have been identified, the majority of
which are governed through standard business performance
management. Those that are on hold, for various reasons, are governed
by the cost management task force.

o Strategic cost reduction and business transformation programme. This is
a new programme currently in the planning phase, focussing on building
the team and preparation for the tender process due to commence in
March 2014.

Of the two strands, the strategic cost reduction and business transformation
programme carries the most risk and will receive a greater focus by risk
management. Governance controls are being established and programme
delivery risks are in the process of being identified. Due to the significance and
breadth of the programme a full risk workshop with relevant subject matter
experts will be facilitated by the Risk and Compliance function (Date TBC). The
output of the workshop will be a full identification of the possible casual factors,
likely consequences and mitigating controls. Additionally the Risk Business
Partner aligned to the Finance directorate will attend regular risk and issue
discussions once set up.

Bow Tie Status

Identification of causes and consequences is in progress, control and control
measure definition is planned.

Overview of ExCo Risks Dave Mason Page 6 of 11

20" January 2014

Risk & Compliance Committee-20/01/14

70of 79



1. Top 10 Business Risks

POL00333330

POL00333330

Strictly Confidential PAPER ONE

Inadequate people capability or capacity to deliver transformational change
and the strategic plan

ExCo Owner: Fay Healey

The capability of our people is critical to successful delivery of all facets of the strategy.
There is a risk that we cannot retain, recruit and effectively performance manage our
people to the level of capability required within the necessary timeframe. Additionally, as
we continue to grow our capability there is a risk that the pool of existing talent is
oversubscribed increasing pressure and reducing their effectiveness.

Current State

Initial identification of causes and mitigating controls is complete (Appendix 2).
This activity has highlighted the breadth of the risk as well as the significant
contribution to other key risks such as failure to deliver top line growth. The risk
will continue to be monitored and may need to be expanded, particularly relating
to agents. This will be reviewed further following the appointment of the Group
People Director.

Good progress has already been made in identifying key control gaps and
initiating development activity, including ten Learning and Development (L&D)
workstreams, to address these gaps.

Work is underway to build on existing metrics once complete this Ml will
contribute to the build of appropriate Key Risk Indicators (KRI's) and Key Control
Indicators (KCI's)

Whilst ownership of creating the right framework and tools sits firmly within HR,
mitigation of the risk is dependent upon all managers across the organisation.
The risk is universal and must be acknowledged and owned throughout the
organisation.

Bow Tie Status
Identification of causes and consequences is complete, controls and control

measures definition is in progress and the development of remedial action plans
is in progress.
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Non-delivery of Network Transformation Programme

ExCo Owner: Kevin Gilliland

Failure to deliver network transformation in a timely fashion would result in a non-viable
business model requiring additional subsidy from the Government or closure of
branches, neither of which are sustainable options. There is an immediate risk that if we
do not manage current and prospective partners and stakeholders effectively, we may
find that we cannot secure the retail partners we need to secure the future of our
network.

Current State

As a result of the recent announcement regarding changes to network strategy,
the Network Transformation (NT) Programme is in the process of conducting a
thorough review of all risks on its risk register. A number of the previous risks
were associated with the voluntary nature of the programme and these are now
being removed. New risks exist as a result of the new strategy and the top risks
have already been reported and shared with ExCo via the NT Programme Board
(Appendix 3). There is substantial management information available for the
programme and existing metrics are being reviewed to ensure they align to the
revised risks.

Review of this risk has highlighted the breadth of the risk, dependencies on other
risks such as inadequate people capability and its significant contribution to other
key risks such as failure to deliver top line growth and failure to deliver cost
savings. Please note that the Risk, as raised by ExCo, relates to the Network
Transformation Programme only and does not cover the Crown Transformation
Programme

Bow Tie Status
Identification of causes and consequences is complete, controls and control

measures definition is in progress and the development of remedial action plans
is planned.
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4.6 Strike action within supply chain could damage ability to distribute cash to
network (IR/'CWU)

ExCo Owner: Kevin Gilliland

Whilst there are multiple controls, and back up plans, in place to mitigate the risk of a
breakdown in cash distribution there is a risk that these will be insufficient to deal with a
with continued strike action. The impact of branches not receiving the cash they need to
serve our most vulnerable customers would be detrimental to the Post Office reputation.

Current State

Initial identification of main causes and mitigating controls is complete (Appendix
4). This activity has highlighted that if this risk materialised it would significantly
contribute to other risks, such as the risk of failure to deliver top line growth in
line with strategic plans.

Good progress has already been made in identifying key control gaps and
initiating mitigation activity; the latter has resulted in a temporary cessation of
strikes. Some of the mitigating actions, in particular the contingency planning,
have also been successfully tested in the short term during recent industrial
action.

This risk will continue to be monitored and the metrics reviewed.
Bow Tie Status
Identification of causes and consequences is complete, controls and control

measures definition is in progress and the development of remedial action plans
is planned

4.7 Delivering poor customer outcomes through FS mis-selling

ExCo Owner: Nick Kennett

The rate and pace of change in the Financial Services Area, Financial Services has a
demanding growth agenda that will require more sales to be generated through a variety
of channels particularly in insurance. This includes a number of new projects, product
developments and pilots. There is a risk of regulatory failure and client dis-satisfaction
through mis-selling by staff or agents

Current State and Bow Tie Status
This risk will be covered in detail in the next agenda item (1.ii).

Overview of ExCo Risks Dave Mason Page 9 of 11
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4.8 The security and integrity of Post Office data cannot be maintained.
4.9 Cybersecurity

ExCo Owner Lesley Sewell

Currently the risk analysis covers both risks together. The next iteration will identify
internal and external threats, causes, controls and consequences to allow separate
analysis of the two risks.

The integrity and security of Post Office data is reliant on a complex network of
interrelated processes and controls. The number of potential threats, particularly of
external attacks through the internet, is rapidly increasing.

Current State

The identification of causes, consequences and high level mitigating controls is
complete (Appendix 5). Generally, controls are in place to address the causes
identified although many are constrained by the limited resources available to the
Information Security function. The PCI DSS and ISO 27001 certifications support
this conclusion; albeit they have been successfully attained or retained through
acceptance by third parties that plans exist to address the resultant risk to the
organisation. Some other control gaps have already been identified and
escalated.

Effectiveness measures are in place for the majority of controls but the detailed
review and identification of Key Control Indicators and Key Risk Indicators would
best be done after the implementation of the Service Integrator / Service Desk
(SISD) programme as currently there are a number of unknown factors which will
need to be assessed.

Bow Tie Status
Identification of causes and consequences and the definition of controls are

complete, the development of control measures and remedial action plans are
planned.
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410 POL cannot operate or deliver services following IT Transformation
ExCo Owner Lesley Sewell

The IT Transformation is critical to the delivery of the overall transformation programme
and will completely restructure and realign the IT supplier network, introducing ATOS as
the service integrator. The various contractual relationships, the multiple components of
the programme and the pervasive nature of the changes create a complex and changing
risk landscape.

Current State

An initial identification of the causes, consequences and mitigating controls of the
IT Transformation risk has been completed. (Further review by programme
management is underway) The risk as identified by ExCo refers to the business
as usual state after the programme has completed, the review has focussed on
the current controls within the programme. Further work will be required to cover
post implementation causes and controls in the new environment

Existing controls have been identified that address the potential causes of the
principal risk, centred around programme oversight and contract management
supported by those to be in place in the retained environment. The programme
management process provides multiple performance measures which will be
reviewed to ensure they provide adequate measures of control effectiveness.
Bow Tie Status

Identification of causes and consequences is complete, the development of

controls and control measures is near completion and the development of
remedial action plans is planned.

5. Action
The committee is asked to:-
5.1 Endorse the bow tie approach and methodology identified in this paper, and

5.2 Provide feedback on the content and structure of this section for future

committees.
Dave Mason
20™ January 2014
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COMMERCIAL BOW TIE : PAPER ONE APPENDIX 1

Product
Teams under
resourced

Don't meet
customers
needs

Branch IA
Sales Strategy

Marketing
strategy

Digital Multi-
Channel
Strategy

Mails pricing
not under POL
control

Change of Gov.
Strategy on
DbD

Change of Key
Gov. Personnel

Key

Product
revisions /
New
products
delayed

Market research/
Focus Groups
reports

Workforce Plans (in
draft)

> Branch Sales decline

Marketing not
delivered

CDP not
delivered

POL
relationship
with Royal

Mail

Campaign Review
Prior to launch

Digital and Multi-
Channel Programme
Board Reports

POL Engagement
with Royal Mail at
all levels

Active Stakeholder

Gov. at all levels

No Gov. RFT's Communications
Plan
Engagment with POL FOOG pilots

don't go full live

Cause

Control

Fail to achieve
Growth Targets

Hazard

Trading Board and
Transformation
Board reports

Marketing feedback
reports

S

Sales figures not
met

=t

Customers go
elsewhere
—

Pr——————————N
Failure of

Marketing
strategy

)

Reliant on old

Mails Board Reports

Gov. Services
Pipeline report

tactical systems

) S

)
Mails prices not
competitive
~———/

)
No New Gov.

services
delivered.

)

Relationship with
Gov. Changes

Consequence

— S

—_—

Growth Target
not met

Customer
experience
suffers

N

Mails customer
Churn to
competitor
products

—

POL no longer
FOOG

S
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PEOPLE CAPABILITY BOW TIE: PAPER ONE APPENDIX 2
Red highlight = Work in Progress Activity

Causes Preventative Cantrols Event Reactive Controls Consequences
Capability & - Work Force Plan (WIP)
Capacity
Reguirements
unknown
of Directorate level resource planning
Forecasting
T - Employer Branding {e.g. through
Linked
attract talent inkegh)
i - Pay/Benefits Benchmarking
pay/benefits)
-Adhoc hiring manager trairing (for
bulk recruitment)
Interview Interview Guide (WIP) ~Trial Period
skills ~E-Leaning Interview Skills (Planned)
fiechniques snr hire assessment by 3rd party
inadequate
Unconscious -Di
- Mgt Training (planned] iversity
e Mgt Training (planned) Monitoring Failure to
Scorecard deliver topline
growth
People - Discovery Day for new managers
- PM Procedures
et i ManagomersTraining progranme
bl (Planned) Non-delivery of
- Advisor Plus (Planned) Network
- Honest Conversations Workshops Transformation
(Planned) Programme
Lack of Talent Talent development programme
Retention (Planned)
Inadequate
people capability
PMnot seen - People Strategy or capacity to
a5 a priority - Mgt Training Programme (Planned) deliver
fcutture) - Leadership (SLT) Programme (Begins transformational
o Janisecy) change and the
strategic plan
No. - Mgt Training Programme (Planned)
D - Advisor Plus (Planned)
of poor - Performance Improvement Processes,
performance including disciplinary procedures (MUP
&1PP)
perating
Model fails to
deliver
Lack of Timek L&D Forum requisite cost
;"‘I":" - TNA and ongoing review
raining
18D not seen - People Strategy
as a Priority - Mgt Training Programme (Planned)
{Culture) - Leadership (SLT) Programme (Begins
in January)
Inability to
deliver strategic
Poorly GAP - further discussions being held to objectives
desgrad determine level of control (if any)
training required
Quality assuranc
evaluation
(planned)
o B ‘GAP - further discussions heing held to
:xﬁ';:: e determine level of control (if any)
ired
equipped to e
train Quality assurance &
evaluation
(planned)
Expértiseiiiot GAP-to be discussed with the
shared Communications Team as activity
believed to be in flight
Cross
function
workforce
not
considered
silo
approach)
Ineffectiv
et ;,,:: Engagement / Communcations.
on fe.g. too - Engagement with Communications
Business Partner
- Controls covered above (see 3 &4)
development
- Behaviours
~Engogement
Poor - SLT Development Programme
Leadership - Leadership Excellence Programme
{Crown)
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NETWORK TRANSFORMATION BOW TIE : PAPER ONE APPENDIX 3

Causes Preventative controls

National and local
communication

campaigns to support
|

rep nents

IM179 Cannot find

rreplacements for Local Integrated replacement
leavers strategy - strategic

approach to convenience
retailers

—

Closely supported trials of
Large Locals with
strategic partners

IM183 Operators are
unconvinced of the
feasibility of Large Lg,

Apply objective and
consistent criteria for
models and full scenario-

IM181 There may be a
flood of appeals against
retail survey decision

based Financial
Assessment

(inc NFSP and BIS)

IM 180 Public opinion
mobilised against
replacements

National and local
communication campaigns

J
Enhanced leavers' )
compensation and exit
hardship fund

J
Clear processes in place to A
ensure that replacement
service is equal to or better
than existing service )

IM182 Insufficie
capacity and capabil

% . N
Resourcing plans built across
organisation in full alignment
with Implementation plan

of

implementation

[Stakeholders aligned front ]

resources

Event

Non-delivery of Network
Transformation Programme

Dectective controls

Weekly highlight
report monitors
number and type of
conversions

Daily monitoring of
progress against
targets via morning
calls

Status updates
provided to ExCo on a
weekly basis

Consequences

Non-viable business
model

Closure of branches

Reduced income

growth

)

Inability to secure
retail partners

- @@
— )

Reduced income
growth

)

Loss of credibility of
leadership

—
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STRIKE ACTION BOW TIE : PAPER ONE APPENDIX 4

Causes Preventative controls

Union demands at odds With (CIear communication with CWU-
strategic direction of grade employees to position the

becoming commercially true state of the business
sustainable business \

(On-going discussion with CWU
Poor communication/ leaders with cross business

engagement with uniony representation
\\§

rReach 2012 union pay
. agreement

di

N

(Deployment of detailed and
comprehensive contingency
plans

Inadequate contingency plan

.

chain could damage ability to

Event Dectective controls

Flexible planning cash
reporting system

managed by Inventory
Team

Strike action within supply

stribute cash to the network

Consequences

Unable to meet
customer needs (esp
most vulnerable
customers)

Reputational damage

Inability to secure
retail partners

Loss of credibility of
leadership
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DATA SECURITY BOW TIE : PAPER ONE APPENDIX 5

Preventative
Control

Failure,
Degradation of
Critical Services

Resilience and
detection

Information
Security and Data
Protection Comms
Programmes

Unauthorised
Physical Access

External
Misuse/Abuse

Penetration/vulner
ability testing and
follow up,
Information
Security and Data
Protection Comms.
Programmes

Incorrect
Application
Processing

Internal
Misuse/Abuse

Insecure External Operating level

Connections
level agreements.

Information,

Security

Management
Insecure Third- Forum and
party Assurance
relationships programme

Up to date patching

of servers and
network

Malicious
software

Encryption of
user’s portable
media

Theft or loss of
media

Concurrence and
gating process

Adverse impact
of changes

Review of
privileged and
generic accounts

Unauthorised
Logical Access

Information
Security and Data
Protection Comms,
Programmes

[GELECIES
Security
Awareness

Non-Compliance
with relevant
regulation and
law

IS review of
contracts, projects
and programmes

Information
Security Committee
governance of Information
Information Security Working
Security Party

Ineffective or
inadequate

NOTES

agreements, Service

Loss or
unavailability of
IT infrastructure

Malicious
damage to
infrastructure

Deliberate
attacks on POL
networks and
servers

Exploitation of
application
weaknesses by
attackers

Bypass of access
controls by
knowledgeable
staff
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Preventative
Control

Business Impact
Analysis

Controlled

management

Review of
privileged and
generic account
usage

Data in transit
can be changed
by third parties

Suppliers do not
protect POL data

Insertion of
malicious code
on POL network

Loss of backup
media

Uthorised
changes to
security related
applications or
infrastructure

Logical Access
does not enforce
business rules

Misuse of
passwords

Breach of legal
or contractual
requirements

Insufficient
resource in IS

Encrypted
Links/Managed
File Transfer

Exercise under
way to identify
suppliers data

estate (1)

Malware
protection up
to date on
servers and
workstations

Physical
Security of
Server rooms
and backups

IS monitoring
of changes

Management

Password rules
and reset
process

Certifications ,
ICAF via
Secretariat

Reactive
Control

Business Continuity
plans in place

Incident
Management Policy,
including Business
Protection Team IS

Ui SEaliiy Sub Committee

and
integrity of
Post Office

Data
cannot be
maintained

Invalid access
attempt review?

Compliance
Reviews

Risk and
compliance

committee
Reporting

(1) Supplier data identification exercise delayed due to resource constraints
(2) Audit action on improvement of Access rights review and approval - outstanding due to lack of clarification of ownership on Identity and

Access Management/Business Process Ownership
(3) Additional headcount requested
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Consequence

Failure to meet
business service
levels

Unauthorised
access to data or
transactions

Unauthorised
modification of
financial
transactions

Damage or
corruptions of POL
portals

Large Fines and
significant adverse
publicity

Unauthorised
modification of
financial
transactions

Large Fines and
significant adverse
publicity

Critical IS
responsibilities not
fulfilled

.Consequence

Unable to service
client or partner
needs

Significant loss of
EIE]

Loss through fraud.
Systems perceived
as unreliable

Unable to service
clients online

Ten
compensation costs
and systems
perceived as
unreliable

Loss through fraud.
Systems perceived
as unreliable

Required to quit
line of business

POL do not comply
with legal or
contractual
requirements
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1. Top 10 Business Risks

FS MIS-SELLING BOW TIE - PAPER TWO

Preventative Preventative Reactive \\.
Consequence Consequence ) .Consequence »
control Control Control y

Inappropriate
Training and information Mystery
Development given or Shopping
Staff Capability Controls mortgage including
Elle] advice non VMS
Competence —— compliant Customer

Product post MMR ] complaints
Knowledge

Testing

Significant
Limits on Customer compens-
staff activity e validation ation costs
A calls
Information

Incentive or advice The risk of Significant
Schemes given not in New complaints

Non-compliant [ 1) SUSOMeN buscif?:cslisme delivering - Financial POL
interest oor Y Services -
product FS Area P “MOonTtoring” @ A jverse Businecs growth

/distribution customer of S objectives
; Model
structure Manager’s cancellations | Publicity ode i

Oversight — outcomes Jusage L:I:::j achieved
| —
through FS BO! audits

Changes to mis-selling --

regulatory . : =
. 0 . th-
environment horizon Product Financial ompliance i

. ; i monitorin, drawal of
not reflected in scanning marketing EIE o - Regulatory Product.
practice review and Sancti
non : anctions
ot technical including Ordered to
S S @il fines and Cedse

service

POL project individual
Flaws in approval censure

—
BO prouct

approval

Risk &

Executive Sumir ary-RISK
(KRI)De cember

Key perfor nance indicat rs This month's performai ce
Vidgo Recorded Mydtery Shopping 56.5% of recorded
Cubtomer validatiorf calls 98.60% of post-sale clistomer calls madefin the last peri®d confirmed compliange requifements were met

product design

tery shops receivgd in the last pdriod were rated red

Cgmplaints processjknowledge 710 of branch stafffjuestioned in theflast period could not explain how a customer culd make a complaint
S%ff product knowfedge 6.7% of preduct knowjedge questiong asked in the last pericd were answered ificorrectl

Significant complairits 0.02% of branch sales rsulted in uphgld significant complaints

Financial Promotiorfs 95.5% Of branches revieWed in the g5t 3 months met compliance standards in relafion to afivertising and prometions

Life & Over 50s carjcellation rates 17.77% of policies cancelled within thg first 3 months

Savings Cancellatiohs 0.67% of savings products sold in-franch were cancelled by customers within the coofing-off plriod

Credit Card Usage <o/ B8 of the credit cards sold in branch between three and nine months ago have never been used
Limits on staff actidity MI 6.3% Of branch staff questioned in the last month were unfamiliar with the limits on th&ir in branch activity

11 Social Media monitpring of voice of TBC
customer
-~ BOI branch audits TBC

Control Improveiment Actions

Supervision needs to ensure thaf the regulatory aspects of selling and advising that are trained out to Financial Specialists,
Mortgage Specialists and other staff ‘stick, become embedded and are not lost over time.

For those incentive schemes that are agreed the business need to ensure that local governance is in place to ensure
regular review of the effectiveness of the schemes in driving the right behaviours.

18 of 79 Risk & Compliance Committee-20/01/14
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Managing FS Mis-Selling Risk
Post Office, together with the Bank of Ireland (UK) (“Bol”), has a
coordinated, 3 lines of defence approach to managing our conduct risk,
which is focused on helping to prevent our customers from buying
products that do not meet their needs.

1%t Line Product Teams (Bol and 3" part Product Teams
product providers) FS Risk
Capability Development Managers  Sales Strategy
Marketing & PR Teams

2" Line Risk & Compliance Corporate Risk & Compliance
Financial Promotions

3rd Line Audit Audit

Customers can buy our products in branch, online, via contact centres
or by mail, depending on the product(s) they want. Each channel
involves different risks for mis-selling.

POL00333330
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Key challenges today

Financial Specialists:
MMR requirements:
FS sales in agency:

Incentive schemes:

Financial promotions:

Pace of change:

training, deployment and supervision

training and supervision of Mortgage Specialists
ensuring compliance and effective monitoring
development and deployment across channels
maintaining compliant marketing and PR across
all media including new media channels (e.qg.,
Twitter)

ensuring we have the capacity & capability to

train, deploy and monitor new products/services
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FS mis-selling Risk “Bow-Tie”

Staff Capability
and
Competence

Non-compliant
product
/distribution
structure

Changes to
regulatory
environment
not reflected in
practice

Flaws in
product design

Preventative
control

Training and
Development
Controls

Product
Knowledge
Testing

Incentive
Schemes

FS Area
W EREEE
Oversight

Regulatory
horizon
scanning

POL project
approval

BOI product

approval
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Inappropriate

information
given or
mortgage
advice non
compliant
post MMR

Information
or advice
given not in
customer
interest

Product
marketing
non
compliant

Preventative
Control

Mystery
Shopping
including

VMS

Limits on
staff activity

New

business file
checks

Financial
promotion
review and

technical

sign off

The risk of
delivering
poor
customer
outcomes
through FS
mis-selling

Reactive
Control

Customer
validation
calls

Significant
complaints
M

“MGRitoring
of
cancellations
Jusage

BOI audits

Compliance

monitoring

Consequence

Customer
complaints

Adverse
Publicity

Regulatory
Sanctions
including
fines and
individual
censure

). Consequence

Significant
compensat
ion costs

Financial

Services

Business
Model
under-
mined

With-
drawal of
Product.

Ordered to
cease
service
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(KRI)December

Key performance indicators

Video Recorded Mystery Shopping
Customer validation calls
Complaints process knowledge
Staff product knowledge
Significant complaints
Financial Prometions
Life & Over 50s cancellation rates
Savings Cancellations
Credit Card Usage
Limits on staff activity MI

Social Media monitoring of voice of
customer

BOlbranch audits

of recorded mystery shops received in the last period were rated red
of post-sale customer calls made in the last period confirmed compliance requirements were met

of branch staff questioned in the last period could not explain how a customer could make a complaint

of product knowledge questions asked in the last period were answered incorrectly

of branch zales resulted in upheld significant complaints

Of branches reviewed in the last 3 months met compliance standards in relation to advertising and promotions
of policies cancelled within the first 3 months

of savings products sold in-branch were cancelled by customers within the cooling-off period

of the credit cards sold in branch between three and nine months ago have never been used

Of branch staff questioned in the last month were unfamiliar with the limits on their in branch activity

POL00333330

FS mis-selling risk monitoring summary
............................................................................ %

Control Improvement Actions

Supervision needs to ensure that the regulatory aspects of selling and advising that are trained out to Financial Specialists,
Mortgage Specialists and other staff ‘stick, become embedded and are not lost over time.

For those incentive schemes that are agreed the business need to ensure that local governance is in place to ensure
regular review of the effectiveness of the schemes in driving the right behaviours.
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Risk Monitoring Outcomes

There have been no significant crystallised mis-selling risk events in the previous
quarter.

The majority of mis-selling KRIs are green, life, Life and over 50s cancellation rates
are flagged as ‘amber’ but as context the industry average cancellation rate sits at

about 20% for these types of products.

Video mystery shops of Financial Specialists continue to demonstrate poor
compliance scores. Every mystery shop is reviewed and Financial Specialists are
given coaching and feedback from line managers. A wider response plan to improve
compliance is in place, but our supervision needs to ensure that the regulatory
aspects of selling and advising that are trained out to Financial Specialists,
Mortgages Specialists and other staff ‘stick’ and become embedded and are not lost
over time.

Mortgage market review - For the first time Post Office will be advising clients in the
near future, there is increased advice and mis-selling risk. Compensating controls
are being built into the new processes but until these controls are demonstrated to
be effective there is uncertainty of outcome.

POL00333330
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Risk Monitoring Outcomes (cont.)

New Incentive Schemes have been built with compliance gateways in place to ensure
that the right behaviours are encouraged. However, a number of these have been
held up by union objection including those for Financial Specialists. For those
incentive schemes that are agreed the business needs to ensure that local
governance is in place to ensure regular review of the effectiveness of the schemes
In driving the right behaviours.

Rate and volume of change - Financial Services has a demanding growth agenda
that will require more sales to be generated through a variety of channels. This
includes a number of new projects, product developments and pilots, as well as work
to enhance distribution channels and customer journeys at a time where the
regulatory environment has become more demanding.

The new supervisory structure for Financial Specialists and Mortgage Specialists and
oversight needs to bed in.

POL00333330
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2. Risk Management Strategy
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Strictly Confidential PAPER THREE

RISK & COMPLIANCE COMMITTEE

Risk Management Strategy

Purpose
The purpose of this paper is to update the Committee on:
1.1 progress against the risk plan
1.2 the Risk & Compliance team restructure and progress with directorate
engagement

Background

The risk and compliance team is in the final stages of restructuring.

Risk Plan Update

At its last meeting the POL board was presented with details of Exco’s view of the current top ten
risks faced by the company (the so-called 6 +4 risks). Since that meeting:

The terms of reference and membership of the Risk & Compliance Committee (RCC) has
been reviewed in order to sharpen the committee’s focus on practical, rather than abstract,
risk matters. Expressly in-scope now is the monitoring of the top (ten) risks, the ongoing
development of the groups risk culture, the assessment of significant risk events and the
stewardship of the organisation’s risk and policy frameworks. The committee membership
now also expressly incudes the Chief Executive Officer (CEQ) and it is envisaged that
formal reports from the committee will now be a standing agenda item at future Exco
meetings.

The Risk & Compliance team has been working with the risk owners to produce a more
detailed analysis of each of their main risks, identifying both the key causes and the
mitigating controls. This work will be reviewed at the January RCC (due to be held the day
before the board meeting). In addition the committee will at that meeting undertake a
(thematic) ‘deep dive’ into the risks of poor customer outcomes arising through mis-selling
of FS products, the work for which is near completion;

The Risk & Compliance team has held a 2 day workshop to prepare the 2014/2015 risk
management plan. This will be presented to the March Risk & Compliance Committee;

Meetings have been held with each of the ExCo members to discuss possible “quick
wins” which could be used to accelerate the changes necessary to embed a culture of risk
management - a paper is in the process of being drafted summarising the actions identified
at those meetings; and

Internal Audit has been brought into the General Counsel area to promote the ongoing links
between the second and third lines of defence.

Risk Management Strategy David Mason Page 1 of 3
20th January 2014

Risk & Compliance Committee-20/01/14
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4. Risk Management Update
4.1 Restructure of the risk team

Recruitment of all current business partner roles is now finalised with two new recruits
already in post. A new Business Risk and Assurance Manager joined on 3rd December. A
new business partner for Information Technology & Change (IT&C) will start work on 10"
February 2014. This will bring the Risk Management function up to full strength. The current
Risk & Compliance team structure is shown below:

avid Mason

Business partner
Commercial & Comms

Business Partner FS

Kancy Saunders L Adnan Killedar

ASSUrance manager
-
Ann Treacy

Risk and assurance
analyst

Alan Stuart

Risk Management Strategy David Mason Page 2 of 3
20th January 2014
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4.2 Directorate Engagement

Good progress has been made with the risk management strategy to the end of
Quarter 3;

ExCo have met on two occasions to discuss the strategic risks to the
organisation;

The business partners have held risk workshops in six directorates and risk
maps and profiles have been populated. In some directorates risk maps and
profiles are in a more advanced state and good practice is being demonstrated;

In others areas, eg Network & Sales and HR, risks have been identified and
assessments are due to be carried out;

In general, business partners meet with directorates on a monthly basis with on-
going meetings to discuss risk with individual team members;

Further workshops are planned in Communications, Strategy and the Corporate
Services directorates during January and February to identify and assess their
risks; and

IT&C have identified their current risks and are updating with the help of a local
co-ordinator. Assessment is continually considered in the light of the new
Service Integrator and Service Desk (SISD) and organisational arrangements. A
new IT&C business partner will join on 10" February and risk meetings should
then be on a more frequent and continual basis.

Further details are shown in Appendix 6.

Recommendations

The committee is asked to note:

5.1 The progress against the risk plan
5.2 The Risk & Compliance team re-structure and progress with directorates

Dave Mason
20" January 2014

Risk Management Strategy David Mason Page 3 of 3

20th January 2014
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PROGRESS ON THE RISK MANAGEMENT PLAN: PAPER THREE APPENDIX 6

How often is the Risk Map and profile |How many risk meetings held Any planned meetings with the directorate

Areas Business Partner (BP) |Risk Map Risk Profile jupdated with the directorate SLT and BP SLT
Communications Nancy Not yet done - due 26th Jan 1|lead team meeting 26th Jan
Commercial Nancy yes yes Monthly 7 per month since September yes - ongoing monthly 121s with lead team
ExCo Dave/Layla yes yes Quarterly 2
Finance Layla Yes Yes Quarterly Meeting planned w/c 13 January 2014

4 per month approx 121s monthly with each of the leadership
Financial Services Paul yes yes Monthly team
Human Resources Layla Yes WIP - will change in line with strategy Monthly with key SLT members Quarterly with the whole Team
IT & Change starting 10th Feb yes yes bi-monthly 2 Meeting in Jan 2014

1 with whole lead team; 6 catch-ups |Next review at January SLT meeting

with individuals
Network & Sales Georgina yes WIP Monthly
Operational Security |Layla Yes WIP Monthly. BP attends Sec Gov. Forum 1|Meeting planned w/c 13th January 2014
Risk & Compliance Layla
Strategy Layla/Nancy WIP w/shop booked for 20/1/14
Legal Layla Planned for Feb - potentially a feed to overall risk profile
General Counsel Layla

ABajeng juswabeue\ dsiy ‘2
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RISK AND COMPLIANCE COMMITTEE

Risk Events and Near Misses

1. Purpose
The purpose of this paper is to:

1.1 Advise the committee of the implications of internal or external incidents, events
and near misses potentially impacting the risk profile of the organisation as a
whole and the actions under way to remediate.

1.2 Make further recommendations to reduce the impact of similar events in the
future.

1.3 Future versions will contain/show expected or actual loss for each event/near
miss.

2. Internal

21 Outlook Mailing list misuse

On the 6" of December 2013, an employee from the Royal Mail Group issued an
email to the entire Royal Mail Group and Post Office Limited in error. This mail
was the catalyst for subsequent replies to the entire distribution list from multiple
staff. This caused an increasing amount of pressure on the servers until the
email was critically impacted with a large volume of messages queuing to be
processed.

The Business Protection Team was invoked to manage the event from a Post
Office perspective. Royal Mail, Post Office and its IT suppliers worked in
partnership to resolve the issue, remove the email groups and restore the email
service. This was completed on the same business day. Staff were then able to
delete the mails and resume normal business.

The lessons learned are currently underway at the moment for preventative
controls. From a corrective perspective, the email groups have been removed
that will reduce the likelihood of another event.

2.2 Power supply back-up failures — Dearne House

On the 5" of December a power surge caused the Dearne House office to lose
power. While the site should have a generator provision to ensure power to the
site, the generator itself was impacted by the power surge and failed to initiate.
This primarily impacted call centre and IT functions at the site (NBSC and the
Service Desk).

The local recovery team and managers invoked contingency arrangements and
calls were routed to Doxford which resulted in a queue and reduced service level.

Risk Events and Near Misses Dave Mason Page 1 of 5
20" January 2014
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The power was restored some hours later on the same day and normal business
resumed.

The lessons learned is currently underway as to why the generator failed and to
understand what preventative options can be deployed i.e. appropriate
maintenance and Uninterrupted Power Supply (UPS). However there are on-
going work streams that will reduce the impacts and likelihood of further events:

¢ Due to separation and transformation, Business Continuity is currently
deploying the capability to recover key processes at an external facility i.e.
Network Business Support Centre (NBSC). This is due for implementation by
the end of February and will provide the call centre functions with recovery
capability at an alternative location if Dearne House is impacted. Business
Continuity is also completing an effective Business Continuity Plan for the
site that will ensure the managers have a roadmap to recover critical
activities during any Business Continuity event.

¢ The current facilities contract is under review due to separation, the Project
Manager has been engaged to ensure the appropriate maintenance and
testing of critical infrastructure i.e. generators and UPS.

o Power resilience will be added to the agenda of the next Business Continuity
Steering Group for discussion

Swindon Power Surge

On the weekend of the 7/8"" December a power surge impacted the Swindon
site. Power resilience was not effective and as a result the Swindon Warehouse
Control System and Galaxy ordering system were impacted on the 9" of
December. As the systems were being recovered a number of issues occurred
that impacted the capability for full resumption.

The Business Protection Team and Service Desk were invoked to manage the
event. Contingency processes were deployed to complete critical work at
Swindon. Systems were restored to a business as usual state on the 13" of
December and work resumed to manage the backlog of activities and current
work.

Lessons learned are currently underway to understand why the power resilience
failed and what preventative options can be deployed. The following additional
actions are also being completed:

¢ Power resilience has been added to the agenda of the next Business
Continuity Steering Group for discussion.

e The current facilities contract is under review due to separation, the Project
Manager has been engaged to ensure the appropriate maintenance and
testing of critical infrastructure i.e. generators and UPS

Risk Events and Near Misses Dave Mason Page 2 of 5

20" January 2014
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24 Travel Insurance

The underwriter for travel insurance products changed from Ageas to Axa from 1
January 2014. There have been a number of web site and other errors detected
whilst making these changes. Business checks failed to pick up that email
quotations and the Policy Summary PDFs on the website continued to refer to
Ageas, this was corrected in the live environment on 2 January. There was no
customer detriment as the terms and conditions of the policies remained identical
and the rest of the customer journey (payment and fulfilment) remained accurate
and referred to Axa.

Prices also changed on 1% January 2014. Post publication and distribution
branch brochures were found to contain a price error significantly over stating the
cost of one of the policy options (within Annual Multi trip cover). Over 400,000
brochures need to be withdrawn and replaced from branches as a result, at an
expected cost of 55k.

The Travel team believe that POL is not liable for these costs and will be
pursuing Aon/Axa for these as they were responsible for signing off the technical
pricing information in the brochures, but neither firm has currently admitted
liability.

Lessons learned work is being undertaken by the Regulatory Business Partner,
FS, the Project Team and Digital Marketing.

25 Social Media misuse

Twitter -@Postofficenews posted a tweet relating to financial services that was
non-compliant with the rigorous requirements set out by the Financial Conduct
Authority (FCA) and had not been through the Financial Services marketing sign
off process. This was picked up by the FCA who in turn made BOI aware. On this
occasion the FCA didn't initiate compliance breach procedures. Communications
— who run the @postofficenews twitter account were made aware of the
compliance requirements, however a number of other non-compliant tweets did
still get posted (but have since been taken down.)

In 2013 alone, there have been many high profile investigations of regulatory
breaches that have resulted in huge fines:
Energy

e SSE were fined £10.5million for mis-selling

e Scottish Power were fined £8.5 million for misleading customers
Financial Services

e Swinton Group were fined £7.38 million for mis-selling add on Insurance

* Axa were fined £1.8 million for mis-selling ISA’s
Telephony

o TimeTalk were fined £60,000 for mis-selling

o Talk Talk were fine £750,000 for making silent calls to their customers
Mail

¢ Royal Mail have been warned that they must improve delivery times or

face fines.

Lessons learnt: There is now a work stream in place to agree use of social media

Risk Events and Near Misses Dave Mason Page 3 of 5
20" January 2014
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and appropriate controls. Until these have been agreed informed monitoring of
@postoffice and @postofficenews is being carried out by Regulatory Risk and
any non-compliant tweets asked to be taken down.

External

3.1

3.2

FCA enforcement notice and £28m fine against Lloyds Banking Group for
serious sales incentives failures - Dec 2013.

This notice raises again the importance and focus the FCA has currently on
incentive schemes to ensure that these drive customer focussed and compliant
behaviours in sales staff. In Lloyds, case advisors continued to be rewarded for
non-compliant behaviours and poor advice. The Lloyds scheme as described, by
the FCA, was very aggressive in that, for example, staff could be demoted or
face salary reductions if they did not hit sales targets.

Nevertheless Lloyds senior management, who would have been fully informed of
the FCA’s regulatory approach, were re-assured that controls were in place to
mitigate risk including the use of a ‘risk gateway’, to ensure advisors were
compliant before receiving a bonus.

The recent re-launched and other proposed POL incentive schemes for sales
staff do not contain the most aggressive features of the Lloyds schemes.

Barclays Fine for record retention failure — Dec 2103

Barclays Plc has been fined $3.75 million (£2.28 million) by a U.S. regulator over
its alleged decade-long failure to properly keep electronic records, emails and
instant messages.

The Financial Industry Regulatory Authority said that from 2002 to April 2012,
Barclays failed to preserve order data, trade confirmations, account records and
other information in a format that prevented their alteration or erasure, known as
"Write-Once, Read-Many".

Whilst the Post Office has data retention policies and standards they do not
specifically cover emails or instant messages.

Risk Events and Near Misses Dave Mason Page 4 of 5

20" January 2014
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4. Recommendations

The Committee is asked to:
41 Note the implications of internal or external incidents, events and near misses
potentially impacting the risk profile of the organisation as a whole and the

actions under way to remediate.

4.2  Agree the further recommendations below to reduce the impact of similar
events in the future:

¢ Lloyds Incentive Scheme

Review the performance of the Post Office incentive schemes closely to ensure
that they drive the appropriate behaviours in our customer facing staff and that
we have appropriate governance to review their performance.

e Barclays Fine

Discuss the retention of emails and instant messages with our regulators and
business partners and ensure Post Office data retention policy and practice

reflects current requirements.

4.3 Note that future versions will contain/show expected or actual loss for each
event/ near miss.

Dave Mason
20" January 2014

Risk Events and Near Misses Dave Mason Page 5 of 5
20" January 2014
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RISK AND COMPLIANCE COMMITTEE
Assurance Activity Update
1. Purpose
The purpose of this paper is to:
1.1 Provide the Risk and Compliance Committee with an update on assurance
activity that is planned, in progress, or already completed.
1.2 Ask the committee to endorse the proposed Xanadu and Mortgage Market
Review assurance activity
1.3 Identify the outstanding issues and remedial actions from Rainbow
2. Assurance Activity

2.1 Rainbow

Following the Rainbow incident Deloitte were commissioned in January 2013 to provide an
assessment of the Information Security operating model within Post Office and its contrast
with similar organisations. Following on from the Deloitte report the actions and
recommendations were incorporated into a project called Buffalo.

The Buffalo project delivered a new Information Security staffing structure and Information
Security policies and procedures were reviewed and developed.

Status
The outputs from the Buffalo project have now been incorporated into business as usual,
The remaining issues from the Deloitte report are:
¢ Information Security resources —The Group is still under resourced this is being
noted as a risk
¢ An appropriate Information Security Risk & Compliance tool needs to be purchased
and implemented.
o Data discovery exercises have been delayed due to lack of resource within the
Information Security team

2.2 Governance

A review of the governance of the ExCo sub-committees has been completed and a draft
report is being prepared for the General Counsel.

Status
A full update will be provided to the next Risk & Compliance Committee meeting in March
2014.

Assurance Activity Update Dave Mason Page 1 of 2

20" January 2014
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2.3 Mortgage Market Review

As part of a regulatory review of the mortgage market following the financial crisis the
FSA/FCA has tightened the rules in a number of areas including assessment of affordability
and the requirement for face to face and interactive dialogue with customers to be on an
advice basis only from 26 April 2014. A major project is in place for POL/BOI to become
compliant with the revised requirements. This involves a significant recruitment, training
and monitoring plan for advisors alongside improved infrastructure and controls. The
current project plans are graded ‘green’ overall and as on track to deliver the revised
requirements compliantly.

Status

It has been agreed with BOI that we will jointly produce a piece of assurance work by the
end of March to review whether the plans are on track and to highlight any significant risks
prior to the regulatory deadline.

2.4 Xanadu

Following the fixed telephony migration an assurance review is planned which will provide
an assessment of the end-to-end process for identifying and implementing the new
supplier. The aim of the review is to learn lessons that can be applied to any future
migration of service within the Post Office portfolio.

Status

The review is due to commence in January 2014 and terms of reference have been agreed
and initial data gathering has commenced. The review will be completed in February 2014,
the final report will be produced in March 2014 which will be reported to the

Risk & Compliance Committee.

Recommendations

The committee is asked to :

* Note the update and status of assurance activity

+ Endorse the proposed assurance activity to be completed for Xanadu and the Mortgage

Market Review

o Consider the outstanding issues from Rainbow and any remedial actions

Dave Mason
20™ January 2014
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Strictly Confidential PAPER SIX

RISK & COMPLIANCE COMMITTEE

Statutory Policy Framework

1. Purpose

The purpose of this paper is to update the committee on the work planned to review the
regulatory framework and to also seek approval of a number of business policies as part of the
agreed policy governance process

2. Regulatory Framework

A regulatory framework was produced in February 2013 that identified regulation applicable to
Post Office together with any associated policies and policy owners.

The framework now needs to be re-visited to confirm that the identified policies are still in place
and have been subject to a review if required. Work is now underway to review the regulatory
framework to:

Confirm the existence of appropriate policies

Ensure that policy owners are identified and agreed

Ensure all policies have been subject to review as required

Ensure all policies are captured within the new policy governance process

Progress reports will be provided to the Risk & Compliance Committee and once completed an
updated regulatory framework will be produced. The current regulatory framework is attached
as Appendix 7.

3. Business Policy Approvals

As part of the policy governance process all business policy documents should be submitted to
the R&CC for final approval. The following business policies are therefore submitted to the
January R&CC meeting for approval:

Anti-Bribery Policy

Acceptable Use Policy
External Data Protection Policy
Data Sharing Policy

It has been confirmed that the policies have been signed off at a senior level within the relevant
directorate. The policies are supplied separately for information

Statutory Policy Framework Dave Mason Page 1 of 2
20" January 2014
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4, Recommendations

The Risk & Compliance Committee is asked to:
« note the regulatory framework update and agree the planned activity in this area

e review and approve the policies submitted for approval and determine whether they
need to be referred to ExCo for final endorsement or simply noted as approved by the

R&CC
Dave Mason
20" January 2014
Statutory Policy Framework Dave Mason Page 2 of 2

20" January 2014
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[Regulations 2008

injunctions, undertakings and
orders and publication of
detalls thereol

[change Processes
[Bond Pearce sign-off process
for promotional materials

impact Tikefihood Risk [Policy owner [Policy [Procedure. [Assurance [Commercial [Finance [strategy R C
v y [Ragregate risk [Marketing Sevices [Finance Strategy R [Network internal cormms.
level of penalty that can be  |of a breach within the [calclated as the igtal Procurement T & Change security supply chain press & PR
mposed by the regulator in — [current finandial year[product of impact Foos somo. Risk & Compliance property stakeholder strategy
the event of a breach and likelihood Mails cosec Network transformation
Telephony Legal [crown transtormation
Partnerships
Data Protection Act 1996 [£500,000 monetary penalty, [Hgh Figh [FR & Corporate Senvces [Gata protection palicy [SAR processes POL Network Audt Use of castomer data for [Processng of customer Use of employee data [Secarity of customer data In
criminal offences (in certain Iinformation security policy marketing purposes [transaction data branches
imited circumstances), Information classiication
unimited civi labilties (for policy
example claims from [Mobile secuity policy
individuals who have suffered Logical access control policy
damage and distress) enetration testing policy
(lear desk policy.
3rd party access policy
Security architecture policy
Security design & testing
policy
Communcation: Act Up 16 10% of turnover [Cow e [commercal 5 wE [contract party Vearly test by [Sale of telephony products
biling suppler party services
[Enterprise Ad 2002 Uniimited personalfines [Low Med [Commercial policy process. Fair contracts avoiding cartels [Procurement procedures.
5 year imprisonment price fixing etc [supplier tenders
Disqualication of directors
[Mall Integrity Code of Practice (via MDA] reach of contract Fign Vied [commeraal [Valls Distribution Agreement [POL Operations manual POL Network Audt [comtractuar obiigations to [Acceptance and security of
g policy y Royal Mal mail tems
Postal Services Act 2011
Publlc Procarement Regulations ineffectiveness (contract vord,|Low Vied [Finance [Procurement procedures
unlimited financial penalty [supplier tenders
which s effective, ISourcing approval process in
[roportionate and dissuasive, Iplace and consistent with
damages, restitution); other [delegated authority levels
damages dlaims [Sourcing council in place to
lapprove sourcing plans and
allocation
lesourcing RM system In use
with in-bult controls
standard contract terms in
[place for sourcing
Consumer Credt Act Unenforceable contracts; OF [ied [Vied [Financial Services [Consumer credit licence held Credit products [ntroducing o arranging
[powers including avil credit agreements
penalties
[FsMA (via BOI) Uniimited fine and/or 2 years [Low Med [Financial Services B0l contract [Finprom approval procedure [BOI audt & monitoring Development and approval of fprod B [Distribution of 75 products
imprisonment, suspension or [Regulatory Guidance Manual |Reg Risk Committee financial promations marketing monitoring
imitations of the approval, [FssT&D scheme oL mystery shopping
pablication of statements
regarding the misconduct.
Unenforceabie agreements
and possible claim for loss.
[There i also the power to
apply for injunctions and
restitution orders.
Corporate v e [row [Viea [FR & Corporate Sevices &S policies &
|Act 2007 orders and publicity orders [Management policies
Money Laundering Regulations - Ved Med [FR & Corporate Services AV policy [Suspicious activity reporting |POL Network Audt [Money Taundering n the
rocess frato
[Proceeds of Crime Act 2002 Criminal offence - 1ayrs  [Vied Vied [FR & Corporate services (AL policy [Suspicious actvity reporting _[POL Network Audit [Money Taundering inthe
and/or uniimited fine rocess network
[Terrorism Acts 2000 + 2006 (criminal offence.- e [Ved Vied [FR 8 Corporate services AV policy [Suspicious activity reporting [POL Network Audt [VMoney laundering in the
rocess work
Electronic Communications Act N/a [Med Med [strategy [Rcceptable use policy information security
information securiy policy requirements
Information classication
policy
[Mobile security policy
Logical access control policy
penetration testing policy
(lear desk policy
3rd party access policy
Security architecture policy
Security design & testing
policy
CI Data Security Standard Fines levied by the PCI Counci[Vied Med [Strategy [PCi-DSS policy information security
and/or removal from Information security policy requirements
involvement with card Information classiication
payment schemes policy
[Mobile secuity policy
Logical access control policy
enatration testing policy
(lear desk policy
3rd party access policy
ecurity architecture policy
Security design & testing
policy
Consurner Protection from Unfarr Trading Court action including low low [Commercial [Manage Improvement & esignof far products Design of fair products
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[Distance Seflng Regulations Court action Tved [low [Commerciar [Direct marketing services
UK Advertising Codes/Advertising Standards Fines low low [Commercial [Bond pearce sign-of process [Development of promational
|hathority Reputational damage Jfor promotional material material
Commision [Fepatational damage. [ow ow PeC
Competition At 1996 Up 10 10% of worldwide _[Low low [Finance [Procurement procedures
turnover; unenforceablefvoid = supplier tenders
contracts [Sourcing approval process in
Iplace and consistent with
[delegated authoritylevels
[Sourcing council in place to
lapprove sourcing plans and
allocation
lesourcing RM system in use
with in-built controls
Istandard contract terms in
lplace for sourcing
[Corporation Tax Acts 2008 and 2010 penalties and Interest; ow ow [Finance v [Procedures T [Taxation arrangements and
secondary liabilities for recorded but i reflected In  [Tax Senior Accounting Officer |requirements, so policies and provisions
associated companies andin senvor For2012/13,  [p reviewed
centiication. For 2012/13,  [OLwillrely onkMGtax  [onan annual/rolling basis.
of relevant companies POL wil rely on RMG tax oL will
policies but will have - Under policies
tself for SAO, Under
transi 5, RMIG il prep: poL the
il prep: POL  [RMG will b introduction of anew
Jand will be asked o sign off [on procedures. accounting system.
on policies.
Finance Act 2003 penaitias and interest; low low [Finance v [Procedures T
secondary liabilties for recorded but i reflected in  [Tax Senior Accounting Officer |requirements, so policies and
associated companies andin senvor Tax For 2012/13, reviewed
o centfication. For 2012/13,  [POLwillrely onRMGtax  |onan annal/rolling basis.
of relevant companies POL wil rely on RMG tax oL wil i
policies but will have . Under policies
nself for SAO, Under { .
RMG|will POL
prep MG will b introduction of anew
Jand will be asked o sign off  [on procedures. accounting system.
policies.

[HMRC Codes of Practice 6 and 9 Criminal investigation for tax_[Low low [Finance [Reflected in - [Poc [Taxation arrangements and
evasion (corporate and “low risk™ for tax accounting [working relationship with provisions
personal penalties) purposes. HMRC In order to be cate

e & Supply of Goods Act ow Cow [Finance [Procurement procedures

= [Supplier tenders
[Sourcing approval process in
lace and consistent with
[delegated authority levels
[Sourcing council in place to
lapprove sourcing plans and
allocation
lesourcing RM system in use
ith in-bult controls
standard contract terms in
Iplace for sourcing

[Taxes Management Act [penalties and interest; low low [Fnance v [Procedures T [Taxation arrangements and
secondary liabilties for recorded but i reflected in  [Tax Senior Accounting Officer |requirements, so policies and provisions
assoclated companies and in or ax For 2012/13, reviewed

o centfication. For 2012/13,  [POLwillrely onRMGtax  |onan annual/rolling basis.
of relevant companies POL wil rely on RMG tax to [poLwil
policies but will have . Under policies
tself for SAO, Under { .
RMG|will poL
prep [RMG will be introduction of a new
Jand will be asked o sign off  [on procedures. accounting system.
on policies.

Unfarr Contract Terms (Procurement) Unentorceatie or cancelled [Low low [Finance [Procurement procedures

contracts = Supplier tenders
Isourcing approval process in
Iplace and consistent with
[delegated authority levels
[sourcing council In place to
[approve sourcing plans and
allocation
leSourcing RM system in use
with n-bult controls
Istandard contract terms in
[place for sourcing

[VAT Act and s 19952516 Penalties and fines for low low [Finance v VAT T [Tax effiaent contractual _[Due reporting, reconciliation
misdeciarations of VAT and in recorded but i reflected in  ffor 8 olcies and Fs pay for incom
particular cireumstances senior Tax [officer For | reviewed |contracts and payments
financial penalties for non- centfication. For 2012/13, a5 [2012/13, as part of RMG VAT |ona rolling basts. POL will
compliance for senvor [part of RMG VAT group POL  [group POL will rely on RMG [need to ensure that it
[Accounting Officer vl rely on RMIG tax policies — [tax polices and RMG will be | documents its own policies

[and RMG will be required  [required to certify for SAO. |and procedures with
certity for SAO. Upon separation and the
independence, POL wil be introduction of anew
required to certty telt. accounting system.

Bribery Act 2010 (Griminal Offence - Unimited [Low low [FR & Corporate sevices [Anti-bribery Policy partner selection,
fine, Confiscation Order, tendering [supplier tenders tendering
senior Officers of Company -
10yrs and/or fine to statutory|
maximarn.

Companies Act Fines for company officers [Low low [HR & Corporate senvices P inplace [Company accounts and Company secretary

rocedure Jinancial statements
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Computer Misuse At Giminal Offence -2yrs and/or [Low [fow [FR & Corporate Services formation security poicy Information security poliaes
fine o statutory maximum information classfication and procedures
policy
[Mobile security policy
Logical access control policy
Penetration testing policy
(lear desk poliey
3rd party access policy
security architecture policy
security design & testing
policy
(Copyrights Designs & Patents Act Act unctions, damages, Cow [(ow [FR & Corporate senvices Erand protection
undertakings and criminal
penalties of wn to 10 years
imprisonment and unlimited
fine
y [Cow [ow E & Corporate Services Employee Relations [Employee Relations
wioy Y (Compatsory low low [FR 8 Corporate Senvces nsuarance cover [Annual renewal Company secretary duties
Employer' Labilty (Defective Equipment) Act 1963 | Gvil bty ow low [FR & Corporate Services nswrance cover [Araal renewal Empioyee safety
Fraud Act 2006 (criminal Offence- 10yrs[Low low [HR & Corporate services probity of financial information security
and/or fine, Gl Liabilty statements requirements
under tort of decet -alllosses|
flowing from the tort
Freedom ol Tnformation At 2000 [FOIA] Fepatational damage; Tow ow [FR Corporate Services Privacy Palicy Company secretary daties
contempt of court; criminal
offence - level 5 fine
Fiealth & Safety at Work et Act 1974 Uniimited fine and/or 2 years [Low low [FR & Corporate Services Fiealth and Safety Policy _[Safety Management System - [POHAS i, and Audit Empiayee safety
imprisonment safety performance
Imonitored by ExCo Sub Comm
¥
Fiealth and Safety [DIspiay Screen Equipment] (£20,000fine and/or 2 years [Low ow [FRE Corporate Services Fiealth and Safety pollcy [Frat A at work process and_[POHS nsp, and Audit [Employee safety
Regulations 1992 mprisonment
Fealth and Safety (Firt-Ad) Regulations 1961 £20,000fine and/or 2 years _[Low low [FR & Corparate Services Fiealth and Safety policy _[Fisk assessment process  [POHS I, and Audit Empiayee safety
mprisonment
[Fealth and Safety Information for Ermployees £20,000 fine and/or 2 years [Low low [FR & Corparate Services [Fealth and safety pollcy _[Intermal comms process _[POF&S Insp and Auit Empiayee safely
[Regulations 1985
i [Vied ow [FR & Corporate services
[Management of Health and Safety ot Work (£20,000fine and/or 2 years _[Low low [FR & Corporate Services Fiealth and Safety Pollcy _[Salety Management System [POHBS nsp. and Audit Employee safety
Reguiations 1995 imprisonment
[Manual Handing Operations Reguiations 1952 (£20,000fine and/or 2 years _[Low ow [FR & Corporate Services [Fealth and Safety poilcy [Fisk assessment process [POFISS Insp and Auit Empiayee safely
'Etup\ ers Liability Act 1984 Givil iability ow. Low w & Corporate Services. [Annual renewal Employee safety.
Offcial Secrets Adt 1911 and 1969 riminal Offence - 2yrs Low ow [HR & Corporate services Employee oblgations
and/or fine
Pensions Ad [Various crimnal and el [Low low [FR & Corporate Servicas Empioyee pandon scheme
[penalties for employers and
individuals
Persona Protective Equpment at Work Regulations |£20,000 fine and/or 2 years [Low [low [FR & Corporate services [Health and Safety Policy [Risk assessment process [POHAS Insp and Audit Employee safety
1992
Pollce & Justice A 2006 Griminal Offence - 2yrs md/or|Low (ow [FR & Corporate Sevices iAformation security
Private Secarity Industry Adt 2001 Criminal Offence -5 yrs Tow low [FR & Corporate Services [
Fﬂw fine.
Provision and Use of Work Equipment Reguiations | £20,000 fine and/or 2 years [Low low [F & Corporate services [Health and Safety Policy _[Risk assessment process [POHAS Insp and Audit Emplayee safety
8
Publlc Interest Disclosure ACt 1986, [Cow Cow [FR & Corporate Services Speak up (WhISUebiow ng
poliey (not approved))
[Public Records Act Lo [Cow E & Corporate Services [Company s cretary duties.
Reguiation of Invest gatory Powers Act 2000 Giminal Offence - syrs mdlor [Low low [FR & Corporate Services [Aformation security
fine
[Reporting of Injuries, Diseases and Dangerous e e alfr years|low low [F & Corporate Services [Health and safety Policy _ [Acadent reporting process _[POHAS Insp and Auit Employee safety
Occurrences Regulations 1995 (RIDDOR]
Serious Crime Act 2007 riminal Offence - syrs mdor [Low low [FR & Corparate Services information security
fine {and potential winding up| requirements
petition)
[Terms & [Cow low [ & Corporate Services Employee TBCs
[Trade marks Act Low Low [H# & Corporate Services
[Transfer of undertanings (rotection of empioyment [Uniar dismssal, detrment [Low low [FR & Corporate Services
regulations 2006 and information and
[Welsh Language Act low [Cow [FR & Corporate Services [Welsh Language Schere Customer compiants [Marketing & promations Recraftment o werdh
Reputational (publication of fa monitoring speakers
[Working Time Reguiations 1996 improverent/pronbition  [Low low [F & Corporate Services Employee safety
notices
[Workplace (Health, Safety and Welfare] Regalations |£20,000fine and/or 2 years _[Low ow [FR & Corporate Services [Fealth and Safety Pollcy [Fisk assessment process  [POFSS Insp and Auiit Employee safely
195 mprisonment
£20,000 fine andor 2 years ek trandter through 3rd
Constuction (Design Regulat ow Low INetwork & sales oty contracts
Control of Asbestos Regulations 2012 £20,000fine and/or 2 years _[Low low [Network & Sales Risktranster through RVFM [Employee safety
contracts
Control of Substances Hazardous (o Health Cow [ow [Network & sares Risktrandter through ard [Employee safety
[Reguiations 2002 party contracts
Electiicty at Work Reguation: 1969 £20,000 fine and/or 2 years [Low [ow [Network & sares Risk transter through RV [Employee safety
contracts
1990 [Cow [low [Network & sales [Ewironmental pacy
knowingly permiting ater
liabiity and, if enforcerment
notice not complied with,
criminal labilty
eatth Act [ow [ow [Network & sales [Employee safety
Highways Act 1980 riminal Offence - Level  fine [Low ow [Network & sales Fieet oniine [Montored by Operations [Obstruction of highways
compliance Team
Reguiatory Reform (Fre Safety) Order 2005 (£20,000 e and/or 2years [low ow [Networw & sares ek trander through ard
party contracts
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[The Road Vehicies (Construction and Use) [fow [low [Network & sales Fleet onine [Monitored by Operations [FOLvehicle fleet
Regulations 1996 [operatoring manuals Compiiance Team
UK domestic drivers' hours rules
[The road transport (working time) regulations 2005
[Road traffic acts

v Based on [Mediam [Network & sales, sk transter through 3rd [FOL premises - HO, network,
scheme metered electricity and gas  [energy supply party contracts outstations

atter
restructuring
010 [Medium [Network & Sales. Risk trandter through 3rd

or nowingly permitting (being assessed at party contracts
s12(1)b) criminal offence present)
Equality Act 2010 Goodsand senvices:ina |Low [Medam [Network & Sales, [Valuing dversity policy [Empioyee safety

successtul civil court
dscrimination daim a Court

£93,000) and POL may need
o make alterations to
premises or s practices and
procedures.
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4. Business Policy Approvals and Framework

Post Office

Anti-Bribery Policy

POL00333330

POL00333330

The purpose of this Policy is to set standards of behaviour that minimise the risk of bribery for
Post Office. The principles underpinning this Policy are the same in every country in which we
operate, regardless of business sector, local customs and practices. Anyone who is employed by,
or performs services for, or on behalf of, Post Office anywhere in the world in any capacity
(including contractors, agents and operators, and their assistants) is bound by this Policy.

Version History

Version Number Date Editor Status
(Bl 16/12/13 Georgina Blair Draft
0.2 31/12/13 Georgina Blair Draft
0.3 08/01/14 Georgina Blair Draft
0.4 09/01/14 Georgina Blair Draft
1.0 16/01/14 Rob Bolton Final

Anti-Bribery Policy Version 1.0 Final

Risk & Compliance Committee-20/01/14

Page 1 of 6
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Version History
Date Version Updated by Change summary
Document Location
The latest version of this document can be found in the Post Office SharePoint Policy Library
For Sign-off - This document has been approved by the following people:

Name Title - Department Date of Sign off

David Mason Head of Risk Governance 13/01/2014

Chris Aujard General Counsel 16/01/2014
For Information - This document will be distributed to the following people:

Name Title - Department

This policy will be reviewed annually. Next review date January 2015.
Anti-Bribery Policy Version 1.0 Final Page 2 of 6

44 of 79 Risk & Compliance Committee-20/01/14



POL00333330

POL00333330
4. Business Policy Approvals and Framework
Contents
Purpose 4
Scope and definitions 4
3. Governing principles 4
4, Business dealings and contacts 4
5. Reporting concerns 5
6. Roles and responsibilities 5
7. Risk 5
8. Contact 5
Appendix (A) Gifts and Hospitality Approvals Procedure 6
Anti-Bribery Policy Version 1.0 Final Page 3 of 6

Risk & Compliance Committee-20/01/14 45 of 79



POL00333330

POL00333330
4. Business Policy Approvals and Framework
1. Purpose
The purpose of this Policy is to set standards of behaviour that minimise the risk of bribery for
Post Office. The principles underpinning this Policy are the same in every country in which we
operate, regardless of business sector, local customs and practices.
Business partners are expected to act ethically and may be required to comply with this Policy in
all their dealings with or for Post Office.
. Scope and definitions
This policy applies to anyone who is employed by, or performs services for, or on behalf of, Post
Office anywhere in the world in any capacity (including agents, operators and contractors).
A bribe is any advantage (financial or non-financial) which is promised, offered or given and is
intended to induce /mproper performance (even if ineffective). /mproper performance means
carrying out a function or activity in breach of an expectation of good faith, impartiality or trust.
Governing principles
Post Office has a zero tolerance policy on bribery. Anybody employed by or performing services
for or on behalf of Post Office
e must never promise, offer or give a bribe
e must never request or accept a bribe.
No employee will suffer demotion, penalty or other adverse consequences for refusing to pay or
receive bribes or for reporting the suspicion that bribes may have been offered or accepted to
Post Office, even if the refusal may result in Post Office losing business
All employees must adhere to the standards contained within Post Office’s Gifts and Hospitality
Approvals Procedure and the Conflicts of Interest Policy.
Any breach of this Policy, or any procedure implementing it, will be treated as a very serious
matter by the company and may result in disciplinary action, including termination of employment
and reporting to the appropriate authorities.
Business dealings and contacts
All dealings with public officials or private individuals and enterprises must be open and
transparent and conducted in a proper and appropriate way. This will ensure that no bribery or
corruption takes place, and will also avoid any appearance or suggestion of improper activity.
Post Office only works with business partners who have been approved as required by Post
Office's risk-based due diligence processes. Such third parties must agree contractually to comply
with this Policy or have an equivalent Policy in place.
Contractors must be asked to ensure that any subcontractor will comply with the principles set
out in this Policy and so on throughout any supply chain.
Anti-Bribery Policy Version 1.0 Final Page 4 of 6
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Any remuneration payable to agents, operators, contractors or other business partners acting on
behalf of Post Office must be appropriate for the services carried out (which is to be determined
objectively as far as possible). All payments must be paid through bona fide channels, must not
be made in cash and must never be made through off-shore accounts.

5. Reporting concerms
Any Post Office employee with any knowledge of or suspicions that bribery or corruption has
taken place or may do so, anywhere within (or related to) Post Office, must immediately report
their concerns to
. their line manager in the first instance;
. the Risk & Compliance team if the line manager cannot be contacted or cannot resolve

the query’ cl B e o o o

. the external Speak Up line in complete confidence (Tel:; GRO D
All reports of suspected bribery must be passed to the Risk and Compliance team to log.

6. Roles and responsibilities
All Post Office employees are responsible for complying with this Policy and with the Gifts and
Hospitality approvals procedure at Appendix A.
The Risk and Compliance team maintains a register of gifts and hospitality, and of suspected
incidents of bribery, and this is reviewed regularly and an annual summary provided to the Risk
and Compliance Committee and to the Post Office Board.
Any serious incidents of bribery will be escalated by the Head of Risk Governance to the Chairman
of the Audit and Risk Committee.

7. Risk
Post Office has zero tolerance for bribery and all processes and procedures are designed to
minimise the risk of bribery occurring. A risk assessment has been completed and the areas of
the business at highest risk of bribery have been identified as Commercial, Procurement and the
branch network. This policy is designed to target those areas but also applies throughout the rest
of the business.

8. Contact
For further information about this policy contact the Risk and Compliance team on

GRO
Anti-Bribery Policy Version 1.0 Final Page 5 of 6
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Appendix A

Post Office Limited Gifts and Hospitality Approvals Procedure

Gifts

No gift should be offered or accepted if it is intended to induce improper behaviour. In general
the giving and receiving of gifts is not permitted with the exception of low value promotional
items costing under £25 each, such as pens, calendars, diaries, notepads and paperweights.

In a situation where refusal to give or accept a gift would cause embarrassment or offence, such
as when giving or receiving a gift from an overseas postal administration in an official capacity as
a representative of Post Office, the gift must not appear lavish or extravagant and should not cost
more than £200.

Before giving any gift costing more than £25, written approval must be obtained from your line
manager and forwarded to the Risk & Compliance team at ! GRO

If you receive a gift worth more than £25 you must notify your line manager in writing, and
forward the details to the Risk & Compliance team ati GRO

The Risk & Compliance team will maintain a Register of all Gifts given and received.

Hospitality

Hospitality may only be given and accepted where it has a clear and demonstrable link with a
legitimate business purpose, e.g. an organised event or a meal at which business is to be
discussed. In relation to offers of hospitality, numbers on both sides should be limited to those
whose presence is necessary to progress the business in hand. The giving and receiving of
hospitality and entertainment is subject to the following rules:

You must obtain prior permission from your line manager before accepting or giving hospitality.

The hospitality must be reasonable (not lavish or extravagant), proportionate to its purpose and

must ordinarily be below £100 per person in value.

You must send details of all hospitality offered and accepted, including details of the host business

(if not Post Office Limited), the number of people attending and the businesses they represent (if

Post Office Limited is the host), with details of the location of the hospitality and the cost per

person, along with written approval from your line manager, to the Risk & Compliance team at
GRO

The Risk & Compliance team will maintain a Register of all Hospitality given and received.

You must beware of accepting any hospitality and entertainment which might compromise your
performance of official business, or which might reasonably appear to have improperly influenced
a business decision. Any attempt at entrapment, blackmail, or any suggestion that preferential
treatment or divulgence of confidential information is expected in return for hospitality and
entertainment, must be reported to your line manager and the Risk & Compliance team.

Anti-Bribery Policy Version 1.0 Final Page 6 of 6
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INTERNAL
Information Security and Assurance Group
ISO3 - Acceptable Use Policy
Document Control
Overview
CIo Head of Information
Security
1.3
10" Jan 2014 10" Jan 2014
Annually or major
change
Revision History
1.3 10/01/2014 Moyn Uddin Minor revision to include section 5.9.
1.2 30/05/2013 Duncan Godfrey Updates with comments from stakeholders.
Issued for ISPRC.
11 22/04/2013 Mark Pearce Consistency corrections
1.0 03/04/2013 Duncan Godfrey Updated with external review comments
from Post Office Legal department. For
approval.
0.4 13/02/2013 Duncan Godfrey Minor formatting and grammar changes.
Ready for approval by ISPRC.
0.3 28/12/2012 Mark Pearce Review.
0.2 27/12/2012 Duncan Godfrey New IS policy. Added comments from Mark
Pearce and Dave King
0.1 21/12/2012 Duncan Godfrey Reformatted from original HR release
INTERNAL q
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1 Purpose and Statement

The purpose of this policy is to present what is acceptable use of Post Office
Information Systems.

All employees of Post Office are responsible for using Post Office information resources
responsibly and securely. The resources are primarily provided to support business
activities.

This policy does not form part of employees' contracts and may be amended at any
time.

2 Goals

The goals of this policy are to:

e Communicate what is acceptable behaviour when using Post Office Information
Systems.

e Communicate the repercussions for failing to follow this policy.

e Manage the impact of the risks associated with inappropriate use of Post Office
Information  Systems, including: confidentiality breaches, legal claims,
reputational damage, and adverse impact to the availahility and/or integrity of
Post Office Information Systems and loss of revenue.

3 Scope

The policy applies to all Post Office employees, agents, contractors, suppliers and
consultants of Post Office.

4 Roles and Responsibilities
4.1 Information Security and Assurance Group

The Information Security and Assurance Group (ISAG) will review this policy at least
annually and update accordingly to reflect changes to business objectives or risks.

4.2 Users

It is the responsibility of each user irrespective of their terms of employment or
engagement to adhere to this policy.

All managers are directly responsible for implementing Post Office policies within their
business areas and for their staff's adherence to them.

INTERNAL
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5 Policy Statement
The use of Post Office Information Systems is governed by relevant Information
Security and company policies. It is the responsibility of each user to comply with
these policies at all times.
5.1 General System Use
Post Office Information Systems and all the information contained within are the
property of Post Office. Users are provided access to these systems for appropriate
business use only.
Users may only use resources for which they have authorisation. Users may only
access systems via their individual accounts and must not use another individual's
colleague’s account to access Post Office Information Systems.
Users are individually responsible for the resources assigned to them and are
accountable to Post Office for the use of such resources.
It is the responsibility of the user to protect their passwords or any other credentials.
Do not write down, display or disclose your user identity or password, or any other
access code to any other individual.
Non-Post Office owned devices must not be directly connected to Post Office
Information Systems (see 1516 Mobile Device Policy).
5.2 Misuse of Post Office Resources
Users must not intentionally attempt to alter the configuration of any Post Office
Information System or interfere with any security control (for example anti-virus or
patching updates). Users must not conduct any monitoring of Post Office Information
Systems unless this has been defined as part of their role and the necessary impact
assessments have been undertaken.
Users must not take any actions to anonymise their use of Post Office Information
Systems.
Users shall not conduct any illegal or malicious activities using Post Office Information
Systems. This includes installing any tools that could support such an activity.
5.3 Email and Instant Messaging Acceptable Use
Email and Instant Messaging (IM) are tools for conducting Post Office business and
shall not be used for any other non-Post Office related business activity. All emails and
IMs are archived and retained as permanent records and are subject to disclosure to
outside parties including regulatory and legal authorities.
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Users must not forward business information from business email accounts to their
private non-Post Office accounts. All business emails remain the property of Post
Office and must only be accessed via authorised channels.

The Email or IM facilities specifically must not be used for:

e Sending any message that others could consider indecent, offensive,
threatening, insulting or derogatory

e Sending any messages that could be considered as bullying or harassing other
employees, Post Office customers or any other third party;

e Sending a false and/or defamatory statement about any person or
organisation;

e Sending discriminatory material;

e Distributing, disseminating or storing images, video, text or other materials that
might be considered indecent, pornographic, obscene or illegal

e Creating or distributing chain letters or unsolicited advertisements (SPAM)

e Any other material that is likely to create any liability (whether criminal or civil,
whether for you or us).

Any conduct listed above is likely to be seen as gross misconduct and investigated
under our disciplinary procedure. Any such action will be treated very seriously and is
likely to lead to the summary dismissal of the user concerned (where the user is an
employee) or termination of the user's contract (where the user is not an employee).

Only Post Office approved IM facilities shall be used for business messaging..
5.4 Web Acceptable Use

Access to the web has been provide to support business activities and must primarily
be used for this purpose. A certain amount of personal use is permitted (see section
5.8) but users must not:

e Access any content relating to: gambling, illegal drugs, pornography, criminal
skills, hate speech or any other indecent, obscene or offensive material

e Send offensive, bullying, harassing or discriminatory material or material which
is derogatory to others

e Post or otherwise transmit false or derogatory material

e Access any material which infringes copyright

e Access any material that is likely to create any liability (whether criminal or civil,
whether for you or Post Office).

Any conduct listed above is likely to be seen as gross misconduct and investigated
under our disciplinary procedure. Any such action will be treated very seriously and is
likely to lead to the summary dismissal of the user concerned (where the user is an
employee) or termination of the user's contract (where the user is not an employee).
All web access is monitored and archived; this record will be audited for compliance
with this policy.
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5.5 Use of external file storage and synchronisation services
External unauthorised file storage services (such as Dropbox, Skydrive and
Googledrive, Box etc.) must not be used for storing Post Office information..
5.6 Authorised Software and Copyright Material
Users may only use the software provided to them by the Post Office IT service. No
unauthorised software is permitted on Post Office Information Systems.
All users must comply with all intellectual property laws including copyright law. Any
material which has a copyright must not be used on Post Office Post Office Information
Systems without the correct licence. This includes: videos, audio files and any protected
documents (such as restricted PDFs).
5.7 Use of social media
Post Office recognises that many of our people enjoy using social networking sites in
their own time. Comments we publish on these sites may reach a surprisingly wide
audience, and so we must all protect our brand and avoid doing anything that might
bring the reputation of Post Office into disrepute.
Everyone must be aware that information gained about Post Office as a result of your
work for the business must never be discussed or shared on social media sites.
5.8 Personal use of Post Office resources
While Post Office Information Systems are intended for business use only, our policy
does allow for reasonable and occasional personal use. Any personal use must be kept
to a minimum and should not interfere with an employee’'s business responsibilities
and the resources they are using.
Personal use remains a privilege and activity conducted on Post Office Information
Systems is still owned by the Post Office®. The Post Office is not responsible for the
recovery of any non-business data on Post Office Information Systems and this data
may be deleted at any time.
5.9 Use of Non-Post Office Equipment and Resources
Non-Post Office equipment (e.g. laptops, tablets, smartphones etc.) and or resources
such as email systems (e.g. external consultancy email system, Gmail, Outlook.com
(Hotmail), Yahoo Mail etc.) must not be used for Post Office business purposes, this
includes forwarding Post Office information to non-Post Office email systems.
5.10 Reporting Incidents
It is the responsibility of the User to report any security incident or suspicious activity
to the IT Service Desk. Advice can be sought from the ISAG.
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5.11 Monitoring
Post Office Information Systems will be monitored and audited for compliance with this
policy. Monitoring is only carried out to the extent permitted or as required by law and
as necessary and justifiable for business purposes.
Where we have a reasonable suspicion that Post Office Information Systems have
been used improperly, in breach of the law, or if we need to assist the legal authorities
or are otherwise required to do so by law, we will extend this monitoring to the
content of specific electronic transactions. Only authorised individuals can undertake
this activity through the Disclosure and Access to Employee Information - the “Pé
process”.
If an employee is concerned about personal privacy, they are advised not to use Post
Office Information Systems and equipment for personal correspondence or to store
personally sensitive or confidential information.
6 Exceptions
As per the standard policy process, a policy exception must be applied for by contacting
the ISAG. These exceptions will be challenged and reviewed by the ISAG on an annual
basis. Evidence must be retained for both the exception and the annual review.
7 Violations
Any failure to comply with this policy will be seen as a violation of the policy and may be
dealt with as set out under Enforcement below.
8 Enforcement
The ISAG will regularly assess for compliance against this policy. Additionally, all Post
Office people have a responsibility to report any concerns that there may have been a
violation of the policy. Any violation of this policy will be investigated and is likely to be
dealt with under our disciplinary procedures. In particular, any serious breach of this
policy is likely to be seen as gross misconduct and could lead to the summary dismissal
of the user (where the user is an employee) or termination of the user's contract
(where the user is not an employee).
9 References
This document has the following references:
IS16 Mobile Device Policy
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APPENDIX A: Glossary

Acceptable Use

The rules on the use of Post Office Information Systems in a way
which protects the reputation of Post Office and the integrity of its
Information Systems and equipment.

Instant Messaging

A system for real-time electronic messaging on the Internet or

(IM) over networks. The approved Instant Messaging tool in Post Office
is Microsoft Office Communicator.

Post Office Broadly defined and includes but is not limited to: computer

Information networks, Internet facilities, Instant Messaging systems, tablets,

Systems laptops, desktops, Personal Digital Assistants (PDA), podcasts,

forums, blogs, message boards, social communication websites,
newsgroups, remote access facilities and all communications
through such systems.
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Post Office Limited
External Data Protection Policy

1 Introduction

The processing and protection of personal information is of paramount importance to Post
Office Limited (Post Office) in order to safeguard its reputation as one of the countries most

trusted brands.

This Policy documents our approach and commitment to managing the personal information in
our care, whether provided to us directly by our customers or by our business partners, in a
manner compatible with our and our business partners' obligations to comply with the Data
Protection Act 1998. It sets out Post Office's mandatory expectations of all those persons who
have access to personal information held by Post Office on how to handle such personal

information.

Adherence to this policy and associated standards is a mandatory requirement for all Post
Office Representatives). Failure to comply with this policy may affect our reputation and cause
our business partners not to trust our ability to manage the personal information which we
hold. Compliance with this policy is essential to maintaining the confidence in our brand and

our service.

2 Purpose

This Policy is aimed at all Post Office Representatives that handle personal information

The purpose of this policy is to outline the manner in which Post Office should process
personal information. It sets out Post Office’s expectations of its employees, sub-postmasters,
agents, contractors, consultants, suppliers, partners and other contracted third parties (Post
Office Representatives) when processing personal information entrusted to Post Office, in
meeting its governing principles (set out below in section 6) relating to the use of personal
information across Post Office, whether the information relates to Post Office Representatives,

customers or other individuals.

3 Scope

This policy addresses all processing of personal information by Post Office Representatives
whether this is information we hold directly on our customers or information we hold on

behalf of our business partners.

Personal information includes all information, whether processed in electronic or structured

paper form, relating to a living individual who can be identified from that information.

Processing of personal information includes the collection, use, processing, transmitting,
disclosure or storage and retention of personal information. Post Office, its suppliers and

contracted third must adopt procedures necessary to comply with this policy.

Data Protection Policy
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4  Status of this policy

This policy has been approved by the Post Office Board. It is managed and maintained on

behalf of the Board and the Executive Team by Post Office’s Privacy Team.

5 Responsibility for compliance

Post Office handles personal information on its own behalf as well as that of its business
partners. The controller of the information is the party who is legally responsible for
complying with the Data Protection Act 1998.

Post Office is the controller of personal information relating to individuals such as its
employees, customers and prospective customers. In some cases this responsibility for
customer information is shared with our Joint Venture partners who are the providers of the
products and services we offer.

Where Post Office handles personal information on behalf of its business partners as a Data
Processor, such as our Front Office of Government proposition, the compliance requirements

will be dictated to Post Office by the appropriate Data Controller.

6 Governing principles

Personal information must always be handled by Post Office Representatives in accordance
with the obligations placed on us by the Data Protection Act 1998 whether directly or through
contract. This means that personal information must be:

e processed fairly and lawfully

e processed solely for the purposes it was collected for or where Post Office processes
personal information on their behalf as instructed to Post Office by our business

partners
e kept relevant, accurate and, where necessary, up to date

e Retained only for as long as it is necessary for the purposes it was collected, or as
instructed by our business partners

e Processed in accordance with the rights granted to individuals by the Act
o The right to access personal information about the individual

o The right to demand the data controller cease processing likely to cause
unwarranted damage or distress

o The right to stop direct marketing

o Rights in respect of fully automated decisions that significantly affect the
individual

o Right to claim compensation for damage (or damage or distress) caused by a
failure to comply with the Data Protection Act.

e be kept secure against unauthorised or unlawful access and against accidental loss,
destruction or damage by using appropriate technical and organisational measures —
this includes the following:
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o the processing of personal information should not be outsourced to agents or
processors of Post Office without proper controls and contract clauses in place
as established by Post Office’s Privacy Manager (and the permission of the

relevant business partner, where necessary).

o personal information should not be disclosed to any 3™ parties without
consideration to the privacy and confidentiality commitment we have or
where Post Office processes personal information on behalf of its business

partners, the prior consent of that relevant business partner where required.

o Managed in accordance with Post Office’s policies and procedures and where
Post Office is a Data Processor, with any specific instructions provided to Post
Office by the relevant Data Controller business partner.

e Not transferred overseas without additional controls being adopted to protect the
rights and freedoms of the individuals as agreed with Post Office’s Privacy Manager or
where Post Office processes personal information on behalf of its business partners
the prior consent of the relevant business partner where required

7 Accountability

Each member of the Executive Committee is responsible for compliance within their area of
responsibility. Post Office’s Privacy Team has responsibility for supporting the delivery of this
policy and monitoring compliance with it. However, each Post Office Representative has
responsibility for ensuring that they adhere to the policy.

Any Post Office Representative who considers that this policy has not been followed should

raise this matter with the Privacy Team.

8 Post Office’s Privacy Governance Structure

This needs to be appended once POL Exco have agreed approach

9 Further advice

Further advice may be obtained from your Post Office’s Privacy Team who can be contacted by
email at dataprotection GRO i

10 Policy Review

This policy is scheduled for review December 2014.
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Appendix (i) Supporting Information
Requests for access to personal information

Any individual is entitled to make a subject access request for details of personal information
held about them. Where Post Office receives such requests for personal information
belonging to our business partners, the process for meeting such a request sits with that
business partner and Post Office will handle such requests in accordance with the instructions
from our business partner.

Responsibilities of Post Office Representatives

If any Post Office Representative has access to or uses personal information about other
people (e.g. customer or employee personal information) he or she must comply with this
policy and the requirements set out in all other Post Office data protection standards, policies
and procedures (see below).

Each Post Office Representative is responsible for ensuring that any personal information
which he or she accesses or uses is kept securely and not disclosed in any way to any
unauthorised third party.

Training

Where appropriate, training will be provided to Post Office Representatives on data protection
issues and the handing of our business partner’s personal information. Where required by our
business partner to deliver specific training, such as the business partners own data protection
training, Post Office will ensure that appropriate staff receive such training.

Risk assessments and audits

Periodic data protection risk assessments and audits may be carried out to assess compliance

with this policy and data protection laws.

Other Post Office standards, policies and procedures relating to data protection

. Post Office Data Protection Policy (Internal)
. Code of Business Standards

. Conduct Code

. Information Security Policy & Guidance

Data Protection Policy
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Introduction

This Policy sets out Post Office’s approach to sharing information with 3™ party organisations
(Recipient Organisations) and where that shared data is personal information ensures this is shared
in compliance with obligations under the Data Protection Act 1998. Post Office will share
information in connection with:

e The Prevention & detection of crime and prosecution of offenders

e The prevention and recovery of any loss to Post Office or one of its business partners

National Security matters

Anti-Money Laundering
e The protection and safety of missing or vulnerable people

Any sharing by Post Office of information to 3™ party organisations will be subject to considerations
of sensitivity, confidentiality, privacy, ownership and copyright. In becoming a recipient of Post

Office information, 3™ party organisations agree to process that information in line with this Policy.

Post Office information consists of personal information and business sensitive information —
together referred to in this policy as “Shared Data”

Background

The Data Protection Act 1998 covers the processing of personal information and establishes rules to
protect individuals in respect of the security and use of their personal information.

Post Office shares information with a number of 3™ party organisations in its endeavours to protect

its business, staff, customers, other individuals and its associates.

Data Sharing

Data sharing involves the disclosure of information from one or more organisations to a third party

organisation or organisations. Specifically for Post Office, data sharing can take the form of:

e a systematic disclosure of information collected by Post Office to its key contacts on a

regular basis such as text blasts and reports

e Post Office and other organisations pooling information and making it available to each

other for a common purpose

e exceptional, one-off disclosures of personal data by Post Office in unexpected or emergency
situations

e exceptional, one-off requests by 3" party organisations, such as solicitors, for information
held by Post Office

Data sharing Policy V3 FINAL PUBLIC
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Scope

This Policy covers all Post Office departments and 3™ party organisations that share Post Office

personal information and business data for the purposes highlighted in section 1 below.

For the purposes of this Policy, personal information is considered to be any information that relates

to a living individual who can be identified directly from the information, or from the information

and other information, which is in the possession of, or is likely to come into the possession of, Post

Office or the recipient organisation. This includes any expression of opinion about the individual(s)

and any indication of the intentions of the Post Office or any other organisation in respect of the

individual(s).

Responsibility

It is the responsibility of the signatories to this Policy to ensure it is followed in respect of the

processing of shared data.

Policy.

1. Limitations on use of the data

Post Office will share information for the following purposes:

The Prevention & detection of crime and prosecution of offenders

The prevention, investigation and recovery of any loss to Post Office or one of its business
partners

National Security matters
Anti-Money Laundering

The protection and safety of missing or vulnerable people

By accepting shared data from Post Office, 3" party recipients agree to limit their use of the shared

data to these purposes only.

Where the shared data is sensitive personal information relating to:

health information,

racial or ethnic origin,

religious or other similar belief,
trade union membership,
sexual orientation or

offences or proceedings for an offence

the 3" party recipient understands that the information may only be processed for:

Data sharing Policy V3 FINAL PUBLIC
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e the prevention and detection of crime where such processing is in the significant public
interest where such processing must necessarily be carried out without the explicit consent
of the individual;

e meeting obligations placed on the organisations by way of S68 of the Serious Crime Act
20074
e any legal proceedings (including prospective legal proceedings).

e The protection and safety of missing or vulnerable people where the processing is in the vital

interest of the individual (or another person) in the case where consent is not available;
For shared data coming in to Post Office from one of its business partners, the same restrictions will
apply.

Where a recipient of Post Office shared data wish to use the information for other purposes, Post

Office’s prior permission should be sought on a case-by-case basis.

2. Obligation to ensure proportionality

Post Office recognises that it is likely to be reasonable and necessary to share data in its aim to
protect its staff, customers and business. Post Office will ensure that the nature of the data it shares
is proportional to the above aims and will not share identifiable personal information when other
methods that respect individuals' rights to privacy are viable.

3. Obligations on the parties in respect of data quality

Post Office will only share data where it is satisfied that the information is relevant to the purpose of

the sharing and, to the best of our knowledge, accurate.

Where there is a requirement to keep shared data up to date on an on-going basis, the 3" party
recipient must make provisions for updates to the data on a case-by-case basis or agree its update

requirements with Post Office through a bespoke data sharing arrangement

Post Office recognises that there is a requirement for information to be retained only as long as it is
necessary for the purposes outlined in section 1. All recipients of Post Office shared data should
have a documented retention policy outlining its intentions in respect of the archiving and

destruction of this information once it has served its purpose.

4. Rights of the individual

The Data Protection Act gives rights to individuals in respect of the processing of their personal

information and those key to a data sharing initiative are:
e Right of access to information;

e Right to demand an organisation cease processing personal information about them on the

grounds that it will cause (unwarranted) damage or distress;

! Please note - $68 of the Serious Crime Act makes it an offence to further disclose information covered by this
obligation.
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e Right to object to any fully automated decisions that significantly affect the individual;

e Right to claim compensation for any damage or damage and distress caused through a
breach of the Act.

In accepting personal information from Post Office, the recipient organisations accept that they will
be responsible for handling any requests they receive directly from individuals in compliance with
the requirements of the Data Protection Act 1998 and will adopt suitable procedures to react to
individuals exercising their rights.

5. Security

Post Office takes the security of shared data very seriously. It will ensure that any information it
shares with recipient organisations is transferred in a manner that protects the information, such
protection being appropriate to the nature of the information and any resultant harm that could
come from inappropriate disclosure, loss or destruction to that information.

Recipient organisations must ensure that shared data they receive from Post Office is adequately
protected by:

e Adopting an Information Security Policy that recognises the controls required to protect this

information
e Taking physical, technical and organisation security measures to protect the information

e Providing training to staff that have access to this information on the importance of keeping
the information secure

e Checking the reliability of staff that are granted access to the information through formal
vetting procedures appropriate to the nature of the data the staff member can see.
The recipient organisation agrees to advise Post Office immediately if, as the recipient of
information, your contact information changes, your role changes or the need for sharing Post Office
information stops or changes

6. Overseas Transfers

Post Office’s written permission is required where Post Office shared data, disclosed to a recipient
organisation that is likely to hold or allow access to the data from overseas locations. Such
permission may be refused after considering the nature of the data, purpose of the processing and
Post Office’s obligations under the Data Protection Act 1998

7. Data Sharing using Data Protection Act 1998 exemptions

Where Post Office is approached by a 3™ party organisation that is making a request for Post Office’s
Personal Information that may fall within the scope of an exemption within the Data Protection Act
1998, these requests will be considered on a case by case basis.

Post Office will apply the same considerations when using these exemptions to request other
organisations for personal information.
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8. Status of this Policy

This policy has been approved by the Post Office Executive Committee and is managed and

maintained on their behalf by Post Office’s Data Protection and Privacy Team.
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Appendix (i): Obligations on Recipient Organisations

In accepting shared data from Post Office, the recipient organisation understands that it must:
a) Comply with its own obligations under the current and future Data Protection and Privacy
legislation in respect of the processing of any personal data being disclosed or shared.

b) Only use the shared data for the purposes established in this Policy and not to use it for any
other purpose without the prior written consent of Post Office.

c) Adopt adequate technical and organisational security measures to protect the shared data
from unauthorised or unlawful processing and accidental loss, destruction or damage.

d) Advise Post Office immediately if, as the recipient of information, the contact information
changes, recipients role changes or the need for sharing Post Office shared data stops or
changes

e) Ensure the reliability of staff that have access to the shared data and agree that only those
individuals that have a genuine business need to see that data will have access to it.

f)  Only retain the shared data while there is a business need to process it and securely destroy
the data in line with a documented retention schedule, as required by this Policy.

g) With regard to shared data that is personal information, respect the rights granted to
individuals under the Data Protection Act 1998, adopting procedures to react to individuals

exercising their rights in order to comply with the requirements of the Act.
h) Take appropriate steps to maintain the quality of the shared data.

i) Not transfer shared data outside the European Economic Area without Post Office’s prior
written permission as outlined in section 6 of this Policy.

j)  The recipient of shared data understand that Post Office Limited is subject to the Freedom
of Information Act 2000 and as such this Policy and information about those organisation
that share data may be subject to disclosure under this Act.
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4. Business Policy Approvals and Framework

Appendix (ii): Recipient Organisations

Post Office will share information with organisations, such as those that fall into the following

categories:
e Law enforcement agencies
e Government bodies and agencies
e Public authorities
e Post Office product providers, for example the Bank of Ireland
e Post Office business Associates, for example Transport for London.
e Financial Services institutions, for example High Street Banks
e Sub-Post Masters
e Royal Mail
e Credit reference and fraud prevention agencies
e Financial Conduct Authority

e |egal advisors
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Name of Organisation:
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Nominated Signatory Name:

In accepting personal information from Post Office, the recipient organisation named above understands that

it must:

a)

c)

f)

Comply with its own obligations under the current and future Data Protection and Privacy legislation
in respect of the processing of any personal data being disclosed or shared.

Only use the shared data for the purposes established in this Policy and not to use it for any other
purpose without the prior written consent of Post Office.

Adopt adequate technical and organisational security measures to protect the shared data from
unauthorised or unlawful processing and accidental loss, destruction or damage.

Advise Post Office immediately if, as the recipient of information, the contact information changes,
recipients role changes or the need for sharing Post Office shared data stops or changes

Ensure the reliability of staff that have access to the shared data and agree that only those individuals
that have a genuine business need to see that data will have access to it.

Only retain the shared data while there is a business need to process it and securely destroy the data
in line with a documented retention schedule, as required by this Policy.

With regard to shared data that is personal information, respect the rights granted to individuals
under the Data Protection Act 1998, adopting procedures to react to individuals exercising their rights
in order to comply with the requirements of the Act.

Take appropriate steps to maintain the quality of the shared data.

Not transfer shared data outside the European Economic Area without Post Office’s prior written
permission as outlined in section 6 of this Policy.

The recipient of shared data understand that Post Office Limited is subject to the Freedom of
Information Act 2000 and as such this Policy and information about those organisation that share
data may be subject to disclosure under this Act

| acknowledge receipt of Post Office’s Data Sharing Policy V1 and agree to process Post Office information

in accordance with the standards recorded in this Policy.

Signed:

Dated:
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5. Committee Meetings and matters arising
Post Office Ltd — Strictly Confidential PAPER SEVEN
Risk and Compliance Committee (R&CC) Reference: R&CC/MIN/OCT13
Date: Venue: POL Boardroom, 148 Old Street, Time: 0930 - 1130
London
Attending:
Lesley Sewell Chief Information Officer Member
Chris Day Chief Financial Officer Member
Alwen Lyons Company Secretary Member
Dave Mason Head of Risk & Compliance Chair
Malcolm Zack Head of Internal Audit Report
Piers Virik SPMO Report
Mark Pearce Senior Risk Manager Report
Sara Hollingsbee Best Practice Procurement Manager Report
Peter Emmanuel Money Laundering Reporting Officer Report
Liz Doherty Assurance Advisor Secretariat
Apologies:
Susan Barton Strategy Director Member
Susan Crichton HR & Corporate Services Director Member

Committee Minutes & Matters Arising

Discussion

The chair welcomed the Company Secretary to her first meeting as a committee member. Apologies had been
received from Susan Barton and Susan Crichton.

The minutes of the last meeting had been circulated and were accepted as an accurate record by those present.
The actions from the previous meeting were discussed and it was confirmed that with the exception of action
1552 all had been completed and closed.

Decisions

Minutes of the previous meeting were agreed and previous actions completed with the exception of 1552.

Actions

Ref Action Lead

1552 Compile a comprehensive list of the key information security risks and Julie George/Lesley
(carried identify which are important to be addressed and the resultant gaps. Skill Sewell

forward) gaps to be identified.

Key Risks Tracking

Discussion

Compliance

Decisions

There had been no changes to the ExCo risk map since the last meeting other than the ATM rating risk was now
identified as an issue. The ownership of the risk relating to the non-compliance with procurement rules was
discussed together with the consequences of non-compliance.

The committee discussed the risk movements identified on the directorate risk map and agreed that the detail
and quality of reasons being identified by risk owners required improvement to enable better understanding

How transformation board risks are presented to the committee in future was discussed but no decision was
reached. This to be discussed and agreed outside of the meeting by the SPMO and the Head of Risk &

The committee accepted the risk reports but identified there was a need to improve the quality of the narrative
supporting risk movements identified in future reports.
Presentation of transformation board risks to be agreed by the SPMO & Head of Risk & Compliance
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Actions
Ref Action Lead
1554 Presentation of transformation board risks to future R&CC meetings to be Dave Mason / Piers
discussed and agreed Virik

Internal Controls

Discussion

The internal controls report was discussed and the committee asked about the process for improving those
marked amber and how the effectiveness of identified controls was to be tested. It was suggested that the
effectiveness of internal controls should rest initially with each director as the person accountable for activity
within their directorate

It was also explained that Risk & Compliance business partners would be working with directorates to identify
controls in place and suggest new controls and actions to achieve improvement were appropriate. The
effectiveness of controls would be assured through examination of supporting management information and data
with action plans developed to address any gaps and improvements.

Decisions
The committee agreed and endorsed the approach to internal controls monitoring

Actions

Ref Action Lead
None

Key Issues Tracking
Discussion

The committee discussed the business issues log and it was agreed that any future key issues updates be
supported by an explanatory paper and the issue owner should be invited to attend the meeting
Decisions

Future issues updates be supported by an explanatory paper and issue owners invited to attend future meetings

Actions

Ref Action Lead
None

ﬁiﬁsri'r'\'res;bioli'cy & Consultation Approvalé
Discussion

The committee reviewed the papers that had been submitted for approval.
Both papers were approved

¢ Disclosure &access to employee information policy
¢ Authority to requisition, procure and pay policy

Ownership of consultations and an approval process for their sign off has been agreed with the Communications
Directorate. This is being documented and once completed will be communicated to product pillars.

Decisions

Disclosure & access to employee information policy approved

Authority to requisition, procure and pay policy approved

Actions

Ref Action Lead
None
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5. Committee Meetings and matters arising

Post Office Ltd — Strictly Confidential PAPER SEVEN

Papers for Endorsement
Discussion
The committee reviewed the papers that had been submitted for endorsement prior to the meeting.

The Money Laundering Reporting Officer’'s update informed the committee of actions taken as a result of an
independent review which looked at POL’s vulnerability to AML through products and cash services.

The money laundering product risk assessment paper was discussed and agreed with the proviso that the MLRO
re-issue the appendix and provide the committee with a roadmap of actions and timescales by email

Decisions

Both papers were endorsed with a recommendation that the MLRO re-issue the appendix and a roadmap of
actions and timescales by email

Actions

Ref Action Lead

1555 Re-issue by email the appendix from the risk assessment paper together MLRO
with a roadmap of actions and timescales for delivery

Meeting Summary & AOB

Discussion

An updated R&CC terms of reference was submitted to members prior to the meeting. A proposal to hold
monthly meetings was rejected and it was suggested that 6-8 meetings a year was more appropriate. The
committee asked for a tracked change copy to be circulated and a request for further comments to be submitted
via e mail.

Decisions

The terms of reference to be reviewed further.

Actions
Ref Action Lead
1556 A copy of tracked changes for terms of reference for R&CC to be circulated | Rob Bolton
to members and further changes to be agreed by e mail
Liz Doherty

Risk & Assurance Adviser
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Action Summary and Updates
Ref Action Lead Update
1552 Compile a comprehensive list of | Julie Action completed.
the key information security risks | George/Lesley | Update provided via separate paper included with
and identify which are important | Sewell circulated meeting papers.
to be addressed and the
resultant gaps. Skill gaps to be
identified
1554 Presentation of transformation Dave Mason / | Action closed.
board risks to future R&CC Piers Virik This has been discussed and transformation board
meetings to be discussed and risks to be captured within the business risk reporting
agreed to the R&CC going forward
1555 Re-issue by email the appendix MLRO Action carried forward.
from the risk assessment paper Further work is currently being performed in this area
together with a roadmap of and progressing through the investment committee is
actions and timescales for being explored.
delivery
1556 A copy of tracked changes for Rob Bolton Action closed.
terms of reference for R&CC to Copy of tracked changes version circulated as per
be circulated to members and the October meeting action however terms of
further changes to be agreed by reference have now been further reviewed and new
e mail version produced which will be circulated by email for
approval
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Risk & Compliance Committee PAPER EIGHT
The purpose of this paper is to provide the committee with an update on an action from a previous meeting in October 2013

Compile a comprehensive list of the key information security risks and
identify which are important to be addressed and the resultant gaps. Any
skills gaps to also be identified

1652 Julie George / Lesley Sewell

Consolidated Version

The Information Security and Assurance Group (ISAG), to meet its increasing responsibilities for Corporate Information Security and
Assurance including Cyber Security and wider business support, require additional headcount. In addition to corporate responsibilities ISAG
are responsible for the on-going Information Security due diligence of suppliers and partners to ensure that they protect Post Office
information that is in their care. Currently the headcount is supplemented by 5 contractors (3 of which cover the main programmes of
Transformation, Separation and Transition), where possible these Contractors are also utilised within BAU activities since there no other
Information Security skills outside of ISAG within Post Office. Below is a summary table of the risk that ISAG permanent staffing shortfall
creates, aside from the financial implication of the contractor overhead. The shortfall detailed on the next two tables equates to 6 FTE against
the published organisation headcount shortfall of 4 (as referred to in the final perspective below).

Where possible Contractors will be replaced by full time employees providing a substantial saving to Post Office.
The comparison of Contractors versus Full time employees:

5 Contractors = (Average £850 per day x 22 days per month over 1 year) = £1,122,000
5 Full time Employees = (Average £110,000 per year inclusive of package) = £550,000

Savings £572,000 per year.

Description Information Risk Register Role Required

1.5 ISA Technical Assurance

Information unavailability due to
Manager

IT service disruption or lack of Covering 6 Risks
system availability

0.25 ISA Senior Risk
Covering 9 risks manager and 0.5 ISA
Compliance Manager

Information integrity and
confidentiality exposure

0.5 ISA Senior Risk

Insufficient Information Security 11SA C I
manager, ompliance

involvement in wider internal

) } covering 5 risks manager and 1 ISA
practices, projects and Technical Assurance
programmes Manager

0.25 ISA Senior Risk
Manager and 1 ISA
Compliance Manager

Failure to conform to information
security standards and covering 3 risks
compliance
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More Detailed Version

Consolidated Risk

Areas of Risk — Cause and Concern

ISAG Response

Staffing Shortfall

training(that is performed outside of
ISAG)

Inadequate security incident
management

Security incidents

Maintaining the security awareness
programme

however gaps in coverage are apparent

Category
Information e Communications interference 10 Penetration Tests and Vulnerability Scans e 1.5 FTE Technical
unavailability due to IT| « Degradation of critical services undertaken annually against a projection of 30 to Assurance Managers
service disruption or e External misuse and abuse cover all main third parties. Whilst we do not
lack of system e Insecure external communications undertake the testing ourselves there is liaison
availability « Loss or unavailability of premises or | Work with our suppliers as well as scoping work
IT infrastructure to ensure risks are managed appropriately

e Malicious software
Information integrity e Incorrect Application Processing 10 Security Reviews of significant third-parties e 0.25 FTE Senior Risk
and confidentiality e Inappropriate Information Leakage undertaken, but at least 20 further secondary Manager
exposure e Human Error and tertiary suppliers and smaller third parties e 0.5 FTE Compliance

e Internal misuse and abuse not reviewed. . . Manager

o Repudiation of user action Review of Post Office and third party staff on

 Social engineering internal systems only performed for privileged

e Theft or loss of media acoounts

o Unauthorised logical access
Insufficient Information| ¢ Inadequate third party management | ISAG is involved as : e 0.5 FTE Senior Risk
Security involvement | e Unauthorised hardware or software e Design Authority in contractual wording Manager
in wiger internal e Unauthorised physical access ‘inclusion of ‘House Position’ e 1 FTE Compliance
practices ¢ |nadequate change management Licencing reviews Manager

¢ Inadequate security awareness Physical security initiatives e 1 FTE Technical

IT changes Assurance

Manager/Security
Architect

Failure to conform to
Information Security
standards and
compliance

Non-compliance to:

e [S0O27001

e PCIDSS

e [SAE3402

e LASSIS

e Third party audit and

questionnaire response

Post Office manages and undertakes the
contractually obligated compliance and
certification activities but it is more reactive than
proactive due to the increasing size of Post
Office, the diversity of the business and
intrusiveness of third party approaches

0.25 FTE Senior Risk
Manager

1 FTE Compliance
Manager
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Gaps viewed from Risk, Compliance and Technical Assurance perspective

Description

Cause

Consequence

Management of
Information Risks

There was clear direction from the Buffalo exercise, Deloitte
Information Security assessment review report, Internal
Audit report and the PCI| DSS audit the there is a significant
shortfall in the way that information risks are managed. At
present the area is only resourced as an interim position to
cope with these activities and 1 associated extra ISA Senior
Risk Manager is defined in Target Operating Model as
announced on 17" Oct. There is also the growth issue of
Cyber Threats which increases risk via Post Office
online/digital services

This will result in ISAG team’s inability to manage the
new Target Operating Model defined information risk
activities as they current stand. The Deloitte report
stipulated “Senior Management do not have a
comprehensive view on the information security risk
environment” and to “plan what actions the organisation
must take to reduce risk and enable Post Office to
manage and monitor the threats they face effectively and
proactively”. The consequence of failure to attend to risks
will invoke contractual and compliance penalties and
sanctions

Third Parties
Information Security
governance

There was clear direction from the Buffalo exercise, Deloitte
IS report and more importantly for on-going certification; the
PCI DSS audit the there is a shortfall in the way that major
third-parties are managed for assurance of their security
response. Currently, there are 12 suppliers in this category,
but significant others remain outside. Additionally, we need
to further explore the second tier suppliers as well as
complete the security review scheduled. At present the area
is under resourced to cope with these activities and 1
associated extra Compliance Manager as defined Target
Operating Model as announced on 17" Oct

This will result in ISAG team’s inability to manage the
new Target Operating Model defined compliance
activities as they current stand. Furthermore both the new
versions of both 1ISO27001:2013 and PCI DSS v3 both
stipulate more requirements around the governance of
third parties. The consequence of failure to attend to
compliance will invoke contractual and compliance
penalties and sanctions.

Information Security
Technical Assurance

There was clear direction from the Buffalo exercise, Deloitte
IS report and the PCI| DSS audit the there is a shortfall in the
way that information security technical assurance is
maintained. At present the area is under resourced to cope
with these activities and 2 associated extra Technical
Assurance Manaqers as defined Target Operating Model as
announced on 17" Oct

This will result in ISAG team’s inability to manage the
new Target Operating Model defined technical assurance
activities as they current stand. Currently the
management and review of vulnerability assessments,
penetration testing, project technical involvement, as well
as the security incident management response is under-
resourced. The consequence of failure to attend to
technical assurance will invoke contractual and
compliance penalties and sanctions
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