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Sdatge

What You Will Learn

Afer completing this module, you will be able o: T T T

v State the grounds for conducting a search and what your
POWErS are,

v Record recovered property and maintain continuy of
vidence,

o Explain Group Security policy in respect of searches induding
Health and Safety issues,

v State what povers of search the Police possess,

v Destribe how you apply for a Search Vamant, |

v Explain the comect treatment of computer evidence, |

v Explain the 6S027 procedure. ;

As stated earler, some issues regarding searching are referred toin
the PACE COP module, Therefore, some of the above objectives will o
be achieved in conjunction with studying that module,

Search CickNetoconire,_B2ck [Lofof et
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E] Introduction to Investigations Lg J %) f_% J |

http://uxcont68.sabahosted.com/content2/cninv000000000007412/html_scorm_12/co... 11/02/2011



POL00105437
POL00105437




POL00105437
POL00105437

Royal Mail - e Conversions Page 1 of 1

Searching Vith Consent Sttt Royal Mall Group

Grounds for Search

Before a search is conducted, there must be reasonsble grounds for
thinking that the suspect has committed an offence, and that they
are in possession of stolen property, or that they could be in
possession of anything obtained as a consequence of an offence,

Search  GkNenttocone, Bk ol et
Prit
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Searching Vith Consent o Sedatoe M| Royal Mail Group

Powers of Search

Investigation Managers have no statutory pover of search, and it is
important to avoid cresting any misapprehensions on this point
when dealing with suspected offenders,

In the absence of a search wamant, an Investigation Manager may
search a suspected offender, their private motor vehide and their
home, but only ifthat person's written consent has been obtained,
Addionally, the person searched must be told that they are not
bliged to consent to @ search, and that, if anything is eized, it may
be used in evidence.

Consent also neds to be obtained before a search of a personal
locker can b carried out, However, if this consent i not given, the
offcallocker can be searched on the basis that it is the property of
Royal Mail Group.

A universal search consent form, GS005, should be completed
and signed prior to all searches,

(lick on th blue text to leam morz,

Search Click Next tocontin,
Prit
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Searching With Consent o Se!ect atgic Royal Mail Group

Notice of Powers and Rights Form GS004

Prior to the search of premises and vehicles, the suspect must also
be handed a Hotice of Powers and Rights form 65004, This form
explaing what the individual's ights are when a request to search
their premises has been made,

If the suspectis not the ovmer or tenant of the property to be
searched, then you must get the consent of the person whois
entited to grant entry, and they must sign either form 60053
(vehides) or GS00Sb (premises)

(lick on th blue text to leam morz,

Search CickNerttoconie, B2k 03010 Nt
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Test Yourself

Ansiier the folowing questions, which refate to the 65004 form
you have just read. Tick the answer/s you believe to be right

Ifa suspectis Iving n rented accommodation and i not available,
¢an an Investigation Manager obtain consent from the Landlord to
search the premises?

Choose the comct option and dick on Submit.

Search

(Correct! W

Ifa suspectis ving in rented
accommodation and i not availzble,
an Investigation Manager can obtzin
consent from the Landlord to search
the premises,

Click Next to coninue,  Back |o4 of’b’;[ Next |
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Searching With Consent  Seetatogc [N RopalMal Growp

Test Yourself

VWhere can a suspect obtain a copy of the PACE Code of Practice /

relating to the search and seizure of property? t Correct! W

Choase the two comect apticns and dlick on Submit, A suspect can obtain a copy of the
Code of Prectice relzting to the sezrch

¥ Apice Sttn sndsereofpopety Fom a Pl
Station or the Investigation

D Personnel Depertment Manger's Offce.

@ Investiation Manager's Office
D Any Sofictor’s Office

D Royal Mal Legal Services

-
REEANI]
]

Search Cic et contne, _Beck 5 of 7 et
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Searching Vith Consent

Test Yourself

\What necds to be entered at the bottom of the GS004 form before it /

is given to the suspect? f Correct!

Choose the comect option and diick Submit, Your Businéss Unffs a&d'rés-sAmustbe .
entered at the bottom of the GS004

0 The suspect’s name form before it is given to the suspect.

(9 Your Business Units addess
() The name ofthe Investiaton Manager

() The address of Roya Ml egal Senices

i

Search

Page 1 of 1

~ Stedtatoic (1 Rogel Mall Group

Clck Nextto contine, _Back |06 of 0] Next
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Searching With Consent

Test Yourself

Whatis a suspect entted to have, on request, if property is kept
by an Investigation Hanager following a search?

Cheese the comrect option and clck Submit
() s descrting the property
() Compensaton for thei e

() Acces tote ropety beore ke aiay

Search

Selecta{pgigm M| Roal Mail Group

y
Correct! )

A suspect s entited to have a it
describing the property it s kept by
an Ivestigation Manager folowing
seareh,

Click Nextto continu= Back o7 of 7] Next:

E Introduction to Investigations
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Treament of Recovered Property Seetatoc [N Rl Wl rop

Recording of Property

Arecord of each search must be made on a form GS005¢ and
etalsof any property seized recorded on a form GS0054d, using
more than one form if necessary,

Investigation Managers undertaking Searches must also take vith
them item labels (they are labels but have a form number 6S035)
and item bags (zlso known as extilit bags) which are in different

sizes,
Click on th blue text fo lzam more.
Click on the image to l2sm more,
Search
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Treatment of Recovered Property

Recording of Property

Arecord of each search must be madz on a form 6S005¢ and
etells of any property seized recorded on a form GS0054d, using

more than one fom if necessary.

f

After Seizure

o Jit

Immediately an item s seized during 3 search:

1, Tt must have n item lzbel attzched or be placedinto
an exhibit bag,

2. The nfiels of the Investigation Manager meking the
seizure and a sequential number must be recorded on
the exhibit bag by way of an idznifing merk (for
example, BC/1, BC/2¢fc)

3, These detalls must then be transfermed to the Record of
Property Seized form, GS0054.

4. The findzr must il the search form entry to
acknontedge thatthe entry has bez recorded comecty,

Search

'035)
ut

|

 Selectatopic

Click ¢n the image to l2am mere,

Click Next to contnue, _Back 02 08! Next
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Treatment of Recovered Property

Storage of Recovered Property

Itis essential that property recovered at searches, and indeed any
offer items that may be exhibits in a prosecution, are sored safely.
Each Investigation Manager has access to a secure area where
exhibit can be stored. In additon to the key held by the
Invesigation Manager for the secure area, a spare should be held
by the Line Manager,

If exhibits have to be removed for any reason a record must be
kept for continuity purposes, shotiing who was in control of the
item at all times,

Ifan tem s removed from the secure area to be sent somewhere
else (possibly for the purpose of obtaining a witness statement),
this must take place by hand to hand transfer or the use of the
Spedal Delivery service, again to enstre that continuity of contrl
an be demonsireted in Court i necessary.

Search

Seali

ClckNest to cone, Bk [0 Next
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Treatment of Recovered Property Select a topic

Use of Photocapies

VWherever possible, coptes should be used to avoid the movement of
original exhibits.

Addtionglly, when Submitting case papers, only photocopies of
exhibits should be enclosed, not originals, Where items are to
bulky to copy, Such as large quantites o recovered ma, they
should be retained by the Investigation Manager and shown s "not
copied” n any lst of exhibits, If necessary, amangements can be
made for the exhibitin question to be viewed by interested parties
stch as Royal Mail Legal Services or Defence Lawyers,

!
i

s’ ¢ .
| Summary M‘ I

]

Tosummarice the sbove paints, tis ssentislto beableto Click onthe image tosee the summary.
proveina Court case that the original exhibits have bezn

Kept szcure and could not have ben tampered with st any
time. s ecentel fo them tobe sentelseubere, il +
Continuity must b2 able to be demonstreted, suchasthe |
use of the Spacial Delivery service. '

Search Clck extto contnuz, _BacK 04 of 08, Hext
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Treatmentof Recorered Propedy  Scetatoc [N RoyelMallGrup

Completion of the Forms

As a general rule, you should describe the items seized in as much
eta as possible, with the view of individualsing the entry,

Cidkantiehi A Few Other Considerations LosE

| Inrespect ofrecovered propety, there ere a few other

u considzrations before you touch any fems you find.
1, Consider ftis worth taking a photogreph, to

TipZone dzmonstrate th position of an tem, orin the case of 3

o | bulk find, to demonstrate fts size, Given s evidznce in

Court,  picture can be a far more effective way of

escribing a bulk recovery of propesty, or something
Secreted away, in preference to a virtien description,

2. i you are taking photographs on privete premiss, you

shoudobenvebel ot fom the proery ey gy o image toleam o

before you do .

3. efore you touch theitem, cnsider fitcouldhaveany W otz ou Wonn
fingerprint evidence which vilbe demagedbynomel — + PV 'S Leseal sueq ag
handing. A QuaNTITY B macl

Doy SVt s o T
TUE N Ul 04 Iyang
leCovarun
L 2 At Yy X D2 Sdoas
Mg_‘s wkc—”\"—t\s CArrno 7 %é

Search Click Nt to conin, _Back |05 of 08 Next
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Treatmeatof Recovered Property  Seledatoe

Test Yourself

Before moving on from the subject of recovered property, please answer the
following questions,

Destribe how recovered property must be kept,

Virite your ansiier in the text box, Then dick on Submit.

in a secure location [
[
Search

Royal Mail Croup

i

All recovered property must be kept
in secure conditions (locked cupboard,
room, etc).

/
- Did you get tha right?

El Introduction to Investigations
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Treatment of Recovered Property

Test Yourself

\Vho should hold a duplicate key to secure areas where exhilits are stored?

itz your ansier in the text box, Then dlick on Submit.

your line manager B

Search

Sedatpe

Reyal Mail Group

/ \
| Did you getthat ight?

H

| Th= felevant Line Manager»sﬁo\ﬁld
hold a duplicate key.

Ol et o conige, _Bck |57':07f08"Next
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Treatment of Recovered Property o Sedatgic (I Ropel Mal Group

Test Yourself
Original exhibits are not to be endlosed in case files. Wﬁat isendosed instead?
2/ Did you get that right? w
b o o
A good quality Ad sze single-sided
photocopy should be endosed instesd
Wiite your answer in the text box, Then dick on Submit. of the orcinas.
photocopies 0
|
[
g
Search CickNextto o, _B2ck 18 f 8} Hext
Pﬂi -
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Healthand Safety and General Search lssuss o Skcatopc Reyal Mail Group

Health and Safety

Toassist your understanding of the Health and Safety issues and
the practicalites of searching, please now read: | r

v The sections on searching vithin the Group Security
Procedures and Standards document, PBS Doc, 3, *Health &
Safety - Investigation Duties - Hazards & Risks”

v e

o e

» The Group Security handout on the subject, which s at
Appendix A,

(Click on the blue text to lezm more.

Search CickNextto ot _Back o] Hent

Pt
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Health and Safely and General Search lssues ~ Seedatoic M| Royal Mail Group

Test Yourself

There is a recommended order in which searches should be carried out, List
what this order i, (Did you get that right? \
Vrite your ansier in the text box, Then cick on Submit. Searchesshoﬁldbe conduciedinthe |
folloiwing order:
person/locker/car/home [

1, Person

2 Lodker

3. Vehide

4, Home

= _ .

Search (i et o, _BEck 20105 Nt
‘ il
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Health and Safety and General Search Issues Select a topic Royal Mail Group

Test Yourself

V¥hat are the rules in respect of your ovin hands when conducting a search?
ﬁ)id you get that right? W

t
*

Vike your ensierin thatext box, Then ik on Submit, Vometierbo ﬁéirs r— |

surgical goves, as this significantly
reduces the risk of contamination by
neadles compared to the wearing of
just one pair, During a search, you
should never put your hands where
you an not se2, for example dovn
the back of settees, due to the rick of

injury.

you should viear bwo pairs of loves

— ]

Search CikNeto e, _Back 1310t

P
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Health and Safety and General Search ssues Selecta topic Royal Mail Group

Test Yourself
Y¥hat i the minimum number of Investigation Managers that should attend a /
premises search, and what role dos each have in the search? E Did you get that right? w

Threz ks the minimum number of
Investigation Managers that should
3 oct to look after the suspect, one to search and one to record exhibits [ atend  premises earch - ne o act

found 853 Chapzrone, one to aciuelly
conduct the search, and the third to
&t as an Exhibts Officer,

Virite your enswier in the text box, Then dick on Submit.

S

Search ket e, _Back ol et

Pl
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Health and Safety and General Search lssues Select a topic 01 Royal Ml Group

Test Yourself

\Vhat action should be taken on geining inital access to the premices to be /
searched? ! Did you get that right? \
Vit your enswer in th text box, Then dick on Submit, Ongiing ey, youshoul ey
outa chack ofthe premises to
8 Quick search to see if others are present, if they are discuss tiswith [ establh who’s present. Iftheres
the suspect, plus secure pets anyone present gather them
together, If ny non-residznts are
there, ack the suspectto request thet
they lzave the premises, and
addonally amangs for any dogs or
{ - otherpetstobe controllzd, Explein o
the peopla remaining the reasons for
E] the sarch, and be satisfied thet thera
o is no hostily before commending the
o search, Thensearch a sterle area
and invite the residents to sitin that
i,

Search Clck Nexttocontinge,  Back {05 of 05, Hext
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E Introduction to Investigations 4 @ Z} @ f%J :

|

http://uxcont68.sabahosted.com/content2/cninv000000000007412/htm]_scorm_12/co... 11/02/2011



POL00105437
POL00105437




POL00105437
POL00105437

Royal Mail - e Conversions Page 1 of 1

Searches Without Consent © Skdatgc Royal MailGroup

Suspect Refuses a Request to Search

Investigation Managers have no power to search persons or
premises without consent, If the interviewee asks what will happen
ifthey do not consznt to a search, the Investigation Manager
should explain that they would prefer to camy out the search vith
consent, as they wish to continue with the investigation. The
interviewee should again be asked whether or not they consent to
the search, and if consent s given, it should be recorded in writing
on the 65005 form,

In the event that the interviewee wil not give an unambiguous
ansvier, this should be treated as a refusal to give consent,

(Click on th blue text to leam more,

Search (i Nento ot _BeckF2of ot
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Searches Without Cansent o Statgc Royal Wall Group

Action f Consent is Withdrawn

A search cannot commence or continue once consent has been

Withdrann. The interviewee has the right to choose to give consent l ;! S
o partial search {for example, to search certain rooms only). In S -
these cases, oly the specfied aeas can be searched unless the ’
necessary Police assistance is obtained,

If the interviewee persits in deining a search and there is reason
to think missing property is outstanding, the question of making an
arrest will arise, Provided the Investigation Manager has the
necessary power of arrest, they should consider amesting the
interviewe, For more information, check the Powers of Amrest
modulz,

Search Clk Nexttocontne, _Bck (0315, Next

Pril
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Searches Without Consent o Sedtatoic NA) Royal il Group

Police Powers of Search

Once the suspect is under Police amest, the Police may search their o T
premises without consent under Section 18 of the Police and '
Criminal Evidence Act 1984 (PACE).

Section 18 searches are defailed in the PACE COP module. Please
re-read the relevant perts of that module if you are not entirely
dlear on this subject.

The Police also have a power of search under Section 32 of PACE,
This allows a constable to search any premises in which an arrest
takes place, or any place in which the amested person vas
immediately before amest, for evidence of the offence the person
Was arrested for, As with Section 18 searches, this topic s covered
in the PACE COP module,

Search warrants and how they affect Investigation Managers are
als0 covered in the PACE COP module.

Search (ke toconie, B oot
Pri
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Searches WithoutConsent Stecatc ] Royel el roup

Legal Privilege

Legal Privilege is the definiton given to communications befween a
professional egal advisor and his client in connetion vith legal
advice,

Ttems covered by Legal Privlege, as defined in Section 10 of PACE,
cannot be seized during any search by anyone.

Police Officers have other Potvers of Entry and Search under
Section 17 of PACE, but these have litte relevance to Royal Mail

Group cases, B
- TipZone (10 | ‘
Clckonthe by L
Ttems held with the intention of furthering  ciminal
Q purposz are not subject o Legal Privilege.
5
R |
|
Search CitkNet i, ik 55 Mot
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SeiingComputer Evdence | Seetatgic Rogel Wll Goup

Seizing Computer Evidence: Overview

As computers become more and more a part of everyday lfe, itis
expected that the number of offences involving computers wil
grow. The recovery of computer evidence is a spadalict rea in
Which some Investigation Managers have ben specifically rained.

VWhile you are not expected to be an expert in the area of computer
evidence, this seckion vill give you the basic knowledge required to
ensure that, when you do seize computer evidence, you do o
omectly, and in a way that vill help to maintain the integity of
any potential evidnce.

Search CickNextto cotue,_Back [ f s} Hert

Prak
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Seizing Computer Evidence

Seecking Specialist Advice

Ifitis thought that there may be evidence on a computer, then
spedalist advice should be sought from the Royal MallLettes Fraud
Team who deal vith computer crime, If appropriate, arangements

an be made for a secure copy of the hard disk to be produced,

Youmust be able to justify why the seizing of the computeris
necessary, particulary if it s in the home and is used by all

members of the family, As such, a computer should only b seized
where you can justify your belief that it contains vital evidence,

The remainder of this section deals with cases where speciaist
advice s not available, or a decision is made on the spot o seize a
computer at an actual search,

Search

Sedawk

Clck Nt to conins, _Bck IOZOf 05:* Next
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Royal Mail Group

Seizing Computer Evidence Select a topic

How Does a Computer Work?

Before you seize a computer, itis important to appredite in very
simple terms how a computer works, and the consequence of
incorrect handling, The diagram of 3 computer hard disk s

providzd for you, Y TRACKS
SECTOR

The disk s divided into individual rings called Tracks, and cross-

sectionally into Sectors. Each Sectoris capable of storing 512 bytes Y

of data. One full page of text comesponds approximately to 1024

bytes (1Kb).

An index lists the focation of the data in each Sector, When you
ask the computer to retieve the letter that you stored as
Memod.doc, for example, the hard disk looks at the index, finds
Where thisletter i stored and retrieves it, The letier may have
bieen stored in one or more Sectors, dzpending on size.

Search Clck Nextto continte,
Prid
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Seizing Computer Evidence

Recovering Deleted Data

Vhen a user deletes a file the contents of the deleted fle e not lost,
The areas of the hard dick the file occupied are Simply marked as
available to be “written over" and resed, These deleted files can be
recovered if they are not written over,

R

!
VWhen a computer is switchzd on, the operating System wil
automataly witea numberof temporery letotheherd |
disk as park of the start-up procedure. At worst, these
temporary files could write over the “deleted" fles that hold |
the evidenc you are secking. At best, the physical ~
evidence - the disk - has il bezn altered by this action,
Never fum on a computer you findin a switched off state.

Computers Found Switched Off

Search

 Selecta topic

’m
(Click on each f the computers in the
image to leam more,
Back [o4of ] Hext

of 1
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Royal Mail Group

Seizing Computer Evidence Select a topic

Recovering Deleted Data

Vihen 3 user deletes a file the contents of the deleted fle are not logt,  premm———
The ares of the hard dick the file occupied are simply marked as
available to be “written over" and reused, These deleted files can be
recovered if they are not writen over,

" Computers Found Switched On CL0sE | |

t,

Ifa computer is found on and you switch it offin the | Clckonexhof the comptesinhe
nomal way, then gein temporary files may write over the image b kam more

Geleted iles s part of the shut down procedura - the sme '
thing could happen if you try to print off whatis showing
on the sereen, If you find & computer switched on, you
should make a notebook enfry conceming what s displayed
on the monfor, or pérhaps consider taking a photograph,
The computer should then be unplugazd at the mains -
never switch the computer offin the normal way,
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Current Guidelines

Current guidefines recommend that:

o Al compnents of a suspect PC are seized, and if you
disconnect any leads, then make a note of which jack socket
they came from,

o Passwords that are used s part of the computer operation

should be obtained from the suspect if passibl, as they may
be helpful, although they are not essential

(lick on What to Avoid to lzzm more,

Whatto
Avoid ,
Search Click Next o contingz.
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Current Guidelines

Current guidelines recommend that:

o Al companents of a suspect PC are seized, and if you
disconne
they can

Things Not to Do €0 [ Y 4

' Passwo* Tosummeris2, if you decide to seize a computey, lsave & '
b

should ‘ inthe state you find t and never: 3
be helpf

v Try to print off znything thatis on the serezn

v Switch t off following norma! doss don procedures -
ClckonWhati  justdisconnact it from the mains power

+ Sutchiton

You cznassure the owner thet these above actions will not
(2/ demage the computer, The computer, once confiscated, is
then trezted in the same way s any other sezed property,

Search CikNesttoconine, _Back 05| Next

E(] Introduction to Investigations 2) / C%J |
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General Search Considerations: Overview

There are a number of areas that nesd to be considered when
conducting searches, such as:

v Searching to the extent required for the purpose of the search

v Should a friend be allowed to be present,if requasted?

v The rules relating to camying out a personal body search

+ How peaple should be treated should our searches reveal
nothing of an incriminating nature,

This section looks at the actions that should be tsken in these
dreumstances,

Search CickNentto e, _Back [ f 7] et T
Pk
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Progress Check

List the three actions required immediately after an item has been seized / \
during a search, Did you get that right?

The acions are;
o Immediately an ftem is seized, i
must have a label sttached bo t
or be placed in an exhibit bag.

\Vrite your answizr in the text bos. Than dick on Submit, » Ttmust be given the inials of
the Investigetion Manager
togheitanumber o utin 2 seed bagandtosig the it g [ meling thesezreand the
j next sequéntial number,
v The Investigation Manager
: finding the ftem should indtal
the relevant entry onthe
(0054 s soon as possible.

Search (i Nest oo, Bock [ 0f 2] et
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Progress Check
Describe brifly how property seized during a search should be kept. / ™\

{ Did you get that right?

| , B

The seized property must be keptin

secure condions at all imes. It must

be retzined in sealed exhibit bags,

and a control system for booking
Wirite your ansiver inthe text box. Then dlck on Submit. exibits in and out must be

mzintained, in order to ensure the
ina secure location, cupboard EI ntegrty of the vidence.

[
§o
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