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What You Will Learn 

After completing this module, you sill be able to: 

• State the grounds for conducting a search and what your 
powers are, 
Record recovered property and maintain continuity of 
evidence, 

• Explain Group Security policy in respect of searches including 
Health and Safety issues. 

• State what powers of search the Police possess. 
Describe how you apply for a Search 1'lariant, 
Explain the correct treatment of computer eridence. 

• Explain the GS021 procedure. 

As stated earlier, some issues regarding searching are referred to in 
the PACE COP module, Therefore, some of the alcove objectives will 
be achieved in conjunction with studying that module. 

Introduction to Investigations 
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Grounds for Search 

Before a search is conducted, there must be reasonable grounds for
thin ng that the suspect has comm1tted an offence, and that they ^ ' 
are in possession of stolen property, or that they could be in
possession of anything obtained as a consequence of an offence, 

J ed 
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Powers of Search 

Investigation Managers have no statutory power of search, and it is 
important to avoid creating any misapprehensions on this point 
when dealing with suspected offenders, 

In the absence of a search warrant, an Investigation Manager may 
search a suspected offender, their private motor vehicle and their 
home, but only if that person's written consent has been obtained, 
Additionally, the person searched must be told that they are not 
obliged to consent to a search, and that, if anything is seted, it may 
be used in evidence, 

Consent also needs to be obtained before a search of a personal 
locker can be carried out. However, if this consent is not given, the 
ofriaal locker can be searched on the basis that it is the property of 
Royal Mail Group. 

A universal search consent form, GS005, should be completed 
and signed prior to all searches. 

Click on the blue text to learn more. 

Search Cick Next to continue.. Back 
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Notice of Powers and Rights Form GS004 

Prior to the search of premises and vehides, the suspect must also 
be handed a Notice of Powers and Rights form GS004a This form 
explains what the indidual's ri ghts are when a request to search 
their premises has been made. 

If the suspect is not the owner or tenant of the property to be 
searched, then you must get the consent of the person who is 
entitled to grant entry, and they must sign either form GS0052 
(vehides) or GSOU5b (premises), 

Click on the blue text to learn more, 

Click Next to continue. Back o3 of o7' f 
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Test Yourself 

Anser the folloasing questions, which relate to the GS004 form 
you have just read, Tide the ansvier/s you believe to be right, 

If a suspect is living in rented accommodation and is not available, 
can an Investigation !Manager obtain consent from the landlord to 
search the premises? 

Choose the correct option and dick on Submit 

Introduction to Investigations 

Correct! 

If a Suspectis wring in rented 
accommodation and is not available, 
an Invastigaion Manager can obtain 
consent from the landlord to search 
the premises. 
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Test Yourself 

What needs to be entered at the atom of the GS004 form before it 
is given to the suspect? 

Choose the correcct oplon and dick Submit. 

0 The suspect's name 

Your business UnIt's address 

0 The name of the Investigation Manager 

0 The address of Royal Mail legal Services 

Introduction to Investigations 

r - 

i Carrect! 

Your Business Unit's address must be 
entered at the t ttcm of the GSO04 
form bore it ts given to the suspect 
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Test Yourself 

Mat is a suspect entitled to have, on request, if property is kept 
by an Investigation Manager foliong a search? 

Choose the correct option andk Submit 

List describing the property

0 Compensation for their seizure 

0 Access to the property before it is taken away 

Introduction to Investgatians 

Correct, 

A suspect is Entitled to have a gist 
describing the property if it is kept by 
an Inve gation l4anagerfollo°EEEing a 
search, 

Click Next to continue 'Back o1 of oTj Next 
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Recording of Property 

A record of each search must be made on a form GS005c and 
details of any property seized recorded on a form GS005d, using 
more than one form if necessary. 

Inver gat on Managers undertaking searches must also take with 
them item labels (they are labels but have a form number GS035) 
and item bags (also known as exhibit bags) which are in different 
sizes. 

Cickon the blue text to learn mores 

In roduction to Investigations 
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Recording of Property 

A record of each search must be made on a form GS005c and 
de~ilS of any property sued recorded on a form GS005d, using 
more than one form if necessary. 

After Seizure 

Immediately an item is seized during a search: 

nose J nth 

1. It mgt have an item [abJJ attach d or be placed into 
an exhibit bag, 

2. The initials of the Investigation Manager melting the
seizure and a sequential number must be recorded on 
the exhibit bay by way of an identifying mars (for 
example, BCj1, BC12 etc) 

3, These details must then be transferred to the Record of
Property Seized form, GS005d. 

4. The 6ndar must initial the search form entry to 
ad no'rdedae that the entry has been recorded correctly. 

Sc! to ® Rayal Mail Group 

oidon the image to learn more. 
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Storage of Recovered Property 

It is essential that property recovered at searches, and indeed any 
other items that may be exhibits in a prosecution, are stored safely, 
Each Investigation ldanager has access to a secure area where 
exhibits can be stored, In addition to the key held by the 
Investigation Manager for the secure area, a spare should be held 
by the Ure Manager, 

If exhibits have to be removed for any reason a record must be 
kept for continuity purposes, showing who was in control of the 
item at all times, 

If an item is removed from the secure area to be sent somewhere 
else (possibly for the purpose of obtaining a witness statement), 
this must take place by hand to hand transfer or the use of the 
Spedal Delivery seMce, again to ensure that continuity of control 
can be demonstrated in Court if necessary. 

Click Next to congnae. BackJ3ofU8N .
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Use of Photocopies 

Wherever possible, copies should be used to avoid the movement of 
original exhibits. 

Additionally, when submitting case papers, only photocopies of 
exhibits should be enclosed, not originals, Ihere items are too 
bulky to copy, such as large quantities of recovered mail, they 
should be retained by the investigation Manager and shown as 'not 
copied' in any list of exhibits, If necessary, arrangements can be 
made for the exhibit in question to be viewed by interested parties 
such as Royal Mail legal Services or Defence Lawyers, 

Summary CLOSE 

To summarise the above points, R is essential to be able to 
prove in a Court rase that the original exhibits have b-7 
kept secure and could not have been tampered A at any 
time. If it is essential for them to be sent elsewhere, full 
continuity must be able to be demonstrated, such as the 
use of the Special Delivery service. 

Introduction to Investigations 

aickon the image to see the summary. 
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Completion of the Forms 

As a general rule, you should describe he items seized in as much 
detail as possible, with the view of individualising the entry. 

Gidc on the b 
A FewOther Considerations 

In respect of  recovered property, thera are a few other 
coniderations before you touch any Rem you And. 

Select a topic Q Royal mail Group 

aosE 

1. Consider lilt worth taking a photograph, to 
demonstrate the pon°tion of an Rem, or in the case of 
bulk And, to demonstrate its size, Given as evidence in 
Court, a picture an be a far more 1ective way of 
describing a bulk recovery of property, or something 
secreted away, in preference to a written d€€saipAon, 

2. ff you are taking photographs on private premises, you 
should obtain verbal consent from the property owner 
bare you do so. 

3. Before you touch the item, consider lilt could have any 
Fingerprint Evidence ti'ahidr viii be damaged by normal 
handling. 

Introduction to Investigations 
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M 

Before moving on from the subject of recovered property, please answer the 
folloing quesions, 

Describe how recovered property must be kept. 

Write your answer in the text box. Then dick on Submit 

in a secure locaban El 

El 

Introduction to Investigations 

Did you get that right? 

AJl recovered property must be kept 
in secure conditions (Joked cupboard, 
room, etc). 

pick Next to continue, Back os of os  ~Next 
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Test Yourself 

IYho should hold a duplicate key to secure areas where exhibits are stored? 

tIrlte your answer in the text box Then dick on Submit. 

your line manager 

Introduction to Investigations 

Did you get that right? 

The relevant Line Manager should 
hold a duplicate key. 

Click Next to continue, Sack 
o of Oa; Nett 
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Test Yourself 

Original exhibits are not to be enclosed in case files.1'fhat is enclosed instead? 

Write your aas, 'er in the text box Then dick on Submit, 

photocopies 

Introduction to Investigations 

Royal Mai! Group 

I 
1 ~ 

Did you get that right? 

A good quality A4 siae single-sided 
photocopy should b&endos d instead 
of the originals. 

Click Next to continue, Back[iosLNext ~~ 
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Health and Safety 

To assist your understanding of be Health and Safety issues and 
the practicalities of searching, pease now read: 

The sections on searching within the Group Security 
Procedures and Standards document, P&S Doc. 3X, Health & 
Safety — Investigation Dutis - Hazards & Risks' 

The Group Security handout on the subject, which is at 
Appendix A. 

Gick on the blue text to learn more. 

Introduction to Investigations 
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Test Yourself 

there is a recommended order in v°rhich searches should be carried out List 
what this order is. 

Writ your an rer in the text tax. Then dick on Submit 

personJlocker/arJhome 0 

o 

Introduction to lne. gations 

Did you get that right? 

SearchEsshoukl be conducted in the 
follaoring order. 

1. Person 
2. Lode 
3. Vehide 
4. Home 

Click Next to continue° Back 42 of os 
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Test Yourself 

What are the rules in respect of your own hands when conducting a search? 

\?Hite your answer in the text box, Then dick on Submit 

you should wear two pairs of gloves 0 

Did you get that right? 

You must wear two pairs of protective 
surgial gloves, as the sfgniri ntly 
reduces the risk of contaminagon by 
needles compared to the wearing of 
just one pa`r. During a search, you 
should never put your hams where 
you can not see, for example down 
the ba~rof settees, due to the risk of 
injury, 

Search ttick Next to conhnuea Back o3 of 5o; ttext 
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Test Yourself 

1V'hat is the minimum number of Investigation Managers that should attend a 
premiss search, and what role does each have in the search? 

Write your ansrs,er in the text box, Then dick on Submit 

3 oct to look after the suspect, one to search and one to record exhibits 9
found 

Q 

Introduction to Investigations 

Did you get that right? 

Threes the minimum number of 
Investigation Managffs that should 
attend a premiss search • ore toad 
as a I]iapetone, one to actually 
conduct the search, and the third to 
alas an ExhibitsOfficer. 

Click Next to continue, Back of otos; Next 
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I (hat action should be taken on gaining initial access to the premises to be 
searched? 

Plate your answer in the text box. Then dick on Submit, 

a quick seam to see if others are present, if they are discuss this Yil h 
the suspect, plus secure pets 

a 

® Introduction to investigations 

Did you get that right? 

On gaining entry, you should carry 
outa check of the premises to 
establish v ho is present If there is 
anyone present gather them 
together. If any non-residents are 
there, ask the suspect to request that 
they leave the premises, and 
additionally arrange for any dogs or 
other pets to be controlled, Fxp in to 
the people remaining the reasons for 
the search, and be satisfied that there 
is no hosttilfty before commencing the 
search. Then search a sty le area 
and inrte the r idents to sit in that 
area. 

Click Next to ccntinue, ' 6ack os of o t 
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Suspect Refuses a Request to Search 

Investigation Managers have no power to search persons or 
premises without consent, If the intenrieeiee asks what will happen 
if they do not consent to a search, the Investigation Manager 
should explain that they would prefer to carry out the search vnth 
consent, as they wish to continue with the investigation, The 
interviewee should again be asked whether or not they consent to 
the search, and if consent is given, it should be recorded in writing 
on the GSOOS forma 

In the event that be interviewee will not give an unambiguous 
answer, this should be treated as a refusal to give consent, 

Cliff of the blue text to learn more. 

Royal Mail Group 

Search Cliff{Nexttocortinue. Back o?.ofos' Next 
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Action if Consent is Withdrawn 

A search cannot commence or continue once consent has been 
withdratim, The intervie,rree has the right to choose to give consent 
to a partial search (for example, to search certain rooms only), In 
these cases, only the spedfied areas can be searched unless the 
necessary Police assistance is obtained, 

If the intervie3°ree persists in dedining a search and there is reason 
to think missing property is outstanding, the question of making an 
arrest v611 arise, Provided the Investigation Manager has the 
necessary power of arrest, they should consider arresting the 
intervieviee. For more information, deck the Powers of Arrest 
module, 

Introduction to Investigations 
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Police Powers of Search 

Once the suspect is under Police arrest, the Police may search their 
premises without consent under Section 18 of the Police and 
Criminal Evidence Art 1984 (PACE). 

Section 18 searches are detailed in the PACE COP module. Please 
reread the relevart parts of that module if you are not entirely 
dear on this subject, 

The Police also have a pourer of search under Section 32 of PACE, 
This allows a constable to search any premises in which an arrest 
takes place, or any place in which the arrested person was 
immediately before arrest, for evidence of the offence the person 
was arrested for. As Mth Section 18 searches, this topic is covered 
in the PACE COP module, 

Search warrants and how they affect Investigation Managers are 
also covered in the PACE COP module, 

a <Next to continue. Back o4 of os tle t 
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Legal Privilege 

Legal Privilege is the definition green to communications betvieen a 
professional legal advisor and his client in connection rith legal 
advice. 

Items covered by Legal Privilege, as defined in Section 10 of PACE, 
cannot be seie during any search by anyone. 

Police Officers have other Pourers of Entry and Search under 
Section 17 of PACE, but these have little relevance to Royal Mail 
Group cases° _—_----

Tip Zone CLOSE 

Clickonthe hL _____-----

Items dtithHd  tha intention of furthering a criminal 
J purpose are not subject to Legal Privilege. 

Tj 
a  ; 
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Seizing Computer Evidence: Overview 

As computers become more and more a part of everyday life, it is 
expected that the number of offences involving computers will 
grow, The recovery of computer evidence is a speaalist area in 
which some Investigation Managers have been specifically trained, 

While you are not expected to be an expert in the area of computer 
evidence, this section vnll give you the basic knowledge required to 
ensure that, when you do seize computer evidence, you do so 
correctly, and in a way that vnll help to maintain the integrity of 
any potential evidence. 

Introduction to Investigations 
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Seeking Specialist Advice 

If it is thought that there may be evidence on a computer, then 
specialist advice should be sought from the Royal Mall letters Fraud 
Team who deal with computer aime, If appropriate, arrangements 
can be made for a secure copy of the hard disk to be produced, 

You must be able to justify why the seizing of the computer is 
necessary, particularly if it is in the home and is used by all 
members of the family. As such, a computer should only be seized 
where you can justify your belief that it contains vital evidence. 

The remainder of this section deals ti°+fth cases where specialist 
advice is not available, or a decision is made on the spot to seize a 
computer at an actual search, 

Inr~oducdon to Investigations 
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How Does a Computer Work? 

Before you seine a computer, it is important to appreciate in very 
simple terms how a computer works, and the consequence of 
incorrect handling. The diagram of a computer hard disk is 
provided for you, 

The disk is divided into individuaI rings celled Tracks, and cross-
sectionally into Sectors, Each Sector is capable of storing 512 bytes 
of data. One full page of text corresponds approximately to 1024 
bytes (1Kb). 

An index lists the location of the data in each Sector. l'ihhen you 
ask the computer to retrieve the letter that you stored as 
liemol,doc, for example, the hard disk looks at the index, finds 
where this letter is stored and retrieves it. The letter may have 
been stored in one or more Sectors, depending on size. 

Introduction to Investigations 
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Recovering Deleted Data 

Men a user deletes a file be contents of the deleted file are not lost 
The areas of the hard disk the file occupied are simply marked as 
available to be'►vritten over  and reused. These deleted files an be 
recovered d they are not written over. 

Computers Found Switched Off CLOSE 

When a computer is svrclied on, the operating system will
automatically write a number of temporary files to the hard 
disk as part of the start-up procedure. At worst, these 
temporary files could write over the 'deleted files that hold 
the evidence you are seeking. At best, the physical 
evidence - the disk - has still been altered by this action. 
Never turn on a computer you find in a svIdhed off state. 

Introduction to Investigations 

Click on each of the computers in the 
image to learn more. 
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®1 Recovering Deleted Data 

When a user deletes a file the contents of the deleted file are not lost 
The areas of the hard disk the file occupied are simply marked as 
available to be written over' and reused. These deleted files can be 
recovered if they are not written over. 

II Computers Found Switched On nose 

If a computer is found on and you ch It off in the 
normal bray, then again temporary 6ls may write over the 
deleted his as part of the shut down procedure the same 
thing could happen if you try to print off what is showing 
on the screen, If you find a computer switched on, you 
should make a notebook entry concerning what Is displayed 
on the monitor, or perhaps consider taking a photcerph. 
The computer should then be unplugged at the mains 
never switch the computerrc4rin the normal way. 

Sele t a topic ~ Royal Mail Group 

Click on each of the computers in the 
image to learn more. 
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Current Guidelines 

Current guidelines recommend that: 

• All components of a suspect PC are seized, and if you 
disconnect any leads, then make a note of i' hith jack socket 
they ame from. 

Passwords that are used as part of the computer operation 
should be obtained from the suspect if possible, as they may 
be helpful, although they are not essential 

C ckon Vlhat to Avoid to learn more. 

Introdu Lion to Investigations 
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Current Guidelines 

Current guidelines recommend that: 

Select a topic  0I F' nyAl Mall 6r 11p 

All components of a suspect PC are seized, and if you 
disconnE 
they can Things Not to Do oast 

HMO To summar se, it you dedde to seize a computer, leave a 
should b in the state you find it and never: 
be hel f p 

Try to print off anything that is on the screen is 
S~iftch R oil following normal dose down procedures -

Cick on What just dLconnect It from the mains pow 
Svi1d it on

You can assure the owner that these above actions will not 
damage the compnteL The computer once contiated, is 
then treated in the same way as any other seized property. 

t.. 

Click Next to continue, Back os of s Next 
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General Search Considerations: Overview 

There are a number of areas that need to be considered when 
conducting searches, such as: 

Searching to the extent required for the purpose of the search 
Should a friend be allowed to be present, if requested? 
The rules relating to carrying out a personal body search 
How people should be treated should our searches reveal 
nothing of an incriminating nature, 

This section looks at the actions that should betaken in these 
circumstances, 

Selectatopic~~ Royal Mail Group 
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Progress Check 

Select a topic } _. _ I Royal Mail Group 

list the three actions required immediately after an Rem has been seized 
during a search, 

riiteyouransvier in the text box, Then dick on Submit. 

to give it a number, to put it in a sealed lag and to sign the exhibit bag El 

I 

Introduction to Investigations 

1 
Did you get that right? 

The actions are: 
• Immediately an Rem is seised, R 

must have a label attached to a 
or be placed in an exhibI bag. 
It must be given the initials of 
the Investigation Manager 
making the seizure and the 
nextsequential number. 
The Investigation Manager 

the Rem should initial 
the relevantentry cn the 
GSOO5d as soon as possible. 
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