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IN CONFIDENCE 

To: From: j cc: 
Mrs S. Misra Alan Stuart Angela James 
Subpostmaster Branch Auditor Contract & Service Manager 

Maidstone Area 
Intervention Office 

Date: 14 October 2005 

Audit of Post Office® West Byfleet branch, FAD 126023 

Section 1 -Introduction 

~Deieted: 

An audit of the above branch was led by myself on Friday 14 October 2005E Thepurpose of , _ - Deleted:

this audit was to verify financial assets due to the Post Office@ and. confirm compliance 
with a range of Business processes, procedures and regulatory requirements. a 

Section 2 provides a management summary, including the financial audit result 

Section 3 details a breakdown of the result of the financial audit 

Section 4 is a compliance certificate, which should be completed, signed and returned (in the 
addressed envelope provided) by 04/11/05, to confirm you have understood all the actions 
required for attention. Please do not return the report, as this needs to be kept at your 
branch for reference. 

Appendix A details the areas of non-compliance to regulatory matters and Appendix B 
details areas of non-conformance identified during tests of selected policy and procedures. 
Both appendices include the actions agreed with yourself during the closing meeting. 

At the audit, you were given a questionnaire to provide feedback on the audit process. If 
there is anything else you would like to bring to our attenion,pfease.coj- ct 
Operations Manager, John Jenkinson, on telephone no GRO 
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Section 2- Management Summary 

The financial audit revealed a current trading position off 3541.24 short A breakdown of 
this figure, including any pending transactions corrections or losses being settled centrally, 
can be found in section 3. 

Actions to address the areas identified were agreed with yourself in the areas of Post Office 
card account, information security, travel insurance and regulatory requirements. 

Your attention is drawn most specifically to the points raised under travel insurance, as this 
seems to bean area of significant weakness. You are reminded that it is importantthat 
yourself and your staff are fully conversant with the transaction, and the responsibility 
placed upon yourselves for compliance with the various regulatory requirements in order to 
conduct the transaction. 

Your motor vehicle licences were also a problem, as no reconciliation has been completed 
for several weeks. A reconciliation was notalso possible at the audit as not all final balance 
snapshots for the last few weeks could be found. Using the on-hand figure provided to you, 
please ensure that a reconciliation is completed weekly, and submitted at the period end to 
Chesterfield. 

Section 3- Result of the Financial Audit 

Financial assets to the value of £8555420 were physically verified compared to the amount 
due to Post Office of £89095.44. 

The difference between thesefigures is broken down as follows: 

£ 38.19 - Identified as a difference in cash figures 
f 37.31 - Identified as a difference in stockfigures 
£ 34.43 + Identified as a difference in foreign currency figures 
£ 3500.17 - Previous cash account shortage rolled into local suspense 
£ 3541.24 Total shortage 

Comments and/or Recommendations 

As you are unable to make good the shortage, you must contact your Contract & Service 
Manager, via the Area Intervention Office, as soon as possible to put forward proposals to 
remedy the discrepancy. 
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Section 4—Compliance Certificate Statement from Post Office@ West Byfleet branch, 
FAD 126O23 

-- Qeleted:s~tp~~ 

I have read and understood the report relating to the audit carried out on 14/10105. _ ~ - Deleted: 

• There were no actions recommended to implement * 
• All actions recommended have been implemented * 
• I have implemented all of the actions recommended in the reportwith the following 

exceptions 

(*Delete as applicable) 

has not been 

Datestamp and FAD Code - 

Branch Name (please print) 

Date 

Name Signed 

3 
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APPENDIX A 
Audit of Post Office® West Byfleet branch, FAD 126023- Action Plan 

The following table details areas of non•complianceto regulatory issues and details actions agreed at the closing meeting. 

Area./Action ,Non, conforrnanceidentiffed IrupacCof non=conforrnanee Reference. ,= Adionm f equlred' . 
number 
Anti Money 
Laundering 
01 The branch training record was Agent is unable to demonstrate Anti Money Maintain a training record detailing all 

not on hand. competence of staff in carrying out Laundering - branch members and the relevant training 
regulated transactions. This could Training that they have received. 
also result in a financial penalty Workbook -
bein imposed Post Office Ltd a e 41. 

Financial Services 
02 Staff were not aware of how to 

_ 
FSA regulations not complied with, Post Office@ Ensure staff are fully conversant with the 

deal with a complaint or query which could lead to Post Office Ltd financial complaints process. 
correctly being fined or the removal of services, 

regulated products from the branch, complaints, 
section 3.6 

03 Staff were not unable to locate FSA regulations not complied with, Post Office® Ensure all staff are aware of where to 
the address of the Financial which could lead to Post Office Ltd financial locate the address details of the Financial 
Ombudsman being fined or the removal of services, Ombudsman 

regulated products from the branch, complaints, 
section 3.6 

04 Staff were not aware of the FSA regulations not complied with, Post Office® Ensure all staff are fully aware of how to 
requirements for a which could lead to Post Office Ltd financial treat customer information. 
confidentiality of information being fined or the removal of services -
request by customers or regulated products from the branch. subsection 3.2 
authorities 
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05 The branch training record was FSA regulations not complied with, Post Office® Maintain a training record detailing all 
not on hand which could lead to Post Office Ltd financial branch members and the relevant training 

being fined or the removal of services - that they have received. 
re Mated roducts from the branch, subsection 3.5 
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APPENDIX B 
Audit of Post Office@ West Byfleet branch, FAD 126023 - Action Plan 

The following table details areas of non-conformance identified during tests of selected areas at audit and details actions agreed at the closing meeting 

Information 
Securit 
06 Users on the Horizon system Potential for fraudulent use of the HSUG Office Ensure that all Horizon system users are 

were unaware that they are Horizon system should a password admin —section aware of their accountability for any 
accountable for any become compromised. 1.1 actions undertaken with their user name 
unauthorised usage carried out and password. 
with their log on ID password. 

07 Users on the Horizon system Potential for fraudulent use of the HSUG Office Change passwords at regular intervals, or 
were unaware of the need to Horizon system should a password admin —section immediately, if it is felt that details have 
change their passwords if they become compromised. 1.4 been compromised. 
believe it has been 
compromised. 

08 Horizon terminal screens were Potential for transactions to be HSUG Office Ensure that Horizon users are aware that 
not locked when left carried out without knowledge of admin —section they must invoke the temporary lock 
unattended. the user. 1.1 facility on the system if the workstation is 

left unattended or out of sight. 
09 Horizon system user names For legal purposes, the user is unable HSUG Office Ensure that user names are setup in the 

were not in the correct format to be identified should the user admin — section following format first initial of first name 
account bear no resemblance to 1.3 followed by the first and second initials of 
their name, surname followed by 001. If 001 is not 

available then the user name should try 
002 and so forth 

until the system accepts 
the request. 

10 Users on the Horizon system Potential for fraudulent transactions 
_ 
HSUG Office Ensure Horizon system users use their own 

not using their own log on ID to be carried out without knowledge admin -- section log on ID only. 
and password. of the user. 1.3 
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11 The MoneyGram PIN was not Potential for unauthorised COM - Postal Ensure the Moneygram PIN is held securely held securely in the safe. transactions to be made through Orders & in the safe. 
terminal. Agent liable for any International 
consequential loss Money Orders -

Post Office Card 
Account
12 Cards were held beyond their Cards not destroyed as required COM - On Line Ensure that card details are entered onto retention period and/or are not could be used in fraudulent manner Banking Card the card destruction log P6187 and 

destroyed by cutting them into as a means to obtain monies. Account at the destroyed after 26 weeks. 
four pieces through the chip Post Office -
and magnetic strip subsection 6.7 

13 Card details are not recorded on Unable to supply information to COM - On Line Ensure that card details are entered onto the card destruction log P6187 support a destroyed card. Banking Card the Card Destruction Log P6187 before prior to destruction Account at the destruction. 
Post Office -
subsection 6.7 

14 No supplies of P6182 Inconvenience to the customer. COM - On Line Order further supplies of P618.2 forms from 
Banking Card the stores department on 
Account at the 

_ _ _G_ _R_O_ 
selecting option 6. 

Post Office -
subsection 2.14 

15 P6168 (Card Account Breach of FSA rules and Principles. COM - On Line Obtain the most up to date version of 
application form), P6183 (Guide Potential disciplinary action (i.e. Banking Card these forms and keep them on hand at the 
to Card Account) and P6184 financial penalties) by FSA. Account at the branch 
(Terms & Conditions), all with Potential customer compliants to Post Office 
revision date of June 2004 or Financial Ombudsman resulting in 
later, were not on hand costs to Post Office Ltd and clients. 
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Travel Insurance 
16 Travel insurance was observed Insurance potentially invalid if Operational Ensure that all staff arefully of all 

being sold incorrectly, correct sales procedures not Focus week 13 procedures relating to sales of travel 
followed. 16 June 2005 - insurance policies. 

subsections 2 
17 The important notice card Inconvenience to customer if issued COM -Travel Ensure that the British Insurers General (P5507) was not on hand, with a policy whereby a claim could Insurance - Business Important Notice P5507 is on 

be turned down due to failure to subsection 419 hand at all times. 
disclose certain information, as the 
important notice was not made 
available at the time of the 
transaction. 

18 Unaware of the important Potential to sell a policy to a COM - Travel Ensure that all staff are aware that the 
notice card regulations, customer without making them Insurance - British Insurers General Business laminated 

aware of certain aspects of the subsection 4.19 Important Notice card (P5507) must be 
policy, handed to all customers and that 

customers must read it before the 
purchase of Travel Insurance can be 
completed. 

19 Brochures were not annotated Subpostmaster not remunerated COM - Travel Ensure that all staff are aware that they 
with the branch code. accordingly. Insurance - need to check that brochures and leaflets 

subsection 4.17 have the FAD code recorded in the relevant 
space. 

20 The latest copy of the Travel Inconvenience to customers and 
__ 
COM Travel Obtain the latest copy of the Travel 

Insurance Operations Manual, potential sale of invalid insurance Insurance- Insurance Operations Manual Operational 
Operational Focus week 13 and policies. Version 6, Focus week 13 and laminated sales 
laminated sales Workaid were December 2004 workaid and keep them to hand so they are 
not to hand. (COMB 41 /6) available to all staff for reference. 

Operational 
Focus week 13 
16 June 2005 
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21 Staff are unaware of whereto Insurance could be invalid if COM - Travel Ensure that all staff are familiar with the obtain information about customers are not given the Insurance - relevant section of the operations manual, giving oral disclosure opportunity to disclose important Version 6, which includes the statements which must statements. information. December 2004, be relayed to customers. 
subsection 4.15 

22 Staff are unaware of the need Insurance could be invalid if COM - Travel Ensure that all staff are aware of all for the customer to have been customers are not given the Insurance - requirements relating to oral disclosure read the oral disclosure opportunity to disclose important Version 6, statements. 
statements. information. December 2004, 

subsection 4.15 
23 Staff unaware that the initial Insurance could be invalid if COM - Travel Ensure that all staff are aware of all oral disclosure statement customers are not given the Insurance - requirements relating to oral disclosure should be read out to the opportunity to disclose important Version 6, statements. 

customer upon handing them information. December 2004, 
the Important Notices (P5507). subsection 5 

24 Staff unaware that a second Insurance could be invalid if COM - Travel Ensure that all staff are aware of all oral disclosure statement is customers are not given the Insurance - requirements relating to oral disclosure required when issuing the opportunity to disclose important Version 6, statements. 
insurance and handing over the 

pack, 
information. December 2004, 

subsection 5 
25 Unaware of proper retention inability to resolve queries in a COM -Travel Ensure that all staff are aware that sold 

periods for sold applications timely manner Insurance - applications and refunds are r'etained at 
and refunds subsection 2 the branch for 2 ears. 

26 Procedure not known when Insurance potentially invalid if COM - Travel Ensure that all staff are fully of all 
applicant is between 65-69 and correct sates procedures not insurance - procedures relating to sales of travel 
applying for a annual multi trip followed. subsection 5 insurance policies. 

olic 
27 Refunds incorrectly processed Issuing of error notices. Delays in Operational Ensure that all staff are fully aware of the and/or accounted for, client settlement, Focus week 13 procedures to follow if a refund is required 

16 June 2005 - and how to account for these correctly. 
subsection 4 
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28 i The latest copy of the Potential for errors on applications Operations Obtain the latest copy of the Operations 
Operations Manual Interim leading to inconvience to customers. Manual Interim Manual Interim Issue 4 25 August 2005
Issue 4 25 August 2005 was not Issue 4 25 European Health Insurance Card - Check 
to hand. August 2005 and Send service to hand so it is available 

European to all staff for reference. 
Health 
Insurance Card - 
Check and Send 
service 

10 
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ERANCHI?TAlLS. 
S mr has less than 12 months experience? Y 
No. of staff employed at branch (including sub ostmaster) 7 
No. of staff on trainin record. AML 0 
No. of staff on trainin record-POfs o 

MANAGEMENTNNFtJR A11gN',DF;fJ(IisS ~ — 
C&SM Number 14 
C&SM Name i( fnot C&SM for branch) Elaine Ridge 
investigation Manager Name Dave Posnett 

F.URTHEiiACPIONS. : , ' 
Was the C&SM informed? YIN 

verbally at time of audit Y 
via an audit manager on the day 
Was Subpostmastersusended? N 

AMOUNTCF•i.OSS.MADE0000? ' ' 
At audit 
Agreed to be made good by end of branch trading period 3541.24 
Not made good butproposals put Forward forconsideration 
by C&SM (e.g, installments) 
Not made good good and unlikelq to bemade good 
Not applicable 

rlNANCIAL t1•IT(Ass f'V CAtioN) s~: -... . .. . . . :DISGI~RPANCY: P.);tf:1!fs$USAUDII-ryES`ULT 
Cash discrepancies to Horizon snapshot -38.19 
Stock discrepancies to Horizon snapshot -74.48 

ate Aock excluded from audit figures ures 
resign currency discrepancy to Horizon snapshot 34.43 

Unauthorised RD Ch ues 
Personal cheques not Included In audit figures 
Transaction errors revealed to documentation 
Outstanding transaction corrections not processed 
CurrentTrading Position (Minus Pending Clearance Items) -78.24 
Pending transaction corrections (confirmed on day of audit with P&BA) 
Outstanding debt (confirmed on the day of audit with P&BA) 
Current Trading Position (INCLUDING Pending Clearance Items) -78.24 
Transaction corrections actualkj processed 
Outstanding debt 
Revised Trading Position (atthe end of next Balance Trading Period) -78.24' 

RFQSO IFQR OI5CREPAN Y .AKiuNr P EVl0U5 AU.D T SULT 
Borrowed money -admitted 
Cash held in self fill ATM 

Cash produced produced after the auditcommenced 
Stock produced after the audit commenced 
Unexplained 3541,24 
Previous discrediscrepancy made good but cash not adjusted 

Total 3541.24 

ECbN;• IBI  IONS 
Ponta pa Label Rejections 6.0 

MVLReconcdliationCompleted y 
MVL Rec Week No 30/01/1900 
Variance 
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No. of, 

CAT ARE,( CA i SCOR  Canfprrrlanee ' audit 

;Regulatory Requirements- AN1. 3 6 87.5 1 

ReguEatory Requirekt nts•-PO®fs 6 63.6 4 

Post Office® arr1 Arccouht 6 87.1 4 

lnformation 5 ecurity , 6 77.8 6 

ProcedufatSecuriityi   ;-•, X 0 

Trave.Wnsurarce } _ 6 48.0 13 

Finandal Controls: i ' X 0

Oa Line Banking
! k 

X 0

A&L.Bankirig . , i t• : X 0

BureaiDeChang  X 0 

Debi Ca`rcJ's i . k '" -

i

X 0 

f 
FiSPIMP,. ,

',^ x 0 

Foreign Exchange Service x 0

Locai''railsportSc[ieriie . , '

,i

r • 
X 0 

AAoneyfral -  ;` X 0 

Motor Vehicle Licences. X 0

Nationl' Lotterg • X 

National Savings x 0 

Personal B ►nfung r x 

Rod Fishing Licences X 0 

Royal Mai[: X 0 

'UECf'assport Service ' X 0 

thing ,Sch'erries

Compliance Score ; 72.55 28 

For completion when full co 

P.R02 RRO3 RR04 

8 1 i l 

11 

31 

RR11 RR12 PR13 

C_ IIJ 
POCA02 FOCAC5 PCCAII 

]Sol 1502 1523 

27 

52 

- 1

1103 nos 1126 
25 

40 

1 1111 
12 

—

34 

8 

20 

12 

12 

13

21

3 1 
LLL~~~ . 

10 

5

13 

7 

5 
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John Longman To: Warwicktatford c G RO , Jarnail A 
29/01/2010 11:25 Singh/e/POSTOFFICE@POSTOFFICE 

Subject Re: REGINA v SEEMA MISRA 
GUILDFORD CROWN COURT 
MENTION - 1ST FEBRUARY 2010[) 

Warwick/Jernail 

I have this morning received the file that was referred to in paragraph 5b which I reproduce as follows 

5b) What enquiries were made, bearing in mind the request came from a trainer, as to
the cause of this loss. 

Michael's reply - I am sorry / can't remember the training for the office, the 
PSA and the learning actions will be on file for the office. I didn't raise 
any issue as to loss of stock or cash during my time at the office. 

I have examined the file and the documents contained within it relate to Mrs 
Misras application to be subpostmistress, her business plan, the transfer 
of the PO, the official secret act, her agreement to repay a £3,400 loss at 
the PO in instalments, contract with outgoing subpostmaster e.tc. There 
are no further training documents that have not already been served. 
The file is too bulky to photocopy. 

Please advise if the defence want to see sight of this file. 

Regards, 

Ton Longman 

Security Advisor, 
Post Office Ltd, National Security Team 

CI OFFICE ADDRESS: Post Office Investigation Dept Watford ML0, Ascot Road, V tford, VA0188A 

7 LAND LI NE PHONE: Sp! 

----------
EY GRO 

Confidential information: This e-rnail message is for the sJle use of the intended recipient {s) andmay cc 
confidentiaiandpr legedinformation. Any unauthorisedreuiew, use, disclosureordistributionis pro h/b If you are notthe intended recipient, please contact me by replye-maiianddestroy aff copies ofthe orrgf 

?? Please consider the environment before printing this e-mail 
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