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• Privily 4. 

. . Reduction of number of prlivlileged users from ast year 

However still priivileged access exists with l lirnit&' roi itg ofs r' i "`ticu ar in R 1i.... SAP 

Key actions: 

0 Review to assess feasibil ity of devolving SAP_ ALL by 30/03/2012 

Following review aim to ensure privileged access is given on a strict business need, 
such as iinc,iidents and change requests raised and where given effective monitoring in 
place by 30/09/2012 

Ed JflI 'r 
Approval of users access not always evidenced 

Removal of some users not always timely 

Key actions: 

Review of user admin process regarding approval and retention in conjunction with 
u t r,s feosiibility and °deed -for a monitoriing process by 31/08/201 2 

l  i JIP~ v Grc i  • reviewed and next steps agreed by POL and PO (Fujitsu account 
r fl  n c fl t) by 31/1 0/201 
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Iriprove tF.:;)rnIa: t y :. r 

Completeness of change request documentation such as approver names and requestors 

Procedure -for maintenance changes & evidence of testing and approval by POL 

Key actions: 

• ••c. ure to. ot a... p L v~: 'i dr l~.', I on; ' Le r I c•cR,E .?' y` ,' i' A' 

F....1(1iiaq  be r,,. cawed by P0 L... and PEI„° til l ar :. ._ r t a..r~r r ~.~..    cr~firrn 
n. , 1. ~ i i - reed .by 31/10/2 

Irnprovemcr A fNz),; m last year 

Rer  tUon of user r.c.e ss, r° rowedi to 0cf' a a' . .esss on systems 

Key actions: 

Corsld r. f -aisibility of a risk based periiothc review process. and next steps by 
31/07/2012 
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Repeat from last year 

Sharing of generic user accounts in SAP & F'iNG appllication arrsL; ....w II   iIh (A . I. ic Ls 

Key actions: 
I. Review of generic user accounts with Fujitsu by 30/09/2012 

Aim to reduce the use of generic privileged accounts and ensure appropriate but 
practical controls are in place by 30/09/2012 

Passwords not set in line with policy 

Need to move from RMG to POI.... master IT security policies and maintain annually 

Configure networks, applications and infrastructure components in line with policy 

Key actions: 

In line with separation programme review and iimplement appropriate information 
Policies .- ongoing and complete 31/5/2014 

Annual review of of security pohclies by 31/03/2013 

Establish plan to ensure system owners are aware of relevant IT security policies and 
take responsibility for implementation including password configuration -- ongoing 
complete 31/5/2014 
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Logca security settings

Repeat from last year 

Password settng and encryption not en bled on SAP and HNG databases 

Default ult drain accounts not the dlod on active diir story controffing HNG 

Key actions: 

P.eivliew password setfin s for the Oracle database and ensure effective password 
control lirnplemented lin Hine with pol iicy, rusk and pr ctic .11ity to the business by 
30/09/2012 


