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From: Thomas Penny[/O=EXCHANGE/OU=ADMINGROUP1/CN=RECIPIENTS/CN=THOMASP]

Sent: Tue 06/07/2010 12:36:34 PM (UTC)

To: Prenovost Jean-Philippe, GRO » Lillywhite
Tom} GRO ]

Cc: Welsh Grahamj GRO {; Jenkins Gareth
Gli GRO i Munro Donnai GRO 1; Dunks
Andy: GRO ;

Subject: | FW: Duplicatation of Transaction Records in ARQ Returns

JP/Tom

Just to confirm our conversation this morning.

After explaining in detail the issues and actions we have taken as a result of identifying duplicate transaction records it
was JP’s view that we had taken the correct action.

In the event that POL press for a witness statement covering the transaction records supplied for Kirkoswald (which
have since been identified as containing duplicate records), and we do not re-present the records using the
workaround, then we should include in the statement that the transaction records, although provided in good faith, it
has since been identified that some records have been duplicated because .....

Similarly, should West Byfleet and/or Porters Avenue already have been presented and we are not asked to re-create
the records using either the workaround or deployed fix we should provide a Further To Statement to POL in the same
vein.

I have put a call in to both Jane and Mark this morning and await a return call. | still await confirmation from POL
which transaction records have actually been presented at Court.

Kind regards
Penny

Penny Thomas
Security Analyst, Customer Services

Fujitsu Services Retail & Royal Mail Group Account
Lovelace Road, Bracknell, Berks RG12 #SN

Tel:

e GRO

E-Mail: - - .
Web:  http://uk.fujitsu.com

Fujitsu Services Limited, Registered in England no 96056, Registered Office 22, Baker Streef, London W1U 3BW
This E-mail is only for the use of its intended recipient. Its contents are subject to a duty of confidence and may be privileged. Fujitsu Services does
not guarantee that this E-mail has not been intercepted and amended or that it is virus-free.

From: Thomas Penny

Sent: 06 July 2010 08:10

To: Welsh Graham; Lillywhite Tom

Subject: FW: Duplicatation of Transaction Records in ARQ Returns
Importance: High

I'll let you know how | get on

Penny Thomas
Security Analyst, Customer Services

Fujitsu Services Retail & Roval Mail Group Account
Lovelace Road, Bracknell, Berks RG12 8SN
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From: Thomas Penny

Sent: 06 July 2010 08:03

To: Prenovost Jean-Philippe

Subject: FW: Duplicatation of Transaction Records in ARQ Returns
Importance: High

JP

I need to speak with you this morning, a bit of background info here; one of the cases listed on the ARQ Report goes
to Court on Friday. Tl call.

Kind regards
Penny

Penny Thomas
Security Analyst, Customer Services

Fujitsu Services Retail & Roval Mail Group Account
Lovelace Road, Bracknell, Berks RG12 8SN
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Fax:

E-Mail:
Web:  http:/fuk fujitsu.com

Fujitsu Services Limited, Registered in England no 96056, Registered Office 22, Baker Street, London W1U 3BW
This E-mail is only for the use of its intended recipient. Its contents are subject to a duty of confidence and may be privileged. Fujitsu Services does
not guarantee that this E-mail has not been intercepted and amended or that it is virus-free.

From: Thomas Penny

Sent: 30 June 2010 13:33 _

To: sue.lowtheri GRO i 'mark.dinsdale! GRO i jane.m.owen GRO g
Subject: Duplicatation of Transaction Records in ARQ Returns

Sue/Mark/Jane
We have identified that a number of recent ARQ returns contain duplicated transaction records.

With Horizon counters, the mechanism by which Data is audited has always worked on the principle that it is
acceptable to audit the same data more than once - in particular if in doubt as to whether or not it has been previously
audited successfully.

The Mechanism used on Horizon to retrieve the data took this into account and only presented one instance of such
duplicate data in the ARQ extracts.

However it has recently been noticed that the HNG-X retrieval mechanism does not remove such duplicates and a
quick scan of the ARQs provided to Post Office Ltd since the change to the new system indicates that about 35% of
the ARQs might contain some duplicate data. A Peak has been raised to enhance the extraction toolset and remove
such duplicate data in the future. However until the fix is developed, tested and deployed, there is a possibility that
data is duplicated.



FUJO00154905
FUJ00154905

The reliable way to identify a duplicate transaction is to use the <Num> attribute that is used to generate the unique
sequence numbers. This attribute is not currently included in the Excel version of ARQ data that has been passed to
Post Office Ltd in the past. This will be included in all future ARQs until the problem is fixed. A workaround, using the
<NUM> attribute is suggested, and a detailed process is attached.

Note that we have identified a scenario with Postal Services transactions where multiple, identical mails items are
accepted (ie the Quantity button is set to greater than 1), but Postage Labels are printed for each individual item. This
results in separate transactions being generated for each item, which are identical in the ARQ extracts (there is
another minor difference in the raw data apart from the <Num> attribute, but this different attribute is not currently
included in the ARQ extract).

I've put together a spreadsheet detailing affected ARQs, which is also attached.

Mark/Jane I've tried to call you both this morning but | understand you are both tied up. Please call and we can
discuss.

Kind regards

Penny/Tom
Penny Thomas Tom Lillywhite
Security Analyst, Customer Services Principal Security Consultant

Information & Security Services

Fujitsu Services Retail & Royal Mail Group Account
Lovelace Road, Bracknell, Berks RG12 8SN
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