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I Purpose 
This document is a te..t.ric i d scription of the t .,{.. _€€ _ ..> i . t are bu=It (no{ ,ii::on Orhne (also known 
as hNG ,'fArity end descriptions a_ apply in each case

t  :3a-"ara Horizon E?tr, 3r., f l"ta. tt does not cover the Or.t ? i IIor{ cn 
1 ~3 !s ea.:; exclued from this epe.. .,se There e s a separate documerr aavennq the 

icste-taased r..lOriZan system. 

describes the measures taken in the design a< rn no r ,;.<_{, >,Y. Branch Access Las. , SAL) and 
3 Database ese I t € ;1 to ensure integrity. Section i e sudit system US . :::< 1 f r ervettle. 

diet ble messages sent from the counter to the Data C:-':rr S se in Litigation Support. 

The scope of this paper is restricted to showing the lnteu~ 2 Y of the Audit trail and that {t . ra.25. ft..: tr 
the transactons entered at the co€unter, 
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Horizon Online Data Integrity 

2x 1 Overview of Normal Operation 
H o rzon Online is designed to story; all data in an online database known as the Branch Database 
(t ROB). This database s a highly resilient Oracle database implemented using Oracle Heal Application 
Cluster RAC (see also section 2 4t In particular no data concerning Business Transactions is retained at 
the counter other than in the memory of the Counter Business Application.' 

SA! . ,t{

Flrjure ^l ..:U Primary message flows 

Transactions are carried cut locally on the Horizon Online counters and a Basket is built up during a 
Customer Session. Each transaction will result in a Basket Entry consisting of one or more Accounting 
..ines. At. the end of a Customer 'Session when the Basket has been completed and all Settlement items 

(or Tender lines) have been processsed and added into the Basket as further Accounting Lines, such that 
the total value of the Basket is zero, she entire Basket is sent to the Data Centre as a BAL Message 
where the Branch Access Layer (BAL) processes the message and all the Accounting Lines are recorded 
and committed to the BRDB as part of a single Oracle Commit. This means that either all the. 
transactions within a Basket are successfully written or none of them are. Once the Accounting Lines 
have been successfully committed a response is returned to the counter indicating this success and this 
then allows any receipts to be printed. The Basket is deemed to be fully completed once all relevant 
receipts have been successfully printed. Note that if there are no receipts to to printed, then the. screen 
is updated to show the top level menu indicating successful completion of the pr'evious Basket, 

The Oracle Commit also includes an Audit of the data originally transmitted from the counter to the 
BNDB This data is digitally signed at the counter using a key generated as part of the Log On process 

In order to support recovery as desc. it eu in section 2 3 6. the identifier of the last successfully 
completed Basket is recorded on the Hard disk at the counter. However this is not classed as Business 
Data, 

r ny,..]rt r flits.; .sE ~reCa: uc 2O ? F€.is'ri Hsu RCS 
(
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It is this audit record that the ett t of t used for Lit€gaton support. 
Zechon 3 describes Ftc , t.M :,'. s p <geo after it is cc.'' F t f!RDB. 

The audit record may atso include appication events that have : '_ . 3,. € mulatcd a 
tree last aaditable mesage sent to the Data Centre, t f rn ,; r activities that arf 3 ri also 
have an audit of the data sent fi . € El oou to tri the Date•,.t;€<trr; it eluded in the Such 
activities include: 

i Loc On / Lc f •k •-'.'f t thtc. t t 

* Creation! math; i , ; - .  `z 

• Atlacfling Users to : t, : Utate 

Balancing a Stock Unit 

6 Prodt:rang thcBranch 'Trading Statement. 

Each Audit rrec ad craudes the following identifi tiorr 

• Branch identifier (i,e, FAD Code) 

• Counter identifier 

Sequence Number knower as a Joc mat Sequence Number or jsn) 

Counter timesta£'rp 

Within any counter (i,e. for a giver) Branch id I Counter ►d combination, the jsil will always increase by 
exactly one for each successive audit record. This enables a check to be made that there are no records 
;hissing from the audit trail when they are retrieved. 

The transactions it a basket are constructed using the principle of double-  entry bookkeeping. This 
means that ifl addUan to the Accounting Lines that relate to the actual business transactions. separate 
Accounting L. ; ;t -e also  generated for, the tender items (such as Cash. Cheques or Credit! Debit 
Cards/, e  the total value of all Accounting Lines in a Basket adding up to zero, When the 
contents of o Basket are written to BRDB a check is made that the net value of all the accounting lines is 
indeed zero and should it not be, then an aler., is raised and the basket is discarded and an error 
response returned to the counter. 

: a+C'th:7
j
, 

th 

tufii r?pf1) j;' jwuon "t. T r&rielf "!~ a !`t.£g' w fie roa'e and the; 

` Y{, i i.[{ ':.ZG3 £:` 10 cheeI /or ank - .s ru 1

Baskets are also built up daring Back Office Sessions and such Back Office baskets are handled in a 
similar way to Customer Baskets. 

The purpose of this section is to expand on the sumr€arf in Section 2 1 and identify other documents 
where more detail of the various steps are covered. 

As outlined in section 2.1 above, the following is the key behaviour of the handling of a Basket: 

1 The Clerk carries out one or more business transactions: Each Business transaction will 
construct a Basket Entry which is held in the memory of the counter and the value of which is 
visible on the screen 

2 When all the transactions for a customer have been completed. the clerk selects either the Fast 
Cash or the SeWe functions on the screen. 

s cvice Ud201 FUJIt U S, %►;. > i -- COMMERCI.ALIN € ef. 
:;E3$4i  3 i I 'F Slxtivr,€:: Cd `b 

un nuolied if tinted ar Distributed 021042012 
P& "d "cif 1 
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a, Selecting Fist Cash results in the system calcuinbrig the amount to reqthred to to .a the 
total value of the transactions in the basket to zero and constructs a Basket Entry for the 
Cash Product for this amo'jint and .' it into the Basket. By definition. the total value of 
the basket at this point will he 

b. Selecting ail i • re<, <,t I€i € system d' r l<,f€€ g a menu of perrn ssibie settlement 
options 1: is.. .r(  . •^^>> t . 1.  an .- configurable and depend on various 
Business R l 

,,, a n> s a specific amount of cn d to to entered (which may or may not he 
t n I amount). It will take a sign is a. ed on attempting to move the Basket total 
ne : er to zero. 

A corresponding Basket Eta y in l andadded to the in memory and 
On-screen basket displa: 

ti Cheque 

This allows a specific amount for a Cheri y t he m£ teed (which may or may not. 
be the full amount). its sign will always &N. the fact that a cheque is payable 
to Post Office Ltd (other than for Reversals:. 

,A corresponding Basket Entry is created and added to the in memory and 
On-screen basket display with an updated total. 

i; . Chip and PIN 

This allows Chip and PIN transe :ta: e processed. The amount to be taken 
is entered, but defaults to the nr z € ^;.irs€ amount allowable by business rules 
(which may or may not be the rail €:cunt). its .sign will always reflrwct the fact 
that a payment is being made to Por r ffce Ltd (other than for Reversals) 

A corresponding Basket Entry is created and added to the in memory and 
On-screen basket display with an updated total,. 

€ii' . Sw€pe 

This aglow magnetic swipe payment card to be processed Note that if the 
Magnetic stripe indicates that the card is a Chip and PIN card ten the 

transaction will be abandoned at this point. The amount to be taken is entered. 
but defaults to the maximum amount allowable by business rules (which may or 
may not be the full amount). Its sign will always reflect the fact that a payment is 
being made to Post Office Loo (other. than for Reversals). 

d.?E' :r f.<.r . : -<f ifSa: SD,tx..➢l zd:..'~ Via: i'. + Li.~E` SS it ?..i..'3'i£r~. 3.'.: ~~F-.' IFf. ..'~ar>i1 t ~ r~.(.~ .el rt»f;'. 

..................................... 

corresponding Basket Entry is (cleated and added to the rn r}.ergo , arm 
On-screen basket display with an updated total. 

v Fast Cire^us 

This allows Cheque transaction to be processed Nc- wt v€: r €n tits case the 
system calculates the amount required to take the total value at the transactions 
ri the basket to zero and constructs a Basket Entry for the Cheque Product tear 

Cc'rr'r :7'r t ur,€ku 'S'ervi' S 1d $012 FUJiISU RE1 Fii; T5D COMMERi. i L. IN eat ......... ....._.............,......,,.....~. 

COtlFIGENCE. i m m 0. lb 
Ulm ntrotled i€ Printed or Oifitrit.€,}te: t. 'e,: 
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this omu ' n. _ ;ids it €ntfl the Basket: By definition. t , - tnt ouf
t,':3:>. ':. P .l. € :,. .~ .:a ., nil _. ~.,>.ra,•,-, 

vi, F,;< '. s..; : fl 

Too s triO equivalent tr o : ae: Theh tAttoo described at i ,ir: ra

c The User is then able to select any of the available options and add appropriate 
settlement items into the In memory and On-screen basket as descried. Should the 
Total value of the Basket not be zero after processing the settlement transaction, the 
settlement menu is redisplayed allowing further settlement transactions to be selected 
until the net value of the Basket becomes zero. 

3. Once the. Basket Total becomes zero, a message is r nsr€ ol_ d 1:oonrct the eston LAnt
content to the SAL. The structure of the message sent is defined i€ (I €=  3 Ai OiS A now fr 
connection is established to the SAL in order to send this message. The message sent is 
defined as being an auditable message and so will include a jsr. It may also pick up any 
outstanding Audit Events and Statistical data that have been accumulated at the counter since 
the last auditable message was sent from the counter to the SAL This message will be signed 
fz the::n:': for  using a Digital Signature constructed l .. ,a An, that has been generated as part 

the Log On process.. This Digital Signature is sent pso of the message~ to the SAL.. 

:l. Th en the SAL receives the message it detects that there is an associated io . This means that 
rr„ , .edit Filter i<s invoked which resins in the entire C ,..t 3 rat from the ' - rater being added to 
the ;PROS table BRDB RX MESSAGE JOURNAL 

5. The SAL, then processes the messace ;snh a other 1<t i :n PROP 

6. If all these updates are successful, then too PA,. nvocOs a 00MM 0 ills OroeL on BRDS wwhich. 
will commit all the changes at steps 4 and 5. Should there be ao OLin Then he SAL will issue 
an Oracle ROLLBACK which results in none of the changes in ste and 5 being saved and it 
is then as if the interaction from the counter didn't take place. In either'' case a suitable response 
is returned to the counter and the connection tot rho counter is closed. 

7. When the counter has sent the message to k BAt , E s eep, , if woOs Or a Pntrn or hoe 
are 3 possible responses that can occur: 

a. The SAL update was successful (this is the none:: : se) 

b. There was a failure from the GAL 

c. No response is received within a configurable tirneout period (usually 30 seconds) 

The first case is normal The last 2 cases are considered to be Error Scenarios and are 
considered further in section 2.3, but are considered to be out of scope of the normal processing. 

8. When the response is received, any receipts required are printed and then the In-memory and 
On-screen baskets are cleared, and the screen is updated to the Home" screen ready for a new 
Basket to be started. 

Overnight, the content of the table BROS RX MESSAGE JOURNAL is copied to a set of serial files and 
passed to the Audit system There is more information on this audit process in section 3 of this 
document. 

2.,3 :Ettor Scenarios

2.,3i Recover :te Transactions 
Simplistically it cold he assumed that if a Basket fails to : on. r=:t then the content o; that basket can ;nst. 
be discarded. 

rC .= : r ip t ieo Lw, 2€12 F itSU R ST lCTin .. COfteMER i L. i,l

ttn .ontrol d It Pries, d or Distributer Om4f2.O12 

Pate No.: t of ':4 



FUJO0124015 
FUJO0124015 

Horizon OnUne Data Integrity for Post Office i..tn 

FUJITSU RESTRICTED - COMMERCIAL IN CCr I [ r , y . 

This is similar to the normal model presented with on tine shopping, in that it your browser fails after 
trying to commit the basket. you are Uncertain as to whether your purchase has been processed or not, 
You then need to carry out some other activity (e.g phone;: the provider or check your Credit Card 
.account the next day) before knowing whether or not: to re •htempt the tramaction 

However this is not realm= appropriate in a Post Oil . € :>n gent For marw transactions t can be 
assumed that the Basket has failed to commit an r transactions in the basket are discarded and 
they can be re-attempted at some later date. some cases this is not appropriate since the 
Transaction may have had an impact on some e n ;<225tem. An example of this is a Banking Cash 
Withdrawal. In this case the Bank has been intorn.nd of the Transaction during the processing of the 
Banking Transaction and has removed the funds from the Customer's account. Therefore it is important 
that this transaction is completed. Such transactions are considered to be Recoverable Transactions. 

If a transaction is to be Recoverable, then information about that transaction is recorded in the BROS 
when: the transaction is first initiated (and before the transaction is sent to the Fl) allowing the transaction 
to be recovered should there be a failure. Note that this recovery information is riot audited.. 

There are many types of Recoverable Transaction. 

All Banking transactions 

All Credit t Debit Card trar3: a .or. s 

• AU t=-Top up transactions. 

a~ Ali Reversals 

0 Selected  AP-ADC transaction r, i onsactiran script) 

2,3,2 . tt° s 
Any failures in committing Auditable activities at the Data Centre will result in an error response being 
returned to the counter. Such an error response will be displayed to the User, thus informing them of the 
situation.. The next action then depends. upon the Auditabie activity: 

• If it relates to a basket settlement where the basket that contains I or more Recoverable 
Transactions., then a Forced Log Out is initiated and the normal Recovery process wilt tidy things 
up 

f it relates to a basket settlement where the basket doesn't contain any Recoverable 
Transactions, then the content. of the basket is discarded and the User is returned to the Menu to 
continue working 

• If €i relates to a non-basket art; F€ty. then activity is abandoned and the User is returned to tie 
Menu to continue working 

osser rlr€.S User is informed of what is happenirnq.

not be visible in the transaction audit, but may be visible in the system r 

233 3 • ;l t Outs 
Should there be no response from tthe Data Centre following an attempted commit of an auditable activity 
within a timeou€t period (currently set. to 30 seconds), an automatic retry is invoked. This sends identical 
business data to the Data Centre where a check is made to see if the Audlt data has already been 
cr n pitted to 5 [ F 

It it has been committed, then this means that the oiig:nal activity was successful, but the 
response did not reach the counter in time. Therefore no action is taken in terms of updating the 
PROS and a Success response is returned to the counter. 

yi r y' f , Fqj tit 5 eic x,x.. i:`.)... FUJiTSU l 5TRCTED - r r  C.iAt. it
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<. < committed, then the original activity either did'o't reach the Data Centre, or it 
railed to ' vl ^ €o es-en In either case it is safe to re-process the data and the appropriate 
response rs returned to the counter after the data has been processed which wi be handled as it 
it was from the original request. Note that reprocessing essing the data will include recording an audit 
of the data if the repr=ocessing is successful. 

Should the retry also timeout, then the User is prompted and asked whether they wish to Retry or Cancel 
the Activity; 

• Selecting Retry results in the Activity being retried once more as described above If this also 
times out then a further automatic retry is attempted and it this is still unsuccessful, then the 
User is again prompted as to whether to Retry or Cancel. This cycle then continues until either 
there is success, or the User finally gives up and selects Cancel. 

0 Selecting Cancel results in a Forced Log Out being invoked. 

Such time-  surfs and any retries wi l not be visible in the transacts; or.. slit, br  m r be visible in the system, 
Event Log. 

23.4 Forced Log Out 
Continual failures to Update Eatabase at the Data Centre mean that it counter 
whether or n tie'lot ieee . tely reflects the situation rn the Branch Ti ,. ;: . thing i 
to Qtce a 1.: : _ 1  %' f ,F „ t P' z !d ensure that whey) communcatmr 1 :;  °} -:3t the 
Recovery p. . s a ' €nvokeu to reconcile the counter view with that on CRUEl 

If there is a basket currently being processed, then a special Disconnected Session Receipt will be 
produced showing which transactions have been dcarded and which are to be recovered making it clear 
what money needs to be exchanged with the Customer. 

23.5 TerminalFars 

Clearly a counter terminal car cur f.<r:e_  owever the situation is not re d fferert ftcr. trot where 
a failure to coat . , >'o C:4:;< ,_ _ _ ~ s described above. Tr -, _:., ee t  f the 
User needs to be ru

1. Work out the. a ~r. , Transactions (there ought to be t
assr ' cia4ee Yyir '

2. From this } s s u x ti wen to. or due from the customer 

3. Consider whether any t_ i cast 'Debit Card payments may have been Successful 

4, From this work not any cash due to / from the customer. 

5. Write out c eceserrr receipts by hand 

6. Jeep 0 f exact:: _ ','iat happened to be used at Recovery time. 

Clearly in this case the system .s uf,, ble to assrst the User in guiding them as to what to do. 

2.3.6 Rovery 
Recovery after a failure must always take place an the same counter position. Note that it the terrnaial 
has failed and needs a be rep'ace l by an engineer, th=en re covery cannot be carnet c4 until the 
repacement terminal is working correctly. 

At ev=ery Log On a check is made in the Central Database to see if any Recovery is required. The 
following check,,s.are carried out: 

t€Cm'tnr F sit u iery S Ltd 2s Iy *t ltl' r1 RESTRiCTED COMMERCiAL rN i r 
CONFIDENc. e lion: 0 €bs 
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I Is there any uu at<_ n s`,  1;taa associated

If o return the OtSt.~ r Data   l s:;:;~ .. "wry  to .. . . . ~ . ... ,~. ... 
recovered using ollforward Recovery 

2. Did the last session carried out on this term inal have a tidy &ogCt

If no roturn details of the last Basket Of anti that was successfully written from the last Log On 
s the counter so that further recovery checks can be made 

Otherwise at is well and No Recovery is required (i.e:. the normal case). 

During the Log On process, if the counter receives an indication that recovery may be required (he. one 
of the two cases described above), then the following occurs before the Log On is completed 

I If Rollforward Recovery is requested, then for each Transaction with associated Recovery Data;
then the appropriate Recovery script is executed, which will result in a Roiifbrward Recovery 
Basket being produced which is then settled to rho €ranch Database as normal and this will 
generate a recovery Rece€pt, This will nor'ri h€ ;any Disconnected Session receipt (or 
other information recorded at the time of failure) 

2 If there was no Basket Details of a Last successful fto r;;t returned, then No Recovery is 
required 

3 If further checks are requested, then the Bellowing checks are made a.t the counter .

a. What was the identifier of the last successful Basket sent from the counter? 

The identifier of the last successful Basket is written to the Counter Hard Disk at the 
completion of the basket l.e. after all Receipts have been successfully printed,) 

Therefore, provided that the Terminal has not been replaced, then this is available to be 
checked for automatically. 

Where the terminal has been physically rep€aced, a dialogue is invoked to get the user. to 
confirm the identity of the last Successful session which may involve displaying the last 
basket known to the Data Centre. 

If this matches the identifier of the Last Successful Basket that was returned from the 
Data Centre. then No Recovery is required and all is well. 

c It they don't match (i.e. the Basket returned from the Data Centre was the one that the 
counter was trying to save at the time of failure)., then the Forced Log Off process well 
have assumed that the Basket failed. Therefore the Recovery process needs to 

~nerate a Basket that reverses any non-recoverable transactions in that basket (since 
Inroad Log Off would have discarded them). This is known as Rollback Recove€ry-

t,rodui:.e a Rece pt, However €t wall not match the Disconnected cession 

2e4Database Characteristics 
The database uses Oracle version IGgR2. It uses an Oracle Real Application Cluster tRAO). which runs 
the database ever multiple nodes (servers). In practice there are normally 4 such database nodes 

Part€boner) tables store branch specific data. This provides high perfonnance and salability. 
Applications need to know in which partitions data is stored and which nodes manage these partitions. 
Thy' use a convention based on Branch codes. 

The design of the Branch Database supports nonstop trading during cord hours. 

{,. SrtY E'1gN i'Y.•i:N se' —wes a.x.. 2012 Fa J SU €' ES Rtc rEo - COMMERCIAL AL. ;Ni_ EeL 
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OH. . iAC is res>lient. I ls< the ., des carry on running and the 
1s ,. e se remains available for r _: The database can + ' Ir performance targets if one node 
tails 

r The standby database allows w - fast recovery d there :s a Y
da, a; ase off inc. The r taintena . , ;of the standby database is aUr_; 

A },atse recovery site remotely mi rre He data. The mirroring of data is 5. ,chronous, This guarantees 
data is lost if there is a catastr i ;La failure, 

: ,; ed with a Basket is sto<e :.I  ?agate area > Est 3._ H :rich database: 

1. A <f; y '.d .ie actual Basket date ;; :r'ansim€itdd f € ;lie counter together with the associated 
atir is held in a1MtM. H. tl , € F Htt1 i .u.tal 

Use H data in the inessa :a journal is described €H _ < in section 3. 

2. Individual accounting lines are extracted from the t ,=;te'; and each accounting line is written to 
two separate tables: 

a Detailed transaction information for passing to Post Ot." «, I ° Back end systems 

This data is retained for sufficient time to ensure it l'or aen successfully passed to Post. 
Office Ltd's back end systems in practice >t is held ,. out 4 days) 

b) Summary transaction information to support i6 ,.E} . i,ch accounts 

This data is retained to allow it to be used for any ,pernn and accounting period within. 
the branch (in practice it is held for about 00 days) 

Each night the reporting data is summarised within the branch database to provide daily totals for 
transactions based on product, mode. stock unit ::r d accounting period. This summarised data is used 
(together with transactions for the current day) <in balancing a stock unit, thus minimising the amount 
of data that needs to be considered. 

Although the data used for generating He. Enle- -ei)octs and passing  i ti, : Uttire Ltd`s back end'. 
systems is taken from the tables described in point 2 above, any data provided by Fujitsu in order to 
support litigation is based on the Audit taken at point 1 above. Since the processing for producing any 
report is based on the same source of data (ic the audited data sent from the counter) it is asserted that 
any report could be regenerated based solely on the audited data. As described in section 2.1.. the 
audited data consists not only of the Basket information, but also any other significant events and in 
particular the Opening Figures (ie cash and stock levels) calculated at the start of a new period based on 
the balancing of an accounting period. 

it :S. iaair,'f.i I>k'. rri+t'[d r 1Crr ;. pP£': tfiSJtI ti' fi4a1 r?ax'.l'P/ti ' - 'td 'or'' iipa}'l ra, t;a+:e Frfai~rPlcil si1 r4i<aP; a]1IP.:<.;>7 
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loin? OF' 10.b' hl t' to #' +.,si'+`T aYtti.' E' otL hc;.S<>d on bits' ion/it (r ii. I1li31£'1'cu':s E3uh it`niu is iF1'iFit thk in 

time r,ejif land a d if i'ca)inaa't'd suelh ioob red/ fi.'>'ivi?t'i} f1 he developed tø 1,,.if> r4'et to ii' Iihpute in 
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3 Audit System 
As outlined in section 2.1 and described in section 2.4. any a dit blxe message from the counter is stored. 
together with its Digital Signature and other key attributes .ri an 'Audit table" (known as the Message 
Journal) in BRDf3.: 

To ensure that the message is not tampered with after being sent from the counter. each iqe has 
an associated Digital Signature.. The mechanism for creating this Digital Signature r.

I. At Log On, the Counter creates an ASA pubic = Private key pair. 
2. The Public key is sent to the BAL as part of the audited Log On message 
3. The Log On message is concatenated with the Digaa' Signature and the BAL's signing certificate 

for its Public Key and signed by a BAL Private key (held in the data Centre Key Store) and added 
to the audit trail with a BAL generated jSfl 

.4. All subsequent messages are digitally signed by the counter using the private key established at 
_ Log On. 
a. Digitally Signiro, •. e qe involves taking a SHA-1 Hash of the message and digitally signing 

the Hash value i c:no RA 
6 The Digital sig ,.I c €c t < l alongside the message in the Journal table and is extracted with ;„ 

Each night a :ei it ,,: €€ € t the contents  . u t far the previous day are copied from the SRDI3 to a 
number of senci ii 

.t s•Pgi r f x t` fv j?i;?S ;3'f e g fr d l ?k. £{3 file l'{fhmt `)f i£YPrt f`r£)s'P 35c. CJ e ack, ri i', .1/i (fsdri3 fP Die :? }.EY a.'£t

rb,af'€ch if. lF P`"x x'3iiYs°k'#?£Y :3't`a~se i3;~Ei ::t ?a€b?<# } d#33'p3 E.l eft { Tf.'x pit̀ sr s: 3vE c-cJzs' t t' '7?'Ie!t'; tt. 

t a check is made that indeed there are no missing or duplicate fans for any counter and 
i ifail.i " be found an alert is raised. 

iii;t Pbwt th is' vvuf£f <,srth' 1c.r:':jien P,Es r snit of F hrj in 60 t'f,de oe fly laattfe~'fri,i3#.' 1<raJtaJs'Y`ia. ss#if, tti;:.

f:dta itn'8fs'9 at'P<fj4r5 eIie<'k tS sft{''Et£f: [f .S; + 'ss3S'c'Pf i'ru f"wck..;•fsr fin ',;78{'f} r<<;.a : eP4?t {'4•f£< . 

These files are then copied to the Audit system where they are sealed with digital seals. They are held 
there for a period of 7 years during which time they may he retrieved and filtered to dike the relevant 
audit. data for a particular Branch. 

The Digital Seal is calculated c sir. ; z i > ash of the entire content of the fhe l This value 
is stored in a separate "Seals Dairn.'ace held on the Audit Server. 

Whenever data is retrieved for audit enqu die s a number of checks a . < 

a The audit ffiies have not been tampered with li.e, the Seas on the cc are correct# 
b The individual Baskets (and other records) have their digital signa= h es checked to ensure that 

they have not been corrupted. 

t' ii5 itY°bo(v iedi,g the Ps8fk &'v W/sk ' /itk.,, heen xa es:i if th rha: Ls f')e ! s&<t;x.' ue a o 

f't'P<<'ksr M- Pitt' rf?t L'S;Pitt' (3,t ti I<s rt')t Ine' '3 ai, e ?<'dEdg ihr />rir'°fft:' ji~. (rtjttri. <. if s5 ` ?h ,f it' Z Sf;":;t?dt#f.F 

Ache k is made that no records are missing or duplscaied. i.e. a check is made that there are no 
gape or duplicates in the an sequence for any counter. 

It should be noted that this same Audit system was used to hold similar data from the aid Honzon system. 
However on the Old Horizon system the audit point was the message journal on the Riposte 
Correspondence Servers and thus the technology used for producing the audit of data is completely 
different between the aid Horizon system arid Horizon Online. 
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