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The Shareholder Executive Risk Register

This will be used as a graphical representation of the TOP RISKS each team faces and also allows for different assets’/projects’ risks to be compared easily. Top
risks ONLY and their mitigating actions should be allocated bubbles (e.g. putting R8 in the two bubbles for Risk #8, and so on). These should be positioned
using ratings as coordinates - for instance a risk with probability 4 and impact 3 would be positioned 4 places along the x-axis and 3 places up the y-axis.
PLEASE ONLY INCLUDE YOUR TOP RISKS.

IRRELEVANT




OFFICIAL SENSITIVE

The Shareholder Executive Risk Register - Post Office Limited

1. Overview

post offices acrossthe UK provide access
Government, mails and financial)

POL is whelly ewned by HMG. HMG has committed £2bn funding since 2010to
maintain, modernise and protect a network of at least 11,500 branches by 2018 - to
secure its long term future and reduce reliance an HMG subsidy. The network of

to a range of vital services (including

2. Overall RAG Rating

RA

If not managed successfully the risks - incl
stakeholder risks and those linked to

luding commercial, strategic and
and

lhave the potential to significantly impact

land mutualisation)

lability to achieve policy objectives (e.g. transformed network, reduced HMG funding

the financial sustainability of POL and its

High

number of clear policy objectives. Risk is

law are of the pressures and are working ¢
manage the risks away.

There is significant political interest in the Post Office network and there are a

also be linked to management and remuneration issues. The ShEx POL team are

mainly centred on these areas, but it can

ollaboratively with Post Office Limited to
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on second IDA procurement framework

Risk # mk Overview Impact of Risk Type RAG Rat ur.  Prev D [Mitigation Overview Mitigation Rating Cur. Prev. U/D |Further Mitigating Actions Current Statu
Network Transformation No BiS VFM for exsting funding + Finance probability | 30 | 3.0 . Engage regularly with POL ensuring Probabilty | 20 | 2.0 i . .
% higher levels of subsidy required in the A % - Continue to engage with POLand [Good progress is being made with POL
POL is unable to deliver Network effective monitoring and review of NT
future. relevant also the NFSP. beating 2014/15 targets 2 months early,
Transformation targets for various oL B TN and to provide robust challenge. s oLk A HNE o 4 il ik
. n i
1 Tim Melnnes reasons, including programme design and ST e e || Seliegy Impact a0 | a0  Ensure POL takes appropriate actionto|  Impaet 30 | 30 i e e st e st
new work - disadvantaged in future A insight to develop future options to Transitional Leavers. Engagement with
/ or due to loss of NFSP support. POL maintain momentum, particularly as NT P
i negotiations with RM. progress, including the NFSP is needed shortly to avoid risk
remains on high levels of public subsidy enters its final years (e g. Transitional 2 i : E
- Subpostmaster reluctance to ) Locals) Transitional Leavers”. it might hold up near term progress.
13/02/2014 s b erigmaiwiih tramsforaiiae: Reputational |  Rating 120 120 . Rating 60 60
if approval fails, BIS would not be able tq i e fr
State Aid channel funding to POL. The business Finance Probability | 20 | 2.0 Probabilty | 10 | 1.0 0 s i s peksc o UR RE R
. We have been working closely with the We will look for an update on progress [steering us towards an 18th /20th
POL is not able to secure European would be unable to deliver its strategy, 4 : 3 3
e Commission to address their concerns. during February, to make sure a decisionfMarch decision; there are a small
Commission approval for its £640m [putting its long term sustainability at _ : 3
2 Tim Mcinnes 2 o |l 3 Legal Impact s0 | 50 Having now submitted our Formal Impact 50 | 50 is made before the end of March. If of minor questions which we
funding for 2015/16, 16/17 and 17/18 in  |risk. This would impact POL's " N
g Notification we believe we have |ook like they might emerge we can seeklwill address in the coming days but
(by March 2015) mutualisation process and have "
Brlcsnk e putational consarmsfai addressed any outstanding issues. to escalate nothing that we consider will hold up
13/02/2014 :'f:ﬁ' Ll e Reputational |  Rating 100 100 Rating. 50 5.0 orogress.
Crown Transformation 3 Reputational Probability 50 | 50 Probability 50 | 50 :
oL s s i s ooy sttt POL unable to meet HMG objective of - Manage external narrative and [Targets will be missed at the full year
. “8 run-rate break-even by 2015 stakeholders; even if targets are missed jwith run-rate heading towards a £3m
break-even in line with expectations, b h such s I h b - Encourage bau Crown strategy and ! Blanning i March 2015
; : r n -Mar
3 Tim Mclnnes [ncluding not franchising all planned - In branch improvements (such as Finance Impact 30 | 30 progress will have been Impact 30 | 30 offer support where POL could benefit 255 P1anning for post-Marc is
< investment in automation) delayed - made. being undertaken now with breakeven
failing to meet revenue targets, e s " " . as with Parly Crowns). i ¥
st cost seliig dRpetives customer experience not improved and - Make sure POL is developing a bau plar| Inow likely to be achieved later in
13/02/2014 : profitability impacted. Strategy Rating 150 150 to continue progress after March 2015. Rating 150 15.0 calendar 2015
Mutualisation Consit possible ty 40 40 3.0 3.0 [Following a recent meeting with POL
Progress made towards a mutualisation is |impact on HMG, who in 2010 made a POL has continued to resist our If progress is not made soon we may actions are being taken. We expect
slow, or is perceived to be slow, meaning i to move POL towards a but following a POL / Jo] have to escalate the issue within POL.  |progress to be made very shortly and to
4 Tim Mclnnes HMG is unable to evidence “clear progress|mutual future. Minister remains keen on|  Finance Impact 10 | a0 meeting in December we might be Impact 40 | 40 We are keen to avoid the Minister be able to update Jo in the coming week|
towards. * being made "in  [the subject and a perceived lack of unlocking possible near-term progress. sending a letter, which would notbe  [or two. We are still having to put
this Parliament” progress would reflect badly on ShEx [ This remains to be seen. welcome or helpful. considerable pressure on POL to even
13/02/2014 and POL. [select] Rating 160 160 Rating. 120 120 make this modest progress.
Government Digital
Strategy Probability 30 | 30 Probabil 20 | 20 Lette irculated amongst digital
Transformation Continue to reinforce message about Ry e ok ool
Hampers POL's ability to win new GS leaders to make them aware of Home
the offered by the PO p
Government Digital Service (GDS) [contracts - impacting revenues, Affairs Committee recommendation that]
network, technology and contracts Letter circulated in January. POL workin,
resistance to support role POL can play in [commercial strategy and financial Departments use FOCS for assisted
Laura Thompson roviding HMG with digital services sustainability. POL's prafile and Finance Impact 40 | 40 {itiding sie FOS [ramaioi) Nexses Impact 30 | 30 digithlserviess, or explain why it is nat [0 v iatnch of IDA praduct in earty
5 P i ! e di (“I o i il i # . ; Gout. utilising PEX, APPG, Ministerial . . e ey . : "‘ oty [Mareh. and announcement on
ncluding assiste al, through existing [relationship across Governmen appropriate. o meet regularly wi
including assisted di rough existing [relationship ! Bilaterals and other channels to deliver i reBuarly Wi [partnering with HMPO re digital
hannels leading to ongoing reluctance for|diminished. Govt. seen as reneging on GDS to consider forward look of AD
i > s 5 and reinforce POL front office message. 4 passport applications later in March
Depts to engage commercially with POL  |commitment to POL's front office for A pipelines. Meanwhile POL developing
Support POL with its engagement with 2 4
Government ambitions. first IDA offering and bidding for place
13/02/2014 Reputational Rating 120 120 HMG stakeholders. Rating 60 6.0
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Fremiie fonds Contract to provide Premium Bonds ends [Premium Bonds are an important kaputionali/| irobaiikly; 230 ] o (i
in ber 2015 and for this service to |revenue driver for POL and they are
Tim Mcinnes continue actions need to happen shortly  [considered to be a representative Finance Impact 30 | 00 | u [Engage with POLand HMT on plans to
(esp. with HMT and NS&I). The product by customers and by ensure actions are taken in time to
Commission have an interestand itis  [subpostmasters. Withdrawal would be [ensure continuity of service provision.
important anything is done is in line with |poorly received and raises real palitical
legislation. risks. [select] Rating 9.0 00 U
Limited direct influence given the
Mails contract with RM P :::;l[c::ld be significant and long- Reputational e
products and contract move keen to encourage engagement with
Tim Mclnnes iowiy and Jornatithedirecion poL | [Fo3t0n, lese viable branche lost Finance Royal Mail at muttiple levels, and
needs. Has a financial impact on POL as it b lwwen:al:unes, . hlc‘her | develop a shared understanding. We
loses share, footfall and volumes. subsidy, and & 2lso look to provide support as an when
13/02/2014 landscape). [Select] it's required.
Project Sparrow Reputational

Continued attack from JFSA and MPs. Risk

Laura Thompson

cases in scheme are unable|
to progress and the process is publicly
criticised by applicants and the JFSA.
casts from ing of

13/02/2014

scheme and broadening of scope.

[POL's re putation and brand are
[damaged by accusations. Costs spiral
out of control, particularly if legal action
is taken.

ShEx is ensuring POL addresses issues as
they arise, including assessing the
effectiveness of the scheme and
whether changes are required.
Important that the mediation scheme
remains independent of Government

POL Management

Senior management not capable of
meeting / delivering HMG

[Network transformation, other cost

ings, and revenue are

People

Management team is under ongoing

review by the Board and action is being
taken. HMG process being navigated by
ensuring narrative for rationale is clearly|
established with Ministers / HMG
Stakeholders (e g. no "surprises”).

Maintain engagement with POL to
ensure we get access to the right
information in a timely fashion. Operate
a no surprises approach to working with
POL and managing Ministerial
expectations (despite certain recent

| developments).

Richard Callard limited ministerial appetite to approve not delivered as planned, meaning Strategy
ichanges due to severance or further funding is required and POL is
remuneration levels. less sustainable
13/02/2014 Reputational
Network Development Significant reputational risk, including Reputational
POL fails to meet its Network Expansion  |within HMG and with stakeholders (esp.
targets in line with HMG expectations and,|NFSP). If a response is insufficient it
Tim Mclinnes more generally, is unable to respond to  |could have material consequences for Finance
h threat it is facing oL and financial position,|
by opening new access points. with knock on effects on POL's ability to
13/02/2014 reduce subsidy. Strategy
Shareholder Relationship Information

Probabilty | 2.0 | 0.0
If progress is not made it might be
Impact 00 | 00 necessary to escalate within BIS and
; also consider options for
temporary "stop gap" if time runs short,
Rating 00 0.0
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[Engagement has commenced with POL
jand HMT to understand the lie of the

land; we are seeking more information
from HMT on their plans and, if they
[choose to extend, strategy for an
lextension. We are also conscious of the
possible European Com mission interest.

formally within POL,

through the Board. We will be engaging
the new CFO on this given his recent
arrival.

[Dialogue is fairly continuing although wel
believe areas of disagreement /
misalignment that have emerged in
recent weeks remain outstanding. We
will be monitoring progress at the start
jof 2015 closely.

Provide robust responses to queries
about the scheme, particularly from MP
and Parliament, maintaining the
scheme's independence from
(Government and the fact that no
systemic ssues with Herizon have been
identified

[POL are agreeing changes to the scheme|
Jwith their Board to negate the role of
the Working Group and process the
remaining cases in the scheme as
|effectively as possible. We are sighting
IMinisters on this development but must
Imaintain distance - this is a commercial
decision for POL.

Raise shareholder concerns through the
POL Board and, where remuneration is
concerned, use the POL Board to engage|
with Ministers / HMG Stakeholders to
influence outcomes.

[New CFO began work at the start of
anuary, which should serve to
strengthen the executive team. Suggest
Jrisk |evels remain unchanged until his
[performance becomes apparent.

Support POL when required, including
with Ministers and other stakeholders.

[Short term targets will not be met and
Jwe have questions around medium-term|
timings given the wide range of
[dependencies. We are staying close to
POL.

-



POL team becomes obstructive to
engaging and complying with
k in channels of Ider requests
Richard Callard Strate|
e o with POL at some or all levels with [Hampers ability to effectively monitor o
anticipated loss of goodwill and challenge business performance and
strategy - shareholder team isonly told
what POL wants us to know
13/02/2014 [Select]
Snkeholder RamLORIIPE! | o relationships with general || COUId Impacts POL's abllty to dellver Reputational
stakeholders - e g, Citizens Advice, other Msemke::‘:“n?;;:‘:k
'Whitehall Depts (Defra etc.) creating "
Ll unhelpful distraction from business as i s ace
it confidence in POL
g fi in
13/02/2014 POL Strategy
Business Transformation Finance
POL is unable to design or implement an Y
appropriate target operating model (e g. ::::::: '::d::l:ll‘::::;’:;:kn'
which leads to reduced costs) and fails to & 8
Richard Callard as sk afliciancies 6 sed Uke e Taica o financial position. Depending on target Strategy
subsidy. Key strategy targets are missed. °|:er:_"“! Toﬁelﬁwork, Bt 3 couk)
Tough choices to be made by POL could  [*>° V1188¢
% itical Interfe external comms risks.
29/07/2014 attract political interference. People
Budget Performance Short term impact on narrative fe.g. Finance
ds financial bility)
and (possibly) ShEX's re putation as
Tim Mclnnes POL misses budget targets for 2014/15. shareholdar, Longer termion POLE Reputational
ability to meet its plan targets and
01/10/2014 reduce subsidy from HMG. [select]
NFSP relationship NFSP discussions with POL on long term [Select]
Puturs; andmpecicnttistives; kopek dows [Potential to undermine NT as a strategy,
leading to a withdrawsl of supportfor |07 /M. With cansequent financia) /
Tim Mclnnes HMG policy. If agreement with POL can subsidy impacts. Could attract negative [Select]
not be found, merger with CWU can not _[P0/tical Interest raising reputational
b uled risks in the early months of 2015/
03/10/2014 NP, [select]

Laura Thompson

03/10/2014

GDS rules prevent DVLA from working
with POL to deliver new services, despite
DVLA and POL wishing to do this work.

Impact on G strategy as POL would not
be winning new revenue. Increases risk
of HMG being criticised for not fulfilling
[commitments re: front office for
lgovernment. Could lead to POL
deprioritising GS in their strategy as new|
work not coming through.

Strategy

Reputational

POL pension scheme

Finance

Probability
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Ensure we effectively communicate and
make clear to POL our reasons for our
requests for information or areas of
policy delivery

Ensure continued and responsive
dialogue with all stakeholders,
understanding their needs and
motivations and seeking to allay these
where possible and appropriate

[Work closely with POL to understand
and challenge its plans as they are
|developed in the coming months. Ensurg
sufficient contingencies are "baked in"
to this early stage of the work and that
we are able to respond to possible "bad
news" leaks of proposals.

Monitoring POL closely to ensure trends
are properly understood and that POL is
identifying opportunities to address
underperformance in-year. Keep
Ministers regularly informed on progress
as the year progresses.

Encourage POL to work with NFSP and
seek their support. Consider engaging
directly if considered appropriate (or if
requested by the NFSP leadership). Keep|
Minister appraised of developments.

shEx encouraging dialogue between GDY
& DVLA to identify barriers and unblock
if possible at official level.
Recommendations developed for
Cabinet Cttee could help here if
accepted.

Probability

Richard Callard and CEO have agreed to
work together in partnership to be open
and transparent, and to highlight areas
where our respective teams are not
acting in accordance with those
principles
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[Relationship is currently quite positive
Jand improving at the senior level. We
continue to encounter pockets of
resistance at lower levels of POL which
we continue to challenge or circumvent.

Seek to maintain flow of positive news
across the national and local media to
build momentum and consensus behind

[We have recently commented o nthe
[CAB work programme for 2015/16 to
Jalign it better with POL's commercial
objectives. We are also encouraging

ereater and

HMG policy and POL

with The Plunkett Foundation on
Imutualisation / community shops.

Escalate concerns with senior
management and, potentially, through
the POL Board. Ensure Ministers and BIS
[Comms are aware of risks.

[POL currently in design phase, has
identified c£200m of costs savings p.a.
by end of the plan. Team reported to
[Board in November with a proposed
limplementation plan. Board approved
further work but wish to review once
again before go live. Question on who
will actually implement.

[Escalate concerns through Board to
express dissatisfaction with: (i)
credibility of budget and challenge
process that went inte this; and (i)
current year financial performance.

While revenue targets will be missed for
the year, management are increasingly
confident of nearing or reaching
operating profit targets. This s

Unlikely to help as little more can be
done vs. what's being done already

but it does raise questions
with POL's business budgeting process.

Engage directly more frequently,
including potentially with Ministers. Alsof
build Ministerial confidence in POL's
abilities (e.g. to offset NFSP criticism).

[Recently met with Jo and voiced a
Inumber of expected concerns. Progress
needs to be made in a number of areas
but presently, is being held back by the
["future funding” hurdle, Reassuringly
the NFSP was supportive of POL at the
recent BISCom.

Ministerial intervention.

JAnnouncements this side of Purdah are
unlikely, but POL contine to work with
[DVLA on new services {including under
Focs)

2 Richard Callard [Overview] (Insert Comment] People Impact & - - [linsert Comment] Impact - + - |linsert Comment] [[Insert Comment]
27/02/2015 Reputational Rating na.  na. . Rating na.  na. -
Governance/Board
Probabili 20 - D Probability 20 - D
appointments Operational robability | robability |




| Appointment of new Chair is delayed or
paused, leaving a vacancy for the Chair

POL's Board will not have a Chair. SID

OFFICIAL SENSITIVE

Chair appointment timetable should
allow new Chair to be appointed before

We should consider agreeing with the
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[Closing date for the Chair recruitment

Richard Callard People Impact 0| - Impact 30 | -
i when current Chair steps down in July.  [could step in to Chair role, but his term iuly, assuming Ministers are content to SID that he can take over the Chair role [seach is 11 March. Absent any Purdah
May also impact recruitment of new SID  [expires in September and we would make decision. We will prioritise advice in the short term, and whether he wouldlguidance, we are continuing with the
when the ‘s post ends in [need Ministerial approval to extend it on the Chair as part of extend his contract. process, with approval of the PAA.
September early Ministerial briefing
27/02/2015 Reputational Rating 6.0 na. Rating 60 na.
If NT is not delivered in full this has - -
dliff Propasal The POLis unable to execute its plans for 9 Finance Probability 40 2 We are working closely with POL to Probability 20 3 We have met with POL recently and
i 3 financial and commercial consequences -
he "CIiff* |eading to NT not being i POt il (LN ESP e bk ensure the content and timing of its Until the nature of the risk becomes [briefed Jo on current plans. Jo also
completed and ¢.2,000 branches i i plans are acceptable and that Ministers clear it is difficult to set out further lencouraged greater engagement from
23 Tim Mcinnes support POL's plans they might take Operational Impact a0 | - - Impact 20 | - il » i
remaining unconverted. This could be bad | L oader are briefed. We are also encouraging, mitigating actions. These will be specific |the NFSP at her recent meeting with
, NFSP reacting against the Cliff or rom both sides, a greater level of to the timing and them. Next milestone will be the
Ao consequences, e.g. also for Network <
27/02/2015 Ministerial resistance. Devalcament Strategy Rating 160 na. engagement with the NFSP. Rating 40 na. subpostmaster letter in March.
If the IT transformation is managed 5
ITinfrastructure S Operational Probability 30| - We are staying close to POL to Probabi 20 | - [As we mave closer to implementation
POL is undertaking a large scale and poorly it could trigger service disruption 3 i ‘ g
2 its plans although as a See previous; this is a commercial issue |we will set out more formal monitoring
widespread transformation of its IT across the network, and also impact on _
g 3 : ; ) purely commercial matter we do not for POL 50 aside from escalating structures, although at the moment we
22 Tim Mclnnes infrastructure in the next few years; this in|the delivery of POL's commercial Finance Impact 50| - % £ Impact 20 | - * .
g R 3 s have direct influence. Richard Callard is monitoring and / or escalating through are staying close to the IT team on a day
itself s high risk but core parts of POL's  [strategy (incl. if rollout is delayed). This 4 ki : i .
5 . g at this closely given his position Board we have [imited levers. to-day basis. Our relationship is open,
strategy rely on it too. lhas important comme reial 2 g
27/02/2015 iy Information Rating 150 na. as NED on the Board. Rating a0 which is reassuring.
Cyber Security Operational Probability 20 = Probabilit 2.0 -
POL Board and senior team are not POL is at increased risk of cyber attack
25 Laura Thompson considering sufficiently the risk of cyber  [and suffers reputational damage and for Legal Impact 40 | - Board have been briefed by CPNI Impact a0 | - To be developed TBC
attack on the business loss of business.
27/02/2015 Reputational Rating 8.0 na Rating 8.0 na.
[Risk Name] [select] Probability = Probabili - -
25 [Risk Owner] [Overview] (Insert Comment] [Select] Impact - - (Insert Comment] Impact - - [Insert Comment] [Insert Comment]
[Date of Entry] [Select] Rating na na. Rating na. na.




