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Introduction 

1.1. This Report has been prepared by Second Sight, which is the trading name of Second Sight 

Support Services Limited, the company appointed ..by.Po t ffieeto conduct an independent 

investigation into a number of matters raised by Subpostmasters, or former Subpostmasters. 

1.2. P tQ 4 444T4e * e e a •peGt-s- 
x.? --̂ '~'~rs z- ~i~~~*  *-~;>.g-~3~c f.1-~i- sr~-~~' ri- .- ., f  ~•:~A-'.--3i'-.r- 

~a :.. -~c -a ° was se rl°+ ~ Tanata ra ea ~`•-~.~~ e r31'.c:QPI.:..::: 1,g .L)AJ,dS::..A["~t: 

eppoirtted::lyP9st::C?fifeo::atthea::ro:uost.Q.f..::Umber.. f:arlamnt::inlul :nrrtbo:r:f. 
nd r..takings:w:ere: iuem:b..., pst:Off a: :ardor:ta..satsflr.. Ps..xha. .S.aco..d..Sg t .ould_be::

Abi.e_.to. co:nducta.:tr...u:1.y..::isndependent nuestigati:an._.i . .to::the..m.atters..of:ca:nce:rr.t... 

1.3. This fi.port expa4s on the main common 'Thematic Issues' that have been raised by many 
-la

'and nn e.s€~. +rte ax~oid ~Be. ,E°~ n~-~aarawaa ~~r~cre ~xi~rnxs r~re~,~Those 

.unde..rta.kjigs...Inch ide..th f lo_wi 

Wi. estr acted acres :t We m:en he y s ffi ::li:ncl~ad ne:.documents:: 
subject toconfident alityand Iegalprofessiona.lprivil

N.o.limitation.in_Lhe scope of work,deterrrnined__necess.ary by.5.ec nd.. 
Sight,, 

1.4., :Th:ose- de:rta.kings::w.e:re::refl:ected::in..t:he::. fais.in.:: on:cerns.::with.:Harizon":do.cia. entli ned::. 
by Post_Qf..fice on Z_ ecem e..r:: 1 ..Ud IU.tQ1WJUtice..f...ot Subpsl:stnas:tars_Alii:a:nce.:: 
.('1FSA'}.and t.o..Me:diction._S.cheme.,App.licantsx..A.N~ey, aragraphwas . 

o am tu t In dry,S.ad igh rl1 entrtJe r ,t t 
hIN oration related to a concern from Post Office L1mke , pnd, Post__®~,ffice__ 

Limited holds that_nformatron~ Post ®ffice Limited wi(lprovde rt xoSecond.. 

This:.state:me:n.w s.intende.d..to:accurtelyief-l-..ct he..un..d.P.rtakin s:-et ut:. n.:1J:. 
above. 

LS., . Man1' Subt!ostin_aster and A-pEll:lints: to._t_he MM..ddiia....~t_o...n_S:theme.._will_have_...rre....e:d._on.. 
that paragraph,w.hen::rp:a.ra ng:matters.:to:Secaand.:S.ight. 

1.6 The investi_eativeapproach.;adopted; by_Sec®nd_;S ht with thepproval_ of Post Office,_.was_ 

to Identify discrete issues raised by5ubpostmasters_,or former Sub_postmastersand conduct 

an in- depth investigat on Into,those,.issues. ThesenerrowLfucussed tnvestga:ton wire 

referred;to:_as_'SA.ot,ReY1. WS , 

1.7. ::Second,S ght~iss~oe.~l...an..jnieri Repast on July 2013 incorporating.theyreliminary results:. 

of. fiou r..S. .ot..R.ev..iews,.. h.orCl. ...a.fterw.arcl.S._P.ost..OfficQ...a nn.o.unced. Th.e._creation._of..a.. .e.d.iation.. 
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Scheme (the „Sch m )a deal with the issues raised by a number of .bp tma tars and,_ 
f rrner SaabpostmastersAt that stage the investigative work that led:to..the. int rim_R pp.rt_ 

betng._pubuished was incomplete and it was intended that the further work, needed to... 
support the Scheme would enable the original Inquiry to be completed. 

1.8, ,Pne of,the principle,fiindings at that:stagewas the„need to„look at: the totality of,the user,:

experience of Horzon, Hozon ism ch more than la st the software element and many of 

the concerns reported .:ttus cl.e. :rly.df Qnstrated prohlems with.the interf.c.e between... 
Hor zon_and_p_ther_s _sterns_and_th_e lack_of_effective inve.sti a_tivesu_ _ortfrpm_ ot(?ff ce,. .. ............ ...... . ...... .................................... ...... . ...... ........... .... ........... ..... -jg.................... ...pp......... ..... 

1.9. The h m r eived_1 4,appl oat ons efQr h n ,f r .pl  ti, s x  
18 

llipye ber 01.3 and 1.36 cases:: ssedInthe Scheme:Sec.o d.:sight ss..ue:do 
Br%PinRepori::-__Part_One ®n_ 251. _2Q14,whkh ltwth 

a. G._aneral.informatron_abola.tPgA:: .ffive,ts_branches,.and:: _her le f..Supgtrnastersk 

b): A::deseriftt n::of_the.tra n :ng:and opport entt ons..-as:well::as:the-Post.O.ffice::at!d t. 

and_inyesti .t .o _.pr.ocesSe 

C. An_..overvi.ew*_of..tl e._Ho.I n..system..e.nd...* OC atedegu pmet:

d) An.iratr..a.d.0 t on.to..the._a cat on_o ..dou le..ent_yr. ...accounti.ng n._Hor..izon 

e) A description of significant branch operating_am!_rr pai rti procedu..res..anri__ 

the associated„processing of, transactions.. 

f) An:.o.otl:ine.::of::th:e:treat:me:nt.:.of::':os:ses.:and::Surpl:uses~::. 

i nd.,g): :_analy.$Js:oUvY.pical:_arrors,. 

1.10. As._a._ras.ultefint.lysinethe..1SQ..aappi.. tons theyciiem.e .we:,i ent.ifled 1 :.c :l ni 

rentioned issues (often descr e.d as„'Thematic issues') that_were.raised.b. multipl,r .. 

AppllcantS,. I:rl* theinter.ests...o..f_ ft.icieney...*..w.. .agree .,w:i.thPost.OftCe_that,:ratller,thdn.:deal.:. 
with.thanesommc nly_.me:nt oned:.issi es..w thin_individual:.-CaseeRev.iew::Repor s: fSl s'),: 

wr.ould. repa re 

aerie in ,Re _®rt,-_Part_Tanro that_would,_deal_with all of them inas.. n ledocument tIiatwould. 

be. sent: toaJJ::Appllca nts:. 

1.11_., Although the„19.commonly„mentioned issues were identified as a result.. of..analysingjust_:

1.50..a .. ..i.icationstothe..5cha.me ..the..nat.ureoftheu.nderi. In .i.ssues.ma.bea __ ..l cabletoa.. 

much wi1er group: ®f Subposta tern. 

1.12.. issued a first version of this Briefing Report Paart Twv on 21 August 2014. That=_ 

document recognised that a number of issues were. still u..d.er invextigation Post Off%Ce., 

issued a,response to the.:frstversion of:that:Rep.ort Qn. 22.Septerner 2014.. 
Page 2 
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1.13.Ivetiga.tiQn..havecon.tInu.ed since the release of..the first,version„of our Brie#rng..Report„ 

Part Two and,this uphated Report presents, further information relatpng::t h„tenmonly, 

mentioned issues dealt within the 21_Aueust document an_d takes account.gffurther_ 
information. su.ppiied„by,_Po:st:Offce,, 

1.14.At the time of..f..inalisin.g this,.updated.: t~eport. i9 April. 2015.},.a.pproximatel.y 2q out..of 136.. 

casesare.sh.11_being investigated,b sv:itis::tPretefore._ +ossible t-hat.....i:nformat.o.will 

c9fl .. .t.~~77..i.ippht.that..is relev.ant..tc._the..ma.ttars.d.e. lt.vri,} h in..this..R.an..ort,.lf.thicc..h. n~~77..ggyyn.c we... .._e.....>.....>._T! ._<.Z'l...._...._._...._._..._._..__. .._._._..._....._......_....._.........>.....>.....>............>_...>....t.._...._...._......._........p....>.....>.....>._..,..?F..._.....pol..?R.....sl>.....>..... 

I.l..di.scu.ss_with..Post..Offi.ce._h.ow...best_to..com....m~a.n ate..su. h...further_relev..ant.. nforma.t on.. ................................................................................................................................................................................................................................................................................................ 
4s.~.....bl. !n.. h-e. fo.rrn ctta. su.p lem. ntL:r~.. , 

2. L. t. a_ i.on pf,S .pa:: L rk Performed.

2.1., . We have experienced significant difficult. ._in obtainingaccess to_a number of documents=
we believe are.neces.5.ary fo.r the pu;r os.es. .of.our .ives.tig.at.o.ri,.no.twith.st.anding.Post... 
Qffirce comet tment.to_make. re.quested_documents.available to us. The.dQcuments::

re. O. ff3.cP:IaI I._ nm threw: main::caeg(r .es:. 

a) the..complete..legal,filea e.Iatrng.to uestlgations or crim.nal prosecut~ans::
cnmmenced...b ..Py ..oat..Off ce_that: relatetu::APPlicants.;.

bl the._.c.Q_rnpl_ete..emaiil_records._r_ela.tingto_asm.allnu ber_Qf_Post_Offce._ 
e loyee:s:worlcingat.,the,_B.racknell:,affice_gf_F,n tsu,in 2008;__a.nd, 

c) detailed transactional„record.srelating to items..hel.d. in Post:Offce...'sSuspense::. 
Account(s) and to_d.i.spatesf_trac1sactians.ina:nunik ...::ofthisr....d:pr..tY::elient:acco:lints.:: 

2.2. The 0..p i. gparagraphs descrobe_these_mattem on more detail:,. 

Accessto.:the:.complete..:legal..files. 

2.3., ,A._nNrnt2ar_c!f_Appli nts have raised Issue_s,cpncern ng._the_%nv.esti at e:
proseC_utionprpG.esses..they experienced 

2.4. Typical concerns maentioned. include 

a) Anaudit visit visit-that_wasin _real only=a cash and_stock count 

hj An. investigation process,that had difficulty in cons±derinthe passibility that,. 

Horizon, itself n. ight..have caused a.n.y losses and.often failed to-.establish the..ra.sat.. 
causepf the unexplained IossesA 

c) r final h r s.tha w redr .ppd,j:list,.befor tr al„dosR t th .A plcant. hav n 

!.spended...witho. M.Paay for_a._Iong. P.erio_d..[ nr... .ea.rs..o.r.....m..r..e..in_some_case$..k 
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), A chargeof theft being braught when :there _ p:pearst .:hove_:haen anly:liim. ted... 

evidence.:tn:s:up artthat.:chargaarilwhr..ethat:: .0 daAace::

C urt}:as.:thecha:rgn: ras:clrnpizefJast::l of e rl nd 

e) A prosecutionprocess„thatap.pearedto be f0c`rssed more„can delft. recd. v r~r than. .n. 

the._interesis_af:ist_ce_,_ 

2.5.. „Our review of appldcations, wuhere_crminal eharges.:were. rought,._provrdes,.sQme limited.:. 

s~appo..t.far.these concerns.. H-qwever:the.issta.es.raise_d..by_indiv.d al App_I. eants...c..an_only_he::

nvestwgated.ktY.. ._rev...i.ew.. ttha..C.Q.—M te..legal and nvest.gative.files held..,4 P....1.0ffi.Ge.,... 

SO. far _vulth..th.e..ex.~e .x.~n._of..Qnl. ...d..few._cdse5 _Pgst..A..ffi.te._has._nrt_ rovi.ded..us..wth..?.Ce.ss.. 

to... eQm lete::Iegal..filesthat:we::have:._rectu.estatIt..has.hh...we.ye. :ra Grte.dthat:;:

Wav n . .w,.COm lglad_?.fS....:re n.veSt.g.
LSQnrltdg,thfl`tnYQrsgnpl OsgGlAtsf?navQsln~1?....:::._. 

2.6.. .,We however,,consider.that.a.:complete..and._independent._review_ofthesecriminal,_ cases„is„ 

the only proper way tp..d.entify wh,ether-there,_are_intanes_t~f ppssibl,e_rnspnd. ct..ktX.::
rSAse:G —tors__acting on::.4.ehaIf..of~P,Q t...OffiG.e:?nd_wheth.er..or_ns~t::!n!:Sca;rr

have_:occurred.. 

2.7. ..Past..Qffii.te...has..infor.rl~ed..t~.s..tlhat.rev..iewig...~1 .k~. ..te_.i.ndlv..dual."~ttvest at...ve.and.....rosecu.ton... ..... ......... . . .. ... P.. . . ... 
processef",iha Ap_ pI% nth y, ,e. p.c enc l.:da ngtfall w .thin the,term

engagement We find.;this position surprising since it ws the consequences of thoe. processes_ 

that have given.risetomany. ofthe..!ssues.thatApplicants wish to„mediate, Aiso,the position 
adopted by Past Offcee:i c .ntrar to th 2s!if9n.taken.,kl(h W!arking Group uwhAch,was,ot 

wap tq: ad.rnlniste.r tha. Qhen le,<,ctf uvhiGh Pest pff C .:wta5:.d:,r+ mkiar.:

2.8., _In..the.I ht..Qf.thiS ap.parent.S.onflitt..Qf views between tha,_Ppst:Off,c_and:.th_n_~i.attendenx:

...to..adrn nister..the..S.~hem.e... '.th.e_Workin .Grrau. °. . ch.aired..b. ...S r.Anthon. ._lioo. .er.. 

ax..etired...0 ert:of Appea .Judge we wpy.Id.. i.tlirtally.:have.asked.:the: WQrk.. g...Gr is to.. 

proVide_guidance on this matter Unfortunately, it,has not_been posswble;to do this, as on_10._ 

March..2Q15 Post Office announced that the. Working Group.,hadbeen wound up with. 

immediate effect. This was the day before a were due to,circulata a draft of th~,sReport,to.. 
all members af;the Working Group.,lt,was..aiso the day that Post,Office notified us that.a.sar_ 

ton..tra.ct.to..tOn.d.uct..a.n. n.d.e. .encl.en#..inv..e.Stl a.tiOn..into...th.e._m.atters..rel.sed..b. ._A . Ii.cantS.:Ml. ..............................................................................1..............................................g.................................................................................................y.......p.R ..................................... 
being term.m aced,:.Co.. .a:duenilyJot.: ?f. icei truclted: us ta:: ss:ue::a1i fararsion.of.-this:: 
RepQrtno later„ih.an..Q Apr l,.,irre.oe wve . whoth.er..Qr.nslt..0 r. nclepen.clent..i vestigatlpn,:: 
was,_comlete,., 

Ac.cess totha : J Post _ff c nip.m rk ngat_Bracknell_ 

2. R gtaif art::nnKn.ber f:: .R.Pica:ills::bave:etatedttrat::tttey.:beileve that::tr....ansactiens:.and.. 
b_aaaa~nces::ae::klori on:uver ..alter..e :uu th.a.ut the.ir.:consent.::It_hays.:been:r.e ed,to:-UsIt. t.:. 

some.:c:h:anges:appear.to.:hay...abee:n:nia.de,-Pmsi n ::n .some-Qt. 
those .c :a .g .. sa Best that-so:rn.e1crnl::of aaafa taQrlsas :tantote aeces:s.:ta:iransact%an::data_ 
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ma:li—have ,-w ed 

2d0. We have seen _a witness sta tern ent from an,Appl~cant wh®_claims to havesen„vf~en~e.Qf,, 

this type,_®f activity_n_August._2®C a3~_occurri in the_,ba.cement_of_the_F uff n. 

Bracknell.. 

Post Office has„ stated. that. it is not po,ssible„for the, type of activity„described to,have,,, 

occurred However, we believe that,_despitePost Office's reassurances and statements;from.:

i.ts...em. I.o. _ees..a.nd...those..of.F.U`it.S.u._the.most..c.Qrr). _el.l n _ev..id.en.Ge...on...thi.s.. .oi_nt.wi.l.l...k~.e.. n.. . .. .... . ....... .. . y . .. . . . . . .. ... . . .. .. . .. .. .. . . . ... . . . . .. .... . .. .. . . ... .. . . . . ... .1. . .. ... . . .. ., .. .. . . . . . ... . . . . .. ... . . .. .. .... .. . . . . ... . . . .. R. . .. .. . . ... .. .1 a.. . . . . . .. ... . . .. .. .... .. . . . .... . . . .. .... . .. .. . . ... .. . . A. . . . . . .. ... . . .. . . . .. .. . . . . . ... . . . . .. .... . .. .. . 
cont  relevant. riod,, 

2.11.We_f rstrequ 5ted. access_tn_the relev_ent_ mails n_2 .1. _and.we..were..pr .viclecl__w%th..sttrn

. a-.small..nu ber..pf-.e.mail.s.. 

from_August2008,. but this,samole_wasaoo„sm„ala raw,:an, meanin ulc®nclus ons__ 

d1?E qtwhsat as, really going on in the_base ent of the._Fu~it>...office.in_:Bracknell,. 

2-12., .e..cleal. with this matter in more detail in $.ecti n .,4,..crf..this Report _ Our_c rrent~.ev%denG.e. 

tha.t._E.wits.u.. .._Post..Office...cJ dh ve and.... . ....i ............ ..,.. . ...... ........... . ....1.... ....... .. ...... .................. . .... . .... . .................~  Y...... .......... . .... . k... .................... .....Y........... 
...1t_.ii.rect....lyolte:r::brantlu.ecs~rdawith:Q t:the..krwwledgeofthe reievent-Su..b p tmasrer. 

2.13.We recagnwse h tthi.s conclusion is_ c sntrary,tn Rest ff c.e.. position on:thi:s~m tter a _dft, 

is regrettable__ that w.e have, not :. been:... rpvided_ the further_evi.dence....we have-

re.. uested.-in_order_to._reach._a.- _ro -_erl. --_researched_ conclusion_on._this_i.m ._ortant-.issue.-q

Transaction data relating to third party client; accounts, 

244.Past Off cc:eoerates a: nun be:r„ef client accoants itft usl_ness partners suchsal L l et „ 
Bank pf_Irelandt HMR_C3 DWP_[?YLA a,nd many others. Tran_sactipns._frpm bra nch_e.s_relating to,_, 

•th.es-e:business::partners.::are.:alI,oc.ated,t.the,..a.p ro.Ar ate:,Gl en:t:eC.c.O:unt_befc,re.:being:, 

ree,oni d_w h:.inform t'lo,o-Rruv%de ,.d:hrectly:.b.y.theh,a in :s, part r.:Nar al_i, th :se:

tr..ansact s are..m..a shed withput difficulty, lout pccas*onally errors:occur_or disputes arise... 

where:the trap_sactio.n. deta .l.s.shown.:on Horizon and: the transactions details reported by the:. 

tbir4f,party ii ntd: ffer 

2.15.Jii.thes :cjrcu..m ta..races--an. iu tment-r-efer ed.to.:e.,s-. :lransa tj -n::C.orrection.:. tcL::Cn yi .e :

&e.nerate.d..i .order t .,co.rrect,an error previo,usllr made.in„a..bransi :,:.PQst..OffLceh_as advised.. 

us thatits ppiicy is to.:wrjte off unexpi:ained.,.debtt balances.:on thi,rd.,party.client accountsk: 

t~hat:aay~anepiained creditbalaun:cewi l::he left::olaen incase the matterJs.hseque:ntly.:

resplved Eventually.th,ese longputstanding.,credit.b.alances,will i3e„transferred„ts„Pt~,st.. 

.Office"s. .. eneral S.uspe.nse ,Accognt and maybetaken to its..Prc?fit .1055 Ascount(P& 

cca.~antl::if::the:y :hartexem.a ne.L nresallvadformore than threyears, 

2..16..,A.numb.p-r of.App:licentsh:ave::rep:ort_ed that:t:he:y::haue:s: te:red::unegp:lained.,Io.sses:.or.
:receiv!ed.TCs:relating.to..tr-ansc s:with.. ostO_ffice.'.s.th..t.. pr :chin.ts_...We.irforme Post.. 

Office,_on 18.,i..une.. Q .4, of..Our..._wish..tp..lnvestigete..the.possibs.I.ltY..tJhat.s. [.nee ofthose::. 

unexplained losses could be,represente~b ransas ns 5u,k~seque:ntly taken to the_credit-of 
its_P&I,_Account, 
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2.17.: e have been advsed that, in each of the financial years 2012, 2013 and 2014, amQu s- in,_ 

excess oof £100,000 have been taken to the credit Of Post .Offices P&L Account and we haven. 

asked for a detaaled breakdown of those amounts,: together with_correspond€ng 

transactions from the individual third party client accounts. This is a complex issue and 

whilst Post Office hasagreedto provide us with thisnfprmati n where.pps.slbl.e~.this-

matter has not been_ resolved at thedate of this Report., 

2.IS.In..a.dd.ftion..tp..the...cred ts...k4.e n ..#.alcen...tp._Pp.st..Offi.Ge.'..s.. a.en.eral._S.U.S _enS..e_A.CCQUnt_w.e.h.ave.. ..... ..........................................................................................................g................................................ :. ....................................................A...... ...... ..... ..................................I............... 
beeninformed_ver_ _recentl_ _thatateach _ear end__sU_bstantiaLunrecprtcile_d_b_alances_exY ........................Y..........................................Y........_ ............................................................................................................................................ 
on.:ma.ny.of the::i.niiivid:ualsusAerls. .acco.ants._rh.e e_anresonc le ..belanses or_the20 4, 
fine n.ci.a..... .e.ar..uuere...a. . roxlrn.atel. _.£.S .m.11llonn.r..e.s .ect..of..o.a.nk...of.Irel.a.n.d_ATnM.s._and... X ............. ..... ... pp y.. ...... p . ........... ....... . ......... 
appro.x mate rnilllon inrespectpf Santander,,,These„unmatched baiances :represe.nt,.. 
transactions _from.individual_branches.th_at_o.CC.urred..i.n tthe rrecedrag s x months,, 

2.19.We have not been able to i westigate these itemsbut we remain concerned that these.. 
.unreconciled.halances...ma.. include transactions that ultimately should iie. credited._batk 

to...indivi d u a I_.branch._accounts.,. .......................... .......................................................... 

3. updated„Briefing„Repent_, P:art._Two 

3.1. ..Ihe limitation.:Inscope_r..ep.arted above has, in our opinion sigrtiflcantiv_restricted our ability:

to_.compJete-nur. investigation.Into.=some. of..the_.issues..comm.onIIy_ra -se_d_..b Ap.l ca.nts..to..the 

Schemek lt_is particularly regrettable that two of the:issues_raised accessto_thecomplete:. 

:legal files od:t .. hee..ar koe:ll. ema ls._al R_ en artore®resent.e p. Olcy d sion,.takenat a senior_ 

:level.within Post Off Ce, which. is .contrary to the undertakings previousiy provided tp_Second. 

Sight, to:Aeott.licants.::to the JIFA:.an:d: ta::.I~/I:P...-s,.. 

3.2. V e.a.r..e..al.so..aurare.tha.t..Post.Affi_ce.s..current.viewls..that. 

„post_Qf ice:o'pas_of?t o.€cept::tho c±n_onolys s::t?J .the,:ev ( n. . n::t ..A—ppl eon i 
Crim..inaf C9.ge .kMh.. th. r. ervef(during the.,CpurSC,ai th ..case..r.not..is..eitber. 

within thescope..of the_med'pt,ora._scheme car sarr,etf,drtg which is within_, 

Second Sight' mt.f 

3.3. Ne disagreewith this. view. and previously we would have asked„the Med- ation Working::

Grou _ap_advise,us an this matter. HoweveC for the reasons described in- era r h 2.8._it_ p .:.... ... :..... ....:... g.. ..p 
has notbeen ppssil?IQ_for ustodothis.. 

9.4. We are also aware that Post Office considers our comments on a number of other issues 

as falling outside the_.scppeof„the Working: .roue and beyond our.remit._.These issues.. ... 
include. 

a the Contract etweero. Post. ffiee_and its Su by st esters 

b} the_transfer fi.isk between Post Office and-Subpostmasters; 
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Andsl h_a: rr r:r l~ 1 n f:Poit:Off e sine tem.;i. 

33,. .These._three:issues are.allA.nour view. connected:as described below._ 

Th-..CcZniRra.cLbe .w .n Post Off e.a..n  . lf2f tnias. 'th :: n a t'. 

3,,,6. ..O.ur.:detailed::com:merrts::on::the. .antract:are:s:et.: hut:an::Sectie:n: .:of:tkiis::Repurt,.:Tkae::CQntract::. 

.rx►a:isetit. ar:tha1:5ul postmastar sar espon _ible:fo-rlosses:thtat:o.ccurat-:thteiC.6.na.nch::. 

-1l t at.is..not;cl_ear._ s._what_.suoa_axt:.theya_r..e_entitled te. rece ue_fr._am:_PostO-fflcea, 

3.7., ,As set.o.ut in-peragra.nh C.$. i.j.:there :i:s no a:utgmatiC::entitlg nt to: invest g tiv .:s:t p s€irt:. 

whenoroble s athe. There :.s also no automatic entitlement to b provi ed..with data held:::

b. .. .Post...Off Ce_with._th..e.._exce .ti.on...of_the_.A a...rou.tinel. .._made....ava.it.a.b.le--to.the._bra..nch-..b. -. 

.Ho.rizon.. ........................... 

3.8... .Th.e.Contr~lct. .I.a o.5mbpo5tmasters.. n...a._difficult. ttsi.tiQn..in..th.ese..d rt.4annst.an.~.e .._P.~.st.. 
.0ffrce.:genera:l:ly insists on losses being made:.gaod~::but the.5ubpostmaster esnot..necessarily. . 
entitled to receive allof the,inforrrration and explanationsnecess.ary to establish. the cause,,:

e.-r_egar..d=this _as-_unfair.;

The.transfer:of:risk:b.etween.Post-Office andJ.. b.jios td tern 

3.9_,, _Th:e:: Antra_et:tra~nsfers _ _ost_Of_the_r,sk _Of_d0ing _bt~5 n.eSS_t_ :_ ubp,ost ,?Sters,:_Our_ 
investi, .p.ns._h.ave._shg n..the.t..thi.s. .s..n.of..a._stati.e...s matipn...and ._ov..er..t me. .P.Qst._Offi .e.. ................. ...................................... 
:ltas iniroclstsed_a numkte:r f ew..pxo......cts.._an.d..r..ev. s :i ine..ss:. rocesse.LLh; t may 
have transferred further risk_tQubpostma5tera., 

3.10._Many of these,changes seem to havbeen_ ntroduced without adeguate_Consultation.. 
We regard this.as rerettable.,.Examl.es of.business.proses.-s.changesthat._h.ay..e.. 

transferred add't~onal risk to Subpostrnaster5'nclud:e . 

a) the::i has ng tt f Ai.~:.. wher :a..th1 d- i1L.Y ...the S:u:itl estrna:ster~ Wa ::. 
re Aonsi. le fo.~'. ery c n  tac.cguntingiQ.t1,e ATM. 

b) the rempv..al._of paler_paying-in.;s _5.th. t_~rovirlsd._a..d.eta led_ udit..trail._ 

ndentifyi:ng_ indivdual.: tra nsactions; 

ci the_introductipn of n..ew products and. services. such as Lottery products and. 

foreign tarrency_(Bureaux_de:.  hangef_servi es~_suk eEt_tq..the overriding_ 

cons detistn_R.f_whether itis.reasnable__ta

d) the re oual -f _the fa.cility,ta held shortfalls n Branch Suspense Accounts.. eyor c ,. 
the end,.of a monthly Trading Peri d..,(partly„compensated,for.by.the,.ntrpduetion._-of„ 

th.e::°Settle.,Cen_trdl .. n .. .l .ute fun..ction and_ 

e) the.;change,frp ._rnandetpr ..w ekl_y.tp.mpnthly.;_baI ncng., 

The, arrayrepelIancyofPost,Off ce'sbusinesssystc m. 
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3.11.A on5cqunCe_Qf.the RroreSsv. transfer Qf.riSk frQe Pyst (7##wc ::to_S_bf?g5tmasters i5 that,:::

n..p-ur..o .i.ni.on ..th.ete..i.s_little-.in..-en.t v.e._for.P.Q ..Offi. e...to.. m .ro eerror_re eIIQn- ._Qfits... A .. ... .....:..,...........................................................:................:...........:...............................................::..A........:..........:................................A...................Y.................. 
business..:s :temp 4L aCe ware-Nha-f.:P:QS Qf ce: h . mRl: m nt ?s roc.e.ss. ci wge
such. as.'P n '~ n relat pn to Lpttery. 5eratchcortls3 that;have rn rpye ..the._errQr, re. .ellp n. ~ 

but we„ believe, that, much more Could. and should have been don_e._in thisregard_. 

3.12. a regard the,_lack of_error repellency in*_sr= spects.of Post... ffiee*'s business..syste s as;. 

r ttable Qur invesi.igation.x have: sho W 9n s I e c s 
by..'.`.mars.rrra ..a..t..th_raunt '...M af;th..es..e.rrprs,mht_h_ave._ .ee>n_aun dQr::. 

mitigated, had::m re...robustle::errczrxe ellentk:sys a s:been:: nt.ro-duce.d:,:. 

3.13.. Examples of in 1,p ip  n:M r zon's_ rror,re ellency fn Jude. 

a) Hlardware_and-t te.chnologv:_that..As. old .and .su.ffers_fra avoid able..r..atas.of_failur : 

b). Telecommunica.ti n, equ pmentthatis:prone=-t®failure:®r_to poor ,,,_s,,,ignal receptian 

i n.: so:m e.::ru:ra:i.:l o.cation s; 

c- L mw ed.usabil tuest n.e: r _t r.:tp_deal_py ent:of:n_ew_facil ti . n _ pr xpn 

d) An c..n:.kased touch:sereen:that.:dues.not:a:uto-ca:lib:ratea:

e) Software that does rant detect and pr..event as.sword Sharing orrn itiple..iQgons by.:: 
th ::sa:t e use at  fferen ::k ranch,=

f) The lack of secure tokenbased. ._ user ide.ntfication-.t.h.at..would_uni.-.

th_e._ctual. user;. 

g) oftwara tat_dens::ro:. :rua:n::ox_dacct: sicu::opt::af::hags::tr..ansaci

h S:oftvvaxe..th~at..does.:n~ot.remice.:adituna.l xcess:.steams::s_u.ch..as_.t~uo.: ersa~a... 

approvai or an..addit onal_a.R.proval measure for highvalue. or h'lg,i risk.:

transa tuns., 

3'14 Theseexamples should be,:regarded as ailustrative.ratherthan_Qxhaust ve. 

3 15. One.of the_ difficulties that::both._Post._Off ce_and_webayefaced .;in d,ealing_withthe:,. 
con.cerns.. hat.h.ave..b. . n. rai. .ed...by.A . Ucan.ts J.s.that. o.m...e.. ._f..th.e. al.le . . ... .~bl.e.m ...oc. .urr. .d... ...............................~.....~....._...................ee...............s............_y..,..RK?.~........................................s..............4................:.........geSi..A........ ......,._s.....~._c..........e...... 
mo:re::tha n::ta:n::Y.aa:rs: aga 

116.. A consequence of this is that manyr. ntemporan.eous documents no„le nger exist.. 

and me€nories_lave faded We-_have repeate ly.fonnd. hat Post Office, ire d:eaing with: 
such. 
matters d.escribeshaw..the new ..s..stemcurrentl .._handl.esthin s,....1is...a-nswershaveofte .... 
been_ex -_ressed_in_terms of whatwas meant to_ ha -_en rather than_whaactuall han nod P  ::.. :.. ..... .... y.......... Re ................ 
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Q h.eLan uve.n h Y.e b.? n x re ham,pteent„tense,asserting what now ,happen  or_ 

what.__naw_Ca,nnot.h. A:Re 

3.17. Whilesuch_res _onses..ma. - e-e..mto_b.e._h l pful. in.deal. rig. with..those.man- . instances_whe_re.. 

evidence is no.ion. er. available . they ..hay..e ..in. our. view _.little...or. no. evidentia.l...v..aiue.. Know..inp_ 

what post Offiice°s current policies or„procedures dictate, orhow the current system deals_ 

with a matter that has been raised„ cannot be expected to_inform our analysis as to how.a 

situ.dtisin:red:I:I:Y: w.as..d.eelt_wlth at the time that it happened... 

3.18, Notwithstanding these limitations-a:nd issues, we.ont nug# to investigate.t matters,, 

covered.in the_previos version of,th%s_ReAortanj_hdve_produced this i~. ~lgted_.v._ersiorw._ 

4. The structure and content of this 
Report. 

44. The Report structure follows a modular approach with each TUffi4 _~ M commonly., 

raised. issue, as broadly defined by Second Sight, forming a separate section within the Report. 

There are some topics on which 

our 

investigative work is incomplete Further questions have been, posed by,Second Sight,to Post_ 

Office in respect of thong topics end, where.our questions.have been adequately. answered,,,. 

and,whgre further,ev denee teen made_availeble_tp,,,as .the-:wording q_sedin the_ 

reviously_essued version of_this Report has been updated; to reflect that. A number of those,_ 

.questions remain unresolvedhowever, andthese are clearly identifiable..,inthis Report. 

4.2. 

cop  the:
reply by:.!?ost_Qtf:ca_.tw.......!.thQut,At#aChmen#st to the d_etarled.:. ues#lens suiamitted by us on:: ,. 

DecemEZer 2014 a She et A cndix 1. 

4. . s . The number of occurrences of each Th t°°4 commonly raised issue, from the 

total population of 150 applications to the Scheme, is indicated throughout this Report using 

the following groupings and descriptions: 

Few L .F.ewe.than 15 instances ........I........... 
Many Between 15 and 70 instances 

Most More than 70 instances 

4.4. ,- In this context, the most commonly reported issue (complaints about Training and 

Support) has been raised by over 130 Applicants, while the least- reported issues (concerns 

about Pensions and Allowances transactions and Motor Vehicle Licences) were each raised by 

fawer.,than-. 5, Applicants. 

4..5. In order to put our comments in context, the issues being considered are based on 

concerns raised by 150 Scheme Applicants from a total population of approximately 
nr$„~"nom S QOQ.servi.n .Sub.-_os..tmasters..._In.ts._res.._.o..nse_to_the- ._revousl. .-issued_ version._ of_ 
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this RepQrt, PQSt Office stated:, 

Po..s_t.Cl .oceiscon.fdenxthatthereaeno..s. sternic..roble s.. with.. branch.. 

accoranting on.Horizon one ,all existing eviounce.QverwhelmrI.. y_suppQ.rts this,. 
position 

4.6. Later.in..a..le.'tte.r...d.ata.d._14.1p.n.t?. .pyp..2.01. ..th.

concerns,.dunng,the 17, Decemh r 2p14 Adiou_rnment.Debate, PostOffice referred:to;, 

OQ O. 0 peo le. work ng::rn.::the ost:.q, f ce: . et ork. 

and said that: 

., 
,. people::se: orizQn P ol7 .:( o:wnthe cou4nt`r ,: rfor ng.six:: 

million transactions, and providing vital servrces_in our communities' 

lt.continue.d . ......................................... 

" against that back rap, the 150 comptarnts we_rare addressing through; the.,, 

Scherne,.:a.,llg ng::that orr. orsu f rs: ro.rnsyste -w d.ellau s,.:represerltso tan.y::
fraction of the total .aumber of people who..havg.used, o-r are using* thesystem, 
effectrvely.(p 03%„and 0.1,9% respectively '.,, 

4,.7. ..1N.Fiilst t+u e. o n.lxe_that..ttte. .n.u.rnberc.f...co. 1.aAnts_.aa .t..v,.hi.ch ue have..eea_i.rtfa.r d... ............................................................................................................................................R......................................................................................................................................... 
indeed represents atiny fraction of the total  user population, we must point out that the 
impa.ct,..Qn most of th.e.Ap.pl.icants, of their..,p.roblem.s.with..H,r rizen,..and of.their..experien.ce.. 

with, Post_Office...g era:ll:yk: hd:s: ha:d::s gnifieant::pe_[s:onal.: m t :

4.8. The identification of a Ti  ad k4t" , '"""°"'"commonly mentioned issue first .occurred at 
the time that an Ap licatto.n, Form,.or its related. Case Questionnaire Response (CQR)-i ,,was. 

initially considered by us. As the Scheme process continued the underlying concerns awera 

further explored and conclusions ewere. set out in the Post Office Investigation Report (POUR) 

and then in our Case Review Report (CRR). This Report describes 1 aticth.esetissues in 

more detail. 

-: 'i A: .. R. , i i:.' n :k. ♦ w. k: w. :i: :. .i'.: : is • ~'. ..~: .: :. :.:i: :i':c 

4.9. 1.11. In considering the CQRs submitted to us, PQ t.Office'.s seven year Data Retention 

Policy has,. in some cases,, limited the availability of evidential data. This Policy 

applies to both Horizon transactional data (held by Fujitsu) and also to other business records 

such as emails, letters, memos, interview recordings, transcripts and Audit and Investigation 

Reports. 

4.10. Until recently, Post Office did not appear to operate a 'litigation hold' process 

whereby documents that may later be needed to support a complaint or investigation are 

preserved — irrespective of the seven year retention period. 
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5. 2 P Def n t npf:'Hor zon'.and:._pts.:: act: Qnth Scop: :pfour vuork, 

iUU1UI(11 JMI WNIlJJ1diI :.r: litTli F L 
JJJJ4IL: ía i lWjWU1l!MMJJW 1 PLTTfL1L J TJ1 

R 

5.1. 4The definition of Horizon for the purposes of our work was considered in our Interim 
Report of 

July 2013 as follows: 

".... the name Horizon relates to the entire application. This encompasses the 

software, both bespoke and software packages, the computer hardware and 

communications equipment installed in branch and the central data centres. It 

includes the software used to control and monitor the systems. In addition..... 

testing and training systems are also referred to as Horizon". 

Whilst we have adopted this.Pot.Offk definition of Horizon, as:: thadbeenagreedwth 
Post,.ffice,..it has been necessary for_the._,purpose;of our investigation to extend it so as to 

properly include the totality of t each Applicant's experience of using Horizon. We have 

therefore found it necessary to also consider issues such as the Audit and Investigative 

processes and the Contract between Post Office and ts_Subpostmasters.as_well..as. the.. 

behaviour of Post Office towards the Applicants to the Scheme when problems arose. 
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6. 4- The Contract between Post Office and Jt.s.Subpostmasters 

6.1., " Thig settle The Contract,between Post Office and its S.ub ostrn.asters:,lies at,the heart o.f.., 

rnany of.the issues that Subpp.stmast:e.rs wish,,to resolve by way of mediation Thi,s,_section 
deals with two separate issues. First, the potential impact on Subpostmasters of some of the 

terms and conditions set out in the Contract and,, secondly, issues relating to the notification to 

Subpostmasters of the terms of the Contract. 

6.2. Wh..e.n... n%ite.d..to_.co me.nt. .on...a._ .rev..i.o.us_v.ers on..gf_thi.s.Re. _pit.P.ost..Offi.ce.stated..xh.at 

"Matters such as the Subpostmaster contract and other legal matters„are not„ 
within the_scope,_ef_the Scheme_and are„Putrida„Secon_d„aight's.professiQnpl, 
expertise" 

6.3. ,For the,avoidance of doubt. we_ are commenting on„the commercial„aspects of the,_ 
Subpostmaster Contract. a matter which we are confident falls within our, professional 
exper#Ise.. We aisa believe that this issue le ttimatel.y_falls within the scope of the_ . 
Scheme. 

6.4. 4 -The following extracts are taken from the 'Standard Contract' (dated September 1994) 

between Post Office and Subpostmasters. This is a 114-page document, that now incorporates 

several post-1994 amendments. A copy of the entire document is available on request.The„ 

Contract should be considered in conjunction vuithother documents such as manuals,,,, 
boo kletsand ape rationa l instructions..issu.ed.,b.. ...Post_Office._fro.m. time._ to_ time.. 

y 

6.5. 4-,&-The  Standard Contract is described by Post Office as an arms-length, commercial 

transaction in the nature of an agency contract.Post,,Q..ffite., a5::a:I...SS?.:tated.ahat...:.n..:a:t.S.:: 
experience,, 

the terms, of the Contract; are broadly similar to those used in:_ 
r nchj.in.gorl.ongementsac(.osstheUK' 

6.6. a disagree with this;view for the reasons set out below. 

6.7.44,-The contract allocates several financial and other risks to Subpostmasters who may not 

have understood or appreciated those risks, particularly if they failed to seek independent legal 

advice before taking up their posts. Our comments on the clauses most referred.:tqby„ 
Ap.p:I.Icants,.:a:nd::therefo e::niiost:relevant to our revieul+,as:set.:.out.: e:.[..o...w are made 

solely from a business perspective. 

6.8. The Standard Contract spells out the rights and responsibilities of both Post Office and 

Subpostmasters. The clauses most frequently referred to by Applicants are as follows: 

a) Section 17: (in the November 2002 amendment) lists the Key Products and Services 

(also referred to as the core products and services). 
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b). *5ectj0n : .(ftj Nci nt r. ~O07, roc n{ € j nl:} !efe 1:c3 re x3nsibf r for the. 

I" ir3,inp- o t e Su 3 3o5tr irte "_arid.:.. in tuF ri, of th ..sta f_erriploved_in a... ranch.., nder..

this.. *5ect.on;. 
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•~* ost .ffice...un€3er ake ,  'o .VI£X',.%1 _atibpo5FF31as tarwit't..reltvan ftainil?? ... 

mat rials and processes to carry .out the required training of his Assistants on 

the * 

fiJSt Q .fi;.,t' f s oducts and Services... an{' t £ . Ub-Postmt ster accents the 

b) * e i n••1 ,• i~~ ifs i ~r r rs atp r f = t resl? ra i1 far..t .. 

trait fi. ;•.aft e... as t ̂ ^ eta a€~d ~a R~~ a,. f..t1^ sta#f •aa laf ~xa ••a• a ~e :•• € :, .. 

£3F}.~:~¢~•°. 

r p f f<* to ensure the proper deployment within his Post Office branch of any 

materials and processes provided by Post Office Ltd and to ensure that his Assistants 

receive all the training which is necessary in order to be able to properly provide the 

Post Office Products and Services and to perform any other tasks required in 

connection with the operation of the Post Office branch." 

Also—

'Post Office Ltd may request from time to time that where it has obligations as 

described above the Subpostmaster should conduct specific training (whether 

through written/distance learning that may require confirmation of completion or 

via presentations) in relation to certain Post Office Services (such as, but not 

limited to, money laundering). Failure by the Subpostmaster to arrange for such 

training to be properly applied will be deemed to be a breach of this Contract by 

him." 

c) Section 1, paragraph 10: requires three months notice of contract termination from 

the Subpostmaster to Post Office and allows Post Office to: 

"Terminate a Subpostmaster`s contract at any time in case of Breach of Condition 

by the Subpostmaster, or non-performance of his obligation or non-provision of 

Post Office Services, but otherwise may be determined by Post Office on not less 

than three months notice." 

d) ""t!c 1.-•of--t ect n-12:has-a number of 

paragraphs, as set out below, addressing responsibility for losses and shortages. These 

paragraphs are at the heart of nearly all of the cases being considered in the Scheme. 

e) -Section 12, paragraph 12: 

"The Subpostmaster is responsible for all losses caused through his own 

negligence, carelessness or error, and also for losses of all kinds caused by his 

Assistants. Deficiencies due to such losses must be made good without delay." 

f) $Section 12, paragraph 13: 
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"The financial responsibility of the Subpostmaster does not cease when he 

relinquishes his appointment and he will be required to make good any 

losses incurred during his term of office which may subsequently come to 

light." 

g) Section 12, paragraph 14: 

"Surpluses may be withdrawn provided that any subsequent charge up to 

the amount withdrawn is made good immediately." 
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h -Section 12, paragraph 17: 

"Sub postmasters may exceptionally not be required to make good the full amount 

of certain losses at his office. if he feels entitled to relief in making good a loss he 

should apply to the Retail Network Manager.". 

i) 4.Section 19, paragraph 12: deals with enquiries by officers of the Post Office 

Investigation Division and states that: 

"The main job of the Investigation Division is to investigate, or help the Police 

to investigate, criminal offences against the Post Office, British 

Telecommunications and the Department of National Savings. The 

Investigation Division does NOT enquire into matters where crime is not 

suspected." 

J): *Section ,..P .ragr .ph.1 ...11()ws* 

i} *  ••e g .af~- 4~hw•y* .persons interviewed by Post Office's 

Investigators to have a friend present during the interview but that person may 

onl .attend„and listen .to questions and answers.. He mustnot interrupt in any 

way, either by word or signal." 

6.9. 4. Having considered the Standard Contract in some detail from a business perspective, we 

are of the opinion that it can, in some circumstances, operate to the detriment of the 

Subpostmaster, who may not have reviewed €for fully understood the terms before 

edng to enter into the Contract. We have not seen any evidence that 

Post Office either advises or requires Subpostmasters to seek independent legal advice before 

taking up their posts. 

6.10., Although Post Oce_ has likened the Standard Contract to fran hwseagreement, we..note:

thattheBntish, Eranch,s_e Assc eiation_recommends„that a firanchise ; sho- ld,ahnreys seal(, 

n.dependent.l.egal advice befQr_eenterinintp;a frn.thise.agreementand a are surpriseff, 

that Post tOffice does not make a similar recommendation. 

6.11. The Standard Contract places a number of financial and other risks with 

Subpostmasters who may not have properly understood or appreciated those risks, 

particularly if they failed to seek independent legal advice. Consequently, there is a risk that 

appropriate risk mitigation measures may not behave.beei. implemented by the 

Subpostmaster. 

6.12. 4&..We have been told by many Applicants that they were not given a copy of the 114 

page Standard Contract until long after they had committed to purchase their 

branch, or long after they had started work as a Subpostmaster, or even at all. 
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6.13., Post_ Office_denies,thisk s t n 

jt.ts_alsa.Post Qffice.tstafl4qrdoperatingp cedur_e.xo_ensur..e.,that:the._ 
Subpostmus....ters have a. CQ~2y of t~.h. e r`oaatx~act no ipter th.~xn the day ti7.rat, 

they„ commence their postian_19. 

644 44&We hare found that this scan larct..aperating procedure" w , 

not.;al s_f®li®wed_.;Nnstead,__ t;appea_rs;to__have__,been common practice for a new 

Subpostmaster to sign ne 
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*.Ac k:ac3 sly rF >rc rat ofAprrointme * Letter° withoutnecessarily having been provided 

with.acopy_of..the.(ontract.itself,. 

6i5. *': :§iEl• 'v5f ^~ ? 3`~c'~4} .: § R3i'se{??•er $.' 9,rQe•ter t €• at r—A- le ~ ate,. a•&mro r'm,a^r,+~-~~-~• b..t aA.baB~,r«.:a• 
............. v 

gpY cc Y1 9,,.L3PE'FB+^ Y4.YP'btEII i€AYE[` 
gn,,,yp̀ i niro h I r h m _ g p, ....._. 8::.:.< t:: t one-pd.ge.:.:et  ter,,.,t._:eS4::. I2(?St.:..:ds er ..:now e e receipt..

and::a: epta:nc :th. ::terms-and.:cond:t ons.:cif:thatS:t fad:ard.: antract,::w:tkr

having„ever received a copy of it, and without on -hav ng Aad-the,.ap. run ty_to underStand..ant 

respond to those terms and conditions. 

6.16. 4.11. It is, in our view worth noting that retaining evidence of the provision of the 

Standard Contract to theAp ` postmaster seems never to have been part of-

the Post Office's Standard Operating Procedures. 

7:.: 5..- Automated Teller Machines (ATMs) 

7.1. OurBri.efirlg :R.e. .grt.,-,„Part One provides, in se isparagraphs.5.23 to 5.29, 

background information on the installation and operation of Automated Teller Machines 

(ATMs). 

7.2. Problems with ATMs, largely comprising unexplained shortages that were charged, 

bd k a,S.Ubeo.9m.stersiy..Post, Office, have been reported in more than 20% of t•l eas 

l k-~o--S~ stx~~~x $s1~y-~ t-~:lf~irrer*•a~••~~ -~,F~s;- t~~••~.L•~~:~••~:~;~~ ,._'_ ;__ 

< - i s*a.pp..catipns..ta.the Scheme and aD of them relate to.. 

.externa:lly.Iotated* ; ank..of.irel..and..(8ol.)_AlMs

7.3. T:hirtee.n of those. ATM,-rel ate d:sh.ortages.exceeded£ZQ,A 1. ,:six ex ee ed.£ 4,.O00..and.. 

Qt7 exsreeded £a ®,Q00 to argeysurpiu.e occurred ed,. which c ;used concern to 

` rQY. e AP P...:.A. i. * 

7.4. &A The normal cash dispensing process on Bol ATMs involves electronic interaction between 

the Branch's ATM; Wincor Nixdorf (the service and maintenance provider); the LINK platform 
and the customer's bank. The ATM cash balancing/reconciliation process involves electronic 

and also manual interaction between the Branch's ATM; the Branch's Horizon system; Post 

Office's Financial Service Centre (the'FSC') and Bol. This is a °~°°°°°plex arran en 

A 
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sys sBranches need to account for the cash that.,they Ioa.d into the ATM..for the, cash that.. 

s_dispensed tocustomers; andfor exceptions such as banknotes that theATM cannot deal,,, 

with and notes that are 'retracted' (when customers fail to take the offered notes. 

73. Whilst the loading ofnotes is.a„relatively straightforward task, the accountingonHorizon„ 

for branch ATM s seems flat. always to. have been properly understood or correctly carried_ 
out and we addre.S:s..the:.most likely rasonfprthi :belpw... 

7.6. The.. r i _al... ro.hl.m ._ a .vrted...b. m.n. ._of..th.e_A. . .li.cents_wh.o_heve..ra .sed_conse.r..ns..ebout.. R ..............A........R......................,....,....i~............._..........y.,................X...........................ki........................................_......................_ .:.::._:.. ...... ........................................ 

th.eli ran.. .TMa. seems to relate to the maneill extraction and use of the cash 

serl`.figuresfrom..the.' ank..iotals ..'..receFp.tt .hit_ ubpostm.as3.ors..are..re.quired..to .obtain*, 

each: daX.: from: tbei r. ATM...smdthe,*. dai.ly..i nput..of 'ccrsh_declarat ons'..i_nto.. HHiorizon...Tl- i.s_ has._been...

referred to by some App) € ar ts_as having t. teal with. an *'air_gap' between their branch's* 

if a )d the ..Horizon systermm.* 

L7. . This..s..e.. roced.ure..th.e.t..see.ns..to... .s..to..b.e._fu_nd.dentell. ._fl.aw.e.5 f_ becau.se.wh.at..the... ......... _ . ...........................1............. .................................................................... _............................................. _...............Y........ ............. .................... . _.............. 
postmasterisdoing_here is..inputting.dataint9_h s.fzranCh's Horizon system.that.the 

ATM.. tselt.has.$enerated and._already..guru.m.uni.ca.ted,.thro.ugh.the LINK system,.to..Ba.nk..gf.. 
Ireland..an.d..thet._Bank_of.Ireland-_wi.11._the_follo in. . _da. ...onward..c.Qmmunicate..to..Po.st... ................ ..... g ......Y .......................... . 
Office. 

7.8. Those flguresthat are inputby thebranch staff into Horizon, are_then subsequently 

reconciled by: Post Office with the numbers that came from the ATM itself, Whilst this 

process, trill deteCt.errars mad.e._by..b..ranch staff in.transcrib ng.th.e_ATM's cash dispensed:: 
fi tares_int(L_or zon ,it s._driven_Ez _the_fi ~a_re_s_that_the_AT ,_itself_has. enerated Itfollows_ ...................................................... .............................................................g.......................................................................................... ........................................._ .................. 
th.atF tSh.p-s-e::ATM-,ge smen.sed.n:u bers_h. vefor...

under- ......teLnEo.n.Lcas.h:.h:as:: :een.:d .ansa ::than.:.the:A..T....M.,rat~.o►t
Supstmaer_:wil1_be.. l. _aeG.o.u.n le_for the resultant shortfall..: In.oer_vi w lthough tit 

Office strongly _disagrees with us, this introduces a vulnerability to_ error and fraud that simply 
did not exist before .Wereturntothi.s_matter.in-. ._ar3 ra....hs_7.28_to.7-.38-.of_this..Re . ort.. 

7.9. Any iff rences,arising...keteen:thgseATMieriv fiu ,snd th~ra!?ch's:..d. :ratl:s rti.pf.. 

theash_that_remains_+n_its ATM results_i_n Post (?.f_fice,%ssun a_Transacton,_correction_ T ............. ....... ...... ......................... ................. ..... ... g.................. ............... .... .... ........ .... .._{........~.. 

which L.vf(.ill..im _att..thecashtotalthatthabranchnee.ds..to..h.ay..e..

710. ay. co:mparisorrk banks and.ATM pp:eratars_:other.,than Past Office., faced wrth..any naaWial, 
ATM.rela.ted discrepancyk immediately send ut.trel. own investigators t_o„establish the-- 

cause of the difference.__or pro lam..and this is sometimes found to )_taus been caused by_ 

external,theft ,Thistriggering.,ofan independent investlgatnn seems not.tcltakeplace in.,. 
Post Office. Instead, Post Office simply issues ,TCsto"resolve" (i.e. to correct) any, 

discxepanc es~::and: any_Suhppstrnater wish ttg:tp:_ckaai{:er g::sucfl::a T_C::ki.as nothing with... 

>nrh chtos pnertb..i:s:da mn,::ptkaer:thanthe'OankTatol:s::Rceip:tthathe::asretained::in::his:: 

A- : l : 6k1 6:Mfft _le. t.-RF.ae[$[.rN 4A, ft,:   &.4l FA l,M_(,tseLt, 
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7.11. lathe cases_we have examin .,we found two tnta_nc.euhere pr€nte l ATIVI nierated 

.figures had bee. n corrupted by #hg ATM Itself. h€Ist,acknowledging that.erroneous data was. 

produced, Post „Office states that it was not the vitally-importa rt. 'cash dispenseda,.figures.. 
that had been corrupted, in those twoexamles, but less importantfigures showing the 

number_of rejected notes Post. Off ice_ also suggests.that thedata, in those two examples,,, 

becamecorrupted because branch staff had repeatedly filled, emptied an then filled: cash :

cassettes such that the ATM became hopelessly 'muddled'. 

o-st_Off C _cfeni.e- that_s-~aGh_G4zrru t_dat-a_could_ever.cause_ sses_ n--an- -gran-~h W _are_. ........ ................... ...... . ...... ......._...... . ................... ...... . ...... .........p.... . ...... .........._. ... ...... ...... . . y... 
ent th . w.ere th. : more::. 

important 'cash„d€spensed' figures to. be incorrectly repgrted by the.,ATM, then that woil.d,.: 

have far,rnore_senous conspqu_ences We must also_.putth_isnlatter.in perspective, by stati = 

that nour view,the cask described in paragraphs 7,28 ..0.7.3. of this Report remains afar-. 

more serious concern. 

7..13.. hen._P.ost_Qfhce.r ...... ...sorn l2 ra►lch..es'._full. .._...... d ATMs.. wh+ re_? b _pstmaster .. 

did ..not ._ha' e...to.filll-them..with...ca.5h ...g.r..?.ccQ ,int.f.Qr..th.e..c.?.S..h.. oAn. ..th..rSt.0 h...t.h...ern ..vu%th_ATMs.. 

vuhere, ub. .ost.m seers:were:...r...espans:i:b..l..e.fo:r.:those_task. :that.:irttroduG.ed.J:: p::o ar:x .,.new 

prQcetfl~ral= G.pm x ie w h:  hit m laQstm terr were:: aAtm ope , 

9 

'E~T•5••Cs `o Pi Ce)••~13E*31 df ~$4 -*A~~+ib ~~~9re,r~ IP,~a~m~e lrosoaf, , ms6r1 *,:^34rveQ3 s i : .s..: .g`:.:cs a.. 

-::

#3•~3~3i~F*

daid§-f.p.-..  `.sh .Ala,. .>: .:...t~-i~~~~~or:~,...l: a~..k~a~... 

q., .::: t x •cad .. Sw.y:;.u.. ia;:X~w,'..,:`l,g. iiar,z, ;:.,.,. ' . 
§-i~§?—*'rw - nor*-:(~.. 

` <AeR.:
*

7.14. In .hat c.ontext._we.nate.t.hat..in*_ February 2008,..€ o.st..Office. s-ued..*aManua.I...U. _date... 

which itreferred to as_* An Qpaxr atiop,s Mar€ual inleri ` Post Office stated th 4t i{t.was issuing.. 

because*: 

44*Fcbr-uary 200Z, Pest Office issued- "an 

. . . * "a number of 

non-conformance issues are still affecting the processes for ATM reconciliation 

and settlement and to explain the correct end-to-end accounting processes 

relating to Bank of Ireland ATMs". 

7..15 , -7--The Introduction to the Operations Manual interim stated: 

"The Bank of Ireland, via the LINK network, extracts a 16:30 - 16:30 cash dispensed' 

figure automatically from your ATM each day. This figure forms the basis of a 

settlement to Post Office. This figure is the value of cash dispensed from yourATM 

from 16:30 the previous day until 16:30 on the current working day". 
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.:.

- w uu ui ; *u u r 

7.16. &UIt would appear that some Applicants misunderstood parts„of.the irr~struah ns, an:~ 
s~ a na,rrMa-n a.::l&d:a_~:  led - rrlira:tai: a. : :fi  . _ th t r :- a t..t.Q::6 m 

Ap_pk;k t5_5dy_;th_ _t,_ h, .y;  _er. _;re,~7eat d.I told by Helpline staff, when they were investigating 

differences4ha th t roSe _: rcsu,t„of these min nder~tandjgs_.a .d f i,lures8 that;"the 

problem will sort itself out" (though ` the problems p.ersisted). Any differences would 

normally be expected to be 'resolved', by means of Transaction Corrections,

meant that further errors were made. 

_:: ~ ati f~ d r:.A. • < g~ ii~ ms's avi . ..  ;::~i ;•• : ?a 

w ut these:stt etimes Ied..to furkhet'.::

[[ rr :.-b ng m l : hen..-the a ifis _onsth:at.. henneede o: eserr ec ..t._ n: a ing 

e~vi_th._tho e.. n.~pm n TCS, ,w re_,slap_m sun_d.ersiood,_or._wrp_nt;ly...exepu_ted _ .. ran. h.sta..ff,_ 

7,.17,. * .< €,y .Fna l ar3i.;s.h ve t l=?c3 € pc a€ €ec# €.hat Oiev subset t € r. Ely fo ern. th .IH?l Ali.

*,(which.,.had comet m:es._.all: .edly_JJcr.e..gse their brarac.h's s pacerat.:shprtfail::pr...:su:rplus)::*rtes. 
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te couni:er rnanded. c or-3r~ents ;'e f€ wing €.c; r;l°aFFe S * stanil 

mp men. i►.&Ahe.adviC. _g~.t!ei1..11~(_the..H. .l 1.ft~. *..<a,re,fcs nr„in,the„ C Ks„.in r.ea  nw,tanc.e.. 

the  ...} iok.lerr€s.fir'€.tl . a€. _A M 

7:•19:•  A consequence of a user getting things wrong with the ATM,'-s-cash dispensed figures 

and inputting incorrect data,, and hence causing an initial discrepancy,, was that an 'out-of-sync' 

situation aulcf. develop where the branch's ATM would be expected (by Bol and by Post 

Office) to have an amount of cash in its cassettes that was mater,allydifferent from the cash 

figure *ti t4heS€ t pos# a ter c$e tom* e •• € tai•  • ~a•.* 

*what the Subpo tmaster, had entered into Horizon,* 

.719 5.13. Based on comments in many CQRs,F the problems reported by Applicants,_ relating 

to this out- of-sync situation, became, it seems, what can be described as commonplace in 

some branches prior to the February 2008 release of the Manual Update. 

7..2.0... The Manual Update confirms that, by following the new instructions, the 

process for entering data and balancing ATM cash will change and states;,th.at:.1'*rov fg 

?!kg1F fo rt?Sull- fn CF cash ,'3tY.'a C•IrPf ' x n

Ji. • I.LP UL JILJP. ii'iiL. 

7.21. 5.15 Many Applicants have commented on +  °&° of the complexity of 

prGGessing o A MaccOG nLICI ,_-_-In Horizon, fcrr_thewr ATMs. figures i-n- izo-n-and +fin the 

general lack of clarity @.,.9 "^^ca e ~,c u -se of the ^°°'da a az instructions issued by Post 

Office. 

Thss.. 

m X.y.,.jh, x aa. d,,.:led to them making mistakes_.when trying to comply withthose_ 

instructions. This is an extract from the paragraph titled Loading cash into the ATM: 

ATM 
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. r. . . : . . '.. ~ ~ ~:~: 'a:: . Sr ~ +'. ~ i.F ~~.. :irk. :« .y . : . ::r; ' ~ '. ~.:.:' . .R if :~: ;~: : ;r rr;•~r. : r: .~..~r ~: . 

branch.°s ATh!1 was first nstalled~was_, rgvWed bye a,Winca_r.,.iVr dqr _en i. eer..whgr wa5_on 
able land. atseerrrs anly,autha_risedJ to.:te4C . them. how ta.load cash:inta the cassettes and:.. 
how to .deal with the. mechanical aspects f the AT1 ...They,say that.:they were left:tn work.=

out for themseluesf primarily using User Ma nualsr h.ow to carry ou.t..the ATM-relate.d.. 

a..ecounti.rlgon.the.rbranch's. H.orizan system. ;The.X.a1s. bore res onsibility, under the. . 
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t~n4~ard...! .ctntr. fit,.. p._tr in_the r._~uvn.5>~aff wh.(I, in m l~k.r ncbe~,_w~4 .rQutinely 

there.after..ca.rN_qutttth. t.:a-pq .4ant n 

appear-s to  4besed-  ae ts- deati s..frern.Ap ai a ts- te eve been te-

F 

to the WR>;ptatie tr, s~,b6,xd:< a nt b pile r aiting foF the », e, L, E., t,ro 4i1~~a-t sa~~8 ~,. <tFr 
r 

7.23. This seems to ha~!e;resclted,_'n some St€bppstmasters,and_their,staff systematically, 

repeat ng errorsk npt only €n, .ollecting.the cash d€spsensed!,and otherfiguresfro ,.theirATM.,s... 

and entering th s.e:Buses:istttp.loop .1k t is :: n::r....es gnd_n tp:t:h ::res:€ itant:stream of:, 

high e. itan..Credit TCs.that Past .Office ssued to correct. the bran...s::accaulr

Vitally...we beliex .,that„maniy_of ifroseSystem.atAca€ll..y..re.Aeated errors.. .ere,.rr~ade. l .eca.use.the.:. 

instructions.had,:been::misundersto_od._ratherthan beca:use_of ca.relessnes or.a..s.a..result.of_ 

attempts to deliberately conceal branch ,sh.ortfaiis. .i.t follows._that,,.not real sing that they._ 

were dosing anythng wrong, and onseau... Ivnat e..a... i.ng:that they needed tp seek further.. 

tra n. ng ih r:sarr a ma. ng h .a. takes..and.gat Cher r.braneh'_s.ac aunts_ nto: a-

co lute.:  mess,:. 

7.24.. Many Applicants have also.commented on the apparent impact on their branch's ATM 

of power or telecommunication failures. Other than recording in some cases,, the dates and 

times of such failures, it was difficult for them to relate those failures to specific deficiencies. It 

is recognised that there are standard processes in place to deal with power cuts and 

connectivity interrupts end„to ensure that n_data is Qlost or corrupted when those events 

occur. F *.., z 3 

S laiae str ~a t r_, o ...po .. t €E} i3 et of y e eute€f lay-gsJ43 e:oui€ 1--evf:.:viWw;- - :r d -a- 

.. .......... .

7 

mil l after e- , 

7.25. Nonetheless,,.the need, in•_su.h.Circumstances. ifor .:: ATM to be re-bc oted by the. 

Sulsisostr.i.aster,, r~_i.or..itto be_r.en otely_re.-boated.by.3cl,_could..in.our_v€ew,..introduce._a... 
P ssble..riskofdata_loss.or_ orrgptio ..Post._Cltf ce..h sgivei^ass rrances_that.t is..cann st..

ih pper€, that: €t never .has_happened, bu.t some evidenc :. seerni.r3.gly contradicts those 
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ssur; rMes* nd..we heye.notkt:ean~b _tom. r! ~ i _eats tu_det.!~rmine whether Qr..n0t.data.:: 
can.ge:t.I~Q:s qrb .corrs..p..t s byt u. h_ nteerrr.0 t:. 

related discrepancies. we would have___been less concerned,that power and,_ 

teI :S mrrs S t n ~nterr :_m%ght havvae.generated a e..s .... I' ant 
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7.27. We are aware of °retract fraud', wh_er ex._. _rnal introduced mechanical de 4 eLtra .'

cash,th;atcustarners_ar. __tryi tQ_w thdraw b.ut_our._aositi.ononthis_i_s..that, .for_thep.urjoses.. 
of our investigation, remain, relatively unconcerned about thattype of fraud since;i_t_ 

impacts._principally on customers and_thelr banks* rather than on,Subpostmasters_,.We have:

consequentlyconcluded that retract fraud has not caused losses .to Applicants,, 

7.28. We are far more con.c.ernod.a4c7ut Other& nr.ore sophisticated, types of ATM fraud.:.aand:theft 
It i  seernS.pla.vslble„t.C?:.,tl al:theou.gh.th s„ _s.,,n_of.,ev...:denced.,. that some of the 

large discrepancies reported by Applicants could have included losses brought about by 

exter-nal theft where sophi.stcated methodkg -ha4-been deployed (such as retract fraud 
ihpse mere soph st cated_ettacks., e ere. refers n~ here tpnewer risks_ 

liike..`.transaction reversal frauds";and 'rnalwareattacics that circumvent an ATM s software__ 

controls. The risk and consequences of thiose t,t.y es of theftfrau4, and the need to 

thoroughly investigate every apparent ATM cash shortfall, seems to us_to have been under 

appreciated. 

7.29. In referring abo veto ."ma(rvar.e att.atks°', ire mean attacks that are carried out by means. 
of software that,. wllen.depls yed, allows lar e_amoun_ts of cash to:,be,dispensed bythe ATM 
withoet leaving „any record of—it„having a _flk . In its respun.seto oar references=to 
maliw.a..re_in_th.e.. revipusly..issued_vers. .on_of.thi_s_Report._Post._Office_said..that_t., 

not aware of any form:Qf r rr (neLu in ecraet raud thnx:cxeate :.a loss.to 
Subpostmasters provided..theyfollow the..correct.accoun.tingpr..ocedur..es 

7.30. In search of.greater.clarity on thrsmatter,., +?e asked Post.. Office_to provide full_detail5.of_ 

any instances,-_in the_last threeyearswhere,_Post Office, Bankof Ireland or Wincor,Nixdorf,:

has detected an.attackagainst a branch ATM_ usingether malware or hardware devices.. 

7.31. Post _Office _has stated.:. 

"Post Office. is not aware.afany alwareattock on its eol ArM fleet that

resulted inloss to abronch. H _otheticall _l _ a loss_o _cash rom abranch as a_ 

re.su_k.9fq.ma1ware. attackwas etected,,that lass would be,pssed to,01 and 

and 

Neither fast l ffrce.,nar BC I are +.ware of frny farm of lri fraud that will create 

a.shortage. n tra Gh:rya ranch_is,folla2 fn :the::carrectATMo_cco ntrn 

pros urc 

7.32. We take little comfort from, Post__ Office's reassurance that it is unaware,. of any maiware„ 

a ta.ck...s__o Df anyform of ATM fraud that can. create_a, branch shortage. Post Officehas l 

n.ot confirmed whether it ha.s_received similar reassurances .frorn Wincor_Nixdorf..iits.. 

resppnse._has.conse.quentiy.not. mater.al y diminished our concerns.that some.pi.tha::. 
A . .l cants_rna ve_suffered.a.a._res.lt_pf..such attacks_whe...th.ues Jtnt.cash sh.rtfall~... 

h. ve~been..wrAn Y:.attri.bted...b :Post._Offi.c_e_tQ._errors_mdl .e. n._th. . pllc.a.nts'~branChe.S _or..ta... 
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-theft-co l :d:.:4:uf:4.Yoh.. Cir_S ff..l :b ,:t .: +_ 124 !►m .r .hems.e ve..s.Lni..bjUhan-t hh_ 
work.Qf_extern. .1..fraudster$.. 
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7.33. Post Office has pointed outthat a_reconciliation is car reed out each day„by the LINK_ 

platform;to ensure that-the Burn of all cash withdrawals charged tq,customers' acme nts_, 

equals the total cash dispensed by each ATM..,,We acceptthat thisre.cancil ation process„ 

delivers a reliable control unless the_autgoingcash dispensed figures that are transmittedto

UNK and_laterprinted out by. branch staff and input_into Horizon., have been fraudulently._, 

man!pulatod, a _wouidbe the case if the ATM's software has been successfully overridden 

.._b . [nal arej to ensure c.  ..ensed...f_igreswere._.reduced_an.. 1..th..at..the..stolen........g......y... ............. ...... ................... A.. .......... ...... . ................... ..... . ................ . ...... .................... ...... .................... ............ 

mcney:H!.as.:not:G ged t.Q.and:gugi tomers':ac

7.34. e__alsnobserve --i.n.res ..cruseto.Post..O.ff ce's..denial_that_this.sort._ of_attack___ _ose.s_a.rIsk_tp.. 

S.u.b .o.stm.a-stern p ..th.at.Ban.lcin .I.nd.ustr --.ex .erts_h.ave...confirmed..to..u.s_t.h..at.external..ATM-..c.as.h. . .t. e.... y p... .. 
theftsave been relatively common) _encounteredacrossall anks' ATM networks since_ 

2008, and that the mast sophisticatedof those thefts leave_na traces, ether than large,_ 

amoun.t.s..of ml.ssing cash. We...are aware, for..exampl.e, of one..rrtialware attack, in iyiay 2014::

jthat as far as w,e.know_d d._nQi_invDive.any..Post.. ffi. e..b anch ATPVIs , where £1.3million 

w.as..stol.en.fro..m.....51. 
ATMs in a seven_day.p.eriod... ei. . avers in moreahan E25000per ATM Weare also aware, 

that..it.was..o.n..iy...th..e._fa.Ct_ h..at..m.any..Stf..th.ase.ATMstyere colt?pletelY..empti.ed d.1 .ring th.e,. 
attack that„I.ed. tp _the. brinks„realis m th..at the r.ATMs. had.,beeR.attacked,. 

7.35. in_ this. con-text,:: Ppst::Off.ce.-

accepts that there,are.other fgrms-:: fr.a.u.d..may...be..oc. w.y. .....Us. 
not aware_of any formoffraud(includi retractfraudjthat creates a loss to 

Sub astmas ern, provided theft follow the-:carrect oceaun...ting procedures",, 

7.36. Post. .Offi.ce_res .on.ded..to...ou..r.--- .uesti-o..n -.a.s.-to.wh-at..so.rt..of routine..investi 

carr edout (by P0L Bo Wincor whenATMcashshortagesarereported. b .ts„ 

Su-bostmasters,._ by...:sa:yng;. 

'iAn ::unresolved..cpsh screppnc gscanbe:escolote -:by the::branch ar.. 

further_raves#g.4tor►._by_dl:.l'lt..or..Wincpr. tfpprrote.'.".._ 

7.37_.. We_have seen no wnstances_of a invest aticlns_thatectualI were. arri+ed..gtat.in-. 

re.sponse.to any,Applicant'ScGmpla ntabQ~ltanATM hartage for.which he gr .she.w.ds..later.. 
held accountable. 

7.38. In any_ event.. vi►e find it implausiblethat no such external_theft-related cash_ 

dsappearances.have occurred..across..all of Post Office s 'fleet' of ATMs. We therefore remain.. 
concerned that Post Office accepts as correct whatever Bol reports as having been dispensed 

by each branch's ATM, without immediately and thoroughly investigating every material_ 
shortfall reported .by tsSubpost .asters._ 

UtL 
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8. & Motor Vehicle Licences 

.1. --Not all branches are authorised to issue Motor Vehicle Licences (MVL) and only a small 

number of Applicants have reported problems with MVL processing. We have however, seen a 

small number of instances of a particular problem. This relates to V11C forms that were 

misprinted :b± .C.VLAwith an incorrect bar code. This seems to have resulted in Horizon 

recording the sale of a th tax disc, wh 44 Gh44w a .atthe.. 

wrpngprice. 

8.2. Post pffice has.stated..that.whitst this.s u: ti n..*Ls. undesirable it rou d..neat.a ve:r~.se_to a.J.Q,sS 
at the branch. 

9.. F®reignCurrencv.:Tra:nsactions-

9.L \Whilst only 24 Applicants have referred to problems encountered in processing foreign_, 

currencytransactioi our investi.gat ons_,ofthose_ca.seLand::.particularty_those.ten:cases_. 
where_deficiencies_arose_prior..ta.. QO. , kraue: .d ntifted sorrae..mattars of sariQus concern.. 

Indeed.::one:ofthgse:cases:generetedthe:I:argast:Losso..f..:an:Y:pfthc 1S.4:sases:tkaat: ::haxe 
exa .11r ine_d..ln: hat:Aart cular.sase.the_loss..that,Posttfface_discovered during an .audit

thatit.then ciaimed.baek from..theApplicar.t,was.over

9.2. Qur investigative workled to._us focussing onthe b teractio.n .,each of the,branches th.athad_:

used the_FQrde::.tran er:('FM' : achthek between that. machi.ne_and_the branch°s:

Horizon sysXe  h e FM m. achine wa5..dmulti-currency,,°.elettrnn c till that. was used in over.. 

1,000 branches until its use was discontinued., early in 2004. 

93. That .n_ e.e.st%gatiVe work. resiallted..in.. s..fc►rtxl ng:.th.e reliminary cnriGJ.lA 1o.n..xhat.:the 

accounti,n,gfor ore.gne.xchange transactionsy.ass pri.orto 2.004, fundarnentaIl.y flawed..:,. 
F!ost Office has_relecte ,our conclus~an The.: r24ie_msabat we have_observed, in r iationio.. 

the interaction. between the FM. system;and. Horizon have_ onl been__ referred_ to_by._a small.-, 
numberof_A. _ licants., 

94 The..FM rnachnewhCh. Post.Office_has_described  cr rlgnentpartoHacranvras:.a::. 

sta.0d.-aloned:evrcetllat, aveited s [ i ti ctrrenc:isesthalef ld tQct4staerL,end 
atsa,,,I.ess.:fr.e_qentIy...conue.rted.hack::Lnte.:stext ng:tf psefoXeigri:,currency:n.pxes:that.v~rere::. 
b.o.ughtback.:.f..r...... eastarriers,::I....... ...ect,.: k„wa sed:tct.tr...an:sact,::and::to.:su.po:rt.:the.::

e nLngtQr.....e ll ore:°ren + i : ve ion 

9.5. Each._da. 's._forei n-.currenc ._transactians..were..entered_i.nd.ivduaJl.- -.onto._the..FM._machi.ne. . 

which_ _rovided_customersw th_recei _ts and_branchstaff_with_a_ -_a er_rec®rdof ever-A = .. :::. A. ~ :..._ _.. A..:_p ~. 
transaction.. None ..of those idividua_trans..actiana.l...details_co.uld. be_record.,ed Qn.H rizon.. 

9.:6 H.or.iaan_was ,.andstlll ivgae-cc rre icy:system..and.:lis-ontv._therefore able to..accauntfor.. 
franca.coonsn.:.pouxads.:steel.isng~l.t.:cannot.:kAoldre..c..aids:af..ind:ivi:d.ual::fareig l,.cc dns ::
dash wegJ s fi Ires. fu ecb..branch, were nse:4oeutlX::entered ..tnxo Horizon::. the. branch-as:
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I,ko l ngnds. ering., 

9.7. The in-branch accountngpMpew involved staff recording Vin-_Horizon=-ance a_week,.-the.-

net _steriin .ink -.act of_ all. of_ that_week's_forei n_currenc. -_transactons_and.thi ._uvas.shown--

9.8. 1 his meantthat, where any bra nth transactedat ratesthat wererriateriaily different from 
the 

'a,FirQw:eSf°:tats,_ptst._QfG.e_hc._n.0_.v..i_S.blfpf_thQ:se_trdn.dcti.pns e.:_dre.::eware.:gf_hi h.. .:
rneteri. I..I.osseS . to.Post..Offi.ce.".s._PrQfi.t.. .........................................I..... k...... _.............................................................................................................................................. _.............. _...................................?....................... 

which, Post,.Offi-ce..had--no, kn-owle-d  unfit.,alertet,.t y . e rnal„nor y . 

9.9. Post Office seen ingly remained unaware of.,the_sign ficant losses that it was taking to its.,:

Account because. as far as,we can tell. those losses were ail be.Apg subsumed n a mass_, 

of revaluationfigures from the 1 000 branches that were then offering foreign exchange. 

servic _post Offices aecounting policy wasto immediately book lasses ofaround5% of_the,._ 

Bost of a. Il the,currency it purchasedin the Money. Markets, It then transferred the.; currency_, 

to..its..b.ran..ch.as...ata._`.revalued'cost.fi urethatwas5%lower_than..it.had..reall . . ._aid.. ............ . .... . .......................... . ........ ......... ....g..... ......... YP.:....... 

9..10. This..m a.n.t..tht._ev..en.. f_e..bran.ch..shc.we. ._a .Qs til!e:.reval.u.ati.pn...'

ralitL.was ..ha _unless. the oht:a iftyed by:tha.Lb- anch_ exceeded: the:: figs :e _(.vmitt : t 

tbe..appraved .sales...rates...it.v►t ul_d_d that_.'grofit.. v~ould not be:;anou h .t.o. off,set.._the lame._, 

5%.-_10ss...that...P0st-..Office...had....a.lrad. -...debited.._o-..its-...P&L-._Accou.nt.....Howev..er .-_i.ndividual. 
branches were able to over-ride the authorised exchanserates and,.report-_a_'local'_ pr®fit_of far 

less thars_S%a without any response from PostOfficea_even thaugh_that meant that.it ha _then_._ 

suffe.redan. ov.eral.l....l.oss,. 

9..11.. Had a soundmulti._currencv..acce7untIng sys:tem.kteencleployedfe_itis.in..any ktank.:

tha..... d:u:cts fc2.re gn::S rran .::..rt~n ect:t2ns ,the Lw.P I(x4s ::thet_w ei_ng_mad±2 

that. 
particular branch would have„een immediately visible and. doubtless quickly traced backto:.. 
the trannsactions.being.c.arriesdout by.o.ne customer., 

'8 

P 

9.12.. e..have...been_unable _as._ .et ..ta...d.etermine..whetherth.e...s ..ste.m c inade uaci.es ..that.. ................. k...........Y........, ......................................_.. ..........................................__Y................................... ... 9..... ......_....,................. 
allowed the above described losses to accurvaulate nthat. a Sas :_might also have given rise,, 

to unecpla. P shortages In otherbranches.anØLor-to more-losses.in Post t ffice"s..ewn books.. 
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10, National Lottery 

10.1. -Not all branches sell Lottery tickets or Lottery Sc S.cratchcards. Where 

these items are sold, they are usually sold from the co-located shop's retail counter, cMFe-

p b.ut they have to be accounted for using the 

Horizon terminal at the Post Office counter. 

10.2. -There is often a significant difference in the opening hours of the counter in the retail 

shop and the shop's Post Office counter. The retail counter will therefore be selling Lottery 

tickets/s^ga'° Scratchcards. outside the hours when the Horizon system is operating at 

the Post Office counter. Since branches are not allowed to sell National Lottery products other 

than through the Post Office, each day's ticket sales have to be recorded, the following 
• ~rre 5nla C ro,10 , .._, .r ~ 

.. 
... 

morning, in Horizon. r§~.'r'Fy... ~`~C'+r:••~•F~~..;;£ic•~~$:y. ~ ~w,~•~ ~.:..a~t1• cr~•}+~..C=-F~~.yI~:~S-s:e:.. 

Page 31 



POL00041076 
POL00041076 

*Also,. efo~re. any Lottery ~`  ra.hC~r di * can be sold., they u t,e ' : fiv ;" , 

Camelot terminal and then 'Rernmed into Horizon.* ..............................................................................................................................................I.................. 

10.3. --We have received many reports where Applicants have stated that their branch's 

Horizon system would get 'out-of-sync with the quite separate Camelot system, thereby 

generating material surpluses or deficiencies that were eventually corrected by Post Office 

issuing Transaction Corrections (TCs) through the Horizon system. The average Lottery-related 

TC was approximately £650 and many of these TCs were for amounts that were exactly 

divisible by 

£160, that being the value of a full pack ofcrathar 5cratchcards.

10.4. Prior to 2012 most discrepancies on Scratch Card activations were caused by 

Subpostmasters failing to rem in' activated packs -of-sr-r- - r -rds t H ^tQ the.branch's,_ 
HQnzgn_,S.ystem::packs_:ofScratchcard:s::(that th v.had:act.vat-e.d Q ...their Camelot te.rmEnaD. 

In February 2012 Post Office introduced a system change (re~ferred_ta asPing").that finally 

eliminated the possibility of synchronisation errors between the Horizon and Camelot 

systems. 

10.5.: Under the.new p.racess,.act►vating„packs: of Scratchcards, nitiate.s. a pracess whereby 
'Transaction_A.ckn.ctwl.a.d ernents'...TAs ..are.. e.ne.rated_and...sen.t_el.e.ctron.call. ...ever. ..rnorn.in. .. Y 
toa each.::branch.'.s. Horazc2n system Np ~ before..a v rq.i4he.tr.ansa.ction..pr.o.ce.ssin.g..can...be.. 

carriedout, those TAs::have ta:beaccepted y the„S:ubpost asteror by one of the: branch's::
staff ands once that a5;beendoneF all thenecessa y..entrie,s;on Ui...branch s. Honzpn,systern,,, 

Ln.clu..dang.. p..datxg:.t.h.e::bxa:n:ch`sstock::of..:.act vate ::car..dsr:.ere. pra.cesse :a tQmat ce:II:Y... 

10.6.. This r..epresents a considerable improvement on the prior process which. in our_view,_, 

has... materi.a.li. .._reduced._the..o portunit. ._for..er..ror...it..has._also_reduced._t.he .. ._or~un.it. ..f®r.. 

undetected theft of activated Scratchcards. 

February 
101. 2 0.sahe tfQllovvsthatthese.Lo_tt.ery-related.* rohlem_ peo o have boon 

~er iouand r=. os: .?# _*prior to February 2Q1.Q3_at wh .Ch paint, Post Office made ath..at 

significant change to its Standard Operating Procedures. , Fed Although.sonne.. 
pr blame :..... : c:c r...redduri ng.h ...nle..I to :a: Yea.rs the:eb:r...u.ay.: Qt :.:Ytemchartge..: 
el n'i.nated.the possibility of tha.t_a_,branch,_cou d.have. packs of inactive Scratch.-

Cad&S..c.ra.tc.ftca.rd.s recorded in Horizon or haviin e. activated packs that were not recorded in 

Horizon. 

10.8. 4We have also been told by Applicants that, before th se important procedural 

improvementsR„an.d.:thatsyst..e.. .ch. nge,.were i~t,od ce pl rrented., inconsistent 

and sometimes conflicting advice was provided by_v srting:P,os...Office.tra ner , and by 

the Helpline, which further exacerbated their problems. 

10.9. 7--7--Occurrences of the out-of-sync problem appear to have been particularly prevalent 
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in branches where an associated retail shop sold Lottery tickets an-d-Scratch-card late into 

the evening, welt after the Post Office counter had closed. A further complication often 

occurred on the final Wednesday evening of the monthly Trading Period when 

Subpostmasters were required to reconcile the Horizon and Camelot figures as a priority task 

on the Thursday * C3§•!• !§?? ; ..t: :ge..$•1 i3.. ::.. .: :;. a.:?.' .;,; ::.y:'>'.E;;:§••$§i•y¢ r•1•€ ta§ o... 

......It t• .W -thetr i i f;  €t.. 

** 4 i *r 
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*rrrc)rrrirrg,, rather th. n_at 17.:3 ...the. Wednesday, but this requirement was riot:_ lways...

advi,sed..b.. h.e Heloiirr.e, 

10.10.. *,It_is„not,clear.whetl r-, tie,trainirig_ar d,_sgppert,that_Appl,icants„rece€ved,.*alwa

*coveredthis.i r.porter-.j.pc_nt* d:Rdwhere: .:w.a .:Clot:cove:r...ed.,..:pr: there::itflf(.a .ir o.t:. 

ade. Natel. ._cav fired .then.. t..seem.s_A . .licants..and.their._stafF_sp .atirnes_rnade..arrRrs ..and_ Q ......... ....X.................--.......k................. .......................... pp................ .......................... .......................... .......................... ......................... ........_a............. 
th,e.n..3.. ..stem.ati.call. ,_re ..e.ate.d..them._Tst..rn.ake,.matter..s_w.arse ..not.rea.1 s.in (g.th,a.t..0ey,we .e,. 

rnakng: those:.e:r..,.oss: they::fail:e:d: t eer: .r... :Crt: :ost.: f Tice: t:he:: ~a:rthex:  txa:in:i:n.: th at.: the.Y.:. 

needed. 

10.11., When,_ that_ happened, relativelyhigh value_, Debit. and_ Credit TCs,,that when,, 

viewed___ over__ an extended,,,_penod ,would almost..... completely offset each other,_wnuld_, 

rQutine:l:y.: e.::issued.:to the.:bra_nch.. 

10.12.. The.r..eceipt.of.su.ch._a.repetitye_stream.afTCsgenera.#.ed..twoseriouS.probiems_in 

-offe .c~ branches:._first._the...branch's._bookswo.ult!_ral~l nel. ._Ike..eft-af-l~l.ance...an.rl._tho-se ........................................................................................................................................................................................y........................................................................................... 
Sub.,-ostmasters,who. became_conditi.oned_to_this, state_of_aff,.airs_had_to_decide_how to_de.al,,. 
with 

sometime sub...stantia.it.-transient surpluses and shortfalls. Secondi.y.,the mtine,y„out-of-,. 

balance: situation would hide.: real discrepancies from„v.ew chthat they: remained un:

investigated and uncorrected,_therei7y turning ptrten$€ally recc0verakrle errors rota real_, 
Lasses... 

10.13,. Ppst Office's positipn on this is that:, 

"If _the correct procedures are ollowed _n®_loss.will_be_su ered_b ._the_branch.".'._ 

10.14. Itt ourylw_ths..is..a.s.implistic_and_disrnissive respanse that fails,to.:_ 

a.ckn.a..wl.ed. e._the..re.al...d..iffl.c. 1.ties..bein. .fa.c.ed...by.bra...r ches.. ri. .r..to...tho.se..Fe.fh.r.uary..2.O ..C... 

prgce~scttartge:s::a=n. the-Fe_b .ary: 12.:!. r d:u ton :TAs 

10.15. _PQa0,ffi.ce'.s,re.sponse seetivs tQ.ignor _the fect.titat,. a.s.,w t.h file streams .of, 

high-vatue,T. s: ssued::to:same:,branches, n::Xespect,:o_f.: ATiVl:discKepan.ces_f see::PaXagrah: 7_,:.2:1,::

a.bto..v...£a). .:the:..f.re.quent.receipt:of:sub tant.a!,.:fra.qu:.ently:offa'ti:ngD:ebit:and:: .re.dit::. 

lettery-Gelated:: f created a 'Pendul..uml a t' wher.e:rristakes. that:had:.been:.p:r.eviousLy- 

rnade..in_.th.e branch were hidden because..af..ats..almns ermanently_out_af-hala_n e.situal on. . 

such that, as mentioned in paragraph„1Q_1 A-:abpve. potent ally correctakale_.nntstakes became:. 

reall.s .hat lied to f esade gqe _by a 5ubp tmastet 

11.1. &4The nature and extent of training provided by Post Office has developed over the years 

as described in our Briefing Report,.-_.P,airt.One. In our opinion, the training was 

probably adequate for people who had reasonable levels of IT skills, numeracy and accuracy, 

though further product-specific training, rather than the use of Operating Manuals, was 

perhaps required for some Subpostmasters, especially those whose branches delivered a wide 
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range of products and services. 
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11.2 &2 -We have been told by most Applicants that whilst their basic training was probably 

adequate in regard to general 'Business as Usual' Ttransaction Pprocessing, it was 

predominately sales-focused and weak in regard to End of Day, End of Week and in particular, 

End of Trading Period, balancing. We have been advised by most Applicants that there was little 

or no coverage of 

how to deal with discrepancies (both surpluses and shortfalls);; how to identify the root 

causes of recurring problems,. or how to deal with Transaction Corrections. 

11.3., .-Many Applicants have commented that, in the years prior to the installation of the 

Horizon computer system, n.1999 they typically had on1 .ni nor monthly surpluses 

s -(less than £30 seemed to be the norm) and that they first experienced large 

discrepancies shortly after Horizon was installed. Some., have.,, asserted., that.: the r_ 
problems became worse after_Horizon„Online:,(°HOL'1 was introduced (for most branches,., 
ths,as,n„21j... 

11.4. 8.4,-MyThe fact that many Applicants have reported that they or their staff only started 

making serious mistakes after Hprizonwas launched , Cafte[:ahe»branch„ 
migrated to HOL, could indicate a lack of understanding of how the system was then, meant to 

operate and be used.. That, whi in. turn.., could-" could-i eI4 indicate that they had either been 

insufficiently trained,,;. that they had been unable to properly train their staff;,_ or that the new 

screen-based counter processes had introduced new ways of making mistakes that neither 

they, nor r.yone iperh.a.p.s Post Office, was aware of. 

11.5. S,&-We note that the duration of 8basic Ttraining has varied widely over the years and is 

now far more extensive than it was in 1998, - 2010 (the pertinent period for many of the 

Applicants). Post Office refers to the current routine provision of two weeks' training for 

Subpostmasters. Many Applicants have reported in their CQRs that they received fewer than 

two days' training and were simply handed Operating Manuals for self-study and to train 

their counter staff. 

11.6. Past Office's Ttrainers, and in some cases Applicants' dine Mn. anagers, do not seem 

to have been well regarded by many Applicants and appear to have been considered 

particularly weak when dealing with ATMs; Lottery processing; Motor Vehicle Licences; 

Foreign Currency and other specialist products. 

11.7. Subpostmasters are responsible for training and supervising their own staff a since. 
Post Office has no contractual.__responsibility to train branch. staff, other than in it Crown 

Offices. Post Office e ° °e i4eprov des Subpostmasters with w.h.at..it..ha.s..jis.dged.to..b.e... 
relevant training materials for themselves and their staff, but it does not operate aan effective 

quality control function in order to ensure that this further training is properly delivered. We 

h.ave.:.lsofound that further training for Subpostmasters was predominantly delivered in 

response to user demand, rather than being determined by Training Needs Analysis. 

11.$. Thy_ rot lom_withcle  nd-dr venirain n sthat t _onl_ _ w(trks_wh_en_th_e_us rS_reca n $e_ 
that they need furthertraining, It seams to us that,..where mistakes, are being systematically 
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repeated, then tha,:indivdgls,who,are a makingt_hgse akwill,nn. we fhj ,,, 

they would stop,rraal~ing therm), so they are.u~nl kel}~ A..r~l se .that.. h y.na. .t# f r h r..train ng, 

Absent the necessaryfurther_trainrn_gk mistaices become habitual an_& where tha::

Subp®stmaster is_ the 
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one making those mistakes, then it follows that his staff willnever be taught howto do_. 

thingspro erly,_ 

11.9. We recognise the complexity of the current product range and question whether a 

counter process involving over 170 products, operated by more than 687OOO..5ta784OOO,:_ 
people, of vastly differing levels of intellect, experience, numeracy and attention to detail, can 

ever be expected to work well without a fully effective and comprehensive training and 

support regime that _covers every®ne. 

12, 9 -The Helpline 

12.1. L•A•1~--Many Applicants' CQRs have included examples where the Post Office's Helpline has, in., 

their,vew, failed to provide worthwhile support when aUedcon.acted. The relevant call log 

(when available) often does not provide sufficient detail, about exactly what advice was 

provided, in order for us to form anevidence based conclusions. Specific criticisms include: 

a) difficulty in contacting the helpline due to its limited availability; 

g

b)) unhelpful, script-based, responses; and, 

m3

c) )-instructions received during one call that are said to have later 

sometimes months later, ,been ce~untermanded by another. 

12.2. As..,_pre ,ou.sly.,sta.te ,a.frequently recurring response by the Helpline, relating to 

shortfalls, is said to have been: *t40? sarry~ tt it-tt ff t-fa r ~: * 

*  &$ i > ~C`t3~ i)~YY.>i:i'k 'k  4.k Vy k'f. t .h3. .ik.i"' }Y., k '.~i '~'~ 1 

tdor: . 

12.3. *Many Applicants have reported that ,rohiems did not sort themselves out, nor was any 

indication given by the Helpline as to how long they should wait before realizing that a problem 

that had not sorted itself out would probably the.nnot wdo so, nor how they were supposed 

to balance the books during the intervening period. 

12.4. Manv..,of the„shortfails suffered by.Appiicants to the Scheme havek on the balance oi:: 
probabilities, been attributed..to "errata made:.at the- orxnter" but that does::not,

view, always mean that more extensive initial training would have eliminated all of those 

errors, although it wouldobv..iousi.y have.,heLped,, 

12.5._ What.wehave..observed.. .is that _in..manyin.stances..the.bi. estshorta essee.m.tohave.. 

arisen_as,_aresultof_'errorsmadewhiletr _in _to correct,eorlier_errors'._We_attribute this less_ 

to Inadequate initial training than to inadequate subsgquent_suppart when..branch_staff, 

when they wereatte p..trng toCorrecterrors.,that theyhadprevlausly made, Just„ ade. 
matters worse. ................................................. 
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12.6. $.pecificallyd ., thus become clear..to._us that„some applicants and., the ir..stafif...beca.m...e:.. 
hopelessly muddled when the,y tried :to follow the verbally-commtiriwcated vice„Qf_ 

Helpiine staff i"here have been numerous references_to shortages doubling trektl ng or_. 

ven_. uadCuplingasbranchstafftriedtU correct._under._instruction.. from_thg.Helnn_.line ._ 

errors.,that_they„ had.,previousl3 made. 

12..7. Post:office'sre:l:iance.eta::te..l..ep on: copy-c:Q.Ry,.eypd adxf e: asp:: nQ►tr:x each ani placed.:1A1

hla-l- h,gule:w::theat.::hall.. rric Q ::An Qn: been::is ued:to.::b..r..anche :after..ttaeir:mm-0awith::. 

the: llel.pli:n fewer:rxiistake:s.: ould.:subs.equexrtlyha ade.:a:nn :fe..vlr:e:r.:er..r.ors::w.e:uld::

hate b_eel..mode_: h tl tteR piing t co..rre. Uha.se fitlut.al... m.. taka :Luch..wr.:tt n.. instructions_ 

should,.n our iewd hays infgrmed the branch staff„exactly what sort of m€stake they had, 
ma.de.exactl.q ._who.t..in.sir..uction.s_n.ae.d.ad..ta.be.re-.r.. ad_in._o..r..der.to..avoid..m.aki.n ..such.-a..mista.ke.. 
egain ...end exa ly_ hs#,:he:d:.-teeOQne.to-correct t.:_We .ppreciale-that:this:: s ::n-ot- ow:.the. 
Helpline.function is structured_,but vue._belieye_that i.t_would._have improve.d__error repellenC.y,,. 

and th.e.,overal.l...user ex ec€ence:.. 

12.8,,, That Sort of..lgener llY.mal.ledl.feedback has::been._5taadard.practice anion pthe:L.

companies for many years, yet.Ppst Affice has. cont%nue.d.tQ rely only o h:ose_tele.p.h...oned,. 
Conversations ven the. records of those tele.phone,cat that PostOffrceh sreferred to::

as.."transcri._.ts7 are..n.ot.transc..ri.ts..at..a.lI j _corn _ri.s nl . those... note. .that.the Hel Jing 

operator typed out during the call As su h they have . most instances, rovided us with 

onf:Y. 
a-_I.mited._unde.rstandlne of theadvicethat. as actuallygiven Alsot..coples_Qf thQse.notes.are„ 

not sent to th, „person, ho called th,e.-Helpline. In that context, It has prov..ed impassible for.. 
any of th.e ApplicantsJ.:pr for.,us, to Gh_allenge.P.ost Office's as.s.erkAonk maa e....n. its r.esponse..to.::. 

the prevto siy.rssuet.versio.n.of this.FtQp.qrt,.that t.has. 

Uound no evidence.,.tq 5upp rr# the..afto.tlons th.o.t Helpline wo.tald often merely..:

Comment that matters w wind resolve themselves..or be..dismissive of an 

£I3Q .iry,'. 

12:•9... ...i.s.de.a.r..t.o...us..th.a.t.. . .er. . 

LE..  ffice auditors_to beable totellthe exactly:h.ow their:branch°s discrepanr~es ha:d::: 
arisen.:lt_:is,.:ho !ever.:equa_II;y,,Clear_to.us.that_Po.st.:gff ce's.Chesterffield-,based-Help. ne_:staff::

eon.not.ba.exile.t;.ted.to:.deterrtaArt ::.fr..a ::a..f..ar.::boter::every::.d.s.t«.r...epaia.cy..::has.arAsen:.:n:.euery..... 

briar h,: so,.wete, and thtse:exR:ectat QQs as :unreasctna lel:

13. Limitations in the Transactional 'Audit Trail' 

13,.,1. O4rMany Applicants have claimed that, whilst acknowledging t .a. some errors were.. 

pr ,bhly caused by their own mistakes, they were often unable to determine the root causes 

of discrepancies (both shortfalls and surpluses) reported by Horizon, because the underlying 

transaction data was not available to them. 

13.2. Post Office controls the Horizon infrastructure including back-office accounting and 
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reporting functions. A consequence of this is that Post Office may hold Subpostmasters 

accountable for shortages that they are unable to fully investigate due to a lack of access to 

data. A Subpostmaster has very limited options in these circumstances and often has to make 

good losses even where the underlying root cause has not been established or properly„ 
understood. 

13..3. 10.3. The concerns fall broadly into three areas: 

a) data that isn't available even on the day of the transaction; 

b) data that was at first available, but after 42 days (later extended to 60 days féUwkga 
stem rha ng b , Dn fi Sera* ... . e....(DE? xe . .. §da§ <3 3•le i ;"3r• ( when HOL 

Was introduced i no longer av i i ie; d* 

c) data that isn't available after suspension. 

Data that isn't available even on the day of the transaction 

13.4. 10.1. Applicants' concerns principally relate to transaction types where Horizon produces, 

at the end of day, only an aggregate amount and volume for that day's transactions. These 

transaction types are those where customers have paid for goods or services by debit or 

.credit Gcard. 

13.5. 10.5. In the event of an end-of-day discrepancy for one of these transaction types, and 

without the benefit of a disaggregation of a total amount into its constituent transactional 

components, Applicants found it difficult, if not impossible, to identify the individual 

transaction(s) that,had brought about the discrepancy. 

13.6.. Typically, a Subpostmaster would need to find items: 

a) that should have been, but were not, included in the aggregate total; or 

b) amounts that had been incorrectly entered, such as £50.00 entered as £500.00, 

£39.00 entered as £93.00, a withdrawal processed as a deposit; or 

c) amounts that formed part of the aggregate total, but should not have been included in 

that total at all. 

13.7. 10.7. Only by finding those errors and omissions could Subpostmasters begin the process 

of correction and loss mitigation. This may sometimes have involved attempting to contact 

the relevant customer, but in order to do that they needed not only to identify the incorrect 

or missing transaction, but also to know the name, and perhaps also the address. _and., 
tel_ephpn.e,n_uber, of the relevant customer. 

13.8., Many Applicants have told us that, prior to the introduction of Horizon, it was easy to 

do this since the paper dockets, retained to evidence each transaction, provided this 

information. It is regrettable that the Horizon system does not ap.pear.to•.provide the same 
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functionality as the previous manual system. 

Data. that.. vas at first..ava.l.l.able. b.ut.after:.4. d.ays..,flater.axt..en.ded..to..6.0 day l ~ .:n ..l r~ e.r.. 

available 

13.,9,., 1O9 The main concern expressed about data availability., is the need to go backre.ferto a 

previous period in the event that a Transaction Correction (TC) was issued by Post Office a long 

esome_ while after the transaction (to which the TC relates) was erroneously input into, or 

omitted from, Horizon. TCs are issued for different reasons and different products may be 

treated in different ways. If the delay in issuing the TC exceeds 42 days (now 60 days), the 

Subpostmaster may no longer have data readily available with which to respond to the TC and 

may have no practical alternative other than to accept it. We have been told .y..Applcnts:::. 
that,, if further data was requested from Post Office, such requests were often rejected on cost 

grounds. *.:We••are-ais aw are- t•the••diff ca Vt i•r?•p ¢nat;RIg•and••ex t??a€ is t;•H0r4zoc`s••gcn.a•. i C--

+'1 ~1g`w 

13A4,:*_We_are..also. aware. that the..€difficulty..i.€ ..p..r..i t ng and..examiniing.Horrizon's 8cm wide 't€ll... 

rolls was a significant icant issue in locating.the transaction(s) thathad...created :i screpanc€es *Post 

Off ce asserts..that.branch_staff.,are..res onsibl.e..fo.r..ke i ..recd_r..ds,.1y. .icallx:far:twa. ears 

and_that_tkaae::e. rdsk:slap l:a:rrte:nte.d.b.y::i:nfoxnriat. .nssuppliedwith.:TCs.::ought..tv.:b .. 

sufficient.. .........I ...................... 

13,1.1,.-Late:deliver i t.:value. TC&_.an_pose seriaas lfficulties for_somee.. .anche_s l:f.tb. 
ln. amine TC is a_ Deb+t,(i, e. a TC Invo ce t_means,tlxat,thebmnch n~aghtto have been_:

rnawnta ning .a i . plus_from thetarn~tha# theerror occ.rrecluntil the tsmethat_theTC_ s-- 

a_csepte In that.U..bp sfineste'rsare_con tactually ntitedto...w.ithdraw-and retain_ 

smpt_use_s,_th scan. nncanAllha.t:the_y,_maght_.do,.tiaat : onl tn. faterfind: that_.th_e s. ould. not.. 

hays-done::so.. 

13.12.:dote.seir ousi.YFif..:thebra:nchhass.:n:ot.:sh:o....u+rn::a.n:

art: offsotti:rte:shnrtf all: vvas:: n: efcisten o::os: o .result.-of-an:: m..e.n,.and. consequently-: undetestQd:: 
anal. un-.co r.rectecL a r_ro----

13,.13,,._Cpnversel.y._if inc  ngTC_ S.. ._Credi-t~tha_#__mea_ns;. hat_thbranch_-p h _to=.have__ 
been_-ca_rr. .i_n. -a...sh.o-rtfail._fro..m-..th.e...t m-e...#h.at-the...error.. .th.at..t.he..TC..i-s..inte.n.d.ed...to._corre.ct .. Y .fs...... . ~.. 
oG_t_la ire d .Until..the t ..t the- inco=minglT ..is aC_oepked:.=

13..14.._ This .means ..that ..the Subpostmaster.b .. .st .a. .r._ma. ..have.h.ad...tp..°fun...... ............. .............................................................................. ............................................ ................................................................................................................................................... 
rrtpneydwrintherota:rr{ :nlliperipclIeyen: thyh:t:ltat:s:tier...tfal:l::wass.:in::d.ue_co.ursa:. :i:rigt0::: 
be.,corre. ted..b. ...th.e.. n.c.Q.mi.n .T.C..Credit ,..In.instancesvwher..e..S.a.b. .os. ma._ters._h.aue__bee_n.. 

unable to make.,goQd.Such transient (though.sometimes very large)„shortfalis,'t a,s._possible„ 

that there will have been a temptation to,fal.sfy the:branch's accounts while awaiting farthe,, 

situation_to ort tsel _out".. 

Data that isn't available after suspension 
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13.15. Applicants have reported that their ability to investigate transactional discrepancies, 

or to defend themselves against allegations made by Post Office, were often thwarted 

because, following their suspension (usually on the day of an Audit) they were, as a matter of 

Post Office policy, denied access to their Branch. In many instances we have been advised that 

Post Office Investigators also removed records, often including personal documents such as 

diaries in which Applicants had noted problems that had occurred; to whom they had reported 

those 

problems; what advice and instructions they had received;. and what had resulted from 

following that advice or instructions. 

13.16. Applicants have also reported that, despite their requests, they never regained access to any 

of the records they needed to ° i establish the cause;of shortfallsa to gather evidence„ 

of theft by branch staff;_.or, indeed, .p..provetheirown.,innocence. 

14. Transactions not entered by the Subpostmaster or their staff 

14.1., 1i Many Applicants have reported that Horizon transactions appeared to have been 
entered, 

or cash or stock balances changed, when the branch was closed and no one had access to any 

of the Horizon terminals. 

14.,2. 112 Post Office has c kce4statedthat it is not, and never has been, possible for 

anyone to access Branch data and amend live transactional, cash or stock data without the 

knowledge of Subpostmasters or their staff. However, we are aware that certain error recovery 

and correction processes can result in transaction reversals that carry the System Identity (ID) 

of the branch emp u.se.r. who entered the originating transaction that the system itself is 

reversing, or the ID of the ep4yeue.r. restarting the system (see S.e.c..io.n..15.. Transaction 

Reversals'). *\~a nee tfa4 tl+ts.fa+is t easfy dip#eeti thet=e€~ ~tras d sr ~nsf.. 

14.3., *Wen 3tc thai: this fails to easily diife _ € i s€a c v :eu entries d a user and ° hosz 

t:h a ..are..syst :€..ge€ crate I.,.*

14.4. One,Applicant,to the.,Scheme has.,given evidence_ relating,to,a facility in,the,Bracknell affi.ce, 

of Fujitsu. where,he aileged that tt uxas_,demonstrated,to hinnthat it_ws possible to:alter:

Horizon transaction details without the knowledge,.iaf individual .S.ubpostnnasters., We have,;

re.. u.e.s.t.e.d..that..the...r..elevan.t..emai.l..fil.es_fro.n~..the... .eriod..inque.sti.o.n...b.e.. .ro.vid.ed..to..us..i.n..o.rd.er.. 

to 

investigate this..matter, but so„far Post_ Office. has on..l.y provided us with a small nu..mber of.the. 

files n quested 

Our.rev€ew-of thase:flies..has been ,Inconclusive,,possibl.y„due tolust one„month.of data,:

being,provided.. rath.er..than .the 12 mo..nths re,quested.• W.e belieye_that it is_essen.tial._tq 

examine_contemporaneous documents fromthe relevant time in order to form a„ reliable,,, 

evidence:. based,,, conclusion on. this important„issue. 
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14,.6. Seyeral, App l_icants h_ave: stated that :they,b l eve.::(ar;_sa_s: e x _ hat.:the ;r;b:ranch.:

amended:: ecithQut:thei knawledge:Qr:a:iap:roval, :Post -.Off ice::has:de.nied-that:it- .s qss b a. 

to.•. 

end.kranch...dpta.. .................................................................... 
resttely,,... 

14,,Z.., i. ..s. ... . ... h...t.t..does.have access..to branCh..data ..but. rr..a.'read.only'_forma. .. h. .It. also.:. 

t, ._...... A ... ......... ......... . ......... ...._... ...Y.__ _. Y ......... ......... . ............. 
tp is a T. ._or..a_TA_to.the._branch._and.. that only. when.the...bran~M..'e~~e.....................................................................................................................................................Y.........................................................................R............................................ ... ............. 
the branch's_data amended.. 

14.8. .  note ..however -.that..Post_Office-_has..disClased..an._OCtober..2008. internal--. 

mernorandu nAhat incl~.,d-e_d_ he remark._ ... ... ...:.........-- ... ...............- .... ......._........- ... ..... --.....—... 

itsu  hove the. ability to„ impact .. branch.. recor..dsvia the.,message..sto.r..e but.ha►ce.. 
extrq Jy4gco.us..pro.cer re n It r ent:ad. u _tm nts ena_made- 

with..  so.tian. withi.n.POL.:an ..FuLsu",;

14.9. At the time,of our_wrJting this Rep-ort o-st Of ce_haysrt ezcple  slwhethar r .t 

th_at_sivated_s_ atem-ent_w_e.S._true_ at;th -;t me-_or_w-heth.r f_ t_w.a-s tru-e.at-th..e-.t m_e,...no-_sueh_.- 

faciitty currently=exrsts,..as_rt seems tope asserting.,. 

14.1Q.- In our Inter m;Repprt:we„referred to software bug n .,or zon that.b.ad impacted,. 

a..smali._n.~am.ber...Qf..bra.n.-.th.e-s,._We_have_recen.ti. ._d stovered..two_fu.ether..d-o.Cur e.n..ts..that.. ........... .................... . .... . ...... ............ .... . ............ ...... ...... . ...... .... ...... . .... . ...... ...... Y. . 
.d .eribe inmere._d.etall._hpw_Po,st..42ffice handled thy._i u.e...In._b.oth_t~f,thes l uments.aa... .... .......................................... ............. ............ ............. . .... . .... . ........ .................... ............. ............... ............ ......... ..................... ............... .... ....... 
~grnCeSs.~.s described that involves directly alterin _branch data,.The.rx.for.th.e..errQ.r._ 

reported,_in the document named o recting cca.untfo lost _Discrepancies Created

bya en r ngineer . its..uI i Seatember_ZPi( stated.. 

'7Jixang the Data far each. . ffected Branch 

The.data can ke corrected_by, djrastmg the pP ►rppr,pte„.QAer,ing T,gures nd_ 
85. Dptp that relates to the Current TP This will result ire., the D .S.Crepan.Cy 
cluing :ta::bpt. ces dwhen oiiing::czveLkUo. ttnat : T 

Lpr®pose that ,f we Care tp do this then we-take a-copy_of.thLdata for one branch
rrnd:check a rtthe prvpapsed changes on a. to stsystem and th n:resllQver:.the..bror►ch,: 
pp...  test.system.tp ensaire that,the diserepancwy.is handled correctly hefiAre..rovg,:. 
attempt te.i::correct.Live. da_ta..:

th ing dpne..ane.e temple: n th,s way, we.::then,n.eed tp:Agree.p t,r,,etab/e..w t.h...:.. 
Post. ffice ltd to correct the other.ranches and ensarethat this is .
,comrminicaated with=tire to ensr~re thcxt ea,eryaire in o ved ,s..1 pp tYat 
that,i t.i ...d_ecided not to c®erect th~data in the bra ~nches.,(i.ae,_P®l. w d.pie!
to.wdte..off_.the_"lost"_.dicer .ancY ,_.then._ac~ustraen. s,.~r%ll_b ._r..e~t:uKred ta..the... 
D®rspere~JPp{n.CpyQp//G~Cgp/junpt m PQL$AP..taa..pl with...the pcturailev..el d!ScreAan .. 

Tie.ivn..Allt..tRlFv...V rsrnchesAl/ 
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14.11., This ocument_refers to CQ.rrectmg I ve._data- a..prpGedure;tk?at_!'Qst_pffi e_d nied:: 
was:: tn:ssi:bl:a:,.:fJ.f.:Grote:n.tiai::s:igAa ica:n:ce.:is.:the.:.f...act.:that.:this::vvas:: a tJ. st.:aka::isn:tex:n .. o.c a neat::. 
....Ladle..availab...a:to.:a:smat .nu~mmb r:: f:.F.. 1i _s :a  _lQye sas aea Y:we. er.e rpvide :  h:. 

w.as_ r need_out _ .,tha_haa.d_a!_P.ost.Qf ce's_Laval_PXa. es~atipn_Leam_in:Q tobeK.1A Q. 

14.12. A further do.Cument_titled "Recei is P.o ments Mismatch issue notes, _appears= 
of_a.'oi.nt.Po.S.t.. .ffi.0 .. ...Fu' tsu_meet n -- .ro.b.abl. ---hel.Cl_ n..A.0 .ust_ .f71Q,. Th.e... . ... . ........... .. ............. 

dacume-nt:refers totha.i:mpact:of_..hh..e. ug..nHor1zo.n :E~~in1~: 
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,1 pact 

• The tararach. has.,rrppeared,tra have balanced whereas in fact ti ey could hayea... 
/®ss..Qr a Qain • OUr,pccpuntrng systems will be QUt pf s rrac wvitb. wb.gt fs..r~ccarded..ot,._ 
the_branch. 
• If widely known could carse a toss of cranfidence in the Horizon .System by_ 
branches. 

Patentiql_ mpact::,!.Pan ongoing legal cases_where..lYranchesare disp€! ing..the. 
integrity.afHorizon,Uata ®„It cauId. rra►cite:kxpracres._arn :uni:t~c~n:to,blam:Aartalt:_ 
f.: t .f..ux~are:. ►scre.tancl ::.:..: 

14.13., Thenl mutereported three_ :assi: .le::sQ:l..tA r, 

„Proposal for affected: Brtrnohes, 

There are three potential solutions to apply to the  branches the, 
groups recommendation is,that solution.two sho.utd be..progressede. 

SOLUTION ONE- Alter the. orizon,_Bran re_at the counterto show tom-.. 
discrepancy_Fujitsuwtluldhave to._ man ully write an entry value to the Locat_.. 
branch account.;
IMPAC when th.ebraneh-romesto complete next Trading Period they would„ 
have: a drscrepancy,.,whrch. they would have to bring to account... 
RISK-::This hps signifirant_deta integrity cz ncern -pn.d csz_,cld teed-tp u s on 
"tampering" Wrththe branch stem and could g=enerate questions around how_ 
th screponcy was. caused. This.. solution.--could.have moral implications of Past.., 
Office' changing branch data without rnformrngthe branch.. 

SOLUTIOA TWO - P . A will Journal values from„the discrepancy,account into ihe., 
Customer Account,and recayer/refrnd via,normai processes. This will need to,_be,. 
supported by an approved_POC cawmunicatron. UntIke,ehc' branch 
remains in balance albeit with an account (discrepancies) that should be cleared. 
IMPACT Post office Will,ke requircd.to_exptpinthe reason for.a..de.. Lecoveryl:. 
refund eveathaugkffiere.is no discrepancy at the branch.... 
RISK - Could poter#ttiatl y..highlight.ta brpriches that Horizon con._.tasedata. 

SOLUTIOIU.:THRE .:-..1t:is.:de.cI ed::nat:tp::correct.: he.:atpta: n.:the:bronch.es.:.11 e.::~P
Office 

.w. 
Would. prefer to write off the "last"_Itv7Pa~r r'®st Offce..must absorb c,rca::

f1Kt RISE .:- ll :CYCQ..CtIiKl1 Cat1a17 .1Q:. 1 ::1n a LLtyP .
are _agents: that were potentially .due .A cc's h gGm Qn the,r systerrr,A

14..14.. Althp.0 h_it. wp.uld... .e. rthat_"S.OL.UTIOIVTWO':w. s..the... d.a. .ted..so..ution _it..is... 
clear.:frorn. 

"manual1y.: write: pn.: entry.: value.: to the .:1 pcgl.:itranch::actouni'.:.-: 

Th.e.:ri:sk.:Qf:: .d.a.At ne::th s:..A.S.s.. .!: ...e::Sti:Iut:an:w.as.de5cri_bed::a.5:.. 

Th s.:hos. ign raa data» .ntegri y.:concerns: crud: cou( :tead:to::q.uesxaons.:g1 :̀
tan. perrng" with_the branch systern and could:generate_questrons around hqw.;

the discreponcy was. caused This.:solutran.::could:h.ave morel_implications.of. .,pst.. 
Office" changging bra...nch data without informingthe branch •, 
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14..15.. This abil.i.ty.to..d. rectl.. ._amens... bra.nth.reco.rds.is..s®rn.gth n ..th.at.P.Q.~t._ .ff...i. . ._has.. 

—q- te,ntly de.nied,was_posSib:le This,recently_ pvered,.eviden e,_apoe r „ nfirm „ 

that in 201.0 at least. it_was possible ffcrr Fuiitsu / P-ostOffiGe_t0 direct amend br nch data.. 
without the kn.. owl edge of_ the relevant:  Subpostmaster;

14.16. In cornrnenting on,a,draft oi_thrs report Past of Office told: us that.the..refarences to,. 
.'I eXA.3f a1g. cerract".J:CA:t.ho.c,tme.nt:L_ .entit.ne:d::abo.ye,.ar : rQt_Sttl.C...kI .or a tas.. Leith C::, 

?ostOIf.Ie.J1Q.th1iis :hay.e::the.:a ii ty" :dire. tly.:change: r.:delete:exi:t ar.,e .a:.r.,ds,::
cafrt::be.: oxa:alreco:r...ds.: a:nheadded::b: .:Post::Offis e:./ jits:u.:with oet:xhe::. 
consent... rand..possi:bly the rtetntte:dge]: f he.[eleve t :bpogma: ter,.Trhis_ il weue[,. 
have the effect._of altering balances at.the branchv a_s:.hoth debit anq _.credit rytries caQ.*e 

rm-ade, 

14.17. Post Office also told us: 

"A11-of—th obpye: ra es es `r rr C r _..fin ip. t n : h : oun 

similar features....All..pf ,t#iz n_.volve input i. a. new_transo_cti_on_i . to. The.. 

branch's rec?rds.fn.Qt edrting yr rernov►n9 any previous.:trans rctrovs)::ond.all.:are:: 
hvn, transparentl 

in:tlae:branch_tr.o socton..recur s::gvari.obl o ub astrnxsters::Las_well:as:a& 
tllerr.master::ARR:.dataJ . 

The languag,erased n:th_e_:dacunrents: rodraced_by:_l vst: , fice:L gJitsr arid' co_, 
uirhichyo.u.:refer:is..arlfurlona.te:calla..gtat.al:sh.orthondusedbY.:1FrQse: rarking:a :: 
t ieH.....Q.r...A aa::sys em.. .Lcanieefww.it ccrul..rl b t:ta.:s g est :thpt Post..Qfflce
Was. °'aiierina"..br.anch..datar. .f`_xh_e._ahave eW. ins..why b is..is-not the case," 

19.1:....- Th sis-n t.s-omet Frog at..we::haue Eaeen: able:o:_test :.ival date.. 

14.19. ClearlX the fact thatsuch an abrlit.y:,exists. is not.:rrecessarily evidence that s €ch. 

end.rments'..wer ..actua1i ~m.ad.e,_Thi .i.snot.somethin .tha.t.sae.have..been..ab.1c..to.invest;y —g-

15.. 4 Transaction Reversals 

15.1. 12.L As mentioned above, a number of Applicants have reported transactions that 

appear to have been input when the branch was shut and no one had access to the Horizon 

terminals. 

A,fewApplicantshave reported that_they ha_,enter_e an virginal transaction, but:_ 
had:notentered the reversal of that transaction stating,that.the Horizon 

system appeared to have generated a transaction reversal, without their knowledge or 

their intervention. 

15.2.. ,-3-. This matter was also highlighted in a report by Helen Rose, Post Office Security - Fraud 

Analyst - dated 12 June, 2013: 
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"... it is just that! don't think that some of the system based correction and 

adjustment transactions are clear to us on either credence or ARQ logs." 

"However, my concerns are that we cannot clearly see what has happened on the 

data available to us and this in itself may be misinterpreted when giving evidence 

and using the same data for prosecutions" 

15.3, .4 N.B. 'Credence' is a Post Office Management Information Reporting System and 'ARQ 

logs' is a reference to a request for Horizon information archived through the 'Audit Retrieval 

Query' process. 

15.4.. Post Office has stated that: 

° when,_ _this _ situ  i oxi_._ occYrs_  t. will not. _ _erfer te; _dosses_
branch". 

15.5., We believe that, where the„system„itself_haS initiated the,.reversai_of a_:transacl%on (s :ch as,:. 

mina ,. has.n.ot.b.e.en.. ra _erl. ..1.0. .ed..pffat..th.a..Qnd..of..a...d.a. ._.even_thou h.. . Ate( .__ Y  ! 
transactl.pn, a, trans.actrpn 'b. sket',sometimes referred to a a 'Stack', that had.,e. rlrer,b. en,, 

n:tered..ptt,thatter.t al.::..h..... s,.mo[b. n::CR...rnp.ltedl,N r zftn.:. ho +Id as( rt,to..th, t_r v rs l::

some.ind.i.cat(.on...pf..th.at.fa.ct..rather..th.an_lea..v..in ..the..re.cords_s.hewn. .th.a.t..th.e...usar.wh.o_n. .~at_ 

th.e. nn..w.reversetl.transact onwas..th...e.one wh.o._reversed_it,. 

15.6. We.also..b.elieve.th.at..Horizons.h.Qui.d_en.s.u..re..that..the... e.rs.on_wha.ari %n.al.l.. . .i.n ..ut.th.at.. ... . . . .... ..... ... . ..... ..... . ..p..... .. . ..Y. _..i? ... .. . .... . 

(now_::.r..:e.e:rsedUrans.act`..an,:iss :r...a en y : rt t. :e: : c7 : the : rers...a( :.isn::.order—to_::g :.:hfn : 

opportunity to mitigate any loss that might ensue were_„ he i[t,,,remain_ unaware of,,,the.. 
reversal, 

16 4&Cash and Stock Remittances (Rems) in and out of the branch 

16..1. 131,A number of Applicants have raised issues concerning 'Rems'. 

16.2. 'Rems' are inward and outward remittances of stock or cash (including foreign 
currency). 

Large amounts of cash and stock are routinely sent to and from branches using this process. 

Robust procedures are in place to ensure that the process normally operates reliably and that 

errors, or theft, are rapidly detected. 

16.3., 133. Occasionally however, branches will report that a Rem 'pouch' was not received or 

that it contained fewer items, or lower value, than the sender claimed. Similarly, Post Office will 

sometimes find that a Rem pouch sent by a branch is missing or its content has been overstated 

by the branch. Post Office deals with these discrepancies by issuing Tran-sar-tion C-Grre~.a ~,~~~Tixs 
that show the details of the shortfall or overage. Because such discrepancies relate to physical 

items, it is necessary to rely on witness statements and other documentary evidence as to the 

exact content of Rem pouches. 

16..4. 134 Some Applicants have described instances of foreign currency shipments being 

accidentally sent to the wrong branch. We are aware that some of these errors have occurred 
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due to Post Office's Business Partner for Foreign Currency, (First Rate_Travel„$erviges (FRT$) 

using an incorrect delivery address. Clearly, this introduces the possibility that an Applicant 

might have been held accountable for a shipment that was never received by his branch. 

16.5. 13.5. Post Office ° has told us that 

"i ...this..s%ilkptlQn..C~CC.urS. t..w tl..be..cprre.C.t d..~aS n ...T_s...Once..thpt.Rer►7.. s-sConned..into. 

Horizon" and that„"_if the Rem is not received there will,be no lass to the, branch"., 

16.6. It remains untlear,t_o 4as whether those.reassurances totally eliminate the Rossibility of 

loss.es...to..S.u.b .ostrnas.terS....W.here . for...exam. I.e ._a.n_in.cq.. in ..Kern. .s. never.rec.eived...b. ...th.e... 

ranch_that_ou h_t_to. have_re._eived_it_then_the_shi _ merit_ a uvellhave fo_un __r.ts_wa_ _intpthe_. .......................................................................................................... A............................Y............................................ ...... .................  Y....................... ..... 
wrong hands and a loss will . .........we,take it- from Ppst Offic_e's reassurance that_ 

su h lo.ss.es are. bgrne.by Post. Offlcea.ndlor.by FRT _rathr: han by...any S.ubpasmaste.r..... 

17. Missing Cheques 

1.7.1. As with other outward Remittances (see Cash and Stock Remittances (Rems) in and 

out of the branch above), branches 'Rem' to Post Office's main processing centre (in 

Chesterfield) all cheques that the branch has taken in each day. These are put together into 

'Stripey' envelopes and collected by the Royal Mail after each day's cut-off time. 

17.2, 14Z -For almost all of the cheques that Post Office handles each day, everything normally 

goes smoothly, but some cheques do get lost or are accidentally spoiled either within the 

branch or at Chesterfield, while some envelopes,do get lost in transit. 

17.,3. 11.3. We have also been informed that is possible for cheques to get damaged in Post 

Office's cheque processing equipment and therefore not be processed. In such cases, if the 

cheque is so badly mutilated as to be unreadable, the possibility arises that a branch might be 

charged, through the TC process, for a missing payment even though the cheque d Rwas., 

sent to Chesterfield. Also, where a customer's cheque 'bounces', it will be charged back to the 

branch if the branch staff failed to follow Standard Operating Procedures. Post Office has 

stated that it will attempt, where possible, to obtain a replacement cheque from the 

customer. 

17.4. Assertions have been made by some Applicants that customers' cheques 

(received in exchange for goods or services rendered at the counter) never cleared and 

they were held accountable for the value of those missing cheques. Post Office has told us 

that _there have been no examples of  this occurring and, in  due r'-d3kbrcea Pact  Office  will 

have an opportunity to respond to several specific examples cited by Applicants. 

"Pr4v,drngthe cp wt proceduware _ollowed there will be no-loss to-the branch :::.:

17.5. TIie problem, as wt„see it,.wlth th.i.s reassurance s.  tha# certain practke.s„seem to have. 

eve Ived,.,,as Subpostmasters have to edto provide the services that,thelr customers.need,.,, 
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whi:ckare .n......t_ n:.accrda.ne.with uvha ,Post::Off.ce:d.es_cri es_a, .:forrec ro.ce.dures", 

17.6. Examples of_this include repeated acceptance ofcheques_as the._Method of Payment._, 

OP ).,when selling Foreign Currency_notes_(this practice seemingl._y! having emained.,, 

unnoticed by Post Office for extended periods) and also chequesacceptedas theMOP for, 

bulk postage, The latter occurs_ where,.. for example, ..home-based_Internet. traders routinely.. 

ave large quantities of outgoing parcels to be processed as .time per mts,,..;~he, .vbeing settle& 

tct. cah: (even though 

nocashhas beenreceived)and where the customer._ returns_ to_ the branch,. usually later in„the 

week,_ tp„ pay - X„chestuew at which point those earlier settlements to cash  are reversed. 

17.7.. The. Point here is that, in our _vieew f;brancl practices =have ..evolveda.in. respect ..of.. certain ._ 

prod.u.cts, such,.that branches _are rout nely..ascepting.chequ.es where the".correct.. 
proced r ". say..that they sh:Quld. not._be_ accepted*: then .t becomes:.q esti nab..l..e ethether 

those perhaps outdated procedu_rescan,.Lstif a ly be enforced such_that Subpostmasters_ 

of.the:... slc... 

17.8. Some Applicants have,a.lsQ complained that the TC process was sometimes so slow (in 

regard to cheques) that, by the time they had been advised that a cheque had been lost, 

mutilated or returned by the paying bank, all chances of mitigating their loss were gone. 

17.9... Post Office has confirmed that Subpostmasters will not be held liable for cheques 

lost in transit and that, "if all required procedures have been correctly followed", they will not 

be held liable for cheque-related losses. 

18. -Pensions and Allowances 

18.1, 15.1. A few Applicants have reported problems with Pensions and Allowances where Post 

Office's Investigators made allegations that they, or their branch employees, had stolen money 

by fraudulently manipulating Pension and/or Allowance payments. The allegations were that 

amounts had been recorded as having been paid out when they were not ('overclaims',) or 

where Green GIRO cheques or Pension & Allowance dockets had been -used o.re,#h ! . 

l nce::("reintroductions'...). 

net ded •to explore then pose Rilitep ~I^s ~•t „j - . ~t-

•.,:;:a:` f^z -i43c-•E•e•F?ss;::~p.. ?{?:~•h::i•;'E:..e3•i:_ ... 

i:f~• ~a'~z~f••f+~•~~a •: 
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18.2., 15.S~-Post Office's response described the way that overclaim and reintroduction fraud can 

be perpetrated and how the relatively easy to manipulate dockets have since been replaced by 

the more secure 'Post Office Card Account' (POCA) which uses 'Chip and PIN' technology. 

However, Green GIRO cheques are still in use by customers who have (or assert that they„ 

have) lost their POCA cards and by those on temporary benefits. 

18.. It is clear that, while overclaims can arise as a result of errors innocently made in a 
branch 

(e.g. by forgetting to remit a voucher), reintroductions involve a positive decision to re-process 

a benefit pay-out even though the genuine transaction with the customer has already occurred. 

Post Office concedes that reintroductions can happen by accident, but the Subpostmaster 

would still be liable for such errors and it regards multiple reintroductions as being indicative of 

fraud. 

18.4. Po.st...A..ffe_h.as..sta.ted that . 

".providlng: the correct_ rxocedores.a.re_foltawed_no; loss gill_#ze..borne,b~rthe,_ 
branch and any fraud will .be readllydetected.",., 

18.5. We_ were. c.oncarne . hdt.:sQrne* A ri l c< ruts, who ,had been; accused by Poet Office of fraud. 

~.,it.not.,uitimately.cor3victed. f.it,.but.who..I"ad..in..spr;ne instances.. been.cequr d. o. r~e}a.y.tfe.. 

allegedly stolen funds,r ight have themselves been the innocent vict r ms of a far larger° 'patte?fin' 

0 U<:~cd.* 

18.6. - 5.7 --Post Office has " 
oath of these cases or ts me1ts. Further cqurcs on this matter arc thcrcfcre 
cent dn . wginformed::us that,no ° ottern' offraudhas been detected... 

1 ., -Surpluses 

19.1,, 161 As stated in Sect!on.6 above dealing with The Contract between Post Office 
and its 

Subpostmasters: 

"surpluses may be withdrawn provided that any subsequent charge up to the 

amount withdrawn is made good immediately". 

19.2. 15.2. Post Office defines discrepancies as including both surpluses and deficits.,,(_i,e..,, 

shartfalls). We believe that the cause of all material discrepancies should be investigated and 

corrected. This should include consideration that discrepancies mgh.th, ye,been, 

caused by the system itself, or by errors occurring outside of the branch. It is only by doing this 

that the underlying root cause of the discrepancy can be established. 

19.3., Feedback from Applicants has demonstrated to us that the preliminary investigative 

assumption adopted by Post Office appears to be that discrepancies twill have_, 
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-been caused by "errors or problems at the counter -or by theft' . Post Office's confidence in 

the Horizon system remains very high and as such, the system itself will normally be 

discounted as a source of error. 

19.4. In inputting data into Horizon it is possible that errors are made that generate a 

surplus, unbeknown to the customer or to athird party. Ana-thy -°°^ For example,; a 

surplus l8 th can result where a customer is underpaid at the counter 

although this is more likely to be detected.straightee_yIby„t0ateustcmer.. 

Errors that are less .1 e.1Y to be„detected by cus. me_rs inClud,e de o its that, are__ 

under-credited or not credited at all. 

19.5. 1 .5, We understand that,, although surpluses are expected to be retained by the 

Subpostmaster, it is possible to hold them in suspense by 'settling centrally' so that future 

shortages and Transaction Corrections ouJ4car.. be offset against them. Many Applicants 

appear not to have been aware of this facility. 

7.9.6. The failure to...aiways. investigate and correct material discrepancies is perhaps 

unique to Post Office's Business Model. Unlike commercial entities that do not operate on an 

agency basis, Post Office has ,:inpur_czpinion,, little commercial incentive to s esta l s:h_ 

the root causes of discrepancies a-becau.s.e. the burden of cost (and risk) is being carried in 

most instances either by its Subpostmasters, in the case of shortfalls, or by its customers or 
Pact Offira Client 'ItS_~i,ie_nts., in the case of surpluses. 

20. Cash withdrawals accidentally processed as deposits and other counter-errors that 

benefit customers at the expense of the Subpostmaster 

Cash withdrawals accidentally processed as deposits 

20.1., 17.1. Mistakes can occur if the counter clerk accidentally touches the 'DEPOSIT' icon on the 

screen instead of the adjacent 'WITHDRAWAL' one, thus generating a deficit of twice the size of 

the customer's withdrawal. Such errors by branch staff can be difficult to isolate from the 

system- produced totals of'swipe-card. transactions (see_5ection.13, Limitations in the 

Transactional 'Audit Trail' ) unless the customer notices his windfall and then tells the 

branch about it. Absent such customer honesty and diligence, shortages brought about by such 

mistakes are very difficult to ' detest. and r m.itigate,. 

Other counter errors that benefit customers at the expense of the Subpostmaster 

20.2.. We have been made aware of cases where Applicants have been held accountable 

for shortages that have arisen through what Post Office refers to as "errors made at the 

counter"  where customers have profited at the expense of the Subpostmaster. 

20.3. Where a customer has received cash or goods and later discovered that t irhs bank 

account has not been debited,. or +this cre. l. .t card .or POCA account has not been charged, it 

is quite possible that Ixe.:wll: keep quiet about it, leaving the Subpostmaster to be held 

accountable for the resultant shortfall. 
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20.4a In mid-2008 the method of processing receipts into " Girobankaccounts was 

changed. 

Previously, customers completed a two-part paying-in slip. One copy of the paying-in slip was 

retained by the customer, another was retained in the branch and cross-referenced to the entry 

made on Horizon. Note:Alliance & Le cesteracquired Girobank in1990 and Santander took 

ouer Alliance &Leicester in October 2008 buts for ease of reference,.. all three arganisations are 

referred, to_as_'Girobank'_in_thIs_Ranort 

Prior to "that mid-2008 processing change, the Subpostmaster would have been able 

to identify the amount of cash that had been recorded in the system by cross-checking with the 

paying in_ slip. Mence. a,_carrectipn coold hawe.,been actl,ne.d..and the branch's books brought,. 

back into balance. In such a case, the apparent cash shortage would have been eliminated 

because the audit trail enabled the specific cause of the shortage to be identified and corrected. 

10.5., 74 However, after theat processing change, paying monies into G1robank 

accounts was norrnally actioned via swipe cards and  one-part paying in b~°nkR(.Ch .p. and,, PIN_ 

card .) with no supporting documentation being retained in branch. 
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ZQ..6 173. After that processing change, the counter clerk would swipe the customer's card to 

access the account details and then key in the cash deposit. After inputting the deposit, the 

system printed out just one copy of a receipt (which specifically states on it "NOT TO BE 

RETAINED") and this was then passed back to the customer along with th hs swipe card. g.

documentati:on. is.:ret :r.n di:n.:: r nch.:a n

207., It follows that, if the counter clerk did not immediately spot an error, any later 

lranch_balance would show a difference between the cash holdings on Horizon and the actual 

cash holdings. However, after the processing change, there would be no supporting 

documentation available either to the Subpostmaster, or to Post Office centrally. Therefore 

neither the Subpostmaster nor thePost Office's central processing unit would be able to check 

whether or not the cash deposit entries on the system reflected the actual amount of cash that 

had been deposited. 

ostQ:ff..i .:t~ : tatcl:ttrt.::alt:haugh::this.:ty : .f.._ .rro..r..rtayszccuir,two.l...d::fe:a:rLza:r ~z .::
aff an_'.error..made..at..th,e.co.untec"::for which-tthp-.. .ub:-aitmlasxer would::be..JJiable..Jn.:_the..narmlaL 
way l ..a..loss occ.ursx..it..alsastates thlat ..under the new„pracess~ 1he..audlt trpil is retalnes(...,and:., 
that:-..-----...... 

".Horizon has a.nu lzer of.tools ta..assist_Suhpo, tmosters in ddentifjririg„ or,:

tracing transactions, including transocrign fags,.,event.icrgs anci.., plan , 

Sngpahots.'_.. 

20.9. .. e. cannot,agreewith thos_e.reassurances. llnde:rthe al.d::-(pape-r)proceii the.pa:ying-in.: 
flips would be„s_e.nt to the Flr_ tt S.e,rvlce try_(ESQ.Yvh th..ca lrtparedthemw la ,e 
M.Qr zon_transact onal_r_ecor s.nand__i_ss.~aed.TCs_if_n --cessary_— n_der-.th-e ne_.1)rocess...this.. 
afterhe-event,conrol_.nootigertokes.. place.. 

20:10. .lnstea:d.a.contrr l process S. .o... . r d.. nut by t .e c.usl`arner wh..q conF rrns, u..s.i.r .. 
the

PlNaadk_ that: the.;aant.shown,.on. the..screen. rr t. 

2041.. .

S.ubpostrnasters&that a::custom.er. wh:oseac.co.unt will be credited with an:amount.,greate:r.. 

Char : has d.e:oasite:d :or whose account will :he_debited w th an_a oe..nt lgss thnhe has 

uuithsfrawn ay..eithe.r_fa I.t_o__no_ti_cethe_ar.r..ar.._or.._i.the._d.o..es_notice.rt, mau_intentinnal.IY_-

disregarcl...t._ancd::Ch ose.:t0.:kee .:thewindfalI:. 

20 .12., It is clear to rus that the process last some important functionality when.,th.e 

staff .to: accurately .:Input data, ::and : gn_.customers.:to: uerifY: xhat,the,:ca.rrect,annau tit:has:beery:, 
raput :rrto.: the..slrs..tem,:: #a r.:.f..ra:to::f .#.: lve:rr: th at: not: a) I.: cu sto:rrxers..: .il:l:appr..ec ate.: that::

they have such:artiirnp_o.rtantrole_to:play_ n: check n than rac►s ction:has_::b:een_piQperl: 
recorded, and ai.so that the customer,mdy~be thn.:benefi. t of.any error._ 

20.13. Further, once, an error has,been madef_it _can be. very difficult to.match _any.. 
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err r p : ra n:_w% h.:,. he:S + Comer who made it, and thereby recover, misJng.funth.

R.gly.1 I pn..h...brraaanch<. teff..be n a.bletcarem rv'ber, ar~d being ble to cor~tactP a u.tamer.. 
whr~ Carried Out,.a transaction ould, in our view, result .. unrecQverabielosse5_ A.S.. 
Subpostmasters are 
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cQnn:tr t~+. llv rest nsih,le to .rake gaol any ~r~~. .~E.n: :fr. .n_tftq ."e rrors made of the. 

coun.0 r:.'....ith,..in,ourAm .,_y.tal..that..th - r .kt.1.-..to..e.as _I.o.c te_grid..correct_such..errors,and_ 

to„ recover,missing. u..nds.., 

20.14. Post Office asserts that:. 

poy r o rr► slip were phased out: G.ire rank so„this cttrznge Wps o.ts de .trf: 
our.-con fief  ".and that: 

"the.outom ta-an-::of the.p o.cesf..wasn, :o toc doc.e th rate:o :error mo 

at a counter". ... ................. ................... 

20.15. Whlle_the-_new...-_roce.s.-s.has...r..educed_the._ risk_ that._ errors._.m.ade_at.the-_c..ounter_.w..ou.ld... 

remain ndetected-at the counter, it wRIL not.have reducedthe overall andetected_error.rate... 

The onlyprocedural difference,being.that the customer now communicates the intended, 

transaction verbally and therl..checksthat it..h...as been,.carre.ctly keyed in butth.e_„ 

SubpQstl aster nQ:.iQnger_h athe_safetY net._of staff.at the F C Eater che.cl 1 g that all 

Gusts?riser_de:R,9:sits-hav_e:_been_.Gorre. tl:X.,proce5§V-- =. 

_Post_Office_does,not seem to have considered the possibility. that its perceived.. 
reducti,Qn in the number of errors made at the counter (snce thephas ng ®ut of two part_. 

p i -in .1culcl .fie doeti h_e.pQss ilt_y _that.®me:of th .errprs_lthat_were_:

previously detected by_the FSC,- are no Hanger; being_ found. 

20.12..- In_regerdtnpur perception that the new process increases the risk of collusive., 

:fra:udklost 

Offi:ceha..:respo.......ed Y:asseXt ng.:that. 

and 

"the_p &LjwJIusive.fja.ud_-wa Just as liked w►th the old_process as t .is now 
wi#hthnew are". ...:.:........................................................ 

20.18., ..ln_ stating _ that. Post _Office ;hasp in_ our .view failedto.recognise _that following the__ 

rocess._th.an e. ..th.e.-contro.l...d.e.si n.ed..to...d.etect_mis-ke- .in eco.un.t.er. .s._noxv..ca_rri.ed..out_ 
and r ythe_custo ►er, hereasbefore,:rn the.eventthsat:a surpitas ar ntertltall:tries notice : 
.later on  the day, that check-back could be carriedout _in,the, branch (by reference to theta
paper paying n...:.slips that would still a in the bran.ch) ands if no di.screpan.c.Y was. noticed:.. 

bforathsx-se::s-liptnceresent-:off.::then:the::rnstice t+yeud::late:r::bedetecte: ::by-:the.::FS.C:. 

20.19. Also,. ndcr_the old...proce.ss,.collus.ion bet +eerta Culstor ier and:. countercler.lc__ 

would involve the custe.mer leaving a falsifie paying- n slip, n the..branch1_whereas, under.. 

the ne ..prce.ssthe customer.,would._not ne:e.d t.o €ncriminato himself in that manner.. 
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21 -&-Error and fraud repellency and H, izon's "fatness for_g urpose', 

21.1, 12.1. Normally, when a business detects errors or fraud occurring repeatedly, 

investigative and analytical work will be carried out to determine whether changes to its 

Standard Operating Procedures, to its hardware or software, or to its employee training and.,, 
up.p:prt.pq ced res, should be made so as to reduce the likelihood and/or seriousness of 

future recurrence. 

21.2. This process of investigation and analysis generates, over time, a 'Virtuous Circle' of 

detection, loss mitigation and process correction/improvementcorrection/improvement.whih..-brild, h ch„ 
cor tributes_to the entire system's robustness and efficiency. 

21.3. In not fully investigating "errors made at the counter", even where it is obvious that 

some of those errors have been systematically repeated in a branch, or even across the 

Nnetwork, Post Office seems not to taken 'ownership' of finding ways to reduce (or manage) 

those errors. 

21.4. This has led to a situation where Subpostmasters have been bearing the cost of 

losses caused by errors and fraud that could ,.rnour view,. have been designed out 

of the system, or where improved operational procedures and training could have reduced 

the incidence and severity of errors made, both "at the counter" and also in branch --back __ 
offices. 

21.5. In.thi_s.cuntex . post._c2.fficc.states.that.tra.nsacti.o..nscannot..be.lost..as..a. res.ult.of.be n.fy t, ... 
bm .e.ma ted_h_ _ p _erctats lon os_the.correct recovery rocedures_ore followed"', After_ 
a«power,_c_g .t.hd5_occurred_the_,Sy_S.te ..m.u.s.t_be_r_eb.0}_te ., n._e,the,_rebo t<_has.,taken_pl_ac_e.__ 

Qrszon.shpuld.::pr.vlde.::on screen instructigns on ho..w to recgver any trdn:Sacti.na:thai::
cou ci, have,:beeninterrupee ::hythe:lnssf er.. 

21.6. Post Office's position is that shortfalls cannot occur if the „recovery procedures,. are 
correctl. _follpw d...it__also_states _.%n_i_ts..res ._on_sa_to_the._ _revio.usl, _ .ssued._ver.ipn_of.thi-s_ ........:.::...........y.:: :.....::......::::.......................:............_....................::...........:::.......p.....::.................. ..:::......i ...:....:.::.........:.:.y...................._...:......:....:......::...............::...... 
Report,.,that it: 

''remprns cpn frdent„that branch,accounts. wall notbe coerupted due io_power, 

21.7. It incorrectly„states,,_however, in that same. docurrment: 

"T.h s_recoverlr process wns;reviewed in. detoi(by,Secon ,Sight in„their Interim.., 
Report and. found t work' ., 

21.8. The reality is, as we stated in our Interim Report, that we have established from our 

investigative work, that the system may not,have always performed. as it was meant to after 
a..reboot, particularly if a power failure occurred at the sametime We hay..e been.told

in some, cases after a power failure, the main _processor wi.I.l,automatica,ll.y.restart.and_. 
commence the.recovery process, but that the branch°sscreans will_nvt automatica.11y turn, 
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on, This means that #: m s ages tha are:_dihYidas 

course..not be..v..isibl.e...to..the...4tser. 

21.9. Post Office seems tomake. the assumPtonthat all„af the,important messages that„ 

Horizon_sends to the branch screens_diiring the recovery process are visible.on those_ 

screens_and also-that they are uisible.in time to be effective in ensuring that transactions.. 

er!' ne!:th:cr..l:cst nprdpi.rcated,..This would a_p.pear tobe anassumption that maynot b.cM 
Torre.Gt..n..sprnecrcumslances ..s.uch..as_han_a.. ..~w.er.fail_ure._has_been.the..~at~se.of..the... ...................................................................................... .................................................._R............................................................................................................................ 
reboot.. 

21.1Q. Whereas the detailed instructions; contained in the °Horizon Transaction Recov..ery_ 

G.ui.del n-es'..show-.S.ub. .ostm.a.st.ers.wh.at..th.eyare.mea.nt..to...do._if

transactions._thesstem loses_ --ower_orconnect vii _ it_is clear to us that mistakesare likel- -_ _.:.:. Y .:...... P ......Y.— y.. 

tQ be made._at this sometimes;challengingtime, particularly when the Hori.zokprQduced_,, 

'Discpanrs.e~te essron.. ec i .ts.. maY.h.ave been misur~derst.00d b ..branCh..staff orwhen..the.:. 

recovery process fails. 

21.11.E .This process can therefore,_in ourview, be prone to generating Ipssesk.pa iCularl-y. 

n..those.nstances where.th.e c. stome.r has left the_.b.ranch, sometirn.es with_p.ut.paY~ng,_after..it.. 
ma. ._have..a ... ._eare.d ..t~.Qth._t ._hi_m..and._to.t.he._co.u_nter..cle.rk .that- hi.s. ntended..transaction..hod.., 

Ogg  rejected.. 

21.12.- Such_a- situation could result in the_customer notpaying for, or not race vi 

payment-in respect of, his intended transaction. This will either result in a Loss to„the_... 

Su_b .astir+.aster..or..to.the.cu.Sto.mer.._Thesere.ss_involved_ii7..suCh..si.tua.tp ... ........_ _...... .. ......... 
materiall, _hei htened._when rr tatad_c.4~stom rs.ad—d._to.the._s that .onal.. ressta .Qr whete_ ..............................Y........... g............................................................................................................................................................................................................................................ 
furthefLpwer~or~telecoommu_n c i...s: nterrupts:oc..Cur,d. .rim;.thc re.Cpvery .roce~ss... 

21.13. For the avoidance of, loubt,„v~e regard examples cif this having happened as, 
evidencing 

Horizstn's_:f 1.1-ure: a._rrco.rd:transactiio..n.asc ratel:Y. 

21.14. We acre formed th,eview that, as„messages sent, y Horizon to..the branch_ 

terminals ight,.not always be visibl on the branch°s screens, it can sometimes be difficult,. 
car even. impos.s..ilale, far.,a 5,ubpostmaster to correctly,follow.those recovery.,procedures. . 

other: con.se:e:u.e.n:ceo...._this::iss::th.at transa.ctic...ns. th...t-:apt?.ear..::not::to ube.en. :rac:esse

Abu:thane.,bee,:: a:Y:theri4g.... teed::and fk,for.axamF?!:e~slych::an::a.Gc .entall:Y::duRllcated::: 
Iran.section._resU.1.ts..In..an...extraneo.us...cred.it..Ma._cts.stomer's..ba.nk..account ..then_it. .s... .ossible... 

for that:customer to benefit at:,the. expense of,the $ubpostrnastera.nd to be the o,n y per scan.. 
who can__ detect;  and report that; error.., 

21.15. _We._haye_copse.g.uent..:.c lu ed::tha.t it_is. possible_ for.. losses to_occur in._a_branch..

as a result of power anal telecommunication Interrupts where it has.not been possible for the..

Sob.po.stma:st:er.,to.::."...".:correc.lY q.►lov.rthe:recovery.prQserlores":.:
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Appl ant a referred to this i sle. in respect ofGiro..transactions that,, 

were being processe4„when. pwrpr telecprr~rnuniations..interrupts occurred and-the-

branch's,_terrni als antl._screens,'froze'._orpowered®fifi__com ietely._V±hen this

Horizon invokes its 

s &'Recovery Mode'_and,the system goes through a complete reboot, then, when it has 

finally 
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rebooted, a message appears (or is meant todppear)on screen (as long as_the. screen has_. 

been,; turn.. d_onagai_n), asking "do you need to recover any Giro transactions?". 

guffiripmt i nfo. gti~ n ~~ few_Ap I.icantshave..reported..tha:t,: hen. fa:ce:d_ wittt that:c ne tron,:::

they.,,usuall,y _ idnpt know whether or not the system needed to recover any Giro transactions. 

T.h:eysay::that,:,i(they responded in the affirmative, the system.,th.en asked for the details of 

the Giro transactions that needed to be recovered. As the user did not have the relevant details 

to hand (and could not access the data as Horizon was still completing its reboot process), they 

sa.y._th.,ey.:were forced into responding in the negative and hoping that.this..was the correct 

21.17. * I h. E_ r s.., *transactional errors.. 
being;,,generated,where„transactions,that shouldhave been re entered wore
tra..n.sa.ctions..th.at.the.. .yste. .h.ad.airea.d.. ...as.ce. .ted_ .ere..errone.o.—U ly..re- .ro.ces.sed..... Y 
Obviously-if-such erroneously_,duplicated transaction.s included any_,where. a custo.._mer,h.ad,., 

paid in a. cash deposit, it was likely that the customer's account would be credited.twice even 

thou h..o.n.l.y one.. in.w..ard.. ..aym..ent..had_been..re.c..eiv..ed..from..tha.t_customer.. 

21.18. This.wo.uld..result ..n...a shortfall that..the S.ubRostrnaster w.ould,..un.der th.e. contra.ct,,.. 
he_obli ed_to_rn_ake_ o_ d_anlesx_that_ u_st mer_noti_ce_d_the_error_frnm_whi_ch_he._had.. ....................................................................................................................... 
benefitte and_then _chose t_o. repay the duplicated..amount to th.e branch. 

21...19. m.6, The following key question, that arises from the above 

observations, is: "Is Horizon fit for purpose?" 

21.24. 19,7, In trying to answer this difficult question, we recognise that, in the vast 
majority of cases Post 

PGtOffice's Subpostmasters operate their branches year after year with minimal reported 

problems. For them, the Horizon system appears (subject to our observation in paragraph, 

...6;.a:b..:v.e):.to be "fit for purpose". 

21.21. 4&& References here to 'the Horizon system' are mainly focused on 'Horizon On 

Line (HO1.)., which evolved from the original Horizon application and.,was de.ployedin 2010., 

Our comments encompass not only the system itself but also supporting processes and 

procedures. However, some comments received relate to earlier versions of the system, a 

number of enhancements having been made following user experience and feedback. 

21.22. For the Horizon system to be considered fully 'fit for purpose' for all users, it 

would ln,,.pur op.n..on, need to accurately record and process, with a high degree of error 

repellency, the full range of products and services offered by Post Office, whilst providing a 

clear transactional., audit trail allowing easy investigation of any problems and errors that arise. 

The cases that we have reviewed demonstrate that this design objective has not always been 

achieved alf ri rnaaaaaaaffiaatr atin r, n WL ri A410 
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2.1.23. L.2V A fully effective system would also need to be able to cope with a diverse 

collection of end users and operate in areas where power and telecommunications reliability 

could not be taken for granted. The cases that we have reviewed show us that errors are more 

likely to occur when unusual sets of circumstances and behaviour are present. We have little 

doubt that *{__ar ~rf s.. ftfa••arrl sb6e• <;:~;:t* *.. 

~€r-~a;31i~~,' ~~~;, r"-tt3 ~~1~~• ~J~f~?~- v~ i 5'j:?? t3Faz3F.e~? ~~ ~ ~..r>>c:¢c?~tbrF.~'? y_~ ~ ~~?~ t= _?z;,: * 

* f }ranche<s with unr eiiable hardware *, .oroqrteieGrnrn; ni;ca;tl!~n. and: owe,r,servG-e:s-:

and te`-..a,ppear~,to,f-aye.suffe.ed..a„disprco,portionate. ncidence„ofpreb.t has.* 

2.1.24. 4&414 We have also come to the conclusion that some of the people appointed by 

Post Office as Subpostmasters may have been unsuited, from the outset, to the ever-increasing 

complexity of running a computerised branch. These include those who: 

a) were relatively (or even in some cases totally) new to using a computer; 

b) had insufficient time and knowledge to be able to investigate and resolve shortages 

without substantial support and assistance;-a8 

c) relied upon staff whom they may have 'inherited' from the prior Subpostmaster and 

who were either careless, inadequately trained or even dishonesty; .and. 

d) llacked_the..finan.c..ial._robustness.to be. able.to..'fu.n.d'.ever. .._shortfal.l._as..it.arose., 

21.25. Nn anY_event, Post ffice°s recruitment and,:selecti.on faroces, whi.chan,.paper, 

appaarsto_be..th roughandeffective*..seemsto have .sometimes failedtorect candidates 

wb . wrh.e.n in.tervievue.d,.s.how,ed sign,s,of.lna,d,'w.qua,cy„and later.~r.. ved.th.e.mselwes„to e. 
w pl1.y.,u:n.s:u ta-ble.:to. hold.,the..p.ost.,of.Subpostma....ster..: 

Where.,su.ch. a person, who was either unsuitable, inexperienced or inadequately trained, was 

faced with problems, perhaps associated with hardware or telecommunications failures and the 

system's resultant restart and recovery procedures, it was at that moment that an otherwise 

repairable situation often turned into a catastrophe. For them, and in those specific..and„l:imi:te.d. 
circumstances, Horizon could not be described as "fit for purpose". 

21.26. In this: context Post.Off a does mot::acce.ptthat it::bears aiy res_ponsibili_ty for

e.rrors.m.a e__at_th:e,counter"..e:ven_tharagh_ _t:_has._freclue_nt1Y_assertedr:_ n,_ats._P.Q_lRs,,that_th_ese_, 

w.ere.. ro.bablly.the.ro.o.t..ca.us.e..of-a...branch'.s..losses..A.Simple...exam. .1.e...of..this..issue_inv...lve.s..the.. 
common_m stake_of_settl n _a_transact c n_to_.cash an_stead_of select n 'caebit_Card'__or_'_C-redit_. .....................................................................................g............................................................................................................................. g........................................................................ 
Car..d'..a.s. the..MO.P... 

21 27. When. that. mistake.is..made,,the customer will, in_effectF receive goods:or 

servlc.es.,free..of charge._and i.h.e_.5.ubpostmaster wili later have to make go.o:d,the. r..es.pltai , 
loss Post Office..acce.pts that this is'®a,common error".. 

21.28. Whilst we recognise,: that nosystemcan achieve a zero error rate, we hold the„view„ 
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hhs2.t Rost:,...Off .:should acknowledge tIitjtkers responibj!ItyJQrdetectjngjnd:

knAwl~ # in th.Q ~.systerr~ nr prnc dural flan s that have..a!I.Qw.ed errors..to.repeated pc ur. 

and alsofor than designin and implernenti.ng:.impro m :nt  o..r diste:thefre-ne:nCX n.&::. 
seriousness of such errors. 
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21.29. We have seen little evidence that convinces us that Post Office has done 

eve.ryt.hJ.ng..thM.it..co.u.Ud.tay.e to discover the_root cause of branch losses and to improve its_, 

processes and software so as to design errorsout pf.,thesystem:

21.30. In that the. cantractual arrangern.ent that:un er i:ns the:,P.ost Office to. 
Subpostmasterrelat€onship places r —spons€bility for. branch.errors:..qare_I,yQn thy.. 

shou:ldors:_o#,the,Iattor,:.wt:As_to:u.s.unsur-prising that dr ul_r ewrn: rencherro.r::r.tes:hs.. 

seemingly not:receaue .the anent€on_ that we,would..norrnall.yexpect tosee. elevated to such.:: 

a_ vital mission._ 

22. One-sided transactions 

22.1. 1 1. Many Applicants have raised concerns regarding transactions involving debit or credit 

cards where Horizon has processed a transaction but the corresponding charge to the 

customer's bank account appears not to have been processed. In other cases the opposite 

situation occurred, where Horizon rejected (or appeared to have rejected) a transaction, but 

the corresponding charge to the customer's bank account apparently was processed. 

22.2. 19.2 One possible cause for this might be that telecommunications failures have 

occasionally prevented one side of a transaction being processed whereas the other side of 

it has been processed properly. 

22.3. 19.3. These transaction processing failures would be less troublesome if they were 

always detected, at the counter ideally, or later by additional control and reconciliation 

processes carried out by the Subpostmaster or by Post Office itself. 

22.4. 19.1. It is however not yet clear whether Post Office's in-house (after-the-event) 

reconciliation processes can be relied upon to always detect any one-sided transaction that 

the Subpostmaster fails to detect. 

22 
*, , 

. rJ. vVbere a customer has been charged for something that it has not received, there is 3

v€ry. high. likelihood tlhatlae will..detect this. (for example if he receives a Final Demand for a bill. 

t lhat.hE?_believe?i,he_llas p.aid),_iltld L?'€ll...*the'1.,GQ.IYI I In 

22.6. 195. *  3 re a 

cl•i.-twee:: :i~~:" •-Ei~~•. '~`r4.~Y?vi`=\i 
•~?• 

i-,n ,i 
* ,tea,•-On the other hand, where the opposite 

has happened, and a customer has received cash, or goods, and his bank account has not been 

debited or his card account has not been charged, it is perfectly likely that he will be unaware 

of his windfall or will simply keep quiet about it, leaving the Subpostmaster to be held 

accountable for the resultant shortfall. 

22.7. It is important to understand that, where that sort of error occurs, no evidence of it is 

visible to the Subpostmaster unless the customer discloses it. 
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(2 .:.:in: i :r 4 n. ...o.. h : 

previi.o. asl. As"u. d.~. ersion: L:th s.. art;, 
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"th n inevita le risk of,transactrnA business„ across.,theinterne..andaffects:-

oii..retaiiers..ond.banks".. 

22.9. Post Office, acknowledges that in certain„ circumstances,,,cane sided transactions.can-. 

occur, ....but. asserts that_ at has_ obust procedures. in: plat .,to detect and correct:_,an s_ush_._ 

errors..Qnce.,.again,.,it.:says.: thato. 

22.10. .:Ql r. b.seryatcinjla::regard::to those.assurances,:: s.:fo.:# o n.t.:out::xhat:the::> j:sk.:of:such.:
transactional aberrations ~s, in..our view, mar.i(edly,higfter inhere twuo electrani_c sytstemsh u_e 

tq operate in a.ynchronised way. (as„is the case wth _..Ho.rl qn aind,t .e.. N.Ksystem Cther. 

th-a.n.._wh.e.re..a..s.in - I.e..s .stem..%s..u.sed. ..a.s.s..th.e...case wi.th..other.reta%lers.and..ba.n..ks,._We..m-u.st... g y..... 
also.poi:rat: Qutth:atfewreta:il_ers a:rtd::rro: banks& bald the r:staff:cravnta :ie.for'rhe:las_ses_.that:: 
acise..fro .. su.ch..risk.s.. 

22.:11.: :.W.e,:note::that.Post:Office's..c0:ntro,l d..recon.c i. ati n::pro.c..edw.e. ie..y.. i..co.rre.cl. 

irlform.aitioni .e.i.ngjupplied by.tltird.pafty cJ .e is Itollows.that lf:ilacgrrectinfor..r iat.i.gnis 

r y. by: :rty:Gl ent company,: tkais:can.g ue ri.se tp ess:ke: rEg::l hargedtQ a—b.zaieh,::We.- 
also..notethatjormost of the past flye years,..substan lal credits have been..made. 0P..ost.. 

Offce's..Profit.and Loss Acco.un..t as a..result..af:.nreconciled..balances..held..by Past. ffke.. n..its... 
Suspe.n e ACcgsanI 

22.12. It is .np lCy ew4 probable.thatsome:-of th..o a entries should have been::

recredited.tobranches..tooffset losses.revi.ousl.y.charged :

23. aOHardware issues 

23,.1., An examination of the hardware in use in a typical branch reveals that much of the 

equipment appears to be quite old. In some cases it was first p installed more than 

ten years p a l%ago. 

23.2. Q2Jhere also seems to be little routine hardware maintenance. Instead, faulty 

equipment is replaced as and when needed. This process4sx, referred to as 'kit swap outs"-ar4, 

principally involves the replacement of broken units with reconditioned ones. Reports of 

several reconditioned components or units being tried, and failing, before a working one iwas. 

found, are not unusual. This is because much of the bespoke equipment used by Horizon is no 

longer manufactured. .c * *. . .. . :t.3 ;_,.., ..., . :.:. ... 

:~~•eea~•;  . , ate: . . .. _. 

23.1. ..most_corn.men.y raised  ssues.*j:nv...Ague:d: ollllte:r.al d:: acko.:f..f...it.e*..p infer ...l?Ii 1p cis:... 

touch scr ens, ¢;:. : ::mrnurdc iions equipment: and has... .. nit:s,*

23.4. 20.3. Many Applicants believe that faulty equipment could be responsible for otherwise 
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unidentified shortages. We have been unable._ to come to a reliable, evidence based view_ 

on. th s.matte,r, but_recognisethisas_aposs bility...Post Office's position on this is that it 

cannot happen. Enn n this point are Gentinuing

24. Post Office Audit Procedures 

24.1. 21.1. In many cases Applicants have told us that they were not given copies of the Audit 

Reports relating to their branches and that their enquiries to Post Office, in respect of those 

Audits, were never answered. 

24.2. 21.2, It is clear that Post Office's current practice is that each Subpostmaster is provided 

with a copy of the Audit Report for his branch. We do not know when this current practice 

was adopted or whether a similar policy was.consisten.tly.applied in prior years. 

24.3. A few. Applicants have referred to having misunderstood Post Office's use of the term 

saying,that most of the:'audit .that.they exper.enced. were.,mereJ.y::cash a,nd stock:

counts thatgffered them no.c.omfort..in regard to how their..branch(andsometimes the. 

existi,ngbranchstaff that they.had been required to,mploy.when,they were appointed..as.. 

Subpostmasterl::ws..realryc perat ng_ 

24.4. Some_ Appl€_cants have also:tfuesti ned thecompetence of the auditorsSent .QUt.tQ their, 

branchesp sayingthatsome of,them,d d not_appear._tp have_any professional quaiif cat€ons, 

in. auditing or a..ccontl:ng and.:tat many of them seemed ta:,have :scant kngwle. ge,_of how: 

the.: Horiwwn.....y_stem... !aS:C11eantto...gp Cate,: 

24.5. For t:h se Subpostinnasters}::p rtieol.an y those.wh_o_:had_prior exp:erienc.e::of working in:

lar e...co.m .a.nies...the .fel.t.th.e.m.selves..t.o._have...b.e.en..deniied..th.a_re.a..s.s.u.ran.ce_tha.t..a...' ro .e..r.. g X p 

oaths".w.o.u.l.d..n.or..mall.y have.. ive.n..them.. We._n.ote..th.at ..once..a .ai.n ..th.e..S.tan.d.ard..Contract.. 

places. noc tti gat on on Post: flff ce..to..pro ld.. a::srrce. to its 4bpost Asters 

25. ;Post Office Investigations 

25.1. 22.1. As a result of our investigations we have established that Post Office's etigat .. 

la €nvestigatorshave, in many cases, failed to identify the underlying root cause of 

shortfalls prior to if ' ° the„inrtrati®nof civil recovery action or criminal proceedings. This 

includes cases where Applicants brought to the Auditors' or Investigators' attention their own 

suspicions as to the underlying root causes of their branch's.. losses. 

25.2. 222. Many Applicants, and almost all the Professional Advisors, assert that there was 

inadequate investigation prior to suspension (inall c ses.,without pay); termination; Viand 

civil/criminal action. 

25.3. 22.3. Based on the cases examined so far, Post Office's investigators seem notr_ppinion,~, 

to have defaulted to seeking evidence that would support a charge of F-false Aaccounting, 

rather than carrying out an investigation into the root cause of any suspected problems. 

Evidence to support a charge of false Aaccounting is often easily obtained since, when 
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confronted during interview with evidence of obviously over-stated cash figures, the accused 

person will often readily admit to falsifying the end of Trading Period Accounts. 

254: ILl. With the exception of anan.y. interview conducted in accordance with the Police and 

Criminal Evidence Act (1984) we note that the interviewee is not allowed to be legally 

represented, although Post...O.1f ce„say.-thatthey may be accompanied by a 'friend', l it 

0: .f..isee.s::r  eos tApn:: due. tect::g.f..: Utah e ' n..dwha .k y_. areeliou a to: s : 

and„do,:during, for,eam,P,ia,»nte►xiew,s.,where:eat#rectatermi ati, .n,: ::und_er__d. sa, ::is.:: 
hgweyer,, far fron ear_,, 

25.6., In that context.. Post., Office_ reassured Ministers . n. its 17_.December 2014 °Response to the, 

West minster_ all Adjournment_Debate'k a# 

"another person,can attend with the S"ostmasterTh s Con be a friend or_ 

another Subpastrr g5ter or.assistan..t or a.. representative of the. National,Federation., 

of Subpostmasters._hey rn maicea statement in suppot r and, +rorkin_practice is 

that_they can speak on..kehaif a f the p47Strtra5ter, if the c. ..o aster ogre 5to this' 

25L Two months later however, in_a.,I,etter_„dated 15 February,2O ..._tp. a 5ufrpostmaster• in.,. 
which._ he. refused_ that.. Sub .astmaster's_re_. uest.to._h.ev..e._hi.s__sal it granGh..lnci.tlent.. 

Appal'a Post_Offrce Agents, Cpni a.ct,Manager

"We_allow,Subpastmasters;to_be,acccarnpanled....at.:anterviews_pr.~#.ppTpepl.bj p°

fried however it:daes n_ot: llo .:the: f hen.d::the op -ortun ty_to re fawn :the 

Sabpostmoster" 

and. 

"A fr end_m 2nJ1Lattendancllisten.  to.4uesti®ns and answers._He_ must_npt 
interrupt 

anyuv+ ° It rib ._u .or Qr, an_o.1. t he.:does l terr.pt he::w 11 h.ejequ red o_ 

leaue..at.once..crnd_.~th.e: rateruisa.w..w (!_prczgres_s..erithaut_him"_,. 

25.8. W_e se:nnwt acce.ptn.0 heeht af..:that 15 Fe.btu.arylettee tttntthussuran.ce::tf t Past :

ffice has ven.;to MPs_ rea.11_y, s_. ts': rkig practice.::... 

25..9.. 22.5W Interviews wiiare usually be recorded and, wh i1 an admission ,(f false eccoantin ............ .... 
has been made, this will virtually always trigger a 'Guilty' plea by the defendant and often an 

associated repayment proposal. As a result, Post Office',s, investigators seem to have found that 

o ,n jr g admissions of false Aaccounting was the key to achieving relatively rapid, 

and (to Post Office) inexpensive, asset recovery. 

25.10. 22.5, As a consequence of this, Post Office's investigators seem to have 

de-emphasized the importance of unearthing the true root causes of the "mysterious 

shortfalls" that some, Applicants claimed to have suffered. When faced with 
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requests from Subpostmasters for investigative help, this has often been refused.- 
Regrettably, this refusal to provide rw&g line with the Standard 
CC -o enact 

25.11. It is clears fro..m comments made by.,Applicants, th..at those refusa.l.s were.contrary 

to thewr expectations an,d €t seems to have come as.:a,.surprise to many of them when they 

learned:_that_P<ost Office's kwvestigatic'.n q€visian has.no*

l .sti_gat€vim > * The.:fol:lowi.ng.:w u:ote.~:from:0:r~e: .t?. I:can:t.::wa.S..: 

eGhc2e-d--kz- -tlthers_whp-~aitl_thatthe- rea.11- --beli-eVe(f_th-at_ihe- --w-ere-entitled_tp ce- e- ...........................................................................................................................................................................................y.....................................................................I.......... 
investiativ._.+ :suP. Q.w~t., mi-Post- 2ffice.:. 

"w.believ .:that.P. . :n. kox.e barked:, ,era:  a:: onu o.an rxi a i fu(:an.We tlgain_. 

oil:.whof::I as:.th...e::roa...t.c use,rzf:the.:dr'scxe ancies 

and, referring to section 12 of_theStandard Contract, he says;,, 

light of:this l helieve that there. was s.mply ac ilture.at POI.:to. hide.behind.. 

this..clease..wii°th..ou...t.hay..in todischar. etheirdut..to....ro.-erl..investi ate°'.. 

25.12_._ It sums that_few Applscants were_ ware...that P_pst._Qff.. ce'.S refusals to .rpvide.. 
vn-Site._inva tigative ,up.pprt ever €n,l ne with* Section 19,.. Paragraph1.2 t.th~ Ste€ der d 

hkh,state.s_that. 

°°The.lnvesti atian Division..daes NOT enquire into matters where crime.:is.,_ 

not,suspected°',, 

25.13. ...Wen  th.at.th€s '.double.!n to ative°..wprding ( . dPost .Office° s.. established practiced 

d=oes not:mean:.that the„Investigat€on _Divisipn_,cane:.-expected tp c-arry otat::i.nvgsti atve ork 

where creme rs_suspected Thws,has led,to_swtuatwons.where some_..ppl€cants,have,found

evera..w.he.re..one:.ar..Xm.r..e_of.thel.r_emp oyee w.as suspected.-both..by...th.a.rr~selxes..;S:nd.l~.y..post:.. 

Qi .cLh ipgs.tp.Een.. .raiict.Ji.t tiga.th w.pjtwas.caL Led.

25..14. This. hen left,them.:w€th a-:contractual resons€bw.lty to _re-lay the:::res lta-nt fosse
but wit np hIp..rppw.p.QSt i„Pffl,ce in recovering anOf the st.0len money froro,thp5e whey had, 

taken-_lt._In.-some_inStance.5-.A . .I.i.C.a.nts.fa.c.e.d...w....1.th...thl.o..situat on-.re.ce.ive..d.no._ can n. ...ul..h.el. ._ 

fromlhe- -Qlice_either_the- -pli-ce-_havin -ads lgdAhe_ _-slot-n_that-t_I e_i_nvesti at nom.- ht_ta_. p ...................._........_...,.._........_ p............_........._.....::: .. ._......_4 ...............:.........o....._................-........._.......:_................-..... ...................._ .....:_... . . 
be..carri.ed_ out ,by._PostOffice's :investga_tors. 

2545. V4/e,,asked;Post:office.:tp::prayd.e::details o :its: P.al:i:cy: and: S:taadeXd: Q.peratiwag 

Pr..o:ced.ures.:in.regard: to.:heloing: Subp.ostmaste.rs:recnue:r...:sha:rtf l)..S::that: tb.ey::have::rnade:

a I4,al It S1fi tS~X I thefit.b9i::klCalC

„Recoarery of losses couse.d..by theft y branch ass scants.. s a mafter for::
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op t Pst rs:9J.Lthy:(Xss stunt :orette r m— 

ill :yt:ther _R.S nq..Qiityjn~th

25.16. ithasbeenpointed out to. us that_Post Office's instructions to (and its training 

of) its (investigators seems to have disregarded the possibility that the Horizon system could 

ev..er.be in any way relevant to their investigations. A consequence of this flawed approach to 

investigations is that many opportunities f to...e c 1Q.p. process improvements have been 

missed. 

,phis.issuebecorteseY_'r4,,,ltt,S.tre„:mPcrtantliYkle ~Clminal..GhaK s r .h,~QSASht 
against a.Subrspstmaster. Ppst_4ffice..`.5tplic s tp klr a private crminal_prpsflc_ut~pn__, 

against::Lhe.:5:uhpostma:ster rath.er.:than::to::repo:rt:the::m_atter:to::th.e Police::an:ri.:then::

a Jow_the, i -rown,_pr,osecutlon„S_e.ry :c :tszprosecute 

25.1 . ~y bringing prsvatepro.sec utipns(w,hich it..is entitled to do) Post,_ Office, itself.
becomes resporrsthle for ensuring that its lawyers adhere to the C®de for Crpwrr, 

Prosecutorswhichincludes.ensurli that  any cases thatitbri estotheCourtspassthe

tests that the_CPS itselfwould_appl-y, 

25.19.. These include. dete.rminin.g.whether_ it has..suffiei.....rrt evid_e.nce to .provide.a realistic.. 

pros ect.pf conviction..against- each...suspecton each charge and whether a pro.se.cuti0n. .15. 

r .tArred..i_R.t. he p.uki.l c Itere:S.t:

2511 6y carrying out these tests itself, Post.Office runs the risk of being accused Qf„ 

Ci.r:.cu.rnv.e.n.tin ....tho.se.....c.h.ecks.....and..._ba.l.an.ce.s..._that..._a~....se .arate..._an.d....nde .enden.t.....b.pd. .....x~.ould.. 

oth ieh ..carridoitt 

25.21. We are aware of cases where crim.i.nal charges have been.,brpu..ght whrch. appea,.r.. to._.. 
have been mptivated_primarily by Past Office's desire to recover losses. In some .cases, those 

Crl nal..chargcs:.:dr7.:not,see ; ohave..baenysuAR:orked_bY::thee.nccessa,ry..degree::of::aV:denCe.. 

f?.A..........1P ............................I.....................................I..................................g...................................................i ..........g........ty..A.................... 

a:charge:of_false: acGS?untlnl so:. n$:as::th:Ld.e. end:an: dread tQ re?..a ...o :t.he...rrnis.. 
funds.. 

2522. 1Ne..have-al.su.-h_e_en=to~d_o ----- ements..w her e.no_menti.on_was.t.oJ..e_made=.i.n_. 
Court,»bythedefendant. ofany.criticism„ of..th_e.,Hari_zonsystem_. 

25.23. We..rerndin.:concerned.:that..same::of.:these::dec►satins:to::prosecute.: ay.::have::been.::

contrary to the C.ode.lo.r_Srower_P_rszse_cu arLwu th wttchPs t.office as Q.pr .gate prose . to r1

is.,require:d tp corm. ,ln._orde.r.o:investigate..this::matter_.we..had: re: uested..acress..to.:the.:
co .piete.:legal:fi.Jes.:held::by:PostOff cejna::nQnnb.a.r of cases.:

2514, Post t7,ffice h.as stated that.t:hrs slal .i.ect ~s Q:u.tsi e.lire scope of pur.Lnve.stigat ::vve:

strongly, d.sa:gr.ee with_this.vie.w. 
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M.A., When. we started our workon these irrrpcsrtantmatters in_ July 201., we. believed there, 

was_ashared-_commitment with_Post Office to_"seek th_e_truth"liras ectiveof the_ ...... ... ... ......... ......p 
consequences This was reflected in usbeingprovided withunrestricted access tohighy, 

confidential and.,sensit ve docurnentsk.,including legaladvicerelating to individualcases.. This., 
pypsitic~n wa_s_recop nised,_a nil wall_r eved_b_ -_~2ther_stakeholclers _incfuclin, he Rt.Hon.-_lames._ 8°c ...:.......:.:.....::.....::.......................b.......................:.:..........::....::......:.............................. ..........::....:.:............::........:......:........::... k..........:..............: ...............::........:.:.....:............................. 

Arb.uthnotMPand..th.e.,ifS... 

26.2.. h oweve.rk..as..ti.nae. .ro resse a.nd air ic~ala.rly in;th .last a mvnthsl lt_has been.. 

Xncreasln.glY diffical.t:to::p:r... gx ss::ota[:invest%gatsens d:ue to ya:rious. legal chal,ler~ges:by Post., 
Office..There h.avebeen..con.si.derable..delays„in receiving res anses,ty rec ue.sts for„ 

information-. and le aL. ssuas.have.. bee n.raised su.ch.as.0 ata..Protection._and-Le a.l._Pr vile a _as--. 

being_ the reason various documents could no longer be provided to us., 
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26.3. W Q:M..n.~d.. h:e# types,.of document p rnvious vp o .vided to, us without restriction wereno . .... 
toger.i~eine_~.roxided.55ome of th.e..a_documerLts..wer..e..also_not befog pr v dad t. ..Post.. 
Office'sin-house teamof investigators, 

26.4., We:ca.n on.(y..conciu.de th.at..thisrepresented a poi. .cy dec.isian by..Post Office at. a seni.or. . 

lev L passlbly based.op: legaladvice vie consider this regre:ttable,_particularlyin the light of 

assurarrc s:,previaras :A:rouided:ta: _r. ekes Psand..xhe f$A.:

26.5. In expressing our  disappp:ntrnent..lm finding ourselves unable to.complete our 

i cons :dered necessa.ry.. enre,vml.sh to,p:i:ace o.n 

record_our ppreciation_for thehard_wQrk and professionalism of Post 0. five's rn -:house.: 
team of_ nvestigators_working.for Angela Van.pen.,ogerd Post Off ce's H..ead=of.. 

Partnersh fps,:

26.6. Our:w.a.rk.wa.ui.d.hav:e been..much..h.arder..and..taken..much.:fonger.:witho.ut. the..high..qual ty...:.. 

w.Q.rc... rried::out:.h. his team ..::1 te::have::slap..tece ve4d..egce:ll.entsopport::fr....o:rn

administrative team setupb most Office_to~s.uap .gxt.thee WQrking_Gro.up, 

26.7. ale aise va guidance provided by„the ('Mediation orkinp, roup . i tyS r 

Arlthorly l:oo er;:un:tll.::its.abr. .p t: Ciis.so:l:pa.t/:o o.n..1: :_ arCh:: :Q: :,: 

26.8. We..have.des..cribedinthisre _orttheresults.of.our__investigations s_nme..o which are_ 

incomplete) into the issues and concerns raised by multiple,_Applicants Aswe have:. 

wevo rizna eewe rernan,. 

concerned t.h.at..in..s.om.e.. . r&.um.stan. e.S._hl.QrizQn..Ca.n.be...s. .Stemi. a.l.l. ...fl.awe.d..fr m..a..g~. .er' ... 

pera _ectiv.e...and..Post..Offi.ce._haa.&..n.ot_n.ece.ssaril. ... rovId.ed.an...a rQ .r a.te..I.evel..cfsu . art,. .. p _..,... .. ........... ...... . .... . ........... ..... . ..... ............. ...... ...... ............. ..... . .....y..p... . .... . ..... ............. ......pp. ....A.. ..... . ..... ............ ...... ...... ..pF... ..... . 

26.9. We.:belweve,.that Post Office: should: be much more: alert t.Q. possible pro:blerns with:

Qrizon:and. encourage:.its staff to develop a..rrauch:.greater egree.of rofcslonA!_, 
scept s '..n_th. .s_regar_d... 

26.10. We. hope...tfat.this..repa rt, although incomplete in an umber of important respects w..ill_. 

shed some light.orb:the. ropoctant. ssraesrai_sed iy..the. 3b.AtZpl,icants..acceptod.:lnto:.th:e.:. 

Mediation_Scheme. 

Ian R Henderson CCE, CISA¢ FCA 9Apr1l 2Q1 

RonWarmi.ngtpn:: CFC., FCA. 

Second Sight. S,upp e.ck ces..Ltd.. 
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Confidential 

Introduction ..................................... 

Asp,pa.rt;.af.xb_e_Ixs tial..Gum laint_Rev ew.and;:Madiction.Schemne_J,the.$chemv. Scond. ightis:engagedas_a::

firm nf.:forensiassauntantsi.aProx de::a.:tog.cal..anti:f...ally e.vi ncedo...put an on the:m.erits-af:each_ 

Qn:2lAugu..st:::.2....014,:Secon.d..Sight':s.: r efing:Repart-Pa:rk:T....w..o.:jtlae:Report.):sans.:sent::as:a:confidential: 
doc.uzraent t ars:  nunik;zr.:of:  A. plicnts_andthe%radv stirs,:  as;  uueik as>kaPpstof f ice..Tkae::P.urP:ase_u

Reort:snrato descrilze:and:exaand::Qn::common::issues:acfentified::b ...Secansl:Sight:as:bein raise.d,hu::

m ultipJ..e. Applicants f a:thematic.issues.::The.,aizn:beuagta.provid a gene r.aJ. infar.nnation..tlhat. cau ld,tixen..be:. 
apgked,in:specf iccases.:

Rost.:Q.ffice.:has.: been unable to:endorse: the Report. I.t:.v.rote:to.:recipients.:af:the.:Resort: mrn.edately..:after.:. 

its:  release.:setting:out: tits .realasps:.fcrr_tb s. an..d::prepared: a::Reply: uuh. cka:~nras_released:an 22 S.epternlaer 2 ..7 4~_ 

te.ta.nLTh.. ...asitto.n on::the issuesrai :v.. thln:.ltx...... ort>. 

Euttk r ithin .egon.d:S.i ht',.sRriefing $e.pgrt: .PartTvyC..o.: sekeraL1 s:fires:. . e: said.1cL eq i1 a:.:fu:.rt:he:.r..:
rouestiga an..V9d iha:fir ew.: rnQvingthe tingReport:-Prt: lama:.tn:..final sation,::the_Serretar a :nf .ete4 

to ass.ist.:Secon :Sght:in:resolv.uag:these:.matters.. 

Th.e.following:paper..is...w.rittenta aid,.this praces.s, det.ail.ing the. additio.naI.pu.estions.pased..by.S.econ.d.S:fight:. 
ar~d t_he_answets: :rav deby.:PpL.Qftice. 

Pcsst,Q<fflce:usr p_rrav dedwith_the qu.es.Lions...on,S,pecem...ber_2Q14..and.coorntn'rteed;.to,psgvide answers.to.the 

questions:.posed:before.:a.:meeting:w.ith.: econd:Sight:on::9:lanuaty: 0..15.::In_t%ne:with.. he.chart:timetablePost:

Office'ss a.purg.aclh uuas_tu ident fyAs_abject-m t±ter.. grLy it -J ._its..g.r.ta . isatissp_tg .. !kxere pussibie, and_ 
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pro: grtirn teansw. reach uestion.:P st:Office:w.as::nat:therefs>re leto:co.m rehensively:searchfor:. 
information nor canvass views on each_yuestirsnfrom,allpartsofits business Theanswers_provided in version,, 

onerepresented the_bestinformation .assible given _thhe„limite time_available but should_not have. heen.. 

considered exhaustive. 

Note..o.n..versio.n..three. 

Version one of these answers .v ,has provided to:Second.S.ight qn7 January Z0.. . and_ at_
a.me.eting between Past Office and Second Sight on_9;lan~uarv-..2015.,. 

At..this..me.eting_ arid . tbe..face..to.f.ace_ Warking_Gro.aap, meetiing.on.14.Januarv=2015~.Sgco.n_d_Si&l.7t clarified its.. 

PCst n_a..number::otthe::guestio-ns,:This-bag.enahled:P-ost_OM-cetoprrcovide..fur.Mer:: nfor..rnation:(ta, 

those::included:in:v.ersion.:one) throughtheprravis.inn.:of,uersion_two.(.prxsvidedtcs:Se.c.o ad: a ght an:2.7...,, 

January 2015..).and versionthree (provided xa.S.econd.Sight un..19 Febrrua 2015.). 
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].. Transaction.anomalies,associated w►th,_CASH r ST.Q..K. emittances (including:-counterfe t::
noted 

Pass PffiC.e._is aware that tkiere is _an issue,af counterfeit of s being.rirculat_ed within the LJK.. 

econctmy_ingeraeral This is-an issue thataffects alt- usines_ses artd Post Office has,inpiamvartous„ 

pelota and procedures in:arder ta.: detect: counterfeit notes and preuent tiaern being circulated:: 
within the..Post..O..ffice.'.s.network.of..branches. 

• Ihe.large,nnajoritYof csasts,[ lass_es,associateci. walh: counterfeit notes,are,clairnedfrom.. 
rather parties,:.(e.g .clie.nts.,,..cash suppliers,.., etc )..w:ith Post.Office. bra nchess.,being.h.eld..liable... 

a:xe..ry..:srn.all: iaum.be:r..;. 
Where. res.pon.sibi.lity..for..allowing.counterfeiit notes to.ent.er.the..Pos ..Office..netwn.r..k_. 
ca.nno.t he._established. Past Offlce absorbs_.thel sss itsef.. 

Ibep.rncess_used:in..Post:Officecan:be:summarised:as folio ws 

G .
• Post.Off a then. determines respQmilulrtyfor a..La.wingihecounterfeli note untoth .. 

network:.hased.on..thelnfp:rmatican:Anclu_ded_onthe„Plastic bank luoteEnxelape_(ABhfC)an: 
eeny.elape,.u...s_ed.. tra,sealthe.cash.as„it is moved arou.nd.the_network; 

•. lf.a_brapchis fogndt4 have not fol:iowed correct procedures, it nlay be. heldJiabie.for the.. 
loss..eated:h.tak ngasunterfeitnote. 

P.l..ease..,p.royide.full:.detaUs.:of::tha:follo .. 

a) ill:F:rrac:adores::and:contruls: rz:place:tp.:detect:a:rarl::Arevent::dam.aged.:or.:. 

counterfeit..nsates~bcing,jssc~ed _ttz.,bxanches_,as".Ri~~Ikls~ 

T.he.Post_.Office's..Cas,h_,Centre._is._respons.ible.fo_;r._issuing remittances; o_f,._cas,h._ 

to_hranch.es_. 

The:r ara:fnur::ke:Y:ete-ment~nrithinthe-C.ash_Ce:ntre at::ee_n...s._urethe:ine 

.notes.It..sends..out.to..branc.hes:. 

Useof Highspeed,nate caunting m.achines...Each,note is checked far.,a.li:: 
possihle characterist►cs and.anynotes that. fail omeet_therequired.:

standard are rejected, either because they fail .to..nieet.. the. .Bank of. 

England's, noteq iity::stan xdr~r..he case he~!are.couaterfcit.. 
• Da y.,calibratipn::Ea..sh.note::co:unt:er_(themar..e.Z::in:use::natinn ririe(:ara 

~a lib at 1tLyusma a sttindartua la.t at h cif mi e.d l litx rlgtes 
by:speciah .ransitearpg nears,:Tiais::check_e.nsuces..that..the,counters..rnrill., 

ldentlfy caunterfe.its and non standard nk f gland.nates and that they.,:. 

are_removed..from citculation..The.calibration.check.exceedsthe_standarsf_ 

set.ut by_th.e..B.ank.of..E_ngland and.is. subject to regular audit by the..dank.. 

• The.:hlote.Circ ulatian„Scherxae::[ . CSthe.13anknf:: nglan4. 
does. 

not:distrihute banknotes and_instead, wholesale :cash operators,.jncluding:
Pest: ?ff se.::sptt and:  sir hscte:no. ::Under: heN S :all otes:Post: Office:.put:: 
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inU...csru.ltion:mut.:be:itgdty: cheked.,: 

b) All:pruced:urea:and.cnntrcaIs:i:n:.place:-to::detest:.damaged.or::co_u..nterfeit-notes. 

ln.o.utvrard::REMs sent from:a hranch: to a cash centre: 

There..are-comprehensi►re:Zt idelines.include.d._wlthin:  t Mtho.ds..of_Pa mennts-

section:on: 1o:rizon::K .nl ne:H.elp.,Pl.easerefeetaAnnrc::l : fvr.:..f..urther.: nfrarmatir n,. 

c), Allprocede and c.pntrsrls:in:plase-that::preve:nt:noteincl..ded : nn crutrrcard: :: 

from m:.a::branch: being sentxa:anothen:hranr-.h::as::an::inward:RE.M..withnut.:heing:: 

counted orr..checked..fardamaged_,.r ou.nterfeit notes, 

All, inward, remittances fromPost Office branches are opened in. the_Cash,centre„ 

beforebeingsent:a through_t.he._cash..cycle_aggip.. e.,the--notes..arechecked..hefo=re._ 

being:remitted_out-to_hranches::as..per_ahay...e,:Ihere s..np..prrocess:.for:cash.:ta.:h:e_s:ent 

from :.b:ran.c h: to b ranch. 

di A1L:P:rocedares::and:controls:used.t.::ens re.that:notes_. ssued::as._PEMS f—or usein 

AIM s.:meet the.:relevant::graaJit)1:standards 

AII.cash..that.leaves..the...Cash..Gentre.for..,ATM_use_is..che.cked.to..e.nsurre.it..is_ 

counterfeit_free and::lifitfOLATM::dispense.:inline:With h ank_of:England's :mote=

standards.:Please::nefer_to._the:ans r..er.:provde..d::in:l. .a:fra..further nformation.. 

e) All_proceduresand:sQncQls:srsed.n.branchtca:detect:coianterfeitnotes; 

There are. comprehensive. uldelines,included within. the.Methods of,Payments.:

se...etion.. Ho:r on::c?nli:ne.:l :elF.,::P:l..ease:r:ef..e:r.:tv:An:nex::l: f..zar:..f...sa......the:r..:information.. 

f The_,grace.dures,to.,be.foll w.ed in branch w.hen.a_Suboostmaster,detects.. 

cou:nterfeit::notes,: anl.. 

There.a.re_cam ehe,n ive.guldelixte—s..includedamithin.the; ethods..of Pa m nts.. 

section on..Horizorr.Qnline..Heip,with. seven..differe.nt.scenarlos covered. Please refer... 

to-Annextfor urther information. 

The_ seven. scenarios.covered.are as follows. ...... ...... ....---  . 

I.de:nti:Eying:cpu nterfeit:.hanknotes;. 
• Treatment::of..:counterfeit.:banknotes;: 

R.emtti.!►g: c.a.lu ntefe:itha:nknvte .. 

~. tau:nterfeit:notes:fca:u.nd::lorase,.in..off ciaLcash,. 

Counterfeit.notes::retur.ned.:hy::a. customer;, 
Counter.fe.it.notes::impro:unded:: ashen:PreNented::by:.Custo.m.ers::fo:r.a::. 

transaction,:
. Countexfet:notes;found:in: dep.osit:p:rep ygd:by.an:E1lliance :Leicester:. 
lnaw. 
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S:antand.ec).::bu.sness,.d eq..asito.r.. 

la): W.h..a::bea.rsthe,Iss alsociall: r~::~ntth::arc tg cr+.uraterfait::Claas 

Tf~era..a,ra..~,etaile~i ~cs~ceduresHsia~~.r~,erttad„~~~xa~~.n,.kiel~a.t~..ass~t..tha.~rac'~b. 

iic .deating:a_p, ra.Priately3N th .ounterfe:it:ncttes, lf._that:hr.a.t h_fo11ows. cort°.ert- 

pr.ocedures,as detaii.ed_on Horizon Held then.the branch is„not held..liable far,an „ 

associated..I.ass....P.I.ease.r.efer..t.o.An.n.ex.l..fox..fur.the.r...information. 

2. Tra.nsaction.an.omalles..associated..with..Pens.irons..an.d..Allowances. ....................... 

pne_pf_the_,issues_raisd_by_a,_srlaall, aurnbe.r;nf;:App_lic_a.nts_ta..tlae_,ll ed- ---- _5.che e_;re_l ------ ; 

toalleged,trasactan nomaies.vncc.ht,it_has_heexa_clai e.d :are_connected_to.:Pensions.::

and l~,lApuuat~es::(.P: .,:

Typ. caiiy,,this.has.r.evolved a.raound allegations.of.:re-intrroduction fraud...This fraud:: nv.olves.P&A. 

.ush ugjit jntoHo..dwniwkg, n cn as a rei trs urxiAe.".i. The.fra

where.a.cu..starr~er.:viiit a bran ch.to..receiue.,a;peusi,?n_Faynnunik., First, the.,rustramer:proaeides.the_ 

staf..f:m.ember:.ai.th.e: ]ranch::Edith.a::P.....&A:v.i cfter. :and:r.eLEi.v.e _their:.pension:as.cash,:i:n..retur..n... 

Ihe_staff inember..then..enters,.the..voucher_into.Horiz nm.der.to.ascaunt.for1hecash_thathas_ ........................................................................................................................................................................................................................................................................................ 
be_e_n_.pard out_to the,;custom.er..The.P&A.voucher.a.are__se.nt.orr_a...weekty_basis to..the.. D.evar.tme_nt.. 

n#.W o:rk::a:nd::Pensiors......D (, . :The.:aft:nf.:entering_the.:sa►xl:e::P:&A:.y..puch:ers.,into.:H.urizo:ntw. c.: s::

alle..dxentrdycHon.,l fh:ere_this.:is.:don-.-e:in:,exror*: createsa.surpluswnfcash:i.nthe:laranch... 

1IKh.ere..reintroductionsare freyuerat_and.there.1s.no.sur.Dius,_these are.stro indicators_that.. 

re ntroduction,raud,:is„taisirog.P?lace.:at: the. branch. 

Post::Office_:has:P:reviousl:y: rovide:d_Seco :: ght ncith:. : .er nP Ar eal.cam.ple amts: 

th_e.; re_s pon s es..prov_i d e d. i n :th-i s _ s act ion. 

2.1. Please-provide- ll,d,e----- of_the.-fall- -ring= 

a) Data:mining or:simrlar technifluesused.toidentify, branches which„have.prracessed.:
pnusuaiv.olurriesof P&Avouchersorklaveprocesedpreciously used P&Avouchers: Le. 
'ltelrtroduction._

P&€#;vo_uchersa.ra.nna longer usedby.P,ost.0. fie-.-.D P=replaced_them t .tthe..Post_ 
0.ffice Card.Account.Ihe inf.rmation below..is therefore a historic pr-ocess.ahout.. 
which.:o.nly.:limlt.e. : isnf..or:matiun..is.:ovaillab..l..e... 

Mically t .he. process:rnay.:have::invnlved. o.rne.:4.r...,a l l of:th:e.f..ollow ng::

• DWP staffin Lisahally used:to conduct rota checks.of all P&A submissions. 
• if they identified_a discrepancy ira_a_pouch they would check„the previous„ 

mvnth_to_see..f-t-his-iidentified-a;_o-attern_The..-Date_S.tam ►indicator.-w.-ould.. 
oflen.be..us.e.d gas a._rnethod ,of ~dentifyane patentia! sspects..and the.. 
.th eg over ta.mpinga. Cher with..a seep d date. 

IL further discrepancies mere found they wuuldthcn,go bar k;as~.far~as 
possiblewh chwas:narrnally no Mara thou„12.rnonths... 
At_each stage.their check would he corroborated and.recordedatatirg:. 
who..ha.d..carried..out.t.he_ch.ec.ks..a n.d..wh.at..ha.d..be.en.fo.un.d.. 
As„t.kis u a,s,happen ng. Past_t7ffice,fFSOi was: advised by the D.WP pf tbe_. 
discrepancy.and,_ f.itwas..deemed.necessary. an investigation may-,be_-
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begun. by:: Pas.: Q.tificem
• Pot Offi Se-cur ty wQulci arrange foi the ra h P submission t 

be= intercepte,d_bbRoyai.Mail._ 
• These_would be_manually_checked, recor-dell-:and-reta ned.-by:xhe.alloca ed:

Security Manager. 
• An.y discrepancies would be scheduled andrecorded alone_with,a ;D P. 

findings, n,preparation for attending the branch 

• An audit may be arranged at the branch andhe P&A foils on hand would_ 
be checked and recorded as live evidence.

Fujitsu _logs may bereuestedif rewired toconfirm who had made the 
Horizon entry for the f raudulent_transaction.. 

b), 11RrQcedu.r s_and.contrQl l§ed.to.detect', eintrod.uctEon',::. 

:elr: ,3..... n.dAnnex:. A. 

c) An. cases.. n..t.he_last. .. ears_wr.he.re_out oifl. P&A.vouchers_h.ave-_been._stolen_or.lost.-

intransit.

As::cleta led wAth%n::Annex.: ::P A:uuuchers_are. n<Jongex::rlsed..t':h_ey_w~ere_:rep.laced.:by::
the 

Post Office Card Account in circa 2005. ............................................................................................................... ................................................................................................................ 

d) Whobearsthe loss associated_ with lost or stolen P&Avouchers? 

See Annex 2. 

e) .

bra nch_by_a.person unconnected,with that branch;. 

As detailed,_wthn_Annex_2 ,PiA v®uchers_are n®,_lon er used _The _were.,re laced b, 
the. 

Po.st..Qffi.ce..Car.d..Acc.ount.in. circa..2005.. ........ ........ _. ......... 
f) Any..:cas.s.: n:the::last: r:ha:xe:fQ..r..ged.: tlfA:x.Lacher.:flaye::bee :pxese:nted: t.a::. 

branch  s detailed within Annex 2. P&A vouchers are no_lo_nger used_. They ONere... 

replaced bYthe, 

Post Office Card Account in circa 2005. 

g) A l procedures a..n.d cant.rols used.to detect forged. P&A., 

vvuchers;Pleaserefer to answer„2.1a. 
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h) Who bears the loss associated with accepting forged P.A vouchers? 

APost Office branch,v ould only_be held::I th for..a_.,i®ss a:ssuciate-d--wit —P-&A:xaucher if:. 

they had_beennegligent_,had_no.t-followed correct accep anceand__proc-essir1g..p ocedures;_ 

or„ acted: fraudulently_ 

2.2. .Are. branches. rerLuired to ensure that. the.v..alue_of.the cheques and__v..ouchers being 
:remrtted. each week matches the value of_benefIt.Ra o.uts._resArded ran HQriaon? At.th.e 
time ofP&A vouchers being used: for. transactions. within_ Post Office branches, those„ 
branches would have been required to validate that the amount they were claiming as 
being paid out to customers„(asshown on Honzon~matched the. value of the P&A 
vouch .n..hand... 

3. Transact ®n_ai prnalies.fo.Ustlnr netelecommu_n eat ®n_o owerfa lur .s. 

An other.isst~eraised_bv_anumber fARpLlcants_to_the-MedWWA-5 henle_was_that._of_aIIeged_ ......... ... 
transaction anomaries-flowiri rom telecommunicationor._power_fai.lures ;Power and„ 

telecom.m.unicationsfa flu resarea risk .to_an- ..business.as..branche.s_.a..nd_P.o-st_Office.a.C..e_rel ant.o.n.. 

third- _art su _liers_fortheseservices.Reco nisin t1115risk Horizon  deli ned \M th_"recover tl1 _ P ...:.1t. pP_..:... :.::.. g .:...._g. :.. a :._.: .Y..... 

p ocesses.-in__ ..lace.to_correct.an. _issues.caused._b. _a.. .OWer._or.telecommunication.s_fai.lure._ Post_.

office ngtes_that.as..xet_no..evidence.,has..beera..adduced to,show.that.either.of these,:evea l:.. 

cause:,lr2.ses sli bCall+ es.?iylle *he reco.ve pYocess lilts-beencorrertiv:.f..ollow....c :.v.l... nch.daff,

3.1. Please_ provide_ full. details_ of the.fohowing; 

~. An .,tests_carried,out.that_ensu.re..t.hat_I-lorizon's._screen-haled,_recove... ...nstruct®ns.. . ......... 
are visible to the person looking at the branch terminal when a Power failure..or 
telecommunicatinnsfailureor both. at the same time) has occurred or is occurring,, 

,1 he..reC®Very,,prgCESS.:15.,Sl1oWn„on.,the.:Horizon, terminal._ screenand.,will.., 
the.refore,_always be visibletobranch staff.. 

b) The.:.informationthatneeds„M beentered, by the_ userto :c®rnplete...the„ 

screen based reCauery iarQsess,:

When the.recavery.process..is carried out,..arecovery. receipt.will always be..printed... 

aspart of the next log on after the failure and a recovery..eyen.tw..I!..be..reord.ed in_ 

the..Florizon..,Event Logs.. 

Qe.en,dn u. .on..the_sta e,an_indiv,.dual_transact®n_had._reached_at_ the_ time, of the.. 

failure. Horizon_rnay uestions;ofaheSubpastmastertohel a,dec dewhether:or_ 

not;that transact onwVas complete_A,nnex,3.-,'TransactionRecov..erg[.-_Horizon Online.. 

ReferenceGuide' etails.;theC questions., asked., for, the., different„scenar.ios,., 

C) a backup mobile telecommunications„ 
facile_works_effectively-in:all_locat ons_and.: n.a11_c rcate tartices_ nclud :ng_Isusy,_, 
rn t .oi.tton..b...anc..hes
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Branch back,.up ava lability s tested:once a week on roll ng,basis„(one seventh of,. 

tlie.estate_is tested every night). 

d) An tests carriedout_when_a branch is u railed toHorizon_Onl ne_that_confirm_that-_ 
a.rellahle._aig nail sp...... le..fur ihe, kacktt rn  b.Ik elecommu at ons facilitx~ 

;Please refer.:

4. Transactian anomalies associated _with _ATMs 

::number„gf Appl:lcants to,.tlxe Sche:mle ha.Ye..raised. cornuL .kfls..in.relat c..n.to..a.l.leged:. 
transactionattamaiiescanne ted--with.AT.Ms.. ................................................................................................................................... 

P?ast, fticehas..previousyprovided Sec.Qnd.sight with Papers,an._xe".oese: to_ kae_ir:questaa<ns.:_nvuivAng. 

ATMs.Annexes4and5supplementtheresponses Provided,n,thsaect®n_ 

41 Pleaseprovfde full detalls,af anyjnstances,in the_last years where Post ffkgja:nk:oL 
Ireland or W€ncor_Nixdorf detected an attack against a branch ATNI using either malware 

or C.. .rihe t >ecStrf :aas:! I ceoPLe .sct.. 
this peot_attac. 

Post Office is not aware,of an ,malware attack ®n its i3®I ATM fleet that has resulted in .

io_ss W a_ xanch _Flypat&~exicallY,_ f_a loss........................................ lware.. 
attack was detected, that lass ;wauld, be_passec#. o. l andrtotl a absorbteci bathe branch, 

Deta ls.of .the..tech.nical..measures_in.. ..lace_to__ ._reve_nt .malware .attacks . have.alredd . ...

beenprov ded®SecondS ghtinPost OfficesnoteonATMs-see,Annex4. 

It is„ notclear_which t - _es of "hardware._ devices"_are._hein Considered _b second $I ht_ IL

AS._[eiateS:xA.:cesh trapping devices, k'StsQfi>fCe>.:has.:alfeadk>:axpl<aingtl
attack will_ not_ cause. loss,to_a.,branch -see.,paragraeh_7.4 of Annex;4. 

4.2w Given the_evidence that theReiected Notes totals. in several Pr€ntTotals'_output reports.:
byATMs.,have on.:octasrons beco[ne corrupted, on vuha#._grounds does Post. Office. assert__ 
that the Dispensed Notes totals could notalso be corrupted, thereby showing thatthe_ 
ATM had dlsp@CLs d fai4(g .Qx ttt4rertotes tllran ttr aLlylasld 

The Print.Totals receipt is _only used .tor :managing:the..ATM:.cash:Ievels..and~to..aIlow_ the 
Subpastmaster toidentify when The ATM needs to be reloaded with cash.As per all_, 
transactionsjinputs that.,take place on an ATM, Print Total details are recorded on the„ 
ATM's Electronic Journal ,However, the information on these rece_i.pts €s forthe local 
management of the ATM only, is not used_as art of clailyfweekly ATM accountrng_and the-_ 
data is not used outs€de of the local management of the ATM This is demonstrated by the ...-.. ...-.. .-...-.-
f ct thatthe 5ubpostmaster rnust_zern.the..totals..on the Pr.iat Totals receBpt.w.he .th .: 
reload.Cashintothe,ATM which can be done as often asre(quired., 

Where some corruption of the rejected notes total occurred there is evidence of erratic 
and unusual behaviour b.y.the postmastern the management of hardware.,.(cassettesl and.:
software[Pr€nt Totals, balancrn actrvtres) ..For example, many act cities were repeated_
m.ult€pletmes ina very short space of time...Cassettes.were loaded unloaded,_rel®ailed.. 
R int.otal €nstructions werepe [.4cLTted..11ltlltlple t m. s .somet€mes,with dif ferent.cassettes- 
,in„or out of the kATM, pta..the sPaceof inut,es, and:the .repeated,., in these.circumstances iti„ 
s. not surprising that;the.ATM's.,log cal functions may„have. been affected, However„ 

follawtngthe stated operatngprocedure ould a low these to.t is,ta bereset without 
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there beingany impact onthe cashdtspense/balancmaofthe ATMas.. €t .sthe...1IQJs.. 
and the ATM 
Totals;receipts_thatare.required.. to.camplete_thedail~.and..w ek .ATM_-. 
accounting procedures., 

Itis the Bank Totals receipt. that specif tally. details the value of cash dispensed bythe.ATM 
on a daily basis. The value of cash_ dispensed is taken from this receipt and recorded., 
through licsrizon This value is tied back to the value of cash that has been dispensed •
through..ATMs.for..each.>farticular...dav ..ln..su min_ia .all AIM.. tra nsactians are can.firmed. 
between Bank of Ireland and the Card Schemes, the vastmalorityof which.are processed 
V, Any dlscrepancaes between LINK and Bank of, 
Ireland'sdata would be investigated before PostOffice would be involved..The total value... 
czf..:ATI~I_cash ..spensed.js_then settled an_the next work€ng:clay_etween.dantc:cl:lreland:
and Post Office. This total value is checked by Post Office and matched against the 
ind€vidual_ATM dispense records. Therefore any discrepancy in the cash dispense figures 
Would therefore„be identified as part of the settlement..process.. 

It shouldbe notedthat in 2011 a.:full investigation, of ATM_cash dispensedfigures in.. 
reiatioi7_to_MO4Q._was undertak€it_hy anitof Irela.ridi and Post OfficeSecurl.-ty.l=ar the— 
month of  _ril 2009the Bail cash_ds ense_fi ures wre_om aredbackto_the_actual. 
sett.lecnent_tca_ensu~re_tiZese we._r..e.:al gned_.N+a: dj cpanciw.ere_f4und... 

In2012P.®L Security also undertook an investigation in relation to..M042 that looked into. 
the nur€ber of Rejected notes that were reported on the ATM during April 2(111. Bank of 
Ireland proxided.,eiectranic iaurnai. data for the dates in q.uestian. Whale no:_d€scro.pancres.::
were identified with the daily cash..dispense figures reparted by the ATM the except€onal. 
highxe~ectedl c otes figure„appears to have,resrdted frorn:tbe sectuen a Qf acteQns that t k. 
place at the ATM „It was determined that resetting_the Print Totals._resolved the local issue.... .......... ......... ........ 
with aut,anY:znn.ct_o.n:tire_:cash _dsp:ense, records_for..:t he. AT . 

4,.3..„f; it a Post Office.,,requNre ent chat whenan ATM„ls installed that the branch..... 
immediately creates a separate stock unitfor the ATM? Wow is this. policy monitored_ 
and .enforced? ... ................ ................... 

Yes..::It.:i:s.:state:d::in:.t:he::Past:. ff..Ise::Accou:sting_1nstr...uctARns:..f...a:r..:: anlc::ofelad :ATI s,tht... 
a..sepaeate ATMsto.. unit.rtic~st.hecreted. hen. the TM.as #arstjnstaliedThe ATM.:. 
a4caunfl lag Insructionsthenrefer to has:seParate: stQck_urnilt throcl o. uL.as..r.equire& 

Th.eu eof a_n:AT stockunit::i ̀:,not: rtlo:nitoced :. epara-te:ly: .4:1t.i5:Ju-st:,one:off-h—e-- ndato:rv::

steps to be followed to properly account for the ATM. Post Office monitorsthe completion 
af._daily cash declarations and weekly balance he.re theseLrocesces_are sat being, 
conducted.this,is followed up with the individual.;  branches.. 

4.4. .In_circurnsta.nces_where_the_Bank..of Ireland. enerates.ncorrect_ATM.cash._di ._ensed... 
figures  the branch's ATM and in the fi ures su _ied direct to .Post _lease f1g _..  g......... PPl...... ) ~t ~-P 
describe the_controls andprocedures inplace to detect and investigate this type of error. 

This question has_alread_been addressed_through _correspondencewith Second Sight„ 
aroundSuspenseAccounts. Plea se see  Annex,6.,. 

:eplan whyt:is:ctecessary::.f...or: ulpast:mast€x +malrllaal:ly: p..r..nt:and:enter.: anta::
Florizanthe contents o f the daily'16 30 16 30 ATM Reports' when the same information.:

ent_eletran.icallY tathe ank_Qf llceland:a.nd_tlaen to fast office.;

It is necessary for_Subpostmastersto key the datain because theATM is not connected to„ 
Horizon and branches need to know the amount of cash dispensed. from the ATM in order. 
t4_prepar..e the dab.cashdeclaration._ 
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4.6. Please providefull details of the following., 

a) A investigation n,the last 3 years n:wh,ch a technical fault was discoveredwithF
the ATM which produced a shortage when balancing the ATM or a loss on the 
Horizon ATMstock unit Wow was the associated loss dealt with by Horizon?_ 

Post Office does not collate statistics on the numbers of "technical faults" in the 
ATMs across its entire network. It manages..issues with ATMs on a case by case basis. 

ATM_related_en.Quiries can. beraised.y. ranches hroU.gh..a.number_p. routes_ 
depending:on the circumstances (contract Manage rs Field,Support:teams, lJ,BSCF., 

Fsc,.. Ql J... .incr ..etc,1 ies waldrlate to '.technial.:: 
faults a:lihaughit: is not:eritireiy.dear what is..mearitby th is phras.. I tQtA.id_be..: 
noted that even where there is a "technical fault" this does not mean that cash has 
keen last_Q-r a branch s accounts have been impacted, Far exarpiie....there rauld_be a.. 
mechanical failure that causes the ATM to not vend cash. 

If an issue raised by one branch rnay.hayan impact in other branches this will_ 
be,escalated througi, the apprapriate channels The,escalati .n raute. depends an. 
the nature of the issue_but this.could be through„FSC, Post Offc:e's network 
suppar .taams, Post ®fftce::(Tar. Iaankaflreianid 

Asa general proposition...a_"technical error" in an ATM cannot directly cause an error„ 
in the Horizon ATM stock unit as the ATM isnot directly connectedto Horizon Should__ 
however a,_„_technical #auit..:Qccur in.,an ATM: that were to cause a lass to a branch, t_ha„ 
branch would not be held liable for that loss unless the branch had failed to follow 
the cnrrect:ATM:accou:nting:lP.r....czcedu.g .. 

b) Anyescalated investigation, in the last 3 years relating tQ:ianiresa:luedcah:
discrepancies involving a branch ATM,, 

See:ensw.er,to questiQ ::46a: above, 

c) Ata.yinstance in the..last 3 years in which Past. Office,__Bank of.l.reland or Wincor.-. 
discovered_that.a.n. ...of_theirauthoriede iners..o-rre._resentatives.h.aSistolen... 
cash from any branchA,Tluls.

There is no record of an authorised engineer or representative (excluding_, 
5ubpostmasters) of: Post Office, Bank of Ireland orW.incor stealing cash from..an ATM.. 

The only incident that Post Office is aware of relates to a Wincor employee in.<
2013, though at thisjuncture it remains only,an allegation No blanch in the.. 
Scheme was..affecte.d iry these alleged incidents, 

d) Any, instance in thelast 3 years in which Pc►stOffice initially determined that :a cash_-_ 
lass„was attributed„to a Subpostmaster but_uithere it.:was scaktsec{uently found that the,. 
ubpostmaster was, gigL,espQnsiblefor the, lases. 

As,explained to Second Sight previously Su_bpostmasters canchallenge any cash 
loss_or Transaction_ Correction in their branch 

In...! !a 
relation to ATMs Inmany 

circumstances the information needed ta.det_er the cause afi a _discre.pan..c is_.. 
only held by.a Subpostmaster.. 
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lt.is therefore likely that there have been occasionswhen aTransaction„_ 
Correction og_ansta Subpostmaster has been challenged and reversed in 
accor..dance.wit_h,standa►.d-o -erat n pract ce.. 

e) The.gurdance issued, to Sub, post mastersrelating to the .1630 16:30Print T®tats, . 
Reports° ncircumstances where the..rear door of the.ATM is located in .a retail shop_.
•

; 
or.other non secure area Is.the Subpostmaster reou..ired to close the retail shop 
when abta.%ning the '16 30 -.16:30 Prir.t Tatals Reports° in these circumstances? How_ 
dads:  P:ost:4 .ffke..morniw.r.:a nd:en .Q.me:.this::Aalicli? The:  r xnt:7atals Repurti. neat_ 
re. urrg... ed_.for..balan ng the.ATM..a d d es..nat_h ve.ta be pr nte. ..a~. .on.a_d_... aik. .asi .. 
as. it. is only required ;  when additional cash needs to be..loaded into the ATM.. 

As_detailed in theBank ofIreland ATM OperatorManual,_h s_receipt_is_used_to-_ 
ensure cash.,is correctly loaded into the ATM_.fi a to.,ensure the tarrectnumbe.r..Q.f.. 
banknotes is..placed„into the„ATMs_ 

As the ATM safe/cassettes_ would need to be..accessed at this;paint, andiln_ 
accordance., with the_guidance included in the ATM q...perata..rx..Accountl:pg.. 
Instructions. and Post Office. Security. Manuals, the premises must be. closed to the. 
public at this time,, 

Itshatild,_i?,e noted that::the:: Totals. rece:i f 4hour: .ashdispen ed figures for 
16.30 to 16,30) needs to beprintedon a daily basis to allow the cash dispensed figures 
to be entered into Horizon. As only the rear cabinet..door to the ATM has to..be. 
opened, and not the ATM safe, this receipt can beprinted while the branch is open. 
tot:he.:.publc.., 

Security procedures:at branches are„part of the coa:pn:phartce,audits ,undertaken at:: 
branches„Subpastmaste s- are asked about the branches security procedures at„ 
the,curapliance:audat sa Post Offace,.can_verify.Ahax_the_come<c pxocesses.are; etn . 
followed. 

f) Any instance in. the.last 3 years in which Post Officel_Bank.of_reland®r Winc..ar„ 
became aware of a;custorner receiving more cash than they_were entitled to from an 
ATM Please also,pravide full details of how the resultant cash shortfall was dealt. 
with in the..branch s_ATM Horizon balancing_process;and whether any 
Subpostmaster was._ held accountable,for.losses_  that_ were later found to be_ 

attributabie.mechanlcal problems with an ATM 

This. question has already been addressed in.Post Office's..paperto.Second...S.ight-
onATMs which e? Ieilnsthe ttr..2cesses se :to... of ect,. and.p!rczf e rt._hranctaes. rorYa...
third party fraud. 

In relation to the statistical_ information sought, seethe answer to._guestion.. 
4.6a above. 

g) How PostOfficce detects anddeals_with_ ncorrectitemssrreportedintheATM'16:30., 

16:30 Print_Totals Reports in circumstances. when the incorrect figures have also been_ 
reported electronicaIly to Bank of Ireland Please also describe the accounting. 
treatment of any loss that occurs in these circumstances; 

Post Office does not.consider that ATM reports are unreliable However if there._ 
were an issue with the 1630 report it would be the same data feedingthrough to_:
Bank of Ireland Therefore,.jf the Subpostmaster accurately ceyed in„the 1630 data.,_ 

(acctarateiy fratn thareort.ut<hichit.is be ng.ciairned, could ewccangithern_t... data.. 
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inNorizortand.fhe--data:atthe:Bank.woudtlboth:be..the.same.:fand,MT ngL In,that.=
event. Post Office FSC would not identify any issue as the two figures agree with each 

other.. 

l..tw.tauid:,be::t:he..S.ubpost:maste . ht :,wQu..l..d::b.e_.in:th :.r.nsitian:.to::det.ect :the::anQrnaly...::
This.is because the Subpostmasteris required to do a weekly physical balance of., 
their ATM at intervals, during which (if the 1630 report were wrong) they would find:, 
a difference_between the physical cash in the machine and the cash hat t  1. !O 

data indicates. should. be.i.n..it. 

The:Subpostmaster would thenbe.a_ble to make a call to thehelpline as withany_. 
other balancmn issue_ 

The.re.isno_uni.._ue..aacc~unti.n treatment.that_would_a.ris.e..in.saa,h_a..situatio.n..,..Post.., 

Office: finence :syste s : voul:d::include. the_16.30:date: and.:any a:n:aui.... as dispute . 
about that data would be handled rn_the same way as any other balancing qu®rice.. 

h) Any,irzstance in the„last l_>rrears..~n wlatch Post Office,, Bank cr,f.,lreiand or V incclr has.. 
become aware of any theft relatlng.to an ATM, that was carried out for suspected::. 
of having been carried out) by any person other than a Subpostmaster or a..branch.. 
employee, Rlease also describe the_accauntin treatment of_any associated lass., 

Please.:refer_to_thee._ answer._provided_,to._4,f c,, 

5. Transaction aromalies_a_ssociated withLotterv.Terminal or Scratchcatds 

A) utn er.of.Apglisenttheiwesliati n .em.ehae: ots planed pLalleadtrnsac3on
anomalies relating_tothe_lotterytermtrial,.n_their_branch. or. the_accountingrocess_fr..
Scratchcards.Post. Office has. addressed these, tssules:  i.n_~ieta~ilin.:its.irttvestigaticrn reQ.rks and.in,. 
its response to Second Sight's Part 2 Report._ 

5.1. Please provide full details. of any instance..in the last 3 years in which any Post Office__ 
or Camelot employee or:representative. has been,foundto._have stale[ Scratchcardsor_- 
any other_Lottery productsJprizes. 

There have been no such incidents that Post Office is aware of. 

5.2. ..Has..Post. ®.ff..ice.ever. issuedaninstruction.  that. un.usedScratchca.rds..m.ustnotbecollected... ..... .... 
by Camelot representatives Please provide full details of the circumstances that ape rise„ 
to any such instruction being issued., 

Post Officeprocedures_for the return of_ activated_ and Unactivated Scratchcards is. 
etailed...xa::H.arix.on::Qf...l.i..... ipT.he.:releuant.:.ext ..... x::is.:app:end:edl:ait..An:n.ex.:7... 

Frther_thereareregguar.Branch._Focus..0 _datesremind. n pp _branches.. not piv..e.,packs.to 

Camelot. Re resentatives. An example_af_which is appended at Annex 8_ 

5.3. .l it_possible_fora Camelot_ repr.esentative_to_activatepacks of utn-.activated,.c&rds,wittigut. 
the.Jcno Nled a or appr..o alaf the blllt.LLosSIClaster7 :How nautiroorpset:l lc.UlatLott 
.be..dealt..wlth.on.kl.o.rL on? 

Anyone_ with access to and knowledge. be Lottery Terminal in,a;branch_(which is often:_ 
located in the retail side of the premises) would be able to activate cards. Unactivated. 
packs should, however. be..held_serurelyks.y the Subpostmster an. d,the Lottery 7ermina.l... 
would be_expected to be subiect..o a fs~rm.of security in krranch sit is sited wihcash and._ 
retatl stock Ultimately, preventing. unauthorised access to,the Lottery terininal.r 
Sp bp®st.master's_respo nsIbil ity.. 

If an unauthorised activation weremade it would currently lead to a Transaction .... .... . ......... ... ............. .. _ ....... ........ 
10 
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AcknowledgernenttTAi._be. n, .setttto_the_ ranch_to "rem.'°_the. pack „in Prior to the, 
dejla'vment of TA's it would have led to a Transaction Correction TC being sent to 
the_.branclx...w.ith..the_ sarne_effect;of.remming the_pack..in. 

B.oth::at.these::.exeint. ::(TA_or:.T. 1wcrtald::lead:I.a:a:rrxnes a.ge::heir&Ares:erxted:Qn:kioxavrl:,~ta:.:
branch staff requiring formal acceptance 6y the branch They could in turn be challenged 
and more evidence asked for bX_th-e..franchA:T. :CAa.r..:I ru~I:d,: c::Ya:Lidated: against:=
records from the i.ottery Terminal. 

5.4. Is it true that whenever a claim for a prize is made. in respect of at that point an 
un-activated Scratchcard: the entire oack from which that card was taken is automatica IV__ 

activated? Please describe the accounting treatment of any Scratchcards that are activated 
.in.this..rnanne.r. 

Xes The.subsequent accounting would_ he the ame_as_notec# above in the.response to.,`.r.% 

5.5. ...ortothecbangesmadetoStandardop..eratin ,Proced+resrn.F.brury.: g10,an.dthe::. 
s. aa.bsquent implementation of Ping in february.2012, did Post Office f€nd.that man (. 
branches, were making similar mistakes in regard to processing$cratchcards? Please 
provide full details of the types of mistakes that were routinely being made Please also 
provide a_schedule showing for each month,, ow mantel TCs were issued and of what_ 
aggregate value Cseparating TC Inv®ices from TC_ r. ditsj during theyears 2005 - 20111.0.. 
:respect_!i. Lattery_rxAatters?:

Thera are number of reason_s..A aat.:a.:T:Ccan:_he..generated..in::relaborr_ts~: cratclaca.rds.and.. 
each is handled orm an individual basis However, i.n._Post Office s experience: some of the_:
more likely reasons for TCs are: 

• Branch,:r...e:rns::l .,stos:k:.on::H.or...Iron„but doesnat:.activate:::it.on:th.e::totte:ry.te.r na:l:. :: 
This would mean that stock in Horizon is "°inflated" A comparison would be made ... ...... .. 

te heleSf t f atiat eSlti&e:!aX aCtL.hS Y:9jume of stock 
entered_intothe_Horizonsstern This scenario would_ require a debit TC to remove 
the..sts~ck.fr_.am,the_H.saxizon.s~rst_em_,; [he..TC_wo l.d_not.af ect_the..cash-balance_ n.=
branch. 

' Branch_a tivates..stock onthe Lgtt,ery terminal butdo._ not_rem it in Can Horizon-....... 
This would mean that stock in Horizon would be lower thanhysical stockin_ 
bra .nch..Any safes:.made w.ouldpotentially.pushthe brancka ratQn_e ative.st+ask.._R.. 
comparison would be made between the records of stock activatedon the;dayand_-. 
the volume of stock entered into.the Horizon system This.scenario would., require., 
a credit TC to introduce the stock into the .......system The TC would not affect. 
the cash balance in branch._ 

Stock adjustments Branch . .es have been_ known to use the, stockad~ustment,:. . ... .... 
function to,t>ttroduce stock into the branch Lotteryr.crtttehcar~S:ata: ``~la . 
stack" meanmg_thatthev feature on the balance sheet.and.form..part.of;the_ 
branckas,tueralltock value.,l3y a.diusting:stock.into the branch ratherthan. 
introducingstocicy.ia .L.! . ta.nce..th.e volume of,the stock.adfusted into Horizon.__ 
reducesthe ahholdmsin Horirpri by the equivalent value 1Ahe. the x. nch__ 
next declares their_cash. Mere will be a cash.gain_Thb.scenario would require a:: 
debit TC to introduce the stock into ihe.H Lift. t rlf) The Tc wouId..n. t affect. 
the cash balance in branch. 

It is noted that all of the above causes of TCs are a result of errors by branch staff however 
none of them caus:oan actual loss„to a branch The,TCs simply correct errors in the._ 
accounts. 
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On the followingpage is_data on:the.voiurne_of TCS_issued_for_Scratchcard_transactiona.,., 
Post Office does not have-readily available data to separate this into credit and debit TCs•_ 
b..reak..this..do.w.n..h.Y month.or on_their value. 

Year 
Volurrie`. 
of i'Cs 

2005 

.2006 

77 

2 73 

2007 2286 

2008 4 529 

2009 12242 

2010 9156 

2011 9061 

2012 2219 

2013 123 

2014 3368 

t. .pffiee_considers_that:the ..e.fig!re.s..are.influenced- .multi.pl .d_kusiness_as:la ual--
changes in_process-and procedure..(both.inthe accounting.for Lottery praducts and.. 
the Assong.±f.:Tsi.._These::can case the. nurn:bee.:crf..1Cs a. fl rctuate.. 

:.: Tra~nsoctian~a.narna~i e_sT:a. sQcia~te .:wfth.Eare.ign.,~uC:r..enc 

Post Office isnot aware that alleged anomahes_conne_cted to foreign currency transactions.. 
have„Been reread by a„m.aterial..number of Applicants to the Mediation_ Scheme. Second Sight's,_ 
questions on this subject are answe-redb.elowhowe.ver this issue maybe better addressed on_ 
asaseby case_ bass. 

6.1. rovide._fulI details of howthe_Forde MazngWhanger ('FM'j systemoperates Please. 
explain indetalhowFXdeals were accounted for and the instructions that wererovided,_ 
tQ,Suhpostrnasters~. 

The Forde...Monet(changerwas.,used to manage foreign currency transactions. and stock n. 
branches.before these functions were carried out on Horizon Eachmorniing, the branch 
would receive a fax with.the daily.exchan.ge rates..on it. and_a member of staff would enter.-
ea.ch rate..into the__machine. manually The„machines also sent rates. to the._r..ate board_. 
(which displayed ,the rates to customers) and, once tlus was done,.a member of staff.._. 
checked the rate board toverify that the rates weredisplaygd correctly,., 

All foreign currency transactions were entered individually onto the . __horde 
Moneychanger throughout the week nl, the machine used .carbonated ....roll t

ovide the custamer with a receipt and branches with_a copyof all transactions
balances. 

aoh:night: :stc:k::report:Gould::k►.e:rlun1o:: b:eckthedaAl.y..:.t at eachWednesdv.:the.::
machine was balanced and the totals were then. transferred by a.,member of staff. onto 

Horizon where the foreign exchange stock would be `balanced' again The figures were,. 
entered onto Harizan as bulk totalsA indiv€dual transactions vrere not entered onto_ 
Horizon. 

12 
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6.L Also, how does the FMsystem d_klprizon,_accc!ttnt for theditference betw.eet . 
transaction carried out at a Special FX rate and the expected Normal FX rate? As an 
example,_ f a customer wasg_iven.€150 000 in exchan eJoL£100,000, whereas the Normal.;
FX rate would have only given him _€145,000, how did the FM and Horizon systems account 
for the €5,000 difference? What flexibility was or is available to subppstmasters when 
a resin _to 

no.n-standard..EX.rates..? ... ................ ............................................ 

The ..Forcle..Mne chaneer.ntachine..was..a..stand-alone..niece..rzf..eaulament.used.ta..conve.rt. 
sterling into currencies bought.and.sold tocustomers Print-outs from the._machine_ 
detailed the value of currencies on hand that the user would validate by way of a p_hysjccL 
check The_ sterling . equivalent of these currencies was then.entered. into the Horizon„ 

sxsteax.._ _reyal~iatran mournt::was a:fso. tietaiied o.n: thepctnt out... D !.ed into the. 
Horizon system. Providing the amount of foreign currency an hand matched what the 
system stated should be there the_branch accounts (specifically the foreign, currenc..y stock 
unitiwould balance as the__ revaluation figure accounted for the difference in exchange„ 
rates from. one accounting,.period..to the next. The actual exchange rate at which currency..
was sold. was irrelevant as_this was accommodated_ ....e rva...qa... •n figure So, y.the.. 

Apolcant,.seIringcurrencvatamor favourableraietothecultomerandproce_s ingtiis__ 
through the Fords Moneychangermachme{i a manuallxalteringthe rate. on the.

mpshineJ he_stcack,unit..accaonts_wQ.mld_51iIf..balance,. 

A_special.,rate for;forelgn. currency transactions over. £2,000.00 could be. obtained.. 
by contacting First Rate Travel Services by_teleiphone at the tirne of_the transaction._ 

Th.e transaction would then be processed.vaa the FM mach%ne at the pecialrate_.. 

6.3_.Allegit onshaxebeen::made bo..0 c tla c e . ce to.txrc ctlsr de b i;tff.::
located at,the Fujitsu office m Bracknell_ As previously re.questedand agreed, please., 
provide the ema.il_ar...chives_in PSI_orx I~SF;fArmtat.fo_r_Past,Qtflce staff warkl .ia..Srackneil.. 
during2OQS.. 

In li ht_of the_d scussions_had,w th_Secand,Si ht_and clarifications, iven Post Office
workingwith Second Sight toprovide.ag apprapriate xesponseto this request. Further to your 
conversations with Belinda_ Crovve_on 201.anuary. you agreed to provide the specific questions. 
to.which you were.seek ng answers aiad the key vuards. ou would use to.,undertake a word,search.:
on-any further data that it may bepossible to provide We are stillwartingto hear from you on that_ 
an  pickup with you separatly., 

7. Transaction anomalies associated..w th:.0:ank:1_ raL13O1. 

7,1. We are aware that..euersc..nl~htz.a data file is sent_tp.every..b nk into which._its customers'
have deposited funds. and,from which its customers have withdrawn funds It is then 
those banks that bear the responsibility to reconcile Post Office's record of. what has 
taken place with their own records of the .entries that have_been processed each day into.. 
their customers' accounts. 

This_is a_ statement, with n®questonto:answer, 

7.2..It_follows that. each of those,banks is exlpaect. .da ; _g ccfficee... to a acthn vuhere.ifor. 

exarripledue to_telecommunications.interrupts.be.tween..a.customer's.bank and a:branch_s. 
H®rizonsystemJ.acustomer s account has not been debited or credited_bythe bank when..., 
ft sLOfficerss re.c..ortls-sho (:1 at it should .h.ave been-or where a customee-s-Account_has, 
been debited or credited_by the bank when Post Office's records show that  should not ....... ........ .... ... ......... ......... ......... ......... ...... ... ......... ......... 
have.  been._ The_bank would.then_ usually, use_ this ;  data. to correct. its errors_.and_removethe. 

additional deposits from the customer's bank. 

This. is, a. state:mentwith..n®, question. to, ansuuer 

7.3. .provide  us with a schedule listing all TICS issued to branches in the last 12 months 

13 
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relatmg_to this type of adjustment,., 

Post_Office does.. not..understand.the.. ._re.mise._of_th.is.... uescion_nor_the.raatu.re.of._d..ata., 
sought. As Second Sight notes in relation to certain (but not all) banking transactions,.. 
throe „Cec . F. Liatic?.Ci.t rocess banks rnakecRrre tlgns„te their records to_.brieag thet „ 
into line, with the actual transaction_that_occurred_in branch ias recorded on_li®riz®nj In 
the usualcourse of events, this would not typically generate any return of. monesackto. 
POI  rather this..is a process for correcting an accounting error in the bank's internal 
records.. 

J?ost.._Q.ffiCe..beltettes.. t..lm ...be. useful for Second Sight tome  frorn..PQ.st 
Office to discuss this matter in more detail. 

7.4.._Please.. ..rovde_us_ruth.a_schedule.lstn. _a,1,1_am,ounts._receved.,back_from,an ..ba.nk .. 

in est p e rztha .recanc'l at on:pxoses n:the::lest_1 ont ..  learly:describing:
the accounting treatment of those amounts. 

Post Office believes it may_ be useful forSecond Sight tomeet with individuals fromPost--- ... ...... .. ..
Officeto..cllscuss..this..rnatter an more detail,.

73.  :rile are.aw.aretl at In solme clrcu:mstances.:a custpmer m.ay.:benefit:from adupflcate:d:: 
transaction Please provide full details for any such instances that have been occurred in.. 
the last_ a.r. aosi a ChelheC,~~rtySubPQstniast.e washeld accoMaable (durineany,_ 
period -.beyond the end of a Trading Perlod and required to ake.good the. resultant 
shortfall. 

• As. described in Post Office's more„detailed:,paper.at Annex. .1,:.t111S SCena,Cl.Q..C1Q.es..rlQf,.-
give rase to any loss to a branch. 

14 
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7.5. We are aware thatthe Nov eiraber-2008 phasing out of. two.-part .paying in, slips increased,, 

the pc.ssrblhty aferc tor fraud mpact. _5uhl-ost:mAste.rs.._Pleasa.state uuhak c per<satjXag.: 
controls were implemented as a result of this process change and describe the consultative .. 
,process that was. used prior to mplerrlentatin.. Please provide details of the anticipated,_ 
cost savings associated vrith this process change together with the estimates of increased. 
financial risk i e the costbenetit. .v . scarried out by Post Office._ 

Issues regarding G:lr; :d.11k.:d4.luits that are in scope have_already. taeen add_ressed::i-n t-he:::
&nnex_9 _as- _rev ul- su - _lied toSecondSi ht. As escribedinthat_ _a r the_ 

cha>a e;fra:m::t ay n xn:s.lips:ta::""hip: nd:pin":was_doyen::thy:tkae:cl ent_ba~n~s n , !.as.::
heyond„Post.Offices control ,_ CQ$t benefit analysis would therefore have been 
undertaken bithe.client,bank and„not Post Office,., 

77  Please „provide us. with a-_schedule_showing the monthly volumes-_.(and the,aggregate 
values) of_EN/TC Invoices compared to Credits thatwere, issued to branches in regard to 

Gira payxn.enxs. n_d.. iroiaank Deposits and Wrthdrawalsa the..ye.ars egg -2Qi3.., 

Post ffi e:.rd..+xes::not_kxak!e.:r..eady:acc.ess:.tp data.:fox._the,wholeQf:the periodspecified. nor.. 
data broken dowo.by month However, itdoes have the data below from September 20Q7.. 
toMarch2014 Please note that in_this data deposits includes payments . 

Post Office does. notknow.wbic_h._.aarticu.lat issue -raised by,Applicants this data is seeking to 
address.If Second5ight requiresdata toa more granular..level ofdet il~ we shouldbe... 
rateful:.f..~ar:a:d scuss:is~n: f.:tha.:.purp...ases.:be:h ixd::t:hxs.:e:nsluirK.:s e.:aaay.:determ:ine.:

data maybe avilble,,, 

Cieposit Withdl
CR 

NV Vol INV Val VOL CR VA'. INV Vol INV Val CR VOL CR VAL 
12/09/2007 
29102/2008 394 8506,933.33 405 £383,557.28 68 667,470.60 4 £2,552.53 
01103/2000 
ZOLQV7,20..Q.a ! 512 8775,872:53 1313 871.2,001.37 11.5. £81,228.9 16 810,298,19' 

2111 '~~r;#8 
30/11/2008 536 £713,095.51 1089 £943,522.55 114 £101,184.30 41 €24,772,5 
01/12/2008
29/03/2009 344 £598,717.76 857 8709,507,76 121 £67,7115.68 47 842,509.91 
30/03/2009 
31,07/200 009 £537,728.32 1310 £622,835.14 200 £110,373.64 301 £162,959.51
01(00/2009—
29/12/2009 953 8711,573.85 1955 £826,017.44 363 £146,115.00 211 £108,235.80 
21/12/2009
28/03/2010 725 8374,822,.88 994 8339,516136 397 8164,.125,79 127 £44,357.28 
29/03/20:10 
22103/2010 922 £466,555.30 1550 8560,247.50 460 8312,902.88 193 £80,220.78 
23/08/2010 —
10/01/7011 j 1066 £574,025.36 1471 6305;93702 336 £109.771.19 129 843,713.59 11/01/2011_W 

10/96/2011 918 4358,104,06 2801 £1,298,8555,06 243 £51,066.72- 89 £48,359..15 
11/06/2013 
29111/2012 1079 £445,3944.49 2228 9904,483.57 246 £61,975.31 88 £21,032.00 
38/:1/2012 
08/05 2P12 1.144 £478,5.80.60 7.891 8908126.80 1.88 850„975.24 74 £16,770.02 
09/05120t.2 

----- ------ — -------- ----- --------

31103/-24 3846 91, 536,017.77 8675 63,738,560.39  957 4428,747.12 236 f80,i .1.08 

£8,188,771,81 £12,662,358.1..4 81/38,382.2.8 32,16 ,689,298,63 ' 

Is 
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LB..We._note..that_che.. ues,not_covered.b. ._a,.Che.. ue_Guarantee..Card_virere.,not_an._acce .ta.hle.., 
Method of Qaymer<t_for certain transactro:ns.e,gs the sale of_Foreign:Currency, Please:: 
confirm, whether or not Horizon I5.pPOgrammed_to_re,lect Unacce tabie_Methods of 
Payment is these circumstances Also ifabrancia,iaas ystematicall been_acceting_ 
cheques in amounts that exceed approved „limits, is there a, process,whereby those.. 
,repated.,errors. are.dete.c t eda nd.,co.rrecte'd?. 

Horizon ca.n advise on thg method of payments buta cerkcan in„practice choose to.take.. 
ek equeIrzstead:af_ as:hk:fr :: xample.::hfat:stlil: Ce ,qC :k.— transaction-as_cas:h::o.n., 

Horizon. Horizon„is programmedto indicate the appropriate methods of pa,ymentfor. ... 
products,_If card_,payment_s not ................................................ 
would not be 
recognised If cheque is not acceptablethen the cheque payment icon would not appear but 
Post. Off ce.ca:nnot.control whether a branch chooses to egnore.tha.t fact and. still..take.. 
ache tue aired process at_thepomt,of settling thet:ransactiAnaS.a cash payrrient: 

Whether or not a_cheque was covered by a Cheque Guarantee Card was not the..rea. son.. 
behind whether a method-of payment was acceptable regardless of whether a guarantee, 
card was,presentedAcceptable pa-yment ,methodswere dictatedby what range af.:.

a. _rnent..methods_Po.5.t.f ffice°star..orate.clients. wanted._ Post Office.:to.offe.r., 

re ardsthe_Che., ueGuarantee Card these_no_I®n er exist_as the _vuere_ _hased_out_ 
bY::banks.. 

7.9. .W...are.. aware ..that -in. some_circumstances._Horizondoesnot-.record.transactions ............... . 
accuratel_y.. 

Specific xamples„include: 

post affice is not_aware.af._tbe.".circumstances alleged by_second,swght m, this..q,raestl.Qnr. 

a). Where, during Horizon's recovery mode processing, some transactions, that-:anrere,, 
nc.t::process.ed, orwere only,partiaily,process.ed, xnay.not be.:prgperlycorrected::. 
when the system invites the_counte.r..clerk to..correct.the errors or omissions.a.nd. if., 
the,_ screen,instructionsto.the counter assistant are interrupted 1as:.wouId belikelY-:
to happen.:yuhere.th.ere:.acre:teJecemm.unicat:ipns.:ox.:.posxer.:nte:rxsaRts) then, 
discrepancies may_ensue,. 

Ti...... [d%IiseCtion may not be recorded accurately but that is due to how the clerk 
applies and. follows the "recovery instructions°' which have been issued to branches,._ 
(please refer to Annex 1)i..:4hJhiist it.may have been the system that.had a.. 
con nectivity issue, the error in. accounting would_ be due to the user`s failure to follow the. 
recovery instructions+ not failure by Horizon to record it accurately.Accounting_. 
process is covered by the recovery instructions at Annex 10 The quick reference 
guide has been provided„in reRon„se tovouesti®n 3 1b., 

b), Where.ml$all n-inent..of screen.. iconsr.esultsinthe.. inadvertent_ execution. of_ the--
wf ton.;. 

There is a, screen calibrationapplication which canbe invoked at anytime b :, 
the_Subpostrnaster frorn_the Engneeri .menu_®f_Horzon I fahe creen„isout,:
of calibration then that would affect the whole screen and not individual icons 
so :it. would _be_bvious to the iffier that the screen had gone,gut of alignment._ It_ 
this issue is noticed and a call made to the .he  then the subpostmaster or 
staff member would be asked by the.agent to re calibrate their screen to fix. 
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the issue. ............................ 
C) Where_Forei&n, Currency,transa._ctons_have.been, ncoxreCtl}(accounted;forthrough; 

interaction between the Forde Moneychanger System and HrizonjNate we 
regard_theFM_systern a_corrso®nent art .of .th...dzo.d.. 

As described  Section 6, such errors would be the result of user error. 

d) Where system to system interface.P:roblerras.:resuitin. incomplete transaction::
processing e. g where a PNpad, PayStation or other piece of equipment fails.::
to completeits part of a transaction.. 

If_the ov. i I sa n-,vyouldsimperl declineor — -- -.. 
customeLw.uld..ke.asked_foi..ai aite.rnatve—me.tho ofpaymant._Asthe-transacton::
would bedeclined l[ the..branch's accounts thereby left in balance there jrrp_, 
peed far ante fallaw up a C.c.9maing.process._ 

7.10. Please provide full, details of the controls and procedures that will detect these;
types af_error and. describe the accounting procedures thatappl ser in these _circumstances. 

The c untlilgprocedureS_ forthese_are conducted in branch and wherevera„ 

parttcul~.r,~acess_As necessa~ry~t;h~s k►ee~n,describ~d abaver, 

7.11... We are aware that„if the root cause of a lost cheque is unknown or attributed to.,, 
some other cause_outside. the branch, Post..Office will absorb this lo..ss and not pass. it on tr>„ 

S4 a oYidemonthly..tptaihw.ng the  a re e. lsgchL9mm 
the years___  ~999 - 2013, describing howmuchof that losswasabsorbedb  Fast O__f ice_a_nd-_ 

law much was.passed on_.ta Subpostinnastere. 

:Past::Off..se.:laas::p:reu:r.Qas:IY: xp:l..ai..... [ua.:Spat.: ek:einr: .... .to.:Sec.A..a.d: :ight:that.:lost::
cheques_cannot bethe cause oflos toa, branch unless itcan be shown that the branches.

atlault, ....................... 

Further_ enquiries_ have been made into possible contextual data on this topic Post„ ....... ......... .... - .... 
.pfifice does not have date.readil.y_available.regard.ingwhat,. if any,.'°missing cheque 
losses would have been passed to Subpostmasters._ As noted previously, compiling the.« 
data sought by Seeorirl ,lght would be a dispropa,Ytionate. exercise.g4ven that Secorid 

Si. ght.accepts..that in princlpie this issue could notcreatea loss to a branch_ 

nevertheless, Post Office has conducted further analysis to specifically review the last_ 
_4_months.of cheques submitted b. branches In that peri d branches have,taken 
L850,204.452 cases arose. of missing cheques (0.02% of the total.processed) Further. 

inuestlgations:andaction:by._FSC.. reslA:ited:ltl: 5„Transaction: Q1rections„bei:ng„sued.,, 
to branches (0.€1002%b 

7,12. We are aware that some Subpostmasters routinely accept high-value cheques,.. 
from customers that are in excess of the monetary limits set by Post Office. Please 
describe the procedures that were followed priorto determining these limits and state_, 
the accounting treatment.: of losses that occur in these circumstances.. 

P adu_cts:lady hayt.Ui:m.1ts::(e1ge:.savh.. s max .on le:slp:t:a::cer..te't..n:vaiuesl : t.. is_ nmt_the. 
cheque that s. limited There is no:  high value cheque limit set by Post Office.,, 

7.13. We are aware that.processingor technical failures can occasionally give rise to' one . 
-sided transactions. We are also aware that Post Office has statedthat 'inany event a,_ 
branch will never be liable.for an error caused by a-_ one sided'transaction'. 
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This is a statement with no question to answer. But the statement that a branch will never .. .. .. 
he hablefor what Second Sight describes as a °one-sided transaction is correct. 

714. Please describe.thecontro.is and pracesses_that detect one-s€ded transactions„ 
in circumstances such as when a customer withdraws funds from an account at the 
bxai chcauxter buts althou h he has received the c.ash, the account never gets 
debited. 

This question has alreadybeen addressed,by a..paper appended._ at Annex 11 which 
has already been supplied to Second Sight,, 

Nevertheless, "One sided, transaction', implies incomplete.,double ntry. We would 
be. gratefu..l if Second Sight would cease the. inappropriate use of the phrase._"One__ 
sided transactions"_. 

What..the:,:questian astir_ally.;asks: bout_is.. orxtp.ieter eso1..r.esurd:_keep n . 

If the transaction interruption occurs during the Horizon accounting process, it would be_ 
subject to. recovery processes, referred to_,earlier a.nd previously shared with Second.__ 
Sight.. 

If.the.nterru..ton.s..be. ond_the..branch. the_branc.h..accounts_a.re._not.aff...ected.._How._banks..
r ldheaad~ ctta~a !mail:Xedel ..t. icu.to. re' c~uat ..aatter.. f.t 

Internal.. ..rOCe55°_Fr®m,a_Pc...a ffice_oi.nt_Qf_view .thewithdrawals_ recordedi_n_branch.. 

would lead to debits in a_ central vendor account which _Post Office would in turn clear .......................................................................................................................................................................................................................................................... 
down by payments received from the bank. If the bank had not debited their customer's 
account =.then that_woul_d_.lRent mmanifest:.itself.inthem .not pa n ..Post Qlise centrallyand:
Post Officewould challenge them_ with, evidence of.theor final transactional record This,is 
rtot a sltuatlan that would:.lead to:.a discrepancy for..a..Subpostmaster,. 

8._ .ii..i .ctiananoxlt77id.(ik; as ocla.ted:.wth:StaXA►.ps,.:P.oStage::id:klel.S.::p al1e::fardS:a[.:1P.r...Cml1Am.:B&?uith 

8.1.. .e.. re aware that._occas.ia:na:fl~r::ppsta e:lahels_ar_e:pucchased by customs:.r..s,::bot the 
printer fails to print correctly. Please describe the procedure whereby the Subpostmaster 
can recover the cost of the, missing. label in,circum.stances where the missing label. has not., 
been processed as a 'reject 

After  ._Horizon.._ex _lctl _._asks._the.._clerk.."has._ this...lab.e..l__. ri_nted._correctl. YIN", :... . 

If the label:has n t:prixitecl.caxxectl_.y.:theentheClarkcsanfixms,`•r►o.:'..and_ainother,labei::
is printed. 

Post_Office_is:_aware:.of :situations_of__damage_in_the..p..! in process_andahere_is_aprocess 

to "spoil.'.'_ them so that the branch is not disadvantaged. There is a;  clear process ni -Horizon_ 
and the..branch isrequired.to retain the spoilt Label This is.appendgd at Annex 12.. 

Tcf P~ biet laAm a label as .oJ t .e_branch is rqq ltr„ed..tot St ce„t4e4stWtr 
t_he:spailt::laktal:as:ev dence,. 

9.. Hacdw.a.re-isisu.es:e.,.g..:.prints:r::prakllem5,:P!N::.p...ad:s,touchscreens.:a:ndPa.yStatlan. 

9.1. We are aware that occasionally branch Touchscreensget"out of alignment'° and that in 
these circumstances touching one icon generates a_ system response associated with another 
icon Please provide full details of_the controls and_procedures in_pl ce that detect_or.. 
.prevent this type.,of prohem.,, 

P:le::ass:::rlKfe:r_:::lQ: t:he:::::answ.cr.:::Ft..ouided: tp? 
7...512 
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1. .. ,Failu;re.,to.,fallowcorreetpracedures,.o:r,.mis advice„by„POa"s,.Helpl:ine, 

10.1. A_numberof applicants have reported that Helpline staff have said "don't worry, the 
,.problem will sort itself out"_ 

kt s%s,a~.staterrient vu th.Tt_p questAon ta.answe.r., 

10.2. •Please provide full details of the actions taken.to investigate these allegations„ 
n.d.._confirm whether or.:not Helpline staff have,been instructed._to never say,"`.don't. 

worry, the problem will sort itself out or similar words. 

Where such. allegatcenshave.been ade ;Applicants._to_the CamplaMnt_and._, 
Mediation. Scheme Post Office has: fully investigated the NBSC calls.,loes as.,part of its.:, 

than.Qugh.investi ationan.d..re.pQrted.:its.:findin~s.:i:nihe..Post.OffAce I:nxesti6ati.an:. 
Repo it 

In relation to certain transactions,..P.ost Office has in place„processes and controls to.. 
detect particular errors by branch staff.Where an_error is detected, a transaction 
cc~rrectio..n. may be_sent to a. braiac.hto correct a mistake. In.these circumstances. it may__ 
weii.be.co.rrect..fc.r NBSC to advise_a branch to await receipt of a transaction correction 

amarigst.other steps Post.,c ffice:.randerstands that. it is this_ scenarip that is being referred.. 
to by Second Sight and considers that th s advice n. .be.:appopnat . the right 

clrc[Am. ones. 

10.3,., Please provide details of Post Office's Policy and Standard Operating Procedures in,, 
regard to those situations where customers leave parcels and come back some days later to settle . 
their accounts Specifically, wliat is Post Office's posdion in regard to c hat.
Subpostmasters take,,and the potentially'false accounting issues that those Subpostmastersrisk. 
when they rput'nely aileku custorri ers (suuch aseBay Sellers# to drop off large quantities t?f..t2arc is.. 
that are then dispatched„by settling the labels to . Fast Cash (eventhough no cash_hasat,. 

that:paint_been_re e.wved:: ram_the;custerin_exl_and._tht,n„reve_rsl_n 2i.Il_those..Fast_Cash,:
pa<yments to che.gue when the customer later pays.kKcheyue?. 

Post Office does not ___have ..a_.- policy__.. of_ provrdmg__._credit.,_to customers....._Where..-
tar7astmesters hc ata_ne sothleyhajece_contraene.. ~osiOffceoperati:ngngtru3Qns:

which state that.at the,..pQmtthe transaction is coirrpleted the appropriate method of .

paymnts:hauld,_I a taken .raArzthe_slastarner. 

Theretore,. the risk wauldbe the. Subp0stlnaster's..in respect of an.unsettle.d payment.. 
from the customer. ........................................................ ......................................................... 

11 Tralmngand Support issues including Helpline and.,Audit 

Another_ issue_ running_throughthe applications tothe Mediation Scheme wasthe_ alleged 
poor. unlit Qfi training and supoort provided_by Post ®ffice to_Subpostmasters. 

$ecatad,sight~ . clraest ans 4n XhISTtSJ li _,dre dealt ;..w.tfl:l?.eIo.w. Q.We.IfeX.PQst:Off.IC nS.I eXi..tftdt:. 
Issue,r..eldtng to training and. support. are I ikely:.tp be case Speclf<c arld::dQ.. tt4?t..see how:.this_. 
can be a thematic issue suitable_for Second Sight's Part 2 Rport, 

11.1.. Please prpvide us=with full=details as to how th a followin ssues_are- dealtwith 
during the handover to anew S I~postmaster.. 

a) ins_r~rngxhat.thg::neyv:Suhpostmasteha : aaageJ,.,srape:ru soclexel:acsess:rights. 
to_the branch s Horr— systerCt~ 
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Tkte_Fieid_Support,.(FSAiteam tnvolvedin the branch _opexting.processwouldcraate_„ 
theUser ID for theincoming Postmaster at_the correct max%inm ievel of manages_ 
The _audit_tea m woulda ....................... .................................. 

e :pelete::any.:absola :e::Base:rs:.f..ram.:th.e:$Y.scam.and::ensure.:that:the.:r.ncom n :. 

PostmasterasteLanL..new staff_ members are added_tto Horizon_in the 

oo.r.r.ect:for. at,.. 

• Check the .Horizon User ID's against th, t_of Registered 4s5f5tantse

• Any staff„working,in the branch that are not registered with HR should be

reportedvia the_Anornalies. Report _that the FSA completes_to notify HR 

so that they can follow up with the Postmaster. 

• Inform,the_Postmaster_of the_correct ocess_for_re sterintassistants.;with 

HR. 

• Set new alarm codes oncethe transfer is_ completed under_ FSA supervision. 

• Add,_n.e.w..,us.e.r(s~_to,_Horizon,ensuringthat_all„ staff_are:also.,listed.,on„ 

the reporting form to HR. 

bj Thaj.. ry..emplayee,has_a;unque;U;ser;ID,and„ 

passes®rd; Please.:refer_to:a:nsuver pr®vded:to 1.l.la, 

Ensuring that every till or employee and ATM is associated with a separate stock unit 
and 

Some .branches operate with oast one sha,red stoa:k ainit as_they dant feel .the need 
to have individual  units (this depends on the..branch's preference). 

ATM"s are_required...to have..a dedicated stock unit .This is checked on..branchaudit. If. . 
the branch does not have a separate ATM stock, one.:  created (instructions on how 
to do .hi.  can be found„in the Additional Horizon Procedures on EA5..E..j which. stands... 
for "Engadine and Supporting Eff .ctiveiy and. is the library of.,tools, official forms and. 
processes from which the Fi.eld._Team take all of their„instructions in the deplr>ym:ent.. .... . ..... ... 
of all types. of. Field .Support :Activity. 

d) Ensurang tlaat.all.:h:ranch:.eploy..ees:a.reaplaroued.:b.Y: ask.. 

Office,PleasN.:rf...erto uicer: pxotrdedto 2 ,1a, 

11.2. We are aware that when attempting to,cor.rec.t,errars.ma.de at the counter and _t0 
deal with__incoming TCs, some 5ubpo.stmasters make matters_worse. by making further_, 
tnstakes.:at that.point please describe th.:controls and praceduras. to place to detast Viol,.:
prevent or corrrctthesa t.y_pes of.cornmoniy rriade_error.., 

"Correctn errors"..and_"deai.n .enrich_ncomn. .TCs"..are..different_thn s...A._branch.ma. ..be. 

Seeki ~o SS ,C..~,i ,,4~C4~,lS,ilas, ~p~tted.,.l e>rf t ,l f£P~;e„a,,,T~»i2ig,~o,l ,e,~3C 

W h_en;corre.cting_e_rr<orss sorne_..ubp_ostxnasters:_da..ind_eed..sometimes~.make_.har-tiaer..;
errors The controls and,process are., 

Through their own.vigilance inconcludingatransactiontlieyshould. 
S~a.Ut; issues; 

• Through, daily cash declarations and other routine supervision of their branch_ 
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11.3. Please:.p:rcry de.:fui.l._detai.ls.of_the..followin .;: 

a) Any surveys or other quality_ control„procedures in order to._measur.e user,. 
satisfaction with regard to the NBS .and HSD Helplines; 

NdSC,perfarman.ce is;  measured on the t rrre,advisorsake,la:answerthe hone,
referred to asa"Grade of Service". The target is to answer 7Aya. of calls withln_3.0 

seca.n....ds:anal to have. no more than.. .5/0_0 .abandc.ned.calls (i.e.wherethe._c.alle~r.::
hangs up.before reaching anadvison For_complaints, NBSC's target s to resolve„ 
95 :.f c.c .pla.n.es.w th ia._1.... rlc ays_:

Furl,herthe_Subpotasterenagement survey also,rneasures satssfactson_levels 
of users of the NBSC: the most recentof wt ich showed that 83% ref respondents:

fe.lt,that~ihe.suizport fram_NBSC uuras.:etieckiue. 

b) The..extent to which_that advice proyjded bvthe NBSC and HSp Helplines
manrtored;and quality checked, 

All. advisors.. are coached through a.,,robust quality process called 'reward.i s..kills 
This involves the team leader listening snto_a_selection of calls and providing_ 
fieedback_~rn..call..liandlin c+asxamer_sexvlce..andualitaf the esponse.. 

c). The. extent.to whlchthe.. !r ttoxt..rgpsar .. ca11 logs. qt.. het 5 _and.HSi .H.elpl
are routinely compared to the actual. calls and quality checked; 

As_part of the rauality monitoiingas .putlaned_ in 11 3b, the actual tall to s,ehetk@d t®_ ..... 
ensure that it has been categor€se.d_~,orrectl~r_and..xelexant.dtEails.of..th.e..ca.11.axe_. 
fogged There are.. no, written reports as all calls. are ;  10 ed onto a robust call Io Ind 

S.yStern.. 

d), An..y,survey,_or„qualit_y_:control,techn.mques,usedtoassess.,the:adequacy,®f„ 
training provided toSubpostmasters; and 

Post _Off..ice uses the independent external organisation Kendata to collect 
feedJtac(Lfrorn all customers of Field Team.kttyltys..including Training, Audit and:
Interv. pt.o-n activities.. 

Followers these-support activities which are supplied; the;Field Support, 
Advisors (FSAj, across all branch segments in the Network, the FSA wdl ask flee:_ 
Subpostmaster, Operator in_:Charge, and all training.delegatesF if they_will. 
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coral feteanrireturn:a ciouble.sided formtodescribetheiretcper ettceint rmsof_, 
the FSA' performance and the effectiveness of the activity itself. 

A_form. is handed out at ever C act.vltyas; described below:. 

• At all Audits including Branch..  Audits: 
• Classroom and onslt trafnAn CBA. cTJ;: 
• Post Transfer Visits,, 
• Interventions visits - including NunConformance Visits iN.c .. .e.e.,g 

Mail Segregation j  can er®us Gaods] ether Non Comphanc 
standards activities. 

Excepti ors s:: ir1 c iud e,;. 
. An:auditresulting.,in„Supenson;. 

$,usial: Ete:n~aes :a:u ats:-.uichere.fiav

suspected.._Performancce Management 

All.feedback-is submitted d.irectlyto.Kendeta.then.summarised ands.ent tothe. 
line-managers of th.eField Tea in and., the individual FSA The r..eports:are tailored 
to the different lev..els_of.line management _on. _texms_of detail,renging_from_full.:
detail including comments t the FSA and FTL levels up to an .overview of_ 

performance by_teams and..activity at Senloe_lYlanager level,_ 

Each Field "team Leader iFTI} the first linernanagers:_of the FSA s, will discuss.the.. 
performance of theFSA's atthe€r appraisals: unless there are..any,concerns ra.isedd.__ 
in which case this is dealt with as soon as the reports are received. If further:
information is needed tp hold an effective discussion the FTt will call,and.speak.to_ 
the persorn rovoding.th fedbacicwherevex tzossiblef to_further understand the_ 
issues. 

The FSA performance, and the FTL's ieam performance is dtscussed,monthly as part, of 
their appraisal withthe Regional Manage.. 

Th..e„feedback recelved.on.th_g activity itself s, used a.11ongsid.e otherinformat on. 
gathered by the Lead Team to drive and inform change and improvements to the Field... 
Team.support offs:... 

Exarn leg.ofth.e forrn.s_used_ are .appended at.Annexes1314 and 15_. 

E), An~_surveys_®r_.quality:cantrol_techni:ques_usedao:assess_the:_adectuaclr®f„ 
tra.lnngaarovided.to.bxa . h.staff othex than.Su.i ost asters.:

This: Ls_a duplicate :af.guestion 11.3d. 
•11.4,., Process issues at the end of each Trading Period, 

Th i s gu a stion_ isnot understood.. 

11._5. Please,provade:full.:details:.as,.to_,how::ar~d.:vuhie:n::Post:, .ffice::not:.fie:s.:5satip®stmaster.s:.. 
that they may extend a TradingPeriod,into what, should be, the next Trading Period., 

Branch_tradin _dates-are_ communicated to_ branches_annuall- __throu h-_Branch__Focus_- the_, :.. ...... g......... ......... :.:... Y :.$ :...:..:~ .::...:.. 
branch newsletter) and_are also updetedon Horizon online help Ifa revision was 
needed duringthe. yearthe sameprocess wouldbe followed. 

Ifabra .nchwished_tore ._uest. .ermisslon._toextend_theirtradin _ .eriodthe . should .contact_ 
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N-BSC This would only be,.perm.tted in hiehlye ce t enal_c rclamstances SC would. 
contact the FSC Relationship Manager who may consult with the Network Contract 

Manager.Th.e..fo.rmalre ponse..coutdnome_fxom..ansr of..t;he.three part es,..dependin on.th.e.. 
circumstances. 

11.6. Please..._r®.vde.full._detals.as_to_the.®_tons.avalable.to..an. ._Sub _®strnaster_who .. ..... :...:.. p . ...... ......... p ......... ....y... P......... ~.. 
the::end—Of-a-Ir._a-diing Pe:r...lssi, dis oue..d: sh+zrfeB,t:hat re :. 

a) Laar. .er.than they could...centra.11ysettle.';..or. 

The.upper lim.t onbeig able to ̀ centally Settle` is£999,. 99 99, Should such„ 
an- nc.dent_occur~ Post Office wouldman e_by exception_-

b) On.1.ydiscov.ered_aftertheFie-(Aline.:had:cQsed_for_the,evenng,, 

The ,c®uld_dela, _close the_7radn _Period_until_the next_rrsornn -the _could,then_. 
contact NBSCbefore en,ing Yhe. Poll®uvin day H®uveverwell run branches- .culd:.
be unlikely to havelast minute surprises like that. because itwould have become_ 
evident .d un ing_ other dailycashdeclarat on_prp se ::erd e s ringl ........... 
preced.ngweeks. Last minutesurpr ses,usual,reflect poor .lanning_L:ma_nagement, 
bya, Subpostmaster.. 

11.7. Bear n n_m.ind_that_some.TCs_would_be_issuedmany,months,afte.raheor nal._ 

shor faiLwhat_.u.z~tions_are<_available.tosubpa traasters_to'fund_shortfals.that..eceed_ 
their.ce.ntr..al.settleme.nt'.!irnit?. 

please::refer.ta.:the.:answer::pro..v...ide...... :t -11..6x.. 
11.8., Please pro..v...ide.:fulld.eta.ils.as.to.:the.:consequencess~ let roducin8::'Ma thl.Y:T.r..ad.i. '..: 
periods. 

For example, did Post Office notice an increase in the number of branches_ 
suffering discrepancies that led to cantract.termination?. 

Having made further enqulries onthis question,_Post Office confirms that tdoes not, 
.hold..this..data. .......................................... 

11.9. We :u. de:rs.tend.that:whap. Post office. moved to Monthly Tradi:ngjrench: a sirerise::: 
Accounts thereafter had to be closed out to zero at the end of each Trading Period. Please 
provide full details of options available to a Subpostmaster dealiin with the investigation 
of a .asspust before the end of a Trading Period. 

This is wansered in Section 9 of Second Sights Part 1 Briefing. 

12. The..contract between_ the_ Post Of f ice and Subpo.tmasters :

Some._A. .. ..I.icants.hay.e_made_com .lants..in..relaton._to_the..contract._betwee.n_ them. and_ Post.. 
Office... .................... 
Sec®rid Sights quosti®ns arising®ut,®f these c®mplaintsmare,ansuvered below. 

12.1. Pieria::provide;fiul .details__o._the_fo.11ovv n.g;;

a) Any..insurance coverage. Post..office..has.ev.er...offered.:to.arrange for its.. 

Subpostmasters,, Though this question is .out of scope, it is afunctionp .e..d rmed by: 
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the National 
Federationof Subpostmasters. Discounted_insurance rateshave been offered to 
Subpostmasters by the National Federation of Subpostmasters and it is their decision 
whether or_not they opt in. 

b The measures Post.Office takes €n_order to_1Ceducetherisk that incoming, ... 
Subpostmasters, wh,o take over an existing branch and its staff may. be inheriting. 
erTIpl ve beenfound tobe or ar uspected of _having been : 
incompetent or dishonest In this G.ontext,Ylra4.tl]e:C or is there rlawa .w.. 
competenG:/ :drt.t ltegrityveri icatiQr.,_p r. arttia c.eaPtrrar a.C~c?:r Qrntal::
disciplinarywarning process whereby outgoing Subpostmasters and Post Offices, 
own Line anagerscould 1i4~arrAlrACOtttAngSu:k~postasters where gczestionhad been 
raised? 

Staff:m.emkersjS...lib osxm ste:r..s':ass staats:  plc yees: .f..._the: ul pastmaster::
and. not Post Office Ltd It isthe Subpostmaster who performance manages the::
g ft members including any.disci.pl€nary_action_as appropriate...it..is_alss~_a,,. 
Subpostmaster who needs to assure themselves that a assistants are suitable for -_ - ---------- 
the.,role by conducting interviews, seeking references, etc._ 

tnthen a,.S Ibpostrnaste:r::r ct .wineml er_Qf:staff.xhare, 
that_have to be undertaken.(e,g.,right,to.work in the_UK, pre®f,®f dent ty.and roofi ......... ...... . .. 
of.addxessMang with their iv.e yeaK wiark fa>story}..:

In additionthe individual must be. registered with Post Office Ltd so_the setter .., 
checks can be undertaken_ _g criminal record check). There..is an annual check of all.. 
assistants to. ensure they have been..cleared,through. the pre,-employment checking,. 
system A recruitment file has to be.,established and. maintained hoiding the.,basic.. 
paperwork for each, asst tant tpleasesee section 15 of the Subpostmaster contrac t 
for services,_paragraph_4,,for_further_nf®rrnatio. _ 

Under their contractfor services with Post Office, every 5ubpostmaster must_, 
establish, rriaintain„and adhere to a..,formal disciplin .ry policy: in respect of any.:.. ... .. . ...  . 
assistants who fail to comply with the Subpostmaster oblige#ions as_detailed.:in the.,, 
contract The disciplinary policy must include the content as_definedinAhe_Ecortttact:: 
and_ records must be retained tplease see Section 15_paragraph 9 of the 
Suhpastmaster contract for seruice paragraph.`) o.r.further_informatipp 

c], TFiemca uresP O fic tekes n: da ...ati .sf . tself _hatpocentia . 
SubpostmasterhaLi e_thenecessa skills_t®meet_the_challenging rem rementof_.
Ieing.a S,ulbposmater? 

Thls ~undertakend7r ugh. 

a) The. ovis on;ofa business__ an_to_sy .ii.ortan_individual's_app.icati n,,_ 
and 

b.) _#_ca_mpetency_based; nterula~vof.;T.he; ndividual_whch.is_ndeakar_. 
l~y.,trained assesso,.r:s.. 

At interview, applicants are assessed ca:[t::lheiC ability_tc~.:e.XplaifLtlleiC,btfsiness-
proposition, answer any questions raised and provide examples to demonstrate therr., 
understanding of what is required across a_number of competency areas The_- 
business plan is alsoassessed financials by the Finance team:,, 
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d.j. How Post Office ensures that Subpostmasters have._acopy_of.the Contract no.. 
tater.:t..... the:d..... that.:they:tixAxl ence:ilteir.:,pctslt:ion,. 

The contract document-is_ issued.. with.the_offgr.®f.a. . ,.ointment. vuhen_a,n..i,nd vdual.., .... . ..... .. .. ...... ... . ..... .... . .. ......p#? 
s,adyJlse heY ha\!e E? n:s9dl& isf411 at:bnt4 lllekll,_Th s has.. el .tk ..i?1Co£M.ss. lee 
2001. ................. 

,12,2.1 e understand that many_Subg~gs..tmaste..r..s have anly sig.n.ed the one page.. 
Acknovrledgement of Appointment Letter aid not necessanly been provided with_a copy_®f::
the Contract Please describe the basis upon which Post Office considers the Contract .:: ----- 
enf®rceapJ.e.in._these. circu.rn5tancas'i!. 

Pus_t_Offig _ha.s..stated. n: .number.af~ccas.ian-. :}~ ~x atters..relati tot e. 
Sub. ,.astmaster_contract.are_out.of_sco _e_and_that _as.ths_is.a_le al,... ueston .it. outside. 
af.: Seco.nld.: Srght's.;area.: of.:ext?e:rt:ise:,:

Howe..v..e.r..in.th.a..i.nterests.of.. ..rov..id.i.n .Seco.nd.5i ht_with._as..rnuch..in.formaton.as... 
possible,_Post Office's position is that thts,quest ion concerns the formation and 
enforceability of. crsntracts, the response,to which_will be informed by the particular 
circumstances of each individual contract and their,application tothe relevant legal, 
.principles. Thaug_h.it is nottherefore capable of giu ngrisetoageneral response it is 
worth noting that the "Acknowledgment of Appaintment".docume.nt, whilst not the 
[Hain cantract itself, states that th.e Subposttn;fster has been given and has accepted. 
t  terms of the standard Subpostmaster's contract. 

12.3. Ne understand that Post__Office considers_the terms of the Contract to be„ broadlvs%milar.. 
to. those-_eased lrf. firanchsmg arrangerne:nts across the lJl4. Please pr®vide full„,details_, 
eviden in thts,pra ,ns%ti0a 

.french seagreemantisaprivate:,cantract betweentwo( r rnpcel..parties..recardA.ng,. 
t .e. basis on which they. agree to do busin..ess in their particular circumstances The .. . 
SPMR Contract is similar in that it records the basis on which Post Office and 
Subpostmasters do business 

Enclosed at Annex 17 is an extract from the Encyclopaedia of Forms and Pr..ecedents- This's__. 
a..leadt.ng:saga! text prouiding.precedent agreerrten#.s for ~ra:tfaus situat&R615. The exl.r...act ts.:
For:Cta::t8 f:ram: \la:l.:1.6(4.): alnd is a. precedent far a 1Non-Exc:lustve. franchise. agreerrleaxt.:fa.r..:a::
retail business% 

As can be seen from the Precedent. the terms ofastandardised franchisin&arranment_are_ 
br dh.. miler to the terrrBs of the standard Subpostmaster Contract There areobv..ious 
some differences. between,the twa asthe._S.ubpostmaster.Cpntract,gs ta.il+tred to..Post... 
Office's„business whereas the Precedent is eng , eric however the coprinciples.are,largely,_ 
the same.. ur.:exarerple.(nsaimber references:ar....e:to.clieuses:irt:the:P.r..ecedent: 

• Premises {4 and 9): Both Franchisee and SPMR are both responsible for leasing 
the preira,i;ses arid;;enseari:ngthat i...is aFp.ropnate tca.aperate the business:,. 

• setup costs j10 1. ) rheFranchisee must pay fart&ne initial fit autand equioment,_ 
costs if pr,®vided by the Franchisor Post Office alss resturres this.grayinentin:. 

• P..<rst..A_ffce__to:pra J.der_n t a_I,trafnin .tom„_p.;the..frtpchisee.`.. 
SPMR.. 5.1 .. andthe_Franchiseej SPMR is_required to tramntheir_own staff j9 2 11) 

Employees (9 3 5): The Franchsee Subpostmaster is responsible_for.-
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cm-ploy nguitektle:statf. 

• E... u _merit. ._Software:_The..Franchisee. ...Sub. .ostrriaster.s.re... ured.to_record_all.. 
sa es, a n d.:  {8th er, fi n a n c al„inform at $ing _ t  e1~11I1rS1 t.;  a:n ;17 1N1x e.:pr!vided.,, 

12:y ehe.E.carihisQ,r..i9ti2.23and 10.,91, 

• Telephone fines (9.2.22): The Franchisee_), Sub}sostrnaster.;must pr_ovidethe__ 
communications line for the EPOS systems and credit card_machln..es., 

• Ad.v...ice:.:(6..2).:At:tkze::Franchisor'.s.:dr..scret.ian.::At::may::pfou. e.:adyk.e.:to.:a1ran.c..h:see 
on_howto ape,ratethe._Franchisee's business. this reflects.,Post.Q.ff..i.ce.;s.ap.proach., 
to prov d n adv a through its helplines. 

• 1Probemsupporti63.j..:Anysu.pportp:ravided:.bytheFranchsar-t.Q:the.:Franch:isee::
to help resolve problems.will be at the Franchisee's cost._There is..a. slight_, 
different herein that although Post Office s addle.QI].a URRMJs._vniuntaCy,:it.is_ 

provided..at_nil_costto Subpostmasters. 

. Changes i.ra busi.n.ess (9.2.2.): Both... Frarachis®r aiid..P..ost Office can change it..s..business„ 
model and products for sale. 

Information  .193,8 and-_10.9 the_Franchiseeis--rest nsblefor, 
the accuracy of alb reports information and acc_punts. 

. Audit (9.2.13. 13): Both Franchisor and_ Post_ Office haven right, ,but not a_. .. 
1t gtiireaneiat, tQ_aradat the Eranchisee L/ Su,bpostrnaster Audit is described_in.the,:. 
Precedent (134) as an inspectia.n ofthe business_ and b..oaks — not_a full_ 
accountancy audit This is in line with Post Office s use of the word audit°".. 

. Responsibility for accounting errors (132)-Franchsee niust "prornpt!Yrect►fy".. 
an .accountgerror a ninth'sisveysernilartothewordin&j PMRRCContract,.. 

• Liability TheiEtanchisee isrequired to indemnity the.Franch.isor for anyr loss 
result'rng_(i) a failure to follow the lousiness operating practices 
"arty efeJ hercrte or negiipent net r trot ssr oraarssions by you..or yvur_ernplyees
(9 3 7 4.X..s.th1s is,.ali lost identical to the SPMR Contract wording.. 

in any event, the„term of_the Subpostmaster Contract are the terms on which_Appjicants_, 
agreed tca do busiricss wEth Post Office It is thl relationship described in those terms that 
-MUSt beppl ed: when asses in c t :Qefiice's_ap4 Svaktpostmaster°s._a isr is. 1S rs nox.. 
open to anyone to look to retrospectively Nrnpose new duties_on, Post Office that did not.. 
.previously exist. For this reason, Post Office maintains that challenges to the.
Saabpostm...aster Contract are outside the: _scope of the Scheme, :which was to focus on... 
Horizon and associated slues Such an evaluation is also_beyond5econd $ ght's_e_xperti_e_ 
as_they are accountants and not lawKers

12.4. We understand that.Ppst.Office-e_s not recommend that its would-be Subpostrr asters_ 
take legal advice (in regard to the Standard Contract) prlor,.ta entering into that contract... 
This appears to be.contra_ry to best practic..e procedures. Fo.r exampleF the British Fr. anchis.e. 
Association recorn:mends_that independent legal advice should always be taken prior to 
s gn ng.a.franch se.agreement Please..pr®v..ide full _details as to why_.Post Office does not 
•c4:mplywith H est:cact ce::recfzmiuendation? 

It_is.open,to_al.l._Subpostmaste_r$_to_see_k;Iegal_advice_at.any.,tirne,and Post_Off.ice.;does_ 

not block this in a way., 

The_ reference to the_BFA_standards. is. not applicable_ here.. The_BFA recommendation is 
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ciceotecf:ta:franchses.:(in: : irn lar:pa tip nto.: bpi ima te rsk]Tlie.BFA.4cs nitanelre:. 
a recommendation franchisors tina similar position to Post Office) to require on legal 
a_dvice being taken. b~ranchise=es... 

12.5.  concerns that_Post..Office.en ...yes.acted.. 
AxapproprAatel .ln_caaanect~on. u~€th the closure of trans#er_of tbeAr_f rancfaes.. The..sraference::. 
ofthe major€ty of,;he remar s madeis that certain Post.Office employees acted 
unprofessionallyr,_either_ a ing,conf€dent€al info..# o.rr {that was dams i rig to_the::, 
Appl€cantsi to potentialbuyersand/or..bythwarting the€r_efforts_tosell a_vial lebranch until .... .. 
it_was np:,ionger via ble (and Cpflaa. tletttly_of laver. valuei 

T:here: are.:.very serious..:butwho.Ply u:nsubstant atgd: all.egat ons:that. Post Ofice.: denies::aad:. 
has not seen evidence or _been provided with evidence to support these allegat€ons,,., 
Further, it was asagr.ead::at: ha:lW.erloc . Gro ryeetisng J.ane y:that:thts re.uest_ foK. 
information is too wide. 

12 6.The further inference is that certain Post Office employees seemed..to be i.n_same way.. 
motivated. or incentivisedto find reasons. to. close branches., that were already destined, 
to close under the.various„closure and re invention prograrrames, without cost to Post 
Office. 

See ,answer„prnvdd: tok25,. 

12.7. P e.ase.pr®vide full details of the wark performed to refute these 'bad faith'., 
ARNations.. 

e.g.: answe.r...,prQ.. idedl to.:12 5., 

12.5. Please provide_lull.details of Post_Office's policy and procedures,€ra„respect„of wr€t ng aff„ 
amounts due from Subpostmasters...Please also provide similar information relatingto 
0Crro►trri0#fice P1.eese..alsrz..describe thewrits aff au kasrr cation limits applicable to different.. 
grades<
of staff. 

Sub. _ostrnaster...wrte_aff_levels_are_docu_rnented._Please_see.a._co .. ..of_the..wrte-off.. 
pr . sac or-agency:branche appen ed:_at.:Annexlii.. 

Losses from Crown Offices.form part of the. individual Crown Offices PAL and ultimately Post.. 
Office's P&L. ............... ...... ..... . ....... 

Though reports have heen. issued to Crown. RSMs.on€ levelsof losses. it is not a case. of.. 
asihorltv..ievels. Taieranceis set,a .jadly dual level„ As a,generalrule an,.`,escalatl9l[t.'.. 
nvesti at®n_s,ntated after_three losses_ofin excess_of £30,_althou h there are_ 

.ariations.to_this_depending on.:localand.individual. circumstances. Branch ..Managers also,. 
implement a series of surprise checks on stock units and.separately carryout supervisory 
misbalance checks.when a. tock unit €s showing £30 or mrare lass Pn two consecutive daily::
cash declarations. 

Discrepancies can also be identified at the end  of each trading period where theBranch.. 
Managerundertakes a fullcashand stock. reconciliation An esca. .lat€on wnvestigation cats.._ 
be initiated as a result of errors found as. part of that process. 

Crown Officesdiscrepaneies are rectified using thesame Transaction Correction„(TC.}. 

pr. ssas is used in 5.ubp.ostoff c K.....e sent t be .r .nch Manager rl~o as.. 
res onsible._for_acce tin _or-- uer in the.TCs_b.ased on_ the evidence._ in_ branch._ This__ p__ . .......: P:..I ..... q...:.:Y.:g ..:.....: ...... . .. ... 
process could als._ient.itu:discraparacies._w.hich.ctru:ld.restilt..i.n..i.nitiatioaa..ofi_a.n.`escalation. 
investigation, 
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Depending on the _circumstances, actions against an ncliuidual member of staff in_easeg.. 
of persistent neglienceor wrongdoing can includedisciplinary action  dismissal and 
prosecution... 

f._ :a t..Qifiee.;s::Policy and: .ta:nda:r...d:.S .peratiilag::P:r...asedia.re.s::in::rega:rd::
to helping Subpostmasters recover shortfalls.:that They have made good as a resuItof„ 
Pxayen :thetthv::lxranchl rnployee 

fterave.rv.af. losses .caus.ed.bv..t.heft..b ..bran.h...ass.istants...is.a:m.after..far..S.ubcwskrnxsters...es.. 
the_ assistants_ are_their_em _lo. ees._Post-_Office,_ma- _hel ._ _as_amatterof. .dwill ._but_the..re_ 
s_:no-,policy_ n.:thms„regard-. 

13. PvstOfflee.,,Investigatians.:Function, 

13.1. Please-:pro.y rte vii::det-a:J: ofany cr tls s:nla.U. .
investigative, 

alctions.or:of its ern:t~ aye_es.in:any_—M-1::iudgetxzetat ar,.r_..uli ,, 

This question is very broad in scope - it could be.interpreted to apply to the whole of Post. 
Office's business a:nd not, just those issues-„under review in.,the Scheme Through further 
discussions with Second_.Sight, Post Office now understands that Second Sight is looking
criticisms of Post Office's sera:city..::initestlgatioCt,Team and not c[ittcjsrrts Af uther.parisQ 
Post::Q.f..f.. c:e°g: tn:ess.:xt ts :tseal:Lproseeutla:ns:p... aces:,:

Although this greater clarity is weicomed,the question still remains premisedon_a,_;.n. 
assumption that there is an issue_with Post Office's investigation function that would give::
rise to criticism To date no such issue has been identified by Second Sight This enquiry. 

also._needs to _bepla ed: in context.Post_ _Office,_Pikeal,large:eansations sregularly_ 
involved,in legal _processes. It also_ my se,parat i the: Royal Mail Group in April::... 
201.2, prior to which investigation functions were <sltareci_acrass bath businesses, TlAere:is:
therefore no single source for the information tltgk eAr1dSAght is seeking. 

Against this background, those individuals currently responsible for the seeurityteam end.. 
legal proceedings_at.Post Office have confirmed.that they,are net. personall..y aware:pf any„ 
criticismin a written Court.judgment or ruling of the._nature described above For the sake... ..... 

td.adty}_no_reyiew_of historic .pdg►tClen . Jllyolying Post_Office_.has.k en. undeJtake.n.in„

reaching these views such judgments:are.in a .event a_matter Af public record.and ul cod ......... . 
tjterefore._he reviewed by.,5eeond_Sight, 

13.2,.. Please provide a schedule showing the number of requests from Subpostmasters 
for assistance in investigating discrMancies their branch s_accounts_ for each of the--years_:, _.. 
1999 —... 
2013 Please alsoshow for_each year the number of requests when_ assistance wasprovided. 

P~o,st..._Offic_e_d.oes.not _hold:this.info.rmation,.To_undertakethis eexercis.e_.would.requi.Cet?.QI... 

to review_14,years_of calls_to_NBSC and HSD from a, network of almost 12,0100 branches..x
This request is.clearly dAsprapArtlorta.#e. 

13.3. Please provide a schedule,showing.thenumber of -Investigation s into branch.: 
surpluses or shortfalls for sash ofahe years 1999 - 2013 clearly settingout the number of 
lnvestigatl.r's Ineach category=

Past:Office:: l~es::not: ltc?:l..d:this:;tnfo.rmationa To.rande akethis::e ecc;ise_ :ui.cl::ie tale QL 
to.review.14 years.of data from a. networkof almost 12,000 branches.This_requestis_ 
cii_grly::d sprapa.rtipnate.

13.4. In.reiationto_re.. nests..for. assistance _we._understa.nd.that .where. several... 
instances..of the..sarne-. . roblem._oc.curs _a.-' _roblem._record.'_s erected_and_th.-e..root_cause--
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of the issue is identified andfixed,.(ia toavoid further. .ristancesi_Please.provid.e_a., 
scheduleof all  significant problemrecords' and all process and software modifications 
(exclud ng "minor amendments__to r ses_ses" thathave,been im_plem.ented in.the,years.. 
1999 2013, that _were ;.des igned to reduce_the ..eq..ecy.d impact of "errors made at__. 
the counter". 

This is a d sproportiorntely9Nide request for general information, without identification of 
a specifieissue raised by Applicants If Se ond Sight is able to identify, with..supporti.ng 
matercels&::speech caises.where Ap:plicartts. he Schemeha.ye been affected by th.:ese 
issues" Post Office will of course reconsider this request. 

13.5.., Please_provide_full;details_and results of any user satisfaction surveys Post_. 
_isnt.Q:.xhe..[W.. ..nj..Ystem... 
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Post_Of ceconstantl. ._rece vas feedback onHorizonfrom its. tens_ of_ thousands_ of. 
Viers t:hratagh:avar ety Qf:s lr-r..e..s:. 

The primary sources arethe NBSC, Horizon Service,f s.k6ranchUser Forum nd_NFSP., 
Feedback. is else delivered through a variety of BAU processes r.example fram cntact.., 
with the Financc .Service Centre, and through discussion inthe field with Contract-__ 
Advisors and Field Support Agents.. 

That, feedback sthenmplemented through. regular systemreviews. and upgrades, 
lmplen a .ta bY.:hoth PQ,I,:and Fiailts and:anprodvc.tevelopment (e g to.:streariline,. 
thpr®ceSses,fr;transactng,a new„pr®duct. 

13 6. We..understand thatmany of the unexplained branch, lossesare attributed to_"errors.. 
[Wade atthe copnter" Please provide a schedule:showing the number and.value of:. 
unexpla€Wed branch losses or "errors.made. at the. counter"_for each month_for the Der od 

20Q81ta2(11 .:Pleas : lso rax de.:s lta lar.: nfcrrmat:iaf r..elatjngt c inihe..sin..tht
the amounts written off each month. 

Post Office does not hold this information ......................................................................................................................... 

13.7. Please provide._a scheduleshow ng the_number and.value of. ENs. and TCs. issued_to.. 
branches. for. each_ of_ the... ears._ 1999.to..2013.. we..n.eed._to.see_se _a rate.vo.lumes.and_valuas... 
for.,Credits„a nd:  I n.voicesL. 

Post:O ffice.. has.readilyavai:lab-le:  data:_for 2012/ 13_and. 2013 14,.-=see,.below .., 
C miplling.anforxnation fi .r...prexaaus Years_would._Ka:ouArecans~d- - — I ata_ana~+i s.isr 

Post Office does not know which particular issue raised byApplica,nts this.data is seeking_
to. ddress. If Second Sight:.requares more data tD con sider._ndividualapplicant's cases, ire_. 
should be grateful. for a d.iscussion.of the purposes. behmd_this enquiry so we . 
determine what data ma be.... allaJe. 

,13.& Please::pravde.:fiail:data:rls:ot_c:hangas,To:khe::H:Q:rzonsystem.:and.1'or.:to.:ats:Standa:rd::
Operating, Procedures that were designedto reduce the risk, incidence and severity of_ 
errors and fraud, as a direct result of investigations carried out into unexplained branch 
shortfalls,.,or in responseto problems vulnerabilities and susceptibility to .errors or_fraud,,_ 
for the years 1999 
—2013. 

Sgj~qnd.~jight has clarified that it is not seeking an exhaustive list of_all..the changes,, 
shescrfl edabv..eR_rather_tt. .1.5 seeking a summary of the key,.changesoxerthls parted and::. 
brief_ description. of each change h.is information.IS.pro. Id

MoneyGram. Auto..mation.-.Qu..otesand.financials..are.nowprovided. 
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directly 
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into:  Horizon.,rather.,than the .,clerk telephonin&and:  transcri.bn

mint

Broadband, Up ssing-Addre the issueof "slamming°'(an illegal,, 
t .lecomrrllliitCatiens .d ree~ in which 9tf aber°s telephone service is_ 

changed without their knowledge or consent] accusations by onscreen.. 
"Read to customer,.,, messages, and key,tert7ls being printed on the.. 
signed receipt,

e Sureau Pre-O?rder:.-::Q,r...der.J1tecyc:le.::i ir. ...n analgarl:,throuBh Ffa:r.zon_ta_:

ensurepayment is taken at the point of orderand issuance Is to the .

c. .Q1! er,. 

• Care  Commission.LDisciosure.andBarringService.._(DBS Ldent jy. 
Checking .:.There I.s now a.otgm.ated.customer ident.itY verification xp.. 
ensure key dataattribute checks are performed and the correct fee taken. 

• Motor Vehicle.Licenses.(MVLj..-Stock.l fecycle is Ww.automated_totrack,all. 
MVi_ stockf rom the point it. leaves_ the_ warehouse to issuance or 

destruction. 

Po #ic_CrdAccraunt_PDCAj,Cara.i_quaricer...-.Autination_ih..now.in.. 
place m terms of the issuance of new and replacement card. Stock t0„ 

custa:rner x.. 

• Regulatory, Compliance Training —The model has been simplified to allow 
tests to be rolled out at reduced cost with full auditability based on_ 
Horizon user. log.gn.-

• Rod rishing Licence._ —The llicence issuance process is -now automated .... .::.. 
forboth short terrttand annual liceaxces~ rernaving cite paper_licence._ 
from branch., 

• Camelot Cheques -The cheque issuance rces ..is now automated 

for large prizes.. 

• 5tcsck .ordering _The creation of an:onllneorderngpro. ass through,_ 
horizon has removed the need to fax h ost order cards; Droduct codes, 
and all®wa.lale ®rder volaai~aes a. .re..nolK.dlAtA.Rine..d_t.Q_erisur ..bra.n., . 
received the correct stock. 

• Travel Insurance - Price look up for policies is now automated, these_ 
were previously keyed manually from the_ brochure__ lookup: tables. 

• Hczi zo:n::Recdvgrtt>:-t?:rtl tte_lrartsa:Gti.Qn with: :r....cl:p roes. (e:g._Mone.y ram)_ 
are_recovered In the event_of, for examplek a temporary loss_of p®uyer or 

telecarrinrauili atiansta ar>sure synchronisat on,ofbranrh, P®..datar entrees
and 3rd party systems The situation. before the change_was that the, . 
branch had to remember what transaction they were in when the. 
power(comms went downF_and then contact the service provider directly.. 
to_firtd out:iit the trap-sactian hacf~ompleted. 

• Bureau 2nd receipt_-The production of a duplicate session. recut=
(necessary for Banksecuritychecks) is now-automated preeioM1Yihe. 
clerk had to_ remember to printitrnanually. 

• Lottery TA (PIING)-, Lottery sales_figures aren®wincorpnrated ntotile..
Transact.. ...n,!gc.riowledge .ent CPIN.G 12r..ocessaT.ile. rai►&kJ SOC1 l 1 
system reported figure fo.the previous days ies.:when„I®p„gng pn.the.:next. 
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moorrtit a

• Sgaolt Postage Labels There is a revised pacers farsgroiiteostag (al ,l 
to ensure labels are correctly accounted for_and VAT automatically.. .. 
reversed correctyl _where applicable_. 

• Display of long addresses in_postcode lookup —Screen displa.yhas been_, 
rexrsed.tQ.:allow long postal address .gs to.be..d.spl..ayed an.twg Iiiixes..Thss:. 
has.:...eso:lve.d:en::iss.ue.:of:: .os cs.des::not...... earn ... 

• (pending] Cheque Rem out —There are plans in plac..e t®.:implement a... .. 
revised pracess xa_br x g: ll:e:lern:ants:of_:t:h..e:clae:goe-Re "ut_a:nd:cleslzatch :
onto a single screen, with automation of cheque totals entr wand rintmof 
despatch slop (expected My .Z0151 

14.: pJj s. 

14..1. Please:,pr —e full.delails.:aa.ta::howPostQ.ffice. trackss rpluse:s.:a:nd::s:lirsrtfalls: t:the:. 
end of Trading Periods at._both branch level and in.aggregate,. 

This_ data_is_not oc llated_b- y .Post_®ffice..butatan_ind.ividual branch_ level_ it. canusuall be y ....:... 
rerc tLstrueted.fram the_branch ..... izortlogssp,lO.rtg:as the_branch_ha accutately_
conducted its end_of bra nchlrading processes._ 

14...2 is wt;possible;that_an errorw which,;has enerated :a ;surplus,inonebranchcan, ...... 
res:ult:in.: : hsrtall.:r:n::aaaotlxerbranch?1Lease:orsud...fu.11::de:.ka.11s::as:to.:haw:thls::
occur. 

N. xce. ..t. f®r-in..con_nected._Core.and_®utreac.h._branches. where..remittances. of_ 
cash between the branches are not correctly ecorded by branch staff). 

15. SuspenseAccounts_ 

:Pest.:0..ff.....l.e::h...as::alr: .ady: a:ddr.ssacl: :Ica:nd:: . k~t'.s.::uu:stlans:: :n::its.: S.~aspe nis:::Accauts.:Ca::fts:: 
Susense_Accountsoa .er_Thispaper_demonstrated, thattsso_lops_as_abranch_follows_Post._Office's.,, 

standard o Brat ngoract ces, it,cannot suffer a I®ss„due to the.:o Brat on of:a Suspense Acc®unt_ 

15.1,., Please provide full details of all Suspense Accounts held by Post Office. Please also.. 
provide... edu.le. for each yearend between 20g, and Q13, how. ng the amaunts:. 
transferred to Post Offices Profit: and Loss Account (both_debits.and credits) for each:, 
Sspense Account_ had_. 

15.2. Please aisv:<p.rayide a.sche_dule~f9s:ea h:year,emd betv~!een:  Q. d_.ancl:2Q. 3~. 
sh.! w.in~:the baAance heldon eaclx. uspense Account lboth_xredats_an0 debAtsL 

15.3. Please provide anelectron cre _ortinCS.V.format_orsimilar. showin .for_the_last 3--
Wears the followinginformation for every item posted to_any spense.Account. 

a). full, transactiondeta.J . 

b_ i Ll illatQr's r ran. 
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ci tes assoc'ated with the transact ion ; and. 

d): kuill,ec crunt_d tails..of~tk~ ..accaunk.tki txa~n cti ra reCat_e ... ac.. s~. i~g_transferxed xa. 

E Q1ik pr1nci Ann.e 18j prior to. n ing l ? k!t el 
Secon~d.Sight and PostQflce'sGFQ,TheGFQ.has subsequently,.writ.ten again:.

withmore:: n :s~.rmat crn:and~a:fiuKthex_raa .el.m s:due.to:be:airra,m .d:: nAhe::. 

ne..r..: tttttr.e... 

15.4. Plea se_describe.thecontro.ls usedto_deke rears i.n, Post Q_ffice clietl .rQ Q.rU.... 
that if not_corrected could ,give rise to an incorrect TA_or_TC being issued.. 

Where._P_ost_Office._receives..-c-lient.reports _these_are-. ..art.of..raaatc.hin p .accounts..where-.. 
Horizondata s.matche4.to th :sl ent: ata. Therefore,.if_the client report w.as rong._ t... 
should lead to a difference compared to the Branch data. Post Office would then investigate 

that daffexens _If_a uurang_appoach wexe_mecle t~a_a._hrer,ch, the branch themselves 
could, in turnF challenge it., 
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