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From: ParkerSP GRO 
Sent: Tue 06/02/2018 2:50:52 PM (UTC) 

To: Matthew. Lenton GRO

i Cc: pete.newsome GRO -

Subject: RE: Legally Privileged: Known Error Log [BD-4A.FID26896945] 

Hi Matthew, 

True. The main issue we have here is not one of practicality, it's the exposure of Fujitsu proprietary information and 
the misinterpretation of the technical detail that we are trying to prevent. We're very happy to show and explain the 
relevant KELs. 

Steve 

From: Lenton, Matthew 
Sent: Tuesday, February 6, 2018 12:53 PM 
To: Parker, Steve GRO._._._._._._.__._._._. Newsome, Pete GRO
Subject: RE: Legally Privileged: Known Error Log [BD-4A.FID26896945) 

Steve, Pete, 
I assume one of the things that they would like is to be able to search across the entire set of KELs. We have said that 
Jason can print KELs — is there any reason why he should not be able to print all of them... and instead of to paper, to 
PDF? In which case it would be simple enough to join them al l together into one big PDF, which would then be 
searchable. 

This may be obvious to you, or impractical, or not desirable, but I point it out because if I was them, that is what I 
would ask for.., knowing we have the ability to print them immediately points to this way of getting it al l 
electronically. 

Matthew Lenton 
Post Office Account Document Manager 
Business & Application Services 

Fujitsu 
Lovelace Road, Bracknell, Berkshire, RG12 8SN 

Email: GRO 
Web: httpsa/wwrv.fuiitsu.cam/g_lobal/ ' 

From: Parker, Steve 
Sent: 06 February 2018 12:32 

r----- - --------- -----------'-'------------------- -----'~ To: Amy Prime GRO 
I 

GRO-•-•
• 

-

Cc: Lenton, Matthew j,, GRO Defence Legal
Andrew Parsonsl_. _._._._._._._. ._._._GRO ; Newsome, Pete ? GRO ;> 
Subject: RE: Legally Privileged: Known Error Log [BD-4A.FID26896945] 

Amy, 

Have to agree with Pete here. I have no alternatives to the information Pete has already relayed by email. 

Em

Steve Parker 
Head of Shared Services BRA01 
Application Management Services 
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AT&I Business & Application Services 

Fujitsu 
Lovelace Road, Bracknell, Berkshire. RG12_8S.N_._._. 
Tei: GRO j orinternally` GRO 
Mobile:: ._._._._._.__GRO._ ._._._._.~._. 

Web: http:i(uk.fuiitsu.com 

From: Newsome, Pete
Sent: Tuesday, February 6, 2018 11:07 AM 
To: Amy Prime ;._._._._ --GRO -.-,-_ _,_ _ _ _ _ _ ---,_,_,-,-,_,-,-,_,-,-•-.- _ _._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._ 

Cc: Lenton, Matthew GRO 'r; Defence Legal (Chris Jay,) ? G RO 
Andrew Parsons IF GRO ; Parker, Steve _ _ GRO
Subject: RE: Legally Privileged: Known Error Log [BD-4A.FID26896945] 

Amy 

Steve Parker is the best contact but I think our position stands on the live system as per the email . 

Regards 

Pete 

Pete Newsome 
Account Manager 
Post.Qiticc.A.ceo.utit, Fujitsu UK&I 
Tel;._.:
E-Mail:! GRO 
Web: ht1p:!/ukfuiitsucom 

Web: uk.fuiitsu.com 

Of* in G G+ 

Fujitsu is proud to partner with Action for Children 

I-CIO: Global Intelligence for the CIO. Fujitsu's online resource for ICT leaders 

Sponsors of the 2015 Rugby World Cup 

APlease consider the environment - do you really need to print this email? 

From: Amy Prime l GRO 
Sent: Tuesday, February 6, 2018 10:04 AM 
To: Newsome, Pete 

a . . . . . . . . . . . . . . l

Cc: Lenton, Matthe .-.-.-.-.-.-.-._.-._._.-..._GR~ Defence Legal (Chris Jay,)'._._._._._._._._._._._._._. GRO 
Andrew
Subject: RE: Legally Privileged: Known Error Log [BD-4A.FID26896945] 

00
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Jr 12 i re It ne 'ol 1W ,o Fri th, erid pr Y pc pr tf at rh to thy: t6, h sic al ratF. re of ,his that Mas;_}n 4 o 'ne qrd 
ale at : (',: hey ar- tl-,e claim .nt ' e dig clr su e . rc . id r anc m ana e th : B rw tat n ;if documents Co tieC a in_ 1t
systems) dis:.uss d rec.:tlp' w  Fu;tsu a pra ,t l ;gay tcar es the <EL t' scat Svc; k for all parties. 

F  .th .;u! i is e to organs era cell .yet<veen Fe tsu, Jas n ;o,, nc ar _! Ele' ate — we _ild yc_ir :lf an t'%atV-ie / L rnton 
L,e t~e be ;t f. io?le to ioir. thEs cail :a is tier: s;:in~:~ one is : w:ftE i Fusu Wi , be"tte p acad to :ors: %Ne q.,e: io son 
the KEL software°? 

"a~. ,_ thanks 

rt ITh - (: 

i 'a Bond Cir'r r !t_l ) LLP 

_ GRO 
e. GRO

• 

D ~ 

------ ------------- ----- - --- ----- - --- - --- - --- - --- ------ ----- ----- ----- ---------------
From: Pete.newsome( GRO 
Sent: 31 January 2018 11:07 
To: Andrew Parsons; Amy Prime 

G RO f ---- ---- ---- ----------- ---- - --- - ---.. 
Cc: i ~~C 1 ,t ~.L _  F L GRO 
Subject: RE: Legally Privileged: Known Error Log [BD-4A.FID26896945] 

Andy 

t`u/p hay »Cs vii"Pr YO.' r quest - rrs Ii Fr u in t pr-n.

i~tanks 

,cc.~urt I  in ~r 
Fos C fi(.a /ac)urt uii'su U' z&l 

el; °°t _._._._._ GRO ,_._._._._.:._._._._._._._._._., 

E-Mail' GRO 
Web: , _t k fu tsu corn 

Web: uk.fujitsu.com 

[01 f 141 i n I Ebh IG +1 
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Fujitsu is proud to partner with Action for Ch,ldren 

I-CIO: Global Intelligence for the CIO. Fujitsu's online resource for ICT leaders 

Sponsors of the 2015 Rugby World Cup 

Please consider the environment - do you really need to print this email? 

From: Andrew Parsons ;_ - _.-- _.---.-.--.-.-.-.-.- _ GRO
Sent: Wednesday, January 31, 2018 7:38 AM
To: Newsome, Pete 

a 
GRO Amy Prime

Cc: Lenton, Matthew; >; Defence Legal (Chris Jay,); GRO 
Subject: RE: Legally Privileged: Known Error Log [BD-4A.FID26896945] 

i 

This makes sense and I can understand your concerns. 

Just to clarify a few points: 

1 Are you saying that there is no wa to mass export data from the KEL (without having to write bespoke code to 
add this functionality)? We currently have no way of exporting whilst keeping the data integrity and ensuring 
the security of the system, we could never say there is no way as there are standard ways of extracting data 
etc. 

2. Even if the data could be exported, would it be in a proprietary format that could not be meaningfully 
understood without the KEL software? Probably too strong more like, some of the meaning and context could 
be lost in the printed version leading to incorrect conclusions being drawn. 

3. Is there any way to access the KEL from outside of FJ (eg. could we give Jason Coyne credentials so that he 
could login through a web portal?). I appreciate that you may not want to offer this, but I'm looking to 
understand whether it is technically possible. Technically possible but against Fujitsu's corporate security 
policy so not possible in its current state. 

4. You would however be willing for Jason Coyne to come back on site and look at / print more KELs? Yes no 
problem, we offered this to him at the last visit. 

5. Is there any other reasonable way to provide access to the KEL? I want to make sure that we have exhausted 
all possibilities. None we can think of. 

Thanks 
A 

Andrew Parsons 
Partner 
Womble Bond Dickinson (UK) LLP 

J1 GRO 
e: I GRO 

womblebonddicki nson.com 
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in 

_ _ 

---- --- - ----------------------------*--------------- ------------------- --------------------- --- 

--- 

From: Dete.newsome{ _ G  R_O 
Sent: 30 January 2018 15:53 
To: Amy Prime
Cc: MatthewJ,ntcnc GRO ;Andrew Parsons;
Subject: RE: Legally Privileged: Known Error Log [BD-4A.FID26896945] 

Amy, we have major concerns about the release of the KEL software. These are outlined below but the overriding one 
is the release into the public domain by virtue of their becoming Court records of our confidential information which 
comprises Fujitsu corporate trade secrets and highly sensitive IPR and know-how which could then get into the hands 
of our competitors, 

For these reasons we are not amenable to releasing the KEL software to Freeth's. 

We would prefer for a solution to be found and for this to addressed in another way than release of KEL software, 
particularly as the request does not seem to bear any direct relationship to the Plaintiff's case. We therefore propose 
a further visit for Freeth's IT expert to view KELs and print any that have some relevance to the case. We suggest that 
before these are released to the court Freeth's show the l ink to any of the cases in consideration. 

We use a custom developed solution utilising software developed and owned by Fujitsu that allows us to record 
support knowledge into a structure known as a KEL 'Known Error Log). KELs record support knowledge generated by 
the analysis of incident tickets originating from live and test services, the symptoms seen, actions taken and outcomes 
expected. They can also be used pre-emptively to record general support knowledge not related to a specific 
incident. The system recording and presenting the KEL information is developed in-house by Fujitsu for internal use 
only and is hosted within a Fujitsu data centre and accessed by a Fujitsu internal network. KELS are created by Support 
Executives working at al l levels via a web interface using both fixed and free format fields and utilising a mark-up 
language to provide information formatting. 

After initial creation the content of the KEL evolves over time. KEL information is crowd sourced from any support 
executive working on the Horizon system who encounters the symptoms described. As the understanding of the 
underlying problem changes, the information on the KEL is revised and enhanced frequently. KEL content may also 
change radical ly as a particular root case is eradicated and a new problem presents the same symptoms as seen 
during a previous incarnation of the KEL. 

Care must be taken when trying to use KEL information outside the Fujitsu support group environment. The content 
of the KEL is proprietary to the Horizon system Proprietary in the sense that the language is often specific acronyms 
and shorthand language easily understood by those in the Horizon technical and business community within Fujitsu 
but may have different meanings when interpreted by outside readers, e.g. Network is used to mean both the 
physical connectivity and as a proper noun to describe al l the Post Office branches, the internal user would 
understand which is correct due to the context not immediately assume there was a problem in connectivity.) and 
uses nomenclature and language which, while superficial ly familiar to the layman, is open to misinterpretation 
without the context of in-depth knowledge of the Horizon system. KELs may also contain information which is Fujitsu 
confidential about how the service is designed, operated and secured. By "confidential" is meant that If this 
knowledge is in the public domain it would: 

1. Give our competitors insight in to how Fujitsu manage complex accounts which is potentially our IPR 
2. Give information useful to our competitors on bidding against Fujitsu in any Post Office contracts 
3. Expose information which could compromise either the Physical or IT Security of the system 

The KEL system was designed for individual usage via its web based interface and not for the mass export of 
information, however there is a print option within each KEL. A printed version may not necessarily stand alone. 



FUJO0219841 
FUJO0219841 

Some of the additional context gained from fol lowing the linkages to associated information is lost once the KEL is 
printed. 

I look forward to discussing this further with you. 

Regards 

Pete 

Pete Newsome 
Account Manager 
Post.Offi.c-e.Ac.Qoia] ._Fujitsu UK&I 
Tel I..._._._._._.GRO 
E-Mail' GRO
Web: http://uk.fuiitsu.com 

Web: uk.fuiitsu.com 

.01 flvlinlelG+]

Fujitsu is proud to partner with Action for Children 

I-CIO: Global Intelligence for the CIO. Fujitsu's online resource for ICT leaders 

Sponsors of the 2015 Rugby World Cup 

Please consider the environment - do you really need to print this email? 

-.-:_ _ 
----- - _~-:-: ----.. 

From: Amy Primel _~___ GRO 

Sent: Wednesday, January 17, 2018 1:56 PM 
To: Newsome, Pete 

._._._._._._._._._._._._._. ._._._._._._._._._._._._._.i

Cc: Lenton, Matthew._._._ ._ _G RO _._._._._._. ; Andrew Parsons G RO -; Defence 
Legal (Chris Jay,) j GRO 
Subject: Legally Privileged: Known Error Log [BD-4A.FID26896945] 

Pete 

Freeths have asked if it is possible to provide Jason Coyne with all of the KEL entries (current and historic). They 
have not yet provided an explanation as to why all of them are required (and we will be querying this) but it would be 
of assistance if you could clarify the technical limitations of extracting the KEL. 

My current understanding is that the KEL is hosted on proprietary software so the entries would only be in a readable 
format if you have a copy of the software, otherwise it is necessary for screenshots / printouts of each entry to be 
provided by FJ. Further, each entry comprises of multiple tabs (i.e. 1 KEL entry may require 4 or 5 screenshots to be 
provided) so producing the screenshots is a labour intensive task. 

Please could you confirm: 
1. the above is correct and any other limitations you can foresee in providing the KEL to Jason Coyne; 
2. an estimated time to produce screenshots of all KEL entries; 
3. what software the KEL requires and who owns this software; and 
4. whether it would be possible for either Freeths or Jason Coyne to obtain a copy of this software and the KEL 
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to be transferred to them. 

If it would be easier to discuss the above, please feel free to call. 

Kind regards 
Amy 

Amy Prime 
Solicitor 
Womble Bond Dickinson (UK) LLP 

,:J GRO 
t: ---.---.-- -] --------- 

GRO 

Please consider the environment! Do you need to print this email? 

The information in this e-mail and any attachments is confidential and may be legally privileged and protected by )aw, pete.newsomei G RO p only is authorised to access 
this e-mail and any attachments. If you are not pete.newsome6 ,_,_q . 9_._._.-J please notify amy.prime( _. .92_._.J  as soon as possible and delete any copies. Unauthorised use, 
dissemination, distribution, publication or copying of this communication or attachments is prohibited and may be unlawful. 

Any files attached to this e-mail will have been checked by us with virus detection software before transmission. Womble Bond Dickinson (UK) LLP accepts no liability for any 
loss or damage which may be caused by software viruses and you should carry out your own virus checks before opening any attachment. 

Content of this email which does not relate to the official business of Womble Bond Dickinson (UK) LLP, is neither given nor endorsed by it. 

This email is sent by Womble Bond Dickinson (UK) LLP which is a limited liability partnership registered in England and Wales under number 0C317661. Our registered office 
is 4 More London Riverside, London, SEI. 2AU, where a list of members names is open to inspection. We use the term partner to refer to a member of the LLP, or an employee 
or consultant who is of equivalent standing. Our VAT registration number is GB 123393627. 

Womble Bond Dickinson (UK) LLP is a member of Womble Bond Dickinson (International) Limited, which consists of independent and autonomous law firms providing 
services in the US, the UK, and elsewhere around the world. Each Womble Bond Dickinson entity is a separate legal entity and is not responsible for the acts or omissions of, nor 
can bind or obligate, another Womble Bond Dickinson entity. Womble Bond Dickinson (International) Limited does not practice law, Please see 
www.womblebonddickinson.com/leeal notices for further details. 

Womble Bond Dickinson (UK) LLP is authorised and regulated by the Solicitors Regulation Authority 

Unless otherwise stated, this email has been sent from Fujitsu Services Limited (registered in England No 
96056); Fujitsu EMEA PLC (registered in England No 2216100) both with registered offices at: 22 Baker 
Street, London W1U 3BW; PFU (EMEA) Limited, (registered in England No 1578652) and Fujitsu 
Laboratories of Europe Limited (registered in England No. 4153469) both with registered offices at: Hayes 
Park Central, Hayes End Road, Hayes, Middlesex, UB4 8FE. 
This email is only for the use of its intended recipient. Its contents are subject to a duty of confidence and may 
be privileged. Fujitsu does not guarantee that this email has not been intercepted and amended or that it is 
virus-free. 
Unless otherwise stated, this email has been sent from Fujitsu Services Limited (registered in England No 
96056); Fujitsu EMEA PLC (registered in England No 2216100) both with registered offices at: 22 Baker 
Street, London W1U 3BW; PFU (EMEA) Limited, (registered in England No 1578652) and Fujitsu 
Laboratories of Europe Limited (registered in England No. 4153469) both with registered offices at: Hayes 
Park Central, Hayes End Road, Hayes, Middlesex, UB4 8FE. 
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This email is only for the use of its intended recipient. Its contents are subject to a duty of confidence and may 
be privileged. Fujitsu does not guarantee that this email has not been intercepted and amended or that it is 
virus-free. 


