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From: Jonathan Gribben[jonathan.gribben

Sent: Tue 19/02/2019 6:35:26 PM (UTC) 

To: Lenton, Matthew[Matthew. Lenton@€ _ _ RO _ 

Cc: Andrew Parsons[andrew. parsons (q._._._._gRo  1]; Lucy Bremne_r[lucy.bremner(c ._._._._.Ro _ ]; 
Emma Campbell -Danesh[emma.campbell-daneshL._._.-._GR-._._. _-_[J_; _lbbe_t_t,_

Torstein[Torstein.O.Godeseth .,._. o- '_ cR ~]; Newsome, Pete[pete.newsome . . o j];
- - Y'- - -------- 

Jay, Christopher[Christopher,Jay.g ~~_._._. cRo_ _ _ _ _ _]; Defence Legal (Chris 
Jay,)[Legal.Defence . ..,. ~rRO .~.a.. ,J; Michael Wharton[michael.wharton(c,_._._._.cR6 J} 

Subject: Remote access - urgent [WBDUK-AC.FID27032497] 

Attachment: _DOC_154352282(1)_Remote Access - JG 19_2_19.DOCX 

Matthew, 

Michael has reviewed the four documents that you referred to in your email and produced lists of what appear to be 
the different levels of remote access and the various roles/user types which may have a degree of remote access — 
see below. The lists are significantly longer than we were anticipating and they appear to contradict Torstein's 
evidence on remote access (which talks about privileged users and SSC injecting transaction data only). I'm sure 
there is an explanation for this, but we will need help from Fujitsu to square the circle. 

When we spoke on Monday I explained that we needed to produce a table which summarises the different types of 
remote access and the key information relating to each type. I attach a very first draft of the table. This may give the 
task some focus. 

This is a top priority — to discuss on tomorrow morning's call please. 

Kind regards 

Jenny 

RS/RECD/023 

• PWYDCS\SSC Apps SUP 
• PWYDCS\SSC Apps MAN 
• PWYDCS\Operational MAN 
• PWYDCS\Application SUP 
• SSC Apps MAN 
• SSC Apps SUP 
• Operational MAN 
• Application SUP 
• SYSMAN\SMC 
• SYSMAN\MSS 
• NT Administrator User 
• TSadmin Role 
• SSHadmin Role 
• PWYDCS Users 
• HUTHTIP Users 
• PDRTIP Users 
• PWYKMS Users 
• PWYCSM Users 
• SYSMAN Users 
• Secure Access Server Users 
• Counter Access Users 
• NT Data Centre System Access Users 
• SSC Support Group 
• SMC Support Group 
• MSS Support Group 
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• Operational Management Support Group 

RS/DES/047 

• KMS Security Manager 
• KMS Database administrator 
• KMS Key Manager 
• KMA Data Manager 
• PO Key Recovery at Systems Management Centre (SMC) 
• KMS Application support at System Support Centre (SSC) 
• KMS Systems Administrators 
• Computer operator 
• Maestro administrator 
• Audit of Key Management System 
• KMS auditor 
• Engineer 
• SW Internal 
• SW External 
• KMSsgI 
• Maestro 
• DBA Batch 
• Tivoli Status_Check 
• Tivoli 
• CAW Security Manager 
• CAW Key Manager 
• CAW VPN Key Manager 
• CAW Maintenance User 
• CAW Auditor 

11 
DES/SEC/HLD/1045 

• IS-Unix/IS-NT 
• IS-DBA 
• MSS/SMG 
• SSC 
• SAP Basis 
• Network Managers 
• Emergency root access 

11 
SVM/SEC/PRO/1750 

• SSN access 
• Operating system access — Unix 
• Software access — SSN 
• Database access — remote 

o Transaction Enquiry Service database access 
o Data Reconciliation Service database access 
o APOP database access 

• Database access 
o SQL Server database access 
o Oracle database access 

• 

•-

• • • • • 

• 
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GRO 
Stay informed: sign up to our e.-alerts 

WOMBLE wombiebonddickinson.com 

BOND 
DICKINSON 

From: Matthew.Lenton GRO [maiIto:Matthew.Lentonj._._ cRo ~] 
Sent: 14 February 2019 10:43 
To: Jonathan Gribben  _ 
Cc: Andrew Parsons; Lucy Bremner; Emma Campbell-Dane_sh; Dave_IbbettC~ -._ -_.cRo _-~ _ _:; ParkerSP~.._._._._.--Ro _._._._._;, 
Torstein.0 Godesetht ; pete.newsome GRO  , Christopher. Jay@.._»Ρ._ cRo.—_y _._i;
Legal. Defence( . -:_._ cRo 
Subject: RE: Injecting transactions - urgent 

Jonny, 

Our responses to your questions below, in bold. 

The Claimants have aaddd d several documents to the Horizon Issues Trial that relate to "remot;e, ac,,c ess", so we need 
to be very dderi about the different levee :' s of access and how that has changed -since Horizon was introreared. 
There always 'Ys s  access has  been oq~~ ~~t~ot-r of duties. Those with infrastructure  did not #?ave the business 
knowledgp to infect transaction data.. 

l'l_rvk. the Belfast. team (i.e. true "Privileged eged Users') had permene..nt enhanced access to allow t here to fully 
support the service and estate since Horizon was introduced in 19992 

a. LEGACY: There was no permanent enhanced access: users would need to switch on enhanced 
capability, which would venerate an audited event, i.e. you'd need to change role. 

h. HNG-X: Ditto. 
c. Present:: Ditto, 

Please provide a list rf the other levels of acE. e s referred t -̂d isy Jason (examples ggiven are the Security team 
f< C y mc a4 hit:: /"at'-Jai m n«rle rent SSC <c . cces._, the r mm tus longs, PBA eat) , no ehpl, in (1 es.ar,tly 
what ar,dses , tFmmv have: and 2) whether --he position ceo been the same since Horizon was introduced (if not, 
please explain lain the changes), 

a. LECAC"; 
i. .RS/REQ/023 SECURE "PORT ROLE DEFINITIONS FOR 

SECUREN'T TERMINAL. SERVER BUILDS 
ii. RS/DES/047 KMS ROLES, ACCESS CONTROLS AND NT DOMAIN 

STRUCTURE 

b. HNG-X: 
I. DES/SEC/HLD/1045 HNGX SUDO SUPPORT REQUIREMENTS 
ii. SVM/SEC/PRO11780 SERVICE DELIVERY UNITS ROLES 

RE.SPON IEILITIES AND ACCESS REQUIREMENTS 
c, IPProsent: As HNG-X 

a, Database Administrator— defined as per. industry norms. The role provides the segregation of 
p managethe database, and seduties between those also set r~, , and    rl~~t~~l,~~~,.k~-  these who manage the daily 

operations. 
, V r cal , id, edit, 'ie,=ate dw.ta in database acmi iis at on' 

a. L GACt, 
HNG-X 

and F re=sent Members of the Belfast DBA and Unix teams, but would require 
enhancod access, as in t above. 

~ 
.,, 

5. U~l '~ can add, edit, ~ dr;.ryto date in the key management ~;erv~; 
a. LEGACY RS/DES/047 i(i'IS ROLES„ ACCESS CONTROLS AND N'T DOMAIN STRUCTURE 
b. I'HNG-X: Members of the Belfast DBA and Unix teams, but would require enhanced access, as in 

I aahove. Sec Op b for day to stay an a%vides using the I(,S t workstation located its a secure 
room. 

c. Present: as for HNG-X. 
6. We also need. to be clear about how such access 'va", audited, 
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a. LEGACY: Event management system scrapes the system logs looking for events identified as 
security or audit (SYSMAN documentation). This is then recorded in a separate system which 
is not accessible to the privileged users noted above. 

b. HNG X: Ditto 
c. Present: Ditto 

Matthew Lenton 
Post Office Account Document Manager 
P&PS, Digital Technology Services 

Fujitsu 
Lovelace Road.,Bracknell;-Berkshire, RG12 8SN 

Email: matthew.lenton@_._._..GRO _._) 
Web: https:!/www.fuiitsu.com/global/ 

From: Jonathan Gribben [mailto:jonathangribben ._._._._.qRo_._._._._ 
Sent: 14 February 2019 07:58 
To: Lenton, Matthew <Matthew.LentonC_._._._._.GRO >; Muir, Jason <Jason.MuirC _._ GRO >; Ibbett, Dave 
<Dave.lbbett _._._._... R9 ._w,_.i>; Parker, Steve <ParkerSPC._._. o 6; Gareth Jenkins 
<gi.jenkins@ _ _ GRO >; Newsome, Pete <pete.newsomeC_._._._._. GRO.-.-.-.-._. t>; Jay, Christopher 

Defence Legal (Chris Jay,) <Legal.Defence c o_ _ _ 

Cc: Andrew Parsons <andrew.parsons@i._._._. R2._._._.1>; Lucy Bremner <Iucy.bremnerr~ GRO_ _i>; Emma Campbell-
Danesh <emma.campbell-danesh GRO_.__._ 

Subject: RE: Injecting transactions - urgent 

Matthew, 

We want to create a document which sets out the different levels of "remote access", who had that access and how it 
was audited, starting from 1999 to the present day. That document should also refer to the controls that have been in 
place regarding the use of remote access across the whole period. 

We appreciate that there have been lots of changes since Horizon was introduced and that it will take time to gather 
the information needed to produce a document spanning the entire period. Therefore, as an interim measure, I 
suggested that we aim to produce a document which sets out the above information at certain points in time, namely:-

1. when Horizon was introduced; 
2. when Horizon Online was introduced; 
3. the present day. 

At this stage it would also be helpful for Fujitsu to call out any significant changes that have been introduced in 
between those points in time. For example, on yesterday's call you mentioned the introduction of the SSH logging 
server in 2004. 

Please let me know if you'd like to discuss this further. Otherwise, please let me know when we can expect to receive 
a response. 

Kind regards 
Jonny 

Jonathan Gribben 
Managing Associate 
Womble Bond Dickinson (UK) LLP 

d: 
----- ----------------------- ----- ----- ----- -------- - 

e: 

:1 GRO 
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Stay informed: sign up to our e-alerts 

.. 

WAi i • t rt 

From: Matthew.Lenton : "9 [maiIto:Matthew.LentonC ,cRo ._.? 
Sent: 13 February 2019 17:37 ._._ _._._._ 
To: Jonathan Gribben; JasonoMuirC~_____GRo  ; Daveolbbett GRO , ParkerSP GRO  ,j; Gareth 
Jenkins, ete.tlevvso eC.____-_ciao z, Christ lhe~.J ~®._._._ GRO Lega].Defenced._._._._._GRO -._.-
Cc: Andrew Parsons; Lucy Bremner; Emma Campbell-Danesh 
Subject: RE: Injecting transactions - urgent [WBDUK-AC.FID123822914] 

Jenny, 

On the call earlier you suggested the approach that you'd like us to take in responding to the questions below. Would 
you mind repeating that here — as you may have gathered I was disconnected from the call and unable to get back in. 

We will be looking at this question first thing in the morning so your suggestion would be welcome before then 
please. 

Matthew Lenton 
Post Office Account Document Manager 
P&PS, Digital Technology Services 

Fujitsu 
Lovelage.Rnad_.Brarknell_.Berkshire, RG12 8SN 
Phone :.............GRO  
Email: mtthew.Iento . _ c _; 
Web: https. /wwt_v.fuiitsu.com/global/ 

From: Jonathan Gribben [mailto:ionathan. ribben ._._._._.GRO _;] 

Sent: 13 February 2019 10:06 
To: Muir, Jason <Jason.MuirCo GRO lbbett, Dave__ <Dave.lbbett cc GRO ; Parker, Steve 
<ParkerS ~s. . . . .GRO -.-.--. ?; Gareth Jenkins < en kin ,f _._. GRO _>; Newsome, Pete 
<pPtenPwcornP GRO ®>;  Jay, Christopher<t hristoh~r lav(  GRO >; Defence Legal (Chris Jay,) 
<Legal.Defence(x 

GRO._._._.. — 

Cc: Andrew Parsons  GRO ___i>; Lucy Bremner<Iucy.bremner(V' GRO . r; Emma Campbell-
Danesh <emma.campbell-daneshC_._._._.GRo ._._._.P.; Lenton, Matthew<I\Aatthpw.i_enton( GRO > 

Subject: RE: Injecting transactions - urgent [WBDUK-AC.FID123822914] 

Dear all, 
Thank you for the additional comments. 

The Claimants have added several documents to the Horizon Issues Trial that relate to "remote access", so we need 
to be very clear about the different levels of access and how that has changed since Horizon was introduced. 

1. Have the Belfast team (i.e. true "Privileged Users") had permanent enhanced access to allow them to fully 
support the service and estate since Horizon was introduced in 1999? 

2. Please provide a list of the other levels of access referred to by Jason (examples given are the Security team 
for Cryptographic Material management, SSC to access the counter logs, DBA's etc) and explain: (1) exactly 
what access they have; and (2) whether the position has been the same since Horizon was introduced (if not, 
please explain the changes). 

3. Who/what are DBAs? 
4. Who can add, edit, delete data in database administration? 
5. Who can add, edit, delete data in the key management server? 
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We also need to be clear about how such access was audited. We have some information on this already and once 
the above questions have been answered I'll work out if there are any gaps. 
Please would you respond ASAP today. 
Kind regards 
Jonny 

d: 

® GRO 
e: 

Stay informed: sign up to our e-alerts 

D ~Ih 

From: Jason Muir  _.---GRO ; [mallto: Jason .Mulr Ca~ GRO 

Sent: 12 February_ 2019.16.27
To: Dave.Ibbett@._._._._GRO 3; rsPaf._._._._GRO. _._ ; Jonathan Gribben; Gareth_ Jenkins; 
pete.newsome© ._._ _-GRO _.-._. ~f; ChristopheroJav = _._:_._. -R0_ _ _ _ _ _ Legal.Defencec _ _._ GRO ._. 
Cc: Andrew Parsons; Lucy Bremner; Emma Campbell-Danesh; Matthew,L.enton~ GR_O_ -
Subject: RE: Injecting transactions - urgent [WBDUK-AC.FID123822914] 

All, 

I have added my comments below inline. 

Regards, 

Jason Muir 

Operational Security Manager 

Post Office Account 

Fujitsu 

Mob ----...-...-------GRO .-.-.-.-.-._.-.-._.-.-._.-_._.-

From: lbbett, Dave 
Sent: 12 February 2019 15:16 
To: Parker, Steve <ParkerSP(L._._._._._.GRO  ; Jonathan Gribben <'o~ nathan. r ibben a  GRO ; Gareth Jenkins 
<gl.ienkins~ GRO ;1 Newsome, Pete < etp eonewsome a._ Ro _._.__._>;Jay~Christopher 
<Christopher.Jaxg,MN~ NGRO 1; Defence Legal (Chris Jay,) <Le Io1 efence r GRO !>; Muir, Jason 
<Jason.Muir( _._._._._.GRO _> 

Cc: Andrew Parsons <andrew.parsons GRO _>; Lucy Bremner <lu: oharernrer(,  GRO j>; Emma Campbell-
Danesh <c rr a.campbell-danesh GRO  >; Lenton, Matthew <M2,tthew.Lentr,n t',._ . GRO_._._._._ > 
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Subject: RE: Injecting transactions - urgent [WBDUK-AC.FID123822914] 

Adding in Jason for the SECOPS section and copying Matthew for recording. 

Regards, 

Dave 

From: Parker, Steve 
Sent: 12 February 2019 15:00 ._._. . 
To: Jonathan Gribben <jonathanogribben4 GR9 W '; Gareth Jenkins <gijenk ins a --- h>; lbbett, Dave 
< ,w ;~.'i fir: E ... - _GRO -.-.-.- >, Newsome, Pete < etr w c €r,F GRO >; Jay, Christopher 

Defence Lega(_(Chris Jay,) < ;,d.(?

Cc: Andrew Parsons < , s di   GRO >; Lucy Bremner <@ a~_ ~ k _ °r;~~ ~ GRO - >; Emma Campbell-
Danesh <eit r ,s, <lr ~;ul ~' ,i r

 _ _ ~. 

Subject: RE: Injecting transactions - urgent [WBDUK-AC.FID123822914] 

Jonny, 

Cornrn grit, ft c rn rn _ b red. I I Eis s tare `itst ti e i ve s-eer, the cJ,rnrn it . ii rr,rn De oitte. 

Steve 

From: Jonathan Gribben <ionathan,gribben@._ > 
Sent: Tuesday, February 12, 2019 2:13 PM 
To: Gareth Jenkins <g ns G GRO k• lbbett, Dave <L'.rv_ . lbbett(d GRO - ; Newsome, Pete ,.-.-.-.-.-.-.-.-.-.-.-.-.-._ , ........~.._.  
< ete re'.`!sC n,-1 GRO 1>; Jay, Christopher <C fr c hr yi GRO 3>; Defence Legal (Chris Jay,) 
< gj DDeefci e -LE GRO --:--

Cc: Andrew Parsons < nr:re ar or GRo ;>; Lucy Bremner <lu y. r r :-r ,  GRO >; Parker, Steve 
<-'a kr Si' GRO .>; Emma Campbell-Danesh <er"rn  ran- ob ll- is erne; GRO > 
Subject: RE: Injecting transactions- urgent [WBDUK-AC.FID123822914] 
Importance: High 

Dee,. all, 

Furrier tc an in addition to rw question for c--areth below please would you let me know, as soon s pos -ib'e, 
v huller tl-!e Pc as Learn arrt F h User. a ucrie rr d the same'Iriirg, a .ai tYhere more i rivil  H-as 
the pu.:(tiurm been the sarru shire Horizon was introdunnea !,, i999J2JOJ? li it ha:s changed, please de be thie,
c Ming eCs. I J .itt,dic. hed a o email V`1i"rich ( iT~~'i ns sorer: con-orients from Gareth that these qi stions e ,n.s. ng r 

c;~~R liJf. 

CI % ;'C:t Ct dr ~t 'rirl ' 1 ,i    .

I ., /r Ply, ~~ . a ,:~. r Pi. :i )t .. Kn1 i All. ,C'~ ..J " V  ,z. .iI, 1 to in 

rr"i1 n'I~ "f, r+ '",,t ~ nu
theyh 

"'Ry support s h, .  and estate. Thrr , , sr . i s,. r many dif i are bascu. ~II r 
T r' oft' which 'r y not be regardn3,`  ess, SCUn'1. , (, T: ` , ' T curity tor

Mr . .°I , riagement, SSC t€ a , t, ., 't'l uii.i' T . . i . ; 5 ;~";. " i ~' °?n, , . ~ ,s given fir. 

is   r' I ,. .> 
.. , IS given t 'r 

„ 3€ICi f l rr1 r."l wir,C" 'i~, w~ .. Wr a's rl .~ `'. ~.~ u, ~ If, ~'~ ~ +w I i , ~ °~i.d "I ll. Jii. r,~e iif ~ . _,i:: ,.a a,r ~. i U ~Ld 4'` •,. , .n ,-~n 

!=so, how does the statement that "all transactions are digitally signed in HNG-X so spoofing can't happen" reconcile 
with the fIi di is r v i)r' k7 tLe t1 1 i,.-
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aP a`hr e ,re a lirni_ar n€.i€nLer of ?riuilege_; U r, (e S of t'le tier@ cf test, rq -- ..in • 2016) who could theort ticall, 
(c _ie to the segrega for of dude . br-ear.h .yet=veen Iat lb e at nifiis. at cn ar J the key management server; 
aerie,=d the Message. Leg ''or in ov m ire Lo ui 'er it arse ter rrafo barr;t s and make the transaction/s 
amco J,HuC j  ve:i fro  1 ud ol y (1 h agh .E o; fing c i tr;y digital signatjre)"`'. 

F hliW o f e -if a .0 be t t . rll,)f. j Uaxle I' 6 ,i Iif lk %c t; aF re,: ; v ,̀ -li k ;'1U lk)vv _il &} ,U .='t1 :.itCl a'.JI' tr%?IlS. S';5t., 'IU r`lui: 

haV+u f1 Ea C.C.;al (Li ti °.oC'lt 1'r 4 r )t .>US` . v~';'tu =td'> S..)ui} ac:;es", t1 ~(,i~E}.}.:

imply U ° to ,ecurity and databa i staff. Assuming that is t.:, )rase, these pec;ui 
would be describe access to audit trail but not having the level of Horizon knowledge to craft the 
fraudulent business tran sactions to inject. (JM: Im not aware that anyone has access to be able to amend audit 
trails, roles between key management and database admin are strictly segregated. Access to key material has 
multiple controls in place to prevent unauthorised access and so it is highly unlikely that a breach between 
database admin and key management has taken place. Even if it were its unlikely each of the opposing capability 
would have enough knowledge to effectively initiate such an amendment to the audit trail.) 

Also, a  tie Privileged i, sees ref ered t:o by Deloitte separate: I`€.i i those in S :   vin can inje`:;t Balanc:in 
T of r3 ftio 

[. i 4di  ' 
C;t.. I 

,~ l~`; jjer}~ .. v~ k~.' ~.?f. ,,,~ t~:) 4'.JI ° .€~%V  ;:; 'Jt.`- t-ti? {1 .CI ~;~"fP sus 

u;  `Vsl'i:fo t t f ti"1e C le:' I , lt).i : . v 1 0 C fi tt. 

d~iUa tis'id you get back to me ASAP today. 
I irpr rcU ords 
l,nnfy 

'1

Worvnble Bond Dickinson (UK) LLP 

d: t® GRO 
e: 

Stay informed: sign up to our e-alerts

From: Jonathan Gribben 
Sent: 12 February 2019 12:34
To: 'Gareth Jenkins::. l~ s_:d  :Q:—;  GRO -   GRO ; 

Lega I . Defei ice . RO -.-.-.-.-.-.-.-.-.-.-.- ---.-

Cc: Andrew Parsons; Lucy Bremner;  ; Ro l; Emma Campbell-Danesh 
Subject: RE: Injecting transactions - urgent [WBDUK-AC.FID27032497] 

Hi Gareth, 

Thank you for this. 

I can't see any specific comma 1t' from n the a ar, in  — do you n ea -i T iu day ihr.n ', m an'de _f tee i`ed 
[GIJ] comments? 
Kind regards 
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Jonny 

From: Gareth Jenkins [mailto ,gi.jenkinsCQ . GR9_._._._.I] 
Sent: 11 February_ 2019.10.11._ _._._._._. 
To: Dave.Ibbett _ GRO ; Jonathan Gribben; Pete.newsomeC GRO }; Christooher.Ja r GRO ; 
Le al.Defenc ._.,_ _ GRO  ; 
Cc: Andrew Parsons; Lucy Bremner; ParkerSPC_._._.__GRo _._.___; Emma Campbell-Danesh 
Subject: RE: Injecting transactions - urgent [WBDUK-AC.FID27032497] 

IMPORTANT - This email or attached documents contains legal advice (or relates to litigation or anticipated litigation) and is being provided in 
circumstances for which Legal Privilege may be claimed. Do not copy or forward this document without permission. 

:I .iini

Dave's email doesn't include my specific responses that I prepared on Friday. 

These are in the attached email. Note that the comments I made on Saturday were meant as clarification to my note 
on Friday. 

Hopefully it all makes sense. 

Best wishes 

Gareth 

From: Dave.lbbettC _._._._.GRO.__. __; [mailto:Dave.lbbett~._._.__  ] 
Sent: 11 February 2019 09:57
To: Jonathan Gribben <jonatha ribbenA._._.__GRO _ y Gareth Jenkins <gi.j.en_kinaA__________GRO

pete.newsome ._. GRO h; CChristo her.Jay@rx _ _ GRO ', I_Pga1.Defe nc>=rl GRO 

Cc: Andrew Parsons < r dre4 r.parrr ns _._._._.GRO .-..._.~; Lucy Bremner <luc J.br~rr._n~
ParkerSP~ ~..,..a.uRo ;EmmaCampbell-Danesh<emrna.carr bell+~a~e hrj _ GRO 

Subject: RE: Injecting transactions - urgent [WBDUK-AC.FID27032497] 

Hi Jonny, 

Please see below from Gareth over the weekend. Matthew supplied Gareth some documentation to go through 
resulting in the detail below. 

I've had a quick scan and they confirm the fol lowing: 

1. All AP Transactions in Old Horizon were digitally signed at the counter and so cannot be spoofed by SSC 
2. All Banking Transactions are digitally signed at the counter and so cannot be spoofed by SSC 
3. (NB al l transactions are digital ly signed in HNG-X so spoofing can't happen). 

That means that the only transactions that could possibly be injected by SSC to benefit them (as opposed to re-
injecting copies of missing transactions that have been recovered) are EPOSS Transactions, which mean Giro Deposits 
and Manual Banking Deposits. 

Regards, 

Dave 

From: Jonathan Gribben (mailto:[onathanogribbenl ; GRO i] 

Sent: 10 February 2019 22:39 
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To: Gareth Jenkins < ,_ :_ .L.lusf+.._._._._GRO >; Newsome, Pete <r r -o _>; Jay, Christopher 
Defence .Legal.AChris Jay,) < nr

Cc: Andrew Parsons < rcil kt r ~ r ' GRO -.6: Ibb.ett~ Davve_< ,, , ,~rl fr GIGO >• Lucy Bremner 
<fucy.bremner( GRO Parker, Steve <r _,r I rr GRO a; Emma Campbell-Danesh <r rra ~.= wf~ ,, tibri , 
danesh g-- -.- GRO 

Subject: RE: Injecting transactions - urgent [WBDUK-AC.FID27032497] 

Ev ening all, 

IW le~,se ~.~I)ld y0 me know "vhen we ran exrert to , er give F esronce to my email below. We need to issue the 
i :tter to F  this .'reek _.s ,;'ie ,ire. in ~.,ra..irt for a ire rri_:l review :)n 1"h .irs

Many thanks 
Jonny 

• 

d:I GRO 
Stay informed: sion uaa to our e-alerts 

• 

71~M1~1 - i i D 

!! A I fl

From: Gareth Jenkins [maiIto chi Jenk:ns i GRO 

Sent: 07 February 2019 16:26 ---- ---.-- .-.-•-.-.-•-.-.-.-.-.-.--.-. 
n fi s, r GRO Le~al.Defence GRO To: Jonathan Gribben; rah

Cc: Andrew Parsons; ia' ee IIbhett ? GRO Lucy Bremner, 
P,a ,e P GRO Emma Campbell-Danesh 

Subject: RE: Injecting transactions - urgent [WBDUK-AC.FID27032497] 

Hi, 

i ve reCel'tier; mine an: cr}m,nented t oth .rs n uj i sJ. I s m t "tat s(° i"nn €. wi l l f:or,lard a consoI lr.<3ted `et of 
C?mnn. t , y`:^La.. 

Best wi.s 

Car€'th 

From: Jonathan Gribben [rr .rl r bt r GRO 

Sent: 07 February 2019 14:03 
To: Gareth Jenkins <  t t -.- -.. -.-. , -•-•-•-•-•- -•-•-•---------- -- -----• -, 

GRO ;>; pete. _ newsome(s GRO _ Christopher.Jay~ GRO _._._._._._._._._._i 

GRO 

Cc: Andrew Parsons < j GRO GRO r, Dave.lbbet ._.__. ._._._._._._._._.; Lucy Bremner 
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<Iucy.bremnerC . .. GRo ;>. p„rkerS1'30 GRO _ Emma Campbell-Danesh <emma.camphel6-daneshOi.GRO 

GRO 

Subject: RE: Injecting transactions - urgent [WBDUK-AC.FID27032497] 

Gareth, Pete, Chris and Dave, 

Please confirm whether or not you received my email below. I re-sent it with the attachments split across two emails 
as the first one bounced back. 

Kind regards 

Jenny 

Jonathan Gribben 
Managing Associate 
Womble Bond Dickinson (UK) LLP 

m GROt: 
e: I 

Stay informed: sign un to our e-alerts 
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From: Jonathan Gribben 
Sent: 06 February 2019 20:01
To: 'Gareth Jenkins';Pete_newsome@i._._._._.GRP._._._._.; 'Christopher.Jayo-._._.___G_.Ro_.____ 
'Legal. Defence@L _ __._. c-o _. _._.]'
Cc: Andrew Parsons; 'Dave .Ibbett =______ GRO_= __ j'; Lucy Bremner; 'ParkerSP _._._._._.GRO_ ; Emma Campbell-
Danesh (emmaoampbell-daneshC GRO _._._D 
Subject: Injecting transactions - urgent [WBDUK-AC.FID27032497] 

Dear all, 

Privileged & Confidential — please do not forward 

Apologies in advance for the length of this email. 

Exec Summary 

Paragraph 35 of Steve's second statement is not entirely correct. We have been looking into this subject further and 
below is a summary of our investigation. 

We need to send Freeths a letter to clarify the correct position. I have summarised the key points and set out some 
questions below along with a summary of our investigation. Please would you review those let me know the 
responses/whether anything is incorrect by midday tomorrow. Once this has been done we will draft a letter to Freeths 
correcting the position that we will ask you to review and confirm before it is issued. 

Summary of key points/questions 
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Key points:-

• Post Office offered personal banking (manual) for a number of institutions from the introduction of Horizon; 
• it would have been possible for a rogue SSC employee to inject a cash deposit into their personal banking 

account; 
• a customer's account would not be credited until the paper deposit slip reached the relevant financial 

institution (need to confirm this for Girobank), so the rogue SSC employee would not benefit from injecting a 
transaction because there would be no corresponding paper deposit slip (query whether a IC would be issued 
due to the absence of the paper deposit slip); 

• online banking transactions were introduced in 2003 and Gareth does not know if it would even be possible to 
get around the encryption issues that would be present if someone tried to insert an "automated" transaction; 
and 

• there are some other transactions that the rogue SSC employee could have injected — for manual transactions 
there may be a paper trail (TBC on a transaction by transaction basis) and for online (i.e. automated) 
transactions the position would be the same as per online banking transactions (i.e. encryption issues). 

Questions:-

• were online Girobank transactions AP transactions? 
• does AP mean automated?; 
• what would a rogue SSC employee have to do to in order to inject an online/automated transaction (i.e. please 

articulate the encryption issues and describe what would have to be done to theoretically get around them, 
including references to any controls designed to prevent this)? 

Summary of investigation into injecting transactions in Legacy Horizon 

Paragraph 35 of Steve's statement reads:-

"With reference to Dr. Worden's statement that "as for transferring money, Horizon includes no functionality 
that allows payments to be made to external parties or account", at paragraphs 20.1, 20.3, 21 and 58.4 of my 
first statement I said that money could not be transferred, by which I mean that it could not be transferred into 
a third party's bank account. I have given this matter further thought and discussed it with my colleagues and 
we have now theorised that someone could have carried out a Post Office transaction, such as a GIRO bank 
transfer2 or a utility bill payment. A GiRO bank transfer inserted by someone at SSC would have been 
detected as part of Post Office's reconciliation processes because there would be no accompanying paper 
document. There is no accompanying paper document for a utility bill payment, so in theory such a transaction 
would not be detected through reconciliation. i am not aware of any such activity ever taking place and if it had 
occurred it would have resulted in instant dismissal. 

2 A Giro bank is also an AP transaction (like bill payments). It is the only type of bank account that is. All other 
banking deposits go through a totally different path." 

After the statement had been submitted, Gareth provided the following comments:-

1. The Giro Bank Transactions are not AP, but standard EPOSS Transactions. I don't know how info on them got 
to Giro Bank — it may well be that Giro Bank worked off the paper trail and then sent summaries to POL which 
they then reconciled with the Horizon feed. POL would need to provide the details. 

2. Prior to online banking (introduced in 2003), POL did support some (but not all) other banks with deposit and 
cheque cashing facilities. Again these were EPOSS (not AP) transactions. I assume that there was also a 
paper trail here and it would work in a similar way to Giro Bank. Again it is POL that need to define the 
process. All Horizon did was provide the buttons to record the electronic part of the transaction. 

Please find attached the following documents: 

1. Post Office's Counter Operations Manual for Personal Banking (version 1 August 2001) which sets out the 
procedure for accepting cash deposits other than Alliance & Leicester Giro services (see the comment on 
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page 2 re Alliance & Leicester Giro services being distinct and separate from those that appear in this booklet 
and can be found in the Alliance & Leicester Giro booklet — Post Office have not yet been able to locate the 
corresponding version of this booklet but has provided version 3 from March 2007 — see point 3 below) and 
states that cash is not deposited into a customer's account until the paper deposit document reaches their 
bank (section 5.9 on page 9). 

2. Post Office's Operational Focus 0203 from 3 — 9 April 2003 which contains a list of banking services available 
at branches from Tuesday 1 April 2003 and shows that Post Office accepted cash deposits from seven banks. 
All of them are stated to be "manual", apart from Alliance & Leicester/Giro Bank which is stated to be 
"automated or manual". Manual means paper based and automated means online using a card. 

3. Post Office's Operations Manual for Alliance & Leicester Personal Banking (version 3 March 2007). This 
version shows that Post Office did not offer manual Alliance & Leicester personal banking by March 2007 — it 
was online banking only. 

4. Post Office's Horizon System User Guide / Balancing with Horizon Guide (version 1 28 July 2000). This 
Balancing with Horizon Guide Section 1 deals with Personal Banking (page 734 of the PDF) and Alliance & 
Leicester Girobank (page 743 of the PDF). It was a requirement to rem out paper deposit slips on a daily 
basis. There was also an opportunity for branches to reconcile the Horizon record of deposit transactions with 
the paper deposit slips they were holding as part of this process. 

The distinction between online and manual banking transactions is that it would have been possible for SSC to insert a 
"manual" transaction, but Gareth does not know if it would even be possible to get around the encryption issues that 
would be present if someone tried to insert an "automated" transaction. Automated deposit transactions required the 
customer's card to be swiped through the PIN Pad, which would add in some crypto data that prevents SSC being able 
to mimic this step. 

In terms of other transactions that could have potentially been injected for personal benefit, based on the list of 
products and services available in branches as at July 2005 as per the attached welcome pack Gareth has advised 
that:-. 

• it may have been possible to inject bill payment transactions to pay a bill (i.e. the utility bill example given in 
Parker 2, for which there would be no paper trail/reconciliation); 
• telephony transactions were all online, so the position is the same as online banking transactions (i.e. 
encryption issues); 
• banking/savings — covered above; 
• national savings and investments — a mix of online and offline. We are checking with Post Office whether 
there was a paper trail for the offline ones; 
• money transfer — online; and 
• the rest did not involve any accounts to credit and therefore the rogue SSC employee wouldn't benefit. 

Please consider the environment! Do von need to print this email"? 

The information in this e-mail and any attachments is iQafisls;tdsaL.agd may be legally privileged and protected by law as.'enkins GRO only is authorised to access this 
e-mail and any attachments. If you are not gi.jenkins .___._GRO _ _.s please notify jonathan.gribbenra'1 GRO as soon as possible and delete any copies. Unauthorised use, 
dissemination, distribution, publication or copying of this communication or attachments is prohibited and may be unlawful. Information about how we use personal data is in our 
Privacy  on our website. 

Any files attached to this e-mail will have been checked by us with virus detection software before transmission. Womble Bond Dickinson (UK) LLP accepts no liability for any 
loss or damage which may be caused by software viruses and you should carry out your own virus checks before opening any attachment. 

Content of this email which does not relate to the official business of Womble Bond Dickinson (UK) LLP, is neither given nor endorsed by it. 

This email is sent by Womble Bond Dickinson (UK) LLP which is a limited liability partnership registered in England and Wales under number 0C3 17661. Our registered office 
is 4 More London Riverside, London, SE 12AU, where a list of members' names is open to inspection. We use the term partner to refer to a member of the LLP, or an employee 
or consultant who is of equivalent standing. Our VAT registration number is GB 123393627. 
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Womble Bond Dickinson (UK) LLP is a member of Womble Bond Dickinson (International) Limited, which consists of independent and autonomous law firms providing 
services in the US, the UK, and elsewhere around the world. Each Womble Bond Dickinson entity is a separate legal entity and is not responsible for the acts or omissions of, nor 
can bind or obligate, another Womble Bond Dickinson entity. Womble Bond Dickinson (International) Limited does not practice law. Please see 
www.womblebonddickinson.comflegal notices for further details. 

Womble Bond Dickinson (UK) LLP is authorised and regulated by the Solicitors Regulation Authority. 
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