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Post Office considered Horizon IT 
system 'high risk', court told 

The Post Office considered Horizon a high operational risk in an internal review, a 

trial focused on alleged fallibilities in the system used in thousands of Post Office 

branches has heard 

SAS - GOTO'_IA 

By Karl Flinders, Chief reporter and senior editor EMEA Published: 12 Mar 2019 8:30 

As the court battle between subpostmasters and the Post Office resumed in a 

second trial, documents revealed that the computer system at the centre of the 

dispute was considered high risk. 

The court heard that an internal 

Post Office review found that its IT 

was not fit for purpose and would be 

expensive and difficult to change. 

More than 500 subpostmasters are 

suing the Post Office through the 

Bates versus Post Office group 

litigation order (GLO). 
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In 2009, Computer Weekly revealed that the lives of some sfsi ~ 

Post Office branches, were turned upside d of being fined, sacked, 

made bankrupt and even imprisoned becau `, explained accounting 

shortfalls. Some claimants were sent to prison, ')ne while pregnant. They blame the 

accounting and retail system they use, known as I izon, for the problems. The 

Post Office denies this. 

Horizon, which watt introduced in 1999/2000, is used by nearly 12,0s - i )ost office 

branches. Subp • rs are held liable for any une eef'r "feline 

below). 

rtg Post Office ' ; Patr Green CSC, repro- J, `: ~rastmasters, said 

e Post Office had stit I in public that plans to replace F nothing to do 

dissatisfaction onfidence in the systen this was 

because its current contract was coming to an end. 

ti a "Icst Office revi v of itss IT, also revealed in court, categorised the Horizon 

system ';; 'ing of" :-arational risk". I i ' ; / ; ' middle level of three 

categories, between "severe rise ' >nci "within appetite but attention required" 

Known errors of Horizon system 

In preparation fr.; t e -ri-1 , ocument kno wn as the known errors Sr, ,a 

disclosed, reve s of errors Office an. 

but did not inform the subpostmaster network ol. na known error b featured 

heavily on day one of the trial, was first made public by Cpnputer Weekly in 

November 2015. 

The issue, which has becc: m-- i< is /n a ; tl a Dalmellington case, named after the 

branch, involver, a iEJ  w,l `~ n „reds of pounds' worth of payments were 

duplicated for one subpostmaster. If undetected, this would have appeared as a loss 

when the  „ o is r•,)tnpleted, vvhl n vv . stir, responsibility of the 

subpostmaster. 

The p. ➢ . 0 lei 1 V~ i° .'.. 1. a:.- 1 .z;; a.b~p Uit ✓~.. '°ir , L3:Y, i 'vvd..lr r, 's 1.d6

trr,a tar branch, i ,,pr;'v ; moot s<> wh ostmasters tr, r, °nor mo In 

remote brat , eated to s~ 

which is basically a branch on a laptop. These pro e
4
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It occurred because a subpostmaster 

repeatedly pressed the command to send a 

transaction because h teen didn't 

change and it did not at ,) r to have been 

nt. Asa result, four payi lerits of £8,000 

e( orde,! ; 1^-ill # se, t rr(? C@ a remote 

ttra' only one was 

recorded a. received. . :c5( punts showed the 

subpo  wa

The trial disclosed a 
document revealing 
thousands of errors that 
the Post Office and 
Fujitsu knew about but 
did not inform the 

stmaster network 

In art email at the  _ r ti ,~. r;at a issue is caused by the 

user forcing log-off wiled t )ost-login checks .°wage not fully completed. We have 

experienced previc this issue nches [that]

caused in the same way {turced log-off)." 

Pressure exerted by campaigners `

Post Office investigating the matte . 

Helen Baker, president of the postmaster braric e JJ IL. aL tI a t'~rn.2, „vas 

contacted by the subpostmaster at Dalmellington when the accounting shortfall 

appeared. At he time, she alerted Computer Weekly to t ., issue. 

Following day- a ,)i` the latest tria., La i:u-J Computer W w ` ie 

subpostmaster i v,1. ed contacted her f.r- re:,~ shoe looked Iv l:r) L.  record:, „.t,l 

ic, t0 ,ec' v if at had happened. °ubposuiiasters generally do not have the training e. 

,Dot things like this, s e . ,-.id, al hc:i. qh the acct shortfall is the responsibility. 

"Most subpostmasters do not knou at to loc en there is a 

shortfall," she said. 

Witho'..it h i Baker, this type of loss might not be noticed until much later. She 

said i, _ tmaster at Dalmellington, Ann Ireland, hadn't acted quickly, there 

would have, ;.;e an apparent loss that she would have found it difficult to explain at 

a late 

Y.ibp by tE,' that

balance uo ;; a week, bu a month, w I er : ' ter own ac : u 6 .0 tr it 

straig 'n ya tion". 
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In n to inc Dairrrtiiillgton bug, Antony de Garr Run  tip, acting

o t I tfi sie. spirt in r~mirf that the Post Office ha-? r r-)f to thy, : t m of ° .rho- h rri 

Thy:) i E;;n „ ,t + G~. ft1-[ sa t lc.~ t'•f :si - 9 ., ; t J en 

fixed or made good. Of the other four, only two had a significant problem, and further 

research showed that those two branches were not actually affected by the 

Dalmellington bug at all, they just had similar symptoms that were the result of an 

entirely separate cause and that were fixed entirely separately," he said. 

He said Dalmellington-type problems would be picked up by Post Office teams 

k gip` rroe a st.+bpostmast I.. t . : _;rey. 

Post Office kept quiet about IT errors 

The first trial in November focused on ti ,,o ::ontractual relationship between the Post 

Of ;:e and the s, t tr +. r : 

~~ -2ca x r~ tr°, ' 'A~' ~. 4--  r;; ~~;~~~~ ~~„~~ F ; i ial, For 

A t rdt C' " l € i "' r ti if Il " tr e'vealed evidence of a known problem w th 

Horizon desc`ribed by the Post Office and its IF rtsu. 

A Post Office internal memo from August 2010, referred to in court and 

ad Receipts payments mismatch issue memo day I OP 0008387, revealed 

itat discrepancies showing at the Horizon counter disappear when the branch 

follows certain process steps, but will still show in the back-end branch account. 

The mew,, r cied th r r i issue, r ~i  damaging if revealed °`i` i 'i < known, it 

could cause a loss of confidence ; ti c i-Iorizon system, ' the mem,,) a

could be a potential impact upon olrg allg iegal cases where branli s v, ar c s Ling 

the integrity of Horizon data. It could provide branches with ammunition to blame 

Durinr; cross-examination, Post Office dirr,, rtr rAnbela van denDogerd adrnittec that 

the Horizon IT system had made mistakes, WliiCi'
.i i '~ it; gas resp i ~. 

for correcting, but sa e Post Office did not necr',,.. , r y e to tell its 

Ut' ft ' ,, 

a°.e yid subpostr a cars about thr , .m r, ; t ;t .fir: rr
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The current trial is the second of four planned. 

Judgmf = FF n $ we fi r; l r n rr t, 

fuai live tweetin from court, see the Tw=" ter account of broadcast journalist Nick 

t€i '?';o read his PoStOffice trial blog. 

T`ui'r J1  Rmf the :sf Office Florizc n r ase i ice Cr pi r W eeld'j fiisf 
t-ri: f rtrto. rf n it ir1 2O 9 

May 2009: Bankruf  or ar-1 (' -,acted livelihoo UA

story 

e st Office faces legal action over alleged accounting ystem failures 

;)ar ah r ..f11 b5 subpostmasters seek legal support in claims against Post Office 

~r 'm 

June 2012: Post Office launches external review of system at centre of legal disputes 

mits Horizon system needs more investigation 

January 2013: Post Off a pounces amnesty for Horizon evidence 

SVStem allegations 

estlgation into Post

u ? :1"3; Post Office Horizon system investigation reveals cor fit ws 

f.',r" ' ih ^f',e. ' ^+&~" ✓" ,~iP' c, -,-; ,~ ' i l <' 'o : i"I )n 

October 2U13 Former Lord .T s os appeal Hooperjoins Cam) +Office Horizon 

investigation 

November 2013: 15 cohpoctrnncterc file c° lair rm- over f anIW Horizon ac 'or nting 

system 
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September 2014: Fresh questions raised over Post Office IT system's role in fraud 

cases 

December 2014: MPs blast Post Office over IT system investigation and remove 

backing, 

December 2014: Why MPs lost faith in the Post Office's IT investigation, but vowed to 

fight on 

December 2014: MPs to debate subpostmaster IT injustice claims 

December 2014: MP accuses Post Office of acting "duplicitously" in IT investigation 

January 2015: MPs force inouu y  into Post Office subpostmaster mediation scheme 

January 2015: Post Office faces grilling by MPs over Horizon accounting system 

February 2015: Post Office CIO will talk to any subpostmaster about IT problems,, 

promises CEO 

March 2015: Post Office ends working_group for IT system investigation day before 

potentially damaging report 

March 2015: MPs seek reassurance over Post Office mediation scheme 

March 2015: Retiring MP aims to uncover truth of alleged Post Office computer system 

problems 

April 2015: Post Office failed to investigate account shortfalls before legal action, report 

claims 

April 2015: Criminal Courts Review Commission set to review subpostmasters' claims 

of wrongful prosecution 

May 2015: IT system related to subpostmaster prosecutions under review by CCRC 

June 2015: Post Office looking to replace controversial Horizon system with

MP 

July 2015: Campaigners call for independent inauu into Post Office Horizon IT system 

dispute 

October 2015: James Arbuthnot takes Post Office IT fight to House of Lords 

November 2015: The union that represents Post Office subpostmasters has warned of 

a problem with the Horizon accounting stem 
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November 2015: An email from Post Office IT support reveals a problem with the 

Horizon system and supporting_ processes that could lead to accounting errors 

November 2015: Group litigation against Post Office being prepared in Horizon dispute 

February 2016: Post Office faces grooup litigation over Horizon IT as subpostmasters 

fund class action 

June 2016: Post Office chairman Tim Parker says there would be "considerable risk" 

associated with changing its Horizon computer system 

November 2016: The legal team hired by a group of subpostmasters will take their case 

to the next stage 

January 2017: The group action against the Post Office that alleges subpostmasters 

have been wrongly_punished for accounting errors gets a green light from the High Court 

of Justice 

March 2017: 1,000 subpostmasters apply to join IT-related group litigation against Post 

Office 

April 2017: Investigation into claims of miscarriages ofjustice in relation to a Post Office 

accounting system has appointed a forensic accountant firm 

May 2017: Hundreds of subpostmasters have applied to join IT-related legal action 

since March 

July 2017: Post Office defence in computer system legal case due this week 

August 2017: Camp igners submit initial evidence in group litigation against Post Office 

over controversial Horizon IT system 

October 2017: Subpostmasters' group action against the Post Office reaches an 

important milestone 

November 2017: An end is in sight for subpostmasters' campaign against alleged 

wrongful prosecution, which they blame on a faulty computer system 

November 2017: The high court judge managing the subpostmasters versus Post Office 

legal case over an allegedly faulty computer system tells legal teams to cooperate 

January 2018: Forensic investigation into Post Office IT system at centre of legal case 

nears completion 

April 2018: Criminal Cases Review Commission forensic examination of the IT system 

at the centre of a legal case against the Post Office has raised further questions 
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Ir i [ ~U

d ~"` i lv ur~:ti s~P S E ult~b i"r fllk.~ Ut9~llif fll, t6i:' :e 

October 2018: After over a decade of controversy, next week marks the beginning of a 

r~rrt battle between subpostmasters and the Post Office 

y 'em begins i~  ,[, 

November 2018: High Court case in which subpostmasters are suing the Post Office 

has revealed a known problem with a computer system at the core of the dispute; 

,Duet tna , w 

~~ L gedly fa

Nov er ro,r 2018: Post Office director admits to Horizon errors and not:

with subpostmaster network 

December 2018: CCP" ria, htwld off subpostmastcr d,c iran until aftc r ast OfFee 

Horizon trial 

h~ 2 .. _i._  :.,_ : : -rs are suing the Feast Office set to her ,..;.  t °rurt r'a ~ ~ rr ~~ ~ ~- ~,.~ 

na rt Llrt uo rs U

< ar ua~'y 2019: Subpostmasters'campaign group attacks Post Office CEO Paula 

%ernells' New Year honour amid ongoing court case 

ntroversial Po

March 2019. i li a i flr _ s p 
ie„ ~ j —fig_ ~r  baond subpostma:~.~;6 wr  i amt 

Office trial 

React mcc or fl res r toi p 
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Post Office auditors Post Office's most senior 
presumed subpostmasters executives hushed up 
were 'on the fiddle' or `in a Horizon errors, public 
muddle' inquiry told 

By: Karl Flinders By: Karl Flinders 

`Technical issues' leave Post End of the road for Post 
Office branches with ATM Office IT system that 
;,ash discrepancies destroyed lives 

By: Karl Flinders 

Latest TechTarget 
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DATA MANAGEMENT 

By: Karl Flinders 
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ClOsface obstacles when 
...:. 

scaling r i Al 

ca .a ' of .tee ;... 

%k ;en Sca w .... e at' f' . l 0U niL St ... 

chu er's proposed Al 
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critics 
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