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1. Introduction 

1. an Gareth Hiris Jenkins. i am employed by ruji!Lsu Services Ltd who 

have been contracted by Post Office Ltd to provide the Horizon systems 

operating in Post, Offices around the country. However I understand that. 

role is to assist the court rather than reprosott: the views of my 

or F'Ost Office Ltd. 

I yraduet.eo from Cambridge University with a der.a:ee in Ma:athemat.ia.s in 

19)3 a, ,..ad was awarded an MA by Cambridge University in 1997. 1 was 

employed by TCL in September 1973 and have worked for that company ever 

La tame was changed to Fujitsu Services about 10 ;ears 

During my time with ICL / Fujitsu 1 have held a number of ic_-lea 

in customer support, development, design and architecture. During the 

early 1990s 1 was involved with representing ICL in developing Systems 

Management Standards and in 1992 1 was the head of the UK delegation on 

Sys+e:--.+y„ti,.,,,i5 I4i'+iicygF-iRc=nt at the international Standards l)rOr"3(' :iS+3ti0I] 

conference in Ottawa, Canada. In the late 19905 I become a 

Distinguished Eno near within TCL. Distinguished Engineer, , were =about. 

100 or so of the senior technical staff within the company (out of about. 

to ., ..i1 cechn.ca_ st.af 

cart: a member of the .British Computer Societ:., t:'S~ ;,1~. ~ ; ) , r t , a i t i c: r C. i, t ;t 
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the Hori ton project. in assoc tat. ;ot. 

w; t.h post Offi cc Ltd. `iy 
iiii ti al rol.E was in the integration of the 

Rip  mess messaging system which is r es p onsible  for  storing  all  data  in

no Post Oft]
}- i., h,  and replicating it to tho' Data Centres. I was 

also responsible for the design of the inter face between Horizon and 

Streamline which processes ll a.  C.r.edi t and Debit. card payments for Post 

rE_. Ltd. More recent] }' I've been involved in projects associate (

Pus tf i cc' s back end accou ntin g 
with _ -A 'f<s': a-  _: x'r~ n Her i con to   i

case of Grant Allen. I 
I have been c1:?M;(.''C3 to l;?sC%ti J.Clc_' a statement 1:1 '.')

gri ,_ system has been questioned .  and this 
i)C?i'le,I"S1" fid that the  l.il~ the 

report provides some general information. regarding the Integrity of 

Horizon. 

•, f. Pacts, it. stAted that during a pe riod
I. note tna~.. :. >> 1.?, - u.,,~a,.. 1- 

t i 
-   that  a a 113,000 believed

CS t r.? I <7t Gat:.'.-?1' t 1 :. 1'`r31 r,i t i i , that   Allen    

) Hors dun ~' i 
not. send'-.na out data (non-Rr:}_I i:)g) . I 

Ufi `discrepancy     1r..1 
.i ... 

i1n~.t r. c:. 
Ct reports for L he 

f:l~':Ir the i',f-3r.. roe non-polled % 
ii?t. been ..- . . `)?ti?' ..0 

Mar ,) which shows that the Winsford Branch Was 
pet i :i 

i } ys u n t:: an including 
17,. . March 

included 3. n this report o f 
led 

f a i 'i. 4')i l(... ii ~:I L,. (.'e. .. on the no `po . _ 

This in j se_51 1 ti lfi,i- as - appears 
C. 

;:1.: a.. a attempt  made to retrieve the  dataan )t. i days, ! sr;,-)t'C'. ]_!:,_ rare::. -`ear 

10. (1 have no knowledge as to whether this 
by ' other means bef er  _• , 

the fact- that there were 
. , 

Qi..l.:Ll1YeC3 In C}i.v case , not. . This ont -;t•,= 

.a, i indeed Csc;r)S )girli - t OP.S issues between i Hurl on and the Data Centre at. t: his 
. . , .•c 

t 3- ~'}101ilC1 have bad no impact ondc'a to i., recorded  locally 

Howevert i me. 

alt z )e) ational. processes were fol .owed 
-+.`;'• ~ ~ ~},u branch :':c=.:. within, the . .-, 

once ~ c. ,~t:iir;,c<ltiurl-; were s t , .. ,-ed ail historical '--i_.: LC
~7y, •ocr too Also, 
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..; _ ld have been son t. I non the ._, anch back to he Data Cent re as normal. . 

(Data is held at. the cn1nuer for a period of at least:, 35 days, so 

provide a collets outage i s less than 5 days and operational processes 

regarding hardware a ... followed correct d, then no data ,'.replace lent 

should be lost ) 1 haves not, had an opportunity to examine the detailed 

Logs from this period to see whether there were any issues, and any 

justification in the claim that. this resulted i.n apparent system losses 

of ;^';,000 as clzime( -

T> purpose this report. _ s to pr further background . .... ~~;. :p of recent. ov de some 

S.nformati.on. 

1 The Document Structure 

Sent ion 2 of the document describes the Horizon system at a high level, 

giving a time - line: for its development, the Business scope and 

Architecture diaura:mlis for both the original Hon zoo System and the 

current Horizon Online system. 

Section 3 then st_utt_i('.arises my views on the overall initegr tv of the 

lie risen system. 

2. The Horizon System 

2.1. Ti tile ll.ne 

Fujitsu were originally awarded a contract in 1996 to provide a Horizon 

System to  Post  Offine Ltd The following provides sonic key dates and 

functional, changes 

• Horizon Pilot 1956 

4 Horizon Res i. l..,..:t . -. 'ti's' -- 2002 

e Network Banking 2003 

q t-'MV 2804 

Si nature Signature ~O 
witnessed     by GRO 



POL00089077 
POL00089077 

I 

CONFIDENTIAL 

Witness Statement 

Page 4 Of 12 Pages 

Continuation arc—:. '': dl k r,!.',; 
Statement of 

• :ash A-c o..m I ernoved 2t0S 

• i:at.a Centre Mr.g.r:at..ion 2.00 

• IiNG-X Rol _lout: 2010 

''?eLizoo Online (or HNG-Xj was :, major re -  i."?'lFtlent.w1; on o Hon 1zoo . I t 

was a complete re - irnpiemei:tat_ion of the business functionality at the 

counter and utilised a central. Database to hold details of al.l 

transactions rather than the- MessageSt.ore used by the original Horizon 

Al I P.st Off E_ Branches migrated t) fiC?iit the era gin ! izon to Horizon 

Online between January and September 2010. H.i.Jt.o1: i cal transactions were 

made visible_ in the new system as part: of the !is:1. q ia ti on process

2.2_..c u ne ss f co 

The i31.a:.,in,ess scope c?, Horizon . .s: 

• Point Of Sale Appl.i,czati.on 

• Trarisac.tzen Recording 

0 A11 such transactions are Aual _C-.ecl. 

• Posting Summary Transactions ast.. Office r,. t.> PoT .aR. P.... , E. i: . d s back. 

end accountino s yst.emri 

® Posting Detailed Tran.~:a I] Credence test T ! ;rPost Transact Ions s to ~_r<,.3 c.. r:~ Office Ltd 's back 

end Manayement. info r! a :ion systemi 

• vesting Remuneration Data HR--SAP iRoyal Mali la .?i.IT:1'S back end 

Pavro 1 system) 

• Te;,.ivi-_l:iou Client Data i.e Post Off rae ,._t.,. ._. Cl:_Err..: 1, e 0 . . parties 

that Post. Office Ltd aC.t.S as rtn E., IL for s,!(.--h as Loca.l. 

Ant hurl ties and UL.i. Lit y cc-n)pari:r,@f.. @t c) 
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Oracle Write 

Data 
Extract 

MessagQ
store 

Figure 1 - Horizon Data Flows 

The Horizon system was designed to store all data locally on th:e 

counter's hard disk in what is referred to as the Inessaqes Lore. Once 

he data iaE: been success ful.IY stored there it IS Chen rep .i J. c,-, &. e  rj 

(copied) to the hard disks of any other counters in the branch (and in 
the case    of a c le s i n g 1 counter branch to the additi or,a external storare .F 
on the  ci no le counter)  .__ also passed oil from the Data 1, ~~ gateway '- counter 
to he Hcritcr data centre using similar mechanisms where it is stored 

Si nature .9._._._._._._._._._._._._._._._._._._._ Signaturea to r e ~ ~O 
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in t v. Cr ie 11(_sS-f ,,- -s3C:;r". 

The replica tioni process is ()C'..: i.; r?c:'.. such that. should the data fail to be 

copied immediately (for_- example .,e due to a tai lure  on the local IT networ k 

within the branch i).1: %n::_ibei; counter being awltohed off or the branch 

being disconnected from the data centre) , then further attempts are made 

to replicate the data at regular intervals until it is finally copied 

Succesafui_i.y. Once the data !Teaches the Data Centre a further copy is 

taken by the Audit Agent. which wr: iC.es i..t t:o an Audit File which is added 

into the audit trail where it is available for retrieval for up to 7 

years. Data in the audit trail is "sealed" with a secure checksum that 

is held separate ty to ensure that it has not been tampered With or 

corrupted. 

Other systems can also access the data from the CS Messagestore via 

Harvester Agents. However such systems are outside the scope of the 

integrity of the Audit: trail. 

hvery record that is weit ten to the transact ion locr has a unions 

inn:rernenting sequence number. This means it is possible to detect if 

any transitions r000Ldu nave been (cat. 

While a customer Session i5 in progress, det..aiis of the transactions for 

that onat:)tr1er seas io7'1 are normal Iv held in the compu bar' s memory until 

the customer: session (often known as the 'Istack") is settled. At. that 

point all details of the transactions ; including any methods of payment 

used) are written to the local hard disk and replicated (as described 

c1l?c've l.t Shot.11d l:':=: noted 1:.!'i<3T.. daub le entry bookkeeping is used when 

recording all financial transactions, Ic for every sal..e of: , i < I goods or 

services, tic::rf' is  cot I:F, I""V t.o cover the method off paYment 

". is secured it T that has been used. hen a St;;](:};' is written .ir. such a 

--------------------- - - ---------------------------i 
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i.r that either all the data _S wr_ i.teI, t;. t...' . :. ... ....1 ;lard disk or none 

of. :Lt is written. This concept of "atomic NlrittS is also taken into 

account when data is replicated to other systems  it other counters, 

external st.o.rage, or the data cent: re)

The. data for a stack will have been successfully secured to the local 

hard disk before the screen is updated indic:at nt: that a new customer 

session can be started. Note that although an attempt. will have been 

mode to replicate the data to an external syst:err; at.. this t..ime r there is 

nc guarantee at this point that such rep..ication will have been 

successful. For example if there is a Network Failure followed by a 

Terminal failure there is a slight risk that. transactions in the 

intervening period could be lost. 

All data that is written includes a "checksum" value: (known as a CRC) 

which is checked whenever the data iS read to ensure that It has not 

I: en corrupted. Any such corruptions detect.ed on read 41.1i:i wi it result It in 

i.;3 lures being recorded in the event logs which are h£;id on the local 

hard disk for a few days for immediate diagnosis ,arid ai.so immediately 

sent through to the data centre where they are held for . years. 

Any failures to write to a hard disk (after appropriate retries) will 

result in the counter failing and needing t.o be rertt71"i:ed and so will be 

immediately visible to the user 

ririenever data is retrieved for audit enquiries a number of checks are 

,cried out 

_ The audit files have not been tampered with 1 re the Seals on the 

audit I .leti's are correct; 

.. . . The individual transactions have their CRCs checked to ensure that 

the have not. been corrupted. 
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• =i t:'h'.ct : ade t.hcii; no records are rrlissinq EaC:1-i _et_rir.'d 

CiIin te l.' has r, incremental sequen:e n ini be t' rid 

there-._ .._:@ r'ert? ,no yaps in the sequej-r j rli~ 

{ 
Oracle Audit

to s Write 

Audit Store 

BA! Message 

Audit Retrieval

Figure 2 - Horizon Online Data Flows 

Hor , :i.zoii Or!  i `i de,', desi :: ried to store a].. .1. data in an online database knciwr 

as the ...r=?r.ct !_aI_,_,re (BPDB) _ In particular no data conoer ci r-: C; 

Eu:.i .l ii aa . .i. i n; s:...: 1. era 1.,, rera1.i!C -:( at,. the counter other than :1n the 

memirt t-, ... tiji .Ce!itirJ' huS .ni:]S[., Appia cat ion. 

1 In order to support recovery, the identifier of the last successfully completed Basket is recorded on the 
Hard disk at the counter. However this is not classed as Business Data, 

Signature ,____._._ ._ i Signature ~ ~O 
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Transactions are carried out local 1V On the. Hor"iron Online counters and 

a Basket is built up during a Customer Each transaction will 

result in a Basket. Entry consisting of one or more Accounting Lines. At 

the end of a Customer Session when the Basket. has been completed and all 

Settlement items (or Tender lines) have been processed and added into 

the Basket as further Accounting Li_n s, such that the total value of the 

Basket is zero, the entire Basket is sera to the Data Centre as a BAL 

Message where the Branch Access Laver (BAL) processes the message and 

all the Accounting Lines are recorded and cominitied to the BRDB as part 

of a single Oracle Commit. This means roar either  all the transactions 

within a Basket are successfully written cr none of them are. Once the 

Accounting Lines have been successfully committed a response is returned 

to the counter indicating this success and r_his then allows any receipts 

to be printed. The Basket is deemed to be fully completed once all 

relevant receipts have been successfully nri.nte<d. Note that if there 

are no receipts to be printed, then the screen is updated to show the 

top level menu indicating successful completion  of the previous Basket. 

The Oracle Commit also includes an Audit of the data originally 

transmitted from the counter to the BRDB. This data is digitally signed 

at the counter using a key generated as part of the Log On process. it 

is this audit record that is used to provide the extract of transactions 

used for Li Ligation support. 

Any auditable message from the counter is stored, together with its 

Digital. Signature and other key artrit'utes .in an "Audit. table" (known as 

the Message :journal. ) in BRDB. Each night. aft:.e r midnight, the contents 

of this table for the previous day are copied from the BRDB to a number 

of serial files. 

A number of files are genera ted due to r- he vol vine of data 

Signature Signature ~O 
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each day. Ai.1 data from a givon ,51"i nrr c 

!":i : d i;l.:c:3 a .SFf7d. .!. number of these flflies t 

At this erir, t. check is made that indeed there arc•. no miss+; or 

riupl icare jsr_r for any count ei- and should any be found an al r-rr 

raised. 

Vol r ,';- this could only happen as a result of a

i".. ..,,. _ . 7;ebC.id}•' tat17pering with the data in BRi; f and 

ci: :i: dr ude i specifically to check for any such :`.:,.: : 

`rhese fiier are then copied to the Audit system where they are. s,.;a ie: 

with digital seai.s. They are held there for a period of 7 years drr Inc 

..,_ _ be retrieved and filtered to produce the _ 

a particular Branch. 

he audi record may also include application events that have been 

aCCum'Jlatc•d at the counter since the last auditabie message was rent to 

the tar  Tent re. All major activities that affect the Branch aInc

an , ,_d: _ Of J;e data sent from the counter to the Data Centre .1nc._.uce: a 

r., the F f ~tt:~.n f;.•a..:.e: ~:=: ,~~::. includes  ::o l.].r:rwi.ncl LdE~nY,.j. .Lc;iit.Gri : 

• Branch if in. (i.e. FAD Code) 

• C-,untE: _. tit r-

• 
toner. 

.
P:;..et '.: 

,. 
~, :: ,:' ~ Ni.. tll;:'!s!: 'i known as a Journal Sequence Number or ri .: 
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Within any counter i .e. for a qi von Branch Id / Counter Id 

combination) , the jsn will always increase by exactly one for each 

successive audit. record. This enables a  check to be made. that there are 

no records missing from the audit trail when they are retrieved. 

The transactions in a basket, are constructed using the principle of 

double-entry bookkeeping. This means that in addition to the Accounting 

Lines that relate to the actual business transactions, separate 

Accounting Lines are also generated .for the tender items (such as Cash, 

Cheques or Credit / Debit Cards), resulting in the total value of all 

Accounting Lines in a Basket adding up to zero. When the contents of a 

Basket are written to BRDB a check is made that the net value of all the 

accounting lines is indeed zero and should it not be, then an alert is 

raised and the basket is discarded and an error response returned to the 

counter. 

Note that this could only i r:,t_?:gin as :+ renal t of a bug if) the 

code and this check is included specifically to check for any 

suc) bugs. 

Baskets are also built up during Back Office Sessions and such Back 

Of f ice baskets are handled ir- a similar . y to Customer Baskets

3. Horizon Integrity 

This is described in the separate integrity documents 

rARCGENREP0OO4.HorizonDatalntegrity.doc which I now produce as exhibit 

GI l/l and HorizonOnlineDat.alntegrity POL.doc which 1. now produce as 

exh.ibi.t. (lI3/2. 

I nave been involved i,')e ona,i. .y in a number of challenges to the 

integrity of the original Horizon system and produced Witness Statements 

r-- •- •- •-•-•- •-•-•-•- •-•-•- •-•- •- •- •- •- •- •- •- •- •- ~ 
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for a riuni.x r :. I aes 1bere the Integrity has been c...haIIenged. T an. not. 

War,?_ of any ;:: i.`. :.-5 where the. Integrity of Horizon Online has ye'• , : F•i: 

success _sill v _ I z__.r. d in court: . 

The main c- hal I enq in the cases in which i have been invol ved w rn 

., t  Statements 1JrE;.SG-I:..t~<I ctS :\'1JC? Ii2z.iCdi 1SSilE'.~..'" and my previous Witness  . .

went thrount of these hypotheses and showed that there was no 

spec:11.1c: e 'ic an :'r: . .:?t: a.ny Of them in the data presented. 

In surrn,ary I .4C. ! _+ send ude by saying that I fully believe that Her izoo 

will accu:arelv record 31 I. data that. is submitted to it and _or rest ' 

Ccceunr. ror i t. however it cannot compensate for any data Lhat .. i 

~.nc.,o.l: r<-t::;: I - ; t, ;.. . .. . , .;Lc ., t. as a result of human error, lack of train: no 

or fraud , , . .. . ,.. _ _r. r? any '.ti the., system)
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