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The purpose of this o provide some further background
information.

I The Document Struocnuy

IR

system at a high level,

2 of the document

scope  and

time-line for its development, the

original Horizon System and the

Yitsu were originally awarded a contract in 1996¢ to provide a Horizon
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Horizon Online {or
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a plete re-implementation of the business §
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counter and utilised a central PDatabase to

transactions rather than the MessageStore used by the original Horizon
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Figure 1 ~ Horizon Data Flows

The Herizon system was designed to store all data

eferred to as the mess

there it is then replicated
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the additional external storage

ssed on from the gateway
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unt. when data is replicated to other syvstems {is other counters,

external storage or the data centre).

The data for a stack will have been successfully secured to the local

a& new custoner

hard disk before the screen is updated indicating

510N can be started. Note that although an

i1l have bheen
to replicate the data to an external systemn at this time, there is

guarantee at this polnt that such replicati
is & Network Faillure followed by a

successiul. For example 1if there

Terminal failure there is a slight risk that tra

intervening periocd could be lost.

fknown as a CRC)

ta that is written includes a

ALl ¢
witich 1s checked whenever the data is read to ensure that 1t has not

been corrupted. Any such corruptions detected on result in

the local
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lures peing recorvded in the event logs

rd disk for a few days for immediate diagnosis and also immediately

through to the data centre where they are

Any failures to write to a hard disk {after appropriat etries) will

50 will be

1t in the counter failing and needing to be

immediately visible to the user.
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Figure 2 - Horizon Online Data Flows

store all data in an online datab

Horizon Onli

as the DB . In particular no dats <o TNinG
retained at the counter other than in ihe

Busine

Application.

Y n order to support recovery, the identifier of the last successfully completed Basket is recorded on the
Hard disk at the counter. However this is not classed as Business Data,
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Transactions are carried out locally on ULhe He on Online counters and

transaction will

a Basket 1s built up during a
Accounting Lines. At

result in a Basket Entry consisti:

the end of a Customer Session when the Ba been completed and all

ssed and added into

Settlement items (or Tender lines) have been
that the total value of the

the Basket as further Accounting Lines,
Basket 1s zero, the entire Basket is sent to the Data Centre as a BAL
Message where the Branch Access Layer (BAL) processes the message and
all the Accounting Lines are recorded and committed to the BRDB as part

)
i

of a single Oracle Commit. This me that either all the transactions

~

within a Basket are successfully written ¢r none of them are. Once the
Accounting Lines have been successfully committed a response 1s returned

allows any receipts

to the counter indicating this success a

to be printed. The Basket is deemed to be fully completed once all
t Note that 1f there

relevant receipts have been successfully

is updated to show the

are no receipts to be printed, then

o of the previous Basket.

top lavel menu indicating successful cong

The Oracle Commit also includes an Auvdit of the data originally

transmitted from the counter to the BRDB. This data is digitally signed

<

at the counter using a key generated &s part of the Log On process. It

of transactions

is this audit record that is used to provide ohe

¥

used for Litigation support.

Any sauditable message from the counter is stored, together with its

1noan YAudit table” [known as

Digital Signature and other key attri
the Message Journal)] in BRDB. FEach night after midnight, the contents

e for the previous day are copled from Lhe BRDB to a number

[A number of rilles are generated dJdue to the volume of data
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At check 1is made that indeed there are no mis 4Ol

duplicate jsrs for any counter and should any be found an alert is

Iais

could only happen as a result of & bug

v somebody tampering with the data in BRI

chaves e dncluded specifically to check for any such ugs
fad Pl

copied to the Audit system where they are saaled
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They are held there for a period of 7

1y be retrieved and filtered to produce

~ular Branch.

may also include application events Lhat

counter since the last auditable message was

All major activities that affect the Bran
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Within any <counter {i.e. fov & Branch Id / Counter Id

by exactly one for each

to be made that there are

no records missing from the audit trail

they are retrieved.

wstructed using the principle of

The transactions in a basket
that in addition to the Accounting

double-entry bookkeeping.
actual business transactions, separate

Lines that relate to
Accounting Lines are also generated for the tender items {such as Cash,

Cheques or Credit / Debit Cards), resulting In the total value of all

Accounting Lines in a BRasket adding up to zero. When the contents of a
Basket are written to BRDB a check is made that the net value of all the

zero and should it not be, then an alert is

accounting lines 1is inds

raised and the basket is discarded and an error response returned to the

counter.

s a result of a bug in the

Note that

code and this check is specifically to check for any

such hugs.

Baskets are also bullt up during Back Office Sessions and such Back

Office bhaskets are handled in & =i

3. Horizon Integrity

This is described in the separace integrity documents

I now produce as exhibit

”
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put
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ARCGENREPOOO4 . HorizonDat

.doc which T now produce as

GIJ/1 and HorizonOnlin

exhibit GIJ/2.

I have keen involved perzonally in a number of challenges to the

integrity of the original Horizon svstem and produced Witness Statemernts
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the Integrity

the Integrity of Horizon Online has

AWA e

in court.

SO

PACRIRY

The main chall s in the cases in which I have been in

sothetlcal issues” and my previous Witness Statements
¢f these hypotheses and showed that there w O

“ovoany of them in the data presented.
conclude by saying that I fully believe that Horizon
all data that is submitted to 1t and «cor: Ly

1t cannot compensate for any data that 13

inte 1t oas a result of human error, lack of uwra

incorvectly Inp

or fraud fammd onor can oany other system) .
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