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'... '`.. "` ....... ""' 
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This document will be changed as a result of comments received. 

Fujitsu Services endeavours to ensure that the information contained in this document is correct but, whilst every 
effort is made to ensure the accuracy of such information, it accepts no liability for any loss (however caused) 
sustained as a result of any error or omission in the same. 
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Within the HNG-X system, Fujitsu Services are required to provide facilities to produce, store and present 
to (customer) auditors for analysis Audit Track data in support of the security policy and audit 
requirements laid down for the system. 

Within HNG-X, audit data is collected from a number of subsystems. The basic types of audit data that is 
collected are: 

• Counter appl ication messages as received by the Branch Access Layer and stored in the 
Branch Database message journal table. This wil l include counter transactions and events 

• Data transferred across HNG-X system boundaries. E.g. Bulk file transfers to and from Post 
Office and their clients 

• Host database systems audit and archive data. In this context database audit data refers to 
the saving of logs of updates applied to the databases, and database archive data refers to 
the saving of old data that has been purged from the primary databases. 

• HNG-X system events — including security events 

• Logging of activities undertaken by administrative users during maintenance of the system 

• System scheduler logs 

Audit data may be requested by a number of different end users, for a number of different reasons. 
These include: 

• Post Office Auditors in connection with Fraud investigations — in which case the data may be 
presented as evidence in court 

• Fujitsu Services Post Office Account Security staff monitoring compliance with security 
requirements 

• Post Office users handling enquiries regarding banking transactions 

• Fujitsu Services System Support Centre for diagnostic information 

It is essential that the Audit System can both maintain the integrity of data under its management and 
subsequently be able to prove that integrity if and when the data is retrieved for analysis. This appl ies to 
both data gathered from HNG-X sources and existing Horizon audit data. 

The architecture for the audit sub-system within the HNG-X system is described in HNG-X Architecture - 
Support Services (ARC/SVS/ARC/0001). This Audit Data Gathering & Storage High Level Design 
Specification is consistent with that architecture. 

This High Level Design (HLD) specifies the components required to be integrated to provide the Audit 
Data Gathering & Storage facilities together with their interfaces and functionality. 

The level of detail in this HLD is intended to be adequate to enable detailed design, implementation, 
integration and test work packages to be specified. 

The Audit Data Gathering & Storage facilities have been designed to be generic and extensible; in 
particular any new applications introduced into the HNG-X system should interface to the Audit Server as 
specified in Section 6.2. 

The Audit Data Extraction & Filtering faci l ities are provided for the Fujitsu Services Internal Auditors to 
provide extracts of the audit data from the Audit Archive in response to information requests from external 
auditors. These are described in Audit Data Retrieval High Level Design (DES/APP/HLD/0029) 

This document also includes details of the changes to the Audit system required for CP4305. The only 
impact of this change to the Audit system is that PANs, which are classified within PCI DSS as 
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Cardholder Data, are no longer stored in clear text form within Audit Tracks. Thus the Audit system 
requires a mechanism to handle hashed and/or encrypted PANs where they form a part of retrieved Audit 
data. 

This document is based upon the Horizon equivalent document SD/HLD1001. 
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This High Level Design Specification covers: 

• The interfaces between the applications creating the Audit Tracks and the Audit Data 
Storage facil ities 

• The mechanisms for the storage of the Audit Archive 

• The structure of the data stored in the Audit Archive 

The standard interface defined for data gathering gives the ability to gather & store audit fi les from new 
HNG-X subsystems & additional files from existing HNG-X subsystems with minimum impact on the Audit 
Design. All new Audit Points and files wi l l need to be defined in the Audit Server Configuration 
(DEV/INF/ION/0001) as it provides details of the actual interfaces configured for each instance of the 
Audit Server. 

The data that will be stored in the Audit Archive and hence the data that needs to be retrieved is defined 
in Audit Server Configuration (DEV/INF/ION/0001). 

The scope of this HLD does not cover: 

• Audit Track Generation 

• Access to the current data on production systems 

• Auditing of any information beyond the HNG-X external gateways 

• Specification of Information Requests, this is defined in Audit Data Extraction Process 
(IA/PRO/004) 

• Online access to l ive data to support Internal Audit 

• The analysis/interpretation of Audit Tracks in order to identify specific Audit Trails 

The following functionality is covered in detail in the document Audit Data Retrieval High Level Design 
(DES/APP/HLD/0029) 

• Onl ine extraction of Audit data from the Audit archive 

• Seal Checking to ensure extracted files have seals intact 

• Maintenance & Monitoring of Audit Record Queries (ARQs) 

• Presentation to Auditor, tools to present data in required format 

• The interfaces between the applications restoring the Audit Tracks and the Audit Data 
Extraction facil ities 

©Copyright Fujitsu Services Ltd (2009) Commercial in Confidence Ref: DESiAPP/HLD/0030 
Version: V1.0 
Date: 05/10/2009 
Page No: 12 of 48 



FUJO0123759 
FUJ00123759 

Audit Data Collection & Storage High Level Design 

FUJITSU Commercial in Confidence 0 4 M —

~M!=*' I!Ii11FTF1- 
The main principle of the Audit design has been to provide the required audit data storage and retrieval 
facilities while minimising the impact on development activities and timescales. 

The Audit Architecture as defined in HNG-X Architecture — Support Services (ARC/SVS/ARC/0001) 
identifies the need to be able to cope with change as the usage of the HNG-X system develops, 
especially as new applications and services are introduced. Thus a significant design principle is for the 
Audit system to be able to support the introduction of such new facilities with minimum impact. 

The extraction mechanisms must provide only that data that is appropriate to the External Auditor Role 
requesting the audit data. 

Other principles are to provide facilities that can be built upon and developed to provide enhanced audit 
facilities for future releases. 
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Incoming requirements will be captured in the Support Services Topic Architecture SRS. A skeleton copy 
of this document, containing section numbers only, will be lodged in the requirements system. For each 
requirement in the SRS, the skeleton document will identify in each section where the requirement is 
explicitly addressed or al located to a topic or component architecture. 

This section records the explicit assumptions relating to requirements that have been made during this 
design. 

1. A failure of an Audit Server on one data centre has not been rectified until it has caught up with 
the gathering of the Audit Tracks from al l sources of Audit Tracks in that data centre. A failure of 
the second Audit Server on the other data centre during this period is deemed to be a second 
point of failure. 

2. The facilities provided for auditor access will be adequate for any other access needs. e.g. in 
support of the investigation of processing failures. 

3. The maximum time to fix an Audit Server following an outage for whatever reason (whi le the rest 
of the data centre operates correctly) wi ll be five days. All points within the HNG-X system that 
generate Audit Tracks have enough disk space to hold at least 5 days of Audit Tracks. 

4. It is acceptable to duplicate Audit Tracks in the Audit Archive and dupl icate records within Audit 
Tracks. 

5. It is assumed that all sources of the Audit Track data will use synchronised clocks. 
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5 System Overvew 
HNG-X Architecture — Support Services (ARC/SVS/ARC/0001) describes the overall audit system design 
for HNG-X. This section provides an overview of the design of the Audit System. 

This overview provides more detail, in its focused area, than the Audit Architecture while acting as an 
introduction to the detail in the rest of the high level design. 

Figure 1 shows the major components of Audit Solution at a single data centre. The configuration is 
duplicated on both centres. 

Audit 
Workstations 
(at BRA01 & Atalla NSP 

LEW02) 

Event 
Management 

System ' 

2si>' 

--------------------------- 
> 

Other Audit 
Data Generating 

Subsystems 

Host Database External System 
Systems Gateways 

L
rack 
tion 

a1 i~ 

Secure 
Long 
Term 

Storage 

Figure 1 - Main Components of Audit Data Storage and Retrieval 

The Audit server is responsible for gathering Audit Tracks generated from a wide range of components of 
the HNG-X systems including: - 

Post Office Counters 

• Systems Management Facilities 

Database Hosts (including the Reference Data System) 

• FTMS Gateways 
©Copyright Fujitsu Services Ltd (2009) Commercial in Confidence Ref: DES/APP/HLD/0030 
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• System Scheduler logs 

Audit Tracks (including the External Gateway Audit Tracks) are not automatically duplicated at each data 
centre. Files for these tracks are produced by each Audit Server and are exchanged between the two 
sites utilising the Inter-data centre link. 

An Audit server exists at each data centre, i.e. IRE11 & 1RE19, they operate in an Active/Active 
configuration, each audit server gathering audit tracks from their local data centre. In normal post Hydra 
operation, audit tracks will only be generated and gathered on the Active campus. If there is a complete 
failover of the HNG-X service to the DR data centre, the audit server at the DR data centre wi ll take over 
responsibility for gathering audit data from all failed over machines. During such a failover it will not be 
possible for the IRE19 audit server to replicate to the IRE1 1 audit server. 

During Hydra, the IRE1 1 Audit server will be responsible for gathering Audit data from retiring platforms 
located at the Bootle data centre & the IRE 19 audit server for platforms located at Wigan.

Each Audit server is dependent on the other to support the replication of audit tracks. 

As well as gathering and storing audit data on EMC Centera all of the Audit Tracks, the Audit Server 
provides facilities to retrieve data from the Audit Archive. 

Tools to extract and prepare data for analysis are provided together with basic facilities to support internal 
Fujitsu Services data retrieval activities (see Audit Data Retrieval High Level Design 
(DES/APP/HLD/0029) Access, by Fujitsu Services staff, to the retrieval and extraction facilities is via the 
user interface provided on the Audit Workstation. 

The function of the Audit Retrieval & Extraction system is to 

• Effect extraction of branch transaction records via any Audit Workstation 

• Extract the appropriate records using specified extraction criteria to give a manageable number 
of fi les/records. Extracting a subset of records from an audit archive file is not provided for all fi le 
formats. 

• Provide facil ities to filter and subsequently browse the extracted data to meet the criteria of the 
`Information Request' 

• Seal check retrieved files 

• Maintain & Monitor Retrievals by ARQ 
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Figure 2 shows the major logical components of the Audit Server. 

ARQ Database Sealer Database 

Audit Track 
Audit Track Gatherer 
Extractor 

rj :

Audit Track 
Sealer 

Temporary Storage Audit Track Temporary torage 
for Audit Track Retriever Audit Track for Gathered Audit 

Retriever/Extractor Tracks Deleter 

„I 

~Centeva 

Figure 2 - Audit Server Logical Structure 

The functions of the major logical components of the Audit Server are described below: 

5.2.1 Audit Track Gatherer 
The Audit Track gatherer is responsible for Collection of Audit Tracks that have been generated within 
the HNG-X system. The majority of these tracks are created on different platforms and are gathered onto 
temporary disk storage on the Audit Server. 

The Audit Track Gatherer is responsible for any renaming of the gathered files. 

Gathering is implemented using Windows shares. This requires that Samba is installed on UNIX 
systems. 

The Audit Tracks need to be gathered at regular intervals. The Scheduling of the transfers varies with the 
type of Audit Point and the locations from which the tracks are gathered and is controlled via the 
schedul ing facilities of the HNG-X system and frequency / time period facil ities within the Audit solution. 
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Multiple instances of the Audit Track Gatherer can be configured on a single Audit server. 

5.2.2 Audit Track Sealer 
The Audit Track sealer is responsible for calculating a seal value for the file prior to writing the audit track 
to the archive. 

The Audit Track is then compressed (if so configured) and written to Centera and the Audit Track details 
stored in the Audit Server database. 

When an Audit Track is retrieved its seal is recalculated and checked against the value in the database. 
This confirms the integrity of the retrieved file. See Audit Data Retrieval High Level Design 
(DES/APP/HLD/0029). 

5.2.3 Audit Track Deleter 
The Audit Track Deleter is responsible for the deletion of Audit Tracks from the machines on which they 
were generated after they have been gathered. The point in the processing of an Audit Track (by the 
Audit Server) at which the original copy of each gathered file is deleted is configurable. Audit Track 
Deletion takes place between the completion of Audit Track Gathering and some (configurable) time after 
the completion of Audit Track Sealer for any particular Audit Track file. 

The Audit Track Deleter is also responsible for regularly producing a list of files processed by the Audit 
Server. The detai ls of processed files are archived as part of the Audit Servers own Audit Trail. 

5.2.4 Audit Track Retriever 
See Audit Data Retrieval High Level Design (DES/APPIHLD/0029) 

5.2.5 Audit Track Extractor 
See Audit Data Retrieval High Level Design (DES/APPIHLD/0029) 

5.3 Major Data Flows 
The distributed nature of the HNG-X system combined with the relatively long timescales for Audit Server 
operations and the need for it to operate with minimal operator intervention mean that the Audit Server 
must be designed to be robust in operation and to automatically cope with and recover from unsuccessful 
operations and a wide range of failure modes. 

The flow of files and other data through the AS is a key feature of its design. Full details of the flows 
through the components are given in the interface definitions of each component in section 6.1 below. 

Figure 3 below provides a view of the key flows. 

(Copyright Fujitsu Services Ltd (2009) Commercial in Confidence Ref: DESiAPP/HLD/0030 
Version: V1.0 
Date: 05/10/2009 
Page No: 18 of 48 



FUJO0123759 
FUJO0123759 

.......................... ........ 

HNG-X 
`iub- ct 

Systems 
j Audit 

Tracks 

Branch 
Cluster 
Lookup 
(Riposte 

Counters) 
clusters 

Rranch Hash 

Lookup 
(HNG-X Hash codes-----

Counters) 

POA Staff 

Audit Record 
Queries 

. ...... ....>: ith:: : , (ARQs) 

PAN :. Keys-
Decryption f. 

Keys 

u.i rr 

• • •-

kudit System Boundary 
............................Audit Track................... 

Deletion 

Audt Track 
Celeter 

Activty 
Lops Deletion F le 

Deta Is 

Gathered 
File Details 

Galherec 
- F le Detalts 

Gatherer Activity Sealer 
Logs Logs Logs 

Aad4 Pack Audit System 

Gatherer Audit Trail 

Audit — _ i Gathered Retrieved 
Tracks Audit Tracks Files 

Aud t T 
Sc< 

Local Audit 
Track Deletion 

_--....---Process Notiticaton.---------------------- ---__-
Support 1. Actions - Audit—  Tracks-- ---- 

I AL 

Audit Archive 
. .e~ 

Sealer 

Database 
Delabase 

Autlit Track 
Audit Audit Track Purge Time Expired i

ARC Tracks Purge Audit Tracks mess J rc-

Management Seals 
Notifcetion 

jII lternd

erh

Audit Data - ----____-- --Audit  Trac<s--- ------

Figure 3 - Major Data Flows between the Audit Server Components 

ross empus 
Redication 

Aud - Tracks 
anc Seals 

Where the inter component communication relates to control information that information is held in text 
form. This is designed to allow administration staff to manually control the flow of data in emergency 
circumstances. 

For performance reasons, whenever possible file movement is achieved by "moving" directory entries 
rather than copying all of the files. 

A number of the activities carried out by the Audit Server can take a relatively long time and can utilise a 
very high percentage of system resources in addition to requiring large amounts of data to be passed 
between many of the components. In order to support individual components being started and stopped 
independently, persistent storage is used to hold inter component communications. This also has the 
advantage that the loss of a single component for whatever reason will allow the other components to 
continue processing any input data in their persistent input buffers. 

The Audit Server employs WinZip to compress fi les prior to them being written to Centera. This 
compression is optional' and is controlled by the Audit configuration file. See Audit Server Configuration 

' HNG-X CP0299 introduced Pre-Compressed audit data sources. These audit tracks are not 
compressed again by the Audit server. 
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(DEV/INF/ION/0001). Typically an audit Sub-Point will not be configured for compression if the audit 
tracks within it are already compressed by the generating sub-system. 

The design of the Audit Server does not include any synchronisation between the Audit Track Sealer and 
the Audit Track Extractor 

Parts of the Audit Server, which are controlled via configuration fi les, e.g. the ATG, should all (at a 
configurable time) be scheduled to read the configuration information and implement any changes to their 
configuration. 

See Audit Data Retrieval High Level Design (DES/APP/HLD/0029) 

A copy of the Audit Archive is kept at each of the data centres, each one is held on a separate EMC 
Centera. Audit Tracks generated on each data centre are added to the local copy of the archive. . 

A copy of all the stored Audit Tracks is written to an Export directory and subsequently transferred to an 
Import directory at the other data centre using Robocopy. The files are subsequently added to the copy of 
the Audit Archive held there from this directory. 

In addition to the transfer of Audit Tracks (via copying over the inter-data centre link) between the two 
sites it is necessary to transfer copies of the seals (relating to the transferred files) in a secure manner. 
This enables the remote machine to verify the integrity of the transferred files. The seals are exchanged 
using the same robust fi le copy mechanism as used for transferring Audit Tracks. 

When Audit Tracks are introduced on an Audit Server by the copy over the inter-data centre link the files 
containing the names of the tracks are subsequently introduced into the Sealer database. Thus each 
Audit Server maintains a full index of all of the files held in its part of the Audit Archive. 

5.6 Audit Track Replication 
Audit tracks that are gathered at one data centre are replicated to the Audit server at the remote data 
centre. This replication process is managed by the Audit Track Sealer. As Audit tracks are secured to 
the Audit archive, they are moved to an export area awaiting transfer to the remote campus. A second 
file, containing the calculated seal value for the audit track is also stored in the export area. 

Audit tracks & seals are copied, using robocopy, to the equivalent import area on the remote audit server 
as part of Audit server overnight schedule. On arrival, the sealer on the remote audit server recalculates 
the seal value of the imported audit track and compares it with the original value in the imported seal file. 
Assuming they match, the file is then written to the remote Audit archive. If the seals do not match, the 
Audit track & seal file are moved to a holding area & an event is raised. Manual investigation is 
necessary to investigate the cause of the discrepancy. 

Figure 4 illustrates this process. 
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If, during a site fai lover, the IRE11 audit server is not available & the IRE19 serer has taken over 
responsibi ity for gathering audit data this replication will not take place 

51 Audit Points 
An Audit Point is a logical concept introduced in this design to minimise the linkage (as seen by users of 
the Audit Workstation) with the physical design of the HNG-X system. This is intended to help reduce the 
knowledge that the end users need of the details of the way HNG-X has been implemented. 

The term Audit Point is used, in a number of places within this design, to refer to the logical location at 
which a particular Audit Track is generated, e.g. where the TMS Audit Track is generated. Due to the 
distributed and resilient nature of the HNG-X system an Audit Point is actually realised at a number of 
different physical locations. 

The specific locations at which the Audit Track of a particular Audit Point is generated are identified as 
Audit Sub-Points. An Audit Sub-Point maps onto a single sub-directory on a single component in the 
HNG-X system. It is however possible for an Audit Sub-Point to map onto a (finite) set of such sub-
directories. Where there are a number of sub-directories they will be nested beneath a single top level 
sub-directory. 

The fi les stored in the Audit Archive are named in terms of an Audit Point and an Audit Sub-Point. These 
logical concepts are designed to be stable across the life of the HNG-X system and to assist in locating 
the files containing the relevant data to support any particular audit activity. For example, all TMS journal 
(i.e. Correspondence Server Audit Track) files will be identified by the same Audit Point and all files 
generated on a given Correspondence Server cluster will be identified by the same Audit Sub Point. 

Audit Track data collected from an Audit Sub-Point can be held in multiple files (of multiple data types) 
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The files containing Audit Track data collected from a single Audit Sub-Point shall at have the same 
retention period. 

Migration of systems that generate Audit data and the consequential, incremental changes to the audit 
configuration will need to be carefully coordinated during the migrations of systems to the new data 
centres and to the HNG-X environment. As retiring Horizon systems go off-line, their corresponding audit 
configuration entries will need to be disabled, and as new systems appear they will need to be configured 
in line with the HNG-X Audit and Security Policies. This is further described in section 10. 
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Interface Naming - all interface names have the form "I"<TLA>-<n><*>, where <TLA> is a three (or four) 
letter acronym identifying the logical component, <n> is an Id number, <*> is optional but if present 
indicated an interface which can have multiple instantiations. Examples are I-ATG-4*. If necessary 
instances of an instantiated Interface are identified by the addition of "-"<n> on the end, e.g. I-ATG-4*-3. 
Interfaces to common infrastructure items e.g. operating system are not named. 

Note that the interfaces are per component and links between components of the Audit Server have two, 
identified by interface names at both ends of the link, e.g. I-ATG-311-ATS-4. 

There are two instances of the Audit Server one at each data centre.. Unless otherwise specified all 
discussions apply to each instance. 
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Figure 5 identifies the main interfaces to the Audit Track Gatherer (ATG) 
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Figure 5 - Interfaces to the Audit Track Gatherer 
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6.1.1.1 ATG Functionality 

The Audit Track Gatherer can be configured to run multiple instances on a single Audit Server, each 
instance col lecting Audit Tracks from different Audit Sub-Points. Each instance of the ATG will be 
configured with a unique id. 

The ATG performs regular checking for new Audit Tracks on remote machines and their gathering by the 
methods specified in the interface definitions. The scheduling of individual instances of the ATG is under 
the control of the HNG-X wide system scheduler. The frequency of checking for Audit Tracks needs to be 
configurable based on Audit Sub-Points. In order to enable load balancing to be matched with slack 
periods in the system the gathering times shall be configurable and definable as times, at which instance 
of the ATG shall run. 

Within the overal l schedule further control of the gatherers is required, as frequencies within those time 
periods at which the ATG instance shal l attempt to gather. The level of control required is: 

• Frequency of gatherer activity 

• Duration of those period of activity 

All locations from which Audit Track files are to be collected shal l be configurable. 

All Audit Tracks are subject to renaming before being stored in the Audit Archive. The renaming is 
carried out by the Gatherer based on the rules of the renaming policy associated with the Audit Sub-
Point. See Audit Server Configuration (TD/ION/011) for details of the renaming policies. 

Once the gathered files have been renamed the ATS is notified via I-ATG-3 

A record of activities is to be passed to the Audit Track Deleter via I-ATG-2. 

Since the interval between the gathering of files from a given location can be substantial ly shorter than 
the interval between a particular file being gathered and that file being deleted (in normal operation) it is 
necessary for the ATG to be able to identify which files have already been gathered and which have not. 
The method of marking will be decided as part of the detailed design but must have the fol lowing 
characteristics 

• Work over an ATG crash 

• Allow files marked as being gathered to be unmarked (without loss of information) by 
administrators in an emergency situation 

• Cause, at most, minor increases in network traffic. See section 9.2 for an analysis of the 
failure modes. Once a fi le has been successfully copied to the Audit Server the ATG wi l l 
mark it as gathered and then signal to the ATD. The ATG shall not attempt to gather files that 
have been marked as gathered. 

6.1.1.2 ATG Interfaces 

6.1.1.2.1 I-ATG-1 

Interfaces to the system administration staff for monitoring and control purposes. 

Monitoring of the system is through the event log. 

The ATS will be under the control of the HNG-X scheduler. In addition command l ine interfaces are to be 
provided to start and stop instances of the ATG. Facil ities to stop an instance of the ATG shall provide an 
option to stop an instance immediately (and leave the current file ungathered) or to stop the instance 
when it has finished gathering the current file. 
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6.1.1.2.2 I-ATG-2 

For every Audit Track file successfully (or unsuccessfully) gathered by the ATG it wil l inform the Audit 
Track Deleter (ATD) of: 

• The time and date of the gathering 

• Id of the ATG instance 

• A meaningful success/fai lure code 

• The path name (including remote share details) of the remote (gathered) file 

• (If successful) The name the gathered file was renamed to by the ATG 

• (If successful) the date and time it was passed to the Sealer 

• The size of the fi le 

• The elapsed time taken to gather the file 

A fi le has been successfully gathered when it has been renamed and made available to the Audit Track 
Sealer. 

The ATG wi ll pass the details of the fi les gathered to the ATD via an agreed directory. Details of the 
gathered files wil l be put in a Record Fi le in the shared directory for collection by the ATD. Each Record 
Fi le must contain the details of at least one gathered file, but may contain many, or an indication that no 
files were avai lable for gathering from the remote directory. Details of gathered files batched together in 
one Record Fi le must always be held on persistent storage media (e.g. disk) and must never be over 
written. Record Files must regularly (e.g. every hour) be passed over to the ATD. The Record File shall 
be a text file. 

6.1.1.2.3 I-ATG-3 

This interface makes gathered Audit Tracks available to the Audit Track Sealer. The files are written to a 
common directory and are picked up by the Audit Track Sealer. Files in the directory are immediately 
available for sealing. The Audit Track Sealer is responsible for removing the files from the directory once 
they have been sealed. 

6.1.1.2.4 I-ATG-4 

This interface represents the gathering of Audit Tracks from the FTMS implementation on the local 
external gateways. 

There are multiple external gateways. An external gateway requires two systems one on a HNG-X data 
centre (the local gateway system), one on the appropriate external site (the remote gateway system). 

This design only supports the gathering of transferred files from Local Gateway Systems (both primary 
and secondary). 

For each Logical FTMS External Connection, control fi les and copies of transferred files are gathered 
from different directories. The term audit directory is used in this HLD to refer to a directory containing 
copies of the transmitted files. The term control file directory is used to refer to a directory containing the 
control files. 

Fi les to be gathered are accessed using remotely mounted windows shares 

Copies of transferred files are available for gathering as soon as they have been placed in the agreed 
audit directory for each Logical External Connection. All files placed in an audit directory are given a 
unique name. 
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It is potentially possible if difficulties are encountered in the transmission for the same file to be collected 
by the local gateway machine more than once. If this event does occur the copies of the files written to an 
audit directory are still given unique names. 

When a local gateway machine receives a transmission from a remote gateway machine a copy of the 
transmitted file is written to the same audit directory. 

Control files, written to a control file directory, are built up each day with details of the transfer being 
appended to the same file. The file name identifies the date of creation hence each file name is unique. 
The control files are only available for gathering after the day on which they have been created. 

The Audit Track Gatherer must gather Audit Tracks from the gateway machines within 5 days of their 
generation. See section 9 for details of the resilience. 

A gatherer instance only gathers files from local gateways at its local data centre. This means that 
related Audit Tracks may be gathered on different sites and will only be brought together when the Audit 
Tracks are exchanged by secure copy via the inter-data centre link. 

6.1.1.2.5 I-ATG-5 

A range of applications run on a number of database servers in the HNG-X system from which audit data 
is gathered. 

6.1.1.2.6 l-ATG-6 

This interface represents the gathering of Audit Tracks from the Tivol i Database on the local data centre. 
The Tivoli Database generates Audit Tracks of security relevant events that have been collected by the 
Systems Management Facilities. 

6.1.1.2.7 I-ATG-7 

The ATG on an Audit Server gathers Audit Tracks from the Branch Database at the local data centre. A 
large volume of data is generated on this interface. 

Audit Tracks generated by components of the Audit Server are gathered on this interface. The files are 
written to a common directory and are picked up by the Audit Track Gatherer. Files in the directory are 
immediately available for gathering. The Audit Track Deleter is responsible for removing the files from the 
directory once they have been gathered in the same way remote files are deleted after gathering. 

Instances of the ATG will be scheduled via the scheduler. The ATG shall implement the standard 
interfaces. Individual instances of the ATG will be scheduled to gather files from predefined (configurable) 
Audit Sub Points. 
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6.1.2 Audit Track Seaer 

Figure 6 identifies the maininterfaces to the Audit Track Sealer 
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Figure 6 - Interfaces to the Audit Track Sealer 

6.1.2.1 ATS Functionality 
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There wi ll be a single instance of the ATS that concurrently accepts files for sealing/seal checking from 
ATG and ATR and notifies sealed files to the ATD and into the Sealer Database for subsequent use by 
the Audit Track Extractor. 

The ATS shall collect files for sealing via I-ATS-4 and shall write a log of its activities to the ATD via I-
ATS-2. In sealing a file the seal shall be generated using a secure hash algorithm, the MD5 algorithm has 
been selected. 

Once a file has had a seal calculated the file will be written to Centera & detai ls will be stored in the Audit 
Track Seal Database via I-ATS-5. 

Only once a sealed file has been written to Centera can any local copies be deleted. 

The ATS shall give priority to checking the seals as requested by the ATR over generating seals for 
newly gathered data. 

The seals and audit tracks which are to be copied to the remote Audit Server shal l be configurable per 
Audit Sub-Point. 

The Seal Database will be backed up by the Audit Server at the alternate site as part of the regular daily 
backup, which will be retained for 2 weeks. 
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The size of the Sealer DB should not grow indefinitely hence the Audit Track Purge process will 
occasionally remove any seals with a retention period that have expired and the corresponding Audit 
Tracks from Centera — see section 6.1 .5. 

The ATSDB will need to support not only the storage and eventual deletion of the seals but also the 
querying of seal data from the Audit Track extraction faci lities. 

6.1.2.2 ATS Interfaces 

6.1.2.2.1 I-ATS-1 

Interfaces to the system administration staff for monitoring and control purposes. 

Monitoring of the system is through the event log. 

The ATS will be under control of the HNG-X system scheduler scheduling. 

In addition command line interfaces will be provided to allow control of the ATS outside of the schedule to 
start and stop instances of the ATS. Facilities to stop an instance of the ATS shall provide an option to 
stop an instance immediately (and leave the current file unsealed) or to stop the instance when it has 
finished seal ing the current file. 

6.1.2.2.2 1-ATS-2 

For each file that is successfully or unsuccessfully sealed or a seal checked a record is written to the 
Audit Track Deleter. The record shall contain: 

• Date and time of sealing 

• File Name (as received from the Audit Track Gatherer/Audit Track Retriever) 

• An indication of whether the operation was sealing or checking 

• A meaningful success/fai lure code 

• The id of the instance of the ATS 

• The size of the fi le 

• The elapsed time to seal the file 

• An indication of the checksum algorithm used 

A fi le has been successfully sealed when a seal has been calculated, details of the seal stored and the 
file made available to the Audit Track Deleter (ATD). 

The ATS will pass the details of the files gathered to the ATD via an agreed directory. Details of the 
sealed files wi ll be put in a Record File in the shared directory for collection by the ATD. Each Record Fi le 
must contain the detai ls of at least one sealed/checked file, but may contain many. Details of 
sealed/checked fi les batched together in one Record Fi le must always be held on persistent storage 
media (e.g. disk) and must never be over written. Record Files must regularly (e.g. every hour) be passed 
over to the ATD. The Record File shall be a text file. 

6.1.2.2.3 I-ATS-3 

When a file has been successful ly sealed and details of the seal have been written to the Audit Track 
Seal Database the file shal l be made available to the Audit Track Deleter. Such sealed files are placed in 
a shared directory to be picked up by the ATD. 
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6.1.2.2.4 1-ATS-4 

See I-ATG-3. The ATS picks up files to be sealed from this interface. 

6.1.2.2.5 1-ATS-5 

For each file that is sealed and written to Centera or has its seal checked an entry is written to the Sealer 
database. Each entry shall contain: 

• Date and time of seal calculation 

• File Name (as received from the Audit Track Gatherer/Audit Track Retriever) 

• An indication of the checksum algorithm used 

• An indication that it is the generation of an initial seal or the checking of a seal 

• The value of the seal(s), i.e. the original seal in the case of a generation or the recalculated seal 
in the case of a check. 

• An indication of whether the seal was generated on the local Audit Server or whether it was 
imported from the remote Audit Server. 

• (If an initial seal calculation) The retention period for the Audit Track. 

• Centera ID 

6.1.2.2.6 1-ATS-6 

See I-ATR-2. Fi les whose seals are to be checked are notified to the ATS by the Audit Track Retriever 
(ATR) via this interface. Each request is in the form of a marker file that uniquely identifies the filename of 
the file to be seal checked. Files to be seal checked are placed in an agreed directory. The ATS 
regularly checks the directory and removes the first entry and checks the seal. The ATS is responsible 
for removing files from the common directory. 

6.1.2.2.7 I-ATS-7 

This is a bidirectional interface that is used to support the repl ication of audit tracks to the remote audit 
server. 

As files are sealed and written to the local Centera a pair of files, one containing the original audit track 
and one containing the calculated seal are written to an export directory. As part of the audit server 
overnight schedule, these export files are copied to an import directory on the remote audit server using 
robocopy. The schedule must ensure that both sealer processes are inactive while this copy takes place. 

Upon reactivation, the remote audit server will scan the import directory picking up the pairs of files. It wil l 
recalculate the seal on the imported audit track and compare it with the seal within the imported seal file. 
This confirms the integrity of the data as received on the interface. Assuming the seals match, the 
remote sealer wil l then write the file to its Centera and record the details in its ATSDB. 

If the seal cannot be verified, the pair of files are written to a holding area and an event raised. Manual 
intervention will be necessary to resolve this. 

6.1.2.2.8 1-ATS-8 

Once the seals have been calculated the audit tracks are compressed if the associated Sub-Point is 
configured for compression and written to Centera. 

©Copyright Fujitsu Services Ltd (2009) Commercial in Confidence Ref: DES/APP/HLD/0030 
Version: V1.0 
Date: 05/10/2009 
Page No: 29 of 48 



FUJO0123759 
FUJ00123759 

a ~. ' . • • r .• • i r 

ui.ii,i.iriiifl • it ' 

6.1.3 Audit Track Deleter 
Figure 7 identifies the main interfaces to the Audit Track Deleter (ATD) 

Source Audit Track 
Files Gatherer 

I-ATD-7 ` I-ATD-8 / 
I-ATG-8 

i I-ATD-3 
Tivoli Management  I-ATD-1 I-ATS-2 Audit Track 

Environment Sealer 

I-ATD-2 / 
Audit Track I-ATG-2 
Gatherer 

Audit Track Deleter 

I-ATD-5 / 
I-ATR-3 

Audit Track 
Retriever 

I-ATD-4 / 

I-ATD-6 

Figure 7 - Interfaces to the Audit Track Deleter 

Audit Track 
Deleter 

6.1.3.1 ATD Functionality 

The Audit Track Deleter has two main functions: 

• Deletion of the remote copies of Audit Track fi les which have been gathered from remote 
systems 

• Writing of a single audit log of the main actions of the Audit Server. 

There is only one instance of the ATD per Audit Server. 

The point at which the remote copies of audit files are deleted needs to be: 

1. Once the ATG has signalled that it has completed the gathering 

2. Once the ATS has signalled that it has sealed the file and written it to Centera 

3. A configured time (typically hours) after the above events. 
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6.1.3.2 Source Audit Track Deletion 

The queue of audit tracks to be deleted, maintained by the ATD, must be stored on persistent storage so 
that the queues can be reused after ATD outages. 

The delay before the source file is deleted should be configurable per Audit Sub-Point. 

All attempts to delete files (whether successful or not) should be auditable. Where a file can not be 
successfully deleted the ATD shal l retry a number of times. The number of times and the interval 
between the files shall be configurable. If after al l of the retries the fi le has not been successfully deleted 
an exception report shall be generated. 

The fi le names suppl ied by components other than the ATG will potentially have been transformed by the 
ATG; part of the deletion function wil l be to match the transformed file name to the original file (and path) 
name. 

6.1.3.3 Auditing 

The ATD shall generate two files for audit (and other administration purposes): 

• An Activity File 

• A Deletion Exception File 

The ATD shall write out al l messages it receives across interfaces I-ATD-1 to I-ATD-6 to the Activity File. 
The fi le shall be a text file formatted to ease reading/scanning. The results of file deletion attempts via I-
ATD-7" shall also be recorded to the Activity File. 

The ATD shal l also calculate and record the number of fi les and the total amount of data archived each 
day. This information shall also be written to the Activity File. 

Details of any file which is not successfully deleted after the maximum number of retries shal l be 
recorded in the Deletion Exception File. 

The Activity File and the Deletion Exception File will be written dai ly. A copy shall be passed to I-ATD-8 
and a copy stored for diagnostic usage. These will be retained onl ine for a period of 14 days. 

The files shall both be text files, formatted for ease of reading. 

6.1.3.4 ATD Interfaces 

6.1.3.4.1 I-ATD-1 

Interfaces to the system administration staff for monitoring and control purposes. 

Monitoring of the system is through the event log. 

The ATD wi ll be under control of the HNG-X system scheduler. In addition command line interfaces 
should be provided to start and stop the ATD outside of scheduler control. 

6.1.3.4.2 I-ATD-2 

See I-ATG-2 

6.1.3.4.3 I-ATD-3 

See I-ATS-2 
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6.1.3.4.4 I-ATD-4 

See I-ATS-3 

6.1.3.4.5 I-ATD-5 

See I-ATR-3 & Audit Data Retrieval High Level Design (DES/APP/HLD/0029) 

6.1.3.4.6 I-ATD-6 

For each file that is subject to a status change within the ARQ Database, a log is written to the ATD. 
Each record will contain 

• ARQ Reference 

• Filename 

• Status 

• Date/Time of Status Change 

6.1.3.4.7 I-ATD-7* 

This interface is used by the ATD to delete files. These are the files collected by the ATG on I-ATG-4*, I-
ATG-5*, I-ATG-6, I-ATG-7*, and 8. 

6.1.3.4.8 I-ATD-8 

See I-ATG-8 
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This component is now redundant. 

The Audit Track Purge process runs on a daily basis and deletes Audit tracks that have reached their 
expiry date — either 18 months or 7 years after they were gathered. The process will both delete the audit 
track from Centera and delete the corresponding entry in the Sealer database. 

The process maintains an audited log of its actions. . s 

62 li ds 
All current interfaces are defined in section 6.1. Any newly identified applications where audit files need 
to be gathered should comply with the standard interface between the Audit Track Generating 
Applications and the Audit Track Gatherer as detailed below. 

• The Audit Track files generated at each Audit Sub-Point shall be placed in a dedicated (single) 
sub directory for the Audit Track Gatherer to collect. The files placed in each such sub directory 
shall either (i) be moved into the directory such that they are available for collection immediately 
they have been placed there (ii) be renamed to indicate their availability for gathering (e.g. the file 
is renamed from xxx.tmp to xxx.dat. Exclusion from gathering based upon file suffix is defined in 
the Exclude parameter in the audit server configuration file). 
The Audit Track directory must be shared and permissions set such that the Audit system can 
gather and deleted the files within it. 

• The sub directories should not be used to hold any other files. 

• The name of each Audit Track file shall conform to one of the naming standards specified in 
Audit Server Configuration (DEV/INF/ION/0001) 

• Access to the Audit Track files for gathering shall be via Samba (for Unix systems) or NTFS (for 
Windows systems). Access to the sub directory shall be limited to the application generating the 
Audit Track and the Audit Track Gatherer. Audit track files should be written in write-append 
mode. 

• The Audit Track Deleter shall delete files from the sub directories a configurable period of time 
after they have been successfully secured in Centera. Once the Audit Track files are available for 
gathering the generating application should not make any assumptions about their ongoing 
availability in the sub directory. 

• In order to minimise the need to re-gather files following a network or other failure the size of the 
Audit Track files should be controlled. Typically they should not exceed 100MB. Within that l imit 
the number of files should be minimised. 

• The share containing the Audit Tracks should have sufficient capacity to withstand a 5-day 
outage of the audit system. 

• Permission must be set on the share such that the audit system can read and delete files 
contained within the share 
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Figure 8 show the distributed application interfaces between the components of the Audit system 
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Figure 8— Audit Distributed Application Interfaces 

The ARQ SQL Server 2000 database is used to support cl ient-Server communication between the Audit 
workstations & servers. Service requests are initiated by writing to an interface table in the database. 
Triggers on the interface table are used to initiate server based processes. The client monitors the 
progress of server actions via a status table in the database. 

The Audit servers access the EMC Centera units using the EMC Centera API. 

The Tivoli cluster lookup service is used to determine which Correspondence Server cluster a particular 
branch belonged to at a particular point in time. This is only relevant to Horizon Riposte transactions, but 
access to this data must be maintained for the 7 years that Riposte data exists in the Audit archive. The 
cluster lookup service will be retained. As part of SYSMAN2, while Windows NT4 based platforms stil l 
exist. When the service is eventual ly retired, the cluster look up data wi ll be imported into the Audit 
system and accessed directly. See Audit Data Retrieval High Level Design (DES/APP/HLD/0029) 

Usage of other interfaces is described in Audit Data Retrieval High Level Design (DES/APP/HLD/0029). 
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64 Networkng Services 
The Audit Server wi ll use the standard HNG-X network services. Figure 9 shows the networked 
interfaces between components of the Audit system. All application services util ise TCP and/or UDP 
protocols on a predictable set of ports. 
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Figure 9 — Network Services 

The Audit system can move large volumes of data around the network. On a peak day, it is estimated 
that the audit system will gather 10 GB of data at the active data centre. This data wil flow as fol lows 

1. Local data centre network - HNG-X systems + Audit server 1 

2. Local data centre network —Audit server 1 4 Centera 1 

3. Inter data centre link — Audit server 1 4 Audit server 2 

4. Local data centre link — Audit server 2 -+ Centera 2 
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In addition, during Hydra, the following additional flows will exist 

1. BootlellRE11 link - Horizon systems 4 Audit server 1 

2. Wigan/IRE19 link - Horizon systems -> Audit server 2 

3. Inter data centre link — Audit server 2 4 Audit server 1 

During Hydra, a peak load of 35GB per day will flow from Bootle 4 IRE11 and Wigan -4 IRE19. The 
volume of this traffic will decrease as the HNG-X counter rollout progresses. 

The bulk of Audit data (by volume) is generated by the Branch database. This data wil l be made 
available to the audit system by an overnight extract taken shortly after midnight. Thus the audit system 
wil l utilise the local network quite heavily during this period. 

Replication of audit data must take place when the audit system is quiescent. This is scheduled to take 
place after the Audit backups have completed. During this period the audit system will be heavily utilising 
the inter data centre link. This may require some traffic management on the network to avoid the Audit 
replication traffic flooding the l ink. 

If the Audit server is in recovery mode (i.e. it has been out of action for a period of time) it will put a 
considerably higher load on the network than stated above. 

6.5 Platforms 
The Audit servers run in an Active/Active configuration. They are housed in the BladeFrame. 

The Audit servers wil l run Windows Server 2003 Standard Edition. 

The servers will be of the following minimum specification: 

• 2 Dual Core CPUs 

e 4GB RAM 

1.1 TB of non replicated storage 

The Physical Platform Design for the Audit server is HNG-X Audit Server (ARC) - Physical Platform Design 
(DES/PPS/PPD10035) 
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7.1 Monitoring 
The Audit applications use standard Windows event logging to record non-fatal application events. 
Events are classified using the standard mechanism and are marked as Information, Warning or Error as 
appropriate. 

The SYSMAN3 Event Management system is responsible for analysing this event stream and taking 
suitable action. 

The Audit servers will be monitored by the Real time Active Dashboard (RAD) the following spreadsheet 
categorizes the events that are raised by the audit processes. 

AudR_EventsforRAD 
.xls 

The Audit gathering system automatically manages the availability of free local disk space to hold 
temporary copies of Audit Tracks. If the amount of free disk space falls below a given threshold, the 
gathering system will suspend until sufficient free space becomes available. This is normally an 
automatic process as other audit processes secure Audit Tracks and delete the local copy. 

7.2 Schedule Requirements 
The audit system is dependent on the Tivoli Workload Scheduler to manage its operation. The scheduler 
is used to: 

• Detect fatal application failures & raise alerts 

• : 'Schedule (run and shutdown) individual Audit application processes 

• Manage the cross campus replication of Audit Tracks 

• Manage the Audit server backups 

• During Hydra, manage the failover state of audit gathering processes 

The Audit system schedule requirements are fully documented in Audit Server Configuration 
(DEV/iNF/ION/0001) 
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The Audit data collection system is developed using the tnllo,,ving development tools and technologies 

• Microsoft Visual Studio 6.0 

o Visual Basic 6.0 

o Visual C++ 6.0 

• Microsoft SQL Server 2000 
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r 

The Audit service is normally avai lable 24x7 with the exception of a scheduled overnight slot where the 
following activities take place: 

• Database & fi lestore backup 

• Cross campus Audit Track replication 

During this slot all normal Audit processes are stopped 

The need to ensure that the Audit Server does not fal l significantly behind in the col lection of Audit Tracks 
on a single data centre places further constraints on the design. Following the failure of an Audit Server, 
on restoration of the server the audit applications must be able to catch up with a five days outage within 
one day. The Audit Server and links to other components must be able to cope with such a load. 

9.2 Resilience and Recovery 

9.2.1 Failure Scenarios 

9.2.1.1 Campus Level Disaster 

Audit Tracks gathered at one data centre are replicated to the remote data centre by a scheduled daily 
job. Thus up to a days audit tracks could be lost in the event of a complete campus level disaster. 

In normal, post Hydra, operation, the IRE11 audit server is responsible for gathering all audit tracks and 
replicating them to the IRE19 Audit server. If the IRE11 data centre is failed over to IRE19 it will be 
necessary for the IRE19 Audit server to assume this responsibi lity. This wi ll be achieved stopping all 
Audit Schedules and manually switching in an alternative DR configuration file to the IRE19 Audit server. 
This process is described in Audit Server Support Guide (DEV/APP/SPG/0020). 

During Hydra, the IRE11 Audit server will gather al l HNG-X audit tracks but Horizon audit tracks will be 
gathered by both Audit servers in the same manner as in Horizon. The IRE11 Audit server will gather 
Bootle audit tracks and the IRE19 audit server wi ll gather from Wigan. 

9.2.1.2 Audit Data Source Platform failure 

It is the responsibility of the appropriate generating software and host system to ensure that the Audit 
Track is maintained in a robust form to survive errors on that system. 

The time at which the source fi le(s) of an Audit Track are deleted is configurable and can be delayed until 
a (configurable) time after a copy of the Audit Track has been copied onto the Audit Archive. These 
times are held in configuration files on the audit server and wi ll only be changed on direction from the 
appropriate design authority. 
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9.2.1.3 Audit Server Failure 

The Audit Data held on an Audit Server is held on resilient SAN storage so that a single disk failure will 
not result in loss of the data. Audit server filestore is local to each audit server and is not replicated 
between the IRE11 & IRE19 storage systems. 

In the event of a complete failure of an Audit server, the server wil l need to be rebuilt using the Audit 
Server platform build & the previous days backup (see section 9.2.2) restored. Reference to any Audit 
tracks gathered since the backup was taken wi l l be lost. The Audit tracks will still be present on the 
source platform. When the Audit server is rebuilt it will re-gather the lost Audit tracks. This places a 
requirement on the Audit configuration that all deletion pol icy values are set to at least 1 day. One 
consequence of this approach is that reference to Audit tracks that have been stored in the archive since 
the last backup wi ll be lost. 

If an Audit server is out of action for a period in excess of 5 days, source platforms may run out of disc 
space to store audit tracks. Manual intervention will then be necessary to temporarily relocate audit 
tracks until the audit server is recovered. 

9.2.1.4 Network Failure 

In the event of a local data centre network failure, the Audit Gatherer processes will not be able to gather 
any new audit tracks that are generated. Recovery will be automatic once the underlying problem is 
resolved. 

Similarly, the Audit Deleter process wil l be unable to delete source Audit tracks. It wi l l periodically retry 
the delete and after a preset number of failures will delete all marker files relating to the Audit track. 
Once the network is restored to operation the Audit track will be seen as new & re gathered Thus two 
copies of any affected Audit tracks 

will 

be written to the archive. 

Any failure of the inter data centre network link will suspend the Audit track repl ication process until the 
problem is resolved 

9.2.1.5 Centera Failure 

In the event of a failure on the EMC Centera system which holds the Audit Archive, it will not be possible 
to secure any Audit tracks. The Audit sealer process will stop processing any new Audit tracks until the 
problem is resolved. The gatherers wi ll continue to gather Audit tracks unti l the Audit servers working 
filestore free space falls below a threshold value. The gatherers wi ll stop gathering new Audit tracks at 
this point. The audit server wi l l generate error events in the Event log to highlight this problem. 

If a Centera is out of action for a period in excess of 5 days, source platforms may run out of disc space 
to store audit tracks. Manual intervention will then be necessary to temporari ly relocate audit tracks unti l 
the audit server is recovered. 

Recovery will be automatic once the Centera problem is resolved. 

All non transient data on the Audit Server shal l be backed up on a daily basis. This backup must include: 

• ARQ Database 

• Sealer Database 

• Audit server working filestore 
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A consistent snapshot of the Sealer database and Audit server working filestore must be taken. Cold 
backups of the SQL Server database are taken; hence it is necessary for the schedules to shut down all 
Audit server processes whi le the backup is taken. 

Recovery of a complete audit server requires a rebuild and synchronised restore of both its databases 
and working fi lestore. Reference to any Audit tracks that have been gathered & written to Centera since 
the backup was taken wi ll have been lost in the restored databases. Once the restored Audit system is 
operational again, these missing Audit tracks will be automatically regathered. 

The User area on the audit server, which is used to hold working copies of retrieved data, is not backed 
up. If necessary, this data may be simply re-retrieved from Centera. 

Human users of the Audit Server fall into two categories: 

• OperationsiAdministrator staff 

• End users of the Audit workstations 

The bulk of the operation of the Audit Server is automated and does not require user intervention. Where 
users are required to interact with the Audit Server such, interactions are carried out, from the Audit 
Workstation, using standard facilities provided by, COTS software including Windows Explorer and 
specifically developed User Interfaces. 

Some of the activities require relatively long elapsed times, e.g. recovery of files from Centera. The 
Windows based facil ities provided by the COTS allow other activities to be progressed while waiting for 
the longer term ones to complete. 

Usabi lity of the Audit Track Extraction facil ities is addressed in Audit Data Retrieval High Level Design 
(DES/APP/HLD/0029) 

9.4.1 Volumetrics 
Post Hydra, the peak loading of the HNG-X system is expected to generate approximately 10 GB of audit 
data in one day. 

During Hydra, a peak load of 35GB per day will flow from Bootle 4 IRE11 and Wigan 4 IRE19. The 
volume of this traffic will decrease as the HNG-X counter rollout progresses. 

The sizing of the Audit Server has to be able to cope with a situation where the server has been out of 
operation for up to five days. It is a design aim that the Audit Server shall be able to archive those five 
days worth of data plus the current day's data on the day after the outage. 

The need to collect the very considerable amount of audit data from around the system has impacts on 
many components outside of the Audit Servers. 

The requirements the design places on the network are summarised in section 6.4 

Impacts on other components are outside the scope of this design. 
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9.5 Security 

All users (including administrators) of the Audit Workstation and Audit Server shall log onto systems 
using two factor authentication in conjunction with the HNG-X Active Directory system. Each user shall be 
uniquely identifiable. 

9.5.2 Audit 
Details of the main file operations on the Audit Server shall be audited as defined in section 6.1.3.3. In 
addition the following operating system level events on the Audit Server wil l be audited via the System 
Management event monitoring facilities: 

• Log on/Log off (including unsuccessful log on attempts) 

• File Creation, Deletion and Modification (on selected files) 

• Modifications to system configuration (inc software configuration and account details) 

• System start up and shut down 

• Recovery actions 

• Exception conditions 

• Change of user rights 

9.5.3 Remote Directory Access 
The remote directories from which the Audit Server gathers Audit Tracks wi ll be configured so that only 
the Audit Server (or an administrator who has been explicitly given permission) is able to delete fi les in 
the directory. 

i

All Audit Server and Audit Workstation & Centera hardware shall be held in physical ly secure areas 
where physical access to the systems is control led. 

9.5.5 Sensitive Data 
During data col lection, the Audit system is totally transparent to the data being gathered. If a particular 
Audit track contains any sensitive data that cannot be stored in the audit archive, it is the responsibil ity of 
the originating subsystem to obfuscate that sensitive data before the Audit track is presented to the Audit 
system. 

There shall be separate roles for: 

• Audit Server (inc. Audit Workstation) Administration 

• Fujitsu Services Audit Staff 
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The roles shall be mutual ly exclusive, i.e. no one individual shall be given access rights of more than one 
role. 

9.6.1 Access Controls 
The access control configuration of the Audit Server shall be compatible with the HNG-X Access Control 
Pol icy. 

The Fujitsu Services Audit Staff role shal l not have any write, modify or delete access to the Audit 
Archive. The ACL configuration on the directory structure of the Audit Server shall ensure that the Fujitsu 
Services Audit Staff can only recover files into a retrieval/extraction working area; it shall not be possible 
for the Fujitsu Services Audit Staff to recover files to other parts of the Audit Server directory structure.

The Fujitsu Services Audit Staff wi ll have ful l control over the files in the retrieval/extraction working area, 
and in particular shal l be responsible for managing the files in that area. 

The Audit Server Administrator role shall have full access to manage all of the Audit Server and Audit 
Workstation file stores and shall be granted the necessary Windows privileges. 

9.6.2 Potential for Change 
HNG-X Architecture — Support Services (ARC/SVS/ARC/0001) identifies the need for the Audit Server to 
be able to support the introduction of new applications which generate Audit Tracks of their activities into 
the HNG-X systern. Since the locations from which the Audit Server gathers such files are configurable 
and a standard interface can be defined, see section 6.2, it is possible to introduce new applications 
easily. However it should be noted that the implications of such new requirements on the sizing of the 
infrastructure will need to be assessed. 

Other features of the Audit Server,, e.g. addition of additional retention periods (other than 18 months or 7 
years), or a need to support shorter file retrieval periods may well require changes to the HLD and the 
implementation. 
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FTi.i iii'
The Audit servers wil l be upgraded to Windows Server 2003 in line with the HNG-X platforms architecture 
requirements. New BladeFrame based servers will be used in the new data centres 

The existing Audit server data col lection components must be ported to run under the Windows Server 
2003 environment. It is expected that the majority of such applications will run unchanged on Windows 
Server 2003. This will entail an initial development team exercise to check the compatibi lity of the 
existing client appl ications with Windows Server 2003 & to identify & resolve any issues encountered. 

No significant functional changes are required to the data collection components of the Audit server for 
HNG-X. 

A new Audit server platform build will need to be defined for the HNG-X environment in HNG-X Audit 
Server (ARC) - Physical Platform Design (DES/PPS/PPD/0035). 

Migration scripts will be developed to export and import the audit server's databases & files from the old 
to the new audit servers. Prior to migration all schedules should be stopped and the export script 
executed on each Audit servers to create a zip fi le of the databases and filestore. The Bootle zip file will 
be transferred to IRE11 and Wigan to IRE19. The zip files will be transferred over the network using 
secure copy (scp). The import script will then be executed in the Irish data centres. Database schema 
updates will be applied as part of the import script. 

Given that platforms that generate Audit data are only required to hold up to an additional 5 days worth of 
Audit data, the audit server migration must complete within 5 days. If unforeseen problems occur and 
this time period may be exceeded a decision must be to regress back to the Bootle/Wigan Audit servers. 

10.2 Centera Migration 
The Audit archive Centera systems will need to be physically shipped to the new data centres. This 
introduces a risk of them being lost or damaged in transit. To mitigate against this risk two swing 
Centeras will be used. Archive data wil l be copied onto the swing Centeras prior to shipping of the 
original Centeras. 

It is estimated that the copying process, which will be implemented by EMC, could take up to 3 weeks. 
Thus it will need to be initiated well in advance of the Audit migration phase. The outline approach 
planned by EMC is as follows 

1. Install swing Centeras in Bootle & Wigan 

2. Bulk copy the data on the original Centeras to the swing kit 

3. Once the bulk copy is completed, the swing kit is kept synchronized using Centera native 
replication 

4. Separately ship the original Bootle/Wigan Centeras to IRE11/IRE19 

5. Install (at IRE1 1/19) & verify the integrity of the original Centeras 

6. Once the Centeras in Ireland are declared to be fully operational, the data on the swing kit in 
Bootle/Wigan can be securely erased & the kit decommissioned 

The above sequence of operations wi ll be applied to each Centera in parallel. 

Data held on the Centera systems is not encrypted and could potentially be accessed if the systems were 
physically intercepted whilst being moved. A suitably secure means of transport must be arranged. 
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Migration of systems that generate Audit data and the consequential, incremental changes to the audit 
configuration will need to be carefully coordinated during the migrations of systems to the new data 
centres and to the HNG-X environment. 

As old systems go off-l ine, their corresponding audit configuration entries wil l need to be disabled, and as 
new systems appear they will need to be configured in line with the HNG-X Audit and Security Policies. 

Audit Server Configuration (DEV/INF/ION/0001) will describe the target configuration. Changes to the 
configuration through the migration phases will be described in Audit Server Migration Configurations 
(DEV/INF/ION/0008) 

Figure 10 illustrates the sequence of configuration changes that wi ll be applied. 
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Figure 10 — Audit Configuration During Migration 
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In normal, post Hydra, operation, the IRE1 1 audit server is responsible for gathering all audit tracks and 
replicating them to the IRE19 Audit server. If the IRE11 data centre is failed over to IRE19 it wil l be 
necessary for the IRE19 Audit server to assume this responsibility. This wi l l be achieved by manually 
switching in an alternative DR configuration file to the IRE19 Audit server. Prior to the Audit server 
migration at weekend D, this DR configuration will be applied to the Wigan Audit server. 
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A number of alternate Audit configuration files wi ll be del ivered against various migration phases. These 
are described in detail in Audit Server Migration Configurations (DEV/INF/ION/0008). These changes are 
summarized in the following subsections. 

The Horizon Audit server will be reconfigured to disable auditing of the APS local FTMS gateway. All 
APS audit data wi ll be gathered from the EDG local gateway. 

10.4.2 HNG.X MIgratIon Enabling Upgrades for Data Centres 
h s phase has no impact upon the Audit system. 

j :. 

10.4.3 Data Centre Build 
This activity instal ls and commissions new hardware and software in the Data Centres at IRE11 and 
IRE19, initially for use in the ST, SV&I, RV, V&I and LST test environments. The installation is 
incremental as test environments are established. The Audit components are installed using production 
settings and identities. 

10.4.4 Move Wgan Network Management Servers 
Th is phase has no impact upon the Audit system. 

10.4.5 Data 
Centre 

Preparation 
This phase involves preparing the environment for live use following Volume & Integrity testing. 

The Audit server will need to be cleared down back to its initial state, clearing down all data and other 
changes introduced during V&I testing. 

The live Centera systems are not used during V&I testing, instead a dedicated test Centera is used. 
Thus no clear down will be required for the l ive Centeras. 

V&I testing wil l use dedicated instances of the Audit workstation platforms, so no clear down of the live 
Audit workstations wil l be required. The Live audit workstations will require access to l ive PAN decryption 
keys & the live PAN Hash salt value. 

HNG-X Audit schedules must be inactive until the Migration of Audit Services phase. 

Given the time required to secure the Cenlera data onto the swing kit, it wi ll not he viable to rehearse this 
activity during this phase. 

iEIW I• r II' IlUl

The HNG-X Audit configuration wi l l need to be updated to reflect migration of the POLFS systems which 
generate Audit tracks. 
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Audit Data Collection & Storage High Level Design 

FUJITSU Commercial in Confidence 0 
10.4.8 Migration of Batch Services 
The Horizon Audit system will need to be reconfigured to reflect migration of the systems which generate 
Audit tracks. 

This phase has no impact upon the Audit system. 

10.4.10 Migration of Online Services 
The Horizon Audit system will need to be reconfigured to reflect migration of the systems which generate 
Audit tracks. 

10.4.11 Migration of Audit Services 
The migrated Audit system (Audit server & workstations) becomes operational at this phase. 

Prior to the commencement of this phase, the data on the Audit Centera systems must have been 
copied onto swing kit in the Bootle & Wigan data centres §10.2. ° This activity wil l take an estimated 3 
weeks to complete. 

The Audit Centera systems are separately shipped to Ireland. Cold backups of the existing Audit server 
databases & working file systems are taken and shipped to Ireland to be installed onto the new Audit 
servers. The Audit server database schema will be upgraded to that required by the updated applications 
- §10.1. 

The HNG-X schedules, used to control the Audit server, wi ll be activated. 

Required DNS aliases will be established. 

10.4.12 Migration of Branch Services 
As a result of HNG-X CP0284 Horizon Branch Services wil l remain in Bootle/Wigan. The Audit servers in 
Ireland will gather audit data from the Bootle/Wigan platform instances until they are retired - §6.4. 

10.4.13 Move Bootle Network Management Servers 
This phase has no impact upon the Audit system. 

10.4.14 Decommission Wigan and Bootle 
This phase has no impact upon the Audit system. 

This phase has no direct impact upon the Audit system. Any retrieved Audit tracks generated by Horizon 
PCI counters may need to be processed differently by the end user of the Audit workstation. 

10.4.16 HNG-X Migration Enabling Upgrades for Counters 
This phase has no impact upon the Audit system. 
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This ,chase has no impact upon the Audit system. 

This phase has no impact upon the Audit system 

Ths phase has no impact upon the Audit system. 

104.22 Final Decommissioning 
Once al l SYSMANn2 & the Tivol i cluster lookup service is retired, Horizon Branch to Correspondence 
Server cluster mapping data can be imported into the Audit server database. 

104.23 Estate Management Upgrade 
The HNG-X Audit configuration wil l need to be amended to gather any new Audit tracks generated by the 
Estate Management system. 
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