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Horizon2 eta hitegrity
The Horizon system ;, 1 r 1e' rc1 °,; - re o f data locally on the counters hard disk. Once the data has 
been successfully stored there in h n repo ted (copied) to the hard disks of any other counters in the 
branch (and in the case of a °lw counter branch to the additional external storage on the single 
counter). Data is also passed or r:rn the gateway counter to the Horizon data centre using similar 
meenanisms:. 

The replication process is designed such that should the data fail to be copied immediate ly (for example 
due to a failure on the local IT network within the branch or another counter being switched off or the 
branch i ing disconnected from the data centre). then further attempts are made to replicate the data at 
regular erva s until it €s finally copied successfully. Once the data reaches the Data Centre a further 
copy s e .:gin and added into the audit trail where it is available fs r retrieval for up to 7 years. Data in the 
aadt tar s scale" with a secure checksum that is held separately to ensure that it has not been 
tamperec ri or ce upted. 

Every record that is written to the transaction log has a unique incrementing sequence number. This 
means it is po ibe to detect if any transitions records have been lost. 

Wf^ile a customer session is in progress, details of the transactions for cheat customer session are 
normally 14eio in the computers memory until the customer session (often tr•aw>n as the 'stack y 
settled, At that point all details of the transactions (including any methods oI a yr ieent used) are written is 
the ocgl hard disk and replicated (as described above).. It should .>e rioted that double erit' ,

Fo  rep g is used when recording all financial transactions, le for every sale of goods or sure€F c >. 
rre ;a a corresponding entry to cover the method of payment that has been used. When a 'stack 

cJer, t is written in such a way that either all the data is written to the local hard disk or novae of it is 
I ' a concept of atomic  writes » is also taken into account when data is replicated to other 

=m.:f.c' n'al storage or the data cant at

i ne data t r a ate a U have been successfully secured to the local hard disk before the screen is 
.cditc r . > a ;g i,ew customer session can be stetau Note that although an attempt will have 

rude to the data to an external system at i . t a there is no guarantee at this point that 
3 h replication wi n) O been successful.  For ex_. r n:c: t e is a Network Failure followed by a 

terminal  failure there s a <0 ht risk that transactions in the ii rr L f ; ing period could be lost. 

All data that is written inckrLe a "checksum value (known as a CRC) which is checked whenever the 
data is read to ensure that t nan not been corrupted.. Any such corruptions detected on reading will result 
in failures being re ~o' yeti it faa event logs which are held on the local hard disk for a few days for 
immediate diagnosis and ;a€no immediately sent through to the data centre where they are held for 7 
years. 

Any failures to 'write to a hard disk (after appropriate retries) will result in the mounter failing end needing 
to be restarted and so will be immediately visible to the user. 

Wherever data is retrieved for audit en .uirles a number of chec.s are carried out, 

9. The audit files have 5 . , with (ic f, = tan a ta audit f leM a 

2. The ndividual r . _s z •.. her I;era I .. r  n;v

3. t r.=n r _ _=t ro re .L , Cu. a •3 t ,4 :i . u ..I an..
it tuz an , , yf rn a '1O'., •r: .  3   t  j ; ; 
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3 Scenarios 
It < ;:'?, . . ; s  % e€ ali }tTi nt failures dYill c3sw ys be 
1d tsa Ooc the e e b ' a a . ? t

31 A counto fails 
?tmref fa-iis, t;' ere ac th r no r r?e scenarios. 

s,it .;_kt e , s ossfs esort :r so scads to be physicthH replaced 

In each case :,̀# DataIoteorty ?ro s  eo rat<7;';: ac .. ffa rent cad so are described separately below. 

Once the counter has sr? , restarted ;regard ss a ss been fern r it rea l ery may be 
€'rigid out it re Lab ate or.3t sect€ ns are filet: ca no the ;;I n er Iran r ,  s d x 3 ro , a sow

3.x.1 The Counter is u c u y Restarted 
In this case oil toe oathto at as: sara so asad "$E E? s ro toe t"1Ef,1rf is soli present on t : o,. ?cal: and so €s 

available for rose t ic Use s a o or. br as to orirtoor a .tnscction had been = p' etad or not prior 

to the faai.0 .i tit > :50 , .x :SI t3 ,.t athi 1 }';.i.. .„ 1t'' n ;E€": , 1ta or the other. 

3,t2 The Counter is P h s cagy Replaced 
In this case there is no d yt : on the local hard disk o re 'aplacemer t coo: tet Do ererr, since the data 
should have heart rapostad to otheer° counters in the brur<cr; (or in toe case of a s n e counter branch to 
the external storaa " F l at should have been phys(ca Iy €€ia ad to toe replacement counter). then the 
data should .'a th J a ,=J copied to the new counter. if awn the data were not available 
locally a etaamos,. Oar S will be copied back frorr they : 55 tr. 1"S;r , '  fl Op fl5 automatically as 
part of the counter rep acernent procedure, 

Note that the hard disks are encrypted so there is no range oats ascot  ;a a oases .: ioc th  .c :1 
counter has been removed (or if it is stolen). 

When a counter is phys caliy replaced, there is a Ocsoaa:lty that not e!' rata has been sucorar ... :; 
replicated t: another system pear to the fa€hare c tt <. ..,. r' _o..;M: €t .ti 'oI: t hwstar 00,1,' 
te last ~. ., Ystul transaction on that counter wan , artarr,:s: n € s, tt sr . _ . r r3 ' ..,. 

Some classes of transaction generate recovery data as they go along, so as to ensure that in the event of 
a failure between the transaction starting and the basket being secured, there is sufficient information 

available to enable the transaction to be recovered On Horizon there are two separate mechanisms to 

cover different classes of transaction 

Banking Recovery 

AP Recovery 

Both these mechanisms are autornaticahy invoked during Log On, should the system detect that there 
has been a possible failure. These are described below. 

O CooyP fight Firlitsu Serw:es Ltd 20L9 COMMERCIAL IN CONFIDENCE AND reef. Baud; IOE drREP 0004 
WITHOUT PREJUDICE Versksrr It) 
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31 31 Banking Recovery 

Thls co 'e ''r, ' .:i i d T•:o .ip trans l# ens w. wot ,_ •z
transactro<ns, 

A check is carr ed out to see :f any incomplete banking style t<, ,.,> art n  t ork bank€€ g„ creel€t i 
debit card or e-Top-Up) exist €n the transaction logs for that coy n€t ! .on : em transaction is one 
where an authorisation request as been sent to the financial inst€to i M o zd .h 

>:mm s no corresponding 
completion message which is normally secured as part of settlement et ,e of the Customer session 

In most uses, recovery information stored in the transaction log can be usol to ascertain the outcome of 
the transaction being recovered and a suitable completion record is then recorded at the time of recovery 

some cases the user is prompted to confirm whether or not the transaction has completed successfully 
00(1 tOo from that prompt is used to generate the completion record. 

3, t32 AP Recovery

In the case of Automated P aymoats CAP), the use, 5asked f they Wish to carry out AP recovery and they 
have the option of doing so €m r sdiately or leaving €t unto iate:. 

If the user carries out mrrovo'- they will be asked about the last successful AP transaction (w rch can be 
seen from the branch 

c 

,. ;;as of toe AP receipts that are printed) and the system will than check to see if it 
has been completed in t  o s s  = im, If it has not t*en completed in the system. then the system will use 
the AP Recovery data sLen the t ansacho ~ cogs to ensure that all incomplete AP transactions on the 
counter up until the coo oco..hod d by the user no cort meted at recovery time To assist with this process, 
each.AP transaction has a uo q.uo .n i em nt n 

s ,1. 
nce number which is or t _ i o the receipt. 
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33 There are package coHsons 

on 

networks 

The replication 

proiic ,.s 

used to copy details 

of 

transactions between 

counters 
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a'' , 

ho wen the 

gateway counter an-1 me data centre ensure that the data is copied successfully. S :o ::(1 ,.`a +, a+ collide 
on the network 
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other network 

issues 

such as 
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failing) 

then the replication protocols will ensure that the data is re-sent. Such retries will to toousuntil the data 
is 
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successfutty 

transmitted. 
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Fujitsu Serv€ces endeavours to ensure that the information contained in this document re at ; Whttst every 
effort is made to ensu=e the accuracy of such infor ation, it accepts no tlabi€ity for ...: CSS tlOwtiver caused) 
sustained as a Yesurt of any error or omission in the same. 

e Security Risk Assessment 
No identified security risks. 

OCopyrht tw Srsr,r>cis Ltd 2017 wW'TSt) RESTRICTED •COMMERCIAL IN RRe`: 
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Purpose 
This it s a technca descnption 

N 
t f;sire data 4 €t grrty and CI S n t'so S a he ;:<£easures

ocum€er`:t Only Covers l orizt rt Or line H416 " i. % _, e: s  ",,..1 ." • 3 : r, is: i €  Hcrzon 
swect1cally exduded tram daisexercs There separ t ccc u i r#t c Veri g the 

£ ai s .i. , }.., r .s Hoi zon€ sy sr 

Section 2 descnb€: ,fit F. rr aasu r taken in the design c t " F Th . ? s .. a . ,t3AL. id 
Branch Database I t. ? . €u re inter€ty. Sec ion 3 =r ,; > h d fib t M w V)e 
au stablemessages 'sF € . ' 3'r£ t. e counter to the Data Cc Ilte fG € e n deaThe cport 

The scope .o'f this nape rertrcted to showing the integr t , at the Audt tra . and that €t accurately reflects 
the trans flans  entered at tee r  3 ': l °f. 

t:. Copyr gm Fujitsu Smv£t»' l, L5 201 Jr tt T" O -COMMRCAL !Rt Ref: 
CONFIDE C E dea}o}t' 0115 
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_.. H oronO Fntegrty

HO c(' c re 5 designed to store all data in €._ ur He  kcown as sic Brancn l ose 
BRO8, ;is database is a highly resilient Ora.. I _ rl  e, :ieni ited

Oster Y C : see also section 2,4t. In par cular deto. sing B sl ess c rehoced at 
Le „a is airier than in the memory of the Counter ° 

Data Copy 

A; ORt

SAL Message t8WIt:Revikv; : 

1a 

Figure I Primary message flows 

Transactiona' soured out locally on the Hano i Onrne counter and a Basket is built up during a 
Customer )n Each transaction will resu t m a Basket Bntry 

c ,' c, 

€skiing cuff one or more Accounting 
Lines. irt trio cod of a Customer Session when the Basket has beer, completed and all Settlement items 
or Tender 'r;uo 

"r  

have been processed and added into the Basket as further Accounting twines, such that 
the tota ,value of the Basket s zero. the entire Basket is sent to the Data Centre as a .SAL Message 
where the Branch Access Layer (SAL) 

o 

ocesses the message and all the Accounting Lines are recorded 
and committed to toe BRDB as part of a single Oracle Commit. This means that either all the 
transactions with __ a Basket are successfully written or none of them are. Once the Accounting Lines 
have been succesLuty committed a response is returned to the counter indicating this success and this 
then allows any receipts to be printed. The Basket is deemed to be fully completed once alt relevant 
receipts have been successfully pr€nted. Note that if there are no receipts to be printed. then the screen 
a updated to show the top level menu indicating successful completion of the previous Basket. 

Th:a Oracle Ccrornit also includes an Audit of the data originally transmitted from the cownte- to the 
BROS. This data is digitally signed at the counter using 

a key generated as oa€t ci i toe L • C c  rroc.oss. 

In 

order 

to 

-x,) 

, 

t 

n 

a 

ery as 

described 

in 

section 

2..3 5, 

the identifier of the. : 

r 

compieted Basket is r ,i, Vie; on trie Hard diss at the counter. However this is not clacod a
Data. 
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it is this audit record that is used to provide the extract of transactions usedt for Litigation support. 
Section 3 describes how this audit record is managed after it is committed to I3RL 13 

The audit record may also include application events that have been accumu€ t<, r€. t since 
the last auditable message was sent to the Data Centre. All major activities Mo erfen 

•t 
-ran ctt also. 

have an audit of the data sent from the counter to the Data Centre included in r n a€ tit 03. Such 
activities include. 

Log On I Log Off 
f 

Ust n;nt to ro ter 

• Creation oc r€„ 1;. € ,.f bun M. ce rnt ,t€.,clud€ng change of password). 

Attach u Users t o '> , uh t::: 

l3alanc:rq a Stock Unit. 

Prods 1 lie Branch 3 r 4 l Sthtemo

, P ;o =ncludes . 1 .7°.0 v sw ..s i t:i,`s'<`i: 

Cro:r ce identifier (i e {/L) Coo4) 

Counter identifier 

Sequence Numoer (known as a Journal Sequence Number or 1 ) 

Counter timestamp 

Within any counter i.a, for a g t an Branch €d I Counter Id combination), ), the ssn will always incmenne t? y 
exactly one for each success i,4?- a = t .md .m: This enables a checkto be made that there are no rn us
miring nom. . ''. i Y .I:. ̀ " to ' 'mn tlt ;,. 1€ ; otriev'ed. 

The trars..a, ., €. t jai w t uc eu, t o !: ci using the princpte of double-entry ,c,, e.:, . his 
means that in ia3.?. sh u toes that relate to the actual business traw_<;M ,.  f it .3 F$ 
Accounting f nos are ................ .fr> the render items {such as Cash. Cheques or ,_ ed 1
Cards). resulting m the 0th vn €..m : all A, rcun€ting tonnes in a Basket adding uo .o zoo W e the 
contents of a Basket are written: to B1311 a :;,ha,,k is made that the net value of all the accounting lines s 
indeed zero and should it not be; loan or a  is raised and the basket is discarded and an error 
response returned to the count :,

Note that this :fnd only f3en as a r esuft ,; u in. > ..sy l :s .•~? t3,:E:i w tL:':a~e b5` d~tt~ dl.7fiu 

s ~e> tf t J tv t k br am, ixch bPt<ts.. 

Baskets are .a lso both uo 0,..r n3 13ank OffIce Scorn; s , nu (.jlf ce baskets ON L :;ed in a 

2i Detail of Norma Processing 
The purpose of this section €s 0 0<0000no be , € imor no 0 utno'i _. and €. . 
where more detail of the r':`,no "=;es are covered. 

As outlined in section 3 nby . the following is the f . ...honour of the ha r _< no t l a

I The Clerk carries out one or more business tmanuoutry= a En /b 1 ; unoc. transaction will 
construct a Basket Entry which is held in the m„r, , v of the neon  a . . :0 of which is 
visible cu the. M _ eon, 

2. When o Inn bontuntions for a cuotomer have been completed the clerk selects either the Fast. 

's Cpyrht F i u Ss v :w*. Uit 2012 FUJITSU RES1RIG'tED -'cOMME13CiAL uv R t: 
CONFIDENCE Versie~nn'. Q. t 
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'Vol,r that ft the I tQI h3 k( 4>uh4e is z.,irc al ` is J).i?t dwn ciih' ?dtt`(on >!:,!` 3sYuit n Itrt?Fedhw£f; ,

a. Selecting Fast Cash results in the system c<lorhet€ng the amount to re:1 j. 3 to take the 
total value of the transactions in the basket to zero and constructs a Basket Ehey for € i': 
Cash Product for this amount and adds it into the Basket; By definition, the tast a: value- '~f 
the basket at this point will be zero 

b Selecting Settle results in the system dispiay rig a menu of permiss€b > wtiemen1: 
options The a€€owable settlement options are configurable and depend on va cue 
Business " '., iesz however are likely to include the following: 

Th u e : kais a specific amount of cut, tn cc cud F €:h he  ny or may not be 
the ;.;.al€ amount). It: will take a s ri husurl un t  rntrun to innuve the Basket total 
€tears . 

to zero. 

A c {.. _, 2 iTh hut : _ 3
. ., , 

; a undel cc the in memory acid 

Ou crser musket  d p Sj with arm <:.€ndut d (ant's. 

Chen mm 

" h5 C es,.'s a specific amount > a fC r eque to be entm ec twuch crass or may not 
be t i - tut amount) Its sign wilt a ways reflect the fact that a oneclue is payable 
to ;.tfast Office Ltd (other than forReversals). 

A corrcmepcndru Buscet Entry is created and added to the in memory and 
Oerrumcr custwf d p v tr, an updated total. 

iii< Chic, and PIN 

This allows Chip and PIN transaction to be processed. The amount to be taken 
is entered. but defaults to the maximum amount allowable by business rules 
(which may or may not be the full amount). Its sign will always reflect the fact 
that a payment is being made to Post Office Ltd (other than fur Reversals). 

1'1rr rdc s=nag rat alas: d' usi4es i Ri 'd s are not , f. : , :.r .t tF: file ha

A corresponding Basket Er i r mr created end added: to the In memory and. 
Onmscreen basieet display whc a e 

Iv. Swum 

TI'l c _it w ; etc uwne 3.,.a.`ment cad to be processed Note that f the 
Mcttmhc e pe m cats , km tee card is a Chip and PIN card then tine 
t€an .ac;t:ori v I be abandons ° .u: sc'a point. The amount to be taken is enterer

but defaults t  rue maximum umrcure, allowable by business rules (which menu 
ray not be th . f..< .mount). Its q will always reflect the tart that a c
beet d.r:: tn Pest t Office Ltd tourer :e teen for Reversals). 

The ;.d l"Wir o t;'€€s. Bt8.sinass {~uia ad3.`_ not rehnwns 1!J #has l+T;'egriIC r~ 1'?ft? :4}:aff^Tfd. 

A corresponding Basket. Entry is rr ated and added to the in € seta,.€o•y end 
On-screen basket display with an updated tota' . 

36. ':Fast Cheque 

This allows Cheque transaction to be processed. Hlcrue.cr mm minis case the 
system calculates the amount required to take the totat value f tine transactions 
in the basket to zero and constructs a Basket Entry for vhe Cheque Product for 

O Cavy'Kjht rn 2012 FU lrrsu RESfl iCTED • COMMERCiAL Ir Ref: 
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this amount and aces it into the Basket. By de €nc:on s. mte ;  , e )e 

basKet gat :r3£ 3 ,- at t k € r; zero 

vi. Fast A° t'. 

This is E 1:: en .. :A:' t o Feat Cash i hFa eaaHb1 at f „`t a ibove 

C. The User is teen e se ect any at tee available €d add appropriate 
settlement to t t ir; memory ~,~ n; C. screen bask e a ed. Should the 
Total value at he E. not be zero, zttes, processing the settlement transaction, the 
settlement me  : l( °. ; hr settlement tra saction% to be selectec 
until the net value of the Basket  , ,•o. 

3, Once the Basket Total becomes zero, a nesaaeo is constructed to send the entire basket 
content to the GAL The structure of the message sent is defined in [ F SJAP IAI IOgi 8. A new 
connection is established to the GAL in order to sere: this message. The message sent is 
defined as being an auditable message and so will include a jsn. It may also pick up any 
outstanding Audit Events and Statistical data that have been accumulated at the counter since 
the last auditable message was sent from the counter to the BAL. This message will be signed 
by the counter using a Digital Signature constricted using a key that has been generated as part 
of the Log On process. This Digital Signature is sent as part of the message to the SAL. 

4 When the SAL receives the message it detects th€a€, there is a:, asso.,iated isn 'h 's moons that 
he Audit Filter =s invoked which results in the errtiio Quit:€ si. . l It 'i ,f ,r::;ry a ' t 
the BROS table BRDB B M .SSAOB JOUR AL.. 

5. The GAL then processes the message and updates other tai es in BROS. 

6.. If all these updates are sac >CC '`yen thew „_ nachea a COMMIT to Crane of t_ ,LP.
will commit all the change.. a etees 1.irnd 5. a _ .< d t€awre be any failure. th " toe BAt.
an Oracle ROLLBACK which ::t e,...ilt > none of e changes rn steps 4 and u r .w  saved arid t 
is then as if the interarace trc.€n Ice .E.3 , ter dice t take olace. In either a a erlitabo nasnoese 
is returned to the counter and the c0000ceuri tot the c oaot s closed 

When the counter has sent the rressage to the SAL IC step tIp it 'sorts fcr a e .ilea. Tnsre
are 3 possible responses that can occur: 

a, The SAL update was successful (this is the normal ease). 

b. There was a failure from the SAL 

c. No response is received within a configurable timeout period (usually 30 seconds) 

The first case is normal. The last 2 cases are considered to be Error Scenarios and are 
considered further in section 2.3. but are considered to be out of scope of the normal processing. 

S When the response is received.: any receipts required are printed and then the ln-metory and 
On-screen baskets are cleared and the screen is updated to the "Home" screen ready for a new 
Basket to be started. 

Overnight, the content of the table BROS RX_..MESSAGEJOURNAL is copied to. a set of seriai files and 
passed to the. Audit system. There is more information on this audit process in section 3 of this 
document.. 

%3 Error Scenarios 

2,31 . Oar e Transsctons 
Simplistically it Could be assumed that if a Basket fain to con; wit then the content of that basket con ust 
be discarded. 

ttepyri ht Frfttst Services Lid 2012 FUJITSU RESTRICTED- COMMERCIAL if Ref. 
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1 hi« is similar to the norrhal model presented with on-line shopping, in that if your browser fails after 
g °0€ commit the basket, you are uncertain as to whether your purchase has been pr€;,c ssed or not 

Yo t-- c need to carry out some other activity e.g. phone the provider or check yor Credit Card 
>m ? next day) Wore knowing whether nat to re-attempt the transaction.. 

e u hls is not really appropriate in a 1 n st Office environment. For rfnny tr sncons €i can
assumed that the Basket has failed to commit and so the transactions in he backe ac
t ze y can be re-attempted at some :titer date. However in some cases this not ,. .± te' scan the 
Transaction may have had an impact on some external system. An example of the . a Banking Cash 
Withdrawal. to this case the Bank has been informed of the Transaction during the ,,,rncess ng at the: 
Banking Transaction and has removed the funds from the Customer's account. Theretore it is important 
that this transaction is completed. Such transactions are considered to be Rer very ,3e 0 a saction$. 

If a transaction is to be Recoverable, then information ataut trannaction is recorded in. the BRDB 
when the transacuor i. P, hl .radiated (and before the trarac,.o. i,„  t -̀,e transaction 
to be recovered she o_, them cc  a failure. Note that this recavr;€. information ator is not audited. 

There are many rypes of Recoverable Transaction: 

Ail Blanking transactions 

* A€ ' ,;,:dti Date Card a cetrens 

All Reversais. 

* Selected AP ADC. DC : a osactia s ms defined :n  3 it € sactior scrpt) 

232 2 Failures 
i. y ra M€ Ss ') committing Auditable t: hies at €he Data Centre will result in art error response being 

03:',;,1 tim counter. Such an error rerys.. cankrriE he displayed to the User thus informing them cf the 
sCathe. next action then depends ece the Auditable activity 

if >t t :rates to a ba.sKet settement rcm the basket that contains I or more Recoverable 
Transactions; thee a ''f o eec Out s .hated a ., the coruth Reran.... }uroeeas will tidy things 
up 

* If it relates t., a came: ttamaet were the basket doesr: I : {': rail any Recoverable 
Transactions their, the terYt c:f tree bas: ,et is c.ish..ard cl and the User is pat #rred to rho Menu to 
continue working 

* if it relates to a ,._ casket aetaty. ,01„ 3 ,-iUv,ty ia ahaec.aradace Ole User is returned to the 

hero: to cc 'hem 

1 cc cases the User is informed of what is happening. 

Sum Oilures will not be visib'e in the transaction audit, but may be visible in the system Event Log. 

233 3 Time Outs 

BeanIe team no co response from tee theta Centre following an attempted commit of an and table activity 
ttton a t m -.; ;t period (currently set to hh seconds). an automatic retry is invfoked, This sends identical 

business data to, the Data Centre where :'a check is made to see if the Audit data has already been 
commrte tt3 BR ii) 13. 

If t nec been committed that: can thee is 1 s ear masathl. but 
response did not reach the counter in tinge. Therefore n _a. . f updating ts€: 
BRDS and a Success response is returned to the counter. 

h Cepyrigri$ Fuj is i Serv>cs Ltd 2012 Fu riT$U RESTRICTED CoMMERCIAL I N Rilf: 
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If it has not been comrr€itted, then the original activity eier d:=:tot reach the Data Centre. or it 
failed to be processed to either case it is safe to re ;rroeus the data and the appropriate 
response rs returned to the counter after the data has be  p aweased which wilt be handled as if 
it was P the origila: e u st. Note that re i -prcceae€ug ° data will include recording an audit 

t  

1:,1 Urni ,M ,-€ C15e .. x,e, vore  € 01

toe Act :v ty 

91 Selecting Rt- ; results in the Activity being retried once more as described above, i=

times out, then a further automatic retry attempted and if this is still unsucceraft. l re t: :
User is again prompted as to whether to Retry or Cancel. This cycle then co ,,,€: 3r 
there is success, Or the User finally gives up and se&ects Cancel, 

Selecting Cancel results in a Forced Log Out being invoked. 

Such time-;tuts and any retries wit not be visible in the transaction audit but may be visible In the system 
Event Log. 

234 Forced Log Out 
Cant ni,n far€raa to Update the Database at the Data Centre mean that it is not clear at the counter 

heir, a rat 0 e database accurately reflects the situation in the Branch Therefore :hc crens 10 3>: 
I? f ;r fi r a 1;.CO Oft at the counter and ensure that when communications are re-esst br hed. :l ci tIr 

is nvoked to reconcile the € ounter view with that on eRO . 

It t. err :e a basket currently being processed, then a special Disconnected Session Receipt will be 
i1 aluc ed showing which transactions have been discarded and which are to be recovered making it clear 

on 1:0c  : da no ; :changed with the Customer. 

2>35 Termna Failure 
early a cal-O >; terminai r n tel at any time However the situation is not very di. . .:r r, Horn that whera 

a failure to contact the Data € Centre has occurred as described above,. Therefore the benavi3our of the 
User needs to be as f :tows..

t. Work out the value of any Recoverable Transactions (there ought to be printed receipts 
associated with all of theses 

2. From this work out what is owed to. or , :; rier 

3 Consider whether any Credit / Debit Card  ; may P nv 1vc 1

4. From this work out any cash due to! from the crai<.:>:,

5. W:'£t; out any necessary receipts by hard. 

Kerr rrrn.ord of exactly whatwhatE p ?e ppe c,: f hr ,€ .: w:.: a, 0crcrc tarn .: `.̀... 

r .i.:, coo ;: €. ...t .::~{ e rw;rii'Jbie 3w _ , t: 3 C r 1 :✓ Ea e..' iy in a .. .,.,, ., _ -.. ,> a .. ke them _ .. . .~ . riu, ac 'Or. 

23.6 . o r° 
Recovery after a failure m =. mci always take place on the same counter position. Note that if the terminal 
has failed and needs to ho r Uced by an engineer, .here recovery cannot be carried out until the 
replacement terrninai is work.::rig correctly. 

At every Log On a check is made in the t^ r r F :Database to see if any Recovery is required. The 
following checks are carried out: 

) Copy i ru Frnisu. semces Lid 2012  -._ FUJITSU RESTRICTED COMMERCIAL is Ref: 
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I Is th,, ra ar ,—xAstanding Recovery Data associated with this terminal? 

if as rr Iw the outstanding Recovery Data to the counter so that the 3 em asbe
tea usrrng Roilforward Recovery.

2 rd t~€_:~~, last session carried autos th s terminal have a tidy Log Off` 

sm .wturn Beta r, of the last Sa N: 1 .r ;;',y;i that was successfully written from trm s
ares :Yn to the counter so that fur mm .r : , v eryr checks can be made 

rs wetland Na revery s sq,# t s i a the normal case). 

nag 9 toe Log On process. rt t ;- s;ut rte, resv > an indication that recovery may, be required (i.e one 
f em mu cases described suessi teas the `u _.awe occurs taafcre the ag On is completed; 

1. if Rollforw& J"  te' ? e Y !s requested, then for each Transaction w th associated Recovery Oat 
then the a.mieprate Recovery script Es executed, which w ,l sent in a Rollforwar'd `
Basket be q produced which is the . rattled tr, le._ Ltmsch L  :me as normal and he `
generate 'ecovery RecReceipt. 3 ~' O 'e 3E no rmacl g £ ft  itSesre 

other information recorded at the time f failure). 

2. if there was no Basket Details of a Last .. .t . .:f:ert. It . :et ret est un No R.. :r; t .J 3s 
required 

3 If lurther ChcSone renuested the n .l" roOowing checks are made at tne canner: 

,mrr st:;< runt tarof the eat successful Basket sent from the cc a, .a r' 

The c err r e, net the last successful Basket is written to the Courntee! "tad Disk at the 
crompmtns o< the basket (i.e. after li Receipts have been successfully pnnt=ud 

Theretcre, provided that the Terminal has not been replaced:, then this is available to be 
checked for auto rr must

Where the terminal has been physically replacer, a dialogue is invoked to get the user to 
confirm the identity of the is at Suocessful session which may involve displaying the last 
basket known to the Data Centre 

b. If this matches the identifier of the Last Succasful Basket that was returned from the 
Dam Centre, then. No Recovery is required and all is well. 

c. If t'Eey don`t match (i.e. the Basket returned nom the Data Centre: was the one that the 
t : was trying to save at the time of fa€lure), then the Forced Log Off process will 

sacs assumed that the Basket failed Therefore the Recovery process needs to 
ger:erate a Basket that reverses any nonrecoverable transactions in that basket (since 
me forced Log Off would have discarded them). This is known as Rollback Recovery. 

n;. will also produce a Receipt. However it will not match the Disconnected Sassier 
Receipt exactly. 

The database uses Oracle version. 10gR2. It uses an Oracle Real Application Cluster (RACL which runs 
the database over multiple nodes servers). In practice there are nor rally '4 such database nodes 

Partitioned tables store cusse specific data. This provides high performance and scalabillt €
Applications 'eel,_ „ a' west partitions data is stored and which nodes manage these partitions. 
They use a t<o it. i tch codes. 

The design of the Branch Database supports non-stop trading during core Hours 
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r i rr aMMf 4? 9 ', ?, £ _ , ;° hlD NCE 

Oracle RAC is res :ett If one node fats , the r t€ .£ rd: z ai y< on running and the 
database remana. a a€lab"n for use. The database can meet is porte ma a targets if one node 
fails. 

The standby database allows very fast recovery it there a a data corrupt on that takes the ive 
database offiine. The maintenance of the standby data , is automate. 

A disaster rthsaster re :'_every site rem de }; ,..;rrors ra dots. The rr irroring ci cam is av"cacis Ins guarantees 
that no data ::S in..t s is er€:. is a «; >tr r t rai' re 

Data sosa .f :a i ,,. fl a B? -" fet is store.< sei:agate areas of the iiarco r t.,cry a 

I A c:i:i 
F.,. 

the rcr.tao Basket data as transmitted fr • ,:at. nuatn t . i ll`: i

ar ea,, ht&d rn s t € I ? .i"l  4s 1 ts the mer tC } uriai 

Use, 'i,i£ ta ..;„£:t ii the W.o as : _ au. `c" ,_ to b ,d ru ba ,. ar`af . ti - ', .4. 

2 ;m  in accour;tirig tees are extra_te # are the basket a . teeth accounting t ne. is tt an to 
wu yea>arate tables: 

a) Detailed transaction information for passing to Post Office Ltd Back end systems 

This data is retained for sufficient time to ensure if has been successfully passed to Post 
Office Ltd`s back end systems (in practice it is beta P a€pct t 4 Jays) 

b) Sc: '"€, r v soantion r r, ? ;~ rrec "o,. ant n ch accounts L.': Star: f I£~ ~ '1.,,r ,.in 

This data 3s Mt. r: d to mow ....s cc used tnt any reporting and accoa.ir;tirig r;ad , ,ith;ii 

the br , n (in vacrce it is held fors i s 50 days) 

Eani: eght me reporting data is  summarised within the branch datab i e to provide daily totals for 
ttCfl5 tOr5 based an product. mode, stock unit and accounting period. This summarised data is used 
(together 'F"with transactions for the current day) when balancing a stock unit, thus minimising the amount 
of data mat n: ej v to be considered. 

Although the data used for generating the counter reports and passing to post Office I id back end'. 
systems is to en from the tables described in point 2 above, any data provided by Fujitsu n order to 
support litigation is based on the Audit taken at point I above. Since the processing for producing any 
report is bas :d an the same :j of data lie the audited data sent from the counter) it is asserted that 
any report =: c..Li be regetmro:Lid eased solely on the audited data. As described in section 2.1, the 
audited detr macIs mt may of the Fasiet information, but also any other significant events and in 
particular ine Clean rrg :errs ; a case cad alcoa evels) calculated at the start of a new period based on 
the ba u < orate c ' t::rig penal 

ft should ht' ? . :f dltiat ..ttr* Bala t5 tt(fr prt'wnred as evidence as purl qt the nor,nai //t anon support 

..Se'f e/c e, <yiu taariv we do not have €o.ff,4' that extrcwt data such as Opening 1' Tgufvw into a readable 
fi;rnr or to be able to Pe-generate  reports based on the lard /f tF aiL , l a!# uvei' ;leach data L3 tava//abk in 

Mm oadtt trail and 11 srrfae f ,f, such gar; ctztfd rechrrfralfy be developed to resolve any dispute in 
that area r '. dough d/sere are ch rlv crown rcla/ con idfi,"1"C;trif, us in series {y the east and etthrf 

Involved in doing set, 

y'c r  rot Sa ves Liu 2d 2 r,'U.JiTSU RE a' 1C 'S - COMM ieCA.iii f: 
CONFIDENCE Ver ion. 0 

U~'f oritrelled it Printed or Distributed J OJ : 0204/20122 4 12 
r eN yO: 3of1F 



FUJO0124247 
FUJO0124247 

..iii 

FUJJTSU FUJI "S1 ESTRlC :'' D€ COMMERCAL IN CONFIDENCE 

3 Audit System 
As outlieed in section 2.1 and described in section 2.4. any auditable message from t :>c..J iter is stored, 
together with Its Digital Signature and other key attributes n an "Audit table" (kn€: vn us the Message, 
Journal) in BROS. 

To ensure that the message is not Lampe ed with after being sent from the ccur te< each message has 
an associated Digital Signature. The mechanism for creating this Digital Signature >s as follows: 

1. At Log On. the Counter creates an RSA Public 1 Private key pair. 
2. The Pub ic: :ey s sent to the SAL as part of the audited Log On message 

The Log O rsuage is concatenated with the Digit al Signature and the SA1 s s nr certificate 
Pub' M K,,,. . and s c d by a SAL. Private key (he ;d ii the data Ce:n€E i l a Stu e i ord added 

ti the a ruu w th a LiAL generatedjsn 

4. Ali suos x r er'€t measagMs are digitally signed by the o unta r using the private- key established at 

Log On. 
5 Digitally S gn r *7 a message inuolves taking a SHA1 Hash et the r a , sae and cl 9 x liy signing 

the Hi a:U& usng RSA . 
. The. fl c4, c 3~p .,,.1, .. at? =a ..l rn i;Lt the t?'.e . cu ni :u.,JEL`'- t r., ,..rf-̀ c,. with it 

Each n€ignt after m€ara:,.I t the curtiu c' c..  bie for ,h , )wsl e u e copied from the ERDS to,, 
number of serial files 

.4 atiranh r a's/ a are' g 'uerrisa d dim to the Vo/im rr/ data pr a ec ced each c/d '. .4s?1 ekua t xt ;:f
Branch will 1 PTtd'<3w nto a small numbs f of i t?a`iu f1tes asc' C, T,!jt h ,r':t1. 

At this point a check is made that indeed there are no m ssinng or duplicate tans for any counter and 
should any be found an alert is raised. 

:Note that this f.ou1d all/l' h p ) n as a reyidt via hisç di, the rode or hr roiaehoC r tamper/ag wta'1'! lie 

el ato fat BRIY3 a nd t ics ehg?,,k tS iii lff ~'cF S(YM.`i:9f dt'iP:IS? trF chi ek for .sari- yuch a p,̂n' a<t?Srp-xCrag. 

These 'files are then copied to the Audit system where they are sealed with digital seals. They are held 
there for a period of 7 years during which time they may be retrieved and filtered to produce the relevant 
audit data for a particular Branch 

The Digital Seal is calculated using an Mot hash of the entire content of the file being sealed. This value 
5 stored in a separate "Seals Database" held on the Audit Server.. 

Whenever data is retrieved for audit enquiries a number of checks are carried taut 

a) ihe audit tiles have not been tampered with (i.e. the Seals an the audit files are correct) 
b) The individual Baskets (arid other records) have their digital signatures checked to ensure that 

they have riot been corrupted. 

Iltis is t ohvs finding the Pith/ G Kcs ichh:h has been saved with the Log On immi cai e> and aLw 
ch ck<l'7,i he inftiyl"Xin or ht I ' (`}3.' IYat't'sage usirn die Public k n try rim'?.. re <if th 114L' :5i 2TFSIf~ 

.4e which .'S <c'£a. it aS }Part :: tf Attu. L.o i` rt avid mexs,.at~u , 

c) A check is made that no records are missing or duplicated. I.e. a check is made that there are no 
gaps or duplicates in the jsn sequence for any counter. 

It should be noted that this same A..dit system was used to hold similar data from the old Horizon system 
However on the ..cad Hormcr as Lem the audit point was the message journal on the Riposte 
Corresponcw.:s 3 cers .. :' the technology used for producing the audit of data is completely 
different heu::a fLu. n a ,f = and Horizon Online. 

0 Copyright F€jit a 5mirioes Lid ; i i2 ewirsu aEsrR Sat{. 0 • c0MMea :.AL a 
CONFIDENCE ra. 0 L 

ncaatroiied if Printed or Distributed '3i• O2/D4 2012 
NO: 140114 


