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Trus document 5 submilted to Post Office for information purposes only and without prejudive in the
avant that Post Office requires mformetion i support of @ Iegal case Fultsu will issus 8 formal statement
Thiz document 8 a lechnicsl deseription of the measures that are bulll into Morzon 1o ensure data
imtegrity, noluding @ desonption of gsevera! failure soengnios, and descriptions as iy how those messures
apply I each 08se.

Mote that this dooument only covers Horzan, 1 doss not cover HNMG-X {Horizon Onling}.
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2 Horizon Data Integrity

yelem g designed o stors all dada oo ﬁiey‘ on the counter's hard disk. Onoe the dala hes
: dy stored thers 4 s then mplicated (nepsd) 1o the hard disks of any other sounters in
ii%{eﬁ w?‘ ;mcﬁ i the s,aw Q? z& Gir 3 (:ﬁmiar b< za”zm o the am itional ﬁxiema ;Oragf» fm "*e :
courdst), Dala ig
MBCHANSMS.

The replication provess 5 designed such that should the data fall o be coped immadialely (for exampls
dug o a feliure on the local IT network within the branch o another sounter being swilched off or the
branch being disconneciad from the dats centre), then further aflempis are made 1o replicate the data at
regular intervals untit € 8 finally copied successfully. Once the dala reaches the Dats Certre a further
aopy 8 taken and added iblo the audit et whare is avaiiable for retrieval for up i 7 ‘y@;m ata in the
augd el s "sealed” with 2 secure checksum thal s held separgtely 1o ensurs thal # has sot been
fampered with o eoruplsd

Ewary record thal s written o the wansaction log has a unique norementing sequence number, This
means s possible to deteat If any transitions records have been iost

Wihile a customsy session @ In progress, delails of the bassadtions for thel cuslome: gsession am
normally bald i e oo *r*;:atw‘ menviory undil the cugtomer session {often known as the “stack™
setlied A6 thal point all detais of the ransactions (ncluding any methods of payment used) are writlen iy
the el hard and rep V’c@i’-‘*(ﬁ {ay desoribed above) B oshould be noted thud double entry
uf}w reeping s used when recording all financigl fransactions, e for every sale of goods or servioes,

thare ig a ooreesponting entry to cover the method of paymaent that has been used. When a “staci 3
securad o writhen i such a way that sither all the dals s written 1o the looa! hard disk ornong of T s
writlen. This concept of “slomin wiites” 15 also laken nln account when dala is replivated o ather
systems (e other counders, sxdernal storage or the data central,

The data for @ slack will have been sucuessiully ssoured (o the looa! hard disk befors the sosen s
bpz}at%ﬁ incdicat ng el 3 new customer Session can b started. Note that ¢ '”‘{;gzg}% an atbempt haye
been made 1o reploats the data o an exiemal system 3t this tme, therg B no guaranies a1 1his point that
such replization will have been susosssful For sxample f there 8 2 Network Fallure followsd by &
Terminal fatiure there i 2 slight rigk that bansactions iy the lervening perod could be jost

Al data that is wolten bwludes 2 “checksum” valus {(known as a ORCY which i mmkﬁeﬁ whanever the
&at% i read o enswrg that i has oot Deen corrupted. Any such z:x:;s’u;ptnm detected on reading will result
reg being recorded in the event logs which are held on the iocal hard dek for 3 few days for
immﬁ?uiﬁiﬁ diagnoss and aise immedialsly sent through 10 the dala centre wheme they are held for 7
YRBIE,

Ay fallures 1 wrile I 2 hard disk {after appropriate rmr:gs% will regult in the countsr fal
i be regtaried and so will be immedistely visible 1o the uss

iy and needing

YWhaneyver dats is relrieved for audlt enguiries s number of ohecks ars carred ot
1. The sudit fies have not been ampersd with (e the Seals on the audit fleg are oomrech)

£ The ndwadust ansactions have el ORCs chocked o snsure thal they have nob been
gorrupied

an

Lad
3>

check g made thal no records arg missing. Eaoh msoor y
menial geguencs number and B mefc i made tat there are 1o gaps e ssgquanoing

I AND
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3  Scenarios

i should be noted that hsge scengriog a‘e alff o do with squpmend fatuess and thess wi
seibsbe b Fuditsu through the svent iogr whueh are retained.

3.1 A counter fails

When 2 countar failg, there are two possitds scenarios:

=t car be successfully restarted

« icannot be successfully restarted, s0 neads oy be physically repdaced

in gach case the Dalts Infegrity congiderations are different and 30 are desoribed separaiely balow,

)c.'(,

Cince the counter has been restaned regardiess of whather or not & has been ¢ g:&ced‘ wRovery may be
carriad out i mooverable & s sactions are detecizd on the counter. This 5 aiso discussed below

3141 The Counter is Successfully Restarted

iy thig case ail the dada hat had Deen secursd prioe fo e fallure s sl present on the counder and 30 8
avaiable for uge. I the User g in gy doubl as o whethsr a Pransaction had bean complaled o not prior
to the Tallure they oo use the transachon ngs o confinm ong way of ihe olher,

3.1.2  The Counter is Physically Replaced

in this oase thars 5 no dats on the local *mrcﬁ digk of the replapement counter. Howewsr, sings the dals

should have beean replicated 1 olher counters in the branch {or in the case of 3 single counter branch o
the extemal storage ~ which should have been pysioally mowved 1o the replacement counder), then the
data should be retneved and oopled o the new countar. I for some ragson the dats were not avaiable
looally in the branch, then i will be coplad pack from the date centre. This all happens automatioally as
part of the counter replacement procedure

Note that the hard disks are encrypted so there s no danger of data profection issues onoe the old
counter has been ramoved (o if 1 s siolan),

Whan s counter s physically replacsed, therg B a8 possibiity that not gl dela has been sucoesshidly
rephicpied o another system prior o the fatlure. In Ihis scengnio L s essentigl that e user confirms what
the fast successiyl ansaction on that counter was, & again by using the Uansaction logs.

3.1.3  Transaction Recovery

Bome o & of tra ; ; ) . B0 oas o snsure el in ¥
a fwlure batwsean the if‘sf\-&;aaigz gt ‘ *?w MJ sl being ssoured, there g sulficier

ayvatable i enabl § se rpeoversd, On r%armsm thars arg Wwo ssparate meg
cover differant classes

¢« Banking Reoowvery

utormnatically wobed during Log On, should the system delent that thers
"??%:zf»;} arg de su e below

Unmosstroiied | Frinted or DHstritnded it L0

Page Mo
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3131 Banking Recovery

Thus covers oredit card and delst card ansactions and e Top-Up ransactions as well a3 onling barking
Fangachons

.

1 %%far;k i parved ot fo sse if any incomplale banking style ransactions (e nebwork bankin
st card or e-Top-Up) exist in the rangacton logs fm that counter. An wmmnisﬁi@ ransaction
yhars an authorization reguegt has been sent o the fnanuial nstlulion, and there s o Cﬁt"’éb;ﬁ(ﬁ’?’i s“g;
completion message whioh 8 normally seoured as part of settiement al B and of the Customer segsion

3‘5 fe N

$F

i most cases, recovary information stored in e Uansastion g oen be used (o ascenain the nulcome of

the zransastm bemg recoverad and g suitable complelion recond is then renorded al the time of renovery,

ROME sases ihe user s prompisd to confirmy whether or not e ransaction hes completed successiully
m reaponse Tom that prompt s used lo geneate the complation recaed.,

3432 AP Recovery

in the case of Automated Payments (AP} the user is asked § they wish 10 sarry out AP recovery and thay
have the coton of doing so rnediately or leaving & until lader

i the user cames out recovery they will be asked about the kst succeseful AP wansaction {which can ba
saan from the branch copdes of the AF reogints that ars §:“‘€ﬂ§t“*"=;3} ard the system will then cheok D see i i
has been compleled In B system. 1T 1 has not been completed in the system, then the system will use
ihe AP Repovery date storgd In the franzaction logs to ensure that gl ncomplete AP tansactions on the
oounigr up untl i g one apecified by he user are complsted at recovery time To assist with this process,
aach AF ansaction has 8 unigue, nurementing sequence number which is printed on the receipt

Fugitsy underestand that these processes sre defined in Post Office’s Horizon User Guides.

3.2 A counter has a "Blue Screen of Death”

Thiz iz just 2 special nase of g counter failure, 5o plesse ses section 3.1 above,

3.3 There are package collisions on networks

The replication protoonis used o copy detalls of és’aﬁag chiong bebwesn couniars and alse between the
gatewsy counter and the dals cenlre ersure that the date s wm«m suneassi Shouwld packeis eoliide
on the nabw 4O k {or shou i there m any ather nebwor %< maues sueh as the 1T communications E*'";%; fai;mg}
then the e ton protocols will engure that the dela s re-sent. Such refries will continue untll the data
= finally su :: ssfully transmitted,

5.\’6

4 SU08 Gk IR et
ITHOUT & Version
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This document B 8 lechncal desonption of the measures thal arg built into Horizon Onling {alsn known

as MNG-X) o snsure dele integrity and desoriptons as io how those measures apply in each case.

Mote that this doocument only covers Morzon Onlineg (MNG-X), 1t doss nob cover the onging! Horizon
systarm, which  specificatly excluded from this exsrsise. There I8 & separate document oovering the
originat Riposte-based Horzon systam

Beotion 2 describes the measures taken in the design of the Counter, Branch Access Laver (BALY and
Hranch Database (BRDB) to ensure integrity. Section 3 desuribas the sudi system used o preserve the
auhtable messages sant front the counter to the Data Dentes for uss i Liligation Support

The suope of this peper 2 restricled 1o showing the Integrily of the Audit tratl and that # accurately reflects
the rensactions entgred &t the countgr

& Copyrinht Fulltsy Semviony L 2012 EURHTSL BESTRICTED - CORBIERGIAL i :
CORFIDENCE ST
tinnonteoiivd § Printed or THadriboeted Lt
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2 Horizon Online Data Integrity

2.1 Overview of Normal Operation

HMorzon Onling s designed o store 2l date in an ondine datsbase known ag the Branch Dalabase
{(BRDB} This database is a highly resifient Oracle database implemnented using Orecle Real Application
Cluster RAC (see also seclion 2,41 In parficular no data concerning Business Trangacions g retained at
the sounter other than in the memory of the Counter Business Application.’

At
Werits

BAL

Figiure 1 - Primary message Hows

Transaclions arg camad oul locally on the Horzon Oniine counters and g Baskel s bult up dwing a
Customee Bession. Bach bansaction will resull i ¢ Basket Enfry consisting of ong or mors Accounting
Lines Althe end of g Customer Session when the Basket has been compisted and all Selffement tems
{or Tender ines) have Deen provessed and added into the Baskel as further Accountng Lines, sush that
the tolal value of the HBaskel B zere, the entire Bagket m senl to the Data Cenre a3 8 BAL Massage
whars the Branch Acess Laver (BAL) processes the message and 2l the Acoounting Lings are reporded
angd comrdtted 0 the BRDE as pat of a single Cracle Commit This means that sither all the
ransactions within a Baske! are successfully wrilten or none of em arg. Onee the Acsounting Lines
nave Deen succsssiully oommitted & response s returned 0 e counter ing and this
e aliows any reongints o ted. The Baskel s desmed to be fully completed onoe a8 relevant
s have been succeselully printed. Note thal f there are no receipts 1o be winted, then the soreen
s updated fo show he top pvel meny indicaling suscessiyl complation of the previous Baskel

ordar o support recovery a8 desonbed in section 238, the klentfier of the last su y
completed Baske! s recorded on ihe Mard disk ol e counder. However this is not classsd a3 Business
Data

e fbed ML E UORESTRICTED - COMMERCIBL M Reb
COMFIDENDE kY

Unoentrofiad ¥ Printed or Distribnsged {ate
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d h-:»: xira{% of ransactions ussd for Liigation support,
i after i s commitiad o 8&?%

The audi record may aiso includs application svenis that have been sccumuisted gt the courdsr singe
the last suditable message was senl o the Data Centre. Al maior aotivities that @ﬁah% me Branch alse
have an gudit of the data sent fom the counder I the Dale Centre Included i he sudit oy Such
autivities mclude:

#  Log On/ Log OFf of Users at the counter

«  Crasation/ modification of User Accounds {ncluding change of password)
»  Attaching Users o Stock Unils

= Balancing o Slock Unt

«  Producing the Branch Trading Sislement

B Audd record nciudes the olivwing dentification:
s Branch dentifier {le FAD Code}

»

= Cowsder slantifisr

«  Seguence Number (known a8 a Journg Sequencs Number or jen}

«  Counter tmestamp

8 fivde

Wity

W a0y counter (e for g given Branch &/ Counter 1d combination), the isn will always Incregse by
BKan thy one for eam suscessive audi renord. This enables & check o be mads hal there are no records
misaing from the audit rall when they are retrisved.

The Pansactions in a baskel are constructed usin ihe of double-wniry bookhesping,  Thig
means that in addiion 1o the Accounting Lines that relate o the aotusgl i&ﬁﬁmeﬁa i?‘ﬁﬂ&wiﬁ‘iﬁﬁﬁ, separats
Acuounting Lings are also generated for the tender dems {such as Qash, i‘,?*ez‘;w*s or Cradid / Debit
Cards), resulting in the totel value of all Accounting Lines i & Hasket adding up fo zero, Whan the
contens of a Baskel are wiitten 1o BROB a check 3 made that the net value of all he sccounting lines 1s
wdeed zero and should ¥ not be, then an glert s ralzed and the baskst & discanded and an smor
maponse reluned o the counter,

U Bag it codfe sl dldy o

Baskels are alao bulll up during Back Office Sessions and such Back Office baskels ars handied in 8
sirmilar way o Customer Bashkets.

2.2 Detail of Nm‘ ?mmm%mg

The purpose of this section B 10 expand on the summmary n Sachon 2.1 and dendify other documenis
where mong detal of the various sleps & mm'm
Ag outined in seclion 2.1 above, the following & the key behaviowr of the handling of & Baskst

1. The Clerk carries oud ong or more business bansactons Each Business Yensaclion will
construct @ Bashel Entry which is hald iy ihe memory of the counter and the walue of which g
sisibde on the soresn,

¥ selschs sither the Fagt

2. Whan all the ransactions for g customer have besn compieiad, he o
Daxh or the Beille funclions on the scresn.

SRR FLAHTEU RERTRICTED « COMMERTIAL N Hal
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vy wi peo

P Few ferpewteriiiesrodys
EEER b B L E P A E i

» Rt 3

ret i take the
iy for the
sabus of

a  Gelecling Fast Cash resuils In the system caloulating the amount 1o regu
totel valus of the ransactions in the basket to zer and conslrusts 8 Bask
Gagh Product for this amount snd adds I into the Basket By definilion, the ot
the basket at thes ooird will be zere

P

b Selscling Seitle resulls in the system displaying a menu of permissible settiement
options. The atlowable setlement oplions ame configurable and depend on varipus
Busingss Rules, however are hkaly to include the following

Lo Dash

Thig attows @ specific smount of cash © be enlered (which may or may nol be
the full amo m‘ 1wl take & sign based on attsrapting to move the Basket ogl
nesarsr o ze

A coresponding Baskel Entry i orested and added o the in memaory and
Oracraen basket displey with sn updated tntal

i Chegue
This aliows a specifio amount for a Cheque to be enterad {which may or may nod
be tre Rl amowd) N8 sige will always reflect the fact that 5 cheque s payable
i Fost Otfice Lid (other than for Reversals),

A corresponding Beskel Entry s vrested and added to the In memory and
On-goresn basket display with an updated total

g Chip and Piy

Thiz alfows Chip and PN transaction 1o be processed. The amount 10 bs laken
% endered, but defaults to the madmum amount alipwable by business rules
{which may or may oot ba the full amount) s sgn will 2lways reflact the fag
that g payment ig being mads to Post Office L {other than for Reversais)

Fes Lasosid
The ddesatls

s Business Budes gre son

e e

= fntegriy

A oorre *mm"ﬁ g Basket Enbry i created end added fo the i memory and
On-aoreen bagke! digplay with an &“J&i&ﬁw%&i

b, S‘wig}&:

This asliows magoetit swipe payment card o be processed.  Nots that f e
Magnstic sif‘ipe indivates thal e card B 2 Ohip and PIN card then the
fransaubon will e ahardoned ot his oo The ampunt [ be laken B sntersd,
bt defauiis tothe madmum graount aliowable by business rules (which may or
iy nol be the Ul amount). g sign will always reflect the fact that a payment
being made o Pﬂsg‘z Oifige Lid {other than by Reversals),

3
.

Wy of the Busds

. § I'$ W paesdesiviuasd For ddai Fareeiereaiiny wrdw Ea i gon tae s
s Rudes ave e vefevant o the Bugeriy of the sywten.

Ao ’@3@&1}’3‘”’??"* Baskel Entry s oreaded and added to the In memony and
Oneacresn baske! display with an updated fotal

v, Fast Theque
This allows Chegue famsaction b
gysiam f; ;aws tha a»’r‘um* mq irg

Linonidended i Pristsd or Distributed Date,
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g amount and add
baskel at this point wi

i inte the Basket By definilion, the intg! valus of the
i e porn

vi Fagt Sash

This s the equivalent of the Fast Cagh Button desoribed at poind 8 above

£

”‘f‘m% Lser s then able 1o sslect any of the awzéd”f aptiors and add appropriate
gitlement tems inlo the In mss mrv and One-soreen basket as desoried Should the
”fami valug of the Bashkel not be zero after ;ﬁ;csw&%’ g ihe seitiement transacton, the
setiement menu s re-displayed aflowing further setilement ransactions 1 be ssiecind
until the ne valus of the Baskst! becomss zer.

Lt

Onee the Baskel Total DRCOMES 28, 8§ MBLsage B constructed to tzs.em t?’e antire Daskst

cortent to the BAL. The structure of the massage sent is defined in [DES/APRAIS/IO0IE]L A new

pommscion 1 established o te BAL iy order fo send this messags. Tﬁ@ message senl iy

éﬁnfz‘*ﬁkaﬂ 2% being an auditablp message and so will include & jsn B may alse pick up any
outstanding Auddt Evenis and Siatstiva! dats that have been scoumuiated at the gounter singe

the fast auchiable message was sent from the counter to the BAL. This message will be signed

by the gounter using 2 Digital Signature sonstrusied using 2 key that has been gensrated as pard
of the Log On process. This Digitsd Signaturs 8 sent 8% part of e messags to the BAL

£

40 When the BAL rsoeives the message i detecls thal there s an assogigled jsn. This means tal
fhe Audit Filter 18 invoked which results in the sntire data ser from the counter being added {o
e BROE table BROE RX _MESSAGE _JOURNAL

5. The BAL then procsssss the messags and updates other tables in BRDB.

& i all these updates are successiul, then the BAL myvokes a COMMIT o Orecle on BRDB whic
will comimit 8l the changes 81 steps 4 and 5. Bhould there be any falure, then the BAL will issue
an Oracle ROLLBACK which resulls in none of the changes 1 steps 4 and & being saved and i
5 then as i he inleraction from the counter digde't take place. In elther cese o sullable response
1w rptumsd o the counter and the connention ol the counter is cloged

P

33, Hwalts for 2 Mesponse, There

et

When the courder has senl the message o the BAL (8 slep

boan oonurn

ars 3 possible responses that

o The Bal update was suvosssiul {this g the nommal case)

b Thers was o fetlure from the BAL

o Mo responss 8 eoelved within a configurable Ymeout peniod {ususlly 30 ssconds)
The first cose & normal The ket § cases are considersd fo be Eror Scenzrins and ars

cormiderad f;s?mw; SErhon ».3 but gre considered D be out of soope of the normal processing.

& When the responses I8 received, any rsosipls required are printed and then the Ingmsmory and
Onesoreen basksts are cleared and the soresn 8 updated 1o the "Home” sureen ready for g new
Basket to be started

Oweerright, the content of the abis BRODB RX MESBSAGE JOURNAL s copie
passed 1o the Audd system. There is more informs
documant

wsd 0 p set of serial Heg and
foon s m:}z process i seclion 3 of thig

2.3 Error Scenarios

2.3.4 Recoverable Transactions

Simplistioatly § couid be assumed that ¥ o Bagket falis o ool then the content of that basker can lust
e digca *erf

- Q’O?@?%‘if?\u AN
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This @ gimilar o the nommal model presented with ondine shopping, i et § your browser falls after
ir; ng o oot the baskel, you arg unceriain 83 1o whether your purchass has been procsssed or nob
You then nead o oarry oul some other aclivity {eg phone the provider or check your Dredit Card
ancount the next dayl belore knowing whether or not to re-gttempt the rans em;» al

However this i oot really appropriate in a Post Office envirenment. For many bansactions i can be
azsumed that the Basket has falied o commit and 50 the ransactions in the basket are discarded and
they can be re-altempled al some later date. Howsver in some ceses this i not approprate since the
Transaction may have had an mmpact on some exlemal system. An sxample of this i 3 Banking Casgh
Withdrawal  In this case the Bank has been informed of the Transaction during the progessing of the
Banking Transaction and has removed the funds from the Customer’s account. Therelore i s importaend
that this ransaction s complated. Such fransactions am considered to be Becoverable Trangaotions.

i g transaclion B to be Recoverabls, then information about that ransaction ig recorded in the BRDB
whan the ransaction s first indiated {and before the ransaction B gent i the M} a c}w;m the fransaction
o ne recoversd should thers be a faillure. Nole that this recovery nformation is not audited.

There are many types of Recoverables Transaction

s Al Banking ransactions

s Al

Cradit  Debit Card transactiong
# A e;::}g} ;3:*3 ansachon
Al Reversaig

»  Selecled APADC bransactions (a8 defined in the rensaction sonph

2.3.2 Fallures

Any fallumss in commitling Audidable activities at the Dala Centre will resull it an error responss being

ceturmed o the counter. Such an error response will be displayed fo the User, thus informing them of thw
situation. The next action then depends upon the Audifable antivity

e it oredates oo Dashet a&i§§?ﬁ“§é”‘!i where the baskst thal conlaing 1 or more mswvamﬁ
Transactions, then g Pomed Log Out i indtated and the normal Recovery proosss by things
iis)

= g rez'“‘tes 0 a baskst sstemsni where the baskel doesnl conlain any Recoverghl
Transactions, then the content of the baskel is discarded and the User is refumed 1 the Meny tﬁ
SONTHNUE W wg

0 reiies o oa non-basket activily, then aciivity is abandoned and the Ussr 5 retumed 1o the
Manu 1o conlinug w o

]

i alt cages the User is informed of what is happening.

Hunh faflures will not be visible @ fransacton audit, bul may be visble in he sysiem Bvant Log

2.3.3 Time Duts

Should there be no response from the Data Centre following an

withint @ timeaut perind (o gf‘”miéy sei to 30 seconds), an auloms
businegs date o the {}a ta Lantrg wharg g oheok i s I ses ;‘ *"w A@ut aiaia %*afa a 2y
ST

°tempir}£ﬁ m:;;r ’32 i fk? an au*‘ w%ﬁé

= i has been committad, then this means that the onginal actvi
response gid not rmach %a oourder in '.
BRDE and 2 Buncass responss 1§ refy

¥ OowaEs sucosssid, bt the
afors no aztim s taken w1 terms of updating te

G omright Fulis FLEHTSU RE Faf
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» O has not besn ‘Cﬁ{}:’"ﬁ.?ﬁiiiﬁ{i then éiﬂ;@ i r’za sutivity either didn't reach the Usly Cenlre, or 8
aied D be processed. o either iz safe o ore-process the dats and the appropriate
zmgzmm 5 rafurned fo the cotier after the :ﬁ& b has besn provessed which witl e handled as if

Pwas from the ongingl reguest. Note that re-processing the data will include reconding an aud
z;z? the data if the reprocessing 18 successful

Should the relry also tmeout, then the User s prompled and asked whether they wish to Relry or Cannel
e Antivity

o BSeleciing Relry resulls it the Activily being relrisd onos momg as dmsrﬁf{zm above. H ihig also
tmes oul, then a huther aulomatic melry 18 atlempted and ¥ this 8 sbilt unsece a&ﬁ"xz% then the
User g again prompiad as to whether to Retry or Cancel This oyole then continuss unti

hers 15 suseess, or the User finally gives up and selsots Cancel

sither

«  Salecting Cancel results in g Forced Log Out belng mivaked

Such Ume-outs and sy retties will not be visible in the transacton audit, but may be visiple n the system
Event Log

234 Forced Log Out

Contruad fallures o Update the Database st the Dale Centre mean that # s not clear at the counter
whethse or i the delebase goourately meflpots the situation in the Branch, Therefors the safest thing is
o foree a Log OF ¢t the counter and snsure that when communications gre re-estabished, that the
Haoovery procsss s mvoked o reconciie the counter view with that on BRDB.

if there 8 » boskel currently being processed, then a specisl Disconnsciad Session Hsoelpt will be
provuned showing which transactions have been disgardsd and which are 1o be recovered making ¥ oesr
what mongy needs 10 e sxchanged with the Gustomesr,

2.3.5 Terminal Failure

Clgarly s counter terminal can fal &t any time. However the siduadion i not very different from thal whsre
fature to contact the Data Centre has oocurred 93 described above. Therslors the behaviour of the
Liser nesds 1o be as Iliowy

T Work out the walue of any Hecoverabls Transaclions {thers ought o be printed receipts
associated with ol of thess)

2. Frore thig work out what is owsd 1o, o dus from the customer

& Consider whather any Cradit/ Debi Card payments may have been successul
4 From this work oul any cash due o/ from the pusiomsy,

5 Writs oul any necessary reosipls by hand

5. Kesp a msoord of axaolly what heppened 10 be used al Recovery tims.

Clasrly in this cxse the syshem ig unabis o gseist the User in guiding them ag o what o dn
¥ ¥ i s

£.3.68  Recovery

Recovery ofter 8 falure must aheays ke piace on the sams oounder ;sm ton. Note that § the lsrmingl
has fated end needs o be replaced by an enginesr then recovery camnngl be oarmed oub untl the
reptanemnand rraingl 8 working ooty

o~

At every Log D 8 E*e: ok i made in the Cenbral |
fulicwing cheoks are carred oul

atabase o sea f any Recovery is requirsd. The
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1 lu there any culstanding Recovery Data associaied with this erming!?

i 8o return the oulstanding Recovery Dala to the counter s thet the bansactions can be
recovered using Rolforwarnd Recovery

Died the lasl session camed out on this ferming! have g tdy Log (9

of, return details of the lagt 8 5 (%?' anyl that was mmms&;i%y wiitten from e sl Log On
Qé’.‘mﬁ o 0 he oounter so that further recovery chaoks can be made

Otherwise all s wall and No Recovery s required (L the normal pass)

During the Log On process, o the counter recaves an indication that recovery may be required e one
of the two cases desoribad above), then the following ooours before the Log Ons complated,

1. i Rolforward Recovery s requestad, then for each Transaction with sssocisled Reoovary Data,
then the appropriate Recovery soript s exsculed, which will resull In & Roiforward Recovery
Bagket being produced whish ig then ssttlad 1o the Branch Dalabase as noomal and thiz will
gensrate @ recovery Reosipt  This will normally match any Disconnected Soession reneipt {or
cther wformation recorded & the tme of faliureg),

3

if thers wag no Baskel Details of & Last successful Baske! refurned, then No Regovery is
required

. Hiuriher cheoks are requested, then the foliowing checks ars made at the countarn
g What was the idenlifier of the last suncesstul Baskel sent from the counter?

The identifier of the last sucrenstul Baskel is wiitten fo the Counter Mard Disk at the
coynpletion of the baske! {Le afier all Beceipls have been sucnessfully printed).
Tharglore, provided thad the Terming! has not been replaced, then this is availabis o be
checkad for aulomatically

Whgrs the lermingl 3’253\2 bean physicaily *szp“aatsd a dizlogue i invoked to get the user in
confien the iWentity of the last Successful session which may involve displaying the last
basket o 1o the Dalg Cendre

Do s malches the dentifier of the Last Successiul Basket that was retumed from the
Data Cantre, then No Recovery s reguirad and s is wall
oo i they don't mateh {2, the Baske! returned from the Dats Centre was the one that the

countar was bying W save &l the time of fallure), then the Formed Log OF process wil
have assumsd that the Baskel failed.  Therefore the Recovery progess nesds o
generate a Basiket that reverses any nonwesoverable trm’ssaff'w % i that baskst (sines
he forced Log ON would have discarded them). This is known as Roliback &ewwwy
This will alsn produce g Reosipt, Howsver & will not em? Boihe Digoonnected Session

Receipt exgclly.

2.4 Database Characteristics

The database uses Oracle version 1OgRI Huses an Oracls Basd Applivation Cluster (IRACY, whinh runsg
the database over mulliphs nodes (servers). o practios there are noomally 4 such datebase nodes

Partitioned  tables storg branch specific daeta. This provides high performance snd  scalability
Apptications need 1o Know In which partifions data s storsd and which nodes manage thess peritions
They use a conwention based on Branch codes

The design of the Boanch Database supports noneslng ading during cors howrg.

& §’ toi Services L 2012
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«  Uhacke RAD g resibent W ong node fails, the memaining nodes camry on running amd the
database remans pvailable for uss. The dotabase pan mest &8 patdormance targets if ong nods
failg

= The standby database allows very Tost recovery  there s g date coruption st akes he lve
database offfine. The maintenance of the standby databsse s automate
A& ginpster recovery site remotely mivrors the datg. The mirroring of data s gynchronoug. This guarantess
that no dats & logl ihere B 8 calasirophn site s

Pate asgoviated with 2 Bosked is stored in 3 separate areas of the Branch datebasy
1A copy of the actual Baske! data as bansmitted from the countgr together with the assocmted

digited signature B held 0 2 able known 88 the messags oumnal,

Use of the data in the messags journa! is desoribed further in section 3.

i

0o

individual aooounting linas ame extracted from the baskel and sach acnounting ling s wiitlen o

H
o saparate tables:

a)  Delated ransaction information for passing o Post Oifice LY Back and systems
This data s retained for sufficlent tme o m&m i haw been suncessiully passed to Pogt
Offios Lid's back end systems {n praclios iU heid for gbout 4 days
b Summary rangaction information o suppot repoting and Branch acoounis
This data is retained to allow it tn be used for any reporting and accounting period within
the branch {in practics § s held for about 80 days)
Bach night ihe reporting deta s summarised within the branch detebase o provide daily tolads for
frangactions bassd on gzrzzﬁw? msﬁs& %i(} ok urdt and soocunting periodl. This summerized data 3 used

{fogether with fransactions for e current dayt whan balancing 2 stock unil, thus minimiging he amount
of data that nesds o be ﬁ%ﬁsid%?&fﬁ.

Although the dals used for generating the counter reports and passing fo Post Office Lid's back snd
systeoms i taken from the tables desoribed in point 2 above, any date provided by Fugitay in order to
suppart Higation & baged an the Audd teken ot point 1 above. Singe the processing for producing any
raport 8 baged on the game sourcs of date (e the gudited data sent from the countery 4 13 asserted § Bc}i
any repord could be regenergled based solgly on the sudited data. As desoribed in section 8.1, the
audited dats oonsisls not only of the Baskel information, but also any cther significant events and in
particular the Opening Figures (e cash gnd steck lsvels) calnuleted at the start of 8 new perind based on
the baiarging of an accounting pariod

P Copyright Fulitve Services Lt 3012 FLEHTRU RESTRED
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3  Audit System

Ag outiined in section 8.1 and desoribed in section 2.4, any suditehie messege from the counter & slored,
iaqekh@* with s Drgital Bignature and other hey aliributes inoan "Audd table” {known as the Message

it S’;Q'aame 3% %'c; E:zwa

1. AtiLog {)a the i:t:;im*m araates an KA Publin / Privale key par

£ The Public kKey i3 sent o the BAL 85 purt of the auiied Log On message

G The Log On messags s 00 ercatenated with the Dhgital Signature and the BAL's signing cerlifivais
E‘m e Pubiic Key and signed by @ BAL Private key (held in the data Cendre Key &ﬁe:e} arud s med
o the gl el with 2 BAL generated jsn

4, A% Psubseguent messages are digially signed by the counter using the private key established at

Laag On
S, Digitally Signing 8 message mvolvas teking & SHAT Hash of the message and digdslly signing
the Hash e using HEBA
Esignature & stored alongsids the message in the Journal table and s extracted with i
it the Audit Ble as desoribed helow

abt after raldnight, the contents of this table for the previous day are sopiad from e BRDB I 8
mibrer of sesinl fles

A wmpunber o
Braneds s

Al this point @ check B made that indeed there are no missing or duplicate jsns for any counter and
should any be found an alerd s raised.

s with the

T%msa files are then copled 1o the Audlt systerm where they are sealed with digital seals. They sre held
there for a penod of 7 years during which Hime they may be relrieved and filtered fo produce the reievant
aw;‘: data for a particular Branch

The Digidal Seal 8 caloulaiad using an MUS hash of the entirs conten? of the e baing sealsd. This valus
is stored in o separats "Seals Database” held on the Audit Server

Whenever dals is retreved for audd enquities 2 numbsr of cheeks sre cariad out:

@y The sudil fles have not been fampered with {2 the Seals on the audi es gre comrent)
by The ingividual Baskels {and olher reoords) have thelr digital signatures checked to enswe that
they bave not been -z:srm;::?efd.

ga{:w 5 O xj«;}‘;«%wa i if‘se ;s; ‘S&Q»QQC&% E’m mw counter
it should be noted that s same Audit system was used fo hnld
Hiwwsyey on im M:i H &sf; sysiam the audd g;:y

] »}&?W@Q{’ %’}
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