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Abbreviation Definition 

ARQ Audit Request — this is a service provided by RMGA Security to PO Ltd. 

Athene Metro's Performance Management, Capacity Pla i and Capacity 
Forecasting software specialist tool for Unix 

Centera EMC Secure Storage Solution 

Cisco Works Cisco's Network Management Tool 

CISO Chief Information Security Officer 

CP Change Proposal 

DNS Domain Name Server — way of translating na o IP addresses 

HNG-X Horizon Next Generation the ne oping Solution for Post Office Ltd 

Horizon Royal Mail Groups Current Solulio o ice Limited 

HP Openview Hewlett Packard's N or anage t Tool 

Insight Manager Compaq's Fault and anagement Tool used on Compaq 
Windows Pla 

ISO Internatio dards ation 

KMA Logs Logs ced e K Management Administration System 

Maestro li's S ing of 

NHS uji atio calth Service Account 

NMS etwork agenent Server 

NNM ork I' ode Manager 

OLA Op tional Level Agreement — agreement defining what is required from 
e Operational part of an organisation providing a service 

00 Out of Hours Access Solution for Support Teams 

0rac Relational Database Management System 

Patrol Software Innovations Unix Applications Monitoring Tool 

PO Ltd Post Office Ltd 

Radius Remote Authentication Dial in User Service 

RMGA Royal Mail Group Account 

RSA Tokens Tokens used for ensuring two factor authentication prior to access to 
systems 
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Rules of Evidence Rules required by the Courts to ensure that any evidence used in 
prosecution is admissible 

SAS Secure Access Servers — used for remote access logging 

Sawmill Flowerfires Log Analysis Tool 

SDU 

ServerView 

Service Delivery Unit - unit of an organisatio delivering a 
service 

Fujitsu's Fault and performance Management of us on Fujitsu 
Windows Platforms 

SIEM Security Incident and Event Monitoring of 

SI Fujitsu Systems Integration Group 

SLA Service Level Agreement — agreement w level of service is 
expected 

SLT's Service Level Targets 

SMC Systems Management C 

Sophos Anti Virus and Anti m p uct 

SSH Secure Shell — o o at ensures data is exchanged between 
two comput v ur el 

syslog Standar o arding g essagesin an IF Network 

TACAC S+ Cisco s oun A entication and Audit Tool 

Tivoli v to g and Configuration Tool 

VPN irtu -vate twork 
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0.5 Changes Expected 

Changes 

Expect changes following the definition of PO Ltd requirements 

Expect changes following review process. 

Expect changes following production of Fujitsu Services Security and Contro ework 

Expect changes once SIEM tools arc agreed and finalised 

Expect changes following Si Designs 

Expect changes once asset details requiring log analysis are av e 

Expect changes once Event test Criterion are agreed 
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1.0 Scope of Document 
This document defines the process to be followed by the operational security team to meet its 
obligations under RS,/POL/002 Horizon Security Policy and CS/SER/016 the Service 
Description for the Security Management Service and applies to Horizon only. 

This process is concerned with those actions that the operational security team ndertake, all 
other processes, guidelines and work instructions are outside the remit of document, 
although a historical background has been included to assist in establishing who what is 
required to enable us to establish this process going forward. 

1.1 Political Background 
Horizon does not currently analyse logs or events from a secu ' co persf ective and 
concentrates only on availability incidents. This therefore m t o two areas of 
Operational Security Reporting, Confidentiality and Integrity are n ' ed up. (N.B. this is 
because PO Ltd has not set any SLT's in this area and a rom a gene ISO 27001 
compliance contractual statements no requirement exists en paid for). 

1.2 Technical Background 

1.2.1 Tivoli 
Analysis of incidents in Horizon re mainl Ti Events and not the collection of logs, 
with the exception of network d ice vents ated by applications and databases are only 
collected if they are written t pe g stem Logs, the one exception being Radius 
Server Logs. 

Those platforms whic 'e oh i adapter, e.g. the data centre servers; counters and 
branches forward e throng o i vent Consoles to a master Oracle database. 

The Tivoli pr s con tes n availability and historically the placement of Event 
adapters has o base sk assessment or an asset register and therefore any future 
processes d ne o talc s into account. 

It mu be oted due to the volume and cost of managing events from the Counter 
es onl are orwarded from them. For example in the past an assessment of the 
impa itin f more information (files) on the counter, was made and if such data was 
collected a imately'/2 a million events per day occurred, if such events are excluded then 
there were about 150,000. 

All events collected by Tivoli are initially buffered for about 1 hour and are available for 
view, and these details are then sent to the archive server to ensure that rules of evidence are 
maintained. 

A summarised version of the events is maintained online for approximately 10 days and 
analysis of availability events is undertaken by SMC. This summary removes all background 
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noise (redundant, repetitive and uninteresting events) and only events identified as interesting 
are retained. 

From a security perspective, only log on and log off data is retained as no requests or analysis 
has been made for any other requirements and these are therefore seen as background noise. 

If an increase ii the Event collection of Security events is required as shown in section 4.0 
then it must be noted that the volume of data collected and the capacity of e platform 
holding this information (disk space and memory) and software revision use anage and 
analyse it are key. The current Tivoli version in Horizon is Framework 3.71 and and the 
Oracle Server storing the data may also need upgrading, both of which NG-
X. 

1.2.2 Networks NMS and Syslog Server 

The retention of syslogs is used for network devices. The loca s age is currently 
being moved to a new DNS and syslog server in the B otle and Wi to centres from the 
old NMS and no analysis is currently undertaken of th s, althou CP 4410 has been 
approved and is currently going through the release a process for the use of 
Sawmill to analyse Firewall logs. These lo d eve are urrently not analysed or 
included as part of Tivoli. 
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1.2.3 Service Delivery Unit Analyses 

In addition to Tivoli, each of the service delivery units has its own toolsets used for 
monitoring the areas of service it is required to provide. On initial investigation this again 
mainly covers the area of availability. 

The information from these tools is not all currently fed into Tivoli or any centralised 
SIEM to manage and monitor security events or incidents neither are regular repo rovided 
to Operational Security from these units. 

Examples of these tools are: 

• HP Openview is used for monitoring the Network 

• Cisco Works and TACACS+ are used for managing 's 'Inc thentication to 
network devices 

• Athene is used for performance gathering. e data is analysed by the 
performance monitoring team within the account earn can request reports 
etc. from it but the database is in Brac d the IX team have no direct access) 

• Patrol is used for Unix Operating ys - Patrol events arc actually fed 
into the Tivoli event manage e Som events will be raised as TFS calls 
by SMC and some events y just to the event archives. As previously 
stated they are not analys ecurity 'e sand are mainly around availability. 

• Insight Manager is se ma and monitoring Compaq platforms running
Windows 

• Server View ' s f onito g Fujitsu platforms running Windows 

• Sophos is ed nanagi ti Virus 

• RSA are us manage two factor authentication 

• I~MAAs user manage key management 
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2.0 Dependencies 
To achieve an effective and efficient Event Management solution Operational Security is 
dependent on the following 

1. Requirements of reports that PO Ltd want to monitor Operational Sec are agreed 
and documented. 

2. Reports required by RMGA to prove operational security compli cd and 
documented. 

3. A Fujitsu Services Horizon Security and Control Fra rk pro by the 
Information Governance Team are provided to SI for sign 

4. The Fujitsu Horizon Security and Control Framework e Information 
Governance Team must ensure that any non R support anagement systems 
used to support RMGA systems and devices nice mework requirements. 

5. SI use items 1, 2, 3 and any Operational quirem (s Blow) to provide Design 
for Operational Security Incident and onito g (SIEM) system. 

a. SI designs ensure that details that require log analysis is 
documented and are par sys e 

b. SI designs ensure y ada s agents required for SIEM go through 
the Release M em roces and are included in any Physical Platform 
Designs 

c. SI design e t i of all users, their rights of access and their roles 
are do e to easil orrelated and are part of the SIEM system. 

d. SI Si nsure s m owners are identified and documented as part of the 

• SI es desrns include scheduling to push logs to Central Collection Point 
s pa SIEM system. 

desi s ensure Firewalls are configured to accept log pushes as part of the 
system. 

• I designs ensure that Maestro or alternative scheduler is set to schedule the 
push of logs to Central Repository as part of the SIEM system and audit report 
of failures is available. 

h. SI designs ensure that Central Collection platform (or platforms assuming 
resilience is required) has sufficient storage capacity for log storage based on 
the retention requirements defined in Fujitsu Services Horizon Security and 
Control Framework. 
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i. SI designs include a method of log retention so that the rules of Evidence 
requirement cannot be questioned if used in legal proceeding. 

j. SI designs ensure the Central Collection platform have accountability; 
authentication; and audit of any access. 

k. SI designs ensure that the platforms that are used to analyse, and process logs 
have sufficient processing power, storage and memor to allow 
summarisation, trending and ad hoc queries when required. 

1. SI designs ensure that platforms used to analyse or p re s have 
accountability, authentication and audit of both the pl o orts 
analysed. 

m. SI designs ensure that platforms used to ana c or r ott Event 
information are networked and fire-walled o undertake all 
analysis and reporting required 

6. Service Delivery Units requirements for Event e and even logging are defined 
in SLA's or OLA's and should include th Operational Security 
requirements: 

a. Service Delivery Units 
defined in the SI Design. 

to meet the requirements 

b. Service Delivery Un ens gushed to a Central Collection point 
and are in a scan log si • ormat as defined in the SI designs and 
ensure that proc s ar lace resend any failed log pushes. 

c. Network T s co e alls and Network equipment to permit the 
pushing a o e Collection Point. 

d. Sery elivery is ill ensure that they do not manually analysis of logs 
e rtaken and thus ensure that the segregation of duties between 

rations Audit takes place. 

7. An'SXM'1  is avinable at all required locations Operational Security work and 

M T5ol details any logs that are missing from any reports undertaken. 

:ZSIEM 

Tool converts logs into a standard format 

c.  Tool allows a series of tests to be run against standardised logs to 
produce results 

d. SIEM Tool pernuts Operational Security to print and export files to Microsoft Office 
or alternate tool for summarisation and graphing. 

e. SIEM Tool permits scheduling of both analysis and summary reports against 
the key headings in the Fujitsu Services Horizon Security and Control Framework. 
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f. SIEM Tool allows trending, summarisation and ad hoc queries when required 
by authorised users. 

g. STEM Tool permits management of SIEM tool users and their rights. 
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3.0 Process Flow 

inc

scnea~ieSee~CUItyP 

Figure 1 Process Flow for Event Logging 

Ref: RS/PRO/049 
Version: 0.3 

Date: 03-Feb-2009 

N.B. Key processes from other areas have been included to illustrate the integration of all 
areas in producing and analysing event logs 

1. Items in Red are PO Ltd Process 

2. Items in green are non Operational Security Process 

3. Items in grey are Operational Security Processes 
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In the absence of a Horizon Security Framework the principles adopted by other Fujitsu 
Service Account Security Frameworks (e.g. NHS), have been provided by the CISO and will 
be adopted until one is ready for Horizon and HNG-X and their key points are documented 
below to provide a background to this process. 

The overall frameworks is split into manageable areas that are in line with sty Policy 
sections, 

This comprises five main work strands and twenty separate task areas, or cont v ' h have 
been identified as outlined in the table below. These allow the sets of co is e and 
addressed to the audiences who need to work with them, in a more logics] and cuse ay. 

A. B. C. D. CONTROL E. 
PEOPLE INFRASTRUCTURE APPLICATIONS OPERATIONAL 

AL B1. Operating Systems C1.Access D1.Risk El. Change 
Personnel Management 

N-t ege

ment Control 
Security B2. Backup and Media 

Management C2a.Sg0dF& v and 2. Service 
A2. 
Training & B3. Networks 
Awareness 

$5 
B4. Event Audit 

Figure 2 Security and Control Framework Overview 

Actions 

D2. Policy; 
Security 
Management 
and Compliance 

D3. Legal & 
Contractual 
Responsibilities 

D4. Information 
Classification 
and Handling 

D5. Third Party 
Issues 

D6. Security 
Culture & 
Leadership 

Delivery 
Processes 

E3.Business 
Continuity 

E4. Security 
Incident 
Management 

E5. Physical 
Security 
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3.2 Event Audit Security Control and Framework Requirements 
Event Audit is part of the overall control framework and cannot be considered in isolation in 
particular it relates to other key controls shown below and these are keys areas that 
Operational Security needs to report back to both the CISO and PO Ltd on. 

• Operating Systems; 
• Back-up and Media Management; 
• Off-site Issues; 
• Networks; 
• Access Management; 
• Solutions Design; 
• Risk Management; 
• Legal & Contractual, and; 
• Security Incident Management. 

The controls in the framework are not intended to be detailed g procedures or technology-
specific security or build standards — these will be drafted by s ci 'onal, delivery or 
technical teams, hence this operational process. An ' ' assess t ha een undertaken with the 
Tivoli staff to assess whether the information is c en vailab or whether development work 
would be required in Horizon and this is shown la olumn_ 

The controls in the framework outlined e not th re ustive and do not remove the need to 
comply with the security requirem contra r /SLR/016 Service Description for the 
Security Management Service. ontr opos are not simply technical security 
countermeasures. They also cyver: 

Organisational ntrols ( resp*lisibilities, structures, reporting lines, etc); 
Procedural e ed, doe ed standardised methods and processes for performing 
functionkti ed a uring nsistency and repeatability of performance, potentially 

trainin wareness); 
ols (aut ted controls, in-built to systems and applications, controlling 

by a cess, or monitoring activity — these help ensure consistent operation of 
by pl g less reliance on the human element for their deployment and use); 
Ld controls (vetting/clearances, awareness, supervision, review). 
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3.3 Event Audit Framework and current view 

Control Group B. 4 Event Audit 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

Gathering of Event Information 

868 9.7.2 10.10.2 Monitoring of Activity Operational acti . ify t ni ored Tivoli/HP Openview / Athene/Patrol/Network 
syslogs / Insight Manager and Server 
view/Sopbos AV Logs /RSA Token and 
KMA logs 

869 9.7.2 10.10.2 Monitoring of Activity r o for interaction via system log Monitoring of Availabilityis undertaken by 
repo Tivoli and the SDU's tools, but Security 

monitoring is not undertaken 

870 9.7.2 10.10.2 Monitoring of Acti t, orm erations staff that their activities are Security Awareness program and policy to do 
b onitored this needs to be put in place for Horizon 

871 9.7.2 10.10.2 Monitor ct egular inspection of console and operations This takes place for availability by SMC and 
logs SDU's but no Security Monitoring 

794 9.5.5 11 .5.4 se syst 7ities System logging will be enabled to provide This is undertaken via RSA Log's and SSH 
audit of all attempts to gain access to system logs, but analysis of these by security is not 
utilities. undertaken 

989 10.4.3 1 ccess of to Program All accesses to the program source libraries to This is not done by Tivoli, or any of the 
urce be audited Management tools above 
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1037 10.5.6 10.10.2 Control of Access to the Generate a continuous record Auditing tools under takes this 
System Managers Accounts commands issued by the tern .. ependent y but none of this is centralised 

Administrator's account the only logs of commands made is on 
the e Shell. 

1205 12.1.7 13.2.3 Collection of Evidence Sufficient evidence to b d t up This is possible for counters through the ARQ 
an action against an individual o tion service but not other areas. 

1206 12.1.7 13.2.3 CollectionofEvidence For internal discip tters the evidence Not at present. 
necessary to be es internal 
procedures 

1207 12.1.7 13.2.3 Collection of Evidence E ' e pr nted at to comply with Fine for ARQ's but not other areas 
the ru 

1208 12.1.7 13.2.3 Collection of Evidence e d at court should be Fine for ARQ's bur not other areas 
admis 

1209 12.1.7 13.2.3 Collection of Evid orm systems to comply with code of Fine for ARQ's bur not other areas 
on the production of admissible 

e cc 

1210 12.1.7 13.2.3 Colic ' of vidct It should be possible to demonstrate the Fine for ARQ's bur not other areas 
quality and completeness of evidence 

1211 12.1.7 13.2.3 Ilection o cure A strong evidence trail to be provided Fine for ARQ's bur not other areas 

1212 12.1.7 13.2.3 Col nofEvi nce Outside organisations brought in as soon as Policy and processes required here for 
legal action is contemplated internal but Fine for ARQ's 

1213 12.1.7 13.2. lection of Evidence Lawyers to be consulted on possible actions Policy and processes required here for 
to be taken internal but Fine for ARQ's 
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Logging Events 

821 9.7.1 10.10.1 Event Logging Audit logs recording e tions Pohcy and processes required here for 
security relevant events a e internal but Fine for ARQ's, 
kept for an agreed period, in acc with 
policy or guid to assist in re
investigations and trol monitoring. 

821a 9.7.1 10.10.1 Event Logging Audit lo shall be uce r different 
1. Remote Access is picked up via the SAS 

care ystem a ess and event, such 
servers. 

as: 2. Events on Web Pages are not covered by 
Tivoli for any Management information 

1. ess. 
gs stan d user access to 

accessed. 

age ormation. 3. Users outside RMGA network and 
3. for ers on support systems, logs access and SAS are not covered but 

for 'vileged users on support systems. these should be picked up by Policies on 
Lo for privileged users on RMGA Core. 

tems. 
5. gs for PO Ltd users. 4. Privileged users on support systems are 

not picked up by Tivoli in particular 
Network Team. 

822 9.7 . 1 10. 10 I Access to Audit Logs shall be strictly Access to Tivoli Audit logs is controlled by 
controlled and shall be protected from Role. 
deletion, disablement, modification or 
fabrication. Wherever possible, there shall be Access to other management systems is also 
a segregation of duties between overall controlled by role. 
system security and Audit Logs security. 
Audit Logs shall be analysed and 
administered only by appropriately trained 

Security analysis of the logs does not take 
place. 

staff. 
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823 9.7.1 10.10.1 Event Logging 

824 9.7.1 10.10.1 Event Logging 

825 9.7.1 10.10.1 Event Logging 

826 9.7.1 10.10.1 Event Logging 

827 9.7.1 10.10.1 Event Logging 

828 9.7.1 10.10.1 Event Logging 

829 9.7.1 10.10.1 Event Logging 

831 9.7.1 10.10.1 Event Logging 

832 9.7.1 

833 9.7.1 

834 9.7.1 

835 9.7.1 

10.10.3 Event Lo 

10.10.3 Ev [.o 

10.10.3 Even grog 

3 t Logging 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

The amount of data to be recorded d one within Tivoli via Filters. 
configurable 

Record the User ID Thi done 

Record the date and time o nt This is done 

Record the type o t This is manipulated in Tivoli 

Record the files ace d This is not done due to the volume 

Rec e ams/u ties used This is not done as no one has requested 

Recor This is only done when access is through the 
SAS server 

Thee s t t need to be accounted for As the definition has been set in Horizon only 
should configurable and should include recently and currently is obfuscated. This has 

-ord' alerts of when Personal Data is not been viewed as required by Tivoli. 
a d without consent 

ccount for all failed log-on attempts This is done 

Account for all privileged operations This will be picked up by Tivoli if the SDU 
set the log to capture this information. Logs 
Managing Tivoli access do 

Account for all log-ons This will be picked up by Tivoli if the SDU 
set the log to capture this information. Believe 
yes in most cases 

Account for all log-offs This will be picked up by Tivoli if the SDU 
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836 9.7.1 10.10.3 Event Logging 

837 9.7.1 10.10.3 Event Logging 

838 9.7.1 10.10.3 Event Logging 

839 9.7.1 10.10.3 Event Logging 

840 9.7.1 10.10.3 Event Logging 

841 9.7.1 10.10.3 Event Log 

842 9.7.1 10.10.3 Even t ine 

®Copyright Fujitsu Services Ltd 2007 Company-in-Confidence 

o capture this information. Believe 
yes ses 

Account for all workstation f' is 11 be picked up by Tivoli if the SDU 
set e log to capture this information. Only 
exception is local log on where the local log 
will store this and it will not be picked up by 
Tivoli. 

Account for all upd tc rights This depends on the Audit Policy set on the 
platform if the SDU has set this requirement 
then it will be and will be captured by Tivoli. 
Tivoli staff is not aware of any standard here. 

Accou files This is not done. 

e application software This is not done. 

r every time a file is viewed 

;> ,l

This is not done. 

A r every print-out This is not done. 
V.

Monitor known covert channels Tivoli staffs do not believe this is done within 
Tivoli, only where anything is recorded to the 
SAS server and in the Corporate VPN OOH 
solution. Further clarification is required from 
Marc Jarosz in Network Team 
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Event Logging Facilities/Utilities 

857 9.7.1 

858 9.7.1 

859 9.7.1 

860 9.7.1 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

10.10.3 Trusted Facilities Management Accounting should be ca out No - answer to this yet needs more 
Facilities investigation with SDU's 

10.10.3 Trusted Facilities Management Separate accounts anagement F ns This does not occur within Tivoli unless the 
SDU has set the log to do so and the Tivoli 
staff do not think this has happened 

10.10.3 Trusted Facilities Management Ace limited rivileged users This occurs based on roles 

10.10.3 Trusted Facilities Management All op table The collection of events is made but 

861 9.7.1 10.10.3 Trusted Facilities 

862 9.7.1 10.10.3 Trusted F ies 

863 9.7.1 10.10.3 d Fa s 

1245 12.3.1 15.3.1 1ud Tools 

1246 12.3.1 .4. 15.3 I ditine Tools 

®Copyright Fujitsu Services Ltd 2007 Company-in-Confidence 

accountability is never reviewed within Tivoli 
as comparisons to roles against actions are not 
made. 

dit a s to be generated Alarms are raised for failed logons and bad 
passwords only. 

the raising of an audit slants to be reported This does not occur 
on specific workstations 

All attempts to delete, write or append the This does not occur 
Accounting files to be accountable 

A range of facilities for analysing Accounting This does not occur 
Logs should be provided 

Able to export Accounting Log information This does not occur 
into Database and Spreadsheet formats 
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1247 12.3.1 15.3.1 Auditing Tools 

1248 12.3.1 15.3.1 Auditing Tools 

1249 12.3.1 12.3.1 Auditing Tools 

1250 12.3.1 15.3.1 Auditing Tools 

1251 12.3.1 15.3.1 Auditing Tools 

1252 12.3.1 15.3.1 Auditing 
s 

1253 12.3.1 15.3.1 Aud' ols 

1254 12.3.1 15.3.1 Atditmg Too 

1255 12.3.1 

®Copyright Fujitsu Services Ltd 2007 Company-in-Confidence 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

Able to export Accounting Log inf an t occur 
into Word-Processing formats 

Able to select particular t Thi es not occur 
the Accounting Log 

Able to select the actions of idual This does not occur 
including the id nation of all Ltd 
customers whose ve been accessed 
or modified over a g n t' e. 

Able t the e is that took place This does not occur 
w a sp fic range dates and times 
inclu ca ' of all system users 

ha cce r modified a given 
c r ver a given period of time. 

Able to ect ombinations of events This can, be undertaken for availability issues 
by SMC, but they do not see successful 
events 

e to sort the Accounting Log records This does not occur 

Automatic report generation facilities This does not occur 

Use of automated monitoring tools that raise This does not occur 
alarms on recording suspicious events or 
suspicious trends in events 

Able to combine Accounting Log information This is only possible from the ARQ area 
with information received from other sources 

Page: 27 of 199 



FUJO0155413 
FUJO0155413 

Co 

FUJITSU 
Horizon Event Logging Process for 

Operational Security 

Company-in-Confidence 

864 9.7.1 10.10.3 Accounting Log Capacity 

865 9.7.1 10.10.3 Accounting Log Capacity 

9.7.1 10.10.3 Accounting Log Capacity 

1237 12.3.1

®Copyright Fujitsu Services Ltd 2007 

Ref: RS/PRO/049 
Version: 0.3 

Date: 03-Feb-2009 

Accounting should be op4ta t occur within Tivoli unless the 
DU has se the log to do so and the Tivoli 

do not think this has happened 

An alarm to be raised Thi does not occur within Tivoli unless the 
Log reaches 75% of its SDU has set the log to do so. SDU's need to 
size confirm if they have 

When the Account s full, switch to a This does not occur within Tivoli unless the 
secondary Account Lo SDU has set the log to do so. SDU's need to 

confirm if they have 

10.10.2 Clock Synchronisation S clot should b chronised 

10.10.2 Clock Synchronisation s t sync ised with a common 
c 

10.10.2 Clock Synchronisatio Clocks hronisation to be automated 

15.3.2 Protection of A 't Trai audit tools (programs and log files) 
wi 

my be available to authorised personnel 
d will be protected to prevent any possible 

misuse or compromise. 

15.3.2 tion System dit Release, use and return of system audit tools 
'X lso to be logged 

em Audit Controls 

Company-in-Confidence 

This is done via a network Time Server 

This is done via a network Time Server 

This is done via a network Time Server 

This is Role Based, but analysis of tools 
against roles needs reviewing in Horizon and 
definitive storage place for this information 
kept 

This is not done. 

Audit requirements and activities should be This is carried out for availability only 
planned to minimise the risk of disruption to 
the business 

Audit requirement to be agreed with system Historically 10/11 years ago but System 
Owners are not clearly identified in the 
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owner izon solution, 

Ill( lIh 

1238 12.3.1 15.3.1 System Audit Controls The scope of the checks to be agree and orically 10111 years ago but System 
controlled O are not clearly identified in the 

c Horizon solution. 

1239 12.3.1 15.3.1 System Audit Controls Checks to be limited to 'rea ess This applies to availability only as other 
software and data checks are not carried out. 

1240 12.3.1 15.3.1 System Audit Controls Updating of inform 'o erformed only This is not done 
on isolated copies s, which 
should d when audit complete 

1241 12.3.1 15.3.1 System Audit Controls r1 edto orm the checks to This is done through roles and needs to be 
be exp reviewed. 

1242 12.3.1 15.3.1 System Audit Controls Req ent special or additional This is not done 
proces to identified and agreed 

1243 12.3.1 15.3.1 System Audit Controls ac s to be monitored and logged to This is not done within Tivoli, though other 
pi c a reference trail SDU tools may do this and not feed the 

information to Tivoli. 

1244 12.3.1 153. 1 Syste dit Contra All procedures, requirements and This is dependent where one sits in the 
responsibilities to be documented RMGA account and it needs a Security 

Framework and policy to pull together. 
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Log Retention 

1256 12.3.1 15.3.1 Retention of Accounting Log The Accounting Log sh be r 
enable investigations to e o w 
necessary 

1257 12.3.1 15.3.1 Retention of Accounting Log Accounting Logs hnology support 
systems (e.g. firew I kept for 
6 month months o the scard 

1258 12.3.1 15.3.1 Retention of Accounting Log A of Accoun g to be kept on 
remo 

1259 12.3.1 15.3.1 Retention of Accounting Lo Ph} ac opy of the Accounts Log 
to be 'cte o people not granted system 
manage t privileges 

1260 12.3.1 15.3.1 Retention of Ac orating ing Log to be protected against 
cot ption 

1261 12.3.1 15.3 . 1 Ret 'Accuuntin 0 Accounting Log to be securely disposed of, 
by logical erasure/physical destruction, when 
no longer required 

1262 12.3.1 15.3 I ItCt of Acc rating Log Use integrity checking countermeasures to 
ensure that the Log has been archived 
successfully 

1263 12.3.1 ;. I ntion of Accounting Log Accounting Log for infrastructure on which 
RMGA systems are run to be kept for 6 
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This can be done through Tivoli and SDU 
tools and backups to the Centera are made 
and tapes taken. 

This is currently the case for the old NNM 
and it is expected to be the case with the new 
syslog server 

This occurs on the Centers 

This does occur 

This is dependent on the SDU unit, in all 
cases patching and vulnerability management 
is an issue. 

This doe not occur except when platform is 
decommissioned and networks operations 
degauss the disk. 

This does occur with archives to the Audit 
Server. 

This is not done 
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months on line, 30 months o 
archived 

Retention of Accounting Log 

Retention of Accounting Log 

Retention of Accounting Log 

At least once every 12 month 
Accounting Log tapes can b rea 

Accounting Logs for the a 
kept for the life of the record to 

relate 

Replace Accounting .o 
reach 75~tthcir no life c 
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Event Auditing/Reviewing Processes 

843 9.7.1 10.10.3 Review Event Log The types of events that to be This has not been defined recently but 10/11 
should be specified years ago 

844 9.7.1 10.10.3 Review Event Log Review number o uccessful log-on This is not done 

845 9.7.1 10.10.3 Review Event Log Review allocation o co rivileged This is not done 
access c lity 

846 9.7.1 10.10.3 Review Event Log R acce failures This is not done 

847 9.7.1 10.10.3 Review Event Log in num era of successful log- 
ons 

This is not done 

848 9.7.1 10.10.3 Review Event Log Review number of occasions accounts are This is not done 
g u out of normal hours 

849 9.7.1 10.10.3 Review Eve R , ew trends in the usage of specific This is not done 
ccounts 

850 9.7.1 10.10.3 Re ' t Log Review trends in the use of the system from This is not done 
remote workstations 

851 9.7.1 10.10.3 R Event Lo Track selected transactions This is not done 

852 9.7.1 I eview Log Review trends in the reports that are being This is not done 
printed 

853 9.7.1 I w Event Log Review trends in the changes in labels This is not done 
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associated with IT resources 

854 9.7.1 10.10.3 Review Event Log 

855 9.7.1 10.10.3 Review Event Log 

The frequency with which the 
should be reviewed should be u1 

Events Log to be 
week. 
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3.4 Operational Security Framework implementation. 
The first process that the Operational Security team undertake prior to running any reports is 
a check that all logs are present and available. 

If these logs are unavailable then the Service Delivery Manager responsible for t SDU is 
informed and a Security incident is raised. 

Dependent on the control requirements established in the Security Fra wor series o tests 
are undertaken for each platform and log type to assess whether ' sse r fai articular 
control requirement on that individual log. 

Each test is: 

• Given a unique number, 

• Given a description, 

• Given a test definition, 

• Given a successful test criteria 

• Validated 

• Result of Yes or No for uc ful tes 

Dependent on the type of c tro ex st 1.1 could be a test for a successful logon 
and this would apply w th ce7 the log was a Windows, UNIX, Application, 
Database or Network d e. 
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The results of each control requirement test are then recorded with the following details: 

• The platform concerned including the owner 

• The type of log analysed (see below for initial thoughts on types) 

o Windows Operating System (OS), 
(Cs5 \ 

orm 
vice 

(D.N_ The process to do this will need further investigation as some SDU teams do not have 
access to PEAK which would be the RMGA preferred option) 
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3.5 Tests 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

Within Horizon currently no event testing is undertaken and therefore an initial baseline of 
test has been obtained from another Fujitsu account as a starting point for discussion with the 
relevant Service Delivery Managers, Operation Unit Managers and ISD SDU units and will 
be expanded once discussion this has taken place. 

RMGA coffin 
vaidation sanple.xis 

nary 
ince 

e as 

is or 
ISO 

L. I 
;et 
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Compliance Reports - Basel II Yes as is ISO 17799/27001 
enVision includes the following standard compliance reports for BASEL II. 

1. Computer Account Logon Activity 
ISO 17799/27001 Section A.9.5.2Lists all local and remote logon activity for all monitored 
systems. 

2. Computer Account Logon Activity - Windows Detail 
ISO 17799/27001 Section A.9.5.2Lists all logon activity for all monitored Windows dom 
systems, but provides a greater level of detail than the Computer Account Lo Activity 

3. Computer Account Status by Account - Windows 
ISO 17799/27001 Section A.9.5.3Lists all logon activity for specific co 
parameters ~1 

4. Control of Collected Evidence 
ISO 17799/27001 Section A.12.1.7.1 
Lists all changes and object level access events to 
in the Rules for Evidence device group, and that g 

5. Control of Collected Evidence - Windows 
ISO 17799/27001 Section A.12.1.7.1 

Lists all changes and object level acc s e 
in the Rules for Evidence device gro nd 
systems, but provides a greaterj&el of to 

6. Control of Human ResoA 
ISO 17799/27001 Section A.1 

This report is specific to monitored Windows 

accounts in question should be listed as run-time 

report requires that all evidence be contained within directories included 
ed on these directories. 

ed evidence. This report requires that all evidence be contained within directories included 
t vel auditing be enabled on these directories. This report is specific to monitored Windows 
standard Control of Collected Evidence report. 
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Lists all changes and object level access events to the HR device group. This report requires that all s Relation data be contained 
within directories included in the HR device group, and that object level auditing be enabled on the irect 'es. 

7. Control of Human Resources Data - Windows Detail 
ISO 17799/27001 Section A.12.1.3 

Lists all changes and object level access events to the HR device group. This report requires th~wai2and Human Relation data be contained 
within directories included in the HR device group, and that object level auditing be abled on thes ectories. This report is specific to monitored 
Windows systems, but provides a greater level of detail than the standard Control of Resources ata report. 

8. Control of Operational Software 7 
ISO 17799/27001 Section A.10.4.1 
Lists all changes and object level access events to the Operational Soft ev roup is report requires that all operational software be 
contained within the Operational Software device group, and that obiect le enabled on the directories containing the Operational 
Software and data.

9. Control of Operational Software - Windows Detail 
ISO 17799/27001 Section A.10.4.1 

Lists all changes and object level access events 

tA 

erati Sof device group. This report requires that all operational software be 
contained within the Operational Software device n a e evel auditing be enabled on the directories containing the Operational 
Software and data. This report is specific to Win  but pr des more detail than the standard Control of Operational Software report. 

Co7trol o System Audit Data 
ISO 17799/27001 Section A.12.3.2 
Lists all changes and object level ac s ev to the s are and data used to perform system audits. This report requires that the software, source 
data and result data be contained ithi dev roup, and object level auditing be enabled on the containing directories. 

11. Control of System Audit ata - Det 
ISO 17799/27001 Section . 
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Lists all changes and object level access events to the software and data used to perform system and ires that the software, source 
data and result data be contained within a device group, and object level auditing be enabled on the taint directone . This report is specific to 
Windows devices but provides more detail that the standard Control of System Audit Data reports 

12. Control of System Test Data 
ISO 17799/27001 Section A. 10.4.2 

Lists all changes and object level access events to the systems and data used in the Ling of Opera I Software security. This report requires that 
all system test data be contained in the Operational Software device group, and obje auditing be enabled on the directories containing the 
system test software, source data and test results. 

13. Control of System Test Data - Windows Detail 
ISO 17799/27001 Section A. 10.4.2 

Lists all changes and object level access events to the systems 
all system test data be contained in the Operational Software d 
system test software, source data and test results. 40

14. External Contractors Report 
ISO 17799/27001 Section A.8.1.6 
Lists all changes and object level access events t 
source data and result findings be contained wi t a 

!hg of Operational Software security. This report requires that 
level auditing be enabled on the directories containing the 

or Access device group. This report requires that all computers, software, 
object level auditing be enabled on the directories containing this data. 

15. External Contractors Report- Windo t7htail / 
ISO 17799/27001 Section A.8.1.6 
Lists all changes and object level ac ev to the ernal Contractor Access device group. This report requires that all computers, software, 
source data and result findings bgfcont ed wi aSlevice group, and object level auditing be enabled on the directories containing this data. 

16. Financial Data Access 
ISO 17799/27001 Section A.1 
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Lists all changes and object level access events to the Source Code device group. This report require de for all custom software and 
commercial software customization be contained within a device group, and object level auditing be ble the dire ones containing the source 
code. 

23. Source Code Access - Windows Detail 
ISO 17799/27001 sec. A.10.4.3 

Lists all changes and object level access events to theSource Code device group. Th eport require t the source code for all custom software and 
commercial software customization be contained within a device group, and object le ting be enabled on the directories containing the source 
code. 

24. User Activity from External Domains - Windows 
ISO 17799/27001 Section A.9.4.3 
Lists all activities of non-domain authenticated users. All authentica ai re led in run time parameters, and multiple domains can be 
contained within single quotes and separated by commas. 

Reports: 24 

8 Compliance Reports - PCI Data Security Standard 
enVision includes the following standard complianj 

1. Access to All Audit Trails 
PCI Section 10.2.3. 
Lists all successful logins to en Vision. 

Card Industry (PCI) Data Security Standard. 

2. Administrative Privilege Escal •on - ix & 
PCI Section 10.1 
Lists all successful adminisj a pr calations on monitored Unix and Linux systems. 
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Lists all configuration changes made to routers within the PCI device group 

Date: 03-Feb-2009 

17. Traffic to Non-Standard Ports - Detail 
PCI Section 1.1.6 
Lists all firewall traffic on ports other than 80, 22, 443 and 1723 to the IP address 
include the ports not directly justified by PCI. 

18. Traffic to Non-Standard Ports - Summary 
PCI Section 1.1.6 
Summarizes all firewall traffic not on ports 80, 22, 443 and 1723 to the des o 
Compliance - PCI Data Security Standard 

Reports: 18 

12 Standard Reports - Alerts 
Reports module includes the following standard system 

1. Alert Notes by Date and Time 
Lists all alert notes in the database sorted by the 

2. Alert Notes by View 
Lists all alert notes for a specific view. (T r m odify e report query to specify the view.) 

3. Alerts per Hour 
Displays the distribution of all ale ove ime, h ur intervals. 

4. Alerts Status Summary 
Lists a count of alerts within a e, ed by status: new alert, under investigation, resolved. 
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5. Alerts Under Investigation by Date/Time 
Lists all alerts under investigation in the database. Sorted by the time the alerts occurred. Use th repo to tra alerts under investigation. 

6. Alerts Under Investigation by View 
Lists all alerts under investigation in the database for a specific view. 
You must modify this report prior to running it. (On the Create/Modify Report - 
viewname here with the name of the view.) 

7. Available Alerts by Date/Time 
Lists all alerts and the status of each alert in the database. Sorted by 

8. New Alerts by Date/Time 
Lists all new alerts in the database. Sorted by the time the 

9. New Alerts by View 
Lists all new alerts in the database for a specific view. 
You must modify this report prior to running it. (On t
viewname here with the name of the view.) 

10. Percentages of Alerts by NIC Category 
Displays the distribution of alerts by NIC C~ti 

11. Percentages of Alerts by Alert 
Displays the distribution of alerts, 

12. Percentages of Alerts 
Displays the distribution of 

window, replace the text type 

- Specify Report Selection Criteria window, replace the text type 
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16 Standard Reports - Firewall Device Categories 
Reports module includes the following standard reports for reporting on 

1. Firewalls - Top Events by Category 
Displays the top events by category from all firewall devices. 

2. Top 20 Firewall Categories 
Displays the top 20 firewall categories that generate the highest numbe 

Reports: 2 

17 Standard Reports - IDS Device Categories 
Reports module includes the following standard reports for reportin 

1. IDS Top Alarms by Category 
Displays the top signatures by categories from all IDS devi s. 

2. Top 20 IDS Categories 
Displays the top 20 IDS categories that generate h um 

Reports: 2 

18 Standard Reports - Statistics 
Reports module includes the f 
Important! To gather the data 

1. Daily Event Counts A 
Displays the total event count: 

from all IDS devices. 

fr statistics. 
start the Alerter Service. 
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2. Hourly Event Counts 
Displays the total event counts by hour 

3. Percentage of Events by Device Class 
Displays the percentage of the total number of events by devil 

4. Percentage of Events by Device Type 
Displays the percentage of total number of events by device t) 

5. Percentage of Events by NIC Category 
Displays the percentage of the total number of events by N IC 

6. Syslog Collection Statistics 
Summarizes syslog message quantity and byte count on an h, 
Use this report to identify the periods of highest activity. L 

7. Top 20 Devices 
Displays the top 20 devices generating events dur e 

8. Top 20 Devices Generating Unknown 
Displays the top 20 devices generating L 

9. Top 20 Device Types Generating W%nov 
Displays the top 20 device types2ener g u 

10. Top 20 Event Categoi 
Displays the top 20 event 

i eNrinfthe selected time period. 

ents 
events during the selected time period. 

selected time period. 
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3. Bandwidth Usage by Department 
Displays bandwidth usage by department through ASA firewalls. It is used to determine quickly whi 

4. Bandwidth Usage by Port .4
Summarizes bandwidth usage by port for traffic passing through Cisco ASA firewalls. Sort tot 
applications are consuming the most bandwidth. Other common TCP/IP words used synonym 
firewalls with debug level logging on are reported. 

5. Bandwidth Usage per Hour 
Displays bandwidth usage per hour through ASA firewalls. It is used to spot ly ban dth u i 
Each tick mark on vertical hourly axes represents accumulated usage for e p ous ho

6. Bandwidth Utilization 
This combination of a graph and a report displays the bandwi 

7. Blocked URL Events 
Displays the blocked URL events of internal IP addi 
by Date/Time. Websense Enterprise software must 

8. Configuration Changes ` 
Listing of configuration change messages fr ASA fii 
to Cisco ASA Firewalls. Only ASA firewall log on a 

9. Connection Limit Exceeded 
Details exceeded connection limi by s tic ad ses. 

10. CPU Over-Capacity F, s by d Time 

bandwidth hogs. 

count. Quickly determines which 
)ns are port and services. Only ASA 

trends occurring during specific time periods. 

;t to external web sites that have been restricted by the company sorted 
URL blocking capability. 

sorted by date/time sequence. Monitors when configuration changes were made 
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Listing of all instances of ASA Firewall CPU utilizations rising above 100%. This is generally 
frequently it may be necessary to contact Cisco Systems. 

11. Denied Connections per Hour 
Displays the number of denied connections per hour through ASA firewalls. It is used to 
time periods. Each tick mark on vertical hourly axes represents accumulated denied con 

and if it happens 

threat trends occurring during specific 
ious hour. 

12. Denied Inbound IP Spoofing 

report tracks when a ASA Firewall receives a external packet with the IF source addre a IP destination and the destination port equal to 
the source port sorted by the destination address. This indicates a spoofed @t desig d to ack systems. This attack is referred to as a Land 
Attack.

13. Denied Inbound Traffic by Address

Summarizes denied inbound traffic filtered through Cisco ASA fi ails ei ress. Sorted by connection count. Quickly determines which 
foreign hosts are being denied access to your company's inte etwork; ie nnections could represent an attempted security policy breach, 
malicious network reconnaissance, or simply point out a hg[or n rk de configuration issue. Only ASA firewalls with logging on are reported. 

14. Denied Inbound Traffic by Port 7"

Summarizes denied inbound traffic filtered throug sc fire by port. Sorted by connection count. Port is used synonymously with services 
and/or applications. Quickly determines which lication bei denied access; denied connections could represent an attempted security policy 
breach, malicious network reconnaissance I t scan, o ply point out a host or network device configuration issue. Only ASA firewalls with 
logging on are reported. 

16. Denied Outbound Traff1 iLi

15. Denied Outbound Traffic by Ad s 
Summarizes denied outbound tr 'c flit d thr isco ASA firewalls by local address. Sorted by connection count. Quickly determines which local 
addresses are possibly attem p s your mpany's security policy.

b 

Only ASA firewalls with logging on are reported 

©Copyright Fujitsu Services Ltd 2007 Company-in-Confidence Page: 52 of 199 



FUJO0155413 
FUJO0155413 

Horizon Event Logging Process for Ref: RS/PRO/049 

FUJITSU Operational Security Version: 0.3 

Company-in-Confidence Date: 03-Feb-2009 

Summarizes denied outbound traffic filtered through Cisco ASA firewalls by port. Sorted by connectio co ers are used to represent 
services or applications. Quickly determines which outbound applications are being denied; these d d m ages cou d very well represent an 
attempted security policy breach, malicious network reconnaissance like a port scan, or simply nt ou host network device configuration issue. 
Only ASA firewalls with logging on are reported. 

17. Email Security 
Listing of ASA MailGuard messages received from Cisco ASA firewalls. Sorted in da time sequenc uickly views possible email security breach 
attempts that were prevented by ASA firewalls. Only ASA firewalls with logging on ar ed. 

18. Failover Messages 
Displays a list of failover messages from Cisco ASA firewalls by date/tim 

19. FTP Requests by Date/ Time 
Displays a list of FTP requests through Cisco ASA Firewalls by e i 

20. FTP Requests by Department 
Displays FTP requests for each department through Cisc fire by tuber of requests. 

21. FTP Requests by Foreign Address 
Displays FTP requests to foreign sites by local rs hro Cisco SA firewalls by foreign address and the number of requests. 

22. FTP Requests by Local Address \ / 
Displays FTP requests by each local a through ASA firewalls by local address and number of requests. 

23. Inbound E-mail Recipients 
Displays inbound emails and t de recipie 

24. Inbound E-mail Senders 
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Displays bandwidth usage of inbound email traffic through Cisco ASA firewalls. Sorted by to I co ount.Quickly determines 'Top Foreign 
Email Senders' if your email servers are located on an internal or DMZ interface. Summar ai m your own email gateways if they are 
sitting on an external ASA interface. Only ASA firewalls with logging on are reported. The syst late bound email traffic by summarizing all 
the 302002 traffic logged on local port 25. 

26. Inbound FTP Traffic 

Displays bandwidth usage of inbound FTP traffic through Cisco ASA firewa rted by al co ection count. Quickly determines which external 
users use FTP most frequently in your company. Only ASA firewalls wit gin n are r o ted. The system calculates inbound FTP traffic by 
summarizing all the 302002 traffic logged on local ports 20 and 21. 

27. Inbound HTTP Traffic 

Displays bandwidth usage of inbound HTTP traffic through C SA fire ad by total connection count. Quickly assesses which foreign 
users are accessing your internal web servers most frequ O SA fir ails with logging on are reported. The system calculates inbound http 
traffic by summarizing all the 302002 traffic logged on Io I 80. 

28. Inbound IP Fragmentation Alert
The ASA Firewall limits the number of IP frag that c e co urrently reassembled. This restriction prevents memory depletion at the firewall 
under abnormal network conditions. The rep i rted by by foreign address. If this message persists, a DoS (denial of service) attack might 
be in progress. 

29. Inbound Telnet Traffic
Displays bandwidth usage of inb nd T et tra t ough Cisco ASA firewalls. Sorted by total connection count. Quickly determines top external 
Telnet users. Only ASA firewSll g on reported. The system calculates inbound Telnet traffic by summarizing all the 302002 traffic 
logged on local port 23. 
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30. Management Access from External Source 
Details all of the device management events on the ASA firewall sorted by Date/Time. 

31. Outbound E-mail Recipients 
Displays outbound emails and the email's intended recipient(s). 

32. Outbound E-mail Senders 
Displays outbound emails and the email's sender. 

33. Outbound Email Traffic 

Summarizes bandwidth usage of outbound email traffic through Cisco 
Talkers' in your company if your email gateway is located on an exterr 
on the ASA's internal interface network. Only ASA firewalls with loggj~ 
all the 302002 traffic logged on foreign port 25. 

34. Outbound FTP Traffic 
Summarizes bandwidth usage of outbound FTP traffic 
internal users use FTP most frequently in your comp 
by summarizing all the 302002 traffic logged on for QI 

35. Outbound HTTP Traffic 
Summarizes bandwidth usage of outbou 
Talkers' in your company. Only ASA fir 
traffic logged on foreign port 80. 

iytotal connection count. Quickly determines 'Top Email 
.flects "Top Email Gateways" if your mail gateways are 
system calculates outbound email traffic by summarizing 

Swalls. Sorted by total connection count. Quickly determines which 
with logging on are reported. The system calculates outbound FTP traffic 

ifh Cisco ASA firewalls. Sorted by total connection count. Quickly determines 'Top HTTP 
are reported. The system calculates outbound http traffic by summarizing all the 302002 

36. Outbound IP Fragmentati ' 
The ASA Firewall limits the er ments that can be concurrently reassembled. This restriction prevents memory depletion at the firewall 
under abnormal network con i s r rt is sorted by count by local address. 
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aickly determines top local 
ng all the 302002 traffic 

specific time periods. Each 

ress. This could be due to 
outing table. 

?ss. This could be due to 
outing table. 

?yword match is identified 
ng comparison of the DNS 
3 Resolver service must be 

trends of the most popular 
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Summarizes the outbound URL and FTP requests by authenticated user name through Ci 
URL/FTP requests. Requires that AAA user authentication be configured on the firewall. C 
destinations on a user name basis for your company. Only ASA firewalls with logging on 

28 Standard Reports - Cisco Content Services Switch 
Reports module includes the following standard reports for the Cisco Content Servic tch device 

1. Down Links 
Displays all messages associated with a down link in a given time period 

2. Reboots 
Displays all messages associated with device reboots in a given e p 

3. Top 50 Users by Number of Connections 
Displays the total number of connections to the Content- w rou by a associated username. 

4. Total Attacks by Attack Type - 
Displays the total number of attacks recognized the de grow d by the attack type. 

5. Total Attacks by Destination Address 
Displays the total number of attacks re d by th e grouped by the destination address. 

6. Total Attacks by Destination P t 
Displays the total number of a co ized b e device grouped by the destination port. 

7. Total Attacks by Source 
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Displays the total number of attacks recognized by the device grouped 

8. Total Logins by Source Address 
Displays the total number of successful logins by source address. 

Reports: 8 

30 Standard Reports - Cisco PIX - Firewall 
Reports module includes the following standard reports for the Cisco 

1. AAA User Authentications 
Displays AAA user authentications through Cisco PIX firewalls, sorted 

2. Bandwidth Usage by Address 
Summarizes bandwidth usage by local address for all traffic 
Talkers" on your company's network. Only PIX firewalls wig 

3. Bandwidth Usage by Department 
Displays bandwidth usage by department through 

4. Bandwidth Usage by Port 

Summarizes bandwidth usage by portfo 
applications are consuming the most 
firewalls with debug level logging on re 

ser authentication. 

ge. Quickly determines "Top 
on are reported. 

to determine quickly which departments are your bandwidth hogs. 

Cisco PIX firewalls. Sorted by total byte usage count. Quickly determines which 
TCP/IP words used synonymously with applications are port and services. Only PIX 

5. Bandwidth Usage per Hour ' 
Displays bandwidth usage 4r lX firewalls. It is used to spot quickly bandwidth usage trends occurring during specific time periods. 
Each tick mark on vertical hou epr nts accumulated usage for the previous hour. 
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6. Bandwidth Utilization 
This combination of a gra 

7. Blocked URL Events 
Displays the blocked URL 
by Date/Time. Websense 

8. Configuration Changes 
Listing of configuration ch 
Cisco PIX Firewalls. Only 

9. Connection Limit Exc( 
Details exceeded connec 

10. CPU Over-Capacity 
Listing of all instances of 
frequently it may be nece 

11. Denied Connections 
Displays the number of dh 
time periods. Each tick m 

12. Denied Inbound IP! 
report tracks when a PIX 
the source port sorted by 
Attack. 

Ref: RS/PRO/049 
Version: 0.3 

Date: 03-Feb-2009 
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13. Denied Inbound Traffic by Address 

Summarizes denied inbound traffic filtered through Cisco PIX firewalls by foreign address. Sorted b nec count. uickly determines which 
foreign hosts are being denied access to your company's internal network; denied connections Id re esen attempted security policy breach, 
malicious network reconnaissance, or simply point out a host or network device configuration..) I IX fire Is with logging on are reported. 

14. Denied Inbound Traffic by Port 

Summarizes denied inbound traffic filtered through Cisco PIX firewalls by port. Sorte connection t. Port is used synonymously with services 
and/or applications. Quickly determines which applications are being denied access; onnections could represent an attempted security policy 
breach, malicious network reconnaissance like a port scan, or simply point out a host o ne ice configuration issue. Only PIX firewalls with 
logging on are reported. 

15. Denied Outbound Traffic by Address 
Summarizes denied outbound traffic filtered through Cisco PIXfi 
addresses are possibly attempting to bypass your company's se 

16. Denied Outbound Traffic by Port 

Summarizes denied outbound traffic filtered through 
services or applications. Quickly determines which 
attempted security policy breach, malicious netwo
Only PIX firewalls with logging on are reported.` 

17. Email Security 
Listing of PIX MailGuard messages 
attempts that were prevented by PI; 

18. Failover Messages 
Displays a list of failover 

®Copyright Fujitsu Services Ltd 2007 

II. Sorted by connection count. Quickly determines which local 
firewalls with logging on are reported. 

rt. Sorted by connection count. Port numbers are used to represent 
re being denied; these denied messages could very well represent an 

a port scan, or simply point out a host or network device configuration issue. 

isc firewalls. Sorted in date/time sequence. Quickly views possible email security breach 
PIX walls with logging on are reported. 

firewalls by date/time. 
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19. FTP Requests by Date/ Time 
Displays a list of FTP requests through Cisco PIX Firewalls by Date/Time. 

20. FTP Requests by Department 
Displays FTP requests for each department through Cisco PIX firewalls by number of 

21. FTP Requests by Foreign Address 
Displays FTP requests to foreign sites by local users through Cisco PIX firewalls by f~ 

22. FTP Requests by Local Address 
Displays FTP requests by each local address through Cisco PIX firewalls to add 

23. Inbound E-mail Recipients 
Displays inbound emails and the intended recipients. 

24. Inbound E-mail Senders 
Displays inbound emails and the senders. 

ress and the number of requests. 

number of requests. 

25. Inbound Email Traffic 

Displays bandwidth usage of inbound email tr through o PI firewalls. Sorted by total connection count. Quickly determines 'Top Foreign 
Email Senders' if your email servers are loc d n intern MZ interface. Summarizes email traffic from your own email gateways if they are 
sitting on an external PIX interface. Only rew ith log ing on are reported. The system calculates inbound email traffic by summarizing all the 
302002 traffic logged on local port 25., 

26. Inbound FTP Traffic 

Displays bandwidth usage of T raffic t ough Cisco PIX firewalls. Sorted by total connection count. Quickly determines which external 
users use FTP most freque yo ny. Only PIX firewalls with logging on are reported. The system calculates inbound FTP traffic by 
summarizing all the 302002 tr d o cal ports 20 and 21. 
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Summarizes bandwidth usage of outbound email traffic through Cisco PIX firewalls. Sorted by total c ne ickly determines 'Top Email 
Talkers' in your company if your email gateway is located on an external or DMZ interface. Reflects E ' Gateways" if your mail gateways are 
on the PlXs internal interface network. Only PIX firewalls with logging on are reported. The syst talc ates o ound email traffic by summarizing all 
the 302002 traffic logged on foreign port 25. 

34. Outbound FTP Traffic 

Summarizes bandwidth usage of outbound FTP traffic through Cisco PIX firewalls. 
users use FTP most frequently in your company. Only PIX firewalls with logging on 
summarizing all the 302002 traffic logged on foreign ports 20 and 21. 

35. Outbound HTTP Traffic 

Summarizes bandwidth usage of outbound HTTP traffic through Cisco 
Talkers' in your company. Only FIX firewalls with logging on are re 
traffic logged on foreign port 80. 

36. Outbound IP Fragmentation Alert 
The FIX Firewall limits the number of IP fragments 
under abnormal network conditions. This report is 

37. Outbound Telnet Traffic 
Summarizes bandwidth usage of outbound 
Telnet users. Only PIX firewalls with loggi 
logged on foreign port 23. 

38. Permitted Connections per 
Displays the number of connect 
tick mark on vertical hourly; 

by total col ction count. Quickly determines which internal 
wed. The system calculates outbound FTP traffic by 

total connection count. Quickly determines 'Top HTTP 
~s outbound http traffic by summarizing all the 302002 

CCisco PIX firewalls. Sorted by total connection count. Quickly determines top local 
e system calculates outbound Telnet traffic by summarizing all the 302002 traffic 

irJ9h PIX firewalls. It is used to spot connection trends occurring during specific time periods. Each 
mulated permitted connections for the previous hour. 
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39. RIP External Security Alert 
Displays the PIX Firewall events for received internal RIP reply messages with bad authentication s d by local a ess. This could be due to 
misconfiguration on the router or the PIX Firewall or it could be a unsuccessful attempt to attacl!he PI Fire unit's routing table. 

40. RIP Internal Security Alert 
Displays he PIX Firewall events for received external RIP reply messages with bad authentica d b reign address. This could be due to 
misconfiguration on the router or the PIX Firewall or it could be a unsuccessful atte to attack th Firewall unit's routing table. 

41. SiteTrack Detection 

Listing of network traffic through Cisco PIX firewalls that contained SiteTra ords. rted i date/time sequence. Keyword match is identified with 
parenthesis characters () preceding the message in the Message colum he eTrack ure performs a text string comparison of the DNS host 
name lookup of source and destination IP addresses, as well as access L s an TP file names. The DNS Resolver service must be on, and 
PIX firewall logging must be on. 

42. Top 10 Requested URL/FTP Destinations
Displays the top 10 requested URL and FTP destinations •nter sers t ugh PIX firewalls. It is used to spot quickly trends of the most popular 
foreign sites. 

43. Top 20 Bandwidth Ports 
Displays the top 20 ports of bandwidth usage th gh PI walls. is used to identify quickly which applications are consuming the most bandwidth. 

44. Top 20 Bandwidth Users 
Displays the top 20 bandwidth users th IX fire 

45. Top 20 Connections by Ad p d ss 
Displays the top 20 users of cor s rough firewalls. It is used to determine quickly which users are consuming the most connections. 

46. Top 20 Connections by 
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Displays the top 20 ports with the most connections through PIX firewalls. It is used to idE 
connections. 

47. Top 20 Denied Inbound by Address 
Displays the top 20 foreign addresses that were denied inbound access by PIX firewalls. 
attempting to gain unauthorized access to your network. 

48. Top 20 Denied Inbound by Port 
Displays the top 20 ports with the most denied inbound connections through PIX firew 
sources of inbound denied connections. 

49. Top 20 Denied Outbound by Address 
Displays the top 20 local addresses that were denied outbound 
possibly have been attempting to breach your company's outbc 

50. Top FTP Destinations 
Displays FTP requests to foreign addresses through Cis 

51. Top URL Destinations 
Displays URL requests to foreign addresses thr is 

52. Total Connections by Global / Trans e%Ad / 
Displays the activity for each global ad oing th he 

53. Translation Activity by Con ction 

are consuming the most 

hosts that may have been 

identify quickly which applications are the top 

s used to identify quickly the top internal hosts that may 

by the number of requests. 

it is sorted by the number of requests. 

PIX firewall sorted by Percentage of total connections within a specific time period 

Lists the build-uUp and teardo a s for co7lections through a PIX. These events are sorted using the Connection ID field. 

54. URL Requests by Date/Ti 
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Listing of URL and FTP requests through Cisco PIX Firewalls. Sorted in Date/Time sequence. This 
view which URLs and FTP files were accessed during a certain date/time range. Only PIX firewalls 

55. URL Requests by Department 
Summarizes the outbound URL and FTP requests for each department through Cisco PIX4 
which departments are downloading the most URLs and FTP files. Only PIX firewalls with log 

56. URL Requests by Foreign Address 

report can be used to 
on 

number of requests. Quickly determines 

Summarizes outbound URL and FTP requests to foreign addresses through Cisco PIX re ted by total connections. It can determine quickly 
the most common URL and FTP destinations in your company. Only PIX fir with with I ng o re reported. 

57. URL Requests by Local Address 

Summarizes the outbound URL and FTP requests by each local a hr Cis IX firewalls. Sorted by local address and number of 
URL/FTP requests. Quickly determines the most common URL FT tin by local address for your company. Only PIX firewalls with 
logging on are reported. 

58. URL Requests by User Name 

Summarizes the outbound URL and FTP requests b henti use ame through Cisco PIX firewalls. Sorted by user name and the number of 
URL/FTP requests. Requires that AAA user authe ' a con on the firewall. Quickly determines the most common URL and FTP 
destinations on a user name basis for your co fly. On fire Is with logging on are reported. 

Reports: 58 

34 Standard Reports - Cisco Router 
Reports module includes the follWing s ndar o is for the Cisco Router device. 

1. Bandwidth Usage by 
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Summarizes the number of permitted packets per source address for all network traffic through Cisco u acket count. Only network 
traffic from Cisco router interfaces with access control lists applied and logging turned on is reporte urc ddress c be an Internet or intranet 
address depending on which router interface the access list is applied and in which direction. L 

2. Bandwidth Usage by Department 

Summarizes the number of permitted packets per source address for all network traffic 
traffic from Cisco router interfaces with access control lists applied and logging turneQ 
address depending on which router interface the access list is applied and in which di 

3. Bandwidth Usage by Port 

Summarizes the number of permitted packets passing through Cisco 
interfaces with access control lists applied and logging turned on is n 
which router interface the access list is applied and in which directi j 

4. Denied Packets per Hour 
Displays the number of denied packets per hour by Cisco 
vertical hourly axes represents accumulated denied packs 

5. Denied Traffic by Address 

Summarizes the number of denied packets 
router interfaces with access control lists al 
on which router interface the access list is. 

6. Denied Traffic by Port 
Summarizes denied traffic filt 
control lists applied and loggi 

Sorted by packet count. Only network 
address can be an Internet or intranet 

,y packet count. Only network traffic from Cisco router 
can be an Internet or intranet address depending on 

iroogh Cisco routers. Sorted by denied packet count. Only network traffic from Cisco 
fed on is reported. Source address can be an internal or external address depending 
irection. 
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Summarizes the number of inbound email packets permitted through Cisco routers by destination ad s ter address, access control 
list, and number of sessions. Only network traffic from Cisco router interfaces with access control lis s plie nd logging turned on is reported. The 
system determines inbound or outbound traffic from the network information entered in its IPAD .TA file. I •s file is not configured, the system 
assumes traffic is inbound. 

Summarizes permitted inbound FTP packet usage through Cisco routers. Sorted by 
network traffic from Cisco router interfaces with access control lists applied and logg 
inbound or outbound from the information entered in its IPADDR.TAB file located in 
assumes traffic is inbound. 

Summarizes the number of permitted packets transferred by 
address, access control list, and number of sessions. Only n 
turned on is reported. The system determines whether traffic 
Program directory. If this file is not configured, the system4 

Summarizes the number of inbound Telnet 
sessions. Only network traffic from Cisco r< 
inbound or outbound traffic from the netwoi 
inbound. i 

Summarizes the number of < 
list, and number of sessions. 
system determines inbounr 
assumes traffic is inbound. 

address, Z%ss control list, and number of sessions. Only 
on is reported. The system determines whether traffic is 

ectory. If this file is not configured, the system 

end HTTP traffic through Cisco routers. Sorted by router 
er interfaces with access control lists applied and logging 
the information entered in its IPADDR.TAB file located in the 

isco routers. Sorted by router address, access control list, and number of 
s control lists applied and logging turned on is reported. The system determines 

the IPADDR.TAB file. If this file is not configured, the system assumes traffic is 

rmitted through Cisco routers by destination address. Sorted by router address, access control 
c f m Cisco router interfaces with access control lists applied and logging turned on is reported. The 
from the network information entered in the IPADDR.TAB file. If this file is not configured, the system 
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Summarizes the number of permitted packets transferred per source and destination address p for o ound P sessions through Cisco routers. It 
is sorted by router address, access control list, and number of sessions. Only network traffic ter in aces with access control lists 
applied and logging turned on is reported. The system determines whether traffic is inbou utb the information entered in its 
IPADDR.TAB file located in the Program directory. If this file is not configured, the system ass fic bound. 

13. Outbound HTTP Traffic 

Summarizes the number of permitted packets transferred by destination address for ou o traffic through Cisco routers. Sorted by router 
address, access control list, and number of sessions. Only network traffic fr sco ro inte ces with access control lists applied and logging 
turned on is reported. The system determines whether traffic is inbound utb d from information entered in its IPADDR.TAB file located in the 
Program directory. If this file is not configured, the system assumes tra c b d. 

14. Outbound Telnet Traffic 

Summarizes the number of outbound Telnet packets permitt ugh Cis ou rs. Sorted by router address, access control list, and number of 
sessions. Only network traffic from Cisco router interfaces h ac contr lists applied and logging turned on is reported. The system determines 
inbound or outbound traffic from the network informatio en in t R.TAB file. If this file is not configured, the system assumes traffic is 
inbound. 

15. Permitted Packets by Address 
Displays the number of permitted packets by throng o routers. It is used to spot top packet users through your router. 

16. Permitted Packets per Hour 
Displays the number of permitted paEl~ts pe ur by co routers. It is used to spot peak packet usage trends over time ranges. Each tick mark on 
vertical hourly axes represents arfumu ed p 'tted packets for the previous hour. 

Pe Pack y theed  of e
Displays  number of permi is ort through Cisco routers. It is used to spot top bandwidth applications running across your router. 
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18. SiteTrack Detection 

Listing of packets that have been permitted or denied through Cisco routers with host name 
SiteTrack keyword list. Sorted in date/time sequence. Keyword match is listed in the report 1 

field. Keywords need to be entered in the SiteTrack, and its DNS Resolver service must bg1 
performs a host name lookup of both source and destination IP addresses in every packet 

19. System Critical Events 
Listing of Router system status messages received from Cisco routers. Sorted in d 
reported. 

20. System Interface Events 
Listing of system interface status messages from Cisco routers. 

21. Top 20 Bandwidth Users 
Displays the top 20 bandwidth users by address through 

22. Top 20 Denied Packets by Address 
Displays the top 20 addresses of denied packets 
breach your security policy. 

23. Top 20 Denied Packets by Port 
Displays the top 20 ports with the m 
an attempted security breach. 

;h f the keywords entered in the 
p eding the message in the Message 

to function. The DNS Resolver service 
isco routers. 

Only Cisco routers with logging turned on are 

Only Cisco routers with logging turned on are reported. 

It is Jed to spot top bandwidth hogs through the router. 

is used to spot quickly foreign addresses that are possibly attempting to 

gh Cisco routers. It is used to spot quickly which applications may possibly being used for 

24. Call Data - Call Informatio II I ' 
Displays all information as ed ified calls within a time period. Information includes: Setup Time, Username, Number Called/Calling, 
Origin, Connection Speed, an as 
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Displays the number of denied connections by VPN gateway 

4. Denied Connections by Date/Time 
Displays the VPN denied connections by Date/Time for the entire group of VPN gateways. 

5. Denied Connections by Username 
Displays the VPN denied connections by Username for the entire group of VPN gat ays. 

6. Denied Connections per Hour 
Displays the VPN denied connections per hour. 

7. Successful Authentications by Date/Time 
Queries the database for messages that report successful authenti req ts, I 
Username, Local PortName, and Groupname. 

8. Successful Authentications by GroupName 
Queries the database for messages that report 

9. Successful Authentications by UserName 
Queries the database for messages that report 

10. Successful Connections by Device di1t 
Total of all successful connections to a r 

11. Systems Events by Device 
Lists each system event (configl 

12. Top 20 Bandwidth User 

Data is ss J by denied connections. 

back information such as Date/Time, Device Address, 

and reports successful connection counts by Groupname. 

requests and reports successful connection counts by Username. 

3000 concentrators. It is sorted by Device Address. 

ware errors, etc) for each device. Data is sorted by date/time and VPN device. 
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9. Top 20 Alarms by Port 
Displays the Top 20 alarm: 

10. Top 20 Destinations of 
Displays the top 20 destiny 

11. Top 20 Source-Destiny 
Displays the top 20 source 

12. Top 20 Sources of Alai 
Lists the top 20 source IP 

Reports: 12 

69 Standard Reports - MCAfe( 
The Reports module incluc 

1. Top 20 infected system 
Displays top 20 infected sy 

2. Top 20 Viruses Detectec 
Displays top 20 viruses foi. 

3. Virus Detection Details 
Lists all the detected virusE 

Reports: 3 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 
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71 Standard Reports - Microsoft Exchange Server 
Reports module includes the following standard reports for Microsoft E 

1. MS Exchange - Exchange Error Condition 
Displays all Exchange error events. 

2. MS Exchange - Failed Logons Attempts to Mailboxes 
Displays failed logons to mailboxes in Microsoft Exchange environment 

3. MS Exchange - Failed Mailbox Creation/Deletion 
Displays failed mailbox creation and deletion. 

4. MS Exchange - Internet Traffic by Email Accounts 
Displays the inbound and outbound Internet traffic to email acco s. 

5. MS Exchange - Logons to Mailbox with Administrator P ileg 
Displays successful logons to mailboxes in Microsoft Exc a envi 

6. MS Exchange - Mailboxes with the most logo it 
Displays users responsible for the greatest nu r o fail gons 

7. MS Exchange - Non-owner Mailbox 
Displays users who connect to Exchann 

8. MS Exchange - Successful 
Displays successful logons tar 

9. MS Exchange - Top 10 

users who have administrator privileges on the mailboxes. 

Nxes om their primary user accounts. 

s 
Micros Exchange environment. 

'k eceiving Messages 
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Displays a summary of the top 20 most requested pages for the sites chosen during run time. If 
name of the site the requested page is served from is also included in the report. 

at run time for this report, the 

9. Top 20 Script Errors (501) ' 
Displays the top 20 requested page, script error combinations. A page may appear on this mu es if the page has different multiple script 
errors. If multiple sites are chosen at run time for inclusion in the report, the site the page rest i inc ed in the report. 

10. Visitors per Day 
Displays of the number of unique IP addresses of visitors for the sites chosen during 
during the chosen time period. 

Reports 10 

73 Standard Reports - Microsoft ISA 
Reports module includes the following standard reports for 

1. Attacks 
Displays all of the attacks that were identified by the 

2. Firewall Errors 
Displays the Firewall Error messages as rec e 

3. Total Bytes by Client IP 
Displays the total bytes of all conne s as .ated 

4. Total Duration by Client IP 
Displays the total duration g LIcon associa to specific Client IPs. 
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List of all trusted domain changes. 

7. User Rights Changes 
List of all user rights changes. 

Reports: 7 

81 Standard Reports - Restart/Shutdown 
Reports module includes the following standard reports for Windows. 

1. System Restarts/Shutdowns 
List of all system restarts and shutdowns. 

Reports: 1 

82 Standard Reports - Summary Reports 
Reports module includes the following standard 

1. Application Log Activity per Computer 
Total count of application events per computer i descen orc 

2. Application Log Activity per User 
Total count of application events per u escendi er. 

3. Security Log Activity per Co uter 
Total count of security events u in des nding order. 

4. Security Log Activity per 
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3.6.3 Operational Security Management and ad hoc Reports 

Currently the only Security Event analysis reports that Operational Security can produce are 
ad hoc reports when provided with a correctly formatted log. 

Managed and scheduled Event and Incident Summary Reports need to be agreed with 
Operational Security Manager and initially these reports need to highli reaches in 
Confidentiality, Integrity or availability by Service Delivery Unit with drill down cilities if 
required. 

Key areas that these and ad hoc reports need to consider for summ nsa on ndent on the 
type of log analysed are: 

• Date and time Summaries 

• Log Source summaries 

• Types of Event Summaries 

• Event Categorisation Summaries 

• Event Number Summaries 

• Event User Summaries 

• Computer or device summ 

• Event Description Su es 

• Trended Summary 

• Overall Sum e f abo category 

The use of Saw a which erational Security already has would give much of the 
required outp n an a c ha: is if original logs were available and an audit plan of 
platforms b~(ed 'sk pray _ 

V oput logs for Windows NT Events 

• C output logs for Windows 2000 Events 

• Syslogs from Solaris 

• Syslogs from Cisco Routers 

• Syslogs from Cisco Firewalls 

To assess whether this is feasible and summary results are documented as an appendix to this 
document. 
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An attempt has taken place to analyse a limited set of Tivoli logs using a specialised 
configuration file developed, by Sawmill's proprietor and this is also shown in Appendix A 
shows details_ 

3.7 Sawmill Process 
• To initially access Sawmill you need to log on with the user name and password given 

by the administrator:

=il= Edit CEO Favorite, Tools Help 

" j"  j flita nepxm. Cavort? Frevanc 4L oa,mmiaS LmtS -C rr.en snl ~M r r Q w sseae r
I Gooale Ic- co {. 83 - I fl  9ooknarlm— vaf>lod~d I b  o~d< zas ®k - 

Sawmill Login 
Pieasa enter Mu r usernama and p assword. 

uaamame 

Password: 

Figure 3 Sawmill Logon Scr 

• Once you ha oggeNi en  y need to set a profile up this is done by clicking the 
Create ne ro te
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^ddfeSj IRRELEVANT J rr7°° 
Co

ear ' J I l 7799 nelpdesk 1 eoverrty Prevent aatom .~y Pree 1150701 ] - ve unls IT zone wade ssr 

aoeueart<s_ la aodnd ene* » ®seems_

nrmFx.. 

s€kd..l. Profiles Create New Profile 

bsysinpol application View Reoorts View Coring Opiate 

uccrn bsysinotl Security View Reports View Contra Cajole 

support beyslrnol System VlewReoarts Vlew Confia Delete 

Cisco Router and Switch Syslog Test View Reports View Contra D-Lele 

Windows 2k Rom Data Centre View Reports View Coring OElele 

wsyslnpo l security View Reports View Gorilla Cable 

P. 2007 Flowerfire

F-F-F-F-F- 1lrmeree h 

Figure 4 Profile Creation Screen 

• You then need to select the locatio e ice o our log, note that log patterns 
and subdirectories can be select u s and by ticking the process sub 
folders . 

RRELEVANT IOIJ

New Profile Wizard each I Next cancel 

Log source 
Please 0peury where you would Ilk, Sawerill to 055 111011 lug data riser. More inlorrnaliul 

Log source: Local disk 

e:voy~~aars~.lo e:Vos ~l'.lo s. ~v.osc~r.are~d i~~ex-.log

P athname: I Browse 

t— Process sublolders (local !alders only) 

r Pattern is a regular expression 

Show Matching Files 

J 

Figure 5 File or Directory Path Selection 

• If you chose to use the browse button to select the log you are presented with a screen 
as shown below. 
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OK cancel Show Root  Show DOVe: j Network shares 

Uss ...- L,, eei,xxJ, li,k iii fxIJer s: his 
Root 

.... ..c Lir seInx.L iL. 

[ DATA ID:)] 
=iC7 [ NEW (F:) ] 
b=j [ SYSTEM (C:) ] 
~d [ USB DISK (F:) ] 

❑ AdventNet 17 M 

❑ AUTOEXEC.SD1 17 M 

❑ AUTOEXEC.SD2 17 M 

❑ Data 17 M 

❑ MSOCaobe 17 M 

❑ ntuser.dat 17 M 

❑ ntuser.dat_LOG 17 M 

❑ profiles 17 M 

❑ Program Files 17 M 

❑ RECYCLER 17 M 

❑ System Volume Information 17 M 

❑ WUTemp 17 M

Figure 5 Browse the Selection Menu 

2Zc y• Once you have clicked and selected the ollowing screen appears 
to show the log is being processed. 

New Profile Wizard sack Next I cancel 

Detecting log format, please wait. 

Reading log fi le: U:\profiles\memberyw\My Docafnents\Sawmlll\Logs from Unix Team\syslog.td 

Elapsed time: 00:00:09 

J 
Figure 6 Log Detection Screen 
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• If the log format is not recognised then the following screen appears, if you know the 
format of the log click next otherwise cancel and check with the SDU you have 
received the correct log format. 

New Profile Wizard Eadt Nee Cannel 

No log format detected 
Sorry, Sawmill did not recognize the specified log data. 

You may continue and choose a log format on the rtexlwieard page, though we recommend that you consider 
the aladelines boisW. 

lithe log format is one which In listed as supported, but Sawmill did not recognize It, or It if, one whir, you 
would like us to add support fcr, please Send a sample Bit (compressed, up to 1 DMB) to 
su2oorl ,-.-.-. GRO_,_._._. Jr possible, provide documentation describing the log format. 

I J _ 
Figure 7 Log Format not recognised N

• The next window all s to ct e log format you wish to analyse and press 
next 

Naw r s b'V iza rB aaex I Nee I cancel 

Manual log format selection 
log Tarm at. 

Symantec System Console Log Format (BETA) 
5 manta( Web Secriet L Format 

Syslog NG (tab separated) Log Format 
Syeluy NG Lug Faunal 
Syslog NG Log Format (no date in log data; yvyymmdd date In filename) 
Syslog NG Log Format (Co timezone) 
Syslog NG Massages Log Format 
Sysreeet Mirc Log Format
TACACS+ Accounting Log Format 
tcpdump Log Format

J 

Figure 8 Manual log format Selection 
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• Some formats will give you a secondary screen choice such as syslog, as there are not 
agreed common standards between manufacturers for the format of a syslog log, once 
satisfied press next. 

New Profile Wizard 

Manual logging device selection 
Select an appropriate logging device for Syslog (yyyymmdd hhmmsss 

Back Next  Canea 

Dovecot Secure IMAPIPOP3 Server Log Format _J 
Event Reporter Logs (version T) 
Event Re orterv6 

Exim 4 Log Format (BETA)
Firebox Log Format 
Firepass Log Format (BETA) 
FortiGate Comma Separated Log Format 
FortiGate Log Format 
FortiGate Log Format (BETA) 
FortiGate Space Separated Log Format J 

I -I
Figure 9 Log type of Device Selected 

• Each log type selected re " es a or the profile it sets up and this screen does 
this, enter the na u ha ose recommend platform and latest date of the log 
e.g. mboinv011 0 he ish button. 

IVow Profllo WIzard 

Profllo nom® 

P ranee nom 

rJ anew re[ 

J 

Figure 10 Name of new Profile 

©Copyright Fujitsu Services Ltd 2007 Company-in-Confidence Page: 107 of 199 



FUJO0155413 
FUJO0155413 

Horizon Event Logging Process for Ref: RS/PRO/049 

GO Operational Security Version: 0.3 

FUJITSU Company-in-Confidence Date: 03-Feb-2009 

• Once the Finish button is pressed then the log is analyzed and a report and can be 
drilled through by using date ranges and selection criteria for the data from the task 
bar on the left hand side. Samples of some summary reports for which suitable logs 
have been available are included in the appendix A. 

J 

Figure 11 Log Report with Analysis options on Left 

This process is subject 
Governance Team. 

However, in order 
needs to analys t ass 
considered k , e itt 
confirm th lidi I 

3 

Audit which is arranged by the Security and 

uidelines as to the key areas that Operational Security 
Security Incident has occurred the following areas are 
other sources of base data that needs to be used to 

Lhorised users are accessing the platforms their roles permit them 
Analysis and PVCS documentation 

tl ! only authorised platforms (i.e. Names and IP's) access the network —
P ocumentation, Networks IP List and Event logs 

Identify any unauthorised use of ports and protocols — Analysis of Event logs and 
PVCS documentation 

4. Identify any changes that take place without a Change Control — e.g. CP or OCP both 
to Operating Systems and Applications — Audits and check against CP and OCP data 
for any actions taken and Nessus passive scans to see what is still outstanding 

5. Identify any vulnerabilities on platforms particularly those identified by the supplier 
as Critical or High — MBSA and OVAL runs on targeted at ri sk platforms 
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6. Identify any unauthorised changes to users rights based on their roles — PVCS 
documentation and access to Event logs and CP, OCPS and Audit 

7. Identify any unauthorised changes to permissions on files dependent on the role and 
rights allocated to that role — Alerts, Audits ,Event logs, CP, OCP's and alerts 

8. Identify any unauthorised File or Data Transfers particularly to CD, DVD or USB or 
unauthorised networks — Audits, Alerts and CP, OCP's and Event logs 

9. Identify any AV alerts — Alerts, Event logs, 

10. Identify any unauthorised changes to Router, Switch, Firewall an is itches 
in particular Configuration, Access Lists and Rulebases — Aud Al 
CP,OCP, 

11. Identify any unauthorised changes to Audit Logs and o r Ale , Audit, 
OCP, CP 

12. Identify any unauthorised changes to passwords or passwor force attacks — 
Alerts, Audits, RSA, OCP, CP and PVCS docu on 

13. Identify any buffer overflow attacks — Alerts, Aud 

14. Identify any unauthorised shares or permi scalation of privilege or 
network hopping — Audit, Event log, C ocum ion, OCP, CP's 

15. Identify any unauthorised use o is Cher is to hide attacks — Alerts, Event 
logs, Audit, OCP, CP's 

16. Identify any unauthorise ch ng of tch jobs —Alerts , Audit, Event logs, PVCS 
Documentation 

17. Identify any unau ' ,ed ' s — erts, Audit, PVCS Documentation, Event Logs 

18. Identify any u sJris emot ontrol services — Alerts, Audit, PVCS 

19. Identify&ylrnaui sed installed monitoring mechanisms — Alerts, Audits, Event 

20. llentilkany l tgd startup files or Trojans— Alerts, Audit, PVCS documentation, 

e 'ny default users or manufacturers default settings used — Alerts, Audit, 
ogs, PVCS documentation 

22. Check or the use of available exploit code for a DOS or DDOS — Event Log 

23. Alert on any traffic patterns that indicate that a potential hack is being prepared for 
(not so much Horizon but will be required as migrate to HNG-X and RMG Network 
is more open) 
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5.1 Tivoli Event Log Summary by Sawmill 

5.1.1 Summary 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

L 
fresh 
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5.1.3 Years/months/days 

Events 

Formatted: Font color; Auto 
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5.1.4 Days 

Events 

Horizon Event Logging Process for 
Ref: RS/PRO/049 

Operational Security Version: 0.3 

Company-in-Confidence Date: 03-Feb-2009 

600,000 76.8 % 

400,000 _ 51.2% 

200,000  25.6 % 

0 J_ 0 90 

01 Nov 2007 01 Dec 

Formatted: Font cobra Auto 

A. Date/time 

1 09/Oct/2007 

2 1 0/Oct/2007 

3 11/Oct/2007 

Events 15/Oc 07 2 

2 8 16/Oct/2007 2 

2 9 17/Oct/2007 2 

AA  

10 18/Oct/2007 2 

4 1 210c11200 2 29 other items 781,468 

5 131Oc~2007 

6 14/Oct/2007 2 

Total 781,488 
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5.1.5 Day of weeks 

Events 

600,000 

400,000 

200,000 

0 

Su 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

Formatted: Font cobr: Auto 

A Day of week 

1 Sunday 

2 Monday 

3 Tuesday 
L 

4 Wednesday 

7 
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5.1.6 Hour of days 

Events 

60,000 7.7 % 

40,000  5.1 % 

20,000 

'1,1'111111.,'111111'111 
2 % 

I I I I I I I 

0:00 3:00 am 6:00 am 9:00 am 12:00 3:00 pm 6:00 pm 9:00 pm
midn. noon 

Formatted: Font color: Auto 

Hour of day Events 6 00 
~7I 139 

midnight - 1:00 
1 AM 29,408 7:00 AM - 8:00 

AM 31,9398 

1.00 AM - 200 
2 AM 30,670

M 37,383 

200 AM- 00 
3 AM 547 9:00 AM 

L 10 10:00 AM 36,130 

3:00 AM - 4:00 
4 AM 39,/81 10:00 AM - 

11 11:00 AM 31,501 

4:00 AM -5:00 
5 AM 28,783 11 00 AM

12 noon 19,275 

5:00 AM - 6:00 
6 AM 28,608 13 noon - 1:00 PM 28,076 

1:00 PM -2:00 
14 PM 34.119 

2:00 PM -3:00 
15 PM 34,316 

3:00 PM -4:00 
16 PM 34,728 

4:00 PM -5:00 
17 PM 34,343 

5:00 PM -6:00 
18 PM 31,433 

6:00 PM -7:00 
19 PM 31,982 

7:00 PM -8:00 
20 PM 30,932 
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8:00 PM - 9:00 10:00 PM -
21 PM 33,689 23 11:00 PM 39,580 

9:00 PM - 11:00 PM -
22 10:00PM 43,928 24 midnight 33,198 

5.1.7 Console 

Total 781,488 

Formatted: Font color: Auto, Not Hidden 

Formatted: Font color: Auto, Not Hidden 

Formatted: Font color: Auto, Not Hidden 

Console_hostna 
me 

120,6E 

109,3E 

i

9 -

IRRELEVANT 
9 other items 57,446 7.4 % • 

86,109 110% • 

,a\ Total 781,488 100 % 
10.1% • 

77,468 9.9 % • 
L.-.-.-.-.-.-.-.-.-. 
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Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

Formatted: Font cobr: Auto, Not Hidden 

Formatted: Font cobr: Auto, Not Hidden 

Formatted: Font cobr: Auto, Not Hidden 

Log_source V Events i  - 100 x 

1NT 670,964 85.9% 

2 ACRR 66,287 8.5 % U 

3VPN 19,872 2.5% I 40

4TIVOLI 14,644 1.9% 

5SSCMonitor 8,837 1.1 %L 

6PATROL 478 0.1 % 

7AntiVirus 0.1 

FSNMP 4 0.0% 

Total 
` 

100% 
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5.1.9 Log source types 
I  Formatted: Font color: Auto, Not Hidden 

Formatted: Font color: Auto, Not Hidden 

Formatted: Font color: Auto, Not Hidden 

Log source ty 
0 - 100 X pes V Events i i 

1Security 335,554 42.9 %

2VPN_LOOPBACK 197,504 25.3 % ~ 

3EACRR 66,287 8.5% 0 

4VPN Keying 35,657 4.6% 

5NT 19,872

6CNIM 17,569 22` % 

ROLLOUT NC 
7H ~ 1 1. %

A 

6TIVADMIN 9,723 1.2% 

9SSCMonit r 8,837 1.1 

10ServiceMonitor 5,836 01% 

2604 other 
items 72,688 9.3 % • 
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Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 
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5.1.10 Event origins 
I  Formatted: Font color: Auto, Not Hidden 

Formatted: Font color: Auto, Not Hidden 

Formatted: Font color: Auto, Not Hidden 

Event_origin V Events i  - 100 k i

105,416 13.5 % • 

105,267 13.5 % • 

15,117 1.9% 

14,274 1.8% 

14,203

10,753 1.4% 

x,335 
\i

7,997 1.0% 

7,995 10% 

7,115 09% 

8451 other 
items 485,016 62.1 % 
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Version: 0.3 

Date: 03-Feb-2009 
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5.1.11 Hostnames 
I  Formatted: Font color: Auto, Not Hidden 

Formatted: Font color: Auto, Not Hidden 

Formatted: Font color: Auto, Not Hidden 

Hostname V Events i - 100 k i

105,416 13.5% • 

105,267 13.5% • 

15,117 1.9% 

IRRELEVANT 

4,274 1.8% 

4,203 1 )' 

A 

0,753 1.4% 

$,335 1. i 

7,997 1.0% 

7,995 10% 

7,115 09% 

9140 other 
items 485,016 62.1 
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Version: 0.3 

Date: 03-Feb-2009 
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5.1.12 Severities 

Formatted: Font cobr: Auto, Not Hidden 

Formatted: Font cobr: Auto, Not Hidden 

Formatted: Font cobr: Auto, Not Hidden 

Severity Events i 
I I -  100

120 653,644 83.6 
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5.1.13 Event codes 
I  Formatted: Font color: Auto, Not Hidden 

Formatted: Font color: Auto, Not Hidden 

Formatted: Font color: Auto, Not Hidden 

Event code V Events i ? -  i

1538 231,157 30.1 % 

21 210,241 27.4 % 

332 66,288 8.6 % • 

4528 30,747 4.0 % 1 

54308 21,095 2. /o j

6576 20,897 2.7 % i 

76969 c4':
8540 18,361 2.4%  i 

9577 16661 2.2%  i 

10490 14,085 18%  1 

372 other 
items 117,440 15.3 % • 

©Copyright Fujitsu Services Ltd 2007 Company-in-Confidence Page: 124 of 199 



FUJ00155413 
FUJO0155413 

GO 
Horizon Event Logging Process for 

FUJITSU Operational Security 

Company-in-Confidence 

Total 766,844 100 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 
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5.1.14 Actions 

I  Formatted: Font color: Auto, Not Hidden 

Formatted: Font color: Auto, Not Hidden 

Formatted: Font color: Auto, Not Hidden 

Action • Events i ~ - 100 3 

1User Logoff 188,471 76.6 %

2Successful Logor 27,695 11.2% • 

3Successful Network Logon 18,361 7.5 % • 

4File Open 11,663 4.7% 

Total 246,1 100 

5.1.15 c am 

; Detault repOrt view on zoom when clicking on a table itei 

Username 7 Events i 0 - 100 x 

l i 

lAdministrator 174,867 71.0 % IRRELEVANT 

..-.-.-.-.-.-.-.-.-.-.-.-i 

19,035 7.7% 1 

15,646 6.4 % • 

7,421 3.0% t 
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4,490 18% 

4,207 t7% 

IRRELEVANT; 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

1877 08% 

IRRELEVANT 

1,874 0.8% 

n 

U 
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5.1.16 Domains 
I  Formatted: Font color: Auto, Not Hidden 

Formatted: Font color: Auto, Not Hidden 

Formatted: Font color: Auto, Not Hidden 

Domain V Events i  - 100 i

17,536 7.5 % I 

10,341 4.4% I 

8,742 3.7 % I 

IRRELEVANT 

6,940 3.0% 

4,094 1. / ~ ) 

3,968 17 % 

902 1 

3,421 1.5% 

3,421 15% 

3,409 1.5% 1 

110 other 
items 168,753 72.0%
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Total 234,527 100 % 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 
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5.1.17 Login ids 

I  Formatted: Font color: Auto, Not Hidden 

Formatted: Font color: Auto, Not Hidden 

Formatted: Font color: Auto, Not Hidden 

Login_id • Events 1 0 - 100 X i

2 0.0% • 

1 0.0% • 

1 0.0% • 

1 0.0% • 

1 0.0% • 

46045 other 
items 46,045 100.0%

©Copyright Fujitsu Services Ltd 2007 Company-in-Confidence Page: 130 of 199 



FUJ00155413 
FUJO0155413 

GO 
Horizon Event Logging Process for 

FUJITSU Operational Security 

Company-in-Confidence 

Total 46,056 100 % 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 
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5.1.18 Login types 

A Formatted: Font color: Auto, Not Hidden 

Formatted: Font color: Auto, Not Hidden 

Formatted: Font color: Auto, Not Hidden 

Login_type • Events i 9 - 18U x i 

12 198,160 84.5 % 

31,776 13.5 % • 
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5.1.19 Auth pkgs 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

I  Formatted: Font cobr: Auto, Not Hidden 

Formatted: Font cobr: Auto, Not Hidden 

Formatted: Font cobr: Auto, Not Hidden 

Auth_pkg • Events i 0 - 100 

1MICROSOFT AUTHENTICATION_PACKAGE_V1_0 18,922 41.1 % 

2NTLM 18,361 39.9 % 

3TivoliAP 8, 

4Negotiate 367 0.8 % • 

Total  100 
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5.1.20 File names 
I  Formatted: Font color: Auto, Not Hidden 

Formatted: Font color: Auto, Not Hidden 

Formatted: Font color: Auto, Not Hidden 

File name Events i 0 -  11:10 

1CiWINNT\system32\RedPike.d11 4,525 38.8 % 

C:\Cryptography\bin\KMAgent.l N 
21 3,34: 

C:\Cryptography\bin\CryptaAPl.i 
3ni 2,64 

4C:\Cryptography\keys 404 3.5 % 

5C:\Cryptography\bin

6C:\sshadmin 97 0.8% ■ 

50 0.4 % ■ 

8'C:\Support\Tools\SSCSUP 50 0.4 % ■ 

9C:\Support\Tools\SYSMANSUP 50 0.4 % ■ 

C:\S u pport\Tools\Generic\ NTRes 
1Okit 50 0.4% ■ 

56 other items 285 2.4 % 1 
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Total 11,663 100% 

5.1.21 Messages 

--_~ Formatted: Font color: Auto, Not Hidden 

Formatted: Font color: Auto, Not Hidden 

Formatted: Font color: Auto. Not Hidden 

Message 7 Events i 0 - 100 

1 EACRR spostemsg 66,283 12.4 % ■ 

2VPN Server Ping Success monid:vpn_route monsev:G 16,560 3.1 % I 

Riposte function 'RiposteCorre t' fail The se er is unavailable. 
3(Ox6BA). 11,821 22% t 

The authentication string '/L=P /0=3221' for IP address! iwiELivnriTl does 
CC=4not match '/0=44 /CN=E /STA=65535 /L=P /PN=1000... ---------------- 3,014 0.6 % 0 

5MONI ̀  PL71B00 . MONN G 2,463 0.5 % • 

6NIONIDAPOP.B0.SVR MONSEV:G 2,463 0.5 % • 

7MONID:A 002.SVR MONSEV:G 2,462 0.5 % • 

BMONID:BBND.BO.SVR MONSEV:G 2,462 0.5% 0 

9M0NID:MGRM.B002.SVR MONSEV:G 2,460 05% 0 
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10MONID:BBND.BO01.SVR MONSEV:G 2,459 0.5% • 

116113 other items 422,669 79.0%

Total 

2008 Flowerfire 

535,116 100 % 

5.2 Summary Analysis of a Window 2 P CS~g export 

5.2.1 Summary 

Statistics for 0910ct/2002 - 15/Nov/2007, 1864 days 

5.2.2 Overview 

All days Average per day 

Events 2.130 e~ 

5.2.3 slmon i'll's 

Events 

42.3 % 
E00 28.2 % 

A Date/time Events 
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1 2002 59 

2 2003 41 

3 2004 118 

4 2005 879 

5 2006 618 

6 2007 415 

Total 2,130 

5.2.4 Days 

Horizon Event Logging Process for 
Operational Security 

Company-in-Confidence 

Events 

600 
400 — i0.0 ro
200 _

0 0% 

I I I II IIII I I II I I II I I II11 1 1 1 -~ - - " 11 1 1 1 1 I II 
01 Nov 2002 01 Nov 2003 01 Nov 04 01 005 O Y116 01 Nov 2007 

7 

Date/time Events S 

1 09/02002 

2 14/Oct/2002 38 

3 21/Oct/2 . 6 

4 05/Nov/2002 1 

5 14/Nov/2002 4 

6 16/Dec/2002 1 

Ref: RS/PRO/049 
Version: 0.3 

Date: 03-Feb-2009 
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7 05lJard2003 

8 09/Jan/2003 

9 29/Mar/2003 

10 14/Aug/2003 

531 other items 

Total 

Horizon Event Logging Process for 
Operational Security 

Company-in-Confidence 

2 

5 

1 

5 

2058 

2,130 

5.2.5 Day of weeks 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

Events 

900 42.3 % 

600 _ 28.2 % 

300  14.1 % 

0  0% 

..Iuui - - 

Su Mo Tu V✓e Sa 
Formatted: Font color: Auto 

Day of week Events 

1 Sund \ Nr 
2 Monday 854 

3 Tuesday 237 

4 Wednesday 281 

5 Thursday 246 

6 Friday 211 
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7 Saturday 167 

Total 2,130 

Horizon Event Logging Process for 
Operational Security 

Company-in-Confidence 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 
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5.2.6 Hour of days 

Events 

600

0 0% 

0:00 3:00 am 6:00 am 9:00 am 12:00 3:00 pm 6:00 pm 9:00 pm 
midn. noon 

Formatted: Font color: Auto 

13 68 i Hour of day Events no 

1 midnight - 1:00 AM 19 14 1:00 PM - 2:00 PM 95 

2 1:OOAM-2:00AM 3 2: I 3:00 PM 110 

3 2:OOAM-3:00 AM 9 16 3:00 PM-4:OOPM 66 

4 3:OOAM-4:OOAM 25 17 4:00 PM - 5:00 PM 143 

5 400 AM-S:OOAM ` 18 5:00 PM - 6:00 PM 144 

6 5:00 AM - 6:00 AM 11 19 6:00 PM - 7:00 PM 212 

7 00
7 600 - M , 48 20 7:00 PM -8:00 PM 215 

8 7:00 AM - 8:00 AM 58 21 8:00 PM - 9:00 PM 25 

9 8:00' M 592 22 9:00 PM - 10:00 PM 14 

10 9:00 AM - 10:00 AM 58 23 10:00 PM - 11:00 PM 6 

11 10:00 AM - 11:00 AM 97 24 11:00 PM - midnight 20 

12 11:00 AM - noon 85 Total 2,130 
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5.2.7 Sources 
Formatted: Font color: Auto, Not Hidden 

Default report view on zoom when-clicking on a table item 
Formatted: Font color: Auto, Not Hidden 

`-- Formatted: Font color: Auto, Not Hidden 

Source 7 Events i L 

1Application Popup 581 273 % 

2Aulomatic Updates 394 18.5% 

3Removable Storage Service 392 18.4% 

4RCONSVC 156 73% • 

5WMDM PMSP Service 85 4.0% i 

6EvntAgnt 84 39% 1 

'
7EvenlLog 77  1 ~~ 

8Active Server Pages 64 30% 1 

9Msilnstaller 4 -7' 

10FTPCtrs 34 1.6% 

27 oth items N9 0.8 % • 

2,130 100% 
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5.2.8 Types 

Type 

1lnformz 

2Warnin 

3Error 

Total 

5.2. 

Horizon Event Logging Process for Ref: RS/PRO/049 

Operational Security Version: 0.3 

Company-in-Confidence Date: 03-Feb-2009 

o P,  „ l Formatted: Font cobr: Auto, Not Hidden 
Default report view when clicking a table item 

Formatted: Font cobr: Auto, Not Hidden 

Category Events i  -  i

1None ` 1, 3 " 

2Download 394 18.5% 

3CRM 0.2% • 

4SVC 4 0.2% • 

5Devices 3 0.1 % • 

6Firing Agent 1 0.0 % • 
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Total 2,130 100% 

Horizon Event Logging Process for 
Operational Security 

Company-in-Confidence 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 
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t?7 Operational Security Version: 0.3FUJITSU Company-in-Confidence Date: 03-Feb-2009 

5.2.10 Events 
Formatted: Font cobr: Auto, Not Hidden 

Default report view on zoom when clicking on a table item 
Overview Formatted: Font color: Auto, Not Hidden 

_ 
- -- Formatted:  Font color: Auto, Not Hidden 

Event • Events i 0 - 100 2 

126 581 273% 

216 394 18.5% 

3135 173 8.1 % • 

4134 173 8.1 % • 

5105 88 4.1 % 

62018 80 3.8% i 

72004 78 3.7%

82006 78 3.7% i 

93 6j /47 
101000 50 2.3% 

42 oth items 371 ° 

0 100% 
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5.2.11 Users 
Formatted: Font cobr: Auto, Not Hidden 

Detault report view on zoom when clicking on a table item 
lew Formatted: Font cobr: Auto, Not Hidden 

Formatted: Font cobr: Auto, Not Hidden 

User 

IRRELEVANT; 

Total 

5.2.12 Computr; 

Formatted: Font cobr: Auto, Not Hidden 

Formatted: Font cobr: Auto, Not Hidden 
f  

Formatted: Font Ha llot
. 
Hidden- ~ oot cobr: to,   

Computer V Events i  100 N i

yr
9.5X 

164 7.7 % • 

IRRELEVANT 23%

6 0.3% • 

4 0.2% • 

Iota 2,130 100 % 
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5.2.13 Descriptions 
Formatted: Font color: Auto, Not Hidden 

Default report view on zoom when clicking on a table item ...4 Formatted: Font color: Auto, Not Hidden 
i 

Formatted:  Font color: Auto, Not Hidden 

Description • Events i 0 - 100 X 

Application popup: ping_exe - DLL Initialization Failed : The application tailed to 
linitializebecausethe window statio... X37 2 

Unable to connect: Windows is unable to conned to the Automatic Updates 
2service and therefore cannot download and insta... 394 18.5 % 

3Reoeived a device interface ARRIVAL notification for device: 173` % • 

4Received a device interface REMOVAL notification for device: 173 8.1 % • 

5The service was started. 85 4.0% I 

6SNMP Event Log Extension Agent is starting. 80 3.8 % 

The description for Event ID (20 X8 :(NR%/) in  cannot be found. 
7The local computer may not ha 78 3.7% I 

8Service started. 64 3.0% I 

- 

Source ( RCONSVC) cannot be found. The description nt 
IDNt cessa9The local corer of ... 45 2.1 % 

1OReceived Handle Query Remove notification. 43 2.0% I 

735 0 448 210% — 

Iota 2,130 100% 
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5.3 Summary Analysis of a Cisco Firewall/Router/Switches 
syslog 

5.3.1 Summary 

Statistics for 16/Jan12008, 1 day 

5.3.2 Overview 

All days A 

Events 5,530 

Page views 5,529 

Unique source IPs 96 

Bytes 0 b 

Destination bytes 0b4 

Duration 08:53:42 
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5.3.3 

Events 

6000 
4000 
2000,

0 

2008 

Horizon Event Logging Process for 
Operational Security 

Company-in-Confidence 

Years/months/days 

Years/months/days 

Ref: RS/PRO/049 

Version: 0.3 

1/ F 

Date: 03-Feb-2009 

Date/time Events Page views Unique source IPs Bytes Destination bytes Duration 

1 2008 5,530 5,529 ~0 b 0 b 08:53:42 

Total 5,530 29 96 0 b 0 b 08:53:42 
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5.3.4 Days 

Events 

6000 
4000 
2,000 

0 

We 16 Jan 2008 

Days 

Horizon Event Logging Process for Ref: RS/PRO/049 

Operational Security Version: 0.3 

Company-in-Confidence Date: 03-Feb-2009 

1(W F 04 

► Date/time Events Page views Unique source IPs Bytes Destination bytes Duration 

1 18/Jan/2008 5,530 5,529 0 b 0 b 08:53:42 

Total 5,530 J,529 96 0 b 0 b 08:53:42 

©Copyright Fujitsu Services Ltd 2007 Company-in-Confidence Page: 149 of 199 



FUJO0155413 
FUJO0155413 

Co 
Horizon Event Logging Process for 

FUJITSU Operational Security 

Company-in-Confidence 

5.3.5 Day of weeks 

Events 

0000 
4000 
2000 

0 

We 

Day of weeks 

■ Day of week Events Page views 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

1/ F 

Unique source IPs Bytes Destination bytes Duration 

O b 0 b 08:53:42 

96 0 b 0 b 08:53:42 
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5.3.6 Hour of days 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

Events 

6000 108.5% 
4,000 _ 72.3 % 
2000, 0 ■ _ 36.2% 

9:00 am 10:00 am 11:00 am 12:00 1:00 pm 2:00 pm 3:00 pm 4:00 pm 
noon 

Hour of days 

A Hour of day Events Page views Unique source IPs Bytes Destination bytes Duration 

1 9:00 AM - 10:00 AM 233 `  17 0 b 0 b 08:44:48 

2 2:00 PM - 3:00 PM 71 71 4 0 b 0 b 00:00:00 

3 3:00 PM - 4:00 PM 116 115'Y  80 0 b 0 b 00:08:54 

4 4:00 PM - 5:00 PM 110 110 7 0 b 0 b 0000:00 

Total X530 ' 5,529 96 0 b 0 b 08:53:42 
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5.3.7 Logging Devices 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

Logging devices 

er eu J

Unique 
Logging - Page source Destination 
device V Events i 9 100 9 I views IPs Bytes bytes Duration 

504 9.1 % • 504 
 

0 b 00:00:00 

430 7.8% 1, 430 1 
1 

0 b 0 b 00:00:00 

428 7.7% r 1 05 0b 00.00:00 

409 7.4 % U 409 27 0 b 0 b 00:00:00 

4 j IRRELEVANT; 363 362 3 0 b 0 b 00:00:00 

315 57% 315 1 0b 0b 00:00:00 

295 1 0 b 0 b 00:00:00 

289 5.2% 1 289 1 0 b 0 b 00:00:00 

i 270 4.9% 1 270 32 0 b 0 b 00:00:00 

T....._._._._._._; 233 4.2% 1 233 17 0 b 0 b 08.44:48 

36 1,994 36.1 % 1,994 - 0 b 0 b 00:08:54 
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other 
items 

Total 5,530 100% 5,529 96 0 b 0 b 08:53:42 

5.3.8 Opera 

Operations 

1~ 

Unique 

- 100 
Page source Destination 

Operation V Events i I views IPs Bytes bytes Duration 

1Teardown 2,230 54.7 
23 

9 0 b 0 b 08:53:42 

2Built 1,794 44.0% 1,794 1 0 b 0 b 00:00:00 

3Deny 46 1.1 % 5 0 b 0 b 00:00:00 

Accessed 
4URL 5 0.1 % 4 3 0 b 0 b 00:00:00 

Total 4 5 % 4,074 94 0 b 0 b 08:53:42 l 
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- 10Q Page Unique 
Message Events i i views source IPs Bytes 

Total 0 100 % 0 0 0 b 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

Destination 
bytes Duration 

0 b 00:00:00 

©Copyright Fujitsu Services Ltd 2007 Company-in-Confidence Page: 154 of 199 



FUJO0155413 
FUJO0155413 

GO 
Horizon Event Logging Process for 

FUJITSU Operational Security 

Company-in-Confidence 

5.3.10 Message codes 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

tssage codes 

,1 
L TA \i 

Message Page 327 5.lbtinatbn 327 1
code V Events O 100  i views i 5v1x -

326 5.9 % I 326 1 
p54 15.4 % • 854 IRRELEVANT! 

#0 u D uu:uu:uu 

1 244 4.4% 1 244 63 
349 15.4 % • 849 0 b

236 4.3 % I 236 1 
485 8.8% •L 4 _______- uD U uu:uu:uu 

RRELEVANTi 
36 
other 

469 8.5 % • 469 items 97y 17.6 % 0 b 00:0000 975 -

7 Total 5,530 100 % 5,529 96 
24 . % 424 1 0 b 0 b 00:00:00 

340 6.1 % i 340 1 O b 0 b 00:00:00 
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5.3.11 Protocols 

Protocols 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

I 

Unique 

- 100 k 
Page source Destination 

Protocol V Events i I views IPs Bytes bytes Duration 

1TCP 2,726 67.0 % 2,726 1 0 b 00:00:00 

2UDP 978 24.0 % 978 65 0 b 0 b 00:00:00 

31CMP 339 8.3 % • 9 0 b 0 b 00:00:00 

local-
4host 21 0.5% 21 

5static 5 0.1 %

6dyramic 1 0.0 % 1 

Total 4,0 % 4,070 

19 0 b 0 b 08:53:42 

1 O b O b 00:00:00 

1 O b 0 b 00:00:00 

92 0 b 0 b 08:53:42 
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5.3.12 Source IPs 

Source IPs 

- LJetault report vie..' or voom v.'hen clicking on a talFe Ito: I 

Unique 

- 100 l 
Page source Destination 

Source IP ■ Events i I views IPs Bytes bytes Duration 

140 22.9 % 140 0 b 00:00:00 

38 6.2 % • 38 1 0 b 0 b 00:00:00 

37 6.0% I 0b 0b 00:00:00 

i 37 6.0% • 37 1 0b 0b 00:00:00 

37 6.0 % 7 1 O b 0 b 00:00:00 

tRELEVANT~ 

34 5.6 % • 34 1 0 b 0 b 00:00:00 

34 1 O b O b 00:00:00 
i1 

20 3.3% I 20 1 Ob 0b 00:00:00 

.4

7
3.1 % 19 1 O b 0 b 00:00:00 

16 2.0% I 16 1 O b O b 00:00:00 

85 other 
items 200 32.7 % 199 - 0 b 0 b 08:53:42 

Total 612 100% 611 95 0 b 0 b 08:53:42 
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5.3.13 Destination IPs 

Destination IPs 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

. L % 
Unique 

0 - 100 X 
Page source Destination 

Destination IP ■ Events i i views IPs Bytes bytes Duration 

6 27.3 % 6 1 b 0b 00:00:00 

3 13.6 % • 2 2 05 0b 00:00:00 

2 9.1 % 05 0 b 00:00:00 • 

1 4.5 % 1 1 1 0b 0b 00:00:00 

1 4.5 % 4 1 1 1 0 b 0 b 00:00:00 

IRRELEVANTi 
1 4.5% 1 1 1 0b 0b 00:00:00

1 1 0b 0b 00:00:00 

4.5% 

1 1 1 0b 0b 00:00:00 

4.5 % 1 1 1 0b 0b 00:00:00 

1 4.5% 1 1 1 O b O b 00:00:00 

4 other items 4 18.2 % 4 - 0 b 0 b 00:00:00 

Total 22 100% 21 9 0 b 0 b 00:00:00 
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5.3.14 Source hostnames 

Source hostnames 

Unique 
Source Page source Destination 
hostname Events i 9 -  10o x I views IPs Bytes bytes Duration 

Total 0 100% 0 0 b 00:00:00 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

5.3.15 Dei 

Destination hostnames 

L 

Destination
hostname Events i 

Unique 
Page source 

views IPs Bytes 

0 0 0b 

Destination 
bytes Duration 

0 b 00:00:00 
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5.3.16 Source ports 

ports 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

TA
Unique 

Source 
 - 100 

uY I 
Page source Destination 

port Events 1 views IPs Bytes bytes Duration 

17561 140 24.3% 140 0 b 00:00:00 

2161 129 224% 129 55 0 b 0 b 00:00:00 

3123 16 2.8% i 6 1 0b 0b 00:00:00 

41786 4 0.7% 4 2 0 b 08 00:00:00 

51783 4 07%  2 0 b 0 b 00:00:00 

61789 4 0.7% 4 2 0b 08 00:00:00 

71774 '1 (j ' 4 2 0 b 0 b 00:00:00 

81780 4 0.7% 4 2 0 b 0 b 00:00:00 

4 2 0 b 0 b 00:00:00 

1034195 4 0.7% 4 1 0 b 0 b 00:00:00 

151 
other 
items 263 45.7 % 263 - 0 b 0 b 00:00:00 

Total 576 100 % 576 70 0 b 0 b 00:00:00 
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5.3.17 Destination ports 

Destination ports 

Unique 
Destination Page source Destination 
port V Events i 0 - 100 X I views IPs Bytes bytes Duration 

1138 6 a5.7 % 6 0 b 00:00:00 

2949 1 14.3% • 1 1 0b 0b 00:00:00 

Total 7 100% 
 

0 b 0 b 00:00:00 

r 
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5.3.18 Source sides 

sides 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

,1 
Unique 

Source Page 
0 - 100 $ 

source Destination 
side V Events i I views IPs Bytes bytes Duration 

528 88.4 % 528 52 0 b 00:00:00 

39 6.5 % I 39 9 0 b 0 b 00:00:00 

15 25% i 
 

0 b D b DD:25.02 

IRRELEVANT 5 0.8 % 5 3 0 b 0 b 00.00:00 

4 07%  2 0b Oh 00:00:00 

3 0.5% 3 3 0b 0b 00:08:54 

Ly
\

0.  3 3 0b 0b 08:19:46 

Total RO % 597 89 0 b 0 b 08:53:42 

©Copyright Fujitsu Services Ltd 2007 Company-in-Confidence Page: 162 of 199 



FUJO0155413 
FUJO0155413 

Go 
Horizon Event Logging Process for 

FUJITSU Operational Security 

Company-in-Confidence 

5.3.19 Destination sides 

Destination sides 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

Unique 
Destination 

0 - 100 X 
Page source Destination 

side Events i I views IPs Bytes bytes Duration 

I IRRELEVANT i 7 100.0 °k 7 0 b 0000:00 

Total 7 100 % I# I O b 0 b 00:00:00 

5.3.20 

Geographic I 

Unique 
Geographic Page source 

- 100 location Events i 9 I views IPs Bytes 

Total ' 100 0 0 O b % 

5.3.21 Interfaces 

Interfaces 

Destination 
bytes Duration 

0 b 00:00:00 
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Overuew 
- Default report view on noon when clichng on a table i nr I 

Interface ♦ Events i 0 - 100 i

ldmz 1 100.0%

Total 1 100% 

5.3.22 Directions 

Unique 
Page source Destination 

views IPs Bytes bytes Duration 

1 1 0 b 00:00 

00:00:00 

,~II11111~ 

I 

Unique 

0 - 100 a; 
Page source Destination 

Direction •Events i I views IPs Bytes bytes Duration 

loutbound 891~0 / 891 1 0 b 0 b 00:00:00 

2inbound 691 43.7 % 691 1 0 b 0 b 00:00:00 

I 0% ' 1.532 1 Ob Ob 00:00:00 
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5.3.23 Foreign IPs 

Foreign IPs 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

,1 
Unique 

0 - 100 Y 
Page source Destination 

Foreign IP V Events 1 I views IPs Bytes bytes Duration 

152 10.9% • 152 05 00:00:00 

96 6.9 % • 96 1 0 b 0 b 00:00:00 

59 4.2 % I 0 b 0 b 00:00:00 

52 3.7 % 52 1 0 b 0 b 00:00:00 

38 2.7 % 38 1 0 b 0 b 00:00:00 

RRELEVANT~ 

37 2.7 % I 37 1 0 b 0 b 00:00:00 

37 1 0 b 0 b 00:00:00 

37 2.7 

% 
I 37 1 0 b 0 b 00:00:00 

XY 
2.4 % I 34 1 0 b 0 b 00:00:00 

1 34 2.4 % I 34 1 0 b 0 b 00:00:00 

157 other 
items 818 58.7 % 818 - 0 b 0 b 00:00:00 

Total 1,394 100% 1,394 1 0 b 0 b 00:00:00 
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5.3.24 Foreign ports 

Foreign ports 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

,1 
Unique 

Foreign 
-

Page source Destination 
port V Events i I views IPs Bytes bytes Duration 

1161 233 16.7% 233 0 b 00:00:00 

20 222 15.9% • 222 1 0 b 0 b 00:00:00 

37328 156 11.2% ■ 0 b 0 b 00:00:00 

427324 98 7.0 % • 98 1 0 b 0 b 00:00:00 

580 67 4.8 % 7 1 0 b 0 b 00:00:00 

618191 49 3.5% I 49 1 0b 0b 00:00:00 

7123 / X 35 1 0 b 0 b 00:00:00 

81772 34 2.4 % 1 34 1 0 b 0 b 00:00:00 

7
,

~~
91A, 7 % 10 1 0 b 0 b 00:00:00 

101315 6 0.4% 6 1 Ob Ob 00:00:00 

215 
other 
items 484 34.7 % 484 - 0 b 0 b 00:00:00 

Total 1,394 100% 1,394 1 0 b 0 b 00:00:00 
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5.3.25 Global IPs 

IPs 

Global 
0 - 100UP V Events i 

Total 0 100% 

5.3.26 Global ports 

Global 
0 - 100 0 port Events i I 

TO 100 

5.3.27 ocalIPs 

Local lPs 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

Page Unique Destination 
views source IPs Bytes bytes Duration 

0 _ : 0 b 00:00:00 

Page Unique Destination 
views source IPs Bytes bytes Duration 

0 0 b 0 L. 000000 

WI 
-Default report view on zoom when clicking on a table item: 

©Copyright Fujitsu Services Ltd 2007 Company-in-Confidence Page: 167 of 199 



FUJO0155413 
FUJO0155413 

co Horizon Event Logging Process for 

FUJITSU Operational Security 

l Company-in-Confidence fidence 

Local Page Unique 
IP ♦ Events i 0 - 100 I views source IPs Bytes 

Total 0 100 0 0 Ob 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

Destination 
bytes Duration 

0 b 00:00:00 
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5.3.28 Local ports 

L.ocal ports 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

Local 
 - 100 

Page Unique Destination 
port Events i I views sourcelPs Bytes bytes Duration 

Total 0 100 % 0 0 b 0 b 00:00:00 

5.3.29 Service names 

Unique 
Service 

 - 100 
Page source Destination 

name ■ Events i views IPs Bytes bytes Duration 

11 (emp 7 % 6 1 0b 0b 00:00:00 

2949_(empty) 1 14.3 % • 1 1 0 b 0 b 0000:00 

Total 7 100% 7 92 0 b 0 b 00:00:00 
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5.3.30 URLs/directories 

©URLs/directories 

L 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

Unique 

0 - 100 X 
Page source Destination 

URL Events i i views IPs Bytes bytes Duration 

1 20%  1 1 0 b 0 b 00:00:00 
i 

1 20.0% 1 1 0b 0b 00:00:00 

IRRELEVANT V 
1 .0 % 1 1 0 b O b 00:00:00 

1 20.0% 0 1 0b 0b 00:00:00 

1 20.0% 1 1 0b 0b 00:00:00 
i 

Total 5 100% 4 3 0 b 0 b 00:00:00 
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5.3.31 URLs 

URLs 

_ J 

Unique 

U 100 % 
Page source Destination 

URL V Events i J views IPs Bytes bytes Duration 

................................... \ 

20.0% 1 1 0b 0b 00:00:00 

20.0% 1 1 0b 0b 00:0000 

IRRELEVANT'' _ 1 
 

1 0 b 0 b 00:0000 

20.0% 0 1 0b 0b 00:00:00 

20.0% 1 1 0b 0b 00:00:00 

~.- Total-----   ----- 5 100% 4 3 0b 0b 0:0000 

7 
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5.3.32 Flags 

Flags 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

` 1 
- 160 X 

Page Unique Destination 
Flags ! Events i I views source IPs Bytes bytes Duration 

5.3.33 Users 

,Users 

User T 

Events i 0 - 100

Ti 1 

Page Unique Destination 
views source IPs Bytes bytes Duration 

0 0 0 b 0 b 00:00:00 
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5.3.34 Commands 

Commands 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

Unique 

0 - 100 $ 
Page source Destination 

Command z Events i I views IPs Bytes bytes Duration 

Total 0 100 % 0 0 b 0000:110 

5.3.35 Types 

Types 

Unique 

0 - 100 
Page source Destination 

Type Events i I views IPs Bytes bytes Duration 

path c 
lfrom 75.7 % 28 3 0 b 0 b 00:00:00 

2src 9 24.3% 9 1 0 b O b 00:00:00 

Total 37 100 % 37 3 0 b 0 b 00:00:00 
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5.3.36 Lists 

Lists 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

- 100 X 
Page Unique Destination 

List • Events i I views source IPs Bytes bytes Duration 

0 b 00:00:00 
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5.3.37 Sessions overview 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

All days Average pert Four-time users 0 

Total accesses 113 - Five-time users 

Total sessions 109 Six+-time users 0 

xy 
Sessions by one-time users 83 - Total durst se 0 00:4 

Sessions by repeat users 26 Average accesses per session 104 

Total session users 96 Z%Averag 7essions r user 1.14 

One-time users 83 Median sessions per user 100 

Repeat users ~N1 Maximum concurrent sessions 2 

Two-time users 13 Average session duration 00:00:24 

Three ers ) - 

4y 
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Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

5.3.38 Entry pages 

Entry pages 

N 

s - 0 100 Page Sessions i i 

........................ j07 ~.2 

IRRELEVANT 09~' • 
Total 

5.3.39 Exit pages 

pages 

109 100% 

1 

Page VSessions l 0 - 100 % i

``
_____________________________________________ 

107 98.2%

IRRELEVANT 1 09, • 
1 09% • 

Total 109 100% 

©Copyright Fujitsu Services Ltd 2007 Company-in-Confidence Page: 176 of 199 



FUJO0155413 
FUJO0155413 

Horizon Event Logging Process for Ref: RS/PRO/049 
Co Operational Security Version: 0.3FUJITSU 

Company-in-Confidence Date: 03-Feb-2009 

5.3.40 Session pages 

pages 

Page 0 ~ Sessions i - 100 i - 100X Events i i Time spent i 0 
- i 100X 

107 96.4 °/ 
N 

109 96.5 % - 0043:44 100.0 %

I 0.9%• 1 0.9%• 00:00:00 0.0% • 

IRRELEVANT 1 09 %• 000000 00 % • 

Total 

1 0.9%• 
Y 

0.9%• 

111 100% 

®Copyright Fujitsu Services Ltd 2007 Company-in-Confidence 
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5.3.41 Session users 

Session users 

,1 
0-100 User •Sessions i i Events 0-100X i i Time spent i 0-109X i 

2 1.8%I 2 1.8% 00:00:00 0.0% • 

2 1.8%I 2 1.8%I 00:00:00 0.0% • 

2 1.8 % I 00:00:00 0.0% • 

2 1.8%I 2 18%I 00:00:00 0.0% • 

IRRELEVANT ! 2 1-8 % I )? 18% I 00:00:00 0.0% • 

2 1.8% I 2 1.8% I 00:00:00 0.0% • 

2 I 2 1.8% I 00:00:00 0.0% ■ 

2 1.8% I 2 1.8% I 00:00:00 0.0% • 

1. 
,• 
 2 1.8% I 00:00:00 0.0% • 

10(empty) 2 1.8% I 6 53% 00:43:44 100.0 %

86 other 
Items 89 81.7 % 89 78.8 % 00:00:00 0.0 % • 

11=1i[i9i[dd' IBK[IIsV~! [sIt&Z [dILP 
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© 2008 Flowerfire 

5.3.41.1 Loading document, please wait. 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

5.4 Summary Analysis of a UNIX Solaris 9.0 syslog 

5.4.1 Overview 

All days Average per day 

Messages 1,711 213.88 

5.4.2 Years/months/days 

Messages 

2, 000 

1,000 

0 

2008 

Years/m hs/da 

A Date/time Messages 

1 2008 1,711 

Total 1,711 
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Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 
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5.4.3 Days 

Messages 

300 

200 

100 

0 

Tu08 We09 Th10 
Jan 2008Jan 2008Jan 20( 

Horizon Event Logging Process for 
Operational Security 

Company-in-Confidence 

A Date/time Messages 

1 08/Jan/2008 189 

A 
2 09/Jan/2008 251 

3 10/Jan/2008 47 

4 11/Jan/2008 265 

5 121Jan O& X6 
6 13/Jan/2008 251 

7 14/Jan/2 00 234 

8 15/Jan/2008 58 

Total 1,711 

17.5 % 

11.7 % 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 
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5.4.4 Day of weeks 

Messages 

300 

200 

1000 A■■I 
Day of weeks 

A Day of week Messages 

1 Sunday 251 

2 Monday 234 

3 Tuesday 1 .ç7 

4 Wednesday 251 

5 Thurs 'I t J7

6 Friday 265 

7 Saturday 216 

Total 1,711 
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5.4.5 Hour of days 

Messages 
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Hour of days 

Ref: RS/PRO/049 
Version: 0.3 

Date: 03-Feb-2009 

4 '

i Hour of day Messages 13 noon - 1:00 PM &

1 midnight - 1:00 AM 74 14 1:00 PM - 2:1100 PM 70 

2 1:00 AM -2:00 AM 68 15 2:00 PM  ~ 73 

3 2:00 AM - 3:00 AM 75 16 3:00 PM - 4:00 PM 64 

4 3:00 AM - 4:00 AM 67 4:00 P - 5.00 M 63 

5 4:00 AM - 5:00 AM 63 18 5:00 PM- 6:00 PM 63 

6 5:00 AM -6:00 AM 67, 19 :00 PM -7:00 PM 63 

A 
7 6:00 AM AM  6 20 7:00 PM - 8:00 PM 60 

1

7:00 

8 700AM 800 AM 79 21 800 PM 900 PM 105 

9 8:00 AM - 9:0 < " I 83 22 9:00 PM - 10:00 PM 72 

10 9:00 AM-10:

.

0~0AAM 98 23 10:00 PM- 11:00 PM 56 

11 00 A M 93 24 11:00 PM -midnight 63 

12 11:00 AM -noon 66 Total 1,711 
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5.4.6 Logging devices 

Lnnnina devices 

I IRF 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 
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5.4.7 Syslog messages 

Syslog messages 

Syslog message Messages - -  100

754 

523 30.6 % 

'192 112% • 

12 0.7% ■ 

IRRELEVANT '° 
0.6% 

9 0.5% 

7 0.4% • 

7 04% • 

7 0.4% • 

7 04% • .,r  ._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._ 

126otherHe 183 10.7% ■ 

Total 1,711 100% 
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5.5 Summary Analysis of Windows NT Event Logs 

5.5.1 Overview 

All days Average per day 

Events 53,096 21.03 

5.5.2 Years/months/days 

Events 

40,000 

20 000 

Date/time Events IV 
1 2002 t 22 

2 2003 

 

112 r 

3 200 17 

4 2005 2,381 

5 2006 4,667 

6 2007 30,601 

7 2008 14,796 

75•3% 

' 377% 

0% 
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Total 53,096 

5.5.3 Days 

Events 

15,000 
10,000 

5,000 
0 

Days 

Horizon Event Logging Process for Ref: RS/PRO/049 

Operational Security Version: 0.3 

Company-in-Confidence Date: 03-Feb-2009 

01 Feb 01 Feb 01 Feb 01 Feb 01 Feb 01 Feb 01 Fel 
2002 2003 2004 2005 2006 2007 2008 

Date/time Events 

1 03/Jan/2002 20 

2 08/Jan/2002 2 

3 08/Feb/2002 ,dlØIc l; 

4 08/Mar/2002 1 

5 03l 002 
NV

6 04/Jun/2002 333 

7 08/Aug/2002 4 

8 10/Sep/2002 1 

9 12/0ct12002 26 

10 08/Dec/2002 122 

28.3% 
18.8% 

01 
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381 other items 52,574 

Total 53,096 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 
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5.5.4 Day of weeks 

Events 

20,000 

10,000 

Cu 

Day of weeks 

Day of week Events 

1 Sunday 5,681 

2 Monday 7,214 

3 Tuesday 6,499 

4 
4 Wednesday 5,544 u. 

5 Thursday

6 Friday 5,965 

r 
7 S rda 16, 

Total 53,096 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

37.7% 

18.8% 
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5.5.5 Hour of days 

Events 

10,000 

5,000 

0 

I I 
0:00 3:00 am 6: 
midn. 

Hour of days 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

A Hour of day Events ` 12 11:00 AM - noon 2,439 

1 midnight -1:00 AM 1,301 Nn
-1:00 PM 1,810 

2 1:00 AM -2:00 AM 1,382 14 1:00 PM -2:00 PM 2,267 

3 2:00 AM - 3:00 AM 15 2:00 PM - 3:00 PM 2,944 

4 3:00 AM -4:00 AM 1,338 16 3:00 PM -4:00 PM 9,458 

5 400 AM 1,34 17 4:00 PM - 5:00 PM 6,050 

6 5:00 AM -6:00 AM 1,326 18 5:00 PM -6:00 PM 2,041 

7 6.00 A` 1,348 19 6:00 PM - 7:00 PM 1,763 

8 7:00 AM - 8:00 AM 1,629 20 7:00 PM - 8:00 PM 1,383 

9 8:00 AM - 9:00 AM 1,888 21 8:00 PM - 9:00 PM 1,239 

10 9:00 AM - 10:00 AM 2,567 22 9:00 PM - 10:00 PM 1,340 

11 10:00 AM - 11:00 AM 2,366 23 10:00 PM - 11:00 PM 1,347 
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24 11:00 PM - midnight 1,285 

Total 53,096 

5.5.6 Sources 

Sources 

Source Events i 0 - 100 9 i

lTimeSery 27,602 52.0% 

2NETLOGON 12,496 235% 

3Security 10,930 20.6 % jpj~ 

4SweepNT 1,008 1.9% l 

5BROWSER 1 0.41 v 

6N100 1220.2 % 

7PMC _.2

8EventLog 96 0.2 % • 

9S e Con er 94 0.2 % • 

1ORCONSVC 54 0.1 % 0 

19 other items 394 0.7 % • 

Total 53,096 100% 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 
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5.5.7 Types 

Types 

Type 

1lnforrr 

2Succe 

3Warni 

4Error 

5Failun 

Total 

5.'. 

Catego 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

- 100 X 4Logon/Logoff 383 0.7 % 
Category V Events i 

i 

5Service 214 04% 
1None 40,838 76.9 % 

6Debug 36 0.1 % 
2ObjectAccess 10,493 19.8% 

3SNeepinfo 1,008 1.9% I /System Event 29 0.1 % 
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Account 
8Management 25 0.0 % 

9VPN 23 0.0 % 

10Events 15 00% 

5.5.9 Events 

Events 

Event Events i 0 100 

10 26,858 50.6 %

25711 11,807 22.2% 

3560 5,247 99% ~1 

4562 5,246  • 

55810 

`9^._9% 

, 9 7 ` % 

65722 609 1.1 % 

711 394 

864 393 0.7% • 

9538 189 0.4% • 

10528 189 0.4% • 

84 other items 1,260 2.4% 

Tots 53,096 100% 

4 other 
items 32 0.1 % • 

Total 53,096 100% 
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5.5.10 Users 

Users 

User 

IRRELEVANT 

Tuta 

V Events 1 U 

41,888 78.9% — 

5,417 10.2% • 

5,402 10.2 % • 

124 0.2 

91 0.2 % AM

39 0.1 % 

.4 a v 
12 0.0% 

\0.0Y .

10 0.0% U 

86 0.2% • 

53,096 100% 

r 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 
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5.5.11 Computers 

Computers 
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5.5.12 Details 

F
i Is 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

Detail Events I 
-i0 i - 1r

I 

1Time set (offset <.5 second) 26, 

20bject Open: 5,247 9.9% • 

3Handle Closed: \ 5 246 9.9 % • 

The partial synchronization request from the server IRRELEVANT ;completed 
4successfully. 1 changes(s) has(have) been retu... `---------------------- 3,609 6.8 % I 

1 

The partial synchronization reque am serve IRRELEVANT 
5completed successfully. 1 changes ) ha ' 3,602 6.8 % 

The partial synchronization request from the server IRRELEVANT'. 
600mpleted successfully. 1 changes(s) has(have) been retu ----------------' 3,595 6.8% • 

7t respond ,si4 394 0.7 % 

8The specified NTPServer supports RFC-868(Time) 393 0.7 % ■ 

T ~Ial rization request from the se ver IRRELEVANT,
9com 2 changes(s) has(have) been retu... ' ' ' ' ' ' ' ' ' ' ' 219 0.4% 

The partial synchronization request from the server IRRELEVANT 
10compleled successfully .2changes(s)has(have) been retu_. `•----•--•-•-•-•-•-• 216 0.4% • 

582 other items 3,762 7.1 % 

Total 53,089 100% 
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6.0 Appendix B 

Ref: RS/PRO/049 

Version: 0.3 

Date: 03-Feb-2009 

This appendix includes details of the prioritisation that platforms are given based on their 
Security Tier and Domain for HNG-X and is to he used as a guideline for Horizon_ The 
Analysis of logs and Events will be prioritised based on this. 

dergmi01107-01. ^` 

7.0 Appendix C 
Appendix C summarizes the Security events that Windows 
to be included as a basis for analysis. Linux and Solaris ev 
of this document. 

ai7will need 
a later version 

s recommended SIEM. 
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