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SVM/SEC/POL/0003 RMGA Information Security Policy Dimensions 

BS ISO/IEC Information External 
27001:2005 technology — Security 

techniques — 
Information security 
management 
systems —
Requirements 

BSI ISO/IEC Information External 
27002:2005 technology —

Security techniques —
Code of practice for 

information security management 
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Contract Controlled Document 

CISO Chief Information Security Officer 

HR Human Resources 

FS Fujitsu Services 

POL Post Office Limited 

RMGA Royal Mail Group Account 

Il a 

Accountability A Security principle that requires individuals must be identifiable. 

Authenticity Indentifying or verifying, the eligibility of a piece of hardware, software , network 
equipment, or individual to access specific categories of information. 

Availability The property of being accessible and usable upon demand 

Confidentiality The property that information is not made available or disclosed to unauthorised 
individuals 

Corrective Controls Corrective controls involve physical, administrative, and technical measures 
designed to react to detection of an incident in order to reduce or eliminate the 
opportunity for the unwanted event to recur. 

Detective controls These use practices, processes and tools that identify and react to security violations 
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Directive controls 

IPI1Ur.i 

These are controls used to advise employees, third parties and contractors of the 
behaviour expected of them during their interfaces or use of RMGA or POL's 
information systems. 

Integrity The property of safeguarding the accuracy and completeness of assets 

Non -repudiation A means whereby the authenticity or integrity of the information cannot be refuted 

Preventative Controls These are controls like physical, administrative, and technical measures to preclude 
actions violating policy or increasing risk to system resources. 

Recovery Controls These controls are used once an incident has occurred that results in the 
compromise of integrity or availability, these controls are implemented to restore the 
system or operation to a normal operating state. 

Reliability The ability of a person or system to perform and maintain its functions in routine 
circumstances, as well as hostile or unexpected circumstances. 

Details of areas other than the management of users to be included 

Fujitsu Services endeavours to ensure that the information contained in this document is correct but, whilst every 
effort is made to ensure the accuracy of such information, it accepts no liability for any loss (however caused) 
sustained because of any error or omission in the same. 

I consider there are security risks related to the content of this document, and I will follow Fujitsu Services 
Risk Assessment Process as described in C-MP 1.2 on Cafe VIK. I have inserted into Section 0.4 
(above) a cross-reference to the SVM/SEC/PLA/0007 RMGA Security Risk Register where al l risks are 
documented and will follow RMGA Risk management framework SVM/SEC/STD/0006. 
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The User Management Guidel ines is to help managers and users of both physical and technical assets 
within the RMGA account and FS supporting functions. It sets out how accesses to these assets are to 
be created, managed, and removed and explains how they are to be monitored and reviewed. 

This document covers buildings, rooms, networks, support, estate management, applications and tools 
used by RMGA and any associated third parties (external and Fujitsu internal) to provide and meet both 
it's contractual and regulatory obligations to Post Office Ltd. 

This document establishes the controls that RMGA has to meet to manage user access to its assets, 
based on its contractual requirements stated in schedule A4 (Policies and Standards), in particular the 
following sections: 

4.1.2 "Fujitsu Services shall be compliant with ISO 27001." 

4.1.4 "Fujitsu Services shal l adhere to the relevant parts of the CCD entitled "Community 
Information Security Pol icy for Horizon" (RM/POL/002*) and co-operate with Post Office 
to assist Post Office in complying with this standard and requirement. 

4.1.5 "The confidentiality, integrity, validity, and completeness of data shall be maintained 
throughout all storage, processes, and transmissions, including during periods of Service 
Failure and recovery from Service Failure." 

" RM/P00002 has since been superseded by SVM/SEC/POL/0005. 
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ISO 27001 has two clear sections, the clauses which are detailed in sections 4-8 and those which are 
guidelines as to best practices in Annexes 5.-15, usually referred to with an A preceding them. 

To assist users of this document detailed in Appendix A are those clauses of ISO 27001, their reference 
within the standard, the area which the controls are expected to be applied to, and the details of the 
control and its ownership. As can be seen ownership fal ls throughout the whole organisation and 
throughout all areas of the business. 

In the ISO 27001 framework the controls that we are required to meet fall into the fol lowing generic 
areas, People, Infrastructure, Applications, Control, Operations and Management Review and Monitoring 
as is in Appendix A. 

1.2.2 Security Requirements 
Information Security is based on a number of precepts, the most important of which are defined as being; 
confidentiality, integrity and availabil ity. In addition, other properties such as authenticity, accountability 
non-repudiation, and reliability are involved. 

These are broad categories of security controls which can be employed to provide various levels of 
security to guard against specific or perceived 'risks' which have been jointly identified by Post Office Ltd 
and Fujitsu. This document defines the policies for controll ing access to the RMGA IT system in 
compliance with the Post Office LISP. 

BS/ISO IEC 20002, "A Code of Practice for Information Security Management," is primarily concerned 
with management and operational controls, but also sets out a number of technical security controls. 
BS/ISO IEC 20002 is used as the basis of RMGA Security Pol icy and Procedures to define the controls 
used throughout RMGA. 

Fujitsu Services shall operate a quality management system ; which complies with BS EN ISO 9001:2008 

Control ling access to IT resources requires a combination of directive, preventive, detective, corrective, 
and recovery controls that are used to manage hardware, software, operations, data, media, network 
equipment, support systems, physical areas, and personnel. They involve both manual procedures as 
wel l as technical controls on the IT system. 

Documents defining the Corporate Fujitsu (UK & Ireland) related policies, processes and procedures that 
are used take precedence over any RMGA documentation, are held on Cafe Vik at: 

o Group property and Facilities management 
http://www.cafevik.fs.fujitsu.com/index.aspx?portal= 106 

o Human Resources http://www.cafevik.fs.fujitsu.com/index.aspx?portal=152 

o Fujitsu Services Security (in particular Security vetting) -
http://www.cafevik.fs.fujtsu.com/index.aspx?portal=107 

o Risk management http://www.cafevik.fs.fujitsu.com/index.aspx?portal=227 

o Data centre Access http://www.is.fs.fujitsu.com/datacentres/ 

o Resource requests http://toolsetl.fs.fujitsu.com/InternalRequests.asp 
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Documentation of RMGA's own Policies, processes and procedures is held on Dimensions and follows 
guidance given in SVM/SEC/POLI0003 RMGA Information Security Policy and SVM/SDM/POL/0027 
RMGA Access Control Policy. 

This document is therefore solely a set of guidelines concerned with the way that RMGA administers 
those people who join, move, or leave its account. 

Reference to all technical details of how this is managed is shown in the document list included in section 
0.4 of this document 

1.2.3 DOORS Requirements 
In addition to requirements placed on RMGA by Post Office Ltd user management requirements are 
detai led in DOORS RMGA's internal management requirement. These can be found in ProjectWeb. 
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User management within the RMGA is based on the creation and control of a complete list of all 
personnel who work on or have access to systems on the RMGA. This list is controlled by the CS 
Security team, and is reviewed and updated on a monthly basis to aid any Audit that may be recorded, 
with the following areas considered: 

Joiners — On a monthly basis, all team managers notify the CS Security team of all personnel who join 
the RMGA after that person has gone through the required security checks. 

Leavers - On a monthly basis, all team managers notify CS Security team of anyone who no longer works 
on the RMGA. Any person who leaves the account, this l ist is used to check and remove any access 
permissions they may have had. 

Movers — The CS Security team is informed of anyone who leaves one team and joins another team 
within the RMGA. Any person who changes their role within the account, the list is used to check that 
their access permission is stil l correct for their new role. 
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2.2 New Joiners 
Figure 2.2 Diagram of User management for new joiners 
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Detailed below are the steps that must be followed prior to an individual who is new to Fujitsu Services 
joining RMGA. 

1. Prior to an individual joining RMGA a line manager must follow HR Direct policies and 
procedures for a new starter these are found on the Cafevik Internal Website for Human 
Resources http://www.cafevik.fs.fujitsu.com/index.aspx?portal=152 and advise and guidance can 
be obtained from HR Professional services. 

2. The line manager requesting the new person must ensure that any information passed to HR 
details clearly that the role, the function, and job details the individual will be undertaking. It must 
clearly state the person is working on the RMGA account and provide any forms required to HR 
and Group Security for reference checking. Details of any forms required for Security vetting are 
held on http://www.cafevik.fs.fujitsu.com/index.aspx?portal=107 . 

3. HR will pass the forms detai l ing security checks to group security and they will ensure that they 
have Fujitsu Services basic checks and because the individual is working on the RMGA account 
specific Credit worthiness and Criminal Record checks. (N.B. if the individual is to work on any 
Government related Post Office Ltd functions there may be a requirement for additional checks 
and this wil l need to be stated by the line manager to HR) 
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4. The line manager wi ll receive detai ls back from HR confirming whether the individual is accepted 
or rejected in this role. 

5. If the individual is rejected then HR procedures detailed at 
http://www.cafevik.fs.fujitsu.coi-n/index.aspx?portal=152 wi ll be followed and advice to the l ine 
manager can again be obtained from HR professional services. 

6. If the individual is accepted into this role and requires access to the RMGA live network then the 
process described in SVM/SEC/PRO/006 "RMGA APPLICATION FOR ACCESS TO THE LIVE 
NETWORK" is followed and the form in Annex A sent by the line manager to Operational 
Security mailbox CSPOA Security. 

7. Guidance as to the roles available and their functional ity on the live network is detai led in 
DES/SEC/HLD/0004 HNG-X Authorization High Level Design and devgenspg0012 Active 
Directory Support Guide. 

8. Details of this user and there role is then compared to the role definitions detai led in 
DES/SEC/HLD/0004 and provided they are documented in here then Operational Security will 
approve the individuals acceptance into the live network 

9. The Operational Security will maintain a record of all users that have been approved and their 
roles and clearance levels and review this regularly. 

10. The Operational Management of user access to the live systems is controlled under Operational 
Level agreements with FS SoP in Northern Ireland and is subject to OLA agreements for Data 
centres SDM/SDM/OLA/0014 and for NT and Unix SDM/SDM/OLA/0015 and users will then be 
set up using their procedures. 

11. If users do not require access to the live network but other FS support systems for RMGA e.g. 
Dimensions, Doors, HP Openview, PEAK, Operational Change systems , then it is the 
responsibility of the team manager managing this function to ensure processes, procedures and 
work instructions are in place for the acceptance, change and removal of users from these 
systems. They must also ensure that the criterion for ISO 27001 compliance is available for 
RMGA audit. 

12. In addition, Operational Security will notify Group property and Facilities management 
http://www.cafevik.fs.fujitsu.com/index.aspx?portal=106 to ensure that their access to dedicated 
RMGA locations is approved. 
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In addition to individuals who join RMGA as new staff in Fujitsu Services, there are cases where people 
with key skills are brought onto the account to perform specific specialist functions. This type of staff may 
be a contractor employed by Post Office Ltd, a third party employed by Fujitsu or an individual who 
belongs to another area of Fujitsu. This applies particularly to Post Office Ltd Joint test team, and 
individuals brought into the account from Architecture and Design practices. 

In addition, individuals may change roles within the RMGA account and therefore their access will need 
to be reviewed. 

Figure 2.3 Diagram of User management for movers 
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1. If a specialist is to be brought into the account then Line managers wil l obtain approval through 
RMGA's change management system to obtain the specialist resource by raising a Change 
Proposal as defined in PA/PRO/0001 Change Management Process. 

2. Line Mangers will then apply for a RIO or Eric according to FS procedures as detailed on Cafevik 
at http://toolsetl.fs.fujitsu.com/InternalRequests.asp and follow the corporate procedures. 

3. The line manager must advise HR that these individuals are transferring into the account and 
provide the Eric and Rio references and the date that these individuals moved roles. The 
procedures for a these new RMGA staff are on the Cafevik Internal Website for Human 
Resources http://www.cafevik.fs.fujitsu.com/index.aspx?portal=152 and advise and guidance can 
be obtained from HR Professional services. 

4. For any change of role, the line manager requesting the transferred person must ensure that any 
information passed to HR detai ls clearly that the role, the function, and job detai ls the individual 
will be undertaking. It must clearly state the person is working on the RMGA account and provide 
any forms required to HR and Group Security for reference checking. Details of any forms 
required for Security vetting are held on http://www.cafevik.fs.fujitsu.com/index.aspx?portal=107 

5. HR will pass the forms detai l ing security checks to group security and they will ensure that they 
have Fujitsu Services basic checks and because the individual is working on the RMGA account 
specific Credit worthiness and Criminal Record checks. (N.B. if the individual is to work on any 
Government related Post Office Ltd functions there may be a requirement for additional checks 
and this wil l need to be stated by the line manager to HR). If these checks have already been 
undertaken as, it is an internal check then this may be skipped. 

6. The line manager wi ll receive detai ls back from HR confirming whether the individual is accepted 
or rejected in this role. 

7. If the individual is rejected then HR procedures detailed at 
http:/iwww.cafevik.fs.fujitsu.com/index.aspx?rtal=152 will be fol lowed and advice to the l ine 
manager can again be obtained from HR professional services. 

8. If the individual is not employed by RMGA directly then they need to sign an NDA that requests 
them to maintain all information that they gather whilst on the account is confidential and must 
not go outside the account, without the specific permission of the RMGA CISO. 

9. If the individual is accepted into this role and requires access to the RMGA live network then the 
process described in SVM/SEC/PRO/006 'RMGA APPLICATION FOR ACCESS TO THE LIVE 
NETWORK" is followed and the form in Annex A sent by the line manager to Operational 
Security mailbox CSPOA Security. 

10. Guidance as to the roles available and their functional ity on the live network is detai led in 
DES/SEC/HLD/0004 HNG-X Authorization High Level Design and devgenspg0012 Active 
Directory Support Guide. 

11. Details of this user and their role is then compared to the role definitions detailed in 
DES/SEC/HLD/0004 and provided they are documented in here then Operational Security will 
approve the individuals acceptance into the live network 

12. The Operational Security will maintain a record of all users that have been approved and their 
roles and clearance levels and review this regularly. 

13. The Operational Management of user access to the live systems is controlled under Operational 
Level agreements with FS SoP in Northern Ireland and is subject to OLA agreements for Data 
centres SDM/SDM/OLA/0014 and for NT and Unix SDM/SDM/OLA/0015 and users will then be 
set up using their procedures. 

14. RMGA Operational Security will be notified by the operational management team to the CSPOA 
Security mailbox when this has occurred and wi ll update their records. 
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15. If users have access to the l ive network but other FS support systems for RMGA e.g. 
Dimensions, Doors, HP Openview, PEAK, Operational Change systems , then it is the 
responsibility of the team manager managing this function to ensure processes, procedures and 
work instructions are in place for the acceptance, change and removal of users from these 
systems. They must also ensure that the criterion for ISO 27001 compliance is available for 
RMGA audit. 

16. In addition, Operational Security will notify Group property and Facilities management 
http://www.cafevik.fs.fujitsu.com/index.aspx?portal=106 to ensure that their access to dedicated 
RMGA locations is approved. 

© Copyright Fujitsu (UK & Ireland) 2009 
COMMERCIAL IN CONFIDENCE 

Ref: 

UNCONTROLLED IF PRINTED OR 
LOCALLY STORED 

SVM/SEC/PRO/0012 

Version: 1.0 
Date: 27/07/2009 
Page No: 15 of 28 



FUJO0235010 
FUJO0235010 

co RMGA User Management Procedure 

FU)ITSU  COMMERCIAL IN CONFIDENCE 

2.4 Leavers 
Figure 2.4 Diagram of User management for leavers 
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HR SERVER 

1. Line managers are required to notify Human resources of an individual leaving the RMGA 
account 

2. There are three types leavers 

a. Those whose assignment within RMGA has been completed 

b. Those who are leaving RMGA and moving to another part of Fujitsu Services 

c. Those leaving Fujitsu services completely. 
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FUJITSU COMMERCIAL IN CONFIDENCE 
4 M

3. For those individuals who fall into categories a and b above the process is the same. 

a. RMGA Operational Security must be notified by the individuals line manager that an 
individual has left, via the CSPOA Security mailbox. 

b. RMGA Operational Security must record the fact that the individual has left , date of 
leaving and the name of the manager informing them. 

c. If access to live systems has been granted, then RMGA Operational Security will advise 
Operational Management teams via a revocation of rights form that this user is no longer 
to be granted access to the live network. 

d. The Operational Management of user access to the live systems is controlled under 
Operational Level agreements with FS SoP in Northern Ireland and are subject to OLA 
agreements for Data centres SDM/SDM/OLA/0014 and for NT and Unix 
SDM/SDM/OLA10015 and users will then be deactivated using those procedures. 

e. RMGA Operational Security wil l be notified by the operational management to the 
CSPOA Security mailbox when this has occurred and wi ll update their records. 

f. The line manager must notify the team management of any support systems that this 
individual has access to on RMGA's behalf e.g. Dimensions, Doors, HP Openview, 
PEAK, Operational Change systems. Then it is the responsibi lity of the team manager 
managing this function to ensure processes, procedures and work instructions are in 
place for the removal of users from these systems. They must also ensure that the 
criterion for ISO 27001 compliance is avai lable for RMGA audit. 

g. In addition, Operational Security will notify Group property and Facil ities management 
http://www.cafevik.fs.fujitsu.com/index.aspx?portal=106 to ensure that their access to 
dedicated RMGA locations is removed. 

h. The line manager must also ensure that any dedicated RMGA assets used by this 
individual are returned to RMGA. 

4. For those individuals who are leaving Fujitsu Services completely then the RMGA line manager 
must follow HR Direct policies and procedures for a termination these are found on the Cafevik 
Internal Website for Human Resources http://www.cafevik.fs.fujitsu.com/index.aspx?portal=152 
and advice and guidance can be obtained from HR Professional services. 

5. The line manager must ensure that any information passed to HR details clearly that the role, the 
function, and job details that the individual is leaving. It must clearly state the person was working 
on the RMGA account and provide any forms required by Group property and Facilities 
management http://www.cafevik.fs.fujitsu.cam/index.aspx?portal=106 to ensure that their access 
to dedicated RMGA locations is removed. 

6. The line manager must also notify the equipment management services team 
http://www.cafevik.fs.fujitsu.com/index.aspx?portal=105 so that any FS Resources are recovered 
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2.5 Review 
1. Line Managers wil l review the access rights they have allocated to individuals and have evidence 

they have done so. 

2. Operational Security will audit access rights and roles with each functional area regularly and 
have evidence it has done so. 

3. Operational Level Agreements wi ll be in place for all non-RMGA functions of FS involved in this 
process and these wi ll be reviewed annual ly. 

4. Operational Level agreements will include the requirement to report on joiners, movers and 
leavers to RMGA Operational Security monthly. 

5. Senior management wil l review six monthly any risks relating to third parties and other areas of 
FS brought onto the RMGA. 
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All areas involved in the provision of this joiners, movers and leavers process must have records 
available to enable RMGA to provide evidence of the following for its ISO 27001 Compliance. 

1. That any joiners movers and leavers into RMGA follow a planned process 

2. Only authorised individuals have access to the assets that their role requires. 

3. The access provided is managed, monitored, reviewed and controlled 
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Table 3 ISO 27001 Controls 

ISO 27001 
Section 

4.2.2 b 

Control Area 

Implement and 
Operate the ISMS 

Control Details 

Implement the risk 
treatment plan in order to 
achieve the identified 
control objectives, which 
includes consideration of 
funding and allocation of 
roles and responsibilities. 

Ownership 

RMIGA Senior 
Management Team 

Framework 
Area 

Management 
Review and 
Monitoring 

Control of Records Records shall be All Management, Management 

4.3.3 
established and FS HR Review and 
maintained to provide Monitoring 
evidence of conformity to FS Legal 
requirements and the 

RMIGA Cemmercia effective operation of the 
ISMS. They shall be 
protected and controlled. 
The ISMS shall take 
account of any relevant 
legal or regulatory 
requirements and 
contractual obligations. 
Records shall remain 
legible, readily identifiable, 
and retrievable. The 
controls needed for the 
identification, storage, 
protection, retrieval, 
retention time and 
disposition of records shall 
be documented and 
implemented. 

Records shall be kept of 
the performance of the 
process as outlined in 4.2 
and of all occurrences of 
significant security 
incidents related to the 
ISMS. 

EXAM PL E 

Examples of records are a 
visitors' book, audit 
reports and completed 
access authorization 
forms 
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ISO 27001 Control Area Control Details Ownership Framework 
Section Area 

5.1 c Management Management shall provide RMGA Senior Management 
Commitment evidence of its Management Review and 

commitment to the Monitoring 
establishment, 
implementation, operation, 
monitoring, review, 
maintenance and 
improvement of the ISMS 
by: 

establishing roles and 
responsibilities for 
information security; 

A 6.1.2 Information Information security CISO Management 
security co- activities shall be co- HR Review and 
ordination ordinated by Monitoring 

representatives from 
different parts of the 
organization with relevant 
roles and job functions. 

A 6.2 External Parties To maintain the security of CISO Control 
the organization's 

Information information and 
Governance information processing 

facilities that are FS Legal 
accessed, processed, 

FS Commercial communicated to, or 
managed by external Architecture and 
parties. Design 

Security Operations 

A 6.2.1 Identification of The risks to the CISO Control 
risks related to organization's information Information external parties and information Governance processing facilities from 

business processes FS Legal 
involving external parties 
shall be identified and FS Commercial 

appropriate controls Architecture and 
implemented before Design 
granting access. 

Control 

A 6.2.2 Addressing All identified security CISO 
security when requirements shall be 

Information dealing with addressed before giving 
Governance customers customers access to the 

organization's information FS Legal 
or assets. 
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r . 

ISO 27001 Control Area Control Details Ownership Framework 
Section Area 

FS Commercial 

Architecture and 
Design 

Security Operations 

A 6.2.3 Addressing Agreements with third CISO Control 
security in third parties involving 

Information party agreements accessing, processing, 
Governance communicating or 

managing the FS Legal 
organization's information 

FS Commercial or information processing 
facilities, or adding Architecture and 
products or services to Design 
information processing 
facilities shall cover all Security Operations 

relevant security 
requirements. 

A 8.1 Human resources To ensure that CISO People 
Prior to employees, contractors 

Human Resources Employment and third party users 
understand their Information 
responsibilities, and are Governance 
suitable for the roles they 
are considered for, and to 
reduce the risk of theft, 
fraud or misuse of 
facilities. 

A 8.1.1 Roles and Security roles and RMGA Senior People 
responsibilities responsibilities of Management 

employees, contractors 
Line managers and third party users shall 

be defined and FS HR 
documented in 
accordance with the 
organization's information 
security policy. 

A 8.1.2 Screening Background verification FS HR People 
checks on all candidates 
for employment, 
contractors, and third 
party users shall be 
carried out in accordance 
with relevant laws, 
regulations and ethics, 
and proportional to the 
business requirements, 
the classification of the 
information to be 
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ISO 27001 Control Area Control Details Ownership Framework 
Section Area 

accessed, and the 
perceived risks. 

A 8.1.3 Terms and As part of their contractual FS HR People 
conditions of obligation, employees, 
employment contractors and third party 

users shall agree and sign 
the terms and conditions 
of their employment 
contract, which shall state 
their and the 
organization's 
responsibilities for 
information security. 

A 8.2 During To ensure that all FS HR People 
Employment employees, contractors 

CISO and third party users are 
aware of information Information 
security threats and Governance 
concerns, their 

Line Managers responsibilities and 
liabilities, and are 
equipped to support 
organizational security 
policy in the course of 
their normal work, and to 
reduce the risk of human 
error. 

A 8.2.1 Management Management shall require Senior management Control 
responsibilities employees, contractors 

Line managers and third party users to 
apply security in 
accordance with 
established policies and 
procedures of the 
organization. 

A8.2.2 Information All employees of the CISO People 
security organization and, where 

Information awareness, relevant, contractors and 
Governance education and third party users shall 

training receive appropriate 
awareness training and 
regular updates in 
organizational policies and 
procedures, as relevant 
for their job function. 

A 8.3 Termination or To ensure that FS HR People 
change of employees, contractors, Line managers employment and third party users exit 
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ISO 27001 Control Area Control Details Ownership Framework 
Section Area 

an organization or change 
employment in an orderly 
manner. 

A 8.3.2 Return of Assets All employees, contractors FS HR Operational 
and third party users shall 

Line Managers return all of the 
organization's assets in 
their possession upon 
termination of their 
employment, contract, or 
agreement. 

A 8.3.3 Removal of access The access rights of all Line managers Operational 
rights employees, contractors Operational Security and third party users to 

information and 
information processing 
facilities shall be removed 
upon termination of their 
employment, contract, or 
agreement, or adjusted 
upon change. 

A 9.1 Secure areas To prevent unauthorized FS Facilities Infrastructure 
physical access, damage Management 
and interference to the 
organization's premises 
and information. 

A 9.1.2 Physical entry Secure areas shall be FS Facilities Infrastructure 
controls protected by appropriate Management 

entry controls to ensure 
that only authorized 
personnel are allowed 
access. 

A 9.1.6 Public access, Access points such as FS Facilities Infrastructure 
delivery and delivery and loading areas Management 
loading areas and other points where 

unauthorized persons may 
enter the premises shall 
be controlled and, if 
possible, isolated from 
information processing 
facilities to avoid 
unauthorized access. 

A.9.2.1 Equipment siting Equipment shall be sited FS Facilities Infrastructure 
and protection or protected to reduce the Management 

risks from environmental 
threats and hazards, and 
opportunities for 
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ISO 27001 Control Area Control Details Ownership Framework 
Section Area 

unauthorized access. 

Al 0.1.1 Documented Operating procedures Line managers Control 
operating shall be documented, 

Operational Security procedures maintained, and made 
available to all users who 
need them. 

A 10.1.4 Separation of Development, test, and Architecture and Infrastructure 
development, test operational facilities shall Design 
and operational be separated to reduce 

Change facilities the risks of unauthorised 
management access or changes to the 

operational system. Test 

A 10.4.1 Controls against Detection, prevention, and Information Control 
malicious code recovery controls to Governance 

protect against malicious 
code and appropriate user 
awareness procedures 
shall be implemented. 

A 10.7.4 Security of system System documentation Document People 
documentation shall be protected against management 

unauthorized access. 

A 10.8.3 Physical media in Media containing Line managers Control 
transit information shall be 

Operational Security protected against 
unauthorized access, 
misuse, or corruption 
during transportation 
beyond an organization's 
physical boundaries. 

A10.10.1 Audit logging Audit logs recording user Line Managers Management 
activities, exceptions, and 

Hel Desk p 
Review and 

information security Monitoring 
events shall be produced Operational Security 
and kept for an agreed 
period to assist in future 
investigations and access 
control monitoring. 

A10.10.3 Protection of log Management Logging facilities and log Architecture and 
information information shall be Design Review and 

protected against 
Line managers 

Monitoring 
tampering and 
unauthorized access. Operational Security 

A 11 Access control Control 

Al 1.1 Business To control access to Senior Management Control 
requirement for information. 

Line Managers 
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ISO 27001 Control Area Control Details Ownership Framework 
Section Area 

access control 

A11.1.1 Access control An access control policy Information Control 
policy shall be established, governance 

documented, and 
reviewed based on 
business and security 
requirements for access. 

A11.2 User access Management 
management Review and 

Monitoring 

A11.2.1 User Registration There shall be a formal Line Managers Operational 
user registration and de- 

Operational Security registration procedure in 
place for granting and 
revoking access to all 
information systems and 
services. 

A 11.2.3 User password The allocation of Line managers Operational 
management passwords shal l be 

Operational  Securitythrough a 
formal management 
process. 

A 11.2.4 Review of user Management shall review Line Managers Management 
access rights users' access rights at Operational Security Review and 

regular intervals using a Monitoring 
formal process. Information 

Governance 

A 11.3 To prevent Control 
unauthorized user 
access, and 
compromise or 
theft of information 
and information 
processing 
facilities. 

A 11.3.1 Password use Users shall be required to Users Operational 
follow good security Information practices in the selection 
and use of passwords. governance 

A 11.3.2 Unattended user Users shall ensure that Users Operational 
equipment unattended equipment 

Information has appropriate 
Governance protection. 

A 11.4.1 Pol icy on use of Users shall only be Information Control 
network services provided with access to governance 

the services that they 
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ISO 27001 Control Area Control Details Ownership Framework 
Section Area 

have been specifically 
authorized to use. 

A 11.4.2 User authentication Appropriate authentication Architecture and Infrastructure 
for external methods shall be used to Design 
connections control access by remote 

users. 

A 11.4.5 Segregation in Groups of information Architecture and Infrastructure 
networks services, users, and Design 

information systems shall 
be segregated on 
networks. 

A 11.4.6 Network For shared networks, Architecture and Infrastructure 
connection control especially those extending Design 

across the organization's 
boundaries, the capability 
of users to connect to the 
network shall be 
restricted, in line with the 
access control policy and 
requirements of the 
business applications (see 
11.1). 

A 11.5.2 User identification All users shall have a Architecture and Infrastructure 
and authentication unique identifier (user ID) Design 

for their personal use only, 
and a suitable 
authentication technique 
shall be chosen to 
substantiate the claimed 
identity of a user. 

A 11.6.1 Information access Access to information and Architecture and Infrastructure 
application system Design restriction functions by users and 
support personnel shall be 
restricted in accordance 
with the defined access 
control policy. 

A13.1.2 Reporting Security All employees, contractors Everyone Control 
Weaknesses and third party users of 

information systems and 
services shall be required 
to note and report any 
observed or suspected 
security weaknesses in 
systems or services. 
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Section Area 

Al 5.1.5 Prevention of Users shall be deterred Users Control 
misuse of from using information-
information processing facilities for 
processing facilities unauthorized purposes. 
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