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Executive Summary: Overview 
Whilst the POL Compliance Team provide a focus for regulated products, this does not extend to other aspects of legislative and regulatory obligations. 

Background The Group Compliance Director and Post Office Limited (POL) Head of Compliance have voiced concerns regarding the adequacy of the control 
environment across the range of legislation and regulation that impacts on POL. In addition, the strategic risk profile developed by the POL Executive 
Team identifies failure to comply with our statutory and regulatory obligations as an area of risk. 

The overall objective is to provide an assessment of the risk that POL does not comply with its statutory or regulatory obligations and provide tools to 
Objectives & support the business unit in the ongoing assessment, monitoring and management of this risk. Specific objectives are to: identify the key gross risk 

approach exposures; facilitate an assessment of control effectiveness around the most significant exposures; and provide an overall net assessment of risks and 
identify priorities for improving the application of a compliance framework in POL. 

The approach identified all areas of legislation and regulation that impact on POL and, through consultation with Legal Services and the Head of 
Compliance, produced from this a list of key areas for POL, excluding areas managed entirely at Group level. Nominated members of the Executive 
Team and Senior Leadership Population were asked to self-asses controls in these areas using a questionnaire previously developed and used at Group 
level, but modified for POL as agreed with the Head of Compliance. The self-assessment was compared with information provided by Legal Services. 

Rating AREA CONTROL ENVIRONMENT: there is a MEDIUM risk of POL breaching its statutory and regulatory obligations. 

RISK TO GROUP: LOW. There are no significant risks that have a Group impact. 

Control Environment. Managing the impact of legislation on POL is complex with policies mostly, but not exclusively, owned at Group level and 
Key findings responsibility for deployment in POL often spread across different functions. POL is embraced by the Royal Mail Group Compliance Framework, which is 

specifically focused on RM Licence Conditions and Competition Law. However, given the wider trend towards an increasing regulatory burden, the 
breadth of legislation impacting on POL and the complexity of the control environment required to manage its compliance, it would be appropriate for 
POL to develop its own compliance framework. We have provided an outline of such a framework that sets out accountabilities, controls and governance 
processes to deliver an adequate control environment across the range of legislation and regulation. Specific matters on which controls are self-
assessed generally as insufficient, and which would be improved by incorporating them into a compliance framework, are compliance monitoring and 
staff awareness and understanding of their responsibilities. 

Controls Self-Assessment Perception Gap. The self-assessments of controls to enable compliance suggest a high level of control. However, in many 
areas of legislation the Legal Services' view, based on judicial reviews, litigation history, compensation claims and dialogue with regulators, suggests that 
the self-assessments, taken as a whole, are not fully reliable. This 'perception gap may itself create a risk if it leads to failure to take action when it 
would appropriate to do so. An adjusted risk profile that reflects apparent gaps in perception of controls and also Legal Services' assessment of the 
degree of regulatory scrutiny shows, overall, a higher level of risk compared with that derived from self-assessment. 

Specific Aspects of Legislation. The principle areas of legislation or regulation where the risk of non-compliance is highestare: 
• Personal data protection where POL products are being transacted by third party suppliers such as POPS; 
- Public Procurement Legislation, reflecting the newness of control measures implemented and concerns about overall levels of awareness. 

Self-assessments are not available for a number of areas, two of which warrant particular attention: Competition Law, breach of which could have a 
severe fi nancial impact; and copyrights and trademarks legislation, which offer opportunities to protect POL's intellectual property assets. 
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Detailed findings 
The following issues were identified during the review and the corrective action and timescale were agreed with the business. All of the actions shown are deemed important. However, a 
further ranking (1-2) has been provided to assist in prioritisation. Priority 1 relates to the higher risk issue. 

Issue Agreed Action Plan Action Owner Timing 

1. Control environment 

1.1 Compliance framework 

POL does not have its own compliance framework; it applies an RMG compliance framework, 
but the coverage is limited to compliance with the RM Licence and Competition Law. 

1.2 Compliance controls 

1.2.1 Priority areas for improvement 

The self-assessment exercise indicates that the priorities are: compliance monitoring; staff 
awareness of their responsibilities; further work to ensure policies owned by POL am fully ft-for-
purpose. Development of an effective compliance framework would address these matters. 

1.2.2 Business change 
The established change control process enables legislative and regulatory issues to be identified 
at an early stage in any business change, but deployment is inconsistent: for example some 
strategic initiatives have not gone through change control. There is activity currently in hand that 
will increase compliance with the process as part of the current business planning round. 

1.3 Controls perception 

Them is "perception gap" between the self-assessment of controls to manage legal and 
regulatory obligations and POL's litigation record and losses history, and concerns raised by 
regulatory bodies. 

1.4 Link with Critical Business Processes (CBPs) 
Compliance with Legal and Regulatory obligation is a CBP for POL, which was most recently 
self-assessed as "substantially deployed". However, the CBP is specifically concerned with 
processes that apply to product-related regulatory compliance rather than legislation and 
regulation in general. 

Business impact 

• Absence of an overall framework creates an inconsistent approach to compliance. 
• Over-estimating the strength of control may lead to complacency and may itself create a risk to 
compliance. 
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Detailed findings 
Issue Agreed Action Plan Action Owner Timing 

2. Areas of legislation or regulation where the risk of non-compliance is high 

2.1 Data Protection Act (DPA) as it applies to sales via direct channels. 3. Review contractual relationships David Glynn 31st Aug 
The self-assessment raised a specific concern that it is not clear who is responsible for setting with third party suppliers and 2008 
standards that POL expects third party suppliers, including POFS, to adhere to and for ensuring introduce the provision of DPA 
such standards are met. Further, there is no monitoring of third party compliance performance in conformance; develop a action 
place. The risk to reputation is especially high given the current levels of public interest following plan to address any gaps that are 
several high profile instances elsewhere of failure to protect personal data. Adoption of a POL identified, 
specific compliance framework will make responsibility dear. (Priority 2). 

2.2 Public Procurement Legislation (PPL). 

Although controls are self-assessed as high, recent history, which includes a 'Letter before 
Acton" from the regulatory body requiring appropriate controls to be put in place, suggests that 
the control environment, established in December 2007, is not mature and the Legal Services' 
view is that awareness and understanding of this legislation are not yet well established. 

Business impact 

• Breach of data protection obligations may cause reputation damage that undermines POL's 
drive for growth in Financial Services product sales. 

• Breach of PPL obligations may result in awarded contracts having to be re-tendered with 
subsequent delays to projects or product developments. 

3. Incomplete self-assessment 
4. Complete the outstanding self- Gary Hockey-Morley 3111 May 

Self-assessment questionnaires were not completed for a number of areas of legislation; and assessment questionnaires and 2008 
without these the risk assessment is incomplete. Amongst the areas not self-assessed are: forward them to IA&RM who will 
• Competition Law. This is an important area to review since the impact of the breach could be use them to update the charts 
very high —the law allows for a fine of up to 10% of turnover provided in this report 
• The law relating to copyrights and to trademarks. These areas are important in that effective (Priority 2). 
control will allow POL to ensure that its own intellectual property assets are adequately 
protected. Therefore, these represent an opportunity as well as a potential risk. 

Business impact 

Failure to complete the self-assessment may mean that areas of non-compliance with adverse 
financial consequences, and also potential opportunities afforded by the legislation are 
overlooked. 
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Legislation & regulation impacting on POL and potential impact of breach Appendix A 
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Control assessment framework Appendix B 
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Risk profile based on self assessment of level of control Appendix C 
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LEVEL OF CONTROL 

Colour coding of risk exposures is in line with the impact and likelihood scoring frame provided at Appendix F 
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Adjusted risk profile 
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Colour coding of risk exposures is in line with the impact and likelihood scoring frame provided at Appendix F 
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Suggested outline of a compliance framework Appendix E 

1. Introductory statement from the Managing Director defining legislative and regulatory compliance and setting out the importance of compliance. 

2. Scope: Areas of legislation and regulation that are applicable to POL, and distinguishing between key legislation! regulation and other, as per Appendix B of this report. 

3. Accountability for each key area of legislation / regulation 

• If there is a RM Group level policy, the framework to identity: policy owner; policy reference and details of how to access it; ET level "champion ° who leads on 
deploying the policy in POL; contact point far queues; 

• If there is a POL business policy, the framework to identify: policy owner (ET level "champion"); policy reference and details of how to access it; contact point for 
queues. 

4. Controls. The framework sets out generic responsibilities forthe ET level "champion" to ensure that appropriate controls are in place: 

• all staff and managers for whom this item is relevant, including new entrants and transferees, to be aware of how the law might impact on them and what their 
responsibilities are (it maybe possible to prepare as an Appendix to the framework a matrix of staff / manager groups and relevant legislation); 

• procedures are in place to ensure that all relevant managers and non-managers are kept informed of changes in requirements; 

• staff awareness is monitored periodically and supported by training where appropriate; 

• there is sufficient specialist and non-specialist resource to manage and monitor compliance with legislative obligations; 

• legislative risks impacted / generated by supplier dependencies or by clients have been identified; 

• suppliers are clear about what is expected of them to support and ensure compliance with the legislation and this is reflected in supplier contracts; 

• appropriate use is made of Legal Services' and other Corporate oversight functions' advice in non-routine situations in which there is potential for non-compliance, 
and to explore and exploit opportunities for competitive advantage provided by the legislation / regulation; 

• there are appropriate procedures in place to ensure that the implications of new / emerging legislation are identif ad, evaluated and responded to appropriately 
and in a timely manner, 

• operating procedures are designed to meet the requirements of the legislation! regulation and appropriate POL or RMG policy;. 

• procedures exist to ensure that Legal Services' and other Corporate oversight functions', as appropriate, are consulted in the development of new products, 
business processes and projects (cross-referring to the business change process, how this is a tool to manage compliance and requirement for conformance); 

• monitoring systems are in place to assess compliance with the legislation / regulation, and to identify and track remedial a ction where performance falls short. 

5. Governance. Compliance with legislative and regulatory obligations is a CBP and is subject to periodic self-assessment and independent validation, which is signed off by 
the Managing Director and reported to the Corporate Risk Management Committee biannually, which enables the business to provide its statutory declaration on risk and 
control in its annual report. 

6. Statement that disciplinary measures will be applied for wilful, persistent or negligent non-compliance, and a cross-reference to the RMG Whistleblowing policy which is 
available for suspected wilful non-compliance 

7. Contact point for queries about the framework and for initial queries about specific aspects of legislation where it is not clear from Section 3 (suggestion: Head of 
Compliance to be this contact point). 

8. Sign-off by Managing Director. 
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Impact and likelihood scoring frame Appendix F 

Risk assessment 
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LIKELIHOOD 
No Descriptor Guidelines 

5 Very likely Expected to occur in most circumstances (greater than 90% chance) 

4 Likely Will probably occur in most circumstance (71-90% chance) 

3 Even chance As likely to occur as not (21.70% chance) 

2 Unlikely Not generally expected but could occur at some time (5-20% chance) 

1 Very unlikely Expected to occur only in exceptional circumstances (less than 5% chance) 

IMPACT 

N Descdpt Financial (POL People Political Customer Service Reputation 
or impact) 

5 Extreme Asses / profit or Death of more than Government enquiry National service Prolonged national 
potential one person into operational disruption at major media coverage 
opportunity loss of inadequacies or locations for more 
more than £20m financial loss than 20 days 

4 Major Asset / profit or Death of one person Repeated concerns a National service National media 
potential complaints raised in disruption at major coverage 
opportunity loss of Padiament, by public locations for between 
£51e-£20m groups or industry 1 and 20 days 

associations 

3 Modest Asset profit or Sedous injuy to Conoomnu or emoploints Regional service Regional media 
potential more than one raised by public groups disruption for up to 10 coverage 
opportunity loss of person or industry associations days 
£1m-£5m to Gove moot bodies 

2 Minor Asses / profit or Serious injury to one Concerns or complaints Local (single site) Local press 
potential person or any injury raised by public groups disruption for 1-3 coverage 
opportunity loss of to more than one or industry associations days 
£100k £1m to local government 

1 Insignitiic Asse- / profit or Injury resulting in Local operational Service disruption Letters to the editor, 
ant potential certificated sick issues raised with less than f hour local press 

opportunity loss of absence member of Parliament 
less than £100k 


