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Thomas Penny ----__  
From: Jenkins Gareth 

~ 
Gi   ' 

Sent: 28 November 2005 12:43 l _ POHT 3 7 9 9_D _i 
To: Lowther Neneh; Thomas Penny 

Subject: RE: CS Witness Statement 

Neneh / Penny, 

I've added in some comments. 

Gareth 

This email is only for the use of its intended recipient. Its contents are confidential and maybe privileged. Fujitsu Services does not guarantee 
that this e-mail has not been intercepted and amended or that it is virus-free. 

Gareth Jenkins 
Distinguished Engineer 
Applications TDA 
Post Office Account 

Fujitsu Services 
Lovelace Road. Bracknelll,_Berkshire,_RG12_8SN
Tel: L GRO 
Mobile: a  GRO
email: 

...._,..._..,_,...._. 
GRO ~

_,... '_._._._._._._._._._._._._._._._._. 

Web: http://uk.fujitsu.com 
_._._._._._._._._._._._. 

Fujitsu Services Limited, Registered in England no 96056, Registered Office 26, Finsbury Square, London, EC2A ISL 

From: Lowther Neneh 
Sent: 22 November 2005 10:50 
To: Jenkins Gareth GI 
Subject: CS Witness Statement issues 

Hi, Gareth, 

PSA copy of our current WS. Penny Thomas has marked up some areas that need attention for us to 
be able to provide further WS to the P0. It has only come to our notice that quite a few things have 
changed eg OBCS, TMS since June 05 and we would like the WS to reflect these. 

Please could you look at this when you've got some time and let me know when it's convenient for 
you to discuss. 

29/11/05 
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Neneh 

-----Original Message-----
From: Jenkins Gareth GI 
Sent: 17 November 2005 14:53 
To: Lowther Neneh 
Subject: RE: CS Witness Statement Amendment 

z 

I've updated the Witness Statement as discussed. 

Happy to discuss further. 

This e-mail is only for the use of its intended recipient. Its contents are confidential and maybe privileged. Fujitsu Services 
does not guarantee that this e-mail has not been intercepted and amended or that it is virus-free. 

Gareth Jenkins 
Distinguished Engineer 
Applications TIM 
Post Office Account 

Fujitsu Services 
I.,ovelace Road, Bracknell, Berkshire, RGI 2 8SN 
Tel: u-u---------u---u-- GRO -~~--u----k~ ------~ 
Mobile: GRO~
email: Gareth.Jenkins...... GRO-H- --.-.-.--.-.-.-.--.-.-.-.--._ -.-.-.-.-.-.-.-.-.-.-.-.-.-.-. 
Web: http://uk.fuiitsu.cum 

Fujitsu Services Limited, Registered in England no 46056, Registered Office 26, Finsbury Square, London, EC2A I SL 

From: Lowther Neneh 
Sent: 15 November 2005 13:40 
To: Jenkins Gareth GI 
Subject: CS Witness Statement Amendment 

Hi, Gareth, 

Just a little note to remind you of the above for sometime on Thursday or Friday. 
Thank you 

Kind regards, 

Neneh Lowther 

29/11/05 
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Customer Services Post Office Account- Security 

Fujitsu Services, Forest Road, Feltham. Middlesex, TW13 7HJ 

-.-.-.-.-.-.-.-.-.-.-.-.-.—_  
Tel : GRO

.-.-. 

Mob: GRO 

Fax --.-.---.---.--GRO 

-.---.--.--.--.-.-

neneh.lowthere -GRO 

Web: <htta://services.fuiitsu.com> 

Fujitsu Services Limited, Registered in England no 96056, Registered Office 26, Finsbury Square, London, EC2A 
ISL 

This e-mail is only for the use of its intended recipient Its contents are subject to a duty of confidence and may be 
privileged. Fujitsu Services does not guarantee that this e-mail has not been intercepted and amended or that it is 
virus-free. 

29/11/05 
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Wtness Statement 
(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) 
and 58, MC Rules 1981; r 70) 

Penny, 

I've added in thoughts / comments as revisions in this colour. 

Gareth 

Brian 

P have read this, but I have no firsthand or background knowiedge~ 
I have made some comment in the text 

is • • LI . i. •'. , .~ ` • f •. 

Age if under 18 Over 18 (If over 18 insert 'over 18') 

This statement (consisting of pages each signed by me) is true to the best of my knowledge and belief 
and I make it knowing that, if it is tendered in evidence, I shall be liable to prosecution if I have wilfully 
stated in it anything which I know to be false or do not believe true. 

Dated the day of 20 

Signature Signature witnessed by 

CS011A (Side A) Version 3.0 11102 



FUJO0122134 
FUJO0122134 

(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 5B, MC Rules 1981, r 70) 

Continuation of statement of Penelope Anne Thomas 

r • • • • P a o• a o • • 

o• a • a_ • :• a a • s as - • a 

•fl T 1IE 1Ii1iNTiJi tITIs •I1J1 iii Ii1I• Ill t I 1 •••-a o 

a -• o - . • a a 

C 
Iflie Horizon system • rovides, a number of daily and weekly records o all transactions in:olt int 
It . It enables Post Office users to obtain computer summaries for individual clients of Pos 

ffice Limited e.g, National Savings Bank, Girobank, Driving Vehicle Licence Agency and th 

e artment of Working Pensions DWP . The Horizon system also enables the clerk t 

roduce a balance of cash and stock on hand ombirted with the oche 

transactions performed in t hat accounting eriod. (Balancing is now done monthly rather than 

weekly as a result of changes introduced by Impact for S80. The change over varied from 

branch to branch but was between September and November 2005.) 

D 

Where local reports are re uired these are accessed from an icon on the aesktop agent!. Th 

ser is presented with a parameter driven menu which enables the report to be customised t 

eguirements. The report is then popula ted from transaction data that is held in the loca 

atabase and is printed ouf on the tall rail printer. The system also allows for information to b 

ransferred to the main accounting department at Chesterfield in order for the office accounts t 
-------- -------

e balance i- I have never seen a report generated by Horizon nor the method for obtaining 

Signature Signature witnessed by 

CS011A Version 3,0 11/02 
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(CJ Act 1967, s9; MC Act 1980,  ss 5A(3) (a) and 58, MC Rues 1981, r 70) 

Continuation of statement of Penelope Anne Thomas 

o 

 nene Also, some resorts (aarticularly Office resorts) are produced on a sinale back office orinter 

rather than on the tally roll printer. 

E 

he Post Office counterprocessing functions are provided through a series of counts 

pplicatlons: the Order Book Control Service (OBCS that ascertains the validity of DWP orde 

oaks before payment is made the Electronic Point of Safe Service EPOSS that enable 

Postmasters to conduct eneral retail trade at the counter and sell products on behalf of theirl

lients I the Automated Payments Service APS) provides sippcftfor utility com anies and 

thers who provide incremental in-payment mechanisms based on the use of cards and oche 

tokens and the Logistics Feeder Service (LFS) which supports the management of cash an 

tack movements to and from the outlet principally to minimise cash held overnight i 

utlets,. The counter desktop service and the office platform service on which it runs provide 

arious common functions for transaction recording and settlement as well as user acres 

ontrol and session mane ement r I have seen a Horizon terminal in a test environment at 

Bracknell but I have never seen these applications on the system These applications do not 

actually appear as separate applications. In some cases the distinction is very artificial as a 

result of the wording of the original contract between ICL and POCL. OBCS has now been 

removed, however we now have some new applications which you may need to be aware of: l o Network Banking 

c'? o Settlement to Debit / Credit cards 

! 
CQ Q o Bureau de Change 

As before these applications are fully integrated into the Horizon counter and are not really

visible as separate applications to the user. 

F 
nfon- ration from counter transactions is written into a local database and then re. ticate 

utornat aUy to databases on all other counters within a Post Office outlet. The information i 

hen forwarded over ISDNtor other communication service) to databases on a set of centre 

ones ondence Servers at the Fujitsu Services data centres. This is undertaken by 

friessagin transport system within the Transaction Management Service (TMS . Variou 

ystems then transfer information to Central Servers that control the flow of information t 

Signature Signature witnessed by 

CS011 A Version 3.0 11/02 
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(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 58, MC Rules 1981, r 70) 

Continuation of statement of Penelope Anne Thomas 

atious suppo1 services. Detajis of outlet transactions are normally sent at least daily via th 

re then forwarded daily via a file transfer service to the Post Office accounting department a 

hesterfeld and also, where appropriate, to other Post Office Clients. 7I could not describe

jTMS or explain. how itWorks 

G 

n audit of all information handled by the TMS is taken daily by copyingall-new messages t 

rchive media. This creates a record of all original outlet transaction details including its origin 

utlet and counter, when it happened, who caused it to happen and the outcome, The TM 

journal is maintained at each of the Fujitsu Services Data Centre sites and is created b 

ecurely re licatin .all transaction records that occurred in every Outlet. Th y therefore provid 

he ability tocompare the audit track record of the same transaction recorded in two places tcl

rerify that systems were o eratin correctly, All exceptions are investigated and reconciled 

ecords of all transactions are written to audit archive medial rm not aware of the two audit 

tracks being compared. However I agree that there are two independent audit tracks that ought 

to be equivalent! 

(HA) 

he system clock incorporated into the desktop application on the counter visual display units i 

o fi ure to indicate local timel This has been the situation at (INSERT PO) (FAD ) since 

(INSERT INSTALLATION DATE) when the Horizon system was introduced at that particular 

. .r■ sa _ .- s 

he Order Book Control System ( CS) software linked to the Horizon system was developed 
n conjunction with the DWP. OSCS provides details of DWP order books on the national to 

a,. _ment list and enables data regarding the movement of order books, and encashments t. 

Signature Signature witnessed by 

CS011A Version 3.0 11102 
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Witness Statement 
(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 58, MC Rules 1981, r 70) 

Continuation of statement of Penelope Anne Thomas 

e captured on their behalf. Each Horizon terminal at a Post Office counter has access to th 

ational stop list through OBCS, when a barcoded DWP order book is scanned at the Pos 

ffice counter, or the order book details are manually keyed into Horizon at the Post Offic 

punter, Each night, the national stop a ment list is updated from information suppliel 

lectronically from the DWP computer centre. National stop payment list data Is held centrath 

vithfn the Horizon system, and is available to all Post Offices. However, certain information frog 

he national stop a ment list is also downloaded to individual Post Offices for faster access 

His download process is called polling. The polling of individual Post Offices also involve 

receiving details of order book movements and encashments at Post Offices, centraly within 

Fiorizoll, for onward transmission to the DWr I have never seen this — but presumably most 

of this is no longer valid All this was correct, but as you say we removed the buttons that 

invoked this functionality on counters in May/ June 2005 and DWP then stopped sending 

updates to the stop list (and we stopped sending them transactions!) 

K 

advice and guidance logged by the Horizon System Helpdesk. During the ??? to ??? , there 

were ?? calls from name & fad code to the Helpdesk. one of these calls relate to fault 

hich would have hafn effect on the integri - the informatio  d on the systems7  am not 

an engineer and I have no guidelines to support this statement. 

When information relating to individual transactions is requested, the data is extracted from the 

audit archive media via the Audit Workstations (AW's). Information is presented in exactly the 

same way as the data held in the archive although it can be fi ltered depending upon the type of 

information requested. rThe integrity of audit data is guaranteed at all times from its origination 

torn a and retrieval to subsequent despatch to the requester. Controls have been established 

hat provide assurances to Post Office Internal Audit (POIA) that this integrity is maintained t_J 

What are these controls?, I don't know the details. Alan Holmes would have been the person to 

Signature Signature witnessed by 

CS011A Version 3 0 11102 
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Witness Statement 
(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 58, MC Rules 1981, r 70) 

Continuation of statement of Penelope Anne Thomas 

1 Extractions can only be made through the AWs, which exist at Fujitsu Services, Forest Road, 

Feltham, Middlesex, Fujitsu Services, Lovelace Lane, Bracknell, Berkshire nd the tw 

ujitsu Services Data Centres. These are all subject to rigorous physical secuiity control 

~propriate to that location Specifically, the Feltham and Bracknell AWs — where most 

extractions take place — are located in a secure room subject to proximity pass access within 

a secured Fujitsu Services site. who has access to the AWs at the datacentres? Who 

checks whether they have been used? Also, I assume the FELO1 room will soon close! 

2. LogLcal access to the AW and its functionality is managed in accordance with the Fujits 

ervices Post Office Account Security Policy and the principles of ISQ 177991 This includes 

dedicated Logins, password control and the use of Microsoft Windows NT security features. 

17. Checksum seals are ca culate for audit data files when they are written to. audit archiv 

rr'edi  and re=d*c[.riated wren the tries aye retried. 

Jra assure the integrity of the audit data while on the audit archive media the checksum sea 

or the fi le is re-•calculated by the Audit Tract Sealer and compared to the original vale 

lculated when the file was originally written to the audit archive media. The result i 

hiaintained in a Check Seal Table — !° m told that checksum seals are an algorithm but I have 

nodea how they ow rk 

Signature Signature witnessed by 

CS011 A Version 3.0 11 ?02 
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(CJ Act 1967, s9; MC Act 1983, ss 5A(3)(a) and 5B, MC Rules 1981, r 70) 

Continuation of statement of Penelope Anne Thomas 

10.The files are copied to the AW where they are checked and converted into the fi le type 

required by Post Office Ltd. 

M 

N 

The report is formatted with the following headings: 

EiU 1riTIUJTh

Signature Signature witnessed by 

CS011A 
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Wftness Statement 
(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 5B, MC Rules 1981, r 70) 

Continuation of statement of Penelope Anne Thomas 

The Event report is formatted with the following headings: 

k­ —P912 • • • • • 

Time — Time of transaction 

P 

The CD (Exhibit PT/??) was sent to the Post Office Investigation section by Special Delivery on 

DATE 2005. 

a 

improper use of the computer. To the best of my knowledge and belief at all material times the 

computer was operating properly, or if not, any respect in which it was riot operating properly, or 

was out of operation was not such as to effect the information held on it I hold a responsibl_ 

ositiOn in relation to the working of the computer - I do not hold a responsible position in t   he

worçngof the Horizon system. I hold a responsible position in relation to the AW 

Any records to which I refer in my statement form part of the records relating to the business of 

Fujitsu Services. These were compiled during the ordinary course of business from informatior 

Signature Signature witnessed by 

CS011A 

8 

Version 3.0 11/02 
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Witness Statement 
(CJ Act 1967, s9, MC Act 1980, ss 5A(3)(a) and 58, MC Rules 1981, r 70) 

Continuation of statement of Penelope Anne Thomas 

r r •: i i • ' f. t of o f i 

Signature Signature witnessed by 

C5011A Version 3.0 11/02 
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From: Thomas Penny 
Sent: 23 November 2015._1.1.:5.6_._._._._._._._._ 
To: 'graham.c.ward GRO 
Cc: Pinder Brian 

_. . . . ._._._.-.-._._. 

Subject: RE: Another statement please 

Hi Graham 

Hope you are well. 

Just to let you know that we are currently updating the witness statements to accommodate the demise of OBCS and 
to update any other necessary information. As soon as we've done this we will send you a copy for review - bearing in 
mind the move to Bracknell this will probably the mid-back end of next week. 

Kind regards 
Penny 

-----Original
From: graham c GRO _ward; 

GRO it 
?®nt:22 

®vembe-- 11:36 
To: Fujitsui GRO 
Subject: Another 

staterWenf'please 

Morning all 

Can I please request a statement for the following 4 ARQ's (Dumfries) 

(Embedded image moved to file: pic27401.jpg) 

omit para's H(b) J and K 

Thankyou 

Regards 

Graham 

Casework Manager 
Post Office Ltd Investigation Team 

PO BOX 1, CROYDON, CR9 1WN 

Postline: N/A,_ STD Phone: GRO ;VoiceMail: 
N/A, Mobex: i GRO  
External 

_ 
EmaiC-graham.c.ward GRO 

This email and any attachments are confidential and intended for the 
addressee only. If you are not the named recipient, you must not use, 
disclose, reproduce, copy or distribute the contents of this communication. 
If you have received this in error, please contact the sender and then 
delete this email from your system. 
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From: Thomas Penny 
Sent: 22 November 2005 12:17 
To: Pinder Brian 
Cc: Sewell Peter (FEL01); Lowther Neneh 
Subject: FW: Another statement please 

pic274Q1.1pg 

Hi Brian 

Another request for a witness statement here - the timeframes are 25 Aug to 7 Sep 04 and 14 Feb to 18 Apr 05. 

Kind regards 
Penny 

---Original Message___
From: graham.c.ward'i GRO 

GRO ~ 
gent Z21~®vein er 

2005 i.,1,.3B._._._._._._._._. 

To: Fujitsu?  GRO 
Subject: Another statement please 

Morning all 

Can I please request a statement for the following 4 ARQ's (Dumfries) 

(Embedded image moved to file: pic27401'.jpg) 

omit para's H(b) J and K 

Thankyou 

Regards 

Graham 

Casework Manager 
Post Office Ltd Investigation Team 

PO BOX 1, CROYDON, CR9 IWN 

Postline: N/A, STD Phone: GRO a VoiceMail: 
N/A, Mobex:L GRO_ 

- 

I_ 
External Email: graham.c.ward; GRO 

This email and any attachments are confidential and intended for the 
addressee only. If you are not the named recipient, you must not use, 
disclose, reproduce, copy or distribute the contents of this communication. 
If you have received this in error, please contact the sender and then 
delete this email from your system. 
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Thomas Penny 

From: Thomas Penny 
Sent: 15 November 2005 11:16 
To: Pinder Brian 
Subject: FW: Witness Statement Mark-up 

Hi Brian 

I know you get a lot of mail - I just wanted to bring this to the top again. 

Kind regards 
Penny 

-----Original Message--
From: Thomas Penny 
Sent: 08 November 2005 10:03 
To: Pinder Brian 
Subject: RE: Witness Statement Mark-up 

Thanks, Brian. But please note that the replacement description for OBCS is needed now - this should be applied to 
the next witness statement requested. 

Kind regards 
Penny 

-----Original Message----
From: Pinder Brian 
Sent: 04 November 2005 08:31 
To: Thomas Penny 
Cc: Sewell Peter (FEL01); Lowther Neneh 
Subject: RE: Witness Statement Mark-up 

Penny 

Noted, I will review this in slow time see what we can do to resolve. 

Regds Brian 

From: Thomas Penny 
Sent: 31 October 2005 09:00 
To: Pinder Brian 
Cc: Sewell Peter (FEL01); Lowther Neneh 
Subject: Witness Statement Mark-up 

Hi Brian 

You asked me to mark up the standard witness statement with any concerns/comments I may have. This I have 
done and attach. 

<< File: Penny's template - marked.doc >> 

Kind regards 
Penny 

Penny Thomas 
Customer Services - Post Office Account- Security 

Fujitsu Services, Forest Road, Feltham, Middlesex, TW13 7HJ 

Tel: _-_-_ _ _.___ _-GRO _ _ _ _ _._ _ _._ _ _._._._.-
Internal! GRO

Fax ._._._._.GRO 
Internal GRO 

penny.thomas GRO 

1 
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. W b: <<http://services.fuiitsu.com>>
Fujitsu Services Limited, Registered in. England no 96056, Registered Office 26, Finsbury Square, London, EC2A 1SL 

This e-mail is only for the use of its intended recipient. Its contents are subject.tb a duty of confidence and may be privileged. Fujitsu 
Services does not guarantee that this e-mail has not been intercepted and amended or that it is virus

-free. 
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From: 
Thomas Penny 

Sent: 08 November 2005 10:03 
To: Pinder Brian 
Subject: RE: Witness Statement Mark-up 

Thanks, Brian. But please note that the replacement description for OBCS is needed now - this should be applied to 
the next witness statement requested. 

Kind regards 
Penny 

----Original Message----
From: Pinder Brian 
Sent: 04 November 2005 08:31 
To: Thomas Penny 
Cc: Sewell Peter (FEL01); Lowther Neneh 
Subject: RE: Witness Statement Mark-up 

Penny 

Noted, I will review this in slow time see what we can do to resolve. 

Regds Brian 

From: Thomas Penny 
Sent: 31 October 2005 09:00 
To: Pinder Brian 
Cc: Sewell Peter (FEL01); Lowther Neneh 
Subject: Witness Statement Mark-up 

Hi Brian 

You asked me to mark up the standard witness statement with any concerns/comments I may have. This I have 
done and attach. 

File: Penny's template - marked.doc» 

Kind regards 
Penny 

Penny Thomas 
Customer Services - Post Office Account- Security 

Fujitsu Services, Forest Road, Feltham, Middlesex, TW13 7HJ 

T.I.
Internet GRO

b3 Fax: - -G RO 

0 penny.thoma5 GRO 

Web: <<http://services.fuiitsu.com>>
Fujitsu Services Limited, Registered in England no 96056, Registered Office 26, Finsbury Square, London, EC2A 1 SL 

This e-mail is only for the use of its intended recipient. Its contents are subject to a duty of confidence and may be privileged. Fujitsu 
Services does not guarantee that this e-mail has not been intercepted and amended or that it is virus-free. 
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From: graham.c.wardl GRO 
Sent: 28 November 211Q5._1 .43 
To: Fujitsu GRO 
Subject: Statement request 

pioO5180.1p9 

All 
Please provide a statement in respect of ARQ (Embedded image moved to file: 
pic05180.jpg) - Camberwell. Usual please omitting just para's H(b) and K. 

Thankyou 

Regards 

Graham 

Casework Manager 
Post Office Ltd Investigation Team 

PO BOX 1, CROYDON, CR9 1 WN 

Postline: N/A,, STDPhone_;ti_ GRO VoiceMail: 
N/A, Mobex: i GRO 
External Email: 

'graham.c.wardi GRO 

This email and any attachments are confidential and intended for the 
addressee only. If you are not the named recipient, you must not use, 
disclose, reproduce, copy or distribute the contents of this communication. 
If you have received this in error, please contact the sender and then 
delete this email from your system. 
kA*A*A****AAA***A*AA*AA****R*##**A*wA**********A**R**RA*w**wAR**AA*A*A 
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Iii 

From: Thomas Penny 

Sent: 24 November 2005 11:53 

To: Jenkins Gareth GI 

Cc: Lowther Neneh; Pinder Brian; Sewell Peter 

Subject: FW: CS Witness Statement Amendment 

Hi Gareth 

Neneh has said that you have kindly agreed to look at my mark up of the witness statement. 

A lot of my comments relate to my general ignorance of how things work - Brian Pinder is dealing with these 
issues. 

My immediate concerns are that I am not convinced that the statement is factually correct. I know about the 
demise of OBCS, but I dont know when it was rolled out to the estate, did it happen overnight or was there are 
phasing out period? I don't understand how network. banking works (I did look at the procedures you 
suggested but I was unable to put the picture together) let alone provide the narrative. Is this something you 
could help us with? 

Someone mentioned to me that reporting to the accounts department was no longer happening as we state -
do you know if this is the case? 

If you could highlight anything in the statement which is not factually correct you would be doing us a great 
service. 

Kind regards and many thanks 
Penny 

_--__Original Message-----
From: Lowther Neneh 
Sent: 22 November 2005 10:25 
To: Thomas Penny 
Subject: FW: CS Witness Statement Amendment 

Original Message_____ 

From: Jenkins Gareth GI 
Sent: 17 November 2005 14:53 
To: Lowther Neneh 
Subject: RE: CS Witness Statement Amendment 

Neneh, 

I've updated the Witness Statement as discussed. 

I'm left some of the Networking bit highlighted in Blue, since I can't say that I know it is true (but it probably 
is). It may be OK just to delete that bit. What is left in that section may be sufficient (I guess it depends upon 
what the issue is!) I 've removed the blue highlighting from the rest of the document. 

I've used "Revisions" so that you can see what I've changed. I've highlighted the Date etc in yellow to remind 
us to update it for the final version. 

Happy to discuss further. 

Regards 

24/11/05 
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Gareth 

This e-mail is only for the use of its intended recipient. Its contents are confidential and may be privileged. Fujitsu Services does not guarantee 
that this a-mail has not been intercepted and amended or that it is virus-free. 

Gareth Jenkins 
Distinguished Engineer 

Applications TDA 
Post Office Account 

Fujitsu Services 

Lovelace Road, ,_ Bracknell, Berkshire,_  RG 12 S_ S_ N 
Tel: GRO 
Mobile: 

 
GRO

email: -._._._._._._._._._._._._.GRO
Web: http://uk.fujitsu.com 

Fujitsu Services Limited, Registered in Englandno 96056, Registered Office 26, Finsbury Squart London, EC2A 1 SL 

From: Lowther Neneh 
Sent: 15 November 2005 13:40 
To: Jenkins Gareth GI 
Subject: CS Witness Statement Amendment 

Hi, Gareth, 

Just a little note to remind you of the above for sometime on. Thursday or Friday. Thank you 

Kind regards, 

Neneh Lowther 

Customer Services- Post Office Account- Security 

Fujitsu Services, Forest Road, Feltham, Middlesex, 1W13 7HJ 

Tel: GRO 

Mob: G RO _._._._._._._._._._._._._._._._._._. 

0 Fax: GRO

_._._._._._._._._. GRO._._._._._._._._._.. 

Web: <http://services.fujitsu.com> 

Fujitsu Services Limited, Registered inEngland no 96056, Registered Office 26. Finsbury Square, London, EC2A 1SL 

This e-mail is only for the use of its intended recipient. Its contents are subject to a duty of confidence and may be privileged. Fujitsu 
Services does not guarantee that this e-mail has not been intercepted and amended or that it,is virudree. 

24/11/05 
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Thomas Penny 

From: Lowther Neneh 

Sent: 22 November 2005 10:25 

To: Thomas Penny 

Subject: FW: CS Witness Statement 

Penny, 

PSA from Gareth. Let me know what you think. 

Gareth's just called me back. He's on his way to Sheffield for meetings at the moment and won't be back till 
Thursday.. 

He'll be picking up his mails so I've sent him a copy of ur 'marked up WS to look at-when he's got some time 
and he's promised to discuss further by Friday. 

Kind regards,, 

Neneh 

----_Original Message-----
From: Jenkins Gareth GI 
Sent: 17 November 2005 14:53 
To: Lowther Neneh 
Subject: RE: CS Witness Statement Amendment 

Neneh, 

I've updated the Witness Statement as discussed. 

I'm left some of the Networking bit highlighted in Blue, since I can't say that I know it is true (but it probably 
is). It may be OK just to delete that bit. What is left in that section may be sufficient (I guess it depends upon 
what the issue is!) I've removed the blue highlighting from the rest of the document. ,. 

I've used "Revisions" so that you can see what I've changed. I've highlighted the Date etc in yellow to remind 
us to update it for the final version. 

Happy to discuss further. 

Regards 

Gareth 

This e-mail is only for the use of its intended recipient. Its contents are confidential and may be privileged. Fujitsu Services does not guarantee 
that this e-mail has not been intercepted and amended or that it is virus-free. 

Gareth Jenkins 
Distinguished Engineer 
Applications TDA 
Post Office Account 

Fujitsu Services 
Lovelace Road, Bracknell, Berkshire, RG 12 8SN. 
Tel: 

_.-.-. 

GRO 

Mobile: G_RO 
. . . . . . . . . . . . . . . . . . . . . 

email:  `---_----.-.---------.--
- GRO _ _._._._._ _._._._ - _._ . 

. . . . . . . . . . . . . . . . 

Web: http:l./uk.fujitsu.com 

22/11/05 
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Page 2 of 2 

Fujitsu Services Limited, Registered in Englandno 96056, Registered Office 26, Finsbury Squar London, EC2A i SL 

From: Lowther Neneh 
Sent: 15 November 2005 13:40 
To: Jenkins Gareth GI 
Subject: CS Witness Statement Amendment 

Hi, Gareth, 

Just a little note to remind you of the above for sometime on Thursday or Friday. Thank you 

Kind regards, 

Neneh Lowther 

Customer Services - Post Office Account- Security 

Fujitsu Services, Forest Road, Feltham, Middlesex, TW13 7HJ 

r ' Tel: ,I GRO
------------------

Mob:

Fax: GRO 

GRo 

Web: <http://services.fujitdu.com>

Fujitsu Services Limited, Registered inEngtand no 96056, Registered Office 26, Finsbury Square, London, EC2A 1SL 

This e-mail is only for the use of its intended recipient. Its contents are subject to a duty of confidence and may be privileged. Fujitsu 
Services does not guarantee that this e-mail has not been intercepted and amended or that it is virus-free. 

22/11/05 
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Witness SWftness Statement 
(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) 
and 5B, MC Rules 1981, r 70) 

Statement of B 4 Gareth Idris Jenkins 

Age if under 18 Over 18 (If over 18 insert 'over 18') 

This statement (consisting of 07 pages each signed by me) is true to the best of my knowledge and 
belief and I make it knowing that, if it is tendered in evidence, I shall be liable to prosecution if I have 
wilful ly stated in it anything which I know to be false or do not believe true. 

Dated the 3rd day of 
October 2005, 

Signature 

Signature Signature witnessed by 

CS011A (Side A) Version 3.0 11102 
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Witness Statement 
(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 5B, MC Rules 1981, r 70) 

Continuation of statement of Beatrice Neneh Lowther 

The Post Office counter processing functions are provided through a series 

of counter applications: the Order Book Control Service (OBCS)iG-was one 

of these applications and it ascertained g the validity of DWP order books 

before payment ~as -was made. The counter desktop service and the office 

platform service on which it &ran provides various common functions for 

transaction recording and settlement as well as user access control and 

session management. 

Ii iTZI • . iUl1Si Hi ILYLUiTh1

•i.i.r IITI11

IflMi HTii Miiii.iiiii.iu iF. 

« o outlet. • r • ••• • - - 

Signature Signature witnessed by 

CS011A 
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Witness Statement 
(CJ Act 1967, s9, MC Act 1980, ss 5A(3)(a) and 58, MC Rules 1981, r 70) 

Continuation of statement of Beatrice Neneh Lowther 

system within the Transaction Management Service (TMS). Various 

systems then transfered information to Central Servers that controled the 

relating to the outlet's stock holding and cash account were sent 

weekly. Details acewere then forwarded daily via a file transfer service to 

the Post Office accounting department at Chesterfield and also, where 

appropriate, to other Post Office Clients. In this respect DWPwas a Post 

Office Client. 

•• •. •. '~ — • M 21 # 

Signature Signature witnessed by 

CS311A 
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Witness Statement 
(CJ Act 1967, s9; MC Act .1980, ss 5A(3)(a) and 5B, MC Rules 1981, r70) 

Continuation of statement of Beatrice Neneh Lowther 

! s !r • 1•• • s •• !. -• • 

.•,_ e • • Owe .•• • o 

Signature Signature witnessed by 

CS011A Version 30 11102 
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(CJ Act 1967. s9, MC Act 1980, ss SA(3)(a) and 58, MC Rules 1981,r70 

Continuation of statement of Beatrice Neneh Lowther 

is1 ITi k.] • • • ii ItI IIi! . - -,' 

Post Office outlets are identified by Post Office Ltd with a FAD Code. 

These identifiers are passed from Post Office Ltd to Horizon when a Branch 

is first Opened (or migrated to Horizon in many cases). When a Branch is 

first opened (or migrated to Horizon), Post Office defines the number of 

Counter Positions required (including any Back Office positions). These 

are then allocated Counter positions from 1 (which is the gateway counter 

used to communicate to the Data Centre) up to the number of counters. 

The Counter position is fixed and is associated with a Physical terminal 

when it is installed in an outlet. 

Signature Signature witnessed by 

CS011A version 3.0 11/02 
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Witness Statement 

(C,' Act 1967, s9, MC Act 1980, ss 5A(3)(a) and 5B, MC Rules 1981, r 70) 

Continuation of statement of Beatrice Neneh Lowther 

via dedicated links to Fujitsu's datacentres in Wigan and Boote. jf Site, 

linked in `. `tied~ac te cr* ,~Zirgb " us ng Ramput c'= ti & . 

lh . aI §j c f; is a used tJise 

pro HerMlaJ:esp► G):Co`rnr un t ~a s 

,ec E',seCyrtt~l .CrataR:(~ G} Hardvrrar airi'dsoftv~i+ar taSe,-v, 

enc it n Vie' hnologj s used, wh X ~p opera to provid r rity .n 

c of e f t~ otectia  in i a e9 , ore $orb y ` t 

ca poses t fie key , ~s~ee toencrypt'traMc ,o,a d from a ar culan.outfet 

as tfi ditional bey "f o actin anauthe, ttcation oft  °ul`e~t. 

n is.also;tas # I rrat~~rtandata tt s that " ffi, 

iportantw; l recipient can fher~,ve'r'i the~ntegrst of the sealed, dafa =by 

using anappr~priatepublc'k Most file transfers are sent from Wigan 

• • t♦ s • local • . •I '! . r • fl TAjg iI. • .... 

Signature Signature witnessed by 

CS011A Version 3.0 11/02 
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Witness Statement 
(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 5B, MC Rules 1981, r 70) 

Continuation of statement of Beatrice Neneh Lowther 

1/ The End of Day record was not produced in the outlet — usually due to 

the gateway being unable to communicate with one of the other counters — 

for example it has failed or been switched off. 

2/ The end of Day record has not been successfully replicated from the 

Post Office outlet to the datacentre — usually due to a communications 

problem. 

e • i --.• r • • -[1111 ITS • ^e -. 

-a r e • •• r. 

Signature Signature witnessed by 

C601 1A Version 3.0 11/02 
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Witness Statement 
(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 5B, MC Rules 1981, r 70) 

Continuation of statement of Beatrice Neneh Lowther 

Signature Signature witnessed by 

CS011A Version 3.0 11102 
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From: Pinder Brian 
Sent: 06 November 2005 18:26 
To: Thomas Penny 
Cc: Sewell Peter (FEL01) 
Subject: FW: Witness Statement Mark-up 

l 

Apologies I seem to have missed you from this one, please note for your awareness of my views on the way ahead 
with prosecution support /ARQ's / witness statements etc. 
It is basically in response to Neneh's email to you re her comment to "cover for your absences and nothing more." and 
in view of this comment I may need to fine tune the role however (see below) although .1 will add I do not envisage 
anything major here or contentious arising from this, as we must cater for all eventuallities. 

Regds Brian 

From: Pinder Brian 
Sent: 04 November 2005 08:29 
To: Lowther Neneh 
Cc: Sewell Peter (FEL01) 
Subject: RE: Witness Statement Mark-up 

Neneh ci Peter for info only 

I note your concerns and agree we do need to review our liabilities particularly regarding submission of these 
statements, but as per the Org Chart which Bill Mitchell produced to all some months ago, most roles are geared to 
overlap to cater for leave and sickness and any increased workload. 

However in both yours & Penny's areas (which are of particular importance) I do envisage some job sharing as the 
workload dictates, it is only prudent to be multitasking in areas of such importance and visability to the customer and 
obviously this will be made easier once we are all based at Bracknell. 

Hope this is helpful and beneficial but happy to discuss. 

Regds Brian 
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,W

Brian Pinder 
Security Manager 

Pete Sewell Penny Thomas Andy Dunks Neneh Lowther 
Key Manager & Security Deputy Security Prosecution 

Manager & Projects Support Vulnerability Administration & 
Management User Management 

Manual Key Management Audit Retrieval Queries Automated Key Management Security Administration 
NBX Queries SecurlD Administration 

Pin Pad Security Ad Hoc Queries KMA Event Management Security Awareness and Tr 
Attalla Card Management 
Trust Model Management Prosecution Support Certificate Authority Security Documentation 

Customer Liaison (POL Inv) SecurlD Management Policy & Legal Compliance 
Service Introduction (Sy Co-ord) 
Secure Code Signing Server Security Clearance Requests Event Monitoring Audit Retrieval Queries 

Security Pass Management Firewall Monitoring NBX Queries 
Risk Management Ad Hoc Queries 
Information Security Audits Subject Matter Requests BS ISO/lEC 17799 
Physical Security (DPA & FOI) BE ISO/IEC 17799 

Anti Virus 
BS ISO/IEC 17799 Change Management Vulnerability Management Vulnerability Management 

Fault Reporting - Peaks. Deputy Key Manager 
Security Clearances Incident Management Change Management 
Security Pass Management Fault. Reporting - Peaks, Change Management 

Incident Management Fault Reporting - Peaks, 
Security Project Management Incident Management 
Change Management 
Fault Reporting- Peaks, 
Incident Management 

1 © Fujitsu Services 2004 April 2005 Post:Office — Horizon Explained 

Lowther Neneh From: 
Sent: 01 November 2005 11:28 
To: Thomas Penny; Pinder Brian 
Cc: Sewell Peter (FEL01) 
Subject: RE: Witness Statement Mark-up 

Hi, Penny, 

I have looked at the WS and basically there is a lot of it you have issues it. 

As you are the person doing the job now, I am happy to work with the final product when the amendments have been 
made as I'm only hoping to cover for your absences and nothing more. 

Kind regards, 

Neneh 

-----Original Message-----
From: Thomas Penny 
Sent: 31 October 2005 09:00 
To: Pinder Brian 
Cc: Sewell Peter (FEL01); Lowther Neneh 
Subject: Witness Statement Mark-up 

Hi Brian 

2 
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t 

You 

asked me to mark up the standard witness statement with any concerns/comments I may have. This I 
have done and attach. 

<< File: Penny's template - marked.doc >> 

Kind regards 
Penny 

Penny Thomas 
Customer Services - Post Office Account- Security 

Fujitsu Services, Forest Road, Feltham, Middlesex, TW13 7HJ 

Tel: GRO
Fax: GRO 

V  GRO

Web: s<http://services.fujitsu.com>> 
Fujitsu Services Limited. Registered in England no 96056, Registered Office 26, Finsbury Square, London, EC2A 1SL 

This e-mail is only for the use of its intended recipient. Its contents are subject to a duty of confidence and may be privileged. Fujitsu 
Services does not guarantee that this e-mail has not been intercepted and amended or that it is virus-free. 

3 
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u 

From: Thomas Penny 
Sent: 31 October 2005 09:00 
To: Pinder Brian 
Cc: Sewell Peter (FEL01); Lowther Neneh 
Subject: Witness Statement Mark-up 

Hi Brian 

You asked me to mark up the standard witness statement with any concerns/comments I may have. This I have done 
and attach. 

Penny s template -
marked.doc 

Kind regards 
Penny 

Penny Thomas 
Customer Services - Post Office Account- Security 

Fujitsu Services, Forest Road, Feltham, Middlesex, TW13 7HJ 

Tel: G RO
LiII Fax: =GRO 

penny.thomas c GRO 

Web: <http://services.fuiitsu.com>
Fujitsu Services Limited, Registered in England no 96056. Registered Offece26, Finsbury Square, London, EC2A 1SL 

This e-mail is only for the use of its intended recipient. Its contents are subject to a duty of confidence and may be privileged. Fujitsu! Services 
does not guarantee that this e-mail has not been intercepted and amended or that it is virus-free. - 

1 
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(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) 
and 5B, MC Rules 1981, r 70) 

I have made some comment in the text 

Statement of Penelope Anne Thomas 

Age if under 18 Over 18 (If over 18 insert over 18') 

This statement (consisting of pages each signed by me) is true to the best of my knowledge and belief 
and I make it knowing that, if it is tendered in evidence, I shall be liable to prosecution if I have wilfully 
stated in it anything which I know to be false or do not believe true. 

Dated the day of 20 

Signature 

A 

I have been employed by Fujitsu Services, Post Office Account, formally ICL Pathway Ltd., 

since 20 January 2004 as an Information Technology (IT) Security Analyst responsible for audit 

data extractions and IT Security. I have working knowledge of the computer system known as 

Horizon, which is a computerised accounting system used by Post Office Ltd. I am authorised 

by Fujitsu Services to undertake extractions of audit data held on the Horizon system and to 

obtain information regarding system transaction information processed on the Horizon system. 

B 

Horizon's documented processes relate to each Post Office outlet. They state that at each Post 

Office, there are counter positions which each have a computer terminal, a visual display unit 

Signature Signature witnessed by 

CS011A (Side A) Version 3.0 11/02 
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LTAA11iI 1 1E't(Ii ,11.1I 

(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 5Q, MCRu/es 1981, r 70) 

Continuation of statement of Penelope Anne Thomas 

and a keyboard and printer. This individual system records all transactions input by the counter 

clerk working at that counter position. Each clerk logs on to the system by using their own 

unique password. The transactions performed by each clerk, and the associated cash and 

stock level information are recorded by the computer system in a stock unit. Once logged on, 

any transactions performed by the clerk must be recorded and entered on the computer and 

are accounted for within the user's allocated stock unit. 

f 

TI~►e 3r+z$" s~st m` r ivi 
_ 
e a':nu a d`a't. . n. eet ALC . s 4 f tr`" . sact► son  utM

e btsPo  ' d 's t+-ev er:. : ►irk 1 ~, a °` ier►. f t 

ce L+m+t .d a ~. '' a ~a r;~ G+r  , k per~7t `• ~ + 

rod - aweeky ba a ceo caste d sto • . " . . coribine` tnrith o r, t = sactio 

I,] 

user Es p $ e ; ec~, `t ~°  ~ rat"e enable _:red,  ec totni's ` o 

q +ire a is _Tf~e p  rt i' _ h d" u afedr fra rah tc  ' to aY' n. , — I$c l 

ataE ase a tl."isrpr+nted out o ;; the tialfy`ro : s, a sa.aR ws:: or lriforrnatio ` to; " 

nse_ e.,._: _#' a+ a'co,.r mepa~tpg 't .tiesteeriel' "a+ ~ord'e .or; eo-o ,+c :accountstp 

b arise ' — I have never seen a report generated by Horizon nor the method for obtaining 

one 

E 

h s Q re c ante ro ssi  x cti s t r~vi ecizihro g; 5 aeDOU writer

!rat+ons;% he"Orde Boo Coritro Se" +c CS.: ha cent snt e ' al" i o WP<o rd

-o fare:a~rm :~ ` Ele Deli . lntx' . . Settu_ ( 5 tna" dab 

Signature Signature witnessed by 
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Witness Statement 

(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 5B, MC Rules 1981, r 70) 

Continuation of statement of Penelope Anne Thomas 

j!e stock mgverne s 4a . t. < gait e~~ pnr~cip ll~ to tr~imrse s a overri`r th  i 

#' s ; 'e. n er de kt ice adrtlie ice p1_ rtr~:, iireyo ':wlai.ch ^id 

a r u o " m ~`1C r© sfor saeio {rcor _i g ;n. sett(, en gas we I`as'user.a; a`; 

— I have seen a Horizon terminal in a test environment at 

Bracknell but I have never seen these applications on the system 

F 

ass trans orf sys em raps won; aka a t e rice (TMS) /a66—

h- este  — I could not describe 

TMS or explain how it works 

rchi .e edifi g rs.creates.a rcord,ofa°a I or(cjrnal outl t ~cion etalls~rn udm its onQ~n,-

e#flet

(HA) 

Signature Signature witnessed by 
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Witness Statement 

(CJ Act 1967, s9, MC Act 1980, ss .5A(3)(a) and 5B, MC Rules 1981, r 70) 

Continuation of statement of Penelooe Anne Thomas 

No gUr foy_indtc: ,t oGal tii This has been the situation at (INSERT PO) (FAD ) since 

(INSERT INSTALLATION DATE) when the Horizon system was introduced at that particular 

the; Q er :o ontr . S 'st B = o , link to ftt _ roc . s yste as deal 

tce • me ort' ,order:=b _ deta'Is are; rnatatia e~ied °to.,, ; o 'z "ats th yPo Uffi 

the nano [ stopa  e list Isa o`` a - in 'yid, al Post Cy?ffc o~-f ereh 

dwn ,mod ` ess rs: ̀ ale °: ' oTfi ~, Apo ing o m >vi aI Post ices a so in s recervin 

defa~ls o ord`e bo k .. ovements and£e cas m s: a ;.Po .' rallyN~t a 'n o ih, o 

onward a snis fon . tf ', — I have never seen this — but presumably most of this is no 

12 

I have access to reports that monitor faults, polling failures, equipment failures and calls for 

were ?? calls from name & fad code to the Helpdesk. 

.  — Iamnot 

L 

When information relating to individual transactions is requested, the data is extracted from the 

Signature Signature witnessed by 

CS011A 
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(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 5B, MC Rules 1981, r 70) 

Continuation of statement of Penelope Anne Thomas 

audit archive media via the Audit Workstations (AW's). Information is presented in exactly the 

same way as the data held in the archive although it can be filtered depending upon the type of 

information requested. i t ' 
crate 

ali te
e:, f o t9 Fr r 

at 

s oja 'e'an' ' t' tT' e al to bs a ">k s : ; o' 
a 

'ete r►trols;hav ",`:e n:es 's 
sv 

- 

What are these controls? 

1 Extractions can only be made through the AWs, which exist at Fujitsu Services, Forest Road, 

Feltham, Middlesex, Fujitsu Services, Lovelace Lane, Bracknell, Berkshire " p

u  

tts 

etv `" Dat c ntr T re al sub set to rig. i- 'us_py ,ca1_, ;c05urif on ro'
Specifically, the Feltham and Bracknell AWs — where most 

extractions take place — are located in a secure room subject to proximity pass access within 

a secured Fujitsu Services site. -- who has access to the AWs at the datacentres? Who 

checks whether they have been used? 

fri 

This includes 

dedicated Logins, password control and the use of Microsoft Windows NT security features. 

3. Al l extraction's are logged on the AW and supported by documented Audit Record Queries 

(ARQ's), authorised by nominated persons within Post Office Ltd. This log can be scrutinised 

4. Extractions are only made by authorised individuals. 

Signature Signature witnessed by 

CS01 1A 
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(CJ Act 1967, s9; MC Act 1980, ss 5A(3) (a) and 5B, MC Rules 1981, r 70) 

Continuation of statement of Penelope Anne Thomas 

7 Checksum seat far tea t ate o a da a{ fi wh nth ` ` e nrf o aue  itar ry 

rnetha a eZaIcdt hentIj fdesáF retne Ue. 

8. s ur, r~;r,.':f ,y 
a " ► ot5' a Atli s `I 

Eu ate wh, t e til a, matt. .wii ?t° e..}a di a"chFv med . _ T ,e res It i 

tame in, ec a lal ; — I'm told that checksum seals are an algorithm but I have 

no idea how they work 

10.The files are copied to the AW where they are checked and converted into the file type 

required by Post Office Ltd. 

11.The requested information is copied onto removal CD media, sealed to prevent modification 

and virus checked using the latest software. It is then despatched to the Post Office Ltd 

Casework Manager using Royal Mail Special Delivery. This ensures that a receipt is provided 

to Fujitsu Services confirming delivery. 

M 

ARQs 111-120/0506 were received on 18 May 2005 and asked for information in connection 

with the Post Office at Rose Hill (FAD 173137). 1 produce a copy of ARQs 111-120/0506 as 

Exhibit PT/01. On various dates and at various times between 18 May 2005 and 24 May 2005 l 

undertook extractions of data held on the Horizon system in accordance with the requirements 

of ARQs 111-120/0506 and followed the procedure outlined above. I produce the resultant CD 

as Exhibit PT/02. 

N 

The report is formatted with the following headings: 

ID — relates to counter position 

SU — Stock Unit 

Signature Signature witnessed by 

CS011A Version 3.0 11102 
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Witness Statement 
(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 5B, MC Rules 1981, r 70) 

Continuation of statement of Penelope Anne Thomas 

Date — Date of transaction 

Time —Time of transaction 

Sessionld — A unique string relating to current customer session 

Txnld — A unique string relating to current transaction 

Mode — e.g. SC which translates to Serve Customer 

ProductNo — Product Item Sold 

Qty — Quantity of items sold 

Sale Value — Value of items sold 

Entry method - Method of data capture for OBCS Transactions (0 = barcode, 1 = manually 

keyed, 2 = magnetic card, 3 = smartcard, 4 = smart key) 

State — Method of manual, keyed Entry Method (4 = encash, 5 = non-barcode) 

IOP - Order Book Number 

Result — Order Book Transaction Result (1 = OK, 2 = impound, 3 = unreadable, 4 = invalid) 

Foreign Indicator — Indicates whether OBCS payment was made at a local or foreign outlet 

(0- Local, 1- Foreign). The foreign indicator defaults to a '0' for all manually entered 

transactions. 

The Event report is formatted with the following headings: 

Groupid — FAD code 

ID — relates to counter position 

Date — Date of transaction 

Time — Time of transaction 

User — Person Logged on to System 

SU — Stock Unit 

EPOSSTransaction.T — Event Description 

EPOSSTransaction.Ti — Event Result 

I

The CD (Exhibit PT/??) was sent to the Post Office Investigation section by Special Delivery on 

DATE 2005, 

Signature Signature witnessed by 

CS011A Version 3.0 11102 

7 



FUJO0122134 
FUJO0122134 

I It:ii: iiii [rkII1I]iii 

(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 5B, MC Rules 1981, r 70) 

Continuation of statement of Penelope Anne Thomas 

r 

There is no reason to believe that the information in this statement is inaccurate because of the 

computer was operating properly, or if not, any respect in which it was not operating properly, or 

was out of operation was not such as to effect the information held on i :  •.p 1 4 0l a re, sporfsipl 
+ositio -` atlg o; wtirkirt FW6O— —1 do not hold a responsible position in the 

working of the Horizon system. I hold a responsible position in relation to the AW 

Any records to which I refer in my statement form part of the records relating to the business of 

Fujitsu Services. These were compiled during the ordinary course of business from information 

supplied by persons who have or may reasonably be supposed to have personal knowledge of 

the matter dealt with in the information supplied, but are unlikely to have any recollection of the 

information or cannot be traced. As part of my duties, I have access to these records. 

Signature Signature witnessed by 

CSD11A 
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Witness SWtness Statement 
(CJ Act 1967; s9; MC Act 1980, ss 5A(3)(a) 
and 513, MC Rules 1981, r 70) 

i:flE1T 

You asked for my comments on this witness statement — here they are. Anything 
highl ighted means: -

I have rea0 this, but I have no firsthar d 
ar b ckgr©und knowledge' 

I have made some comment in the text 

Also, OBCS is now dead and network banking has taken its place. I believe that any 
witness statement relating to data since network banking started to replace OBCS (date 
unknown) should have a narrative explaining that process. Any statement relating to 
data after OBCS ceased (I believe end May 05) should not contain OBCS statements. 

Statement of Penelope Anne Thomas 

Age if under 18 Over 18 (If over 18 insert 'over 18') 

This statement (consisting of pages each signed by me) is true to the best of my knowledge and belief 
and i make it knowing that, if it is tendered in evidence, I shall be liable to prosecution if I have wilfully 
stated in it anything which I know to be false or do not believe true. 

Dated the day of 20 

Signature 

A 

I have been employed by Fujitsu Services, Post Office Account, formally ICL Pathway Ltd., 

since 20 January 2004 as an Information Technology (IT) Security Analyst responsible for audit 

data extractions and IT Security. I have working knowledge of the computer system known as 

Horizon, which is a computerised accounting system used by Post Office Ltd. I am authorised 

by Fujitsu Services to undertake extractions of audit data held on the Horizon system and to 

obtain information regarding system transaction information processed on the Horizon system. 

B 

Horizon's documented processes relate to each Post Office outlet. They state that at each 

Post Office, there are counter positions which each have a computer terminal, a visual display 

unit and a keyboard and printer. This individual system records all transactions input by the 

Signature Signature witnessed by 
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(CJ Act 1967, s9; MC Act 1980, ss 5A(3)(a) and 5B, MC Rules 1981, r 70) 

Continuation of statement of Penelope Anne Thomas 

counter clerk working at that counter position. Each clerk logs on to the system by using their 

own unique password. The transactions performed by each clerk, and the associated cash and 

stock level information are recorded by the computer system in a stock unit. Once logged on, 

any transactions performed by the clerk must be recorded and entered on the computer and 

are accounted for within the user's allocated stock unit. 

C 
_ 

The Htanzoin ssem prov . es a number caifyandw.eekly records of all transactions inpui 

into it. •It enables Post Office users to obtain computer summaries forindividual clients of.Post 

OfficeEtmted ^=NatiQal Sayilgs Bank; irobanf .Dnvingehicte'L°`Icence~gency grid.the 

_Department of Working Pensions (DWP). The Horizon system also enables the clerk to 

produce, a weel ybalar pe of cash and stock. on hand comb ;ed with the oche 3ransacti

performed in that accounting period: 

D 

Where Deal reports are required these are accessed from art icon onthe desktop menu_ The 

user is presented with a parameter driven menu, which enables the report to be customised ta,' 

re q uire Tents. 'fi '_report as themuo !p afed=from transaction data tha~Y it s1 eld  the e l Inca; 

database and is printed out on the tally roll printer The system also allows for information to be 

transfetred to then_inam accountrr g'dep rt nt t stertieid in order for the office accounts; 

to be balanced.) — I have never seen a report generated by Horizon nor the method for 

obtaining one 

E 

The Post Office counter, processing functions are provided through a.series of counter 

applic ons: tFi rder B  ook t✓or,trol S_erv~e.(OBC 'that ascertains the vale i of DV1/ 'order

?ooks before payment s made, the Electronic Point of Sale Service (IrPOSS)~ _at enaf~les 

I?ostm rstonnduct general retail trade at the counter and sell pro-ucts o behalf ___theirs 

clienis_the Automated Payments Service (APS) provides support for utility companies and'. 

to hersw o pr urde.increaaental In-payment_ mechanisms based on thg, se_pIVr artd then 

tokens ;and the Logistics  Service (LFS) which supports the ma_agemet of cash-and 

value stock movements•t =and from the outlet, principally to minimise held overnig_h in 

outlets hT e cczunter desl¢fop service and tl office platform service_ on which it ur ns provides 
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various common funaptianpJortransaction recordin and etXlefient d well a%user access; 

control and session management: — I have seen a Horizon terminal in a test environment at 

Bracknell but I have never seen these applications on the system 

F 

4 nforcrition from cotlter transactions is ~nr~ lets— - ~  ~-_ _ - - n in ocal database and there rep icafe _: 

utomatically t9 databases on all  other counters within e'Post Cjffice outlet. The infer matiorr_ s 

,then fotuvardec ove_r._FSDN'(or' other communication service) to databases on a set of central 

Gorrespond_ece Servers at theultsu Services data„centres~This is undertken.

messaging transport system-withir the Transaction Management Service LTMS). Various 

`sy_stems_thentransfe ° inform tion_to Central Servers that control the flow of ormatic-fit ot

various supportseryines. pgtails o outlef transactions a normally sent yat least da via to

s ir relaftn_gto tthe Duel s stpdk hotdi anddash account are sent weekly_. De ails, 

are then forwarded, daily_ via a file transfer service to the Post Office accounting „departmentat 

Chesterfield and also, where appropriate, toother Post Office Clients; — I could not describe 

TMS or explain how it works 

G 

An audtt'of all information -.handled b~ the [1~-S is taken dail y c Y -` 
-__ 

y®  rchive mediajhis creates •a record'of al original outlet transaction d ils irtclud,ing its ore lra 

.outlet and counter when it iappehed who caused it to happen and the outcomes The TMS 

lawrnal. ts. maic~tainesf~ 1at each Qf eFu tsq Services .Data entre fiitee nrl ism" reatecl 

ecurely_ replicating all transaction records that odcurred in every Outlet. They fherefore vide 

the abi . iy to coinparehe _. . ~. - au tt track rep o#_ tha e sme transaction rcor ed in plac to 

erify__that systems Were operatingcorrecjy_. A11 _exceptions are investigated and reconc'led., 

etiord~af all trans — ___t n t_n'd'~dit ~rc~tive rrt~dia. 

(HA) 

The system clock incorporated into the desktop application on the counter visual display units _is 

to trtdicate local tarn This has been the situation at (INSERT PO) (FAD ) since 

(INSERT INSTALLATION DATE) when the Horizon system was introduced at that particular 

Post Office. 
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The Qrrder_,b6Nk i✓nntro  stem_(0)Bt S) software, linked $o the},Fionzo~r;system was developed 

an conjunction with the DWP, OBC$.provides'details of DWP order boob on the national stop 

p y_rnent fist, and ables.data regeld'ing the movement of ar er books, hd, err ,ashments to 

be captured _on their behalf. Each Horizon terminal at a Post Office counter has_ a csss to'th4 

national stop list °fhrou h ; BCS when a barcoded DWP orde~=~ ook i scanned- at the Post 

Office counter, or the order book details ar •manually keyed into Horizon at the Post Office 

ounter. "Each night, the national stop p yment list: is updated fronai nformat(grt_supplied'

electronr liy_frt rrfthe ©V111''computer centre: Natrona ='sfoopayment lis' data i5`Feld cent 

thin the' Horizoh system and is available to all Post Offices. Howeve certair information 

from he nat ona top payrrient le ts  ,also download d to irtdividua! Lost Off i s for faster 

access 
 l 

process
 a __p_. -i  p - - g  , this download  is called ol6n The oilin _of individual Post Offices also

4
— — — 

Involves receivm details of ; rder book movements and encashments at Post Offices centrally 

within Horizon, for onward transrn siSi to the DWP; — I have never seen this — but presumably 

most of this is no longer valid 

11 

I have access to reports that monitor faults, polling failures, equipment failures and calls for 

advice and guidance logged by the Horizon System Helpdesk. During the ??? to ??? , there 

were ?? calls from name & fad code to the Helpdesk. None of these calls relate to faults; 

which would have!had an effect on the=inte9ri of thYJormat n held of the s tern — I am 

not an engineer and I have no guidelines to support this statement. 

When information relating to individual transactions is requested, the data is extracted from the 

audit archive media via the Audit Workstations (AW's). Information is presented in exactly the 

same way as the data held in the archive although it can be filtered depending upon the type of 

information requested fl jptegnty-( audit data is guaranteed at .all time #romitsoriginatagngj 

st irage and retrievatto subsequent despatch'to the requester Controls tr 
h.._., 

. h"aVe been=established 

 1hat provide assurances to Past Offlc. internal Audit (POIA) that h ie it ntained — 
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What are these controls? 

During audit data extractions the following controls apply: 

1. Extractions can only be made through the AWs, which exist at Fujitsu Services, Forest 

Road, Feltham, Middlesex, Fujitsu Services, Lovelace Lane, Bracknell, Berkshire and the' 

two Fy, tsu Services Data Centres, These are a-1 ' •subjedt to rigorous physical security

controls appropriate to that location.! Specifically, the Feltham and Bracknell AWs — where 

most extractions take place — are located in a secure room subject to proximity pass access 

within a secured Fujitsu Services site. — who has access to the AWs at the datacentres? 

Who checks whether they have been used? 

2. t:ogica(access tQ_ the AW ands functionality s 
 h  

managed m accordance With the Fuftsu; 

Services; Post Office Account Security Policy and the principles of ISO 17799; This includes 

dedicated Logins, password control and the use of Microsoft Windows NT security features. 

3. All extraction's are logged on the AW and supported by documented Audit Record Queries 

(ARQ's), authorised by nominated persons within Post Office Ltd. This log can be scrutinised 

iiilIiTaYAVA'J 

4. Extractions are only made by authorised individuals. 

5. Upon receipt of an ARO from Post Office Ltd they are interpreted by CS Security. The 

details are checked and the printed request filed. 

6. The required files are identified and marked using the dedicated audit tools. 

7. Checksum seals are _cal J:ated  audt<t d ka file -aivhe_n they_are wr ttorr,_to Audit aria [ve', 

media and re-calculated When the tiles are ritrieved

8. '  _assu ._the. int gr ,.: the audit.'data !}aI_a on t1 audfi ach~vem iatFte c cksurrrea4 

for the fife is recalculated by the,Audit Track Sealer and compared to the original v

calculate whet the file as, originally written tic t ve au drt rchave Media rheresEis 

,maintained in a`Cecic Seal Table. - I'm told that checksum seals are an algorithm but I 
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have no idea how they work, 

9. The specific ARQ details are used to obtain the specific data. 

10.The files are copied to the AW where they are checked and converted into the file type 

required by Post Office Ltd. 

11 .The requested information is copied onto removal CD media, sealed to prevent modification 

and virus checked using the latest software. It is then despatched to the Post Office Ltd 

Casework Manager using Royal Mail Special Delivery. This ensures that a receipt is 

provided to Fujitsu Services confirming delivery. 

M 

ARQs 111-120./0506 were received on 18 May 2005 and asked for information in connection 

with the Post Office at Rose Hill (FAD 173137). l produce a copy of ARQs 111-120/0506 as 

Exhibit PT/01. On various dates and at various times between 18 May 2005 and 24 May 2005 l 

undertook extractions of data held on the Horizon system in accordance with the requirements 

of ARQs 111-120/0506 and followed the procedure outlined above. I produce the resultant CD 

as Exhibit PT/02. 

N 

The report is formatted with the following headings: 

ID — relates to counter position 

User — Person Logged on to System 

SU — Stock Unit 

Date — Date of transaction 

Time — Time of transaction 

Session Id — A unique string relating to current customer session 

Txnld — A unique string relating to current transaction 

Mode — e.g. SC which translates to Serve Customer 

Qty — Quantity of items sold 

SaleValue — Value of items sold 

Signature Signature witnessed by 

CS011A Version 3.0 11102 

6 



FUJO0122134 
FUJO0122134 

(CJ Act 1967. s9; MC Act 1980, ss 5A(3)(a) and 5B. MC Rules 1981, r 70) 

Continuation of statement of Penelope Anne Thomas 

Entry method - Method of data capture for OBCS Transactions (0 = barcode, 1 = manually 

keyed, 2 = magnetic card, 3 = smartcard, 4 = smart key) 

State — Method of manual keyed Entry Method (4 = encash, 5 = non-barcode) 

IOP - Order Book Number 

Result — Order Book Transaction Result (1 = OK, 2 = impound, 3 = unreadable, 4 = invalid) 

Foreign Indicator — Indicates whether OBCS payment was made at a local or foreign outlet 

(0- Local, 1- Foreign). The foreign indicator defaults to a '0' for all manually entered 

transactions. 

The Event report is formatted with the following headings: 

Groupid — FAD code 

ID — relates to counter position 

Date — Date of transaction 

Time — Time of transaction 

User — Person Logged on to System 

SU — Stock Unit 

EPOSSTransaction.T — Event Description 

EPOSSTransaction.Ti — Event Result 

P 

The CD (Exhibit PT/??) was sent to the Post Office investigation section by Special Delivery on 

DATE 2005. 

C 

There is no reason to believe that the information in this statement is inaccurate because of the 

improper use of the computer. To the best of my knowledge and belief at all material times the 

computer was operating properly, or if not, any respect in which it was not operating properly, or 

was out of operation was not such as to effect the information held on it  I hold a responsila e 

position in relation to the workingTof the computers — I do not hold a responsible position in the 

working of the Horizon system. I hold a responsible position in relation to the AW 

Any records to which I refer in my statement form part of the records relating to the business of 
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Fujitsu Services. These were compiled during the ordinary course of business from information 

supplied by persons who have or may reasonably be supposed to have personal knowledge of 

the matter dealt with in the information supplied, but are unlikely to have any recollection of the 

information or cannot be traced. As part of my duties, I have access to these records. 
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