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Dated the 3rd day of October 2005 

Signature 

have been employed by Fujitsu Services, working on the Post Office 

Account, formally ICL Pathway Ltd., since 1996 as a Customer Solutions 

Architect, involved in many aspects of design and implementation of the 

computer system known as Horizon, which is a computerised accounting 

system used by Post Office Ltd. 
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platform service on which it ran provides various common functions for 

transaction recording and settlement as well as user access control and 

session management. 
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The Order Book Control System (OBCS) software, linked to the Horizon 

system was developed in conjunction with the DWP. OBCS provided 

details of DWP order books on the national stop payment list, and, enabled 

data regarding the movement of order books, and, encashments to be 

captured on their behalf. Each Horizon terminal at a Post Office counter 

had access to the national stop list through OBCS, when a barcoded DWP 

order book was scanned at the Post Office counter, or the order book 

details were manually keyed into Horizon at the Post Office counter. Each 

night, the national stop payment list was updated from information suppl ied 

electronically from the DWP computer centre. National stop payment list 

data was held central ly within the Horizon system, and was available to all 

Post Offices. However, certain information from the national stop payment 

list was also downloaded to individual Post Offices for faster access; this 

download process is called poll ing. The poll ing of individual Post Offices 

also involved receiving details of order book movements and encashments 

at Post Offices, centrally within Horizon, for onward transmission to the 

DWP. 
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not found in the local database, an enquiry was made to the Central 

database as to the state of all Order Books associated with the NINO. 

That outlet was then registered as being associated with that NINO for all 

future Order Book control information. Thus over a period of time a 

number of branches became associated with each NINO. If the NINO was 

not found in the local system the enquiry for OBCS information associated 

with that NINO was carried out in real time. Such an enquiry would only 

happen once for any NINO in a given outlet. Al l other OBCS transactions 

were batch. 
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encryption. The algorithms, encryption devises and techniques used are 

those approved by Her Majesty"s Government's (HMG) Communications 

Electronic Security Group (CESG). Hardware and software based 

encryption technology is used, where appropriate, to provide integrity and 

confidentiality protection on links between the Horizon system and its 

partners_ Software encryption is used for all traffic between outlets and 

the campuses. The key used to encrypt traffic to and from a particular 

outlet has the additional benefit of acting as an authentication of the outlet. 

Encryption is also used to seal' important d ai items that maybe 

transferred over several links, and where the end-to-end of the data is 

important The recipient can then verify the integrity of the sealed data by 
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A check is carried out at the end of the day in each Post Office Outlet, that 

al l counters are communicating with the "gateway" counter that 

communicates with the datacentre. Should this check be successful an 

End of Day record is written to the local database identifying all records 

associated with that day's trading. The Horizon Central systems will only 

process data from Post Office outlets for which an End of Day record has 

been successfully repl icated to the datacentre. Missing End of Day 

records can occur for one of two reasons: 

11 The End of Day record was not produced in the outlet — usually due to 

the gateway being unable to communicate with one of the other counters 

for example it has failed or been switched off. 

21 The end of Day record has not been successfully replicated from the 

Post Office outlet to the datacentre — usually due to a communications 

problem. 
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