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IA/SPE/018 Audit Data Catalogue — ADC 
(Consignia SIS) 

IA/SPE/O 19 Audit Data Catalogue 
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IA/SPE/020 Audit Data Catalogue (System 
Management 
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Guide 
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Unless a specific version is referred to above, reference should be made to the current 
approved versions of the documents. 

0.4 Abbreviations/Definitions 

Abbreviation Definition 

ARQ Audit Record Query 

AS Audit Server 

AW Audit Workstation 

CD-W Writeable CD 

OBCS Order Book Control System 

PIN Personal Identification Number 

Peak Problem Management System operated by Fujitsu Services 

POLIA Post Office Limited, Internal Audit 

PSS Prosecution Support Section 

ARQ Request For Information (ARQ is synonymous with ARQ.) 

TMS Transaction Management System 
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Version Changes 

3.0 Updated after review comments received. 

0.6 Changes Expected 
Changes 
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1.0 Introduction 

The Horizon system generates significant amounts of data that is of interest to Post Office Ltd 
Internal Audit and other groups. 
Subject to certain constraints the audit data must be made available to POLIA or other 
authorised groups within time scales established in the Audit Data Retrieval Requirements 
(CSR+) [3] and the Network Banking Internal Audit Requirements [10]. 

This document establishes the process for requesting audit data extractions and subsequent 
activities undertaken to locate, retrieve, extract & filter and prepare for despatch on behalf of 
authorised requesters. 

2.0 Scope 
Should future releases of Horizon bring about changes to the way that data is extracted this 
process will be updated to reflect those changes. 

This process applies to ALL audit data extraction requests in respect of: 
1. PSS ARQs 
2_ Other requests from POLIA 
3. Internal Requests 

Internal requests for audit data extraction will also be subject to this process. In these cases 
the use of an Audit Record Query (ARQ) form is optional but a Peak must be raised to the 
data extraction stack. 
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3.0 Terminology 
Within this process certain terms are used which have specific meaning within the Horizon 
Audit Solution. They are: 

Gatherer : The module responsible for collecting the audit files from the hosts, agents, 
correspondence servers and interface mechanisms. This module is also 
responsible for the application of the audit file naming policy. 

Sealer : The module responsible for calculating the checksum seal of each audit data file 
before it is written to audit archive. This value is recalculated after data is 
extracted by the Retriever and compared to the original value when first sealed. 
Used to ensure data integrity during storage on audit archive. 

Hoarder: The module responsible Pre-Bi3 for writing audit data files onto DLT at pre-
defined intervals. From Bi3 sealer writes audit data to Centera cubes. 

Retriever: The module responsible for moving audit data from the buffers where it is 
placed when retrieved by Centera . 

Extractor: The Client/Server system responsible for retrieving data from Centera and 
managing Audit Data Extractions. 

Centera: Online mass disk storage unit selected by Post Office Account to store and 
manage audit data from Bi3. 

A more complete explanation of these modules can be found in the Horizon System Audit 
Manual [2]. 
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4.0 Audit Data Integrity 
The integrity of audit data must be guaranteed at all times from its origination, storage and 
retrieval to subsequent despatch to the requester. Controls have been established to provide 
assurances to Post Office Internal Audit that this integrity is maintained. 

During audit data extractions the following controls apply: 

❑ Extractions can only be made through the Audit Workstations, which exist at Feltham, 
Bracknell and the 2 Data Centres. These are all subject to rigorous physical security 
controls appropriate to that location. Specifically, the Feltham AWs — where most 
extractions will take place — are located in secure rooms subject to proximity pass access 
within a secured Fujitsu Services site. 

❑ Logical access to the AWs and their functionality is controlled by dedicated Logins, 
password control and utilises the NT and Post Office Account security features defined in 
the overall Horizon security policy. 

❑ All extractions are logged on the Audit System and supported by documented ARQs, 
authorised by nominated persons within POLIA. This log can be scrutinised on the AWs. 

❑ Extractions will only be undertaken by individuals previously notified to POLIA. Currently 
this is limited to Post Office Account Audit and Post Office Account CS Security 
Prosecution Support personnel. Any additions will be notified to POLIA. 

❑ Agreement has been reached with POLIA regarding their rights to witness extractions 
without warning or to request repeat extractions that they can witness. 

❑ Checksum seals are calculated for audit data files when they are written to audit archive 
and re-calculated when the files are retrieved. 
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4.1 Retrieval Schematic 
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5.0 Overview 
The process assumes that audit data has been Gathered, Sealed and written to audit archive. 
The five main types of files are: 

a. TMS Journals from the Correspondence Servers. 

b. Flattened Oracle tables output from regular OBCS database purging cycles. 

c. Transaction files to and from PO systems 

d. AP Client Files 

e. Tivoli Event files 

All file types are referenced in TD/ION/011 _ 

The process is invoked through the receipt of an ARQ into Post Office Account CS Security 
PSS. Expressed in business terms, the ARQ must be interpreted into its component Audit 
Points and Sub-points. This then enables specific files to be identified and retrieved by the 
Audit Retriever, formatted as appropriate and then further Extracted against the ARQ criteria. 
Depending on the extraction method the data can be extracted to standard MSExcel 97 before 
being placed onto CD-W. The CD is then checked for despatch to the ARQ originator. 

The following paragraphs present an overview of each step in the extraction process and are 
ordered to reflect the actual processing of a Audit Record Qu ery (ARQ) by Post Office 
Account CS Security PSS. 

5.1 Audit Record Query 
All POLIA requests for audit data must be made via the Audit Record Query form. This will 
contain a description, in business terms, of the times, outlets, events, items activities that the 
Auditors are interested in. This request has to be interpreted by Post Office Account CS 
Security PSS and mapped onto the Audit Points and Files described later in this document. 

Internal requests (e.g. from Post Office Account investigations personnel) will typically be in 
the form of a Peak on the 'Dataextraction' stack for CS Security. 

5.2 Marking Files and Tapes 
Based on the above interpretation of the ARQ, as many files of audit data that are needed to 
satisfy the request are `marked' for retrieval. 

5.3 Audit Track Retriever 
Polls the user area buffers and makes them available to sealer for seal verification 
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Audit Data Check Seal 
To assure the integrity of the audit data while on the audit archive the checksum seal for the 
file is re-calculated by the Audit Track Sealer and compared to the original value calculated 
when the file was originally written to the audit archive. The result is maintained in a Check 
Seal Table. 

5.4 Audit Trail Extractor 
This is a facility that uses various tools to extract or reform the retrieved audit data in 
accordance with the ARQ. It also places the information onto a CD-W, or other suitable 
media, for despatch to the ARQ originator. 
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6.0 Retrieving & Extracting Audit Data 

6.1 Receiving the ARQ 
a) POLIA requests for audit data extractions must come to Post Office Account CS Security 
PSS in the form of an Audit Record Query. An example of this form can be found at Annex A. 
The ARQ may be mailed, faxed or e-mailed to Post Office Account CS Security PSS. 

ARQs will only be accepted from persons fulfilling the following role or their delegate: 

POL Internal Audit. Casework Manager: Tel GRO 

Current names of persons fulfilling this role will be confirmed in writing by POLIA Internal 
Audit and held locally by PSS. 

If other parts of the Post Office, or other organisations, require audit data extractions they 
must be channelled through POLIA to Post Office Account CS Security PSS. 

Contractual limits and turnaround times for the provision of Audit Record Queries are detailed 
in the document CS/SER/016. 

b) Internal requests will be in the form of a Peak, allowing the requestor's identity to be 
verified. Requestors should state what media is acceptable (e.g. CD-W, email of WinZipped 
file up to 500kB) The despatching of confidential data is bound by Fujitsu Services policy. For 
TMS files - also referred to as "message store" or "Correspondence Server"- they should also 
specify the output file format(s): text, MS-Excel or MS-Access. (See Section 8 for more 
information). 

POLIA and Internal requests are recorded on the PSS Database (User Guide for 
Prosecution Support Database [12]). They should be logged to record the following 
information: Request id (e.g. ARQ no.), the date the request was received, the FAD and date 
range to search. Turnaround times are covered by contract as specified in the CCD 
CS/SER/016. 

6.2 Interpreting the ARQ 
It is necessary to interpret the ARQ by identifying the audit points and sub points that 
generated the records that are required and, through the Audit Data Catalogues [4-8], the files 
produced at those audit points and sub points. 
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6.3 Login Audit Workstation 
Carry out following procedure to Login and obtain necessary shares 

1_ Login

2. Password : ********* 

3. Domain : PWYDCS 

At this point the SecureID Authentication is invoked. See SecurlD Normal Token User Guide 
[9]. 
Carry out the following procedure to authenticate yourself as an authorised user 

1. Enter passcodc : <personal 6 digit PIN and 6 digit SecureID token display> 

The AW will present a blank desktop with a START icon in the bottom left of the screen. 
Using pull up <Programs> will reveal the extent of products available for any subsequent 
extraction work, as shown in Figure 1. 

Figure 1 

6.4 Preliminary Housekeeping 
It is highly likely that an average ARQ will need a significant number of files to satisfy it. To 
avoid the AW filestore becoming clogged with hundreds of files it is strongly recommended 
that a working directory is established on the AW to hold all files relevant to a particular ARQ 

1. Select <Windows NT_Explorer> from the drop down menu. 

2. Set up <New Folder> as D:\audit data\ARQ Reference No. 

6.5 Targeting the Data Files 
At this stage of the retrieval procedure the Audit Extractor Client is used to identify and mark 
the files required for retrieval. 
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7.0 Using Audit workstations 
Each Audit Workstation is loaded with the following programs; 

1. Audit Extractor Client 

2. NT Explorer 

3. RQuery 

4. Roxio 

An explanation of the functionality of each program is detailed in the following sections_ 

8.0 Extractor Client Functionality 
The Audit Extractor Client is invoked from the start menu. The user will select the Data 
Centre they wish to work with as depicted in Figure 2. The Audit Extractor Client refers to 
ARQ. 

Abw AbGLt 

Data Centre. Data Centre: 

~Jser Narne' it r ; 
~E it ). 

Audit Extractor Client - 
Figure 2 Workstatio FEe,ciD[ Data Centre Selection on5 

OK anc QY. Cmcei 

The Audit Extractor Client (Figure 3) has three main options; 

<New ARQ> (Figure 4) 

<Open ARQ> (Figure 7) 

<Close ARQ> (Figure 9) 

NewAflC U,- en<'iRiQ CI /RQ 

You are logged in as 

at the 

Bootie 
data centre 

Figure3 Audit Extractor Client — Main Screen 
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8.1 New ARQ 
This option is used to setup an audit trail for each request and to specify the search criteria 
identified from the ARQ form. See Figure 4_ 

. R.nuex, Figure 4 
R q, eIe, fi-LLB{. zJ 

Dale Received U7 iarx~a~i 'ULU 

E:a,alc7uc £,or F_  Date Requied  .:J J.r . 2003 

Receipt Rele,ence ,Y0 

Aege.= Aeq=gq Raise New Request 

Sbe d 0e0, t, n f RMum to ~erw 

Requester — Drop down list. 

Other 

Post Uitice Aceuaw IA (Post Office Internal Audit, ARQs are always POIA) 

Post Office Account Other 

Past Ot/ice Account SSC 

POC
1,,.)t

f' Vii. ='` 

Date Received — Date ARQ received, taken from ARQ form 

Date Required — Date ARQ must be completed. Use SLA target times to calculate date to be 
completed by 

Catalogue Entry - Blank 

P ecEAil Reference — ARQ Number, taken from ARQ form 

Ace us:. Reason— Post Office Name, FAD and dates specified on ARQ form 

<Spec R', , eieetina, C Rt eD> See Figure 5 below. 

From  Dare — The first date requested on the ARQ 

To Date — The last date requested on the ARQ + 2 days. This ensures if data hoarded late that 
all files are identified. 
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Search Criteria Audit Points 

I sl al r;unmA N.AJ Fxl F,ivlrn rl,~., I.6 ra n,S At kPevtFHrno U.. 

t.'en Vaf:e~ . ~Au~tPox~ Nu515'ibPonY IFA Co3e ewa<; Adopt I 1w1swPaii. I FL Co, 
NO Fo 4m _ nd IUSTnP46 21ZaG' 

i 

ern 
I~1 i le'sM 1~-1  

J 
2t . 

P IOke PL CuIe 

I

Figure 6 Pe~r09.W:,4,, 

I 

i. 

_ e,lW 

<Update> See Figure 6 above. 

Audit ooFuc — Used to select AP Client files and Tivoli events, etc 

Su),points — Used to narrow audit point selection 

FAD . ode — FAD code from ARQ 

<Ald> - input above value and click add to enter the details 

<Delete> - Select any values in List of current Audit points and click delete to 
remove them 

<Return> - Click to return to Search Criteria Screen (Figure 5) 

<Search files> — when file search completes, the `Retriever' screen opens, see Figure 
10. 

<Save selection> - saves the selection criteria 

<Return to, mr anu.> — returns to main screen (Figure 3) 

<C tic n r°:s~> - saves the request 

<kriw ii to : t e: u> — returns to main screen (Figure 3) 
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Figure 7 
Raquesi RPte~em= .Li Shove Gehl; 

2pe Fn,pe.t 

Open Existing Request 

Fetuvn to Men-nu 

Select the Rec 1c:st Reference' from the drop down list i.e. POIA001B 

<Slr=7ss l'1c tai - Figure 8 below. 

OuervReference  

Access Reason 

Files Names for ARQ Reference POIA7498 

FN01 'lMs cksterlB—P 6 -•0!040'25 14100730 !... 
c111 1 Tt1S 7usteriBB P 5154E 25 17364230 7. . . 
5501 TM5_C+.rckeriB B 6 20040725 11251.500 V.
5501 Tfli rrr18 P F rinoi O's 101.:7 413 c! 
FN01 Th,IS CN akerl8 6 w n04f'i3 5 312_,D0VV.. 
FN011f.I 166 H 0440 lUU' 2700 '1/... 
FN01 rib 5 CL. terlB8 6_20040324_19253200_V... 
6501 Th:15_Clr. ter1B B 6 20040324 18205200_V... 
FN04Til'l Clesterl6 8 6 2004032416515300 V 
41 

Show piety JZetails 

351 SeulJK 
50132324 . eM10K.
307 73317 SeaI K 

991110 tSpulOiK. 
74330741 Sea1OK 
01040312 SealOK 
61619869 SeeOK 
55870870 SeXK 
52430047 Scar K. 

11

26 Files Found 

use Ouery Return to Menu 

Please note Closing tnil mean no further updates are possible for this query.

This lists the details of the request as inputted in Figure 4, New ARQ. The user can not add 
or update any fields. 

Requester Details 

• Requester 

• Date Received 

• Date Required 

• Catalogue Entry 

• Receipt Reference 

• Acccse• ieason 

S`e !e!atle:ai.11 c°11t 
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File So:. i ce;° kecg . r,_,, i ,,,w 

• Au.<Lit l='oi ti;

• Sub Points 

• FA.D Code 

• File Name Template 

<Close> Closes `Details' screen and returns to `Orcn TD)' screen 

<OEa  :,iu'.n9t> Displays Figure 10 

< tun : o "vt mi> Returns to Figure 4 

8.2 Close ARQ 
'< 

Figure 9 
Accoaa Rcesm 

Close Request 
F , Rfl Rele FOLk Ok'

;L-,,,Rsn,re.

'1-ss±~;ote Oe;ing wil! mean no fu'rlc wdalea ne± rocatk <o t~iia mque:l. ^ 

When all work has been completed the ARQ must be closed on the Audit Extractor Client. 

Request Ref - Select reference from drop down list (ref POIA* * *) 

Access Reason 

Filenames for ARQ reference POIA** 

<Close Request> - once the request is closed the audit log is written to the request directory 
on the Audit Server, Figure 13. A copy of an example audit log can be viewed in appendix 2. 

<Return To menu> - returns to Figure 4 

<Show details> — Figure 8 this function displays the ARQ details as in 'Show Details' from 
'Open ARQ' screen 
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8.3 Audit Extractor Client — Retriever Screen 

1, . r . vii 
Fie 9cttoro TMS [trade 
Current 1.4t C." ,.I Selection Cr1.0e No ARAB Reference POLB750D, Retri,oing.Porove 

lime Period Required 

AMEND "itaria Fmm Date 2l , i.,'J4 To Date ^q!10;04 

File Source Required - 
Audit Point Selection Cuter, 

Audit Point Audit Bub Pn.o FOB Cone 
LLI10TER10 3515'.1 

Selected File 1,1 C ur rol 

FieOn TerrOBo 

j —~ Filer Name, In: ARq Reference POI07905 

Filer arse
~.~ FN01 1M5 C e IS I L a I 151, ' J F Tu rd 

FNOI TM5 CNluutsterlB B 0 011504 17 14 '0~ 0'~ ~ F22,1 3 ird 
0501 TM5 ,.̂hrster15 0 r1 !)114 tt S is 4 100_ S 4f F tun Fd 
FNC1 TMS CluoloriB B u 2054011 12001000  07411711  Fque1d 
Ft111 TI Ie 0 0 001, 0 to 0 000 '. F 1J30 E F 1 ted 

List UPDATF fl]Q 5s , ,Sn r 0 4 20041120 19+44000 0 011-90714 F u nJod 

='Fde IMu,roafion  
Pool Files Selected. Size of Selected File>: 
0 0

Selection Criteria 

01111 12 0 10 r 0 0 ]3004 0 1-454'550 V 
004 1 1' I '.a,lc t_4_ _2004 020, 21164000" 
Frl 7 1 _I r„ 1F c 0 ::604117 40 2260 '.i 
RU 1 1. - -1uae1B B 0 20041028 14251400 V t

72 File: Found 

49010040 I aosted 
55450720 P putt d 
]1"50051U 11equrr.rIeJ 
72011.100 c cud _J 

These fields are as entered on the New ARQ' screen, Figure 4. 

'T'its, Period Por,ou re:i 

File Sower Required 

Audit Point Selection Criteria 

Audit Points 

Audi€ boc-m ris 

FAD Code: 

( iic€ia llL a e li)ld''c 

File Names for ARQ Reference P"(CIA a' 

The Audit Extractor Client retrieves the following information using the search criteria 
inputted in the 'New ARQ' screen, Figure 4 

Filename 

Size 

Status 
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<Amend Criteria> - If the original search criteria is too narrow, select this button to re-input 
the search criteria and re-search for the required files. This facility is not available once files 
have started to restore. 

Selected 11ad L'Yt Control 

<P enrorc Files> - Mark the files required by either holding the <CTRL> key and marking the 
individual files spaced throughout the range listed or select the first file in a group, hold the 
<SHIFT> key and select the last file to mark a consecutive group of files. Once all the 
required files are marked click the `FF,etore Files' button to restore the files from archive. 

<Replace Files> - Mark the required files, select `Re lacc Files' and the files not selected will 
be removed. 

<Delete Files> - Similar to `Replace Files' except the marked files are removed from the list. 

<File Status> - this function updates the status of a set of selected files so that the user can 
identify progress and seal validity. 
<List Update> - this function updates the audit workstation in line with the audit server 

File / Close — This exits the `Retriever' screen 

Actions / Check Actions — Actions allow the user to view the status of each function/facility as 
detailed throughout section 9.0 of this document, thus allowing the user to identify when each 
process completes and if it completes successfully. 

nve~kdcnvn 

s~< Actions Screen „~_ „n,~e 
u ,vi~.:x3.3 rroi,rr uss 

~ iro3 rain 39rG~N.i ~3zer fbsw~x~ 
m.nn3s:as amm3 n:scze Pbstw 

~:,u~` i~ 
P. esek. 

ie axn:oK 
/031 -n#e5 )BM N3 t1:3A5' ib 04ew 

. B/031C30.'10 )3+OIM120510 flwma9s 
9 au.o0r 
0 Pu a0K 

g1iy31TW:,5 3&10 N31!'~iS ib51tM 
~ m10SiIA 3)M,113041121 flceHBea 

! Fwce!sBF 
6 R,. 

~: 
_. 

/03 6 SIB JFJBI.M Lt \ lC -i~rvto: 

~i Figure 11 

© 2003 Fujitsu Services COMMERCIAL IN-CONFIDENCE Page: 21 of 1 



FUJO0176265 
FUJO0176265 

Fujitsu Services AUDIT DATA EXTRACTION PROCESS Ref: IA/PRO/004 

Version: 2.1 

COMMERCIAL IN-CONFIDENCE Date: 15/09/04 

TMS 

Once the TMS Archive files have been deposited in EXTRACTED_AT they must be `built' 
into a pseudo Correspondence Server for R-Query to access. Further filtering is available to 
restrict the number of Outlet records that are included in the re-build activity based on the 
original ARQ. 

Clear McssegeStore — This clears the current messagestore on the audit workstation 

Generate dessageStore — enter the date parameters and FAD code, as depicted below 
in Figure 12 and then` .cncrate MessageStorc' to generate the message store on the 
audit workstation. 

Data centre: Bootle ARQ: POIA750B 

Start Date 71 oct char 3004 End Date tfer~-rer :Ir 
for fni 
messages messages 

List of FAD Codes 
I Fi~F,1

Fast Office FAD Code '' _ Add ~? ;5i 1511

Delale 

Generate v1essageStore Cancel 

Server MS Build — Used to generate a messagestore on the audit server. Only one 
workstation at a time can generate a messagestore on the audit server. This shall only 
be used as a last resort. 

Oracle / Build Table — Allows the user to rebuild Oracle back up files in the Oracle format. 

Unzipping Zipped Flat Files - It is strongly recommended that files to be unzipped are 
transferred from the AS to the AW in their zipped state and unzipped on the AW. This can 
produce space savings of the order of 90%. 
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9.0 NT Explorer 

-i ~ WFEAu;Ge itil Paa '3b - - 
rF

FOe Fokei 09/01/0314:30 
«ea4 AF."bI ''. ®Pm124b 10A31/031Z:41 
'.e i (C jy Prie026b Fb Fa9b 09/DVD312:S1 

3 
ne LOG VT5_ta 1K Tek D A 28/5I0214:/6 A 
RFIPOSFCUMUOM ACA IeMLlo . L6iD1RS1AZA A 

J flFIP..'00028A AA Te,, DoeunoA 10/01/031402 A 

-2_i v, t4P.L I EU_ 
3, .iid RESTDRE[_n' 

E3 Pxie0:6b 
13 Uem on 11v :.f,1 1~ 

g1-rI POSE
}IQl P.A05 
Pi M Pwu0i0ATov 

kn) 
ielb0on mPbopwy±A1 

flcc~av&i 
My Btekeme 

Ref: IA/PRO/004 

Version: 2.1 

Date: 15/09/04 

NT Explorer 

I Figure 13 1 

141 I JI 
71cKLSmda ilea: r.3ml

~SMn :a  RFl PO .M.5-11  I.  IFw1aL.m F:\ 9~Mr~e4d4 Wad-Ua~e0ritl~ _ - -___ 1~~ ,~J 

NT Explorer is used as a tool for viewing files associated with an ARQ. As each new request 
is logged on the Audit Extractor Client using 'New ARQ' a directory will be created on the 
audit server for which the request was initiated from. Each directory takes the Audit 
Extractor Client ARQ Reference i.e. POIA****. This main directory holds the sub 
directories; Extracted at, Restore_at and Retrieved_at. The main directory includes a txt file 
named using the Audit Extractor Client ARQ reference. This files contains details of each 
process initiated through the Audit Extractor Client. NT Explorer allows a window to view 
these files and directories. 
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10.0 Introduction to R-Query 
R-Query is an interrogation tool used to extract data from a Correspondence Server. It has 
powerful SQL type features, which are used to define the extraction scenarios and the ability 
to output the results to standard MS-Office utilities. 

It is a vital element in the Audit Workstation tool set and requires that a Correspondence 
Server exists on one of the Audit Workstations or Servers. Details on how to achieve this pre-
requisite can be found earlier in this procedure. 

10.1 Invoking R-Query and Connecting to a Correspondence 
Server. 

The Riposte Query initial screen is invoked from the start menu. 

Figure 14 

Riposte Query Initial Screen 

!. !oral or remote Meroage Storr c: rugutrrnd. 
r uu ir.el 1 rr rar_hirrie rs'.W7`l'-.AUD14 

Y"', r:r, J .,trt t.:rrin4'.rchrd to tarry rn s-..aqo si re 

A meal or remote Message Store rs required. 
Your Irrrrrl rnarhr re ,s WI- LAUCIDA 

You ua';` Som'r.ctr9 rr ±r. xr_Wi-i t11)11h (i;ru.rp fl tNoer, 4)) 

Cooneet I ,U[ a,U,p L al tIr,-.I- 7 i:o .o_ `,FE UCr Lac+IN 1 ;~=_

r,,7 I _ rt ' r`,u u;t ( .rli ~ 
_. _. 

S-taNs - !mu TOA)u_rVUY:FI. .. rctalA ,oa: .unr tic II) aL;a;, -re;us 

('nnneCI In  Cm l to-
mx lo;e 

f'isrnnnec% 
Me 9b slo. 

Main ,dorm 

'o - n'L It to — The user selects the workstation/server for which the message store exists 

Audit -I pail — User is only required to justify use of servers 

<Disconnect> - disconnects any connection from current workstation to messagestore 

<Connect to MesrnreStore> - `connect to' and `audit Trail' are to be specified before 
connecting 

<Check Store Status- - details of message ranges in the rebuilt message store. 

<C1,cc t f.)r t'inps' 

<Mr -, I,f ueu-> - Connects to the main RQuery Screens as detailed in the following sections. 
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10.2 RQuery Main Screen. 
This consists of 7 tabs. 

Select Cols — Used to select attributes required for output to excel etc. 

Where — Used to enter search criteria i.e. date range and FAD code 

Order By — Used to specify sort criteria when output to excel 

c sd cr,W t u e — Used to load and save Query 

Outpui Cpiions — Used to specify file and MS product to export data to. 

Groups - Used to specify PAN or STAN identifier 

Connect — Uscd to connect to Messagestore. 

10.2.1 Save and Restore - Restoring Retrieval Scenarios 

~ SRestord 

~ 
Sel tUls \ehere Order Bu Output OpUona Glpx~s Cormect Restore 

Saving and re>toriro quenea using LOCAL disk Ides Save and Retrieve Ou Aiea wing kdesvage Stole 

Iv ir,ea,,,, 

Save Retneve Charge (tla7arrw 

All the Data

Common • Older Book { 

Jane's hlrt Common

f1 Anus•. r:rrt F rn `h A> i .i rr5;tr; liph ald Pasa -. A t t.a9 t' 
- k Gr~iuplG for Riposte

e 

Save and Restore 

Figure 15 

The <Save and Restore> dialogue provides the opportunity to restore scenarios that have 
already been scripted for further use. 

SCENARIOS FOR RE-USE EXIST AT TWO LEVELS: 

Those that are associated with the current Correspondence Server. 

Those that have been saved to an external file or Catalogue. 

Scenarios associated with the Correspondence Server exist only while that particular CS 
exists. If the user believe that an extraction scenario is likely to be re-usable it's as well to 
remember that unless the scenario is saved to an external file it will not be available if a new 
CS is built for another retrieval exercise. 

Use these steps to re-use scenarios associated with current Correspondence Server. 

Go to 'Save and Retrieve Queries using Message Store' window. 

Select <Refresh> to list all scenarios associated with the current Correspondence Server. 

Highlight the required scenario and select <Retrieve>. 

OR 
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Use this step if retrieving scenarios from the Catalogue 

Locate stored scenario from the Catalogue via <Ci; % t c tli t(ii;ie> button to browse as 
required. 

At this stage the user will have retrieved the scenario complete with the parameter setting used 
on the last retrieval activity. If the user want to change any of the parameters they will need to 
go to the <Where> tab. 

Enter the required Post Office (FAD) code into the < I onp :> field if it is not shown. 

10.2.2 Where - Changing Retrieval Parameters 

r r r r 

ol Whore Ordar BY 
Save and 
Raxlrne Dulpur Qpbonw Graapo Cormacl ~L,

i (Date D E "UT -May2UUu").4ND (Date Mist Sir Num Dare 

DLE"11-May-2002")AND(Exists( E r [Ec

FPOSSTransadion.PradurtNa LAND I11 U-.E
1 1F Er-r

E.Isis(TxnCtata.Start.0atr)}} a Ir ELR

 EIS 
FL~1~

,U dAtiribule 

E><arcse> Group ID: 41127)

M rqr wilt only he pod It th y m¢rtch It r :W a 'se'.t the di r umraotatron for 
t 11 (;' ~) roti .ycrtax It Yon s NOT on n pri do lit,, 'or.or 111 fndl x may help !t 

you rsre+dt:rmq rxrultgefc rnrcb05 
(N, C Is, I, .R. va (000p T ( 1rpt ..Thep f AO cols) 

I.

Run Quety 

Where Screen 

Figure 16 

Note that the current version provides significant amounts of assistance with regard to the 
structure of the query statement. An :E,t lvs' button (see Figure 17) allows search 
parameters to be retrieved and tailored (e.g.)-. 

I Ideq I J IVUINurtdt I -LIU I F nF I I IIeq _ I FI ' F l rr DI -- VIII 1111 1 1 1 
APPIicolin EQ"A°S") AND(Date D GE' iid-Feb 159 I At,D E re Dl '09 tar 1357" I AND Exists(
Appirsehon E11 - ' I AND ITxnD M r1, EU ER ) 
App Fr rE I) A°5')ANDf User Q rUU'") ml. DtDt5 DIE "OE-Fob 17,LU J AND 1 Dd1- DLE"118t,1a 
Applic Icon EO "A.- -'414 G '4 ,-50 "ER 
App, , >rmr,E14"LEI I41L Us--"EU CLkOUl I=%ND IDate DGE"08Fete-1997" J AND ( Data DLE"USF 

lei n  'EFI rs POE bat LOUgedOr  El
erh r(  I r I I 

Daln.lan apeE  sh 1 N Use,EO IL 001"I AND IApplicatirmED"BES"IAND(DateD6f 
SecUr,E J.G;enIII ,r"IU"IF I ~.0 FOE I , FL % FL Fl mm II 1 ;,FF UI
User EQ Jrr,ith" OR U-zr EU "Jon JAIn) IT xnsa -'Ion.EnFryU , [ Ue 5111 IU OF Exception t' ame EQ "Er 
:ollection EQ "RipoataU»er--1 uF  "tvEv=olE ,Fl _rnpEO t _'1,1, OF, EII F I'` ur,fr%errF 
)ata.Status EQ'Voided"]OR 1 Liar-.tali EQ'"ALu UeU"I 
election EQ "Riposlet) orlrnyn^ 
xlperlon Eq'f IG rrlJ -rs 

Copy 

(Date DGE "29-May-2000") AND (Date DLE "01-Jun-2000") 

for all dates between 29 May-1 June 2000. 

Date DEQ "31-May-2000" 

for this day only. 

Where Example 
Screen 

Figure 17 
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Enter the required Post Office (FAD) code into the <Group ID:> field if it is not shown. If the 
user want to change the TMS fields that will be visible following the retrieval they will need to 
go to the <Select Cois> Tab. 

Note: Riposte Query can only work with one FAD code (GrouplD) at a time. It will need to 
be run separately for each Post Office, remembering that by default it may delete the previous 
output file 

10.2.3 Select Cols - Selecting TMS Fields for Display 

I Select Co(. J 
UJhwe 1 Didar 8v 

Sawn. and Output 1Jdit~ns Groups Connect l Resroie 

Add In . 

T.r Dat finer 
Add_» T:rData.Glc Date 

T.r[)ate..'i1Gf L J II rr~' 
Hecoe'< T.:rf)eta P icr,..'UI 

T-rData fk d Select Cols Screen T:~rDate.hviade 
EFOSSTrcn,ectHn ProductNk, 
EPOSUTraneectionC> 

ppEFO rec_acticr.SaleU'aiue Figure 10 

uit.,, the col:u.nn, in prior report It dawned. <:nrr also include the rut;,,, 
nnn ant; hi till rrr.tl tunra rc .nrd!r in the sprariduhegt (Droible click to edit) 

Run Query 

r Ewoi Entire Mesxagas 

E hod CAP and GP fiolove, Deli 
AddAtCllAraotanents ED. 
Flalwork 8ankin 

Note that the current version provides lists of available fields per Horizon application which 
can be selected by highlighting and pressing <Add> or <Add (tree view)>. See Figure 19 
below. Alternatively to reduce the numbers of fields displayed highlight the field in the window 
and press <Remove>. 

Attribute: 

T I0K 

Tree View 

STANDARD BANKING ,. 

EPOSS DACS 

APS LFS 

MEMO 
J 

OTHER _J 

Enter 4r111t1tute delriiiu, either rr:carru,rdy. iron khit 

fancel 
n. cesntly u rrrl r9ropdawrt_ ❑r tram thi, ,wt leclittw 

(ieuvtrted e rs.•e. 

Add Columns 

Figure 19 

If the user want to retrieve the entire message for a given selection parameters <Remove> all 
entries in the window and put an 'x' in the <FI:-ixyl . E ntit ' l ,L:. > field. 

Optionally a field ", vdd CA :nd BP roi1ovr data" or "'-rd.: ,=,S(ll Atta h) ,er:s EC; 
Network Banking" can also be checked. 

The user may now want to choose how the results of the retrieval will be presented. To do 
this go to the <Output Options> Tab. 
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10.2.4 Order By Tab 

r rr X 

Select Guts Where Order Iia Save and Culpul Opliuns Groups Conner) Retro18

Add.» cArr:holc T.nDataS'tnrt Del e,<Type Dtto>ei rder:Frrw,eard> 
tote, lbure TwrData.Stert.Tlme><Typa String><OrderForwerd> 

Remove<< 

sort fay Oats 

The rnesst yen- in th r report will he sorted in the order spooled. Note ihttl if 
the tarpot covers multiple trtlicer;, eroot, ochre will produt:e f, own surfeit 
topper Tt:r,re r: nn parting peMnerned o ersti officer; 

RunG,.ey i 

Ref: IA/PRO/004 

Version: 2.1 

Date: 15/09/04 

Order By 

Figure 20 

Selecting the parameter "Sort By Date" is recommended to ensure ascending time sequence 
(where appropriate). 

10.2.5 Groups Tab 

Save and Select Gals J Whew Order Ey ReFt,31e Oulpul Options Grwgs;. Conner . I 

All Gro p> C—I w ng: Groups 
STAN: JE 0 ;_003 99547h3UU 

PAN: WOOONA985476D000 Figure 21 
the, rr t u¢ trnerrt for cress-office seerr:hinq art, vf,que <trnl TIlD sine . 
tb,. r'iemrooe of ill --ti t<r-orlhar.k re{gairerd. 

Indexrrd crreorcli across all offices

Add. .» Remove (< 

u-rn st-arch ti safigkr group. :pecrt,r ri grrtop :- or toll 3r1;)u p`.. with ts'o;[ r f:i fort !;r 

given ,TAN or PAN. (Notes for UK cr Gruel, - 4`o>d Ol lcc P-At) rirdob 

The Groups tab on the R-Query tool is used to specify PAN search criteria. 
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10.2.6 Output Options 

Select Cot, 

Fxport Resuks to Po-t 
C' Omit Export 
t Rornpted Export 
C  Automatic Exporr 

~i•,4ucif(2oDE U-,r iJs O'hange 

Expoen Results to Access - -- - 
C Omit Export 
t Prompted Export 
C' Automatic'Export 

r Eapurtto Teat Fir-

Purr query 

Ref: IA/PRO/004 

Version: 2.1 

Date: 15/09/04 

Output Options 

Figure 22 

By default an Excel spreadsheet is created (default name when selected: 
C:\Audit\2a BES Usr.xls). In the current version there is also an option to export to an MS-
Access database (default name when selected: C:\Audit\2b_BES_Usr.mdb) and a text output 
file. 

If the user want to export the retrieved message to either an Excel spreadsheet or an Access 
database then enter `x' in the "Export Results to Excel/Access, Prompt Export" field. 

Using the template.qry file found in d:\audit data gives the report format as shown below 

a] rde Edt V , 1 r; rumiet Tool, Elsa yu,jow Help _I9I xl 

_1  F ]11i B ,. I W1%i,i~i:~»~

Date: 0&r01/97 _ 
Time:  12:26:10 PM 
Group:  551641

]elect  ExistsiLogon) ~. -- - 1 ----, -. .... 

keys: <Key:<Atlnbote:Date><Type: Daleo<Ordor:FOM/ard 
<Kep.<Aatribcfe:Time><Type: String><Ordar.Fonvard»

Date Time Logon 
23-Mar-97 15.24.02 -SETUP01 
24-Mar-97 07:08.58 SETUPoI '.
24-Mat-97 10-1830 -S ETUP01 
24-Mar-97 10:45:01 BBANTI 
24-Mat-97 12:20:16 BBANTI 
24-Mar-97 13:07:01 BBANTI 
24-Mar-97 13.59:05 -BBANTI 
24-Mar-97 17.04.34 BBANTI 
25-Mar-97 08:'.2:04 -BBANTI 
25-Mar-97 09:4337 BBANTI 
25-Mar-97 11J.18:52.8 RANT 1 

r '1\ 5eetl S $heat3 S SFoe5 , j e j 
dy Sum=J VUM 

Excel Output 

Figure 23 

Details of the query statement used will appear on the spreadsheet and this provides the 
evidence to POLIA of the search criteria used, in other words, how their ARQ has been 
interpreted. 

© 2003 Fujitsu Services COMMERCIAL IN-CONFIDENCE Page: 29 of 1 



FUJO0176265 
FUJO0176265 

Fujitsu Services AUDIT DATA EXTRACTION PROCESS Ref: IA/PRO/004 

Version: 2.1 

COMMERCIAL IN-CONFIDENCE Date: 15/09/04 

10.3 Running the Query 
Normally the user would not actually execute the retrieval scenario until such time as they had 
built the query statement (the Where tab), selected the fields (Select Cols) and chosen the 
output medium (Output Options). However, at any time in this sequence they can run the 
query statement by selecting <Run Query> using the button on the "Save and Restore" tab. 

Enter the required Post Office (FAD) code into the <Group ID:> field if it is not shown. 

Once this has been done an intermediate screen will be displayed, allowing the file format to be 
confirmed — select the <Excel> or <Access> buttons or the "text" icon, as appropriate to 
commence loading the package and complete the data transfer. This will also allow the data 
format to be checked on-screen. 

Note: In the case of very large Correspondence Server files spanning a number of days, an 
error may be generated on trying to save an Excel file. This will be because the maximum 
number of rows (records) has been exceeded. Should this occur, the range of dates should be 
covered, say one or two days at a time, and a number of output files generated. 

In rare cases it will theoretically be possible to produce a text output file that is too big to be 
read by Wordpad. Should this occur, a possible response is to produce output files for a 
smaller range of dates, or to initially create data as an Excel working file which can be 'Save 
As' "Text, OS/2 or :MS-DOS". 

It is good practice to check that all output files can be opened before they are copied to floppy 
disk or CD-W for onward transmission. 

11.0 Data Retrieval — Missing Day 

If while retrieving data for an ARQ there is no data retrieved for a day, or a sequence of days (but not 
all days) duplicate retrieval of data for those missing days from the other server to ensure consistency. 

If both servers are consistent, re-run R-Query using templateMissingDay,rft from the day before to the 
day after the missing day. 

The spreadsheet is sorted by ID and Number 

Check that the number sequencing is contiguous from day to day - normal, automatic housekeeping 
events, both during the early hours, and at the end of the normal working day, will be present. 

If the numbering system is contiguous, it means that there is no sales activity records absent. If in 
doubt, call Audit Support to verify. 

Save the spreadsheet to the ARQ directory and name using the missing day(s) as the title. 

Select Readme for missing day frt (if not on audit station use from Janes Directory on Bootle) and 
complete and save to ARQ directory. 

Both should be sent to POL along with the normal ARQ data. 

Example - ARQ 464 
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12.0 Data Retrieval — No Records Found 

In the event that during R-Query a message of 'No Records Found' is presented for a series of days, it 
may be that the outlet has been assigned to the incorrect cluster in Horizon. Another symptom of this 
error is that only two files are brought forward when connecting to the store, and checking for gaps. 

Contact SSC in BRA01, Tel, GRO ;Mobile GRO 

Ask him to check which cluster the outlet should be assigned to. If it is incorrect in Horizon the Audit 
Support team should be advised. 

Until the necessary changes are made in the system a manual selection of the cluster will be necessary. 
To connect to the correct cluster follow these steps:-

1. Start a new query in Horizon 

2. Specify dates required and select `update', as usual 

3. DO NOT enter FAD code into the `PO FAD Code' box as usual 

4. Under `Audit Point' select `TMS' 

5. Under 'Sub Point' select correct cluster ie `Cluster 1 B' or `Cluster 1W' depending on the 
server already selected 

6. Return, in the `FileNiame template' box type: 

FN01 TMS CLUSTERXX X X * 

CLUSTERXX — type the relevant cluster code ie CLUSTERIB 

Third X — CLUSTERXX _X — type W or B depending on server chosen 

Fourth X — CLUSTERXX_X_X — type number displayed on original ARQ request which resulted in 
'No Records Found' from `Filename for ARQ Ref POIA...' ie "FN01 TMS CLUSTERIW W 6 — 
this number should also correspond with the third number of the FAD code. 

7. Complete data extraction as usual 
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Creating CDs 

Roxio Easy CD Creater is used to copy the ARQ requested information on to CD-R, for 
despatch to POLIA. 

C[7 G;eator 5 Select a Project 

dfrectCD V-1 Roxio — 

"'""~ Eas CD Crea 
datatc, t3 

as 
Figure 24 

Share :r archive your computer hiss such imaae~ 
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n the most eompattle format.

'N her Gkup 

photd 
urleo

CD copier. 

To launch CD Creator inserts a new CD-R in to the CD writer. This will launch the main 
screen (Figure 24) The user selects "Make a Data CD", then "Data CD Project" this initiates 
the Data CD — Easy CD Creator Screen Figure 25. 
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From here the user selects the source file from the drop down box. The source file should be 
held on the D:\ under Auditdata\ARQ***. The files will appear in the top window, the user 
will then drag and drop the required files to the lower window. All CD's will be recorded as 
`Closed' to prevent any further data being added to the CD. The CD-W shall be passed to CS 
Security and checked for viruses after the data has been written to it and before sending it to 
Post Office Ltd. 

In order to adopt 'best practice' processes all data retrieval completed by Security Department staff is 
to be checked by another prior to despatch. These notes contain the fundamental checks required. 

A copy of the original request received from Post Office Limited and the resultant CD will be passed to 
the checker. The following initial checks should be made:-

• The FAD code has been ticked as checked on the ARQ form 

• The written details on the disk reflect the requirements of the ARQ 

• The detail of the retrieval has been recorded on the ARQ form 

Open the CD, the following checks should be made:-

• The transaction and event files cover the timeframe requirements of the ARQ 

• Open the transaction spreadsheet and check the timeframes match the requirements and that the 
first and last day of the request are present 

• Check Group, at the top of the spreadsheet, and FAD number on ARQ form are the same 

• Select sheet 2 and check the FAD number listed in column I is correct 

• She files used cover the timeframe plus 2 days 

• 'Size of Gaps' equals `None' 

• Close transaction spreadsheet and open events spreadsheet 

• Again, check FAD number and timeframe(s) 

• Logon is present at the top of the data retrieved for the first day of the ARQ timeframe requirement 
(be aware some reports are produced automatically and can be present prior to log on) 

• Log off is present at the bottom of the data retrieved for the last day of the ARQ timeframe 
requirement — if a day(s) is missing check whether day(s) falls on a Sunday or Bank holiday 

• Duplicate audit details to those recorded on sheet 2 of the transaction spreadsheet are also held on 
the events spreadsheet, select sheet 2 and perform a similar check 

• Close events spreadsheet 

• Retrieval data is held in both 95 and 97 formats 

• Open Readme first file and check correct ARQ number has been entered and that personal details 
and anti-virus information is correct 

• Close all spreadsheets and open Access database 
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• Ensure all data has been recorded and select own name from the drop down `Checked by' list 

• Initial ARQ form as checked and pass back to originator 

13.0 Despatch of Audit Data 
The audit data is despatched to POLIA contact using Royal Mail Special Delivery. This 
ensures that a receipt is provided to Post Office Account confirming delivery. 

The Prosecution Support Database must be updated to record the date that the extraction 
activity was started, completed and posted. 

14.0 Appendix 

Appendix 1 ARQ Form 

Appendix 2 Example audit log 
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AUDIT RECORD QUERY 

Ref: IA/PRO/004 

Version: 2.1 

Date: 15/09/04 

Originator: Post Office Ltd Security Date: dd/mm/ccyy 

Casework Manager 

P 0 Box 1 

Croydon CR9 1 WN 

Telephone: GRO 

Witness Statement YES/NO REF NO. 
ARQ 

(delete as applicable) ####/00 

Information Requested 

Date range: Post Office Name and FAD 

GENERAL 
DESCRIPTION / 
FORMAT 
REQUIREMENTS: 

Specific Details: (PAN or equivalent identifier) 

Signed Date dd/mm/ccyy 
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Appendix 2 

Log for closed ARQ: POIA149W 

ARQ created by: jhass0l 

ARQ Closed: 09/01/03 15:01:44 

Actions: 

Instance: 5 

CommandUsed: Get cluster ID 

ErrorCode: -12 

Error message: Failed to open the CLUSTER ID file. 

StatelD: ProcessNOK 

Started At: 06/01/03 16:07:54 

Ended At: 06/01/03 16:08:4 I 

Generated by: rlakiOl 

Instance: 4 

CommandUsed: Get cluster ID 

ErrorCode: -12 

Error message: Failed to open the CLUSTER ID file. 

StateID: ProcessNOK 

Started At: 06/01/03 10:27:07 

Ended At: 06/01/03 10:27:23 

Generated by: jhass0l 

Instance: 2 

CommandUsed: Get cluster ID 

ErrorCode: -12 

Error message: Failed to open the CLUSTER ID file. 

StateID: ProcessNOK 

Started At: 06/01/03 09:55:49 
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Ended At: 06/01/03 09:56:04 

Generated by: jhassOI 

Instance: 1 

CommandUsed: Get cluster ID 

ErrorCode: -12 

Error message: Failed to open the CLUSTER ID file. 

StatelD: ProcessNOK 

Started At: 06/01/03 09:49:37 

Ended At: 06/01/03 09:50:23 

Generated by: jhassOI 

Instance: 0 

CommandUsed: Create directory structure 

ErrorCode: 0 

Error message: No error message held. 

StateID: ProcessOK 

Started At: 06/01/03 09:48:48 

Ended At: 06/01/03 09:48:59 

Generated by: jhass0l 

Files and status of files used by: POIA149W 

This ARQ did not utilise any files. 

Total number of files utilised: 0 

14.1.1 

14.1.1.1 Heading 4 Style 

14.1.1.1.1 Heading 5 Style 
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