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0.0 Document Control 

0.1 Document History 
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Version: 2.1 

Date: 26/10/2004 

Version No. Date Reason for Issue Associated 
CP/Peak 

0.1 01/01/02 Initial draft based on CSR+ version IA/PRO/003 

0.2 15/04/02 Addition of comments and change to Fujitsu Services 

1.0 29/05/02 Approved 

1.1 17/01/03 Update to B13 system and contractual changes 

2.0 27/01/03 Approved 

2.1 26/10/04 Addition of comments and change to internal 
processes 

0.2 Review Details 

Review Comments by: Date 08/11/04 

Review Comments to : Originator 

Mandatory Review Authority Name 

Programme Assurance Manager Jan Holmes 

Customer Service Security Manager Bill Mitchell 

IPDU Audit Alan Holmes 

IPDU Audit Brian Muir/Oddette Moronfolu 

Optional Review / Issued for Information 

(* ) = Reviewers that returned comments 

0.3 Associated Documents 

Reference Version Date Title Source 

PA/TEM/001 8.0 19/12/02 Fujitsu Services Document 
Template 
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IA/SPE/018 Audit Data Catalogue — ADC 
(Consignia SIS) 

IA/SPE/O 19 Audit Data Catalogue 
(Consignia AP Clients) 

IA/SPE/020 Audit Data Catalogue (System 
Management 

IA/SPE/021 Audit Data Catalogue (System 
Management) 

IA/SPE/021 Audit Data Catalogue (Internal 
Audit) 

RS/MAN/010 SecurelD Normal Token User 
Guide 

NB/MAN/002 PSS Database Manual 

CS/SER/016 Service Description for 
Security Service Management 

Unless a specific version is referred to above, reference should be made to the current 
approved versions of the documents. 

0.4 Abbreviations/Definitions 

Abbreviation Definition 

ARQ Audit Record Query 

AS Audit Server 

AW Audit Workstation 

CD-W Writeable CD 

OBCS Order Book Control System 

PIN Personal Identification Number 

Peak Problem Management System operated by Fujitsu Services 

POLIA Post Office Limited, Internal Audit 

PSS Prosecution Support Section 

RFI Request For Information (RFI is synonymous with ARQ.) 

TMS Transaction Management System 

0.5 Changes in this Version 
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1.0 Introduction 

The Horizon system generates significant amounts of data that is of interest to Post Office Ltd 
Internal Audit and other groups. The Horizon System Audit Manual [2], and the supporting 
Audit Data Catalogues [4-8] provide further information on the structure, form and content of 
this data, referred to in this document as `audit data'. 

Subject to certain constraints the audit data must be made available to POLIA or other 
authorised groups within time scales established in the Audit Data Retrieval Requirements 
(CSR+) [3] and the Network Banking Internal Audit Requirements [10]. 

This document establishes the process for requesting audit data extractions and subsequent 
activities undertaken to locate, retrieve, extract & filter and prepare for despatch on behalf of 
authorised requesters. 

2.0 Scope 
Should future releases of Horizon bring about changes to the way that data is extracted this 
process will be updated to reflect those changes. 

This process applies to ALL audit data extraction requests in respect of: 
1. PSS ARQs 
2. Other requests from POLIA 
3. Internal Requests 

Internal requests for audit data extraction will also be subject to this process. In these cases 
the use of an Audit Record Query (ARQ) form is optional but a PinICL must be raised to the 
data extraction stack. 
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Within this process certain terms are used which have specific meaning within the Horizon 
Audit Solution. They are: 

Gatherer : The module responsible for collecting the audit files from the hosts, agents, 
correspondence servers and interface mechanisms. This module is also 
responsible for the application of the audit file naming policy. 

Sealer : The module responsible for calculating the checksum seal of each audit data file 
before it is written to audit archive. This value is recalculated after data is 
extracted by the Retriever and compared to the original value when first sealed. 
Used to ensure data integrity during storage on audit archive. 

Hoarder: The module responsible Pre-Bi3 for writing audit data files onto DLT at pre-
defined intervals. From Bi3 sealer writes audit data to Centera cubes. 

Retriever : The module responsible for moving audit data from the buffers where it is 
placed when retrieved by Legato (Pre Bi3) or Centera (Post Bi3) and making it 
available to Legato 

Extractor : The Client/Server system responsible for retrieving data from Legato and 
Centera and managing Audit Data Extractions. 

Legato: Legato Networker is the storage management application selected by Post 
Office Account to store and manage audit data onto DLTs Pre-Bi3. Post-Bi3 
the data is migrated to Centera cubes. 

Centera: Online mass disk storage unit selected by Post Office Account to store and 
manage audit data from Bi3. 

A more complete explanation of these modules can be found in the Horizon System Audit 
Manual [2]. 
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4.0 Audit Data Integrity 
The integrity of audit data must be guaranteed at all times from its origination, storage and 
retrieval to subsequent despatch to the requester. Controls have been established to provide 
assurances to Post Office Internal Audit that this integrity is maintained. 

During audit data extractions the following controls apply: 

❑ Extractions can only be made through the Audit Workstations, which exist at Feltham, 
Bracknell and the 2 Data Centres. These are all subject to rigorous physical security 
controls appropriate to that location. Specifically, the Feltham AWs — where most 
extractions will take place — are located in secure rooms subject to proximity pass access 
within a secured Fujitsu Services site. 

❑ Logical access to the AWs and their functionality is controlled by dedicated Logins, 
password control and utilises the NT and Post Office Account security features defined in 
the overall Horizon security policy. 

❑ All extractions are logged on the Audit System and supported by documented ARQs, 
authorised by nominated persons within POLIA. This log can be scrutinised on the AWs. 

❑ Extractions will only be undertaken by individuals previously notified to POLIA. Currently 
this is limited to Post Office Account Audit and Post Office Account CS Security 
Prosecution Support personnel. Any additions will be notified to POLIA. 

❑ Agreement has been reached with POLIA regarding their rights to witness extractions 
without warning or to request repeat extractions that they can witness. 

❑ Checksum seals are calculated for audit data files when they are written to audit archive 
and re-calculated when the files are retrieved. 

© 2003 Fujitsu Services COMMERCIAL IN-CONFIDENCE Page: 9 of 9 



FUJO0176543 
FUJO0176543 

Fujitsu Services AUDIT DATA EXTRACTION PROCESS Ref: IA/PRO/004 

Version: 2.1 

COMMERCIAL IN-CONFIDENCE Date: 15/09/04 

4.1 Retrieval Schematic 
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5.0 Overview 
The process assumes that audit data has been Gathered, Sealed and written to audit archive. 
The five main types of files are: 

a. TMS Journals from the Correspondence Servers. 

b. Flattened Oracle tables output from regular OBCS database purging cycles. 

c. Transaction files to and from PO systems 

d. AP Client Files 

e. Tivoli Event files 

All file types are referenced in the audit data catalogues [4-8] 

The process is invoked through the receipt of an ARQ into Post Office Account CS Security 
PSS. Expressed in business terms, the ARQ must be interpreted into its component Audit 
Points and Sub-points. This then enables specific files to be identified and retrieved by the 
Audit Retriever, formatted as appropriate and then further Extracted against the ARQ criteria. 
Depending on the extraction method the data can be extracted to standard MSExcel 95 before 
being placed onto CD-W or floppy disc. The CD is then checked for despatch to the ARQ 
originator. 

The following paragraphs present an overview of each step in the extraction process and are 
ordered to reflect the actual processing of a Audit Record Query (ARQ) by Post Office 
Account CS Security PSS. 

5.1 Audit Record Query 
All POLIA requests for audit data must be made via the Audit Record Query form. This will 
contain a description, in business terms, of the times, outlets, events, items activities that the 
Auditors are interested in. This request has to be interpreted by Post Office Account CS 
Security PSS and mapped onto the Audit Points and Files described later in this document. 

Internal requests (e.g. from Post Office Account investigations personnel) will typically be in 
the form of a Peak on the 'Dataextraction' stack for CS Security. 

5.2 Marking Files and Tapes 
Based on the above interpretation of the ARQ, as many files of audit data that are needed to 
satisfy the request are `marked' for retrieval. 

5.3 Audit Track Retriever 
Polls the user area buffers and makes them available to sealer for seal verification 
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Audit Data Check Seal 
To assure the integrity of the audit data while on the audit archive the checksum seal for the 
file is re-calculated by the Audit Track Sealer and compared to the original value calculated 
when the file was originally written to the audit archive. The result is maintained in a Check 
Seal Table. 

5.4 Audit Trail Extractor 
This is a facility that uses various tools to extract or reform the retrieved audit data in 
accordance with the ARQ. It also places the information onto a CD-W, or other suitable 
media, for despatch to the ARQ originator. 
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6.0 Retrieving & Extracting Audit Data 

6.1 Receiving the ARQ 
a) POLIA requests for audit data extractions must come to Post Office Account CS Security 
PSS in the form of an Audit Record Query. An example of this form can be found at Annex A. 
The ARQ may be mailed, faxed or e-mailed to Post Office Account CS Security PSS. 

ARQs will only be accepted from persons fulfilling the following role or their delegate : 

POL Internal Audit. Casework Manager: Tel GRO 

Current names of persons fulfilling this role will be confirmed in writing by POLIA Internal 
Audit and held locally by PSS. 

If other parts of the Post Office, or other organisations, require audit data extractions they 
must be channelled through POLIA to Post Office Account CS Security PSS. 

Contractual limits and turnaround times for the provision of Audit Record Queries are detailed 
in the document Network Banking Management of Prosecution Support. [I1 ] 

b) Internal requests will be in the form of a Peak, allowing the requestor's identity to be 
verified. Requestors should state what media is acceptable (e.g. CD-W, email of WinZipped 
file up to 500kB) The despatching of confidential data is bound by Fujitsu Services policy. For 
TMS files - also referred to as "message store" or "Correspondence Server"- they should also 
specify the output file format(s): text, MS-Excel or MS-Access. (See Section 8 for more 
information). 

POLIA and Internal requests are recorded on the PSS Database (User Guide for 
Prosecution Support Database [12]). They should be logged to record the following 
information: Request id (e.g. ARQ no.), the date the request was received, the FAD and date 
range to search. Turnaround times are covered by contract as specified in the CCD 
CS/SER/016. 

6.2 Interpreting the ARQ 
It is necessary to interpret the ARQ by identifying the audit points and sub points that 
generated the records that are required and, through the Audit Data Catalogues [4-8], the files 
produced at those audit points and sub points. 
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6.3 Login Audit Workstation 
Carry out following procedure to Login and obtain necessary shares 

1. Login : *****44 

2. Password : ********* 

3. Domain : PWYDCS 

At this point the SecureID Authentication is invoked. See SecurlD Normal Token User Guide 
[9]. 
Carry out the following procedure to authenticate yourself as an authorised user 

1. Enter passcode : <personal 6 digit PIN and 6 digit SecureID token display> 

The AW will present a blank desktop with a START icon in the bottom left of the screen. 
Using pull up <Programs> will reveal the extent of products available for any subsequent 
extraction work, as shown in Figure 1. 

Figure 1 

6.4 Preliminary Housekeeping 
It is highly likely that an average ARQ will need a significant number of files to satisfy it. To 
avoid the AW filestore becoming clogged with hundreds of files it is strongly recommended 
that a working directory is established on the AW to hold all files relevant to a particular ARQ 

1. Select <Windows NT_Explorer> from the drop down menu. 

2. Set up <New Folder> as D:\audit data\ARQ Reference No. 

6.5 Targeting the Data Files 
At this stage of the retrieval procedure the Audit Extractor Client is used to identify and mark 
the files required for retrieval. 
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Each Audit Workstation is loaded with the following programs; 

1. Audit Extractor Client 

2. NT Explorer 

3. RQuery 

4. Roxio 

An explanation of the functionality of each program is detailed in the following sections. 

8.0 Extractor Client Functionality 
The Audit Extractor Client is invoked from the start menu. The user will select the Data 
Centre they wish to work with as depicted in Figure 2. The Audit Extractor Client refers to 
RFI (Request For Information). RFI is synonymous with ARQ. 

Abou Abas 

Dal. Cen6e: p~, ~ Dea Ce.nlfe: VI 

Jset Narme: +I 

_.. 

I Audit Extractor Client - 
JJm~.rtatin: . E )LL Data Centre Selection 

Figure 2 
t ~_~n~i 

- I K  canoe JK' r3naei i 

The Audit Extractor Client (Figure 3) has three main options; 

<Nc,c f> (Figure 4) 

<Open P FI> (Figure 7) 

<Clo ;e RuT> (Figure 9) 

Rfi gpen RFI hose RFI 

Figure 3 
You are logged in as 

jhas'.=:_ _.. 
at the Audit Extractor Client -

Boatle Main Screen 

data centre 
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8.1 New RFI 
This option is used to setup an audit trail for each request and to specify the search criteria 
identified from the ARQ form. See Figure 4_ 

Hacuesl Figure 4 
H ecuesle, F DmeHeceiv d

Cdeb-sg~e Enii~ Dale HeyuieJ ,,;, inl, 

Heceiol Helerence wl 

Acc Hee.- Raise New Request 
D r... '.D ~:fe. del~iai o~~,oyaroa~d 

$paoily $eHct wFeq Li S~ItPda — 

R ed ca e tc r — Drop down list. 

Post of/ice AcGUUar I4 (Post Office Internal Audit, ARQs are always POIA) 

Post Ot ice Account Other 

J'ost O /ice Account SSC 

POD  1.4 

POr L

Date Received — Date ARQ received, taken from ARQ form 

Date Required — Date ARQ must be completed. Use SLA target times to calculate date to be 
completed by 

Catalogue Entry - Blank 

Receipt is cfc:rctic e — ARQ Number, taken from ARQ form 

Accc--s Rcau~ns — Post Office Name, FAD and dates specified on ARQ form 

<Spcc . Sc] ect  nn 15tcria> See Figure 5 below. 

Hu u a i fur The first date requested on the ARQ 

To Jain — The last date requested on the ARQ + 2 days. This ensures if data hoarded late that 
all files are identified. 
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seetpo 000t RFt , P, W.1?aB 

Figure 5 roP dR q a 
F G t r w3. :r il 10 De ' i _~T:1 

File Soo,ce Refixed 
,oil Point Selection Giteria 

Aw51 Pouf. ; AUdA $ Y PcirY F.kU f ode 

4v, Specify Search Criteria 

to~Ele< _ eS>Ioo'len piteda Pxunto ~eMi 

Search Criteria Audit Points 

U:1 at rW ei di1 Pxl $dYJFn Gdetn 

jaWtPoat Au~IS bbd F,ACCMe 
a 4 d. k~ 

Fw
~ 

S lbPrrd

I ~ 

P.ennn 

L  o Poi d to Coo 
4*pw aulAPen FC C aASibPan I A oin 

SbP t 

Figure 6 JPo9r! F6G :Me 7 

<Update> See Figure 6 above. 

Aiid i aunt s — Used to select AP Client files and Tivoli events, etc 

SuI~ pc rots — Used to narrow audit point selection 

FAD code — FAD code from ARQ 

<Add> - input above value and click add to enter the details 

<Delete> - Select any values in List of current Audit points and click delete to 
remove them 

<Rctvrtn> - Click to return to Search Criteria Screen (Figure 5) 

< ear: 1. fi es> — when file search completes, the `Retriever' screen opens, see Figure 
10. 

<Snt: c seFccfLii> - saves the selection criteria 

at: — returns to main screen (Figure 3) 

<Save request> - saves the request 

<Return to menu> — returns to main screen (Figure 3) 
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Figure 7 
Requez  ~ h` beta}; 

Open Existing Request 

Feturi, ko _,mu 

Select the Request Reference' from the drop down list i.e. POIA001B 

<Show Details> - Figure 8 below. 

Rawest. IL`OCa.+.-_._. J 
Uale Received (_•.; -✓rc 

r:srno~rie Fnlry Rnte RenuirwA 

Recrity Relmeerar i- Figure 8 
Ar Ramrmr 

_t fl  2'J201 0Y/W/Ill -15/us/Ru 

Show Details 
dec~viC~rtcr;a I.v RFI Rccierrcc OIA12sE Fcrrwrvy Pas;ivc 
dime PeF1 1 Feq ed 

From Date r- J„p~ --  To Data ~rl 

. FJeSw~ce R-queed 
Ault PAN. StAclrcr L ler

AuOrt Pa1R I AM//I Sup Yarn EAD Lo]e 

FleName TA/Is/s:. 

This lists the details of the request as inputted in Figure 4, New RFI. The user can not add or 
update any fields. 

Requester Details 

• Requester 

• Date Received 

• Date R.;eq'. i cd 

• Cat ,ineu F ,tr; 

• Re"Ip iteiDeeee 

• Access Rca,ern 

• Frot Date 

• To k)"at 
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FfeSoui.c Feq. it:rnent 

• Audit P d' is 

• Sub Flints 

• FAD Code 

• File Name Template 

<C1 se> Closes `Details' screen and returns to 'Open RFI' screen 

<O kale-es{> Displays Figure 10 

<Retuin To Menu> Returns to Figure 4 

8.2 Close RFI 

etr — I Figure 9 
fl q .R lxferce `. hnry Uetais ! 1 

Am ss Aert 

Close Request 

~~ f I J

0 FjI F-1 

CW=e Re~ue;~ R9Y~nr-l~Me~n. 

~le,.y,~rt  noYrt [¢[~n0 wJ! mexi nn Y.n~Yn~ ipd~lrtr w;n pnssDh in e.in ier~ucel. '• 

When all work has been completed the ARQ must be closed on the Audit Extractor Client. 

Request Ref - Select reference from drop down list (ref POIA* * *) 

Access Reason 

Filenames for RFI reference POIA** 

<Close Request> - once the request is closed the audit log is written to the request directory 
on the Audit Server, Figure 13. A copy of an example audit log can be viewed in appendix 2. 

<Rctu°:n To m enu> - returns to Figure 4 

<. Y :,Eks> — Figure 8 this function displays the ARQ details as in 'Show Details' from 
pm RN' screen 
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8.3 Audit Extractor Client — Retriever Screen 

u„rb 
c,,&lE 1L.r,n e U<M u,NF, rea,csaa~;>o'°~.°~< 

T.D..F Mm DN 

1 N ,  
3Fm1 

Figure 10

S<lea<l Glo L~e[Cnnol 

U - - Audit Extractor Client —
F~.Nar.eav•!i°.,I<..,K.G ,:A Retriever Screen 

N<r: e n.a1 Ja v. dor __________l _J 
FN0 TMS B_ =011081 

U;,WPDAlE . 

D M40 
FN01 TMSDMiB J 1001? 10000oy_ 

Z .SJZ

FB01 TMS_DuMB9_'9p710617 i7lWIWj _ 
SelOK  :
Seep( 

I .
Fxpi TMS C$d 48 0 .20]1081? i?2BNW V.. 

0I TMSc 189 ZW1m 1T19090D V. 
0S. . 0

_. . . . t , 
N01 IMSDWs1B B ' RI10017 161]1700 V. 

ti, IMS c-18 B' n",  I6171700 V 
See1R Sec 
S.

4o AG .lens]. ~•ct=c 
J 0 

F4.. _ 
Stifie. Farad 

Selection Criteria 

These fields are as entered on the 'New RFI' screen, Figure 4. 

Fru_rt ;atv 

To Date 

File Source R eu€ ed 

Audit Point >e1.°ci o . itc i 

Audit Points 

Aud ': S<o b pO : is 

FAD Code 

Filename Template 

File Names for RFI Refs reonce PC)TA*'' 

The Audit Extractor Client retrieves the following information using the search criteria 
inputted in the 'New RFI' screen, Figure 4 

Filename 

Size 

Status 

Volume 

Barcode 

On-Line 

E 1urr.ert . . st i.nt.oi 
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<Ar e d " r- ei ia> - If the original search criteria is too narrow, select this button to re-input 
the search criteria and re-search for the required files. This facility is not available once files 
have started to restore. 

Selected File List Control. 

<Restore Files> - Mark the files required by either holding the <CTRL> key and marking the 
individual files spaced throughout the range listed or select the first file in a group, hold the 
<SHIFT> key and select the last file to mark a consecutive group of files. Once all the 
required files are marked click the `Restore Files' button to restore the files from archive. 

<Replace Files> - Mark the required files, select `Replace Files' and the files not selected will 
be removed. 

<Volume Status> - Again select the files required and click the `Volume Status' button to 
initiate a search for TMS Numbers and corresponding barcode reference for any audit tapes 
required. This only applies to Pre Bi3 files stored in legato, not files held in Centera. 

<Delete Files> - Similar to Replace. Files' except the marked files are removed from the list. 

<File Status> - this function updates the status of a set of selected files so that the user can 
identify progress and seal validity. 
<Leo fr1dnte> - this function updates the audit workstation in line with the audit server 

<Fi' . Fzes> - This button will update file sizes for Legato based files, in the 1 lies Nu. er 6_"!,
Fl:! F i ree e l OTA****' section for the marked files. The user will need to select "List 

to view this on the audit workstation- Centera file sizes are shown in the original 
selection list. 

Main Menu 

File / Close — This exits the `Retriever' screen 

Actions / Check Actions — Actions allow the user to view the status of each function/facility as 
detailed throughout section 9.0 of this document, thus allowing the user to identify when each 
process completes and if it completes successfully. 

iepro„Ndrax:e 

:fictions Screed 

-.., 
.'0l0401' 41 gym„ 

s 

RxeuMOK tw e .0 4.

" 

a  Figure 11 
PnMn,M [M 

TMS 
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Once the TMS Archive files have been deposited in EXTRACTED_AT they must be `built' 
into a pseudo Correspondence Server for R-Query to access. Further filtering is available to 
restrict the number of Outlet records that are included in the re-build activity based on the 
original ARQ. 

E ~a-- N 1 cs a or c — This clears the current messagestore on the audit workstation 

Cencratc 1c° rc enter the date parameters and FAD code, as depicted below 
in Figure 12 and then c: t.r tc i It , ,,t r~ . toi,c' to generate the message store on the 
audit workstation 

Data centre: Wigan RFI: POIA158W 

Start Date Sept0-,b0:opt FoodDate :50ctooei25u1 
for for 
messages v.essages 

List of FAD Codes 

Post Office FAD Code I2 2 t 

< oera e 

GererateMesooge5 lore Cancel

Generate Message 
Store Screen 

Figure 12 

Server MS Build — Used to generate a messagestore on the audit server. Only one 
workstation at a time can generate a messagestore on the audit server. This shall only 
be used as a last resort. 

Oracle / Build Table — Allows the user to rebuild Oracle back up files in the Oracle format. 

Unzipping Zipped Flat Files - It is strongly recommended that files to be unzipped are 
transferred from the AS to the AW in their zipped state and unzipped on the AW. This can 
produce space savings of the order of 90%. 
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9.0 NT Explorer 

BA _BB .Lo , . yAF 

j 
i '

eJIFWdcx Co ~r-.n . ,L'F.: 

NT Explorer 
.LJ WFEAUD64 

T M G3N Agrd3ei 
li4P.e236 FA F* 

___iiI 
09/01M 13:30 

•a 3RFIq yW1 3jPpei2ab Fie Fo4t 10101/031231 
per ICI 309 '..

• tJ IC J IIII ', OlA T, I D 1KB 0 ,, 28/0610213:36 A 2S10610214:46
M

J

E a0 r.- A B CFI Cl,: O6/01/031R26 A 

F 
I ;i f ! -lenl 1 O1 314:09 A 

Figure 13 
31 ~"  RESTORED BI 
A- RETRIEVED AT 

R1 PA0BGb 
Uvl f .ill It, 

$ 
3 
'W PSECi '..

~®I PO6ECWfiV
Pwu056w ''..

$i~tl FYxYri/w ',

'}I BPboqWd:xUl ''..

1 r 
I 

- - iealill 41NBI0 hee ;uazc ~ .All  .._. L i:, - a 

~Slsl '.b  RI. POIA11d0 61Mw I!  ErrPbring F\ A B 11x>rr.

NT Explorer is used as a tool for viewing files associated with an ARQ. As each new request 
is logged on the Audit Extractor Client using 'New RFI' a directory will be created on the 
audit server for which the request was initiated from. Each directory takes the Audit 
Extractor Client RFI Reference i.e. POIA* * * *. This main directory holds the sub directories; 
Extracted_at, Restore_at and Retrieved_at. The main directory includes a txt file named using 
the Audit Extractor Client RFI reference. This files contains details of each process initiated 
through the Audit Extractor Client. NT Explorer allows a window to view these files and 
directories. 
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10.0 Introduction to R-Query 
R-Query is an interrogation tool used to extract data from a Correspondence Server. It has 
powerful SQL type features, which are used to define the extraction scenarios and the ability 
to output the results to standard MS-Office utilities. 

It is a vital element in the Audit Workstation tool set and requires that a Correspondence 
Server exists on one of the Audit Workstations or Servers. Details on how to achieve this pre-
requisite can be found earlier in this procedure. 

10.1 Invoking R-Query and Connecting to a Correspondence 
Server. 

The Riposte Query initial screen is invoked from the start menu. 

Figure 14 

Riposte Query Initial Screen 

!. for tl n, nxrnte Uc 000ge Sinrib
n, rtir,r}firm is Wt L,'t lO l l 

!DU,iri• 11,1tv1..F Lted l 0 tiny m,c ;000 t0(( 

Conners-, i JOFn! LOI]t L, .ol l.1, .I

:,,,da rr~tii 

,'+tF Vsmme To RQ,,er,,.UK, PIno e nelect r lie cnecle „toeirm the h ' abe te. 

^. ncni or remote Meorag3 Su re in ,equired 
rre.~aiu mechinp is:WFLAI IfO4 

Yo t 011' Cnnr,ucted V, r r o W;-01,111101  tfr v.,p b 501e ti 3 

1  ll00  JU FE'J iD O' Lac N. chino 

tat,; 

Gx i foie 
Me go St. toou Me, Meru 

Cot sect to — The user selects the workstation/server for which the message store exists 

Audit Trail — User is only required to justify use of servers 

<Set up> - Development only 

<Disconnect> - disconnects any connection from current workstation to messagestore 

<Connect to Mersa FeStore> - `connect to' and `audit Trail' are to be specified before 
connecting 

<Cbeck More .te ius> - details of message ranges in the rebuilt message store. 

<Main Menu> - Connects to the main RQuery Screens as detailed in the following sections. 
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10.2 RQuery Main Screen. 
This consists of 7 tabs. 

Select Cols — Used to select attributes required for output to excel etc. 

Whcre — Used to enter search criteria i.e. date range and FAD code 

Orc r By — Used to specify sort criteria when output to excel 

\cH.i d R r:tire — Used to load and save Query 

Uu ut Otioas — Used to specify file and MS product to export data to. 

Groups - Used to specify PAN or STAN identifier 

Connect — Used to connect to Messagestore_ 

10.2.1 Save and Restore - Restoring Retrieval Scenarios 

X 

Sel `_t Cris '. Gv hne Crder By Save and 
Restore o ut Op6un; Gtu.¢rs Cornrevi 

Saving and restor,nc queries using LOCAL desk life; Gave and Retrieve Queries using Message Stoic 
audit\IE^i qty 

Save Retrieve Gunge Srsrarne 

AOthe Data 

Common . order Boot J

Jane': Must Common 

t.hrr na ;.kq t in thr,e i;tp+sste; Clipboard -. 
rG,ouplD for Riposte 19x942 

.Awe. or ;ny ick Wii ~C d Prim 

Run. Quer,. ' 

Save and Restore 

Figure 15 

The <Save and Restore> dialogue provides the opportunity to restore scenarios that have 
already been scripted for further use. 

SCENARIOS FOR RE-USE EXIST AT TWO LEVELS: 

Those that are associated with the current Correspondence Server. 

Those that have been saved to an external file or Catalogue. 

Scenarios associated with the Correspondence Server exist only while that particular CS 
exists. If the user believe that an extraction scenario is likely to be re-usable it's as well to 
remember that unless the scenario is saved to an external file it will not be available if a new 
CS is built for another retrieval exercise. 

Use these steps to re-use scenarios associated with current Correspondence Server. 

Go to 'Save and Retrieve Queries using Message Store' window. 

Select <Refresh> to list all scenarios associated with the current Correspondence Server_ 

Highlight the required scenario and select <Retrieve>. 

OR 
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Use this step if retrieving scenarios from the Catalogue. 

Locate stored scenario from the Catalogue via <Change filename> button to browse as 
required. 

At this stage the user will have retrieved the scenario complete with the parameter setting used 
on the last retrieval activity. If the user want to change any of the parameters they will need to 
go to the <Where> tab. 

Enter the required Post Office (FAD) code into the <Group ID:> field if it is not shown 

10.2.2 Where - Changing Retrieval Parameters 

XI.

Select Cots :'Where Order 9V 
.Save and Ui.Aput Orb— 0 -11 Corerect 

((Date DL, 'LI I-hAa;rC1 III' i;fJD IL ate 
DLE "11 May-2GOT`IANC I E it 
EPOSSTrellsadlrnFro a t )i 1D( 
Exis TxnDataStadF' IF1`I ts ( 

Minx rE Num Cate 
[ 7Ti fEIJ 1 LEc 

AtJD I F L.is: 
 FOR LE 

NOi LC CEC 

ld ck;arsnn: •trill only he umed it thrry 
YI roppropm Ito synttix- It you ncr;r NU 

you rare drting multiple .,eorr:h _a 

AddAutibute 

ExarO les 

match thew= rriwrro !,eta 
I or ea produlasan server 

(NCI,- for UK a Group - 

Group ID:

thr- dnrumc'ntrrtinn trio 
O , iex rr I! ho'p r3 

t i t,

Run Query 

Where Screen 

Figure 16 

Note that the current version provides significant amounts of assistance with regard to the 
structure of the query statement. An `Examples' button (see Figure 17) allows search 
parameters to be retrieved and tailored (e.g.): 

I Ideq 1 IvGGINumgt"1400"I I LIFE I Itrq MIDI110 II, ,II II0111lrul I I 
Applic I,or EQ "LPS""!AND ( Date CGE "IId-Feb 152 JArLD (C le D E '08-He i ESE" I ONE crisp l EEL": 

f Applic h r Eq U°5" J AND (TroiDolo Fl rl, EU "ER' I 
Applic Ie, El') u,a9"17+ND( User FQ IL Ull JAb 'D tL,,r DI ;E OR Feb 1111"' I ANE(D L.DLE OUR 

( Applic ti Al E U "u ='S -.ND T:;nD Ad do SQ "ER 
f Applir lmn EQ "LEI 14Nt t U., EU ELt I DI I cIIU I Date [GE'i USE eb-1597" ] ANG (Data ULE "D$-t 
I Celleclnn Er `EF_15 ens ONCE Dar Leo,_edOr -IEQ") 
(Called C 'F "I Nr I I I LI hI"I 
f DataTarrTtpe EJ 'En shr 7t"7 ND 1Jse,EQ ILK001"JAND(Application EO "RES"JAND( Date DGl 
(Secu t,E lE.-nU1 r EU"IJ r< ,L-d' Iorf i lI'Ers tE HlsrnoiEQ 1 . t1udif.J fnpI'. 
IUser Q Or„ith"ORUs-'orEQ"Jon JAGDITrnsartion.Ertrykn!out Iga5J17OOFIExceptionI meEQ"F~~ 
IEelleetion EQ"Ripoo[eU ro''IL R IS eo,,r,I1'EvenlE','e-,lNorne EQ "Ure,ModVFied")QR ErirboIL uth.ntE. 
jOuta.Slotus E4 `Voided")OR I 1100 010.=Et7 :yDv pied" 1 
Colectian EQ "RiposteUserLou ms 
Colection EQ "RiposteUser 
Dete. Ent*lathod NE "0 

=mv HE 

(Date DGE "29-May-2000") AND (Date DLE "01-Jun-2000") 

for all dates between 29 May-1 June 2000. 

Date DEQ "31-May-2000" 

for this day only. 

Where Example 
Screen 

Figure 17 
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Enter the required Post Office (FAD) code into the <Group ID:> field if it is not shown. If the 
user want to change the TMS fields that will be visible following the retrieval they will need to 
go to the <Select : ;o i > Tab. 

Note: Riposte Query can only work with one FAD code (GrouplD) at a time. It will need to 
be run separately for each Post Office, remembering that by default it may delete the previous 
output file 

10.2.3 Select Cols - Selecting TMS Fields for Display 

Select Cols Where Order By 

Adv it,, 
I

> i i At 
T.r Data Container 

5dd.. >; Tar Data.Start. Date 

Saae and I Output Opiens I Groups I Connect Restore 

r Ereort Entire Mesteger 

r And CAP and BP Ralbvar Data 
AddASCIlAttrhments EG. 

To Dela.Stet.Time 
Netwod:Banking 

Remowu T, rData,Sesdinnld 
T>roataTxn'd Select Cols Screen I rrDafe. tytode 
EPOESTrannaction. Producthdo 
EPf5 5Trer eection.Cdty 

Figure 18 
p EPO'=5Trar:edion.Saledah e F 

teie: e,t he columns for you, report Ii droired. r :no aloe inraudrt the Cello, 
r:entrants el all mnir:hrniy rc;cords in (N'. a ieiadshrret. (Doubt cii'...k. to edit) 

Note that the current version provides lists of available fields per Horizon application which 
can be selected by highlighting and pressing <Add> or <F"Add (tree view)>. See Figure 19 
below. Alternatively to reduce the numbers of fields displayed highlight the field in the window 
and press <k iC r<.~>. 

Attribute: Tree View 

STANDARD DA.NKING 

EPOSS 0555 

APS LFS 

MEMOS SITHEP 

l- nter alttlbate derleirlr:,, either menu  (in nor tho 

Cancel 
rrr arrtty ut r;d irap!(r wrr. nit from the :~r9ur.;tirrrua 

(trr;var3+ae erbave.

Add Columns 

Figure 19 

If the user want to retrieve the entire message for a given selection parameters <Remove> all 
entries in the window and put an `x' in the <Erpert Entire tc a r r> field. 

Optionally a field 'Ad' CA"T -ad BP roiovrrr 'la. ." or "Add rr.SCii Attachments — EG; 
Network Banking" can also be checked. 

The user may now want to choose how the results of the retrieval will be presented. To do 
this go to the <Output Options> Tab. 
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Note: For TMS extractions, "Export Entire Messages" will normally be checked; the field 
Grow,AD" is typically the only one selected via the "Add" button, ensuring that all rows are 

linked to a FAD code in the output file. 

10.2.4 Order By Tab 

Sel ICnls Whcre Order Dy SRe<trne Outputoti Group; Donneri 

<dnibul l IL'ata Ltail_ ate><T L to>< I- Iorniad> 
<Attribute TxnDataStartTime><Type_Swng><0 derForward> 

Remoue<< 

Sua By Dnte 

trrr rr1f. usuti ri rh. report wilt hr. ( 'P,'_di the order poc.l.ud.  Nut, chtr Y. it 

the report lovers mi,lbptc. oth!ces t -h othf e will p,odur f iIs' own rrrted 
r q.rirt 

,.I~. 
tit ~ ' r 1 nCr 5.ot$ I j piritor e t ,YC,'s eit ce;,. 

Yun _i r~e'v 

Order By 

Figure 20 

Selecting the parameter "Sort By Date" is recommended to ensure ascending time sequence 
(where appropriate). 

10.2.5 Groups Tab 

Select LEI N!here Ord rE Sage ar,d Oul  utC~~~ Y Rcsl._ie P P Groups; CormeU 

.411 Gio P, rontair ing. Groups 
STAN: r. i:n ir. 4 ri061 

PAN: 4OCiuN,r5; a '00uii 
Figure 21 

ii,, ,erujrern irts 1.1c roil, Office asecvrhinq on' vl1guo and tflD sr,r y 'I 
Pro d rrn 3 e r:it PC S t erlbus 1, rcegurrrd_

lrirlpx d ,n>,rc.tr u n ss sit riltnros; 

dd_. F> $emose 

C r n sc fr  h rs siegttr group sp,N:itied grr Eps, or ail group.. writ n-i•urds IOr
liven E' IAN or PAN, (Not_ tsr 1(K a Group Post Office I AD cruirrt 

The Groups tab on the R-Query tool is used to specify PAN search criteria. 
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Output Options 

5 CU 1 I Order 6y  yR2SIINP- D7, 2 I.iloup'. I:erlr!ecl 

Expoit Resuks to E:,reel 
7 Omit Export 
0 Prompted Export 
C' Ax4ometic Export 

f + u itC EESI Ar: a 
it

Charge 

Expoeit Results to Access 
T Omer Export 
G Prompted Export 
( Automatie'Export 

rrr:uclf,VS_BE`_. LI,r ndt Charge 

f C apart to Text rile 

Pon Query 

Output Options 

Figure 22 

By default an Excel spreadsheet is created (default name when selected: 
C:\Audit\2a_BES_Usr.xls)- In the current version there is also an option to export to an MS-
Access database (default name when selected: C:\Audit\2b BES Usr.mdb) and a text output 
file. 

If the user want to export the retrieved message to either an Excel spreadsheet or an Access 
database then enter 'x' in the "E;=: port Results to Excel/Access, Prompt Export" field. 

Using the template.qry file found in d:\audit data gives the report format as shown below 

ttj 04, Idit 'ti n;erl corrr,ar Tool: t<1a r 4 n4o' Help

06701/97 
12:26:10 PM 

951641 

ExistsiLogon) 
<Key <Attrihate' 0ate><Type9 

9 
tO Date Time Lagon _ 
it' 23-Agar-97 15:24.02 SETUPOt 
12 24-Mar-97 07:06:56 SETUPD1 
13r 24-Mar-97 10:36:30SETUP01 ' 
14 24-Mar-97 10:4501 BBANTI 
15. 24-Mar-97 12:20:18 B BAh1T 1 
16 24-Mar-97 13:07:01 BBANTI 
t1- 24-Mar-97 13:59:05 BBANTI 
16 24-Mar-97 17:04:34 BBANTI
19 25-Mar-97 06:12.04 -BBANTI 
20 25-Mar-97 09.43:37 BBANTI 
it 102502 10:28-tit BBANT1 
:4r r-) x:~',Sheetl ! Shee'2,~ Sheet3 , Sheel4 , SNeet5 Symd6 s1 . 
Raadj Sum p 

,wr 

t~ r 

Excel Output 

Figure 23 

Details of the query statement used will appear on the spreadsheet and this provides the 
evidence to POLIA of the search criteria used, in other words, how their ARQ has been 
interpreted. 
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10.3 Running the Query 
Normally the user would not actually execute the retrieval scenario until such time as they had 
built the query statement (the Where tab), selected the fields (Select Cols) and chosen the 
output medium (Output Options). However, at any time in this sequence they can run the 
query statement by selecting <Run Query> using the button on the "S'  \e an t P e tar' : tab. 

Enter the required Post Office (FAD) code into the <Group ID:> field if it is not shown 

Once this has been done an intermediate screen will be displayed, allowing the file format to be 
confirmed — select the <Excel> or <Access> buttons or the "text" icon, as appropriate to 
commence loading the package and complete the data transfer. This will also allow the data 
format to be checked on-screen. 

Note: In the case of very large Correspondence Server files spanning a number of days, an 
error may be generated on trying to save an Excel file. This will be because the maximum 
number of rows (records) has been exceeded. Should this occur, the range of dates should be 
covered, say one or two days at a time, and a number of output files generated. 

In rare cases it will theoretically be possible to produce a text output file that is too big to be 
read by Wordpad. Should this occur, a possible response is to produce output files for a 
smaller range of dates, or to initially create data as an Excel working file which can be 'Save 
As' "Text, OS/2 or :MS-DOS". 

It is good practice to check that all output files can be opened before they are copied to floppy 
disk or CD-W for onward transmission. 

11.0 Data Retrieval — Missing Day 

If while retrieving data for an ARQ there is no data retrieved for a day, or a sequence of days (but not 
all days) duplicate retrieval of data for those missing days from the other server to ensure consistency. 

If both servers are consistent, re-run R-Query using templateMissingDay,rft from the day before to the 
day after the missing day. 

The spreadsheet is sorted by ID and Number 

Check that the number sequencing is contiguous from day to day - normal, automatic housekeeping 
events, both during the early hours, and at the end of the normal working day, will be present. 

If the numbering system is contiguous, it means that there is no sales activity records absent. If in 
doubt, call Alan Holmes to verify. 

Save the spreadsheet to the ARQ directory and name using the missing day(s) as the title. 

Select Readme for missing dayfrt (if not on audit station use from Janes Directory on Bootle) and 
complete and save to ARQ directory. 

Both should be sent to POL along with the normal ARQ data. 

Example - ARQ 464 
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12.0 Data Retrieval — No Records Found 

In the event that during R-Query a message of 'No Records Found' is presented for a series of days, it 
may be that the outlet has been assigned to the incorrect cluster in Horizon. Another symptom of this 
error is that only two files are brought forward when connecting to the store, and checking for gaps. 

Check with Mik Peach, BRA01, Tel L. GRO ,Mobile; G RO 

Ask him to check which cluster the outlet should be assigned to. If it is incorrect in Horizon Brian 
Muir/Alan Holmes should be advised. 

Until the necessary changes are made in the system a manual selection of the cluster will be necessary. 
To connect to the correct cluster follow these steps:-

1. Start a new query in Horizon 

2. Specify dates required and select `update', as usual 

3. DO NOT enter FAD code into the `PO FAD Code' box as usual 

4. Under `Audit Point' select `TMS' 

5. Under 'Sub Point' select correct cluster ie `Cluster IB' or `Cluster 1W' depending on the 
server already selected 

6. Return, in the 'FileName template' box type: 

FN01 TMS CLUSTERXX X X * 

CLUSTERXX — type the relevant cluster code ie CLUSTERIB 

Third X — CLUSTERXX _X — type W or B depending on server chosen 

Fourth X — CLUSTERXX_X_X — type number displayed on original ARQ request which resulted in 
'No Records Found' from `Filename for ARQ Ref POIA...' ie " FNOI TMS CLUSTERI W—W- 6 — 
this number should also correspond with the third number of the FAD code. 

7. Complete data extraction as usual 
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Creating CDs 

Roxio Easy CD Creater is used to copy the ARQ requested information on to CD-R, for 
despatch to POLIA. 

Select a Prr jec 

d/rectCO r3 ~~~ Roxio — 
Fr i ,i etrOD - can dreg riles to a CD ~•S E F I Ea CD Crea 

dataco 
P t

., Fi re 24 sh aPut¢r tiles ouch 
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, ~ . 
to and _ntntioi 
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• ~ 
o. U,..,~ a '' 

• 

t hbC~kup 

GD /ab¢t 
craa3or

To launch CD Creator inserts a new CD-R in to the CD writer. This will launch the main 
screen (Figure 24) The user selects "Make a Data CD", then "Data CD Project" this initiates 
the Data CD — Easy CD Creator Screen Figure 25. 

rile hna v t'i1 1mt ' I i ,i-rrco 4e1r: .

Sele<,:,,_~r~e nles 

J IL I .. 
V5 

e Hari 
1411'—

File -nlde: 08101) 311 "' 
F ile Fnlde: C6J01~0315U 
FAr. Folde: C5111A21A0 
File Aoki,, u5111i02134 
Poe Frdde: 111 i '?1 

Data CD 
Project Screen 

I Figure 25 1 

Project See : D kyles [Eetimalad Irea ,poo 650.4 MB on a 74 min CD. 703.12 MB on an 60 min CD7 7400 '0) 70 

OoWede Data C]7.lol i HLDT TC:F',/6[684000 T,ackStOnce 

From here the user selects the source file from the drop down box. The source file should be 
held on the D:\ under Auditdata\ARQ***. The files will appear in the top window, the user 
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will then drag and drop the required files to the lower window. All CD's will be recorded as 
`Closed' to prevent any further data being added to the CD. The CD-W shall be passed to CS 
Security and checked for viruses after the data has been written to it and before sending it to 
Post Office Ltd. 

In order to adopt 'best practice' processes all data retrieval completed by Security Department staff is 
to be checked by another prior to despatch. These notes contain the fundamental checks required. 

A copy of the original request received from Post Office Limited and the resultant CD will be passed to 
the checker. The following initial checks should be made:-

. The FAD code has been ticked as checked on the ARQ form 

• The written details on the disk reflect the requirements of the ARQ 

• The detail of the retrieval has been recorded on the ARQ form 

Open the CD, the following checks should be made:-

• The transaction and event files cover the timeframe requirements of the ARQ 

• Open the transaction spreadsheet and check the timeframes match the requirements and that the 
first and last day of the request are present 

• Check Group, at the top of the spreadsheet, and FAD number on ARQ form are the same 

• Select sheet 2 and check the FAD number listed in column 1 is correct 

• She files used cover the timeframe plus 2 days 

• 'Size of Gaps' equals `None' 

• Close transaction spreadsheet and open events spreadsheet 

• Again, check FAD number and timeframe(s) 

• Logon is present at the top of the data retrieved for the first day of the ARQ timeframe requirement 
(be aware some reports are produced automatically and can be present prior to log on) 

• Log off is present at the bottom of the data retrieved for the last day of the ARQ timeframe 
requirement — if a day(s) is missing check whether day(s) falls on a Sunday or Bank holiday 

• Duplicate audit details to those recorded on sheet 2 of the transaction spreadsheet are also held on 
the events spreadsheet, select sheet 2 and perform a similar check 

• Close events spreadsheet 

• Retrieval data is held in both 95 and 97 formats 

• Open Readme first file and check correct ARQ number has been entered and that personal details 
and anti-virus information is correct 

• Close all spreadsheets and open Access database 

• Ensure all data has been recorded and select own name from the drop down `Checked by' list 
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• Initial ARQ form as checked and pass back to originator 

13.0 Despatch of Audit Data 
The audit data is despatched to POLIA contact using Royal Mail Special Delivery. This 
ensures that a receipt is provided to Post Office Account confirming delivery. 

The Prosecution Support Database must be updated to record the date that the extraction 
activity was started, completed and posted. 

14.0 Appendix 

Appendix I ARQ Form 

Appendix 2 Example audit log 
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AUDIT RECORD QUERY 

Ref: IA/PRO/004 

Version: 2.1 

Date: 15/09/04 

Originator: Post Office Ltd Security Date: dd/mm/ccyy 

Casework Manager 

P 0 Box 1 

Croydon CR9 1 WN 

Telephone: . G RO 

Witness Statement YES/NO REF NO. ARQ 

(delete as applicable) 
####,!00 

Information Requested 

Date range: Post Office Name and FAD 

GENERAL 
DESCRIPTION / 
FORMAT 
REQUIREMENTS: 

Specific Details: (PAN or equivalent identifier) 

Signed Date dd/mm/ccyy 
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Appendix 2 

Log for closed RFI: POIA149W 

RFI created by: jha ...... 

RFI Closed: 09/01/03 15:01:44 

Actions: 

Instance: 5 

CommandUsed: Get cluster ID 

ErrorCode: -12 

Error message: Failed to open the CLUSTER ID file. 

StatelD: ProcessNOK 

Started At: 06/01/03 16:07:54 

Ended At: 06/01/03 16:08:41 

Generated by: r1a14:• ~E 

Instance: 4 

CommandUsed: Get cluster ID 

ErrorCode: -12 

Error message: Failed to open the CLUSTER ID file. 

StateID: ProcessNOK 

Started At: 06/01/03 10:27:07 

Ended At: 06/01/03 10:27:23 

Generated by: jhaq:•_::°: 

Instance: 2 

CommandUsed: Get cluster ID 

ErrorCode: -12 

Error message: Failed to open the CLUSTER ID file. 

StateID: ProcessNOK 

Started At: 06/01/03 09:55:49 
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Ended At: 06/01/03 09:56:04 

Generated by:jhas 

Instance: 1 

CommandUsed: Get cluster ID 

ErrorCodc: -12 

Error message: Failed to open the CLUSTER ID file. 

StatelD: ProcessNOK 

Started At: 06/01/03 09:49:37 

Ended At: 06/01/03 09:50:23 

Generated by: jhas{.. 

Instance: 0 

CommandUsed: Create directory structure 

ErrorCode: 0 

Error message: No error message held. 

StatelD: ProcessOK 

Started At: 06/01/03 09:48:48 

Ended At: 06/01/03 09:48:59 

Generated by: jhasEE 

Files and status of files used by: POIA149W 

This RFI did not utilise any files. 

Total number of files utilised: 0 

14.1.1 

14.1.1.1 Heading 4 Style 

14.1.1.1.1 Heading 5 Style 
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