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0.1 DOCUMENT HISTORY

2.1 12/05/1997 | Formal issue

2.2 Unissued version passed from AGW to PRW

3.0 Limited circulation Chapter by Chapter for comments

3.1 17/12/1997 | Issued to JHB Direct Reports for comments

3.2 17/04/1998 | Incorporates comments on Version 3.1. Initially
issued Chapter by Chapter for Formal Review, then
recombined and issued on date given.

3.3 05/05/1998 | Final draft for CSR, to be submitted for Baselining.

4.0 10/06/1998 | Initial Baseline for NR2

4.1 25/08/1998 | Incorporates Network Redesign for NR2

4.2 14/09/1998 | First draft for NR2+.

4.3 10/12/1998 | Revised Draft for NR2+

4.4 12/03/1999 | Further Draft for NR2+

4.5 Further Draft for NR2+ [not issued]

4.6 03/08/1999 | First Draft for CSR+, incorporating removal of the
BPC.

4.7 09/03/2001 | Second draft for CSR+ Various

4.8 22/10/2002 | Major revision for BI3 and 830, including Network Yarious
Banking Service (NBS) and Debit Card Service
{DCS) and thelr supporting infrastruciure

0.2 REVIEW DETAILS
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Review Comments to:
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Programme Director Peter Jera

Consultancy Services Dave Hollingsworth

Development ill Jackson

ASD Richard Herbert
Allan Hodgkinson
Mark Jarosz
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Geoffrey Vane

APDU Mark Taylor
Rex Dixen

iPDU lan Maorrison
Simon Fawkes
James Stinchcombe

PTU Alan D'Alvarez

Customer Requirements Tony Hayward
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(*) = Reviewers that returned comments

0.3 ASSOCIATED DOCUMENTS

The information provided by this Document has been derived from a number of other
documents that are listed below.

References in each case are to the latest Version of the document held in PVCS.

ACDBSUP DBE/SPG/O02 AutoConfig Downloader/Listener PVYCS
Support Guide

ACP RS/POL/003 Access Control Policy PVCS

ACSRR TOIDES/084 Agent and Cotrespondence Server PVCS
Resilience and Recovery at Release 2+

ADEF SYDES/116 Audit Data Extraction & Filter High PYCS
Level Design Specification for C8R+

ADSR SD/DES/ME Audit Data Storage & Retrieval High PVCS
Level Design Specification for CSR+

AQQ ADPDN/OOT Pathway Agents: Operational Overview | PVCS
for CER+

APSCHLD AP/DES/012 APS Counter High Level Design PVCS
Specification

APPRHLD TD/DES/034 High Level Design for Application PVCS
Recovery after Fail-over using Maestro

APSHLD AP/DES/004 APS Design Specification (Release 2+) | PVCS

APSHHLPD APIBES/ICA APS Host High Level Physical Design PVCSE

APSMART AP/DES/006 Implementation of Smart and Memory PVCS
Cards for APS

APSSUP AP/DCCIO03 APS Suppaort Guide PYCS

APSWS APIDOC/O02 APS Workstation User Guide PVCS

ATFS CR/FSP/006 Audit Trail Functional Specification PVCS

AUDITARC TD/ARC/016 Audit Architecture PVCS

AUDM IAMAN/DOS Horizon System Audit Manual PYCS

AUDP RS/POL/005 ICL Pathway Audit Policy PVCS

AUTOCF TD/DES/097 AutoConfig Requirements for CSR+ PVCS

BUSVOLS PARPER/G32 Horizon Existing Service Business PVCS
Volumes

BUSVOLSN PA/PER/G3 Horizon New Service Business PVCS
Volumes

CA BR/CON/ME0- Codified Agreement PVCS

253

CAORR TD/DES/050 CAPS and OBCS Access Service PVCS
Interfaces - Resilience and Recovery for
Release 2

CCFG TD/DES/087 CacheCfg High Level Design PVCS
Specification

CNTD BP/DES/003 Counter Hardware Design Specification | PVCS

CNTSUP SY/MAN/CC4 Steady State Counter Management PVCS
Support Guide

CRYPT RS/DES/001 Cryptography Design PVCS

CRYPTA Cryptographic Architecture T.A.Parker

CSMSR TD/DES/086 Correspondence Server Message Store | PVCS
Backup and Recovery for Release 2

CTRSCH TD/DES/109 Counter Application Scheduler HLD PVCS

DWHARC DW/ARC/010 CSR+: Data Warehouse Architecture PVCS
Specification

DWHLD DW/HLD/002 BI3 Data Warehouse High Level Design | PVCS
Specification

EACRR SY/S00/002 ACRR Improvements for Netwaork PVCS
Banking - System Outline Design
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EPOSSHLD EP/DES/019 EPOSS High Level Design PVCS
EPCSSSUP ER/MAN/DCT EPOSS Operational Support Guide PYCS
EVL RS/REGQ/Q07 Event Logging and Error Reporting PVCS
Policies for Crypto Code
FAILSAFE Startup.doc 0.1 NT Fail-safe Start-up M.Conneely
FTMS TD/DES/107 File Transfer Managed Service at CSR+ | PVCS
FTMSRR TD/STR/007 FTMS Resilience and Recovery PVCS
Strategy for CSR+
FTMSEUP TD/MAN/O1S FTMS Support Guide PVCS
Fw TD/DES/038 Network Infrastructure Firewall PVCS
Requirements
FWCONFIG SD/DES/103 FireWall-1 ~ Logical Filter PVCS
Requirements
GENAPI TD/STD/004 Generalised AP| for OPS/TMS PVCS
HADDIS TD/STD/001 Host Applications Database Design and | PVCS
Interface Standards
HOSTSS TD/STR/001 Host Systems Storage Strategy PVCS
HUTHDR CR/PRP/004 POCL Disaster Recovery Interface PVCS
Service Proposal
IMPSTRAT IM/STR/026 Installation Strategy PVCS
ISDNSUP DE/SPG/O0T ISDN Call Monitor Support Guide PVCS
KMACDRB RS/DES/041 KM interfaces with AutoConfig Process | PVCS
KMADF RS/REQ/014 Interface Specification for KMA Data PVCS
Feeds
KMAHLD RS/DES/018 KMA Design PVCS
KMHLD RS/DES/010 Key Management High Level Design PVCS
KMICDD RS/DES/O32 KM interactive Channel Detailed Design | PVCS
KMP RS/DES/020 Key Management Platform PVCS
Specifications
KMPG RS/PRO/G3Y Kev Management Process Guide PVCS
KMPROXY RS/DES/060 KM Proxy Detailed Design PVCS
KMSSUPR RS/MAN/12 KMS Support Guide for SSC PYCS
LFS LF/DES/O03 Logistics Feeder Service - High Level PVCS
Design
LFSSUPR LF/MAN/COT Logistics Feeder Service Systems PVCE
Management Support Guide
LIFT DO6A-9999- Financial Keyboard Specification Fujitsu
B057/01 Australia Ltd
Luc AD/DESIN36 High Level Design of Cluster Lookup PVYCS
Service for CBR+
MBS S/DES/128 CSR+ Message Broadeast Service PYCR
MISARCH DW/ARC/001 Data Warehouse: Architecture PVCS
Specification
MISDES TD/DES/115 MIS CSR+ SIP14 Infrastructure Design | PVCS
MISBUP DW/PRD/MZ3 CER+ DWh: Operational Support Guide | PVCS
NBSEZESDS | NB/SS/Q07 Systern Design Specification for PVYCS
Network Banking End-to-End Service
NBSSUP TD/MAN/OZ0 Network Banking Support Guide PVCS
NFR TD/REQ/004- Non-Functional Requirements PVCS
018 Catalogue
NTDOM RS/DES/AB0 NT Domain Structure Design for PVCS
Pathway
NTIMP RE&/DESMN8 Implementation Build Guide for NT PYCS
Platforms
NTBEC RS/DES/O8Y Implementation Build Guide for NT PVCSE
Platforms
NUMAQ NUMA-Q 2000 Framework Strategy C.Phillips
(Sequent)
NWARCH TD/ARC/002 Network Architecture PVCS
NWD TD/DES/059 Network Infrastructure High Level PVCS
Network Design - CSR & CSR+
OBCS BP/DES/008 OBCS Design Specification PVCS
OBCSBCNTR | OB/DES/OO7 OBCS High Level Design - Counter PYCS
OBCSSUP OB/MAN/0D02 CBCS Operational Support Guide PVCS
OCMSHLD TD/DES/106 Outlet Change management Service PVCS
High Level Design
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OoLs PA/PRO/025 Pathway On-Line Standards PVCS

OPSMENU SD/SPE/016 Horizon OPS Menu Hierarchy PVCS

PBS SD/DES/001 Product Breakdown Structure Meta- PVCS
Model

PCCSUP DE/SPG/O05 AutoConfig PCConfig Products Support | PVCS
Guide

PERFOV PA/PER/005 Pathway Performance - Overview PVCS

PERFSERV PA/PER/007 Pathway Performance - Services PVCS

PIU Counter Revolution — Modernising the Govt.
Post Office Network Performance

and Innovation
Unit

PIURESP CR/REP/021 The PIU Report - Pathway Analysis & PVCS
Commentary

PMSHLD TD/STR/002 Pathway Performance Management PVCS
Service Design

PMSSOD PA/PER/030 A Performance Management Service PVCS
Outline Design

R2RESIL TD/DES/031 Release 2 Resilience and Recovery PVCS
Strategy

RDDSHLPD RD/DES/047 RDDS High Level Physical Design PVYCS

RDMS RD/DES/046 RDMC High Level Physical Design PVCS

RMDSSUP RD/MAN/OOS RDDS Host System Suppott Guide PYCS

RECONFIG Reconfig.doc Autoconfiguration Design Proposal PVCS

RKM RS/REQ/009 Reguirements for Key Management PVCS

SADD CR/FSP/004 Service Architecture Design Document PVCS

SCO TD/DES/048 Riposte Mirroring for Single Counter PVCS
Outlets at Release 2

SDSINF TD/SDSION System Design Specification for PYCS
2001/02 Horizon Infrastructure
Enhancements

SECURID RS/DES/004 Use of SecurlD Token Authentication PVCS
for Release 2

SFS RS/FSP/001 Security Functional Specification PVCS

SPOL RS/POL/002 Pathway Security Policy PVCS

SSHSUP BE/SPG/O03 CpenSSH Auditing and Logging Server | PVCS
Support Guide

STYLE SD/STD/001 Pathway Horizon Office Platform PVCS
Service Style Guide

SWDIST SY/MAN/DOZ Horizon Software Distribution PVCS

TIMESV TD/DES/030 Time Services Specification PVCS

TIMSUP SY/MAN/GO Time Services Support Guide PYCS

TIVOLI High Level Tivoli Design Approach for PVCS
Sorbus - Pathway Project

TPS TI/DES/001 TPS Host Technical Specification PVCS

TRC Remcon.doc SYSMAN - Tivoli Remote Console PVCS
Facility

VPN TD/ARC/019 VPN Architecture PVCS

VPNHLD RS/DES/046 VPN High Level Design PVCS

VPNLAN RS/DEST3 Systermns Outline Design for Encryption PVCS
of the Cutlet LANs using VPN

VRNSUP RSMAN/IOOS VPN Qperational Support Guide PYCS

Note: This document was first published before an Approved version of PA/TEM/001
existed.

04 ABBREVIATIONS & DEFINITIONS

Hyperlinks within the Definition of a Term in this Sub-Section are in general links to the
definition itself within this Sub-section. Hyperlinks from the 7erm itself point to the most
complete use or detailed specification of the term within the body of the Document.
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0.4.1 Abbreviations
Term Definition
10baseT LAN standard for communication over UTP at 10 Mbps
100baseT LAN standard for communication over UTP at 100 Mbps
ACC {DSS} Area Computer Centre; contains a VME-based SX
mainframe system with which Horizon needs to interwork
ACDB Auto Configuration Data Base
ACE {ACE/Client and ACE/Server are trademarks of Security
Dynamics Ltd}
ACF Auto Configuration File; file, unique to each Counter
position, that is maintained by the Auto Configuration
Database Server and "replayed” to the Counter when needed
ACL Access Control List
AlS Application Interface Specification; part of an Application's
design documentation
AP Automated Payments
API Application Programming Interface
APPU Automated Payment Peripheral Unit; used to read and
recharge Smart Cards issued by the Utilities
APS Automated Payment Service; provided by POCL to the
utilities and implemented in Horizon
AS Agent Server; part of the vertical Application structure
ASCI American Standard Code for Information Interchange
ATE Automatic Targeting Engine; Tivoli enhancement that
smooths the flow of software distribution modules to a rate
that does not overload the ISDN Routers.
ATM Asynchronous Transfer Mode; very efficient fibre-based
protocol running at 155 Mbps
BA {DSS} Benefit Agency
BMC {Supplier of Patrol Systems Management software}
BST British Summer Time
BT British Telecom
C {A UNIX-derived programming language}
C++ {Object oriented version of C}
CAPO Card Account at Post Office; the official brand name of
POCA (Post Office Card Account).
CESG Communications Electronic Security Group; Government
organisation based in Cheltenham with responsibility for the
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use of encryption within Government contracts

CHAP Challenge Handshake Authentication Protocol; Microsoft
protocol used prior to CSR-+ to support authentication in
ISDN

CIR Committed Information Rate

CKS Crypto Keystore Service

CLIP Calling Line Identity Presentation; BT facility whereby a
called ISDN service can be informed of the telephone
number of the caller

COM {Microsoft} Common Object Management(?)

CORBA Common Object Request Broker Architecture; support
infrastructure used by Tivoli

COS COS/Manager is a product which enhances the security of
Sequent Dynix systems

CP Change Proposal

CPU Central Processing Unit

CRC Cyclic Redundancy Check

CS (2) Correspondence Server; part of the vertical Application
structure

CS (1) Pathway Customer Services

CSR Core Systems Release

CSR+ Core Systems Release plus

CSv Comma Separated Values

DCE {OSF} Distributed Computing Environment

DCOM {Microsoft’s} Distributed Common Object Management

DCS Debit Card Systen; Horizon service that supports payment
by Debit Card

DDL Data Description Language

DLL Dynamic Link Library

DLT Digital Linear Tape

DMZ De-Militarised Zone; area behind a Firewall

DNS Department of National Savings; a Client of POCL

DSA Digital Signature Algorithm; part of X.509 standard. It is an
asymmetric crypto algorithm that can be used to sign data so
that it can be verified without needing to know the Private
Key used to create the signature

DSS Department of Social Security; a Client of POCL. Now
renamed Department of Work and Pensions DWP)
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DWP Department of Work and Pensions; previously known as the
DSS
E3 34 Mbps ATM link
EACRR Enhanced ACRR ~ A new improved ACRR introduced at
BI3
EAM Equipment Access Module; node on the Energis fibre
connections from which a tap is taken into a Campus
EDS Electronic Data Systems. They run the DSS VME
Mainframes at the ACCs.
EFT Electronic Funds Transfer
EFTPoS Electronic Funds Transfer at Point of Sale; generic industry
name for the service provided by DCS in Horizon
EMC {Supplier of disks for Sequent Servers}
EoD End Of Day
EPOSS Electronic Point Of Sale Service; Counter application
supported by Horizon
ESNCS Electronic Stop Notice Control System; DSS system that
provides Stop Notices for stolen, expired or fraudulent
Benefit Books.
FAD Financial Accounts Division {part of POCL}. A FAD Code
is used to identify an Outlet
FCS Fujitsu Core Services
FDDI Fibre-optic Distributed Data Interface
FEK Filestore Encryption Key
FR Frame Relay
FRIACO Fixed Rate Internec Access Call Origination
FSCS Fujitsu Services Core Services
FTF File Transfer Facility
FTMS File Transfer Managed Service; application that is
configured to support the needs of particular pairs of
External Interface Gateways
FTP File Transfer protocol
GB Gigabyte
Gbps Gibabit per Second
GINA Graphical Identification and Authentication DLL;
responsible for user authentication in Windows NT
GMT Greenwich Mean Time. Some authorities with no sense of
history choose to call this Universal Time Co-ordinate, or
UTC. Not here, we don't.
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GPS Global Positioning System; used to derive accurate Time
information for servers
GUI Graphical User Interface
HCI Human Computer Interface
HLD High Level Design
HMG Her Majesties Government
HP Hewlett Packard
HSO {VME} High Security Option
HTML Hypertext Mark-up Language; standard used for production
of Internet type pages
1P Internet Protocol
IPR Intellectual Property Rights
ISDN Integrated Services Digital Network
1SO International Standards Organisation
ISV Independent System Vendor
1T Information Technology
ITSEC Information Technology Security Evaluation Criteria; set of
joint criteria adopted by the Governments of several
European countries
K-value {Random string used to generate a crypto key}
Kbps Kilobits per Second
KEK Key Encrypting Key
Kerberos {OSF supplied distributed security mechanism}
KMA Key Management Application
KMAS KMA Server
KMS Key Management Service
LAN Local Area Network
LAR Logical Access Router
LCR Logical Campus Router
LFS Logistics Feeder System; interface to PO Ltd's SAPADS
system, used to ensure that Outlets have adequate and timely
supplies of stock including cash.
LLD Low Level Design
LSA Local Security Authority; part of the Windows NT security
architecture
LUC {Multi-Cluster} Look Up Server; called by an Agent to
identify which Cluster an Outlet belongs to
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MA Merchant Acquirer

MB Megabyte

MB/sec Megabytes per Second

Mbps Megabits per second

MIS Management Information System

MKS Managed Key Service

MoP Method of Payment: cash, credit card, debit card, television
stamps etc.

NAO National Audit Office

NDIS Network Device Interface Standard

NFS Networked File System

NIFTP Network Independent File Transfer Protocol

NMS Network Management Server; platform used to perform
network management functions.

NTES Windows NT File System

NTP Network Time Protocol

NUMA Non Uniform Memory Addressing

NUMA-Q {Sequent implementation of NUMA architecture}

OBCS Order Book Control Service; application which supports a
similarly named DSS application

OCMS Outlet Change Management System

OoCX OLE Custom Control

ODBC Open Database Connectivity

OLAP {Oracle's} On-Line Analytical Processor

OLE Object Linking and Embedding {Microsoft standard}

OPS (1) Oracle Parallel Server

OPS (2) Outlet Processing System

OSF Open Software Foundation

OSI Open Systems Interconnection

PC Personal Computer

PO Ltd PO Ltd

PVCS {Configuration Management tool used by Pathway}

PFI Private Finance Initiative

PIN Personal Identification Number

PinICL Internal Pathway incident tracking database used to support
development, and the operational service (via HSHD)
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PK
PL/SQL
PMMC
POCL
POLO

PPP
PRI

PSBR
PSTN
PVC
QCIC
RAD
RAID

RAMBUTA
N

RAP
RCD

RDBMS
RDDS
RDMC

RDMS
RIPOSTE

RMS

RPC
SAS
SCSI
SDH
SHA
SHVS
SI

Public Key

Procedural Language FOR Oracle Databases
Post Master's Memory Card

Post Office Counters Ltd

Post Office Log On; process used by Post Office Managers
when switching on a Counter PC

Point-to-Point Protocol

(ISDN) Primary Rate Interface; server level interface
supporting 30 concurrent ISDN connections

Public Sector Borrowing Requirement
Public Switched Telephone Network

Permanent Virtual Circuit

Rapid Application Development
Redundant Array of Independent Discs
{Hardware crypto algorithm devised by CESG}

Remote Authentication Process

Release Contents Description; Pathway document defining
the contents of a Release

Relational Data Base Management System
Reference Data Distribution Service

Reference Data Management Centre; Application which
feeds “soft” data to Counter Applications

Reference Data Management System; ditto

Retail Integrated Point Of Sale system in a Transaction
Environment; infrastructure product from Escher which
supports the core of the Horizon architecture

Riposte Message Service; message storage and replication
mechanism which runs on Correspondence Servers and
Counter PCs

Remote Procedure Call

Secure Attention Sequence {in Windows NT}
Small Computer Systems Interface
Synchronous Data Hierarchy

Secure Hash Algorithm

(Intel’s) Single High Volume Server

Software Issue
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SLA Service Level Agreement

SLAM Service Level Agreement Monitor ; an MIS Application

SLCA Service Level Contract Administration; an MIS Application

SMA Synchronous Multiplexor Add-drop; terminator on the
Energis connection from an EAM into a Campus

SMG FSCS Systems Management Group at Lytham St Annes

SMP Symmetric Multiple Processor

SMS Streamline Merchant Services; subsidiary of Royal Bank of
Scotland that provides Merchant Acquirer services to PO Lid
in support of DCS

SNMP Simple Network Management Protocol

SOD System Outline Design; document produced at an early stage
in the specification of an Application

SQL Structured Query Language; language commonly used to
access Relational Database systems

SRDF Symmetrix Remote Data Facility; EMC technology used to
replicate disk array data between two Campuses

SSC {Pathway} System Support Centre based at Bracknell.

TACACS Terminal Access Controller Access Control System; used to
authenticate Telnet and other access to Campus systems. It
runs on the Network Management Server

TCP Transmission Control Protocol

TCP/IP Transmission Control Protocol/Internet Protocol

TED Technical Environment Description; this document

TIP Transaction Information Processing; PO Ltd Application
which handles transaction data returned from Horizon

TME Tivoli Management Environment; suite of systems
management products

TMR Tivoli Management Region; hierarchical subset of the total
systems management load where manageability, security or
scalability constraints make it unwise to support the entire
system in one unit

TMS Transaction Management Service; contractual name for
some of the services carried out by Riposte

TPS Transaction Processing System; application which collects
transaction information and returns it to TIP

TPMS Transaction Processing Management System; VME
infrastructure product

UDP User Datagram Protocol

UKSS United Kingdom System Service; Help Desk that handles
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hardware failures and replacements in Outlets

UNIX {Widely used operating system available in a number of
variants}

URL Uniform Resource Locator; an Internet web site identifier

UTC Universal Time Co-ordinate; virtually equivalent to GMT
but a term that doesn’t upset the French

UTP Unshielded Twisted Pair; standard for cabling within offices

VB Visual Basic; PC application development tool

VME Virtual Machine Environment; operating system of the

Fujitsu SX mainframe systems

VPN Virtual Private Network; security service that provides
encryption over the ISDN links between Outlets and
Campuses, and over the Cutlet LAN

WAN Wide Area Network
XA {An X/OPEN transaction demarcation protocol}
Z {Conventional symbol for an} Encryptor

0.4.2 Definitions

The following terms, when capitalised as shown, have specific meanings that are used
throughout the TED.

Term Definition

Access LAN LAN in the Campuses to which all Outlets are linked via
appropriate Routers. It is separated from the VPN Layer by the
Logical Access Routers.

Agent A Process which transforms data passing between the Host
Layer and the Counter Layer. It usually, though not always, runs
on an Agent Server.

Agent Layer Architectural layer containing the services running on the Agent
Servers

Agent Server Platform running under Windows NT Server which provides a
transformation between the data used by Riposte and that used
by the Host or Client

AP Client A Client of POCL for whom PO Ltd provides Automated
Payment (AP) services using swipe or Smart Cards

Application A self-contained collection of data and code which satisfies all
the data processing requirements of a particular corporate
function

Archive Service | Service running on an Audit Server. Responsible for writing all
necessary audit information to bulk storage media., and for
retrieving it should this be necessary
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Audit Server

Server responsible for gathering audit information; writing it to
DLT tapes for long-term storage; and retrieving it when needed.

Audit Workstation at the Campuses or Pathway’s Feltham HQ used

Workstation for access to audit data

Authentication Server in each Campus running the ACE/Server and Enterprise

Server Centre services; used for additional authentication of users
requiring access to Campus servers and Routers

Auto- Database which is populated with details of Outlets which are

Configuration scheduled to be installed in the near future, and used by Counter

Database PCs at the Outlet when it is first switched on

Bar Code Reader | Hand held device attached to a Counter PC. Used to read a bar
code from a document or retail item.

Boot Server Windows NT server within each Campus which is the first
location accessed by a newly installed Counter PC

Bubble Help Help information obtained on a Counter PC by touching an
“information” Icon before touching another Icon

Build Combination of a specific Platform type and a set of Capsules

Bulk Harvester
Agent

Bulk Loader

running on that Platform

Agent which reads a potentially large amount of information
from Riposte in bulk

Agent which loads information into Riposte in bulk

Agent

Business Workload information provided by PO Ltd during the
Volumetrics Procurement process

Button Icon on the Riposte Desktop which can be “pressed” by the user

CA Workstation

to invoke a particular action.

Secure Workstation used to hold the current Certification
Authority certificate that verifies Public Keys in Horizon.

Campus One of two Data Centres, located at Bootle and Wigan, which
contain the main Horizon servers

Campus LAN High-speed (100baseT) LAN linking most of the Platforms in a
Campus

Capsule The minimum portion of any Application which must run within
a single Platform

Checkpoint Riposte facility to generate and store a Marker over all Outlets

Customer A member of the public transacting, or seeking to transact,
business with PO Ltd through any of the Services

Client Customer of PO Ltd which uses the Horizon functionality to sell

Client System

or provide goods or services to PO Ltd customers.

Computer system owned by a POCL Client and with which
Horizon is required to interwork
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Cluster Group of Correspondence Servers which support a common set
of up to 5,000 Outlets. All messages related to these Qutlets are
replicated across all members of the Cluster

Collection Riposte pseudo-database. Records are keyed by Outlet, type and
other information

Corporate Computer system supporting the management needs of Pathway

System

Correspondence | Architectural layer containing the services running on the

Layer Correspondence Servers

Correspondence | Platform running under Windows NT Server which supports the

Server Riposte Message Service and interfaces to both Agent Servers
and Counter PCs

Counter Component of an Application which is implemented on the

Application Counter PC and provides functionality which is visible to the
Counter Clerk

Counter Clerk User of a Counter PC in an Outlet

Counter Layer

Architectural layer containing the services running on the
Counter PC

Counter PC PC and associated peripherals used to provide a range of counter
services within an Outlet
Crypto Key Generic name for a piece of information used to encrypt or

Cryptware Server

Data Warehouse

Derived
Volumetrics

Diffie-Hellman

decrypt some other piece of data

Secure server holding the Certification Authority certificate
used to verify the VPN Keys.

Computer system which contains a wide variety of information
relating to the services carried out by Pathway

Volumetric information derived from the supplied Business
Volumetrics and modified by a knowledge of the operation of
the Horizon system

A cryptographic protocol which enables two end-points using
symmetric encryption to mutually establish a shared secret that
can be used as the key for further communication between them.

Domain Windows NT server Platform used to control Log-on to other
Controller Windows NT servers and workstations

Energis Supplier of Wide Area Network services to Pathway

Enquiry Agent Agent which listens for a message from a Counter PC and

Enterprise Centre

External Interface
Gateway

obtains a response which is passed back to the Counter

Name for the system that is used to configure Firewalls. It runs
on the Authentication Server.

Platforms, used in pairs with one in a Campus and the other on a
remote site; used to transfer data between Horizon and the site
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Firewall Network component which protects a network from malicious
access by users on the outside
Flat File File with no inherent structure; a logical structure may be

Frame Relay

Gateway PC

Group

Help Desk

Horizon

Horizon Systems
Help Desk

Host Layer

Host Central
Server

Host Server

imposed by the Application which generates the file

Switching protocol used over the Energis ATM Network for
connection to suppliers and some Outlets

One PC within a multi-Counter Outlet, used to support
communication with the Campus on behalf of the other Counter
PCs

Riposte name for a number of Counter PCs at the same Outlet.
Messages generated at one are replicated on all other members
of the Group

Set of users who answer telephone calls from Outlet, PO Ltd or
Client staff

Horizon is the name used by PO Ltd to describe the system
made available to Outlet staff. In this document, it is further
used to describe the infrastructure that supports and provides
those services.

Help Desk used by Outlet staff who encounter problems with
the Counter PCs and other kit supplied by Pathway

Architectural layer containing the services running on the Host
Servers

Host Server based on a Sequent NUMA-Q Server

A server running the part of an Application which provides
business functionality and persistent data storage

HP OpenView Network management software from HP used to manage
network components
Impulse Riposte feature whereby an event happens on a peripheral (for

Interactive
Harvester Agent

example a swipe of a magnetic card) and an associated
procedure is automatically invoked

Agent which runs continuously listening for the appearance of a
Riposte message of a particular type

Interactive Agent which runs continuously listening for a record appearing

Loader Agent in a Host database; when one appears, it writes it to Riposte

Key See Crypto Key

Key Management | Covers the tasks involved in the generation, distribution and
revocation of keys used for encryption

KMA Server Server used to hold the Key Management Database. It is

Logical Access

responsible for the distribution of new Keys to platforms that
require them.

Router which separates the Access LANs from the VPN Servers
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Router

Logical Campus | Router which separates the main Campus LAN, to which the

Router Campus Servers are attached, from the LAN(s) used to connect
to the VPN Servers

Maestro Now renamed Tivoli Workload Scheduler; a scheduling package
from Unison Software (now part of IBM), used to schedule
work on Host and Agent Servers

Marker Riposte facility to obtain and store the latest message sequence
numbers for all Counters in an Outlet

Client PC PC used within Pathway to extract or view management
information from the MIS

Mode Riposte facility to define the state of a Counter PC. Certain
Desktop functions are not available in some Modes

Network SUN Solaris Server in each Campus running HP OpenView,

Management used to manage the Routers, Hubs and other network equipment

Server

Order Book Book containing coupons each of which entitles the holder to
receive a benefit payment.

Outlet Post Office or Sub Post Office location

Pathway Fujitsu Service (Pathway) Limited

Peripheral Broker | Riposte component which handles peripherals attached to a
Counter PC

Peripheral see Impulse

Impulse

Persistent Object | Riposte messages used for permanent storage of standard values
and other data

PIN Pad Hardware device that is attached to a Counter PC and used by
the customer to enter a PIN value to authenticate a financial
transaction

Platform A computer of a particular type running a particular set of
Capsules

POCL Client An organisation for which PO Ltd provides Counter services in
its Outlets.

PowerHelp Support Help Desk system used on the Horizon Systems Help
Desk

Product Way of defining the set of system components which go to

Breakdown comprise Builds and Releases

Structure

Priority Message | Riposte message which causes the ISDN Line between the
Outlet and the Campus to be raised immediately; all pending
messages are then transferred in each direction
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Private Key

Public Key

Public/Private
Key Pair

Real Time
Message Port

Red Pike

Reference Data

Crypto Key that is part of a Public/Private Key Pair used in an
assymetric encryption process. It must be kept secret by the
owner of the key pair. Data encrypted under the Private Key can
be decrypted by anyone in possession of the Public Key.

Crypto Key that is part of a Public/Private Key Pair used in an
asymmetric encryption process. It is exposed to other parties
that may need to communicate with the owner of the key pair.
Data encrypted under the Public Key can only be decrypted by
use of the Private Key.

Pair of Crypto Keys, one of which is kept secret by the owner
and the other which is published to anyone who may wish to
communicate with the owner or verify a signature generated by
the owner.

Means of obtaining Priority Messages as soon as they arrive at
the Correspondence Server, rather than when they arrive in their
normal sequence

Symmetric encryption algorithm originating in CESG and used
for a number of purposes within Horizon

Data used to populate and control the operation of the Counter
Applications

Release A Build which is authorised for delivery onto the live systems

Retail Broker Riposte component which handles EPOSS Counter Applications

Secret Key Crypto Key which is used in a symmetric encryption process,
and thus must be kept secret by the two parties to the exchange.

SQL Server Microsoft database product (part of Back Office) used by the
Auto Configuration Database, Key Management Application
and Outlet Change Management Service

TeamWARE Filestore encryption product used on Counter PCs to encrypt the

Crypto Riposte Message Store and swap file. It uses the Red Pike
algorithm. The filestore is unlocked by information held on the
PMMC.

Time Server Server which broadcasts a time signal for all servers on the
Campus LAN to synchronise with

Tivoli Suite of Systems Management software

Management

Environment

Tivoli Software
Distribution

Component of Tivoli responsible for software distribution

TME Set of Tivoli software used to provide underlying systems
Management management services to both managed and managing systems
Framework

Touch Screen

Display screen which responds to a user touching the screen
surface as if he or she had “clicked” a Mouse button at that point
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VPN Server Server which acts as a VPN gateway between the Campus LAN

0.5

0.5.1

0.5.1.1

0.5.1.2

0.5.1.3

0.5.1.4

0.5.1.5

and the Access LAN, and has the ability to encrypt or decrypt
traffic to and from external locations such as Outlets

CHANGES AT THIS VERSION

Changes Between Versions 4.8 and 4.7

General

ICL Pathway is now known as “Fujitsu Services (Pathway)} Limited”, abbreviated in this
Document to “Pathway”.

Changes made at this Version are printed and displayed in a red font, like this.
Releases Covered

This includes changes introduced at the following Releases:

M1

503

S06

510

Bil SYSMAN facilities for NBS

S11

BI2 Infrastructure enhancements for NBS
520

BI3 Introduction of NBS

S30 Introduction of DTS

and their intervening “buckets” (e.g. BIZR)
Introduction of NBS

The most significant change 1s the introduction of the Network Banking Service (NBS).
This has a significant impact on the Horizon infrastructure, and generates a large number
of changes throughout this Document

Introduction of DCS

In parallel with the development of NBS, the Horizon system is also enhanced to support
the Debit Card Sysiem (DCS), which provides Elecironic Funds Transfer at Point of Sale
{(EFTPoS) facilities for debit cards.

Removal of Redundant Platforms

A number of Platforms whose removal was foreshadowed in the previous Version have
been removed from the Document. These platforms are made redundant for one of the
following reasons.
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 The completion of the Outlet rollout has removed the need for the Rollout Database
server {(RoDB) and its clients

s Similarly, the ECCO Migration Laptops and their Migration Agent Server are no
longer required

g Completion of the migration of all AP Clients to a direct connection, rather than via
HAPS, removes the need for the HAPS platforms

#  The SLAM Cache DB Server has been removed as it is no longer needed

0.5.1.6 Other Changes

POCL has changed its name to PO Ltd. This is reflected in the document, other than in
the names of Platforms and other configuration items (such as Crypto Keys) where it is
thought unnecessary to change the names at this point.

0.5.2 Changes Between Versions 4.7 and 4.6

0.5.2.1 PSTN Replaced by Frame Relay and Satellite Links

PSTN is now no longer to be provided as an Outlet connection mechanism at CSR+. It
may be introduced at a future Release. At CI4R, satellite communications are introduced
for those Outlets that cannot be reached by ISDN. The satellite infrastructure uses the
Frame Relay mechanisms already introduced.

0.5.2.2 Systems Management

Chapter 12 “Systems Management” has been extensively restructured. It includes a
description of the systems management products developed for Pathway by the FSCS
SMG.

0.5.2.3 Supportability

Chapter 14 "Usability" has been enhanced to include some initial consideration of the
ways in which "supportability” is built into the system design and operation.

0.5.24 Structural Changes

In each case where the horizontal application structure is described, the descriptions are
now ordered “bottom up”, with the Counter layer described first and the external
interface layer last.

0.5.3 Changes between Versions 4.6 and 4.5

0.5.3.1 Removal of the Benefit Payment Card

V4.6 incorporates the profound consequences of removing the Benefit Payment Card
(BCP) from the Pathway system. This arises from the outcome of the long-standing
Treasury Review of Pathway, and the change of direction by Government in response to
DSS' lack of interest in, or inability to, continuing with the BCP.

The changes as a consequence of this are too numerous to mention here. In summary, any
mention of the following has been removed:
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®# BES

m BPS

s CAPS

g CMS

e De LaRue

e [FCMS

e OSI/TP

e PAS

m Parcel Force

= Royal Mail

g Thomas De La Rue

The somewhat smaller Releases NR2 and NR2+ have been renamed as CSR and CSR+.

Platforms and communications links purely involved in supporting the BPC applications
have been removed, and code involved only in those applications has been removed from
the remaining platforms.

The Host systems have been simplified.
0.53.2 Structural Changes

Architecture Team maintains an architectural database that records all Platforms,
applications and their components and other data that underpins this Document. Data
from Reports generated by that Database has been incorporated at appropriate points
within this Document.

0.5.3.3 Other Changes

0.5.3.3.1 Chapter 16 - Security
The range of Crypto Keys managed by KMS at CSR+ has been restricted. The remaining
Keys will be managed by KMS at a Release provisionally known asR3.

054 Changes between Versions 4.5 and 4.4

0.5.4.1 Chapter 9 - Network Services
Logical Campus Routers (LCRs) renamed Logical Access Routers (LARs), and Logical
Fanning Routers renamed Logical Campus Routers (LCRs).

Data Warehouse and Host Central Servers connect via what is in effect a separate LAN to
the Campus WAN Routers.

Revised network connections to take account of the fact that the RoDB Server is now in
Feltham.

Removal of direct access from Oracle and Sequent.
0.5.4.2 Chapter 10 - Platforms

As directed by Chapter 16 "Security"”, anti-virus software is required on all Workstations
except those in Outlets.
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0.5.5 Changes between Versions 4.4 and 4.3

= Additional material on Key Management, including updates to the list of Platforms
involved.
m Additional material on VPN.

0.5.6 Changes between Versions 4.3 and 4.2

0.5.6.1 Changes for CSR+

® Inclusion of KMS Platforms and Application components.
® Inclusion in Chapter 10 "Platforms" of Sequent's latest NUMA-Q framework
strategy.

0.5.6.2 Changes between CSR and CSR+

s Replacement of SE70 Host Central Servers by NUMA-Q servers clustered with the
Data Warehouse server.

s Use of the Data Warehouse node as the principal failover system for the Host Central
Server, with the second Campus acting purely as a disaster standby site for the
principal Campus.

0.5.7 Changes between Versions 4.2 and 4.1

0.5.7.1 Introduction of CSR+

Version 4.2 reflects the first draft of the TED for CSR+. Changes indicated in V4.1 as
intended for CSR+ have been brought into the main body of the document.

In addition, the network design for CSR continues to evolve.

0.5.8 Changes between Versions 4.1 and 4.0

0.5.8.1 Chapter 2 - Business Context

Updated to reflect the need for Horizon to carry out reconciliation both within and
between business data streams returned to PO Ltd.

0.5.8.2 Chapter 4 - Overview

Updated to reflect the need for applications to carry out reconciliation.
Minor modifications to introduce flat panel displays in Outlets
There are minor modifications to bring the network description in line with [NWD].
There are major modifications to Figure 4.12 (the Big Picture).
0.5.8.3 Chapter 5 - Application Architecture

This Chapter is updated to indicate the need for, and types of, reconciliation. This covers
data reconciliation both within Applications, and between Applications and TPS.
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0.5.8.4

0.5.8.5

0.5.8.6

0.5.8.7

0.5.8.8

0.5.8.9

0.5.8.10

0.5.8.11

0.5.8.12

Figure 5.3, and the associated text, are amended to show the Riposte archive process
running on the Correspondence Server.

The Chapter emphasises that Counter Applications must always check their Access
Controls.

Chapter 7 — Information Management

Statement added to the effect that the Character Set to be used within Horizon is ISO
8859-1 (Latin Alphabet Number 1).

Chapter 8 — User Interface
Now includes a description of the Riposte MemoView facility.
Chapter 9 - Networking Services

This Chapter has been extensively rewritten to bring it in line with [NWD], which
defines the network redesign for CSR. The principal purpose of this redesign is to set the
stage for the introduction of VPN at CSR+.

Chapter 10 - Platforms

Additional Network Devices as defined in [NWD]. New Counter PC hardware as in
CP 1265.

Introduction of flat panel displays in Outlets.

Indicates that the KMAS will use space on the EMC Disk Array, to ensure its data is
replicated across both Campuses.

Chapter 12 - Systems Management

Amended to include a description of Tivoli Remote Console, as in CP 1379.
Chapter 13 - Availability

Amended to include revised Campus network availability details from [NWD].
Chapter 14 - Usability

Amended to include a description of the functions of the Riposte MemoView facility.
Chapter 15 - Performance

Amended to include revised Campus network capacity details from [NWD].

Data has been added relating to the size of the Data Warehouse database, and to the
capacity of the inter-site links.

Chapter 16 - Security

Revision to the Counter PC authentication mechanisms to anticipate the introduction of
VPN at CSR+.
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0.6 CHANGES EXPECTED
0.6.1 General

This Document will be kept in line with major changes to the architecture of the Horizion
syster. These are likely to include a “downsizing” of the overall architecture, using a
single Campus rather than the two Campuses described in this Document. In addition, a
number of PO Ltd back end systems are expected to be incorporated into the systems run
within the Pathway Campus.

0.6.2 Changes to Horizon Architecture

Chapter 17 “Potential for Change” examines in detail the likely changes beyond BI3, and
the migration implications of these.

0.6.3 Changes to Document Structure

#  The Architecture Team Web Site now contains a Hypertext version of this
Document, with a comprehensive set of internal hyperlinks. Additional hyperlinks
will be added as the Document is modified.
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Chapter 1 -
Introduction

1.1 PURPOSE

This document describes the technical infrastructure architecture for the Horizon system
provided by Pathway to enable Post Office Ltd (PO Ltd) to meet its requirements for
automation in Post Offices. It describes both the Logical and Physical architecture, and
reviews it from a number of different perspectives including those of performance,
availability and security.

It describes how this architecture is related to and influences the development of
Applications that provide business functionality to PO Ltd and to its major Clients such
as Girobank and the Department of Work and Pensions (DWP).

The document serves three purposes.

m It is descriptive, in the sense that it provides a full and high-level technical
description of the infrastructure that supports and constrains the Horizon business
Applications

m It is prescriptive, in the sense that it defines the architectural standards that apply to
any new business Applications that may be defined in the future.

m ltis directive, in that it leads the reader on to further, more detailed material, or to the
actual standards that are only summarised here.

It has no contractual standing and has no formal relationship to the Service Architecture
Design Document (|[SADD]), which defines the services provided to PO Ltd. It does
describe the ways in which these services are implemented, as they impose capacity and
other constraints that can materially affect the ability to absorb new Applications.

Its primary audience is the designers and developers of these Applications and of the
underlying infrastructure.

it is generally available to all members of Pathway and its suppliers within Fujitsu
Services, but should be treated as COMPANY CONFIDENTIAL. It may, in the future,
be disclosed to PO Ltd under the terms of a new Horizon Contract.

Any changes to the infrastructure or generic application architecture are introduced by
Change Proposals. At intervals, Approved Change Proposals are incorporated into this
document.

1.2 SCOPE

This document constitutes the top level of the Horizon technical description, and
identifies all the Platforms and infrastructure products used, their interconnections, major
attributes and business objectives. Two lower layers of documents are defined. They
elaborate on the following areas.
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The architecture of the major business Applications

®m  The detailed architectural standards in major /ayers of the system. These layers are
described in Chapter 4 "Overview", and their use elaborated on in Chapter 5
"Application Architectures”.

System Design Specifications v High Level Design
High Level Design Design Standards

Figure 1.1 - Architectural Document Structure

The document defines the steady state solution once the System Release known as 53¢ is
introduced into general use. It thus includes a description of the Network Banking Service
(NBS) and Debit Card System (DCS), which are added in BI3 and 530 respectively.

Speculative material, author’s comments, or features that may or may not be introduced, are
indicated like this.

This document does not include detailed information about specific application
functionality, only the general architecture within which those Applications are
developed and run.

1.3 STRUCTURE

Horizon is a large and complex system, and this document reflects that. Most readers will
be interested in particular aspects of it, and will not wish to read the entire document. It
has thus been sub-divided into a number of Chapters, in such as way as to simplify the
reader’s task.

As an additional help to the Pathway reader, the text of this Document is also held on the
ASD Website. It is split into a number of "web pages", each corresponding to one of
these Chapters.

m  Chapter 2 describes the Business Context within which Horizon is developed and
implemented.

m  Chapter 3 describes the different IT perspectives from which it is necessary to view
Horizon.

s Chapter 4 provides an Overview of the purpose and major components of Horizon,
and its logical and physical architecture. It describes the structure of the principal
Applications used to deliver the business services, and the Logical Architecture that
includes the ancillary services such as the Management Information System (MIS)
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and the Security facilities. It maps this on to a Physical Architecture that defines all
the Platforms used to support the business and ancillary services.

Chapters 5 to 12 then describe individual aspects of the solution. These reflect eight
Technical Elements as previously defined in Fujitsu Services’ OPENframework reference
model.

Figure 1.2 - OPENframework Information System Elements

m  Chapter 5 describes the Application Architecture. 1t is aimed at designers and
developers of new business Applications. It discusses the structure and components
of the Applications that implement the Horizon business requirements. It describes
how they fit into the overall infrastructure and interact with existing Applications. It
also discusses the structure of the internal applications used to support the Pathway
business requirements. It should be the starting point for any new Application
designer, though because the application architecture is heavily influenced by the
infrastructure that supports it, there are copious references to other Chapters in the
document.

®  Chapter 6 describes the Distributed Application Services that enable the solution to
be spread across a number of hardware platforms. In particular, it covers the facilities
of the Riposte message distribution system. 1t also discusses the use of Remote
Procedure Call facilities, the ways in which distributed database products such as
Oracle are structured, and other distributed mechanisms such as shared file stores.

s Chapter 7 discusses the Information Management services used. Again, Riposte
features prominently in this description, though from the point of view of the way in
which it stores data, the uses of this data, and the interfaces presented by Riposte to
the application developer. Chapter 7 also discusses the features of the database
products used: Oracle, which is used to support the main Host applications and the
Management Information System, and Microsoft SQL Server, which is used by
internal applications. Chapter 7 concludes with a discussion of the other information
management techniques used, in particular the widespread use of Flat Files for
passing data to and from PO Ltd and its Clients.

s Chapter 8 describes the User Interface that is presented to the users of the system.
This focuses on the ways in which Riposte Desktop applications are implemented at
the Counter.

g Chapter 9 describes the Networking infrastructure and Services that link all the
components of the solution together. It discusses the cabling methods and link level
protocols used, and the interconnection services between the Outlets, Campuses, PO
Ltd and its Clients, and Pathway's suppliers. It goes on to discuss the interworking
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services that are implemented on top of this network, the different types of network
connections between the Campus and the Outlets (fixed connection or dial-up
connections) and the ways in which fixed connections are maintained and network
status information gathered and presented

m  Chapter 10 describes the hardware and software Platforms used. It groups these
together into classes that share a common hardware type or operating system or
purpose. Each Platform is described from the point of view of its broad hardware
requirements, the operating system that it supports, and the principal Applications or
Application components (Capsules) that run on it. The need for each of these
Capsules is derived elsewhere in the Document.

s Chapter 11 discusses the ways in which Applications are developed within the
various system layers. It describes the tools and processes used in this, and the ways
in which new or changed Applications and infrastructure developments are gathered
together and released into the live environment.

®  Chapter 12 discusses the Systems Management facilities used. It describes how these
are implemented, and the services they provide. The major emphasis is on the Tivoli
systems management applications. However, Chapter 12 also covers topics such as
the organisation of the Horizon Systems Help Desk and the Service Level
monitoring.

Finally, Chapters 13 to 17 discuss the solution from the perspective of the five
OPENframework “Qualities that any IT system must address.

s Chapter 13 discusses the methods used to ensure the 4vailability of services in the
context of the Service Level Agreements (SLAs) contained in the Contract. It
examines the resilience needed and provided within each Platform or network
component, and summarises the failover processes used to provide for resilience in
case of failure.

s Chapter 14 discusses Usability, and in particular how emphasis on this quality can
reduce the training needs for end users and reduce the number and cost of calls to the
Help Desks.

s Chapter 15 discusses Performance, its impact on the size and capacity of the
Platforms and applications that support the system architecture, and the significance
of the SLAs in the Pathway Contract. It emphasises the ways in which the agreed
business volumes feed through to the size of and number of instances of each
Platform type, the ways in which the capacity of the system is monitored and
predicted, and the scope for extensions to the solution as more business applications
are added to it.

m  Chapter 16 summarises the methods used to enforce the Security of the system, and
looks at the various methods used to support Authentication, Access Control and
Audit within the solution. It also examines the use of Cryptography to protect the
integrity and (where needed) the confidentiality of the data held in the system.

#  Chapter 17 discusses the Potential for Change to the system in response to revised
business or other needs. It looks at the ease with which new Applications can be
added to the solution, bearing in mind the architecture discussed in Chapter 5
"Application Architectures”. It also examines likely changes to the infrastructure
itself, and the impact of these on future Releases.
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1.4 DOCUMENT CONVENTIONS

A number of conventions are used in the diagrams contained in this Document. They are
illustrated in the following diagram. The colour names given are those in the Microsoft
Office 2000 colour palatte.

All the Platforms at a single Site are grouped together by a dashed box, like this, with the
name of the Site given in Italics

A Grey shadow to a

Yellow boxes represent Platforms provided by ox, like this one,

Pathway | indicates that there
Light Green boxes Light | are multiple instances
represent Processes where Turquoise
the code iis developed by boxes
Pathway represent caleability or
Data Stores esilience reasons)
The nature of the link

between two processes
may be indicated by an
Italic comment, like this

ISDN Router

. Tan boxes represent

Network of some
description

A Thick Line
represents a LAN

. Processes supported by
third party products

Encryptor

Firewall

A Very Thick Line represents a Duplexed LAN, with each connecte
Platform connected to both plexes via different comms ports

Figure 1.3 — Diagram Conventions

1.5 FURTHER READING
Next Chapter 2 The Horizon Business Specifies the business context into which the Horizon
Context services are provided by Pathway
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Chapter 2 -
The Business Context

2.1 SCOPE
This Chapter discusses the business context in which the Pathway provides services to
PO Ltd.

2.2 GENERAL

Pathway provides systems that meet PO Ltd’s requirements for the automated provision
of Counter services in Post Offices. These include the Electronic Point of Sale Service
(EPOSS) that supports the sale of goods and services at Post Office Counters. It also
includes services provided to the DWP Benefits Agency to control the issue and use of
benefit Order Books, and the Network Banking Service {(NBS) that enables Customers to
withdraw money from their bank accounts. This application will become more significant
as the DWP phases out the provision of Order Books in favour of direct payment of
benefits into claimant’s bank accounts.

Pathway provides the technical infrastructure and supporting services, as well as the
business applications that deliver the contracted services.

The technical architecture defines the ways in which various components are chosen,
developed, combined and integrated to deliver the solution required by PO Ltd. These are
dictated by technical completeness and the ability to meet these requirements.

2.3 PosT OFFICE COUNTERS LTD (PO LTD)

2.3.1 PO Ltd’s Business Position

PO Ltd acts as an agent to a number of Clients for which it provides counter services in
its Post Offices.

The following capitalisation conventions are used throughout this document.

s POCL’s Clients are always referred to with a Capitol “C”.
®  When referring to a client in a client-server sense, we use a small “c”.
s The people who use Post Office Outlets are known as Customers

PO Ltd has a unique position in British life. It is expected to provide a wide range of
often low-value services. As PO Ltd gains greater commercial freedom, it needs to bid
for, gain and retain a greater degree of high value business. It lives in a business
environment where it competes with cherry-picking organisations such as the banks and
supermarkets, which covet some of PO Ltd’s market share but do not have its special
social responsibilities.
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Pathway’s contribution is twofold. Firstly, it is to provide a system to PO Ltd that makes
it cost-effective to support their low-value operations. Secondly, it is to make it relatively
simple and inexpensive to add new high-value business. The system needs to ensure an
appropriate separation is maintained between PO Ltd and any other Clients for which it
carries out business.

The system supports a range of generic functions that can be used to extend the range of
business activities supported by PO Ltd. These centre on the following types of business
areas.

Conveying items e.g. parcels and letters

Paying bills to BT, utilities, local Government

Buying consumer goods and services - general retail products, registered letter labels,
lottery scratch cards

Prepayment services - DVLA savings stamps, gift vouchers and entertainment tickets
Acquiring licences - local Government permits, television, motor vehicle

Money management - banking deposits and cash withdrawals, savings and
investments

Insurance services - general, travel

Pensions payments - e.g. for MoD

PO Ltd are looking for a system that displays a number of qualities, including the
following,.

High availability

Style and simplicity of the user interface

Speedy Counter response times

Achievement of batch SLAs

Support which exceeds agreed SLAs

Low running and development costs

The capability to move forward as PO Ltd’s business needs change

23.2 PO Ltd’s Requirements

The contractual requirement is for the provision on each Post Office Counter across the
UK of a facility to transact most Post Office business, including point of sale services and
the payment of Benefits. These transactions are grouped together into Services. Each
service is treated as separate, except that all transactions from all of these services are
also transmitted to PO Ltd for their own subsequent processing. The services provided
include the following.

2.3.21 Electronic Point of Sale Service (EPOSS)

This provides support for customers purchasing goods or services. It also provides a
generic point of sale facility including cash reconciliation and end of day accounting.

2.3.2.2 Automated Payment Service (APS)

This provides support for AP Clients such as the utility companies and others who
provide the means for their customers to make incremental payments based on cards and
other devices
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2.3.2.3 Order Book Control Service (OBCS)

This supports the issue and encashment of Order Books. It takes a data feed from the
DSS OBCSp system. OBCS will continue to be supported until benefit books are
completely replaced by automated cash transfers (ACTs).

Note that there are two systems called “OBCS”: the Counter application that is part of
Horizon, and the DSS feeder system. To avoid confusion, the suffix “D” is used to
identify the DSS system.

2.3.24 Network Banking Service (NBS)

Starting in April 2003, it is expected that the DWP will begin to phase out payment by
Order Book in favour of direct transfer of funds to claimant’s bank accounts (dutomated
Credit Transfers, or ACTs).

The NBS service, which is introduced at BI3, enables members ofthe public to use their
bank cards to withdraw funds from their bank account at any Outlet. They can also
deposit funds, or carry out a balance enquiry. All NBS transactions are automatically
passed to the customer’s FI for authorisation.

NBS is supported by the development of a Carddccount at Post Offices {CAPO)
specifically targeted at those members of the public who are unable to obtam a
conventional bank account. Some facilities are provided at Outlets to handle aspects of
CAPO accounts, but these are not relevant to Horizon.

2.3.25 Debit Card System (DCS)
DCS enables customers to pay for goods and services using Debir Cards. A card may be
used for some or all of the value of a customer session. The transaction is verified by on-
line reference to a Merchant Acquiver who either Approves or Declines 1.

2.3.2.6 Logistics Feeder Service (LFS)

This is used to ensure that Outlets have up-to-date supplies of stock including cash. It
interfaces to PO Ltd’s SAPADS stock control system.

233 Horizon Context Diagram

This shows how the system provides services to PO Ltd and its Clients.
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Figure 2.1 - Horizon Context

The round cornered box represents the whole of the Horizon system. The square boxes
surrounding it represent external Entities. The lines represent data flows between
Pathway and these External Entities. The annotations next to the lines identify the
generalised types of data.

2.3.4 PO Ltd’s Clients

2.3.41 DWP Benefit Agency (BA)

A major Client is the DWP Benefit Agency (BA), for which PO 1td acts as the primary
Payment Agent. Payments are made via Order Books, each containing a number of
Coupons. Each Coupon can be exchanged for cash when it becomes due.

2.3.4.2 Financial Institutions

NBS provides facilities for Customers of selected banks and building societies (those
with which PO Ltd has reached an Agency agreement) to withdraw money from and
deposit funds into their bank accounts.

2343 Merchant Acquirer

DCS provides facilities for Post Office customers to pay for goods or services by means
of a Debit Card. Any such transaction is authorised, according to standard EFTPoS
industry standards, by a Merchant Acquirer. PO Lid have chosen Streamline Merchant
Services (SMS) as their MA.
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2344 Other PO Ltd Clients

There is a range of other Clients such as the utilities and local Councils for which PO Ltd
collects payments. Many of these provide Automated Payment systems, such as swipe or
Smart Cards, with the details of the payments being forwarded to the AP Client by

Horizon.
2.3.5 Interfaces to Horizon
2.3.51 Transaction Information Processing (TIP)

Transaction Information Processing (TIP) is a system used by PO Ltd to collect
transaction records about all transactions that occur at all Outlets that need to be
reconciled with its Clients. Pathway acts as an honest broker for both PO Ltd and its
Clients. While Horizon is not an accounting system, the data it passes to PO Ltd and its
Clients must be sufficient to enable them to balance their own books and settle accounts
between them. The data transmitted to all Authorities must be complete, accurate and
timely. Its integrity must be assured throughout the system.

2.3.5.2 Reference Data

Reference Data is a mechanism used by PO Ltd to provide Pathway with data about the
services provided, the products available for sale, and the ways in which these are to be
offered. It enables much of the operation of the business applications to be “soft centred”.
It is distributed to the Counters and is used by the desktop applications that provide the
contracted services.

24 PATHWAY

Pathway develops and owns the facilities used to provide the Horizon service to PO Ltd.
PO Ltd pays for these services via staged payments, by funding specific developments,
and by retmbursing running costs subject to achievement of SLAs. PO Ltd has an option
to purchase all the Horizon assets for a nominal sum at the end of the Contract.

241 Trading Partners

Pathway uses goods and services provided by a number of Trading Partners.

2411 Principal Trading Partners

24111 Escher Group Ltd

Escher are responsible for the Riposte messaging and retail software which forms the
core infrastructure of Horizon

24.1.1.2 Fujitsu Services Core Services (FSCS)

FSCS (formerly ISD) provide day-to-day operational management of the systems in the
Campuses, and of the network that links them. They also provide application support for
some of the applications on Host Servers and on the DWP VME mainframe.

FSCS’s Systems Management Group (SMG) is responsible for the systems management
of the platforms in the Campuses and elsewhere, including Software Distribution and
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24113

24114

24115

24116

24117

2.41.2

event and resource management. FSCS also runs the Horizon Systems Help Desk that
manages support calls from Outlet staff

Celestica

Celestica are responsible for building the Counter PCs that go into Post Office Outlets.
They use standard Fujitsu Siemens PCs and a build tape supplied by Pathway.

IBM

IBM provide the Network Banking Engine (NBE) that supports Network Banking
applications and hides from Pathway the complexity of the interfaces to the indivual
banks. IBM develops the interfaces to the NBE in co-ordination with PO Ltd and
Pathway.

Retail Logic

Retail Logic supply software to the EFTPoS market. Pathway’s implementation of
EFTPoS (DCS) will use components of Retail Logic’s Solve/SE and Solve/PFG software
suites.

NatWest Streamline

Streamline is a Merchant Acquiver, chosen by PO 14d to support DCS transactions in
QOutlets.

Energis

Energis provide network facilities, other than that between the Outlet and the local BT
Digital Local Fxchange (DLE).

Other Trading Partners

There are many other suppliers of components of the solution or services to it. These

include:

British Telecom ISDN Services

Cherry Keyboards

Cisco Routers

Compaq Windows NT servers and disk arrays

Celestica Preparation of pre-configured Counter PCs

Delphic Smart Cards used for Post Master's Memory Cards
Devlin LIFT Keyboard

Eicon ISDN cards and driver software

EMC Disk Arrays

Epson Printers

Fujitsu Siemens Computers NT Servers andWorkstations, including Counter PCs
Hewlett Packard HP OpenView

Hytec Communications software

Ithaca Printers used in Outlets

Landys & Gyr Smart Cards used as Utility Payment Cards
McPerson Flat screen displays

Microtouch Touch-sensitive screens

Novacom Microwave Ltd

Time Server

OKI

Printers used in Outlets

Panasonic Printers used in Outlets

PPC Printer cables and power supplies
Security Dynamics SecurlD tokens and associated software
Specialix 8-port I/O boards

SUN UNIX Workstations

© [ DATE \@ "yyyy" \* MERGEFORMAT ] Fujitsu Services Ltd

File: TDARC001v48 with Yellow Bits.doc

This is a Working Document as defined by the Codified Agreement, and has no Contractual standing.

COMPANY IN-CONFIDENCE Page 4

Printed on 19/09/2000 16:03 by PRW



FUJ00201501

FUJ00201501
(=2 Technical Environment Description Ref.: TD/ARC/001
F U_HTSU Chapter 2 - The Horizon Business Context Version: 4.8
Fujitsu Services COMPANY IN-CONFIDENCE Date: 22/10/2002

2.5

Tivoli (now part of IBM)

Systems Management software

Unison (now part of IBM)

Maestro scheduling software

Welch Allen

Bar Code Readers

Table 2.1 - Pathway’s Component Suppliers

FURTHER READING

n
Introduction to the Horizon architecture

Previous | Chapter 1 Introduction

Next Chapter 3 IT Perspectives on the Describes the main classes of people concerned with the
Horizon System systems developed by Pathway

SADD CR/FS/006 Service Architecture This specifies the services that are to be provided to PO
Design Document Ltd and DSS
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Chapter 3 -
IT Perspectives on the Horizon System

3.1 SCOPE

This Chapter describes the main classes of people, within Pathway and elsewhere,
concerned with the development and exploitation of the systems that provide the Horizon
solution. This classification is intended to enable Pathway to assess the effectiveness and
completeness of these systems.

3.2 THE USERS’ PERSPECTIVE
3.21 Responsibilities

3.2.1.1 Pathway’s Customer’s Users
3.2.1.11 Post Office Counter Clerks

The Outlet Counter Clerks are the main users of Horizon. They have access to a range of
desktop applications that include those listed in Chapter 2 "Business Context".

In addition to these desktop applications, Counter staff can also make telephone calls to
the Horizon Systems Help Desk, which answers technical queries about the operation of
the service and the systems installed in Outlets and the Campuses.

Their interest is in ease of use of the delivered systems, an intuitive interface, and speed
in carrying out transactions to avoid queues building up in Outlets.

3.2.11.2 Post Office Managers

Post Office Managers are responsible for their Outlets. As well as acting as Counter
Clerks, they are responsible for the End of Day balance activities. They look for
mechanisms that automate these (previously highly labour-intensive) activities and
enable them to be completed as speedily as possible.

Post Office Managers are also responsible for booting up the Counter PCs when they are
first installed or whenever they have been powered off. They are thus involved in the
Post Office Log On process that is a means of ensuring the security of the data held in the
Counter terminals. They want the process to be simple to use, and simple to restore if
something goes wrong (such as they lose their identifying token or Personal
Identification (PIN) number).

3.2.113 Post Office Customers

The Customer (the man or woman in the street) makes use of the services provided by
PO Ltd’s Outlets, and demands that these be provided efficiently, speedily and reliably.
They have no direct access to the Counter systems, other than use of a PIN Pad to verify
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an NBS transaction, and rely upon the skill of the counter staff to carry out transactions
on their behalf.

3.2.1.14 Horizon Help Desk Staff

Help Desk users respond to telephone calls from Counter Clerks and must provide a
speedy and accurate response to their concerns. This is aided by the provision of facilities
within the Counters to provide monitoring and support information that may be required
by Help Desk staff.

32115 Financial Institutions

A number of Banks and Building Societies will reach agreement with PO Ltd to enable
their Customers to use banking facilities in Qutlets. They expect these facilities to be
provided in a secure way, in line with normal banking practices and with the provision of
significant legislation such as the Data Protection Act (DPA).

3.2.1.16 Other PO Ltd Clients

Other POCL Clients use the Post Office mainly as a means of collecting payments from
their own customers. Horizon notifies these Clients of the payments collected.

3.2.11.7 PO Ltd Auditors

PO Ltd auditors examine the accounts kept within the Outlet and ensure that no fraud is
being perpetrated there. They need access to a complete and coherent set of records of the
transactions carried out at each Counter, as well as the knowledge that these records
cannot have been tampered with. Speed is of less concern than completeness of audit
information. However, it an Auditor is using a Counter PC, it should be returned to its
primary use as soon as possible.

PO Ltd Emergency Managers provide additional powers to the PO Ltd auditors when
they are prevented, by the absence of or lack of co-operation from the Post Office
Manager, from carrying out their usual functions.

3.2.11.8 Client Auditors

Client auditors are concerned with the administration of the services provided to them by
the system. They need to verify that these services are carried out in accordance with the
Contract or their own agreements with PO Ltd, and with normal fiscal safeguards.
Pathway’s role is to ensure that they have access to all relevant data. Much of this data is

defined in [ATFS].
3.21.2 Pathway Users
3.2.1.21 Management

Pathway management needs access to a range of applications that enable them to monitor
the performance of the business and ensure that SLAs are met.

32122 Pathway Auditors
These are of two types.

m Internal Auditors who monitor the handling of data belonging to POCL and its
Clients, and ensure that Pathway is in a position to invoice accurately for the services
it provides

© [ DATE\@ "yyyy" \* MERGEFORMAT ] Fujitsu Services Ltd COMPANY IN-CONFIDENCE Page 4
File: TDARC001v48 with Yellow Bits.doc Printed on 19/09/2000 16:03 by PRW

This is a Working Document as defined by the Codified Agreement, and has no Contractual standing.



FUJ00201501

FUJ00201501
ot Technical Environment Description Ref.: TD/ARC/001
F U_HTSU Chapter 3 - IT Perspectives on the Horizon System Version: 4.8
Fujitsu Services COMPANY IN-CONFIDENCE Date: 22/10/2002

s Security Auditors who are concerned to ensure that the Pathway security policies are
adhered to and that all accesses to the system, for whatever reason, are monitored and
recorded

3.21.3 Support Users

Support of the Pathway systems is provided by the following organisations.

s The Horizon Systems Helpdesk (HSHD) provides first-line support to Counter Clerks.
It handles application-related incidents (for example OBCS stop list enquiries). It
forwards hardware related queries to Sorbus. It forwards system or software incidents
to the SMC.

m  The Systems Maintenance Centre (SMC) provides second level support to incidents
reported to it form the HSH.

m  The Systems Support Centre (SSC) handles third level support to incidents passed to
it from the SMC.

s Fourth line support is provided by Pathway’s suppliers such as Sequent and Oracle,
and the Pathway development units.

w  Support Engineers, who visit Outlets to replace faulty equipment. Their needs retlect
that of the Post Office Manager: to replace failed equipment speedily, and to
minimise the time spent in any one Outlet. They have an additional need: there is
limited space in their vans, and hence they cannot be expected to carry a large
number of different types of spare Counters or other equipment

The need of all support organisations is to identify and fix problems as soon as is
reasonably possible. They need speedy access to a wide range of potentially diagnostic
information, and this should not be unreasonably withheld from them on, for example,
security grounds.

They also need the ability to fix problems when their cause is found, but here there is a
need for more care and less speed to ensure that the cure is not worse than the problem.

Support users often have open access to the heart of the organisation’s computer systems,
so it is important that their actions are fully audited and that the users themselves are not
able to delete or modify the audit information.

3.21.4 Operational Users

These users provide day-to-day operational management of the systems at the Campuses.
Their activities are necessarily routine, and often carried out for a variety of different
types of system. Thus information flowing from the system to these users should be:

m relevant - don’t display it unless the operator should take some action as a result of it
or needs it to be on display for information purposes

® fimely - display it as soon as it becomes relevant
identifiable - the operator must be able to identify easily which system or system
component it relates to

3.2.2 Processes

Operational processes are necessary to ensure the smooth running of the operational
services. These include predetermined operational schedules, as well as processes which
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automate the many and varied contingencies which need to be anticipated and planned
for.

In addition, well-defined support processes are necessary to handle calls from Outlets and
others who are affected by problems with the delivery of the contracted services.

Lastly, where there is a need to call in outside support, careful authentication and
monitoring processes are necessary to ensure that the support staff can do their jobs
effectively and speedily but without affecting the integrity of the systems or the data for
which Pathway has accepted responsibility.

3.3 THE APPLICATION DEVELOPERS’ PERSPECTIVE

3.31 Responsibilities

The role of the Application Developer is to provide the applications (and, in this context,
infrastructure) needed to support the Horizon system’s requirements.

They are responsible for identifying and meeting the requirements of the users of these
systems, in the most cost effective way. They must provide a system that can be
effectively delivered and operated by the service provider and that can respond to
changes in the business requirements.

There is a spectrum of application development roles, as shown here.

Personaligation

Figure 3.1 - Application Development Roles

8 Product Development is carried out by skilled application developers who design,
code and test the products of an application. Many of the business applications fall
into this category.

®  Product Selection and Integration is also carried out by skilled application
developers, who select ready-made products and integrate them so that they conform
to the system requirements. Most of the infrastructure has been developed in this
way.

8 Product Customisation involves adapting or configuring products to meet the needs
of specific users or Workgroups. Its principal need is in configuring the ready made
products to meet the needs of Horizon as a whole. A principal business objective is to
provide as much commonality as possible across the systems made available to the
end users, and thus there is, for instance, little or none customisation for the needs of
individual Post Offices.

®m  Product Personalisation is involved in ensuring that the user interface of the
application meets the need of a specific user. There is no requirement for this task
within Horizon
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3.3.2 Processes

This shows the stages that are involved in any product development.

Figure 3.2 - Application Development Processes

There are two classes of process: those involved with the development itself, and those
surrounding and supporting it. Both are equally important.

3.3.21 Development Processes

A number of processes are defined, and assigned to particular Teams within the Pathway
management structure.

3.3.2.11 Requirements Team

Most existing Reguiremenis are expressed in the Codified Agreement, though many of
these originated as “agreements to agree” that needed to be refined and elaborated before
application development could begin.

Further requirements are derived from business opportunities identified in discussions
with PO Ltd. They are captured in a Pathway-produced System Regquirements
Specification (SRS), which is an agreed statement of what is to be delivered. In the
future, it is likely that the SRS will be replaced by a Business Reguirement Specification,
owned by PO Ltd and produced jointly with Pathway.

3.3.21.2 Architecture and System Design

New business developments need to be justified against their ability to fit into the
existing system structure. This structure is described in the current Document, which is
owned by ASD. Any potential change to the system, or any requirement for a new
application, will be measured against the existing architecture. This is the responsibility
of ASD. Where the business case analysis indicates that the architecture is inadequate to
support the new business requirement, then ASD must assess the impact on the current
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architecture, and make the necessary chages to it. These are documented (usually m
retrospect} in the [TED].

ASD’s analysis of the requirement leads to the production of a Svstem Design
Specification (8DS) for the development. This is either developed by, or approved by,
ASD. The SDS enables Pathway management to produce a rough outline of its costs and
likely timescale. It identifies how the development will be undertaken, and how it fits
within the existing architecture (i.e. how it relates to this Document).

3.3.213 Delivery Unit

This SDS defines the overall structure within which developments take place. The
Delivery Unit takes the SDS and produces the high- and low-level designs needed to
enable the application and underlying infrastructure to be built.

The Delivery Unit is then responsible for constructing the product and its associated test
plans from the design. Unit Testing takes place once the product is developed or
procured, and ensures that the product conforms to the test plan.

3.3.214 Pathway Technical Integration

Technical Integration involves testing the product with other products with which it
needs to interwork, and {most importantly) veritying that it can be built from information
stored within Pathway’s Configuration Management database PYCS.

3.3.2.1.5 Pathway Testing Unit (PTU)

The Pathway Testing Unit proves that a new Release or Increment, and its components,
operates within the system infrastructure. Acceptance Testing takes place at the end of the
Integration process. It proves to the sponsoring Client that the development meets his
functional requirements, and to PO Ltd that it may be brought into use without impacting
on the existing solution or other applications.

3.3.2.1.6 Implementation

Delivery of the product involves putting it into use, for example by rolling it out to every
Outlet. The time that this takes depends on the type of product. If it can be distributed via
the Systems Management Software Distribution facilities, then it can be brought into use
very quickly indeed. If it requires a manual visit to every existing Outlet (for example to
install a hardware upgrade), then rollout will be extremely slow (not to mention
expensive) and may be error-prone to boot.

3.3.2.1.7 Evolution

Evolution of the system means keeping it up to date so that it continues to meet the
business needs of both PO Ltd and Pathway. It involves including new functionality and
exploiting new technology where it is cost effective to do so.

3.3.2.1.8 Review

Review is a process that is carried out periodically to ensure that the information system
continues to meet its business needs. It may lead to changes in the business requirements
and to the architecture within which these are developed.

3.3.2.2 Supporting Processes

A number of ancillary functions are involved in the application development process.

© [ DATE\@ "yyyy" \* MERGEFORMAT ] Fujitsu Services Ltd COMPANY IN-CONFIDENCE Page5
File: TDARC001v48 with Yellow Bits.doc Printed on 19/09/2000 16:03 by PRW

This is a Working Document as defined by the Codified Agreement, and has no Contractual standing.



FUJ00201501

FUJ00201501
ot Technical Environment Description Ref.: TD/ARC/001
F U_HTSU Chapter 3 - IT Perspectives on the Horizon System Version: 4.8
Fujitsu Services COMPANY IN-CONFIDENCE Date: 22/10/2002
3.3.2.21 Programme Management

This is necessary because of the wide range of projects involved in Pathway. It involves
co-ordinating these programmes and managing the need of each for scarce and competing
resources. Programme Management is also involved in the selection of suppliers to carry
out these projects.

3.3.2.22 Project Management

This is necessary within each development or for each supplier’s development to ensure
that it is developed to the requirements in the SRS and delivered to agreed timescales and
quality criteria.

3.3.223 Configuration Management

This involves keeping control over the developing components, ensuring that they are
brought together at the right time in the right order and comprise the correct parts. It
requires extensive use of the Pathway PVCS system from the earliest stage of any
development activity.

It is closely involved in the specification of the Horizon Release Strategy. It must be
closely integrated with supplier’s Configuration Management systems.

3.3.224 Contract Management

This is necessary where some components come from outside Pathway. It involves
negotiating an appropriate contract for the supply of the product or development, and
ensuring that the terms of the contract are carried out.

3.4 THE SERVICE PROVIDERS’ PERSPECTIVE

3.41 Responsibilities
Service provision covers the day to day management of the information system. It
ensures that the required services are delivered to users in accordance with SLAs.

Pathway’s Customer Services Directorate is responsible for the management of the
services provided to PO Ltd. They sub-contract parts of this responsibility to other
organisations such as FSCS.

3.4.2 Processes

This shows the fundamental classes of tasks used by service providers, and the flow of
activities between these tasks. The ten parts of the model contribute as follows.
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Figure 3.3 - Service Management Services

3.4.3 Operational Control Processes

3.4.31 Operations Management

This involves controlling and monitoring the managed resources in the network. They
include monitoring the status of managed systems, responding to alerts that they
generate, controlling services, and keeping users informed when changes are going to
affect them.

This is needed to automate the management of the systems that comprise the Horizon
estate, and ensure that they operate in an efficient way with the minimum of unplanned
downtime.

3.4.3.2 Problem Management

This involves providing a service to Operations and to other parts of the Systems
management process for diagnosing, fixing and preventing the occurrence of problems.

When a problem cannot be handled by automated systems, it should be brought promptly
to the attention of a human. This person can manage the impact of the problem, assign it
to an appropriate support resource, and track the subsequent processing of the problem.
Automated Help Desk facilities are essential to optimise the handling of problems in this
way.

Help Desk facilities are needed both for specific applications and for overall system
problems.

Infrastructure support is carried out by FSCS using a Help Desk installed in their
premises in Stevenage and Manchester. Second line support is handled by the SSC in
Bracknell. Third line Support is provided by suppliers including Sequent and Oracle.
Where these suppliers need on-line access to the system to enable them to provide speedy
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