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From: Jonathan Gribben 
. . . . . . . . . . . . . . .

GRO ---' 

Sent: Thur 28/0212019 1:33:12 PM (UTC) 

To: Anthony de Garr Robinson --- ___ -- __ GRO •_•_1; Andrew Parsons[i<._._._._._._._,_._._GRo 

' - - - 
GRO

Cc: 'Simon Henderson (~ __ _ _ _._._ _ _ _ _. _Rq _.r __ ___ _ __ _ _._
GRO Owain

Draper[  W  GRo  ;Katie Simmonds ...... . ..--.... --. Ro_.------------
-
;, Lucy 

Bremner -----Ro 

Subject: Godeseth 3 and Parker 3 [WBDUK-AC.FID123822914] 

Attachment: _DOC_154490922(3)_Third Witness Statement of Torstein Olav Godeseth v9.DOCX 

Attachment: _DOC_154500419(1)_Third Witness Statement of Steven Paul Parker v10.DOCX 

Dear Tony, 
Please find attached revised versions of these statements. There is just one point for each witness to clarify. 

You'll see that we have moved the points that were in TG3 para 26 (injecting transactions in Legacy Horizon) to SP3. 
Steve hasn't confirmed he is happy with this yet, but Torstein advised that he'd spoken to Steve about one of the two 
Peaks so I don't think it will be an issue. 

You'll also see that we have added some wording to para. 14.1 of TG3 to make it clear that while privileged users 
could theoretically inject, edit or delete transaction data in Legacy Horizon, they couldn't do it in the message store 
because Riposte wouldn't allow it). 

In his first statement Torstein talked about privileged users editing or deleting transaction data. Having considered it 
further he thinks that with enough access rights a privileged user could also inject transaction data. Do you think we 
need to make that clear in the statement? 

Torstein and Steve have confirmed that the ability to conduct a BT in Horizon Online did not require privileged user 
access and you'll see that I've asked Torstein to confirm whether injecting transaction data in Legacy Horizon required 
such access. I'm not proposing to explain this in his statement expressly, but it's something we should be aware of. 

Finally, I've responded to your point 4.k. in red below. 

Please let me know if you have any comments or questions. 
Kind regards 

Jonny 

Jonathan Gribben 
Managing Associate 
Womble Bond Dickinson (UK) LLP 

----------------- -------------, 

G RO 
e: 

GRo ._.__.__._...-•-•-•-  

Stay informed: sign up to our e-alerts 

WOMBLE womblebonddickinson.com 

tWi J BOND 
DICKINSON 

From: Jonathan Gribben 
Sent: 28 February 2019 09:51 
To: 'Anthony de Garr Robinson';_______ _ Andrew___ _ _ Parsons__ _____ 
Cc: 'Simon Henderson r_______________ _______________cRo _ _ _)'; Owain Draper; Katie 
Simmonds 
Subject: RE: Godeseth 3 [WBDUK-AC.FID123822914] 
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Dear Tony, 
I will find out. 

Kind regards 
Jonny 

From: Anthony de Garr Robinson .-.-.-. --.-.- O - 
Sent: 28 February 2019 08:43 
To: Jonathan Gribben; Andrew Parsons 
Cc: 'Simon Henderson ̀ -._ _._._._._._._._._._._._._._._. GRO _ _9, Owain Draper; Katie 
Simmonds 
Subject: RE: Godeseth 3 [WBDUK-AC.FID123822914] 

Dear Jonny, 

I've been ruminating overnight. Is there any possibility that Parker could speak to the points made in TG3 para 26? 

Best wishes, 

Tony 

From: Anthony de Garr Robinson 
Sent: 27 February 2019 19:09 
To: 'Jonathan Gribben'!' _._._._._._._._._._.__._._._.-Ro_._._._._._._._._._._._._._._.'; Andrew Parsons
CC: Simon Henderson (;

_._._._._._._._._._._._._._._.GRO._._._._._._._._._._._._._._._._.r (Dwain uraper 5 

GRO 
Subject: RE: Godeseth 3 [WBDUK-AC.FID123822914] 

Dear Jonny, 

My comments on your comments below. 

Best wishes, 

Tony 

GRO e Simmonds a GRO 

---- - ------- -- - 
From: Jonathan Gribben <. GRO 
Sent: 27 February 2019 17:33 
To: Anthony de Garr Robinson_._._._._._._._._._._: Giio_ _ Andrew Parsons _._.___._______ -___-R_o
Cc: Simon Henderson GRO 

GRO ; Owain Draper Katie Simmonds
CRC 

Subject: RE: Godeseth 3 [WBDUK-AC.FID123822914] 

Dear Tony, 

I've added some responses in red below. 

I'm about to send Torstein an updated version of his statement and will share the next (and hopefully final) version 
with you asap, but suspect that will be tomorrow. 

Kind regards 
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Jonny 

GRO 

Stay informed: sign up to our e-alerts 

From: Anthony de Garr Robinson GRO 
Sent: 27 February 2019 15:33 
To: Jonathan Gribben; Andrew Parsons 
Cc: Simon Henderson ( ); Owain Draper; Katie 
Simmonds 
Subject: RE: Godeseth 3 [WBDUK-AC.FID123822914] 

Dear Jonny, 

Here are my comments on the current draft of Godeseth 3: 

1. Para 2 — insert "... but I have been asked to expand...". 
2. Para 3 — for clarity, refer to a change in the branch's overall cash or stock position, rather than a movement. 
By the way, I love the elegant way TG includes opening stock and cash positions as transaction data. 
3. Para 8.2 — remind the reader what BAL is. 
4. Para 14 is confusing and incomplete. For example, para 14.1 is going to say something about Legacy Horizon 
but stops in mid air. Could the whole para be clarified/rewritten in the following ways? 

a. Deal with Legacy Horizon separately from Horizon. Because there were Legacy Horizon message stores 
in branch as well as at Post Office, and the remote access position was very different with respect to 
message stores as compared to the BRDB, it is best to deal with Legacy Horizon first before saying anything 
about Horizon Online. 
b. Para 14.1 — assuming TG is just talking about Legacy Horizon, is he going to say that PUs can inject, 
edit and delete data anywhere - in counters, in message stores, and anywhere else in Horizon? If so, how 
does this square with TG1 Para 37 and SP 1 para 19? A, `w'e're asked TG to cl s ifv 
c. Para 14.3 — who at Fujitsu could inject transaction data in Legacy Horizon? Any Fujitsu employee? Any 
SSC member? Just PUs? Was it a form of PU access? Was there a tool for it, like the Horizon Online BT 
tool? Changed to SSC. 
d. Para 14.4 — 

i. see my earlier email's questions about SP3 para 18. 
ii. Isn't this inconsistent 37 of TG1? Given what he is now saying, can TG 

say a few words which would explain why he said what is said in that para? 
iii. Has TG overlooked the form of non-automatic data deletion and copying 

discussed in SP2 Para 38.2? Does that not need to be accommodated? 
e. Para 21 — 
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i. put a full stop after "deleted" and take out the words "and so". 
ii. See the query in my earlier email about SP3 para 15. They can't be 

saying inconsistent things! F.h„ ,h d by yoTa - `3, ze to Pai xer 3 
f. Para 22 — following on from my comment on para 21, this seems to be drafted on the hypothesis that PUs 
do change transaction data. But TG's evidence is they do not. Could some words be included in para 22 to 
make this clear — e.g. that PUs do not edit or delete transaction data properly so called but, even if they 
did,... etc. Changed 
g. Para 24 — can TG safely assert that to everyone at Fujitsu, the words "balancing transaction" means 
BTs? My understanding from conversations (I think with Andy (?)) is that there are some Peaks referring to 
"balancing transactions" which are not BTs. Have I got that wrong? Given that only one BT has happened 
in 9 years, it seems surprising that everyone at Fujitsu had a clear view as to what the words mean. So I 
wonder whether the wording should be softened a bit, without changing the sense? Changed 
h. Para 25 — the last sentence is not good news. The witness appears to be saying that he did not know what 
he was talking about. Can TG say anything to pre-empt the inevitable accusation that he should not have 
given evidence on oath on something he did not know about? ar pit iie was a-va _ e of one method of 

e o y Horizon but not the other. Ti:e : .at ,m4n-1t lie made ' i x 1s _First statement was 
e. There isn't any way around +his. 

i. Paras 26.1 and 26.2 — references to assurances from colleagues will not do. Under the CPR, sources of 
information have to be identified, and on significant issues like this unattributed hearsay will deprive the 
evidence of any weight. °9' ,VVloas y ,o t, s old mentioning Gareth Jenkins. Also, TG 
will be accused of again giving evidence on oath about something he does not know about, what can he do 
say to avoid this? '` otli as lie U a `t 11 bl. , t c requisi,e 1,n o'. 3.'li.',S2r'. of T ,?a~.yy Tiorizon, Wt. 1`r}+.J:x.' at 

~+  ~$ i ' _ ~.. __ 7 jj~~ ~~ll ii i1 3 ii LLus. WE HA\'L S ' 3c ,i t i_~. ,. t~ ;=,~~ L.J ~! r ~. LS I~11~\.~-~ 3 . t A ~ b 4 ,•). L.
a

O. IS JENKP\ ' t L]
a ~.. _._~v ki,3 ,~ ~'4' 7n ~~r,a_ CE OF F 4,„

-
~~TT 

IN G. ~     a < . a , , ,. ~.  ~... r o~ Fk1 , •1.~  ,. 4, 

li 
—n 

1IT IS `f, I - . ,~, 'Po" "` ' ~ a ) ~i 
ri

1 Fa . 

j. Para 26.2 — the para should start with a capital T. 
k. Para 27 — re- the first sentence, what is our evidence here? Do we say that there were few Legacy 
Horizon transaction injections (whether via counter 32 plus or via a branch counter) or that there might have 
been lots but there were many more other kinds of injections? The letter is not very helpful to us. IT~r 

h, ;r—c[Ii ,,ea i~1-?6ima E 'Fl,` aaf ac,a ITftif "f T ho  t? :', ;1 It a1

a . Tia ZOn. ``,' c could ;,. 's r a w.€i to <<<'a.. ~fa ?i,,--Im,' were entereai n total (1 .. ~i., . ~a1 ,.f a r C 

to er 2 relates to injections at ii take time and wont be ready fo fhi, 
state. .. t). ARE YOU SAYIUNG Tip 1'a ft H .I, ASKED THIS EARLIER BLT1
LEFT  I `? CAN WE ASK 'ND YES 

Best wishes, 

Tony 

From: Jonathan Gribben <[IIIIIIIIIJIIII3iIIIIIIIIIIIIIII1
Sent: 27 February 2019 13:31 
To: Anthony de Garr Robinson t -.-. - GRO_--_-.---._._--.-._--1>; Andrew Parsons_._._._._._._._._._._._._._._GRo
Cc: Simon Henderson -; -- -- — -•-• ---- ---------•- 

GRO 
-•-• -•-•-•-•-•--

GRO_._._._._._._._._._._._._._._]?>; Owain Drapery  ._ GRO   ~, Katie Simmonds 
"---------------------R---`-_.~._._,_._._._.; 
.--------------- -- -------------------- -------' 

Subject: Godeseth 3 [WBDUK-AC.FID123822914] 

Je`!i v.ork th" ough the se oc nr--:arts. In the rrearltir te. he7re`, a , adv 1t d .fersic7 c Oo6ese th alid a 1-CAF sb,o~r. nq 
Vie h; rig es ine Je to :he of ev s- ve-s n, Scy yo -i c"!n ee v at it St `las c r cit.
E°"ind rega'-Jt 
€tinny 
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Jonathan Gribben 
Managing Associate 
Womble Bond Dickinson (UK) LLP 

.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-._._._._._._._._._._.-. 

Stan inforrned sian urn to our a-alerts 

. .. . ,... 

der * : • 
D • # r'! 

From: Anthony de Garr Robinson [ri_=.. _ ego_:_''_:'_'_'_'_'_'_ _: 
Sent: 27 February 2019 12:42 
To: Jonathan Gribben; Andrew Parsons 
Cc: Simon Henderson 

- ._._._._.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-._._._._._._._.
GRO

._._._._._._._._._._._._.-._._._._._._._._._._._._._._._ -_ 
._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._. )' Owain Draper; Katie 

Simmonds 
Subject: RE: Data deletion [WBDUK-AC.FID123822914] 

Dear Jonny, 

Here are my immediate comments on Parker 2, without the benefit of having sight of Godeseth 3. Some of them are 
quite fundamental, sadly (in particular, my queries about para 15 and para 18). Hopefully they can all be quickly 
answered: this statement (and Godeseth 3) are urgent. 

Para 6 — I think Riposte was a piece of software, not a store. If I'm right, please use the proper name for the store. Is 
Steve Parker referring to the branch message stores in branches and/or the Post Office message stores? 

Para 13 — typo at the beginning of the third sentence. Could it be spelt out that APPSUP is only relevant to Horizon 
Online — or does Godeseth make this clear? 

Para 14 — this may not matter, but what does Steve mean by the word "site"? 

Para 15 — the second sentence indicates that APPSUP can be and has been used to change (alter and delate) transaction 
data, is that right? If so, this is inconsistent with Godeseth 1 para 59.1, who says it never happens in practice. Does 
Godeseth 3 correct this? If not, we have a problem: Which of Godeseth and Steve Parker is right? 

Para 18 —
1. The usual scenario is deleting the data on a defective counter and replicating it from elsewhere (e.g. another 
counter or the branch message store). As I understand it, the message stores held at the branch were not counters 
and nor were the Post Office message store. To be clear, though, is Steve saying that message stores were also 
sometimes deleted and replicated from another source (presumably, counters)? 
2. Regardless of the answer to (1) above: 

a. Is Steve saying that one could delete all the transaction data (and other accounting data — e.g. stock and 
cash positions) completely from the relevant machine (counter or message store), and then separately cause 
the relevant data to be replicated from another source? 
b. Or is he saying that one could delete all the data completely from the relevant machine (counter or 
message store), and this would automatically cause the relevant data to be replicated from another source? 
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c. Or is he saying that one could cause a process of replication to one source from another and this would 
inevitably result in the deletion of the data on the first source? 

I think the answer to this is a or b, because of what Steve says in para 38.1 of Parker 2. Para 19 implies b, but 
maybe the answer is usually b but a was possible. I don't know and I would like to understand before approving 
this para. 

Para 20 is con fusing and frankly looks evasive. We've discussed this before, but I'll repeat: 

1. Parker 2 was commenting on a claim in Parker 1 that the SSC could not use its remote access powers to cause 
payments to be made in bank accounts. 
2. Parker 2 appeared to qualify that claim by saying that one could not cause payments to be made in normal bank 
accounts but one could cause payments to be made in Giro accounts, because they are different. He did not say so 
expressly, but to my mind that is the clear impression achieved by the first two sentences of para 35 and the 
footnote to Parker 2. 
3. As I understand it, Parker thinks that one could cause payments to be made in normal bank accounts. 
4. If that is the position, to avoid looking evasive and willing to mislead, I think he should say so squarely. If you 
disagree, feel free to call me. 
5. I do not understand the point being made in the last sentence. How is it relevant to any of this? 

Best wishes, 

Tony 

February 2019 11:35 

To: Anthony de Garr Robinson  Andrew Parsons;_
Cc: Simon Henderson C-_,_._._._.,._._._._._._.. ..__._._._._._._._._._._._._._._._.GRo. . . . . . . . . . . - a . . . . . . . . . . . . . ._._._. , 

-------------- -- ------ ---------------- - - - -.-.... -.-.-.-.-.-.-.-.-.... -.-. -.-.-. -. -. -.-.-.-.-i ----------- - --- -......................... _._._ n._._._._e_._._._._._._._..._... 
GRO - -,- ~; Owain Draper a_  -.GRO , Katie Simmonds <l._._._._._._._._._._GRO 

GPO

Subject: RE: Data deletion [WBDUK-AC.FID123822914] 

Dear Ton 

Please find attached whet should hopefully be the. fi nal version of Parer 3 far ,our fi nal review. Ey W8.f of 
explanation, the have restated the words seek to" ri para. 3 and the word "u su^iiiy" in para 5 .:o avoid making 
unequivoca l Statements. 

Steve is lined up to •to sran this afternoon. 

Kind regards 

Jenny 

-•-•-•-•-•-•-- _GRO -•-•-•-•-•-•-• - 
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Stay informed sign up to our e-alerts 
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From: Anthony de Garr Robinson [ --.. ----------------*-'GRo 
Sent: 23 February 2019 15:56 ------------------------------------------------

To: Andrew Parsons 
Cc: Simon Henderson ._._ _._._ _._._ _._._ _._._._._._._._._._._._._._._._._._._._cRo._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._ Owain Draper; Jonathan 
Gribben; Katie Simmonds 
Subject: RE: Data deletion 

I agree about the need to cover this off in Godeseth 3. Can we check wither Parker agrees on the logic and the 
terminology? He will be cross examined on this too. 

Here are my thoughts on Parker 3. You will see that my draft includes some paras correcting Parker 2 (we cannot serve 
a further statement from him which does not do that, particularly in circumstances where Freeths have asked us to do 
that). 

My draft also includes some paras dealing with deleting data from counters — I am now confused about this, and not just 
because of your email last night: it seems from Parker 1 para 55.4 that deleting counter data (as opposed to message 
store data) was something that used to be done in Legacy Horizon. Query whether Parker and Godeseth should cover 
this off in their statements: you are currently in a better position than me to make a decision about this, Andy. 

Tony 

From: Andrew Parsons
Sent: 23 February 2019 15:28 
To: Anthony de Garr Robinson;._..®,.
Cc: Simon Henderson E._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._GRo ._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._ _._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._. 

..._._._._._._._._._._._,_._._._._._._. 
GRo Owain Draper < GRo > Jonathan Gribben 

GRO . . ' 
~._._.~..._._._._._._>; Katie Simmondi -i2 GRO_._._._._._._._._._._._._._._._. 

Subject: RE: Data deletion 

0 

He is adarnan€t that F- , do not deiete trarsa-;Iiori data. His words: fi t would t,e G ✓ bloody difficult to do, 1 c 'n°t eve`

imac..irie how you Would do it` 

In relation to the :;fir . if:o points r.r sed by, Coyne on data deletion.; _i_o stein says  that t J are "deleting" data frcnni the 
BR E. but not tmclnsns tiro data. When conducting a transoot€nn the BRDH keep.ss lots of flags in lots of different 
database tables (think of each table as „ n eparate database) to record; when stuffs happening and when t hir es are 
comple=ted. For example, it keeps a flag on when a seSSion stars and ends or when a recovery process  needs to run. 

on et me s t sese t ags c<-in -Ael or . oLL s,,. no trvi~hi v. hat happened at `hie drone (,ay because of a room is,>ui-t v nira 
cnn cause Horizon to become locked in. there is `,ac: starting a session. but no flag ending the session, :, o the next 
ses'siur ui-nirot curiin ii  "e . FJ do use priviieoeLd user -coes.s to tg.  ii . and os afnge / G.eiete .he oC_t u .  sync bit u . . a 

database tabie, butt his is mica thAe transaction database table. this does not ohm..ge any transact€r,ri data. It just 
unblocks the system. 
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He's not actually sure that they even delete the flags - they may actually insert a missing flag or update the flag to the 
correct status. He says it depends on the nature of the problem and he'd have to look at the detailed design 
documents to know for sure. But he says people will casually refer to this as"deleting a session". But everyone in FJ 
knows what this means and knows that it does not mean deleting transaction data. 

In Torstein's view this is not a semantic distinction. Deleting a single marker in a database table is (he says) nothing 
like deleting transaction data, and Coyne should know this. 

I've attached my updated notes which explain this in more detail — page 20 onwards. 

The difficulty is that the above explanation is not obvious on the face value of the Peaks, which talk about "deleting 
sessions". I think we need a short couple of paras dropped into Godeseth 3 to cover this off. I'll draft something and 
then circulate. 

0 

iI II-

• : ■a 

d: GRO 

GRO 
GRO 

-- -- ---------

From: Andrew Parsons 
Sent: 23 February 2019 09:54 
To: 'Anthony de Garr Robinson' 
Cc: Simon Henderson ( GRO Owain Draper; Jonathan 
Gribben; Katie Simmonds 
Subject: RE: Data deletion 

Torstein sent me a short email last night saying that there is an explanation and he still believes his first statement is 
correct. 

I'm trying to speak to him to understand how he can say this. 
A 

From: Anthony de Garr Robinson GRO 
Sent: 23 February 2019 09:41 ---------------------------------------I-.-.

-. 

To: Andrew Parsons 
Cc: Simon Henderson GRO ._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._.-.-.-.-.-.-.-.-.-.-.-.-.-.-. Owain Draper; Jonathan 
Gribben; Katie Simmonds 
Subject: RE: Data deletion 

Dear Andy, 
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I've been reviewing TG's and SP's witness statements and summarise below the things that they have each said about 
remotely deleting transaction/financial data. In short, I don't think the problem just lies with para 59 of TG and it 
looks to me as if SP may have to correct at least his first statement and possibly his second also. 

Until we know how this happened — which requires explanations from TG and Spink as to what they were thinking - 
we cannot decide how or even whether we can present this to the court in a way that does not destroy FJ's credibility. 

TG 

TG (thankfully?) only deals with this in his first statement. In summary, he says the following things in the following 
paras: 

17. There are only four sources of transaction data. The fourth is via remote access — he specifies BTs on Horizon 
online and transaction injections in Legacy horizon. No reference to remote editing or deleting. 

57. He is not aware of any way that FJ could theoretically edit or delete transaction data. He also makes it clear that 
this is all largely hypothetical — other than one BT, he is not aware of FJ ever having edited or deleted transaction 
data. 

58.10 Under the heading "Balancing Transactions", having dealt with the one BT on Horizon online, he breezily refers 
to Legacy Horizon transaction injections, implying that they happened but not saying so clearly and not giving any 
sense of how often it happened. 

59.1 Under the heading "Privileged Users", he says (1) that PUs' editing or deleting transaction data is only a 
theoretical possibility which would require circumvention of controls, (2) that there is no policy, process or practice 
calling for t Pus to edit or delete transaction data and (3) that as far as he is aware, FJ has never used PU rights to edit 
or delete transaction data. 

59.2 He says PU editing or deleting data is not part of the functionality of Horizon because other tools such as TCs and 
BTs are enough. 

59.3 He refers to PU changes to the BRDB as hypothetical only. 

61. He indicates that as far as he is aware there is no other way FJ can remotely affect transaction data or other 
branch account data. 

Parker 

In summary, Parker 1 says: 

11. Roll's account of editing and deleting branch data is incorrect and misleading. 

19. The suggestion that FJ edited or deleted transaction data is not correct. He confirms TG1 para 37 that in Legacy 
Horizon it was not possible to edit/delete messages committed to the message store. 

55.4 Interestingly, Parker describes a form of remote data deletion here — deleting all the data in a faulty counter in 
Legacy Horizon. So there may be a partially face-saving distinction to be drawn between deleting counter data and 
deleting message store data. But I doubt that this distinction will help us with deletion in Horizon online. 

55.6 He cannot think of any other incidents of remotely accessing counters. 

In summary, Parker 2 says: 
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34. .SSC is hugely reluctant to change financial data -- not ther job and they recognised the seriousness of doing so. 

Tony 

From: Andrew Parsons __ GRo -
Sent: Friday, February 22, 2019 7:55 PM 
To: Anthony de Garr Robinson 
Cc: Simon Henderson,    „ GR_O ;); Owain Draper; Jonathan 
Gribben; Katie Simmonds
Subject: Data deletion 

Tony 

Below is a summary of the point we discussed earlier. 

I've attached: 

1. Our long briefing note on remote access — data deletion is covered at page 20. This note is still to vetted by 
FJ but is built on all their mini reports. 
2. The FJ original report on data deletion (that has been largely carried across into 1). 
3. The key Peak with all the horrible stuff about FJ deleting data — which is very messy. 

This matter has been escalated to Rob Houghton. 

1! 1 

Andrew Parsons 
Partner 
Womble Bond Dickinson (UK) LLP 

GRO t: 
GRO 

Stay informed: sign up to our e-alerts 

From: Andrew Parsons 
Sent: 22 February 2019 17:55 _ _ _ _ 
To: 'Matthew .LentonC_'._._._._._,cRo_._._._._._., D_ave_oIbbette ---__-Ro _ _ pete.newso me~ 

`_.,._..._._
CRo

_._._._._._._ 

Cc: Jonathan Gribben; Christopher. Jay( . GRO . . Rodric Williams 
Subject: URGENT - support needed over the weekend 

Matthew and all at FJ 

Iii sorry to drop this late on Friday but we have come across a point that could be a major problem. We will need this 
urgently addressed over the weekend as it may require an amendment to Torstein's evidence on Monday. I'm around 
all weekend on my mobile if easier to discuss with someone. 
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It r..ar 5u,1 f ""Draft r firth statamer he c YS th; t s f .r vik: c  as h  e'„ar Ic,et ,I 
t ar~actic -i dat fr+ m _h F D I. 

In tl' e = tte h -d lot - i,, ric<-3r `ae. t ``l 2 ar I ` eOc-i 4 it pvee `s ""Ica'. S'L ar d"vle`ing, tm` ns`ict'.ar de'a t'✓h  -ie  ?`t a 
s+uc . , es, iur fi of is 4 O ;}IG ••ri : cGuri'er #rum °.cur r..il; • It trine th -.s a- pears, tc UC ritr<#u! f u te :n`s e\ !ueric , b Nc;a us i 

that  Se. .;ric r19.S1 s Tle.$f`i ie'+;tit)ri G{cil:`s 

clE :hat fr i~rppu'ri l+~~; us,n~ ,l`~F !'} SUr 4 det+::' k"t~~li'ca y G tE r ay is l f rni 

of Privileged User access. 

For example, PCO263716 (attached) says: 

From: Gillian Hoyland 

Sent: Wednesday, November 22, 2017 11:18 PM 

To: Post Office Service Desk 
Cc: Paul I Smith 

Subject: RE: ATF:17186625 I Session Correction Request 

Hi 

Due to the circumstances at the branch this session can be removed but the branch must 

e made aware that if there are any losses/gains from removing it then they will be 

liable. 

Please note, in future any requests of this nature that do not have the applicable form 

attached which shows what the transaction was for, date etc will not be actioned by FSC 

until this form is received as this allows us to investigate the incident. 

Thanks 

Gill 

Gillian Hoyland 
FSC Operational Support Manager 

Date:20-Dec-2017 13:47:45 User:Joe Harrison 

To resolve this I need to run the following SQL on a BRDB instance 

delete from brdb branch user sessions 

here branch accounting code 111832
— ~

and fad—hash = 124 w . a e.,.~~~.~~
and node id = 2 rr ~ ~b « ~ei~ iea~ 4 te 

and session — status = 'FAILED' or session —status =
~.~e Att;.~i.`.YNer~iaitv̀,.•.~x̀ ,`..,.~'~;k,~-a

~,i~F~~°tS 
,'~"?:;.~~`'i~̀,~'z'••'.~?.;~°;~̀'~.,.,;' 

PLease can you authorise the unix team to grant me the "set role appsup" permission. 

~• ~~_' ~„ ~ ~. .. a. ~ ,; g ,3s;.. ~ .ax. `,~,. ~a~t a.''` e e, 
.~ ''~ ~.,.. Via. ~ 

a

-:: ~ `~ 
;~..'a, a '" , '~.~. ~ . ~ '~`:„~;..v a ,v,: 

Date:20-Dec-2017 13:48:32 User:Joe Harrison 
The Call record has been transferred to the team: Security Ops 

Progress was delivered to Consumer 

Date:22-Dec-2017 10:28:30 User:Joe Harrison 
Operation complete please transfer call back to me for closure

4  ' a 

Date:27-Dec-2017 14:35:15 User:Joe Harrison 

[Start of Response] 
The failed transaction has been deleted so please inform the branch that they should now 

e able to rollover. We will supply formal closure later. 
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[End of Response] 
Zesponse code to call type L as Category 40 -- Pending -- Incident Jnder Investigation 
tesponse was delivered to Consumer 

Earlier in the same Peak, there is a comment that makes clear this is not a one®off event. 

From: MAC 

Sent: 26 October 2017 17:48 

To: Post Office Service Desk <PostOfficeServiceDeskt GRO 
Cc: MAC <MACI GRO 

Subject: RE: A17004602 - I7186625 

Hi 

What is the next course of action then? 

POL have previously authorised removal of a session that is not 

related to travel money card plenty of times in the past. 

Regards 

Emma Millman 

There even appears to be an established process for this. 

2017-10-26 11:39:37 [ Watts, James Marcus] 

HDIoutSTU : From: Post Office Service Desk 

[mailto:PostOfficeServiceDesk GRO._._._._._._._._._._._._._._._._._._._ 
Sent: 26 October 2017 12:36 
T o : MAC <MACftr G RO ---- ---- 
Subject: RE: A17004602 - I7186625 

Hi Jackie, 

Apologies for this late response. 

We already sent to POL the session correction form and just 

awaiting for their approval. 
We'll let you know as soon as we have receive a response. 

In the attached note from FJ (in response to Coyne 3.271), there is the following comment: 

"For these types of incident Fujitsu have not affected any transactional information that has 
been committed by the branch and therefore will not affect the branch accounts. Session and 
Recovery tables use transitory information to provide standard recovery business rules, 
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however they cannot be exercised in the case when a counter has been removed. The only 
option is to remove such information." 

Is there a distinction between what Torstein has said and what is happening above? When Torstein refers to 
"transaction data" does he mean something different? Or is the above not transaction data? 

Earlier in the same note (section 2), the following comment is made in relation to a different incident: 

3.267 [Coyne] said: "It has previously been said by Post Office that whilst Fujitsu could modify 
transaction data to perform corrective fixes, they would not have delete capabilities (see paragraph 
9.24 of my original report)." 

In this case the session recovery had to be marked as completed (which removed it from site at 
the branch but not from audit) 

Again, how is this different, if at all, from Torstein's statement that deletion of transaction data from the BRDB cannot 
happen? 

I would be grateful if a full explanation could be provided as a matter of urgency. I'd also be grateful for Torstein's 
input on whether his statement needs correcting? 

Kind regards 
Andy 

_...— .... _ -.-.-.-.-.-.-.-.-. .-...- . -------------------- ---,.... -. 
From: Matthew.Lentond_._._._._GRO 1 [maiIto:Matthew.Lenton~ GRO 

Sent: 21 February 2019 11:05
To: Jonathan Gribben; Dave.Ibbett = --_ _ _GRo.

Cc: pete.newsom j5"";  Andrew Parsons; Katie Simmonds; Michael Wharton 
Subj RE' A Cion requests [WBDUK-AC.FID123822914] 

Jonny, 

1. We have a basis for the paper on the APPSUP question and will be seeking to get that reviewed and returned 
to you today if we can. 

2. comments on paragraphs 3.249 and 3.266 of Coyne's supplemental report; 

a. Attached is a paper relating to 3.249 to 3.265 
b. Attached is a paper relating to 3.266 to 3.276 

3. comments on WBD's paper on "Peaks with evidence of remote access"; - This is 3.277, I don't believe I have 
received that, can you re-send? We sent the original analysis of this one on 11th Feb, presumably you have a 
follow up document to that? 

4. comments on the table circulated by WBD —yes, doing that in conjunction with point 1 above. 

Regarding Torstein, I will check with him. 

Matthew Lenton 
Post Office Account Document Manager 
P&PS, Digital Technology Services 

Fujitsu 
Lovelace Road Bracknell Berkshire, RG12 8SN 
Phone: GRO 
Email: matthew.lentoni GRO 
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Web: ih s:/lwrww.fuiitsu-com/global/ 

From: Jonathan GribbenL GRO 

Sent: 21 February 2019 10:04 
----~-~-~-~-~-~- -~-~--~-~-~-~-~-~-~-~-~- -~-~-~-~- -~-~-~--

To: Lenton, Matthew <I----- ---------- Gi 
--

._-_._-; lbbett, Dave <_._._._._._._._._._._._.- GRO -------------------- -
Cc: Newsome, Pete I._._.-._._.-._._._._._._._._._GRO --.---.---.---.----;; Andrew Parsons --------------------.Katie 
Simmonds < GRO >, Michael Wharton ----.-.-.-.-.--.-. -.- _ GRO 
Subject: RE: Action requests [WBDUK-AC.FID123822914] 

Matthew, Dave, 
Please would you provide an update in relation to the remote access requests below? When can we expect to receive 
the information requested? 

We intend to use some of the information that we have already requested in relation to remote access to produce an 
additional witness statement from Steve and/or Torstein. I'm producing drafts now with a view to circulating them 
internally today and sharing them with you shortly after that. Can Torstein be available to review and comment before 
Tuesday? 

We also need Torstein to consider whether it is necessary for him to correct certain aspects of his first witness 
statement in light of Coyne's supplemental report and the Claimants supplemental witness evidence. I will send you a 
note on that shortly. I'm aware that he has Bond Solon training today — can we arrange for him to look at this after 
that? 

Kind regards 
Jonny 

Jonathan Gribben 
Managing Associate 
Womble Bond Dickinson (UK) LLP 

GRO 
GRO 

Stay informed: sign up to our e-alerts 

. .. 

; s , 
I. • to 

From: Jonathan Gribben 
Sent: 20 February 2019 11:36 
To: Mattllew.Lentor _.w_._~.GRO , DaveaIbhett GRO 

Cc: 'pate.newsome:=:=:=:_:=:=cRo._:=:_:_:_:_:]; Andrew Parsons (andrew.p_arsons c GRO. _._; Lucy Bremner; Katie 
Simmonds; Emma Campbell-Danesh (emma.campbell-danesh __-_--cRo-_-_-_-_-I, Amy Prime (Lames rime ._._._._._GR6 
Subject: Action requests [WBDUK-AC.FID123822914] 

Matthew, Dave, 

Further to our call this morning here's an updated action list, in order of priority. I'll pick up the commercially sensitive 
documents point in a separate email. 
Let me know if you want to discuss. 
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Kind regards 
Jonny 

Action 

Remote access:-
• a paper which explains what the APPSUP tool is, who 

could use it, what they could do and how it was audited; 
• comments on paragraphs 3.249 and 3.266 of Coyne's 

supplemental report; 
• comments on WBD's paper on "Peaks with evidence of 

remote access"; and 
• comments on the table circulated by WBD at 18:35 on 

19/2 (call or email) 

Papers on Coyne's 22 bugs 

Steve Parker's 
first 

statement* 

Release Notes 

1. I Further comments on Coyne 2 

2. Cross-examination of Richard Roll (document/information 
request) 

JG email of 24 January re issues relating to Steve's second 
statement 

Current Status 

New requests — top priority. 

Ongoing — WBD and FJ working to 
produce papers on each of the 22 
bugs cited by Jason Coyne 

Requested by WBD on 15/02 

We are due to write to Freeths re this 
— can this be provided today please? 

Requested by WBD on 18/02 at 
17:57 

DI email on 19/02 at 15:24 

WBD response 20/02 at 11:21 

Requested by WBD on 18/2 at 14:45 

With Steve — update requested 
Email sent with first 4 sections 
14/02/19 
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Please consider the environment! Do you need to print this email? 

The information in this a-mail and any attachments is confidential and may be legally privileged and protected by law. matthew.lentonE ::::_cgo'-'-'-' 1 only is authorised to 
access this a-mail and any attachments. If you are not matthew.lenton(:::: cgq'-:-:-:-1 please notify Jonathan. 'brr ben(l:,_,_ GRR_o 1 as soon as possible and delete any copies. 
Unauthorised use, dissemination, distribution, publication or copying of this communication or attachments is prohibited and may be unlawful. Information about how we use 
personal data is in our Privacy Policy on our website. 

Any files attached to this e-mail will have been checked by us with virus detection software before transmission. Womble Bond Dickinson (UK) LLP accepts no liability for any 
loss or damage which may be caused by software viruses and you should carry out your own virus checks before opening any attachment. 

Content of this email which does not relate to the official business of Womble Bond Dickinson (UK) LLP, is neither given nor endorsed by it. 

This email is sent by Womble Bond Dickinson (UK) LLP which is a limited liability partnership registered in England and Wales under number 0C3 17661. Our registered office 
is 4 More London Riverside, London, SE I 2AU, where a list of members' names is open to inspection. We use the term partner to refer to a member of the LLP, or an employee 
or consultant who is of equivalent standing. Our VAT registration number is GB 123393627. 

Womble Bond Dickinson (UK) LLP is a member of Womble Bond Dickinson (International) Limited, which consists of independent and autonomous law firms providing 
services in the US, the UK, and elsewhere around the world. Each Womble Bond Dickinson entity is a separate legal entity and is not responsible for the acts or omissions of, nor 
can bind or obligate, another Womble Bond Dickinson entity. Womble Bond Dickinson (International) Limited does not practice law. Please see 
www.womblebonddickinson.com/leaal notices for further details. 

Womble Bond Dickinson (UK) LLP is authorised and regulated by the Solicitors Regulation Authority 

Unless otherwise stated, this email has been sent from Fujitsu Services Limited (registered in England No 
96056); Fujitsu EMEA PLC (registered in England No 2216100) both with registered offices at: 22 Baker 
Street, London W1U 3BW; PFU (EMEA) Limited, (registered in England No 1578652) and Fujitsu 
Laboratories of Europe Limited (registered in England No. 4153469) both with registered offices at: Hayes 
Park Central, Hayes End Road, Hayes, Middlesex, UB4 8FE. 
This email is only for the use of its intended recipient. Its contents are subject to a duty of confidence and may 
be privileged. Fujitsu does not guarantee that this email has not been intercepted and amended or that it is 
virus-free. 

This email has been scanned by the Symantec Email Security.cloud service. 
For more information please visit http://www.symanteccloud.com 

This email has been scanned by the Symantec Email Security.cloud service. 
For more information please visit symante ~ c~ L
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For more information please visit l.ttr Lv w y ntecclml t. ;sin. 
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