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fected Node 03 2

n the transactlon logs but not on Balance repor
and NBSC advlsed ‘them that thls is a software fault
eport and the transactions are not show1ng : : = : :
reference no. 362925 S S S R l T TR
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INGENICQ PINPADAGENT ‘fHNGA PACKAGE‘INGENICO PINPADAGENT_1773 S
 INGENICO TOOLS ~ HNGA,PACKAGE  INGENICO ' TOOLS 1993 R
INGENICO FIRMWARE = TEST NOT REQUIRED = :

;; CAS NETWORK QCS = HNGA PACKAGE CAS NETWQRK QOS 1773 ;1
. CYGWIN - HNGA PACKAGE CYGWIN 1773 e 3
NETCOOL —~HNGA,PACKAGE NETCOOL 1773

AExact datee/ time of error
Key strokes: n/fa 3 :
essage number (MSG Number) Message tltle and F ll message
Where. the error occurred (screen ID) n/ai :~\\ 3
; > 04‘StockeUnit:

éé

Branch Qpenlng\Hours e : S
ONO900TUE0900WED0900THU0900FRIO9OOSATO9OOSUNOOOOBNK0000;
ONOQOOTUEOQOOWEDOUQOTﬁUQOOOjRIOOOO)ATOOOOSUNOOOOBNKOOOQ:;
ONOOOOTUEOO0OWEDOOOOTHUO000FRTO000SATO000SUNOODOBNKOO00
ON173OTUE173OWED173OTHU1730FR11730;AT173OSUNOOOOBNKOOOO%‘

PHone

Caller s Contact Detalls:— Name:~ 236855 Emall‘— lelted WH Smlth ngh Street % R
Smlth ngh Street _Phone:

[Reported by;Contact DetallS‘— Name = lelted, WH Smlth ngh Street

Conflguratlon Ttem
Locatlon. 236855

[Pate 27 -Nov-201s 10714742 User‘chad Daborn‘l
[Start of Response] ;

lcomments: = -
[KEL Reference klangllSZBR
f 51gned UseruDave S

1[End of Response] = o o = S
[Respanse code to call type L as Category 40 T Pendlng s
Response was dellvered to Consumer 3 3 Sk

Incident Under ibvesﬁigatggn\ s

David‘Seddoﬁ

fDate T27-Nov-2018 10‘15‘01‘User-Chad e =
The Call record has been a551gned -to the Team Member Dav1d Seddon S
1P rogress was: dellvered tQ\CQnsumer = x o S
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[Pate:27-Nov-2018 10:33:17 User‘Rcacnent Tive :
|PEAK [ PC0275532 ] Branch ID [ 236855 ] Node ID [ 01 ] SN [- ..... _g.l_a_o

Jsuccessfully:get /cygdrlve/c/ProgramData/Fuj :Ltsu/CounterEus 1nessApp
;ev1dence/236855/01_Postoff1cecounte;t log 2018 i 15 le -

r}‘ Command executitm campleted
counter.log.2 11- 14.zip

EDate 27—Nov—2018 11 22 ‘49 User \RCAClJ.ent L:Lve
[PEAK [ PC0275532 ] Branch ID [ 236855 ] Node ID [ 03 ] SSN {- GRO

f/cygdr1ve/c/ProgramData/Fuj1tsu/CounterBu51nessAppllcat:Lon/lo 4 Bificecounter. log ?'018—11 =14 le
ieyld:enc:e‘/\g}68§5/Q3Vp05§offlcecqugt:er log.2018-11-14.zip

'] User [ dsed!GRo.] Attemptlng cummand executlon.

,ﬁDate:z'z—Nov—zola 1173023 Toors RCACLient Live
|peax [ PC0275532. } Branch 1D [ 236855 | Node 1D [ 01 : SSN [-

lmand e:iécuﬁion; {;gtf St
>/03;messagé‘. log.2018-11-|
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] Command executlon completed -
og 2018-11-14. 21p Y

] = - . - - - ~ -
Ipate: 27—NOV—2018 13 56:58 User*Davld Seddon oo EeE s s
Evrdence Added = 236855 01 PostOfflceCounter loq 2018 11 14 = Flle w1ll be Obfuscated and made avallable to download soon.

|
|

Ipate: 27-Nov—2018 13 57:19 User Dav:.d seddon.. . S = . e o -

| SRR :

|

i

4

| vidence Added —‘236855 03 | Eostofflcecounter log 2018-11-14 - File w1ll be Obfuscated and;made available to download soon.
|Date:27-Nov-2018 13:57:45 User:DaVld Seddon S 3 S - S S

Evldence Added = 236855 01 message log 2018 11 14 = Flle Wlll be Obfuscated and made avallable to download ooon

Date 27—Nov-2018 13:58:07 User:Dav1d Seddon ; 5 ; - S N .
Evrdence Added = 236855 03 me sage log 2018 ll 14 = Flle w1ll be Obfu cated and made available to download soon.

/ E‘{idenqe\

Date: 27-Nov—2o1s 13:58:39 User: David Seddon s S s
EVldence Obfuscated File (CTRMSG) Added - 236653 0l message.log:2018=11-14.

Date:27— ov-2018 13:58:43 Use::David,Sedgod ‘\‘
viden £ cated File CTRMSG) Added - 23

|
4
|
j
!
/
4
6
]

iDate:27-Nov=2018 13:59:57 User:David Seddon = oo oo e s s e e s
Evldence Added —‘236855 rep.session ddta extract 20181107 onwardﬁ : s :

Date: 27-Nov—2018
[Evidence Added =

14:01:21

‘User,DaVLd Seddon

i
}
i
4
!
}
!
!
4
6
X

|Date:27-Nov-2018 14:02:25 User:David Seddon .
zEVldence Added = 2568)5 Button press rlmellne oounters l dnd 3

6
4
|
%[Start of Response} : S

?The description of the problemrls very unclear and is lacklnq detall That sald havrng looked at the ev1dence
gkeen able to flgure out what they may be talk1 g about. .

] - - : .

|

|

] owever, A cash deciaratlon made for the same amount the next day at‘l4‘33 results in a -£166 46 dlscrepancy Thfs is desplte
’there havrng been no cash effectlng transactrons entered on. the system between these two declaratlon&.lie - -

[Pate:27-Nov-2018 14:53:54 User: David Seddon N e Vonnmmamamtmnn
J[Start of Response] B S = =S 8 : S St 8 S SEE 8 e
Hav1ng 1nvestlgated further it would appear that a user has been able to transact tr sactlons w1th1n stock unlt CC in TPB BPZ

desplte that stock unit havrng already\been roiled into TP8 BP3 (see attached button ress timeline; rep events and 39531en e
data)

As a resulf lthough the transactions have been recorded in the session datartable on the branch database‘they are not being
Ipicked up by the rollover process as the balance period in Wthh they have been transacted has already been dealt with. As a
re»ult dlscrepanc1es are belng reported ln cash and otock 8 5 3 : : .

Routlng to development for urgent 1nvest1gatlon/flx and guldanoe on. reconcrllatlon requlred
[End of Response]
Response code to call. type\L ‘as Category 40 -= Pending ——\Inc1dent Under Investlgation Sheimeaimaanannai i i e
4Response Was dellvered to Fonsumer 3 3 e

y
|
|
|
ey
L
é
1
i

ate 27—Nov—2018 14: 56 02 User.DaVLd Seddon
new Business Impact ‘has been added:

1screpanc1es belng 1ncorrectly reported so: hlgh isdibili - ially givel 3¢ ing court cases.\JuStlghis‘one instance known -
bout to date ; R Sy : ;

4:56:24 User:David Seddon
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E{Start of Response} : 2 - s = S . s =
ote that a check is currently belng undertaken on the branch support database to ;Ldentlfy 1f thls

‘:transacted in an already rolled over TP/BP has occurred elsewhere in the last 6 months. S

E[End of Response] = S 5 S i

Response code to call type L as Category 40 e Pendlng e Incldent Under Investlgatlon

Response was dellvered to Consumer S > 3

’Date‘28-Nov-—2018 07:01:59 User Shweta Pat:.l
ITrying to reproduce the peak =

: HNES-A Coqnter (BNGA) ;(y\ersipn":uns;peo:'rfzi.ed‘)\ I

y\esterda y\

Date 28 Nov—2018 09 :55:37 User: Kev:.n‘McKeown R
Call has been cloned to Call C0275565 by User Kev;Ln McKeown

£ 8—Nov-—2018 11:02:38 ‘User' Customer Calld : 3 3
128/11/2018 11:01:16 = Webmethods Integration User (Addltlonal comments)
2018/11/28 ll 00 54‘GMT Log Comment Hypercare = Mark

Z

iTotal Branch (‘ounter. S :
|affected Node: j = S ‘
|Lssue Description: : B s e e
|ruser Callea abouts 112730593 o e e = ; L
J-notes indicated that new call was ralsed via ATF: 112776459\ e
g—call currently still under 1nvest1gat10n
é-:user acknowledged : 5 G
|
)
)
|
]
|
]
|
]

;Date 28—Nov-2018 11 30: 750 User‘Davld Seddon =
Evldence Aclded = 132’542 Re}? EV@I‘ltb data eAtract

‘?Date 28-Nov-2018 11:35:54 Usecr:David \Seddon S SN R : s ShREh e ~ = 3
|Eind attached an example of another branch that has been able to do transac: ons in a stock um.t TP/BP that had already been
"rolled over. Agaln you can see that user temporarlly locked their user sess LOD‘OH one counter, did the rollover on another -
Jcounter, then returned back to the orlglnal counter and unlocked their old. user se_,snjn ~Transactions on this counter now in old
,TP/BP rather than new - one untll they logged off Fasuban e S : ; B

ntly lnvestlgatlng exaetly how th
lonlng lnto how we can correct the branch aaccrunts. Somebody wrll be 1:1 touch as‘ soon\ as. we. know more %

[Pate:28-Nov-2018 13:13:59 User:_Customer Call_ -
128/11 /2018 13:11:51 = Si Cutmore (Additional ¢ nts)

— — e — .
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called.-._,-.-..SER.‘?....-.. —advised DBeth of the situation and we will update her further once‘we\}'w:e‘ar more

The uset hian logln\iw1th same HU e ‘:Ln another cmmter(l e - say counte:
and cleanly logs out. 3 - 3

Date.28—Nov—-2018 15 57 34 User:Jon Hulme
IFrom: Hulme, Jon =
Sent Wednesday, November 28,\ 2018 3 53 ;EM .
1To: Bansal, Stﬁy.e. .LRB.AQJ.L <Steve Bansal.

lkSteven. Porh:-ﬁ }?QA_ Dud
Cc: McKeown, Kevin <Kev1n McKeowrf GRO
l<Andy . Thomaé : o
|Subject: RE: DlscrepanCLes belnq reported as a sresult of transadtlons belng transacted in a TP/BP that\ has: already been rolled

|

|

5

gover (PC0275532) - . - : L
z oo RN 3 PR 35 X < R DR o 3 = 3 % S R > 2 U
|

)

!

l

Voo S
i Porter‘, Steven“

I”ve Just been ln a call w:x.th Andy T Gareth S and Glmcy (and please feel free to comment on thls emall 1f you need to correct.
anythlng L say) = SRS Saiey : = Sl

Thls is an lnterlm note,‘ s‘inc:e:;furth‘er ;idesli‘gn‘:thjink‘ing; is ne:e;ded; rega:rdi\;ng; fthéi seluti;o;

Thls problem s related to counter A belng locked, and then counter B changing some state in the database that is cached locally
Jin counter A?s memory. (e. g- 1n£ormat10n relatlng to the User.or. the stock unlt in use on Z-\) When counter A resumes it then has
1nva11d state :Ln memory. : i : i S S S

Pre—EUM\ thls was: avo:Lded by various user and stock ur;t Operat:LQns shecklng whether another user was logged in or attached to the |
same shared stock un:Lt, and :Lf S0 preventlng the operation. However these checks generally to not cons:Lder the pOSSlblllty of the |
as that was prevz_cusly not poss:xble w:Lthuut J_nvalldatlng the orlglnal user session

ls, and determlnlng :Lf new ones are needed. - = :
ccess to the buttons that perform these dangerous operatlons lf the s
or perhaps lower level Back Offlce but ons)

IDate: 04—Dec—2018 08:17:05 User*MaCleJ Frontczak 3
ctlon placed on. Team BIE‘ =

[Fat=i04-pec-z018 09:32:39 User: Customer Call_ s T

104/12/2018 09:28:28 ~ Jack Steptoe (Additional comments)
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[From: MAC - . e : SHE S : SRR T e 3
Sent: 04 December 2018 09: 28 s s e e s s
ITos Post Office Service Desk <PostOfflceServ1ceDesk: = R S S
Subject RE INC17“2‘37?Q 112730593 = Incident Rejected |

J mdles B e

‘EDate 04-Dec- 2018 10:24: 20 ‘User.Ramesh Kalavakolla‘
{Action ‘has been removed from the call -

STo 05 Dec 2078 1134105 Toor Customer‘ T ‘ = T = SE—
105/12/2018 11:33:11 = Webmethods Integmtlon User (Addltlonal comments) Shlaa s e
2018/12/05 11:32:48 GMT Log Comment \***Hypercare = Mlqs*** s : : S : > 5 TR

User/Requester NamesiBeth oo i aniae j . = Saaw
|Phone TUMDET & lormmrmn S mpopmmnd o0 SR S & R
|FAD code: 2368552 : 2 e = = == = -
Branch. location. _.él Address X : e X -
E : = 2 . S S 5 5
i : S R 2 : S S S Sl
: G RO : . \ . o : \‘ - i
i i i
- Advised user that MAC w1ll contact her once s = Sinmiaa \ :
User acknowledged : — S e ; :

Date‘07-Dec-2018 10‘ 47:46 User:John SlmEkln 2 g SR 55 3 PR & :
Steve Bansal 15 requestlng\ that thlS Peak be returned to MAC for passulg the lnc;dent t

;The three calls for thls “issue are:: s e s s e e
‘PC0275532 - Original from branch 236855 iTo be used\ to reeolx?e issues at that branch.
[PC0275565 = Clone for SSC monltorlng s ; SN S
;PC0275699 = Clone for on—go.tnq Development 1nvest1gatlons.
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L company wi

procedures.

1 guidance

|Date: 19—Dece201§ 08 07:07 User' _Customer Call
fearn: PC0275532 reopened by Fustomer Call =

xact date f tlme
Key sirekes“n/a
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g Shlrley Hallstones <sh1r1ey hallstone4
Sent Tuesday, December 18, 2018 5 52 PM f

12 100 x Fhrlstmas 2nd Class x 12 books

12 100 x 2nd Class Stamps .
A ter acceptlng the Transfer

{End of Response} :
Response code to cal
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|pate:19-Dec-2018 09:43: 59 User.J‘ohn S:LEEkinS SnaEs
"[Start of Response] : S S

[PAte:04-Jan-2019 14:58:19 User:David Seddon
lcaLL pco275532 closed: Category 68 Type L




