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1 Introduction 
1.1 Document Purpose 
This document aims to describe how to deploy a new version of the Horizon Next Generation Application (HNGA) 
into the Post Office Branch Counter estate using SCCM Compliance Baselines. 

The document will describe the end to end process from configuring Applications, Configuration Baselines and 
Installation Task Sequences, all of which are used in the Post Office environment to ensure that the Horizon Next 
Generation Application (HNGA) remains compliant for use in Post Office branches. 

It also describes the steps required to fully test the deployment of the HNGA application and also how to deploy 
it into the production environment. 
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2 Horizon Next Generation Application 

Introduction 
The Horizon Next Generation Application (HNGA) is the application used by Postmasters in every Post Office 
branch when serving customers. Although the Postmaster only ever sees one GUI (Graphical User Interface), 
HNGA is not a single application, it is actually made up of a suite of individual applications. Those applications 
are currently as follows: - 

1. 
2. 
3. 
4. 
5. 
6. 
7. 
8. 
9. 
10. 
11. 
12. 

IRRELEVANT 

Note that it is possible that the number of applications that make up HNGA may increase or decrease over time. 
Always refer to the HNGA Release bundle document (as supplied by the CC packaging team) for an up to date 
list of the component applications and the versions that make up each specific release. 

Fujitsu develop the HNGA application for the Post Office and whenever Fujitsu release a new version, one or 
more of the above components may change to a newer version. SCCM Configuration Baselines are configured 
and used to ensure that HNGA is kept at the correct version on every branch counter. Each release of HNGA 
has its own Configuration Baseline which contains a single Configuration Item. The Configuration Item contains 
a check against 12 registry settings, one for each specific version of each of the individual applications that 
make up HNGA. 

The following section on Configuration Baselines explains how they have been designed to keep counters 
HNGA compliant and at the required version. 

Page 5 of 128 Version: VO-21, Date: 24 September 2018 ©9/24/2018 4:08 AM 
POL - BCR - HNGA Release and Compliance Baselines - V0-21.docx Classification: Unrestricted 



POL00337656 
POL00337656 

(omputacenter 

3 How SCCM Configuration Baselines are 
Used to Manage HNGA 

3.1 Configuration Baselines Introduction 
SCCM Configuration Baselines are used to check whether or not a device is compliant to a predetermined set of 
Configuration Items. For example, you can check if a specific software application is installed, if a particular 
registry setting is correctly applied, or even if a particular file is located on a device. 

3.2 The Use of Configuration Baselines on Branch Counters 
For Post Office there is a customer requirement that a branch counter is always kept compliant for a specific 
version of HNGA. The counter must not be allowed to run unless it is compliant to the correct version of HNGA. 

Each release of HNGA must have its own Configuration Baseline configured in SCCM which is then deployed to 
a base device collection. This allows easy targeting of the Baseline by using Include Collection rules to target the 
baseline at collections of devices. Each baseline is made up of a single Configuration Item that contains 12 
registry checks, one for each of the component applications that make up the HNGA suite. 

In the example below, one Configuration Items make up the HNGA 17.50v2 baseline. If this baseline is deployed 
to a branch counter, the Configuration Item will be tested and the counter will only be classed as compliant if the 
Configuration Item return a compliant value. 

is HNGA 17.50v2 Baseline Properties 

General Evaluation Conditions Deployments Security 

Select the configuration data (configuration items, configuration baselines, and software updates)to be evaluated for 
compliance by this configuration baseline. This configuration baseline will be assessed as compliant if all the items 
specified are compliant. Optional items are evaluated only if the relevant application is present on the client devices. 

Configuration data: 

firer... 

Name Type Purpose Revision 
HNGA_17.5Cw2_CI Operating System Required Latest 

Add Change Purpose v Change Revision Remove 

OK Cancel Apply 

The most important point to make about Configuration Baselines is that every Post Office Branch Counter can 
only have one Configuration Baseline targeted at it. Also, the only baseline that can be deployed to the 
counter must be for a version of HNGA (although this will change from Build version 28 onwards). This means 
that no other baselines (other than Force Compliance which is discussed later in this chapter) such as the 
BitLocker Protection compliance baseline should be targeted at a Post Office branch counter. This is required 
because of the way that the scripts that are running to check the HNGA compliance are configured. 
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IRRELEVANT 

IRRELEVANT 
A priority list of baselines has been created, with the Force Compliance baseline having the highest priority, the 
most recently released version having the next highest priority, and so on. 

Compliance to one baseline is achieved by deploying a HNGA baseline to a dedicated SCCM Compliance 
Baseline collection for each version of HNGA and then using Include and Exclude collection rules to control 
membership of the collection. A baseline collection can have any number of devices as members, but it must 
also be excluded from ALL previous HNGA Configuration Baseline base collections. This will prevent a device 
from appearing in more than one baseline collection. 

The following diagram is a summary of how the baseline collections are configured. Note the following points: 

• The Force Compliance collection has been excluded from all lower priority baselines 
• Each Baseline collection has been added with an Exclude Collection rule to all earlier release HNGA 

baseline base collections 
• The Non-compliant collections have a Task Sequence deployment that installs the correct HNGA version 

for the baseline 
• The Compliant collections set a 3am-7am Maintenance window 

Priority Chart for HNGA Releases 
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In terms of what is actually deployed in the above diagram 

• The Force Compliance Baseline is the Priority 1 baseline, so any counter added to the Force Compliance 
collection will automatically be excluded from all the lower priority HNGA baselines. This will force the 
counter to evaluate just the Force Compliance baseline 

• The HNGA 17.70v2 Compliance Baseline collection has "LIVE — all Deployed" as an Include so will 
include any personalised counters except those in the Excluded collections (i.e. Force Compliance) 

• The Baselines for HNGA 15.96r3, 16.49.1 and 16.85 have no inclusions and are therefore not in use. 

The net result of this combination is that all live counters will receive HNGA 17.70v2, except any counters that 
are added to the Force Compliance collection. 

The key to success is getting the correct combination of Includes and Excludes configured so that 
devices receive only one baseline which they can then become compliant to. 

3.3 The Force Compliance Baseline and its use on Branch 
Counters 

On occasion Fujitsu require access to a branch counter that they can use to test changes to the HNGA suite of 
applications. For example, Fujitsu may want to test a new version of one of the applications that make up a HNGA 
release. 

Due to the way in which the counters operate they must be compliant to a configuration baseline. If a counter is 
non-compliant the screen will be greyed out and the operator will not be able to interact with the counter. However, 
if the counter is targeted at a specific version of HNGA, it will always try to remain compliant to the specific 
applications that make up that version of HNGA. Within 2 hours of making any changes to a counter, it would 
become non-compliant and then reinstall any changed applications. 

To prevent this from happening a configuration baseline has been setup and deployed to the collection "Force 
Compliance Baseline" 

Force Compliance 5 items 

i Searth 

Icon 

Q 

Name 

Force Compliance Baseline 

Force Com pliance_Force Compliance Baseline_Compliant 

Force Compliance_ Force Compliance Baseline Error 

Member Count Members''.Iisible or Site 

J 

c 

C,

Force Compliance_Force Compliance Baseline_Noncompliant 0 

Force Complianee_Force Compliance Baseline_Unknown 0 

c 

ID

0 

0 

When you add a counter to this collection using direct membership, an Include Collection rule or a Query Rule it 
is removed from allexistinq baselines for versions of HNGA and. becomes compliant to. a._b._aseline. named."Force 
Compliance". ; IRRELEVANT 

IRRELEVANT
Once compliant, the counter can then be used to test new applications. 

When the counter is removed from the collection it will re-evaluate its compliance against its original version of 
HNGA and if required, reinstall HNGA to become compliant again. 
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4 BuildStage Compliance and its Impact on 

Branch Counters 
The following section will introduce BuildStage compliance, explain why it is required and how it has been 
implemented. 

4.1 Build Introduction 
The Branch Counter build has gone through a number of iterations and at the time of writing this document, the 
current build used in Hatfield is "Build 27C" with "Build 28" very close to completion. Both of these builds are 
configured identically in terms of how HNGA is delivered during the build and how compliance is controlled, details 
of which are in the following sections. 

4.2 Why is Build Stage compliance required? 
Every counter that is built in Hatfield has to be compliant to the correct version of HNGA for a build to be classed 
as successfully completed (this is a customer requirement). During the build, a version of HNGA is installed, and 
then at the end of the build, BuildStage compliance AD groups and Collection memberships are used to set the 
HNGA baseline version that the counter needs to be Compliant to. At the end of the Task Sequence stage of the 
build a set of PowerShell scripts will execute which wil l test the counters compliance to the designated HNGA 
baseline. If the counter is Non-Compliant, it will go through the standard process to become Compliant, and when 
the counter is confirmed as Compliant the build will complete successfully. 

Originally, BuildStage compliance was only used to enforce a baseline during the build, with the counter being a 
member of the required BuildStage AD group (and therefore the BuildStage collection). Then, when the counter 
was being personalised at a branch, it would automatically be removed from the BuildStage AD collection and it 
would either receive the same HNGA baseline via its membership to a live collection, or it would receive a new 
baseline for a different HNGA version if the deployed live HNGA version is different, i.e. the branch has not been 
upgraded. 

From Build 27B onwards however, counters being built in Hatfield have had the latest live version of HNGA 
installed and are also added to a "HNGA XX.XX Stock Prep" Collection which is included to the baseline collection 
for the same HNGA version that was installed during the build task sequence. 

The impact of using this method is that 

• The amount of time for a build to complete in Hatfield is kept to a minimum as the counter will test its 
compliance against the same version that has been installed 

• When deployed to a branch, counters built with an earlier version of HNGA will upgrade at the start of 
personalisation. This can potentially add 90 minutes to the personalisation process 

• When deployed to a branch, counters built with a new version of HNGA will keep this version and no 
extra time is required during personalisation. This prevents the counter from going into a long compliance 
loop during personalisation while a different version is installed. 

• Counters in the Stock Prep collection are not automatically removed from the collection so they should be 
removed before deploying a new HNGA version 

4.3 Build 27C/28 Hatfield Stock Prep collections and BuildStage AD 
groups 

As counters are built in Hatfield they are added to the following: 

An SCCM stock prep collection named "Hatfield HNGA 17.73 Stock Prep" (CollectionlD=P0100774) 
An SCCM BuildStage collection based on hardware type and build type (test or live) 

There are currently 8 Active Directory groups that populate BuildStage compliance SCCM collections, they are: 
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gBuild_Cielo TEST ComplianceGroup BuildStage_Compliance_TEST PT Cielo 

BuildStage_Compliance_LIVE PL M79 gBuild_M79 LIVE ComplianceGroup 

gBuild_M79 TEST ComplianceGroup BuildStage_Compliance_TEST PTM79 

gBuild_PX35_LIVE_ComplianceGroup 

gBuild_PX35 TEST ComplianceGroup 

BuildStage_Compliance_LIVE_PL_PX35 

BuildStage_Compliance_TEST PT PX35 

gBuild_VM_LIVE_ComplianceGroup BuildStage_Compliance_LIVE_PL VM 

gBuild_VM TEST ComplianceGroup BuildStage_Compliance_TEST PT VM 

The SCCM BuildStage collections and Stock Prep collections are then linked to the required HNGA baseline 
collection using Include rules to apply a baseline to the counter near the end of the initial build in Hatfield. 

After the initial build task sequence has been completed the counter goes into a Compliance at Build stage where 
its HNGA compliance baseline is evaluated until the device is compliant. 

Note that the "LIVE — All Deployed collection" which contains all the deployed and personalised counters, is 
excluded from each of the BuildStage collections using an Exclude rule. This helps to prevent a scenario where 
the counter could have 2 Compliance baselines applied to it that are for different versions of HNGA. This might 
happen if the version of HNGA applied at BuildStage if different to the version of HNGA applied to the live counter. 

Appendix C — Adding a new hardware model or Stock Prep Collection contains details on what actions are 
required when a new hardware model needs to be introduced into the Post Office environment. Including how to 
configure BuildStage compliance for the new hardware. 

The following diagram shows the path a counter being built in Hatfield takes to receive its BuildStage compliance 

Note that this diagram is correct at the time of writing and may have been superseded. 
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Compliance at build stage Counter build 
started in Hatfield 

Add device to BuildstageAD group 
gBuild_M79_UVE_ComplianceGroup and 

then collection 
Buildstage_Compliance_LIVE PL M79 

Add device to BuildstageAD group 
gBui Id_PX35_LI VE_ComplianceGroup and 

then collection 
Buildstage_Compliance_LIVE PL PX35 

Add device to BuildstageAD group 
gBuild_Cielo_LIVE_ComplianceGroup and 

then collection 
Buildstage_Compliance_LIVE PL_Cielo 

Device is added to collection 

Hatfield HNGA 17.73 Stock Prep 

Task Sequence 
Completes 

Tianceutes

nter
t?

uild 
in

d 

Once the counter is compliant a final message is displayed confirming that the build is complete and the counter 
can be shut down. 

Build complete and compliant. click ok to shutdown 

OK 

Once shutdown, the Hatfield build process is completed and the counter can be shipped to a branch for 
deployment and personalisation. 
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4.4 Moving forward with BuildStage compliance 
Inevitably, after the release of this document, a new version of HNGA is going to need to be released. When a 
new version of HNGA is going to be released (after HNGA 17.73) there will be a number of options that will have 
different impacts on build timings and personalisation timings. A decision will need to be made as to which of the 
options wil l be followed based on the potential impact each of the options will have. 

The following table summarises the options available for BuildStage compliance, and the impact of these options 
moving forward when the next version of HNGA is released. 

Option I Build Impact 
• Make no changes to the build in • No increase in time to build a counter in Hatfield. 

Hatfield Counters would continue to be built with HNGA 17.73 
• Do not include Stock Prep collection 

in new HNGA Baseline Collection Personalisation Impact 
• No additional time required for a counter to personalise 
• Counter remains at HNGA 17.73 until removed from 

Stock Prep collection 

HNGA Rollout Impact 
• ELS team would need to remove any personalised 

counters after deployment so that they could upgrade 
HNGA version to newer version 

• Unsustainable in the long run as the verison of HNGA 
being built could be a long way out of date 

Comments 
Although this is technically possible, POL would probably not 
agree to this approach as they would not want a counter to 
potentially trade with HNGA 17.73 installed if it is not the latest 
live version. 
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Option 2 
• Make no changes to the build in 

Hatfield 
• Include Stock Prep collection in new 

HNGA Baseline Collection 

Build Impact 
• Potential 90 minute increase in time to build a counter 

in Hatfield as the counter has to upgrade version 

Personalisation Impact 
• No additional time required for a counter to personalise 
• Counters built with the new HNGA version remains at 

the new HNGA version until removed from Stock Prep 
collection 

• Counters already built and in stock with an earlier 
version of HNGA installed will upgrade at the start of 
personalisation causing a potential 90 minute delay 

HNGA Rollout Impact 
• Before the rollout of HNGA XX.XX+1 the ELS team 

would need to remove any personalised counters after 
deployment 

Comments 
Although this would increase the build time in Hatfield, when 
the main rollout has finished, the volumes should be quite low. 

Part of the change to rollout a new version of HNGA would be 
to remove the existing personalised counters from the Stock 
Prep collection, before the rollout starts. This is required to 
allow you to switch the Stock Prep collection to the new 
version when the rollout starts. 
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Option 3 
• Modify the build Task Sequence so 

that the new version of HNGA is 
installed in Hatfield 

• Create and include Stock Prep 
collection in new HNGA Baseline 
Collection 

Build Impact 
• No increase in time to build a counter in Hatfield 

Personalisation Impact 
• No additional time required for a counter built with the 

new version of HNGA to personalise 
• Counter remains at new HNGA XX.XX until removed 

from Stock Prep collection 
• Counters already built and in stock with an earlier 

version of HNGA installed will upgrade at the start of 
personalisation causing a potential 90 minute delay 

HNGA Rollout Impact 
• Before the rollout of HNGA XX.XX+1 the ELS team 

would need to remove any personalised counters after 
deployment 

Comments 
The additional time required to personalise a counter would 
only affect any stock remaining at the earlier version of HNGA. 
A way to mitigate this would be to rebuild all the existing stock 
with the new build so that it already has the new HNGA version 
installed. 
Part of the change to rollout a new version of HNGA would be 
to remove the existing personalised counters from the Stock 
Prep collection, before the rollout starts. This is required to 
allow you to switch the Stock Prep collection to the new 
version when the rollout starts. 

4.5 Counter Personalisation Process and Compliance 
Counters are shipped out of Hatfield compliant to a release of HNGA as specified by the BuildStage compliance 
baseline that has been applied during the build. 

From Build 27B onwards when a counter is being deployed in a branch, although it will be removed from its 
BuildStage AD group (and BuildStage collection) it will remain in its Stock Prep collection. This wil l keep the 
counter at the version of HNGA that it was built with unless the Stock Prep collection has been included in a 
different HNGA baseline. At the start of a HNGA rollout into Production, the Stock Prep collection should be 
included in the baseline collection for the new HNGA version on the first night. That will ensure that any counters 
deployed from that point wil l receive the new live HNGA version. 

At the start of the personalisation process the counters compliance is tested to confirm that it is still compliant to 
a version of HNGA. If the BuildStage compliance version has changed while the counter was in stock it will first 
upgrade the version of HNGA before continuing. Once it is confirmed as compliant, it is removed from its 
BuildStage AD group. The counter remains in the Stock Prep collection though so keeps its current HNGA 
version. 

The counter is then renamed during personalisation and it then re-evaluates into a new LIVE collection with a 
specific HNGA baseline deployment based on its new name (all live counter hostnames begin with H and should 
have a HNGA baseline deployed to them). The counter is then evaluated again to confirm that it is compliant to 
the correct version of HNGA and once compliant is live and available for use at the branch. Note that if the counter 
is evaluated as Non-compliant it will go through the process of becoming compliant again before it can be used 
or completes personalisation. 
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The following diagram shows the path that a counter that is being personalised takes to maintain its compliance 
to a HNGA baseline. 
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Switching from Buildstage to Live compliance 
Counter built in 

Hatfiel d 

Added to Stock Prep 
collection for HNGA 

17.73 

Device checks compliance 
state 

Upgrade HNGAI 
to correct pl iant? 

version No 
Yes 

Build completed 

IRRELEVANT, 

Personalisation 
starts 

Device checks compliance 
state 

Upgrade HNGA \ 
to correct Compl iant? 

version No 

Yes 

Device is automatically 
removed from buildstage AD 

group and BuildStage 
Collection 

Device is renamed and 
personal isation completes 

Counter is LIVE 
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When a counter is live and in use at a branch its compliance to the HNGA baseline is tested every 30 minutes. If 
a counter ever becomes Non-compliant (which should theoretically only ever occur during an upgrade or 
downgrade of the HNGA version) the required HNGA installation task sequence will execute that will reinstall any 
missing HNGA component applications and the counter should then be re-evaluated as compliant. 

The following sections describe how to configure SCCM for a new HNGA deployment and how to complete the 
rollout for test devices including SV&I, LST and Model Office. A section is also included that will describe how a 
previous HNGA rollout was completed in Production. This wil l help to guide any future production rollouts. 
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5 Setting up a Baseline for a HNGA Release 
For any new release of HNGA, the individual components that make up the release will first need to be setup 
These include: 

• HNGA Component Applications 
• HNGA Install Task Sequence 
• HNGA Pre-Cache Task Sequence 
• Configuration Item 
• Configuration Baseline 
• Baseline collection and sub-collections 
• HNGA Task Sequence deployment 
• Maintenance Windows 

Once these items are ready, you can test the baseline with test virtual machines first, to confirm that the correct 
applications are installed. Then you can test the HNGA release in SV&I, LST and Model Office by using Include 
and Exclude collection rules or SCCM collection direct memberships. Once all of the testing is completed, a 
rollout schedule can be agreed with Post Office to determine in what order counters will be upgraded. 

Using this schedule, collections can be setup (assuming they are not already) and using Include and Exclude 
rules you can target the new HNGA version at batches of counters. Once all the counters are upgraded, the 
rollout batch collections can be replaced with the LIVE —All Deployed collection to end the rollout. 

The compliance of a counter is tested at various stages of the build and deployment process, and once a counter 
is Live and in Production it is also tested for compliance every 30 minutes. Appendix D — Counter Compliance 
Lifecycle shows the path that a counter takes to become or remain compliant during the BuildStage in Hatfield 
through to it becoming a live counter in a branch. 

With each new release of HNGA the GIO Application Packaging team will first be notified by Fujitsu which of the 
HNGA component applications have changed. Fujitsu will then supply the packaging team with the new MSI 
installer files that make up any new packages. The packaging team then repackage the Fujitsu supplied MSI files 
to Computacenter standards and create a new application in SCCM for each of the changed HNGA component 
applications. 

Once the new applications have been made available by the packaging team the following tasks will need to be 
completed to prepare the applications and environment for testing the new version of HNGA on branch counters. 

• Create new versions of each of the new HNGA component applications and distribute them to all 
distribution points 

• Create a HNGA Install task sequence capable of install ing the required HNGA component applications in 
the correct order 

• Create a Configuration Item with 12 registry tests, one for each of the 12 component applications 
• Create a Configuration Baseline made up of the Configuration Item that has been created 
• Create a new SCCM device collection that the Configuration Baseline can be deployed to and exclude all 

previous compliance baselines from the new collection. 

Note that it is recommended that only the previous 2 live baseline are maintained for rollback purposes, and that 
older baselines should be decommissioned. This activity is an operational SCCM task that should be completed 
under change control once the HNGA rollout has been completed. An example change 

5.1 HNGA Deployment Summary Flowchart 
The flowchart below describes the end-to-end process required to deploy a new version of HNGA into the Post 
Office Branch environment. 
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Procedure to deploy an update to the HNGA application to Branch Counters 

Note that testing in SV&I and Model Office involves 2 stages. 

Deployment of the new HNGA version to an existing counter in SV&I and MO 
Personalisation of a counter pre-built with the new version of HNGA (Buildstage testing) 

Complete each of the following sections to setup the applications, then prepare a Configuration Baseline. 
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5.2 Applications 
The most important initial information that is required when starting to prepare a new HNGA release is the HNGA 
Release Bundle documentation. The HNGA Release bundle documents the component application versions that 
make up a new HNGA release. From version to version any of the component applications may change and the 
HNGA release bundle document will show what makes up the HNGA release. 

The packaging team will be the initial recipients of the HNGA release bundle document. They will take receipt of 
any updated applications, repackage them and then create test versions of the new application in SCCM so that 
they can complete any UAT testing with them. 

The new applications created by the packaging team then need to be copied and prepared in SCCM. 

The following procedure can be used to recreate each of the changed HNGA components for deployment use. 
In the following example the release bundle 15 will be used (see Appendix A for all current HNGA release 
bundles). Despite the version numbering bundle 15 is version HNGA 17.73 and is an upgrade from bundle 14 
which is HNGA 17.70v2. 

On receipt of the new HNGA release bundle note, 
identify the applications and the versions that make up 
the new bundle. 

Note the applications in the bundle that have changed. 
This is important as only the changed applications need 
to be recreated in SCCM as the other applications in the 
bundle will already exist. 

In this example we are adding HNGA version 17.73 
(Bundle 15) which is an upgrade from HNGA 17.70v2 
(Bundle 14). 

In this release, 2 applications changed. 

• CBA, which has changed from CBA_118 in 
bundle 14 to CBA_131 in bundle 15. 

• JRE, which has changed from JRE 18 in bundle 
14 to JRE 20 in bundle 15 

Note that this document will be updated and managed 
by the CC packaging team and will also from now on 
include each of the 12 application Product Codes. The 
product code wil l be required when creating the 
Configuration Item for the baseline. 

Login to the Primary Site served IRRELEVANT ;;and 
open the SCCM Console 

IRRELEVANT 

Assets end Compli.rce 
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Browse the Software Library and create a new sub-
folder in the following location named as the new HNGA 
version. 

Application Management 4 Applications 4 Branch 
Office 4 Branch Tier 3 — Divisional Application 4 
Fujitsu -3 HNGA Apps 

The name of the new folder will be: 

New-XX.XX 

Where XX.XX is the HNGA version number 

Browse and locate any new applications in Applications. 
New applications that form part of a HNGA release will 
be added by the packaging team to the following folder: 

Application Management -3 Applications -3 Branch 
Office -3 Branch Tier 3 — Divisional Application -3 
Fujitsu 4 HNGA Apps — Testing — Do not use 

Order by Date Created to locate the newly added 
applications. 

_._ Branch Office 

Branch Tier 1 - Hardware Applications 

Branch Tier 2 - Common Applications 

Branch Tier 3 - Divisional Applications 

ujitsu 

HNGAApps 

archive 

`Jew-15,96r3 

New-1649 

New-16.49.1 

New-16,85 

New-17.50 

New-17.50v2 

New-17.70 

,-i New-17,70v2 
=----------------- ------• 

New-17.73 

— ----•-•-• -•-•-----------------•-• -, 

IRRELEVANT 

Right-Click each of the new applications (check the
version is correct as per the new bundle) and select cro,mm erm, ~, 5,,6 
Copy. A new copy of the applications will be created i lo 
with the suffix "-copy" IRRELEVANT 

Only do this for the changed applications. All other 
applications will already be present in SCCM. 
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Right-Click each of the new applications and move them 
to the folder created for the new version of HNGA: - 

Application Management - Applications 4 Branch 
Office 4 Branch Tier 3 — Divisional Application 4 
Fujitsu 4 HNGA Apps -3 New-XX.XX 

Then rename the new applications removing the "-Copy-
Copy" suffix. 

The applications should be present in the folder with just 
the release name. 

Distribute each new application to all SCCM distribution 
points. 

For each application go to the Deployment Type 3 
Detection Method and make a note of the MSI Product 
Code. 

Note that the MSI Product Code will be used for the 
Configuration Item that is used to detect that the 
application is installed. 

Hopefully the MSI Product Code will already have been 
provided in the HNGA release document, but if not make 
a note of it. 

If the MSI Product Code has not been included in the 
HNGA release document, then add the product code to 
the HNGA Bundle document so that you have a 
permanent record of it. 

Note that the Product Codes should be supplied in all 
future releases of the document but you can obtain the 
code using the above method. 

it  Tools System CenterCanfiguration Manager (Connected to P01 - PostO  (xe 

¶
rome-
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4,046. 
500001 
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Setrn9 Type: Wnaowe Inmate 
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5.3 HNGA Installation and Pre-Cache Task Sequence preparation 
When the new applications have been prepared in SCCM the next stage is to prepare a Task Sequence in SCCM 
that wil l be used to install the complete set of HNGA component applications that make up the HNGA release in 
the correct order. This task sequence will be used by a branch counter when it is Non-Compliant for the version 
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of HNGA that is targeted at it, to re-install the HNGA applications as required. Once the task sequence has been 
executed, on its next evaluation the counter should become compliant to the new HNGA version. 

Also, a task sequence will be created that can be used to pre-cache the content required for the HNGA installation 
in advance of the installation. This is critical as it will help to reduce the risk that a counter will remain non-
compliant for any longer than is required. 

5.3.1 HNGA Installation Task Sequence Creation 

Use the following procedure to create the required HNGA Install Task Sequence for the new version of HNGA. 

Login to the Primary Site serve; IRRELEVANT and 
open the SCCM Console

•w... Assets aM Cmplian, 
tW. 

Browse the Software Library in the following location 

Operating Systems 4 Task Sequences 4 Branch 4 
HNGA Installation 

• Operating Systems 

Drivers 

Driver Packages 

t Operating System Images 

Ik, Operating System Upgrade Packages 

% Boot Images 

a IgJ Task Sequences 

Branch 

Archive 

1 HNGA Installatlorl 
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Make a copy of the template installation Task Sequence 

_Tem plate_I nsta l l_H NGA_ver 

The Task Sequences have been especially designed to 
support rolling back to a specific version of HNGA if 
required. 

HNGA Installation Task Sequences include an extra 
group of steps in addition to the HNGA component 
application installations step that MUST be included in 
all future HNGA installation Task Sequences until further 
notice. 

The extra required steps are included in the group: 

Post HNGA install steps —Always Include 

Edit the properties of the new Task Sequence as 
follows: 

Rename the Task Sequence using the following naming 
convention: 

HNGA_XX.XX_Instal I 

Where XX.XX is the version number of the new HNGA 
release 

Edit the step "Change HNGA to XX.XX" to match the 
version number of the new HNGA release 

HNGA Installation 14 items 

Icon Not,, D—iptbn sackage ID 

0 _Temples Inslall_HNGa ver - emplato to 1.,Wli_. 50100534 

IJ Templets PreCade HNGA e - emplate to Prmoo.. P0100533 

am - u.e,o I® ® 1, . I PM__ I n»;a° 

t 9WWA Type. IRuncommend Urns 
k-11 the eoo of HNGA 

Ormge HNGA to 1773 Names SIUFCBA 
-  FO Y tIGAlrsall etn -aaa, 

Q Inaall StatCNAPR 
Deeapuon.. 

Set Pjtu000a lo®I accou t gees 
Q Run StItd3 L 
Q Run OGSCRIPT-io,p=ddoPo Cot000nd h 
~/ Run CC-SCRIPT-Bd,pRo3oOoPt 
Re9ad Cumputa 

^C:\Pmmm files k~N~ujtsu~LouMaBusinessPpplic3ionp5tapCBA~' 

Rur CC-SCRIPT-FormBasellneEvaluu 

W Dieabk 64ba Re system redectrn 

Start In: IC tm FFL_s NtN) 7totteoCeunlere ,r ees/apiclion 

r Padmge 

17.50 Install Properties 

General Advanced User Notricatwn 5ecary Flared - 

Name. 

Desatptlon: Te TO used to updetethe HNGA app en the &ands. Iood des the 
capahirym mihadc the H PJGA apps des nW me mdl me upgmd 

Categor. 

Progress natf-feet ts>Q: 

O utadomtted. 

Add - Remove Properties r i igpa 
0 StopCOA I}pe lirotell Appkcah-
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Referring to the HNGA release bundle, you need to edit 
the applications listed in the "Change HNGA to XX.XX" 
step so that the match the applications l isted in the new 
bundle document. 

You will need to remove and replace any application that 
has been superseded in the bundle. 

Also, make sure that the applications are listed in 
order, as they need to be installed in the correct order. 

The correct order that the applications should be 
installed in is: 

IRRELEVANT 

Once you have made the required changes to the Task 
Sequence click OK to save it. 

_ a  Rep° n  Gp ons 

(r it°p'oEA h*d1MPMmon 

- Nme. pa HNGA IpP]l 

.7 P.S UPflAkjAI Sp. -'. ,p Mnp*. Make ure Na the mnaq NNG4p,I!. ne arah d, bd.. in 

~.  se r, edam° m Dace J 
P wnascajPrs&trpide,P,, a nn I I I ¢ "e'awFiprs^`ca°o"..... a+~ewe _._._._._._._._._._._._._....._._._...-.-......._._.L._..1.~..._1_.. 

IRRELEVANT 
C 73.1 a «, „D am 3°° ,3

V~Ar4tdaakmsmzuad a.~e.rwe«e,rne vadb'a. wh 
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5.3.2 HNGA Pre-Cache Task Sequence Creation 

Once the HNGA Installation Task Sequence has been created you can create a second Task Sequence that will 
be used to Pre-Cache the required HNGA content on counters in advance of installation. Use the following 
procedure to create the required HNGA Pre-Cache Task Sequence for the new version of HNGA. 

Browse the Software Library in the following location 

Operating Systems 4 Task Sequences 4 Branch 4 
HNGA Installation 

Make a copy of the template Pre-Cache Task Sequence 

_Te m p l ate_ P reC a ch e_H N G A_ve r 

And rename the new Task Sequence 

PRECAC HE_H NGA_XX.XX_I nstal I 

Where XX.XX is the version number of the new HNGA 
release 

Operating Systems 

givers 

Driver Packages 

1 Operating System Images 

!_, Operating System Upgrade Packages 

3oot Images 

A IJ Task Sequences 

Branch 

Archive 

Lii HNGA Installation 

HNGA Installation 14 items 

sue, 

um flame Desuiption 'adage ID 

Q TemplateJnSraii HNGG ver - emPbte for lnstdG... P010053A 

rat _Template_PreCSde_HfG4 — - emplace for pry[... P0100533 

HNGA Installation 15 items 

Icon Name 

IJ _Template_ Install_HNGA_ver 

_Template_PreCache_HNGA_ver 

HNGA_15.96r3_ine_Rollback_frorn_t6.85 

HNGA_17.50_Install 

0 HNGA_17,50v2_Install 

HNGA_17,70_Install 

Q HNGA_17,70v2_Install 

HNGA_Updates_15.96r2 

HNGA_Updates_15.9613 

HNGA_Updates_16.24.4 

HNGA_Updates_16.49.1 RoIIback_Capable 

HNGA_U pdates_16.85_Rol lback_Capable 

PRECACHE_HNGA_17.50v2 
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Edit the Task Sequence and locate the "Pre-Cache 
HNGA" step 

Select the Options tab and confirm that a condition is set 
so that the step will only run if a task sequence variable 
"FakePreCacheVariable" is set to 99. 

Since the variable will never be set, the group of steps 
underneath the "PRECACHE ONLY" folder will never 
actually run. This however, does not prevent the 
content from downloading to the client. 

Rename the step "HNGA XX.)O Application Content" 
to match the required HNGA version. 

Now you need to edit the applications listed in the 
"HNGA xx.xx Application Content" step so that the 
match the applications listed in the new bundle 
document. 

You will need to remove and replace any application that 
has been superseded in the bundle. 

Make sure that the correct version of each of the 
applications that make up the HNGA suite is listed 
correctly in the "Install the following applications" step. 

IRRELEVANT 

To save time you can copy and paste this step from 
the newly created HNGA XX.XX Install task 
sequence if required as it will be identical. 
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Once you have made the required changes to the Pre-
Cache Task Sequence click ok to save it. 

The applications should exactly match those listed in the 
bundle document. 

The Pre-Cache task sequence can now be deployed to 
batches of counters (under change control) so that the 
content will be distributed to the counters while testing is 
proceeding. 

The content will then be ready and available for when 
the deployment commences. 

For instructions on how to deploy the Pre-Cache task 
sequence go to Appendix G - Pre-Caching HNGA 
Content on counters, 

(0) 
Computacenter 

PRECACHE_HNGA_17.73_Install Task Sequence Editor 

Add • Id e, a jai ia: I f, Ptppertae pptana 

- PI -cad-HlGA Type 1 I 7adic~pn 

Na . H NGA 17.73 Appicdwn Coned 

Ceaa,ptipn. 

Vatal the 1olowtinp xPliciniau 

5.4 Creation of the Configuration Item 

IRRELEVANT 

-i Indal applica np.—din, to dynamic yadable lid 

Configurations Items are used in SCCM to form the basis of Configuration Baselines. They are used to check a 
condition on a target device and to indicate if the device is Compliant or Non-compliant to that condition. For 
instance they can be used to check a Registry setting or in the case of Post Office, whether or not one of the 
HNGA component applications is installed. 

For each HNGA release a single Configuration Item will be created. Each new application (x12) added to SCCM 
that is part of a HNGA release needs to have an associated setting within the Configuration Item configured to 
check if the MSI is installed. Then, once the Configuration Item has been created, it can be used to form a 
Configuration Baseline for the HNGA release version which can then be deployed to counters. 

The following procedure should be used to create a Configuration Item for each new HNGA release 

For each new application that has been created for the 
HNGA release you will require the MSI Product code. 

The codes are located in the application detection rules 
for each of the applications or will be provided in the 
HNGA Release Bundle Document. 

I Detection Rine — 

Crcda• rA the h*deNapnsncp ltheappicdien. 

Sau,s Tape Wind w. Indeter 

Spedyan MSI pmdud code o the bS f.thls me. 

IRRELEVANT
hip MSlp&ue,dcmuwdpnthct,, tayuee,e lndeeepe,eeeethC plleue, 

IN, M51paiva cede mua®a on thatayet system a~dthefdowing mncrtim num be ma to mirata preax®d 
thls appllcallpn'. 

IRRELEVANT 

Page 28 of 128 Version: V0-21, Date: 24 September 2018 ©9/24/2018 4:08 AM 
POL - BCR - HNGA Release and Compliance Baselines - V0-21.docx Classification: Unrestricted 



POL00337656 
POL00337656 

(') 
(omputacenter 

Login to the Primary Site server; IRRELEVANT and 
open the SCCM Console. ......--...--...---.---... 

Browse to Assets and Compliance 

Expand Compliance Settings 4 Configuration Items 
4 Branch. 

Create a new folder for the HNGA version that you are 
creating a Configuration Item for. 

Use the new HNGA version number for the name of the 
folder 

Right-Click the new folder and select Create 
Configuration Item. 

E *,~~.
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Create a new Configuration Item with the following 
settings. 
On the "Specify general information about this 
configuration item" page, specify the name of the 
Configuration Item as "HNGA_XX.XX_CI" 

For example, for HNGA 17.73 the Configuration Item is 
named "HNGA- 17.73—Cl" 

Select the "Windows Desktops and Servers (custom)" 
radio box and leave the "This configuration item 
contains application settings" box blank and click on 
Next 

On the "Supported Platforms" page, select only 

All Windows 10 (64-bit) 

And click on Next 

For each of the 12 required HNGA component 
application you need to repeat the following 
procedure 

On the Settings page click on New 

-~ 
Specify general information about this configuration item 
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In the Name field, specify the application name as per 
the HNGA Release Bundle document 

In the Setting Type field, confirm that it is set to 
Registry Value 

In the Data Type field, confirm that it is set to String 

In the Key Name field, configure the value as: 

SOFTWARE\WOW6432Node\Microsoft\Windows\Cur 
rentVersion\Uninstall\{Product Code} 

The Product Code should be the Product Code for the 
application as specified in the release document, or 
alternatively obtained from the applications Deployment 
Type — Detection Method. 

The Value Name field should be set to DisplayVersion 

Then click on Compliance Rules 

In the Name field, specify the application name as per 
the HNGA Release Bundle document 

In the Rule Type field, set the value to Existential 

And click on OK 

IRRELEVANT 

General l Compiamce n 
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Click on New again and repeat the process for all 12 " "" 
application in the HNGA bundle

Use to the thal Xem device The mmpliarce rules specAy conjI,ons makes c,n Wratisn selling mmpfarl on clevi 
Nillevnng m~la~ce mlea ax asaeoated with the mMguabn Xan. 

Name I Ce IU I Se v INenedlale 

CAS NENsUR.. IWrtegat None No 

-J 

II  I L IotO 
CK U d 

Once all of the applications in the bundle have been
added, click on OK ame,alIe~pponadPlafom,. 5~1i lcmpiancePolesIRelationshlpaIs.o 

Use xtlings N represent bur w-h—dmnd—, to assess =or wmpfarce on diem.deuces. The 
fol ownp eotings are assoaaled wghlhls conhquretion gem. 

IRRELEVANT 

N„e. . I W.. I

ON I J'* 
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Once the Configuration Item is configured with the 
correct 12 settings, complete the Wizard 

When you have completed the creation of the 
Configuration Item make sure the settings are correct 
and that it is located in the new Configuration Item folder 
for the HNGA version. 

Note that an alternative to creating the Configuration 
Item completely from scratch would be to copy the 
Configuration Item for the previous HNGA release and 
then modify it accordingly by removing settings for the 
applications that are no longer in the HNGA release and 
to add new settings for any new or replaced 
applications. 

The wizard will create an operating system oanfgumtion item wth the icil—g 
settings 

Tee.,.,Aw w,re a sir-+amm ~.~,..n,~nelwl s e 
er.~4er.l...w~tl4.~.4.e lmm wry ..we.., 

NNW 1] J3~ CI temp 
Ccv»n.

. G[oryawgo'. 

TMAl15Nebes ~1O 
lN1Et)ora se v.WM1- 

C45 NEMm _ OSk50 m PI.I ('Jebel 

Th
• 
e lA 

GAS_N 
_

EMDaY_QeG j 5040000 PI t Glabel 

ouge Iaoe.th e,ed,'m..e. Ta.efrlh.m.neeA.k Na4 

0  The CrealeConfigeratron hen Ward competed successtuly 

oa.b 

As.~. lb C..re CO.. Iran IrID0 mmm.t.da
eo.em.4.mrwr eeszwe.s 

con 

m`ui'vl.~e..b ot lW-W 
'e`~°°aee: 

ax qos sm woo Pl.I coral 

17.73 1 items 

Icon Name 

`y} HNGA_17.73v2_Q 

Type pewee Type Revision 

Operating System Windows 5 
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5.5 Configuration Baselines 
Configuration Baselines are created by grouping together a collection of Configuration Items. For Post Office a 
Configuration Baseline must be configured with the Configuration Item created for the HNGA release that contains 
a setting for each of the component applications that make up the specific version of HNGA. Once created, a 
Configuration Baseline is deployed to an SCCM collection and evaluated by the collection members. To be 
classed as Compliant a device that evaluates a HNGA Configuration Baseline must be compliant to the 
Configuration Item in the baseline. 

The following procedure should be used to create a Configuration Baseline for a new release of HNGA. 

Login to the Primary Site server IRRELEVANT and 
open the SCCM Console. 
Browse to Assets and Compliance 

Select Compliance Settings 4 Configuration 
Baselines 4 Branch 

Right-Click the Branch folder and create a new 
Configuration Baseline. 

When prompted to give the new baseline a name, use 
the following naming convention: - 

HNGA XX.XX Baseline 

Where XX.XX is the new HNGA version for release 

b Syst,m Crnte, C gg,. mM.o.gs(Cond.G btgt -Pmt Ofhe nlm.nsw 

s 

• 5~.. Assets and Compliance 

s~~~a.~n • r(av~gan~l~de. 
-....o. 

--^w--. aaM ..,.. r a. 

..P..'—U--

°^"""a'"'• Becen Alerts (0)- Last updated: d4/12/201' 135938 
j~ sar.sit.. 

+.w.vy 

7 ...

~>t ' L) r► ~. " 'r ova. ♦ ■ Q _ •

•' 4[ww...w 
w . 

r~ Ir 

Configuration Baselines 

Create Canfiguradrx) Baseline 

Use 3 Import Configuration Data 

Rer Feedback 

Co Folder
Con iitiona cce_= 

Lnn i:'i ii .rT1 ii 

Specify general information about this confii 

1.. Nain IHNGA 17.73 Baseline) 

Description: 

Select the configuration data {configuration items. configuratior 
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Click on Add and then select Configuration Items 
Specify general information about this configuration baseline 

Mane: lHt4GA 17.738asi~e 

Description. 

Select the configuration data (corrigura ten gems conficuraan baaelres. and software uodates)to be as, 
compliance by the configuration baseline. This configuration baseline will be assessed as comdiarrt t 
sported are compliant. Optional items are evaluated only if the relevant application is presamt on 

Configuration data: 

Name I Tree I Pi
There ae no hems to show in lhls view. 

Add Change Pp c v Change Re.v3ion .I

CmRguraaon ][ems ~ 

Software Updates 9 ard fAemg: 

emfiguration Baselines C~e9m 

OK

Search for the correct Configuration Item by name: 
Select the configuration items that you want to add to this config 
baseline 

H N GA_XX.XX_C I Available cordiguration Rams. 44

HNG?. 

Where XX.XX is the new version of HNGA. Marne a Latesion5 n Despn '°" 
HMG7_1 ;.5Pr2_CI Operating System Revision 5 Sirgle CI xsh 12 Settings t... 

e 

Select the correct CI and click on Add 

Add R=meve 

Configuration items that will be added to this conf guration baseline: 

Confirm that the correct CI has been selected and click A 

on OK Select the configuration items that you want to add to this configuration 
baseline 

Avaabe items: corilcualion 

HNGA

Name I Type I tateat Revision I Dean ion I Status 
lINGA17. 50,2_CI Opsnleg Syalem ReisionS Shgle Cl oSh t2 Dotngst.. FnaGed 

Cortlguation Rana that will be added to Ibe ccnfigumtlon boacline: 

None I Ta. I Carew Powioen I Desrn ror I St.. 
HNGA_ 17.73r2_CI Oparotrg 573em Reoslon 5 Sirpe Cl vat 125tltngst. . [needed 

OK Lce , 
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Confirm that the baseline has the correct name (as 
required), and that the correct Configuration Item is 
selected and then click on OK 

Specify general Information about this configuration baseline 

 N ItINGA 17.733asehe 

oa~ln~. 

Sd.d Mecoh3urdlo,dete iomNgxaMon Remo• carMyedJonbeedln.. and so%. updalee)lo be ev.lralMfor 
pfancebyMls cafiguration baseline. Tvs ccMguraom baseFie MI be assessed as complarrt rail the Rena 

apes Mare mrpIn,R O5tlnna1 tens am eualuAM wlyitFe relevant d H'. tion ie pmsmtm the Alen[deuires. 

Cordlyumllon data: 

Name lTt lRewion 
HNGn 17 

11113

Op—mg system R'q d tale4 

A.sig,.d es to reprove seaxhmg and tiering. 

Caegmes. 

oK l l

5.6 Create the SCCM base device collection for the HNGA release 
Now that the Configuration Baseline has been prepared, the next thing that is required is a base Device Dollection 
in SCCM for the Configuration Baseline to be deployed to. 

The following procedure can be used to create the base device collection for the new baseline. 

Login to the Primary Site server PVSCMPOL001 and 
open the SCCM Console. Browse to Assets and 
Compliance 

~Sysvem [enxr teelrguraeon Managtt ILonzctM ro W t - Pouq~ a Rlmary SY } 

• re..,.- Assets and Canpllance 
Sam 

h w.m 
lu~carm~. ~ Naviya~.ion Inden 

Sw.. wr wr.me uw. M.wgw.nwwmyapdrwwrvnM p..l.w.un.s. 
wa~prce ~cae 

] 6sek... u.w.y u~.adrm.. ryy aiwr~.rwmr....ry 
aw. w.wpe 

~[.m~.swe. .n q brwa.wy sa.W, gnmrt 
rwp.Mr 

a.v ,.m+=.....a w.F.. 
w..ms m.^+w

re~c.ws,.•..u,m-a~.w,....eor..,, ww~~ .Nie 
a samw.e.. .,ew.rr+w.mw f w.~r.mw w...n MrefeMn. 

1•rm.a.-,ec~gx~ ~, i' Recnl Akita I%- i—aN•R+4e1: 94/12/205713`938
..9 .r 
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Expand Device Collections 4 Computacenter Assets and Compliance 
3Branch 4 Compliance Baselines Device Collections 

Applications 
Create a new folder for the HNGA version that you are 
creating base collection for. Computacenter 

Archive 

Use the naming convention: Branch 

Branches 

HNGA XX.XX Compliance - where XX.XX is the version Compliance Baselines 
number of the new HNGA release 

BuildStage Compliance 

Dummy Compliance 

-NGA 15.96r3 Compliance 

-NGA--16.49.1 Compliance 

NGA 16.49.1 Live Cielo Only 

NGA 16.85 Compliance 

Right-Click the new folder and create a new Device
Collection using the naming convention: m + !ssE— x r 

HNGA XX.XX Compliance Baseline — where XX.XX is 
t . . . .......~.-.r-r. e,..._ . e..-~.M.e-. . <-..~.,... ..... . ............_ . ...e.,~.4...e 

.
'....~..,-

the version number of the new HNGA release a.-• — w~ ~ --•• ---~•~ 

Configure the collection so that under General the U HNGAI&49.1 

limiting collection is set to: 
Caledioo Variables Dsidbution Pout Gmups 9eaaly Aleda 
Grncal Membership %6s I Power Management I Deployments I Maintenance Vy owa 

BRANCH - All Deployed and Pre-Personalised (TEST N E 
& LIVE) Devices Co ent 

H 
mm 

Sek.i a wlectiwi tc use es a limithiy wledi e. ll a liniiiir r ileiilor i estebinlies the 
remurcectha you can add tothls collodion by using membereilp rule. 

umbng wlect-, lB 0 -All Deployed and '°-° l I
Type: 

DehSce 

Configure the collection so that under Membership lV1 Use incremental updates for this collection 

Rules, the box "Use incremental updates for this An incremental update periodically evaluates new resources and then adds resources that 

collection" is ticked. 
qualifyto this collection. This option does not require you to schedule a full update forthis 
collection. 

© Schedule a full update on this collection 

Occurs every 7days effective 25/09/2017 14:24 Srhedoe... 

Page 37 of 128 Version: V0-21, Date: 24 September 2018 ©9/24/2018 4:08 AM 
POL - BCR - HNGA Release and Compliance Baselines - V0-21.docx Classification: Unrestricted 



POL00337656 
POL00337656 

(') 
(omputacenter 

Add the new collection to all of the previous HNGA xx.xx 
Compliance Baseline base collections using an Exclude 
Collection rule. 

However, do not add the new collection to the Force 
Compliance baseline. 

This will help to prevent accidental targeting of 2 
baselines at a counter, ensuring that a counter can only 
be a member of 1 baseline collection. 

Remember that it is recommended that only the previous 
2 live baseline collections are maintained for rollback 
purposes, and that older baselines should be 
decommissioned. Otherwise, to complete this step you 
may need to create an Exclude Rule for many previous 
baseline collections. 

Collection Variables I D Crib tion Point Groups I Yecrady I Ness I 
General Membership Rules I Power Ntanagement I Deployments I Maintenance Windows

Memberslip mien detemine the resources that are induded in the collection when it rerdates. 
You can ice membership rules to adc a spe_fc object or a set of objects from a query. The 
collodion membership can also include Cr exckde other collections. Memberslip rules can add 
drily those objects that are members of tie Iieting collection. 

Membership rules. 

Rule Nan. I T e I Collodion Id 
ow-

L00722700102 Drect Not ?pplcabie 
L 78700101 Bred Not lbolicable J 
f y 

Collodion Variables I Dsftbutian Point Groups 1 Sewity I Plods I 
General Memberdrip Rules I Power Management I Deployments I Maintenance Wrdows I 

Membership rules determine the resources that are indicted in the collection when l updates. 
You can use membership rules to add a speck object are set of objects from a query. The 
cdledion membership can also include or exclude other collections. Mandeniip rides can add 
ordythree objects that are members of the tailing cdledlen. 

Membe ship rules: 

Rule Hare I T I Collection Id 

Test VP - MININT-05FPT11J Irduds POI 00558 

- - J 
Callecflon Variables I Diebibution Paint Gaups I Security I Plods I 
General Membershp Rules I Power Management I Deploymerlo I Meidenarx:e Windows I 

Membershp rules determine the resources tnat are induded in the collection when it rpdates. 
You can use membershp rules to add a specific object or a set of objects trap a query. I he 
collection membership can also include orexdude other collections. Membership rules can add 
erdythese objects that are members of the 1er5ng collection. 

Membershp rules: 

Ra.le Nome I T e I Cali Id 
E tI T im aam a' . 

0urcreCunn Query Not Ppplcable 

J 

Collodion Variables I Ddrbrtion Poert Groups I Searrfy I Ptats 

General Membership Rides I Power Management I Deploymerts I Madenance, Windows I 

Manbeiship mica detem:ne the resources that an: incited in the collodion when it rpdales. 
You can use membership rules to add a specific objet or a se of objects from a query. The 
colt lion orembershlp can also include or exdrde dher cdledims. Maebersfip rules ran add 
arty these objects tnat are members of the listing colection. 

Membership vies: 

Rule Name I Type I Cdledlon Id 
CJhl - Old danch CS Deployments Induda P01 GC5CA 

~ r 
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Add the "Force Compliance Baseline" collection using an 
Exclude Collection rule to the new "HNGA XX.XX 
Compliance" collection. 

This will make sure that if you need to target a counter at 
the "Force Compliance Baseline" collection (used by 
Fujitsu for testing purposes) it will only have 1 baseline 
that wil l not try to force a version of HNGA. 

Note: remember that the Force Compliance baseline has 
the highest priority. 

Collection variables I Didnbution Point Goups I Security I Aleds I 
General Membemhio Rules I Power Management I Deployrrenls I Maintenance Windows I 

Memberh L rules cetermine the reeoureee that are included n the collection when t updates. 
You can use merrtershp rules to add a spedic object or a set of obja sfrom a query. The 
collection memtxrsfiip can also nclude orexctude alter collections Merrtership rules can add 
only those objects that ae members of the l:riti,g edledon. 

Membership rules: 

Rule Name I Type I Calectian Id yj 
Force Compliance Baaetne E dude P0155474
PDL_Winll Branch HNGfLPatuh_Deploy... lydude P01D05C5 
P L Wn10 Branch HNGA Patch Deelev... Include POI DD5D3

Add Rule aI EdA.. . Delete 

r Use incremental updates forthis collection 

M incremental update penodicaly evaluates new mrixaces and than adds reacurcee that 
qualfy to this collection. This option does net mourn you to schedule a full update for the 
collection. 

Iw Schedule a full update on this collection 
Donors every 7 days effective 12112s20171026 Scheduda.. 

ott 
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6 Configuration Baseline Deployment and 
Final Configuration 

Now that all of the individual components are in place it is possible to deploy the Configuration Baseline and 
complete the final configuration. 

To do this you need to complete the following in SCCM: 

• Deploy the new Configuration Baseline to the SCCM Base Collection for the baseline 
• Create the required Device Sub-Collections that indicate whether or not a counter is Compliant, 

Noncompliant, Unknown or reporting Error 
• Create a 4 hour Maintenance Window on the Compliant sub-collection 
• Deploy the HNGA Install Task Sequence for the new HNGA release to the Noncompliant sub-collection 
• Deploy the package "CC-SCRIPT-ForceBaselineEvaluation" to the Unknown sub-collection 

Once these items are in place it wil l be possible to test that a device can be upgraded successfully to the new 
HNGA version. Initially this will be tested using a Virtual Machine in the datacentre before moving into SV&I so 
that a personalised counter can be tested. 

Use the following steps to configure the Configuration Baseline deployment. 

6.1 Deploy the Baseline to the SCCM Base Collection 
The first thing to do is to deploy the baseline to the SCCM base collection and create the baseline sub-collections. 

Use the following steps to deploy the Configuration Baseline to the base collection. 

Login to the Primary Site server IRRELEVANT and ~' "m`""`°" a"°" M""'°""°"~`"'°~ "°`°""R'"'°" 0 
open the SCCM Console.

Browse to Assets and Compliance •m~ .mm 
• sa...,. Assets and Complance 

5 u~ 

• Hrvigati°n Index 

S.u... mr P.ron u~.Ihy.arRwmn P"+fr4n.nwNy °..... •.G. 

~as..v..eR .rsm m- unr.wuup+'vb,+wwuweer ru x. `Y"a" 

utwm•x om.eu..., m,c,.uem. vti n mamw.. <w_ mw.„•.

PwwHAlerts(0)- L tupdVd: 04/12/201713 38 

Select Compliance Settings 4 Configuration o -:`~ 
Baselines 4 Branch i
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Right-Click the new Configuration Baseline and select 
Deploy. 

Select the SCCM Base Collection that was created for 
the new version of HNGA. 

Change the schedule to every 30 minutes and then 
click on OK 

A 
Select the configuration baselines that you want to deploy to a collection 

AVallable cer1194141bn baselines: Selected *0 5lrAr belnes: 

rHssh 9nntlrc Protetlim - :dj l  nTNZlEaaline 
W58 awak Sr Lpcal GloAa with W_ 
H 1s

NsA 
NGA 1596x2 

r hale ItlIt ewg wrr.n.oaaaed 

r Gem~a~, ale[. 

When mmc noe i ntlaw: l - 

Rate and time: 58018 505 

Seleu Ile wllwWri for I1u wrifyudiu Lardrie Jwloymell.

Cdedbn: HNGA 17.7[412 Coeprence Seca ne 

I

SdreAAe 

Speclvlbe cormIance evaHallme&eduleh tho m i,trRion benSne. 

12 simleachriddik 

Rmw.ay  IJini nP_s 

1 c,ianechedub 

I...... h,dd, odmed -_ - - - - 

0Y: Carcd 

6.2 Create the Baseline sub-collections 
Now that the Configuration Baseline has been deployed to the base collection, you need to create the 4 sub-
collections that report what compliance state the device is in for the deployed baseline, whether it is Compliant, 
Non-compliant, Error or Unknown. 

Use the following steps to create the baseline Sub-Collections. 

With the new Configuration Baseline still highlighted, 
click on the Deployments tab at the bottom of the 
SCCM Console. 

You will notice that the Configuration Baseline 
deployment to the SCCM Base Collection is listed 

® Sekrtei O5ietlTrddaTmdv 

mmz T,~mman~ ~aea 
i01 

. RahrJi 

7( Oel&a 

..*0I Ne.dhoti, . 
^ 

9059600 
F _ nee amd eamdler,ce• oVe 

Amts and Compliance 

naw . card• san.ga . noono4 d<n eeeae l4ar~ 

< Brancb5it^ms 

'. Rott arc Netarrg 

-ompOte S.tti.gi 

~ ~„~ 
Lmn Narr-5!9000 oeplolh .800 821111 

viifyaretiaam hems j 6r00lrw R-AYxa2:._ Enahlai Ve; M 

ca mnfgm2tioe Baselines 1046215.%(1 Enabled Ves M 

C Booth 0046215004 En* Ve; M 

NY;a 16244 Enabletl Vg M Tntiy 

-. User U.8andprofiles 
6510216441 e,01lai Vt It 

(=, pemmte Cmm,xtimn P oSit - 16.216.&5 Enabletl Vel 146 

~'[omol arrce policies ii 111146461646.1 

Canditiorul Accas rmn C4215en - Cenapllarne% 

46 510448 16.49.1 cane larxe eoheirc 59.2 
51 Aoeeteend(eeplisrre 

tg sam.ee. u., 

In Nwri . 

[~: Mminisbamm~ 

4mmny II% a11a 

ReatY 
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Right-Click the Baseline deployment and click on 
"Create New Collection". Click on Compliant. 

You will notice that the name of the collection is 
automatically populated using the name of the SCCM 
Base Collection and the name of the Configuration 
Baseline. 

Also, the limiting collection will be set to the SCCM Base 
collection. 

Click on Next 

Leave the Incremental box unticked. 

HNGA 16.49.1 - 

ison Cajertlon CgnplanFe % Deployme.e Start 5000 A," 

k HOG!, 15.49.1 95/09!20171621 51011100 
0 Slew SUWs 

{y1 ReheC1 FS 

K 0d06, pdez 
54905 New C2IU lion 0 COMPIL i 

100-4949010,0 

Summary Deplaymo!ts Lrt6io5rn 

Specty details for this collection 
nemx,a5p na,: 

yes 
xaaw ~m~ r 

IJ mem1551500111 

SdM dloe ue aaa IMlhg dkdb,-Tho IM. 00115049 adahieheatle reeouma 
thmyau, ,oddio1lfo,Scmen Ma+, moob,S pnk. 

tm'r.'np dleaion: HN,a 16191 C prha E.—

awd a la9nwlbe~.o 51095 
The coosnhes,9been 11,ecoleclonha,00eenu,dSM 
.w .015.0. 

Set the collection to perform a Full Update every 1 hour 
® 

oe"Inelnecbersh Ip uIestor this C011oChpn 

then click on Next. a, 
- ~oia3 000b,,h i,,da,,,i, Jere,, ,1ht010101.0100ltb,wk51o5,,0,pdae,. Yw 

b,M, le55050e00ecfic 0655,15 0505leuaiem ry. Theeollauen 
, b,,5e.anxlw0d.1, 500du]e Whm cdkctone. 4901011 Maven dl 00515,0 
aGd31M13 x, 10,00x0 N 110, Rm50100110,m 

001050000040 

FL@ Norte 1 e fdlsflon le 

el I , I 

Md H~15 . 
r U050fl0lWd4ee49ihlemk9H5 

M l,ke rtal ,paae peo01,. r a d105a r<.5 s.w, 00110510 adds a5wmtrawalav
On cok50101101505,01.5.05 v,ul.v,uto.d dui,.0,l u10451aria, 00150000. 

00,5005 oral waa5o~tnl5 m~l~a 
fkzus every ]cap 51100105 p5/iZM 7 .0 105,5,1e... 
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Click on Next again 

Then click on Close to finish the collection creation 
wizard. 

~rmnm, 

1P1~'a~ Confirm the setticgs 
mwe,rcawes 

tJetIr 

Co tPn Name, HNGA16,x9.1 HNW 15.49.1 ComPlwmBeeeYne_CorgienL 
• Com 

MumbmvM1ip Rub 
• (Quay)ComquM 

Ta cM1a I],—stll — Precious. r w4INe _,'. th* NmA. 

comgee~ 

General 

Nanhery pa~l~ 

nocr.rr 

0 The Create Dance Cdladion Wizard completed sucwsst 

te e,

O e cer.d 
• cmmon raga: NnGAl6asi NNGN is as.t canp~s>aca_rarprare_ • car.r~r Na ea~nqq are. 
m(DuaM earridram 

Repeat the process to create the Error sub-collection for HNGI116.49.1 — 

kon c rtia Coorptaroe% DaplwmiA lime me Ant t the Baseline deployment. 
HNGA 16.49.1 

0 Wew SGlua 
25/0912017162L  Mwihx 

(,. Nehoh FS 

Set the collection to perform a Full Update every 4 DSr 

Oeate New collation fbrt4liat 

hours o t ea, Fm, 
non-mmnwmF 

wiry srn oemrnte I

Repeat the process to create the Non-compliant sub-
collection for the Baseline deployment. 

Set the collection to perform a Full Update every 5 
Minutes 

HNGA 16.49.1 

Icon toLther Campkanco% Dzplwrnznt Start tome efctku 

k HNGA M49.1 
® Viav StaWs 

25/Wf21ll 16,21 Mai[nr 

a Refresh FS 

X Ude[e IlAex 

o-aaar Iw. milxuen ramgiarrt 

Q 
FrWartlea Error 

summary Deplayrrlent8 
Non-ccmPliant 

unFrown 
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Repeat the process to create the Unknown sub-
collection for the Baseline deployment. 

Set the collection to perform a Full Update every 4 
hours 

Once created, the 4 new sub-collections wil l be located 
in the root Device Collections folder. 

Locate and highlight all 4 Sub-Collections and move 
them to the same folder as the SCCM Base Collection 
for the new HNGA release version. 

HNGA 16.49.1 - 

lcon C,j rtlm Cgnpiano3 % Daployroe. Start TIm6 6eO , 

k HNGA 1&49.1 25/Ml20171621 1106100 
0 wew 593100 

{y1 RtlreCn FS 

X ode < pas. 

{} beets New 1160900 Camplai 

Pmire6aec bra 

_ Non-cond'dnt 
Summary Deployments IMAmwn 

Location: 

- J Root 

=J Applications 

F1 J Computacenter 

J Ard,ive

J Brands 

D+ J Branches 

0 1j Compliance Baselines 

BuildStage Compliance 

J Du mmy Compliance 

J HNGA 15 4663 Compliance 

J HNGA 1649.1 Live Cielo Only 

J HNGA 16.85 Compliance 

i u 

You should now have 5 collections in the baseline HNGA 16A9.1 Compliance 5 items 

folder. a 
loon Name Limiting Collettim j 

0 HNGA 16.49.1 Canplianoe Basdne BRANCI1 - Al Deploy_. 

The main baseline collection which has the HNGA 
60 

HNGA 16.49.1_9NGA36,49.1 Candlanoe Baseline_Comdlaot HNGA 16.49.1Coo l...p 

baseline deployed to it and the 4 sub-collections 4$' HNG61619.1HNGA 16,49.1 Cn^dtan<e Baseline_ Error HNG416.49.1Campl-. 

(Compliant, Error, Noncompliant and Unknown). C HNGA16.49.1_HNGA16,49.1 Cimplian[e 63sdineNpnmmplent 

40 HNGA 16.49.1_HNGA 16.49.1 Cam dlance Baseline_ Unknown 

HNGA 16.49.1Cnmpl_. 

HNGA 16.49.1 Cdnpl.. 

6.3 Configure the Maintenance Window for the Compliant Sub-
Collection 

With the 4 sub-collections created and located in the correct folder you now need to configure the Compliant sub-
collection to have the correct maintenance window: 

Counters in the Compliant sub-collection should have a 4-hour maintenance windows applied to them, 
opening at 3am and closing at 7am 

A personalised counter that is Compliant will have a 4 hour maintenance window configured so that changes 
(such as software updates) can only be installed while the maintenance window is open. When a counter 
becomes Non-compliant (e.g. when a different version of HNGA is targeted at it) the deployment of the Task 
Sequence that will install the new version of HNGA will be configured to bypass the maintenance window. This 
will allow the counter to become compliant again as quickly as possible. 

Use the following steps to configure the correct maintenance window for the Compliant sub-collection 
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Login to the Primary Site serve; IRRELEVANT I and 
open the SCCM Console. 

Browse to Assets and Compliance 

Browse to the following Device Collection folder: 

Device Collections 4 Computacenter 4 Branch 4 
Compliance Baselines 4 HNGA XX.XX Compliance 

Where XXXX is the version of HNGA being deployed 

Locate the Device Collections created for the new 
HNGA release and edit the properties of the Compliant 
sub-collection. 

Select the Maintenance Windows tab and create a new 
maintenance window with the following properties. 

Name: 3amMW 

Start: 03:00:00 

End: 07:00:00 

Recurrence pattern: Daily 

Recur every: 1 days 

Apply this schedule to: All deployments 

When completed click on OK to complete. 

j5laie.CCACanl5urauun M.ig. ,C ii o,d C011 Vmt CNke Ainn.Sbl 
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h0. . 

• *0._C—... • nm qanon index 
mom „ 
.u..sw. xm.._. 

weip.e 

u .u.w....,* .e.e.«nexw ln. o6... uw 

pa... cw.em 
[.m.... wq a N.xM 

r•~'•"*>• 
F4vi.omeaes 

a..w n.M. 
T mw Iwnr wwrm/ Cmae. R

—N—.. 
.nl[eM1w.re.mnoe..e. N:emrem.N4mm..m.m....gr.m. y 

— 

n._»..earn* w.•R. p.~.lr.elmn 

J- ae..e—ra — 

■~„y„ e ry

xecent Alerts (0) - Lass updated: 04/12/205' 135938 

4.  A~.d mp.m 0..o... . a dim mo m . emd

_ccc eompleMe e ' HNW 07.7w20xelniHL6P 17.7O2Cae Ms. ¢aLYlem!_ 

J oNGA1596r3 Compliance L7 HNW 07.7002ff re_rNW 17.7p2 WmRmrcx ~C_G1R 

J LINGO 00401<emplu.ce 96 HNW 57.70028s02r5.HIGP ll.riMCanpfeM. 9mlYe_Ibmnpl o 

LINGO 0640001.. o.lo a„y 4R' 607002ec0050 FNW 11.76'a mxalarce .re ut.Am 

NNW. 06010 pIi. o. 

J 

HNW L7.70c2 mmplarxx BaeeIe. 

Nrv(J116.d7 upgade l.plleeNpns 

J LINGO 17,50.2 Camplance 

iNNGA 1700027 l .. 

LINGO 0773 Cc.ph..ce 

L HNGAdeplm.enn (Old Ccllenp.. 

Name: 

Btective dote l261001Z017 

Start: 03:00'.00 ; End: 7:00:0 

Duration: 14 Hours 0 Minutes 

r- Coordnated Universal Time (UTC) 

Recurrence pattern 

Configure the recurrence schedule. 

r None Recur every: 

r Monthly F p 

r Week

r Daily 

Apply this schedule to: 

All deployments 

OK Cancel 

J 
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6.4 Deploy the HNGA Install Task Sequence 
The next stage is to deploy the HNGA Install Task Sequence for the new HNGA release to the Non-compliant 
sub-collection so that when a counter becomes Non-compliant it will execute the HNGA installation task sequence 
and install the required HNGA component applications (in the correct order). Then when the counter re-evaluates 
its compliance it will become compliant again. 

Use the following steps to deploy the task sequence. 

Login to the Primary Site servei IRRELEVANT and
open the SCCM Console °--------------------------------- 

Assus..d Compltarce 

Browse the Software Library in the following location 

Operating Systems 4 Task Sequences 4 Branch 4 
HNGA Installation 

Locate the task sequence that was created to install the 
new HNGA release. 

The name of the task sequence will be: 

HNGA_XX.XX_Install — where XX.XX is the HNGA 
version number 

Operating Systems 

Drivers 

Driver Packages 

EL Operating System Images 

L Operating System Upgrade Packages 

li  3oot Images 

A d Task Sequences 

Branch 

Archive 

LI HNGA Installatiorr 

HNGA Installation 17 items 

Icon Name Description Pad 

l _Template_Install_HNGA_ver Template for Installi... P0: 

® Template_Pre[ache_HNGA ver Template for precac P0: 

In HNGA_15.96r3_inc_Rollback_from_1.. , TS used to install i P0: 

® HNGA_17.50_Iretall Test TS used toupd... P0: 

® HNGA 17.5ov2_Irrstall Test TS used to upd... P0: 

HNGA_17.70_Install Test TS used to upd... P0: 

HNGA_I7.7 v2_AL Test Baseline_In... Test TS used to upd... P0: 

Q HNGA_17.70 2_Install Test TS used to upd_. P0: 
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Deploy the task sequence to the Non-Compliant sub-
collection for the new HNGA baseline deployment. 

Configure the deployment as shown in the following 
steps: 

Action: Install 
Purpose: Required 

Assignment Schedule: (2 assignments) 
As soon as possible 
Occurs every 1 hour 

Rerun behavior: Always rerun program 

Note that Always rerun is required just in case you ever 
need to rollback to this version of HNGA from a later 
version. 

2J
J 

~dr:eYone 
~.XNG417,S042 Ba..rrw_HbeA 1750. 2Comdx.Be.eF._oewIo.. 

~wnah~lia 
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J 060404 0 4b041700s20 4,n Hr + 170142 nnin04040 'to _I lnrnnwn 
C J D1ard c e XNCW I, 5gv2 enbonce 0300104 

0 J Cm.lo oo Baadnc~ 
0 J a.usww campnepo, 

J ralMi,nw.eing 

J 06 CoenOe000 

J 4005.4159fi1SC flonno 

4000410491 Compf nce 

J 49004 10 49 1 14., =414 =4 

J S9 A1005Cnph, n 

J 4604 1006 00046 Cdle~ 

J Hera 176040 , 

14906417 7042 Camd;ace 

_JI
06 J 

Specify settings to control how this software is deployed 

Action: Inst,l. 

Purpose: 

General l D,plplmenl 090040 Sched°"c I User 6pedence I DA!,d,,'el024I A'e04 l 

Thb mcam .11 be available es soon ee O has been 6 blbuled to the eoetrR eeveo ofleu 9 k scheduled for e 
Isnerhmebeboe For reewred lic5 ,e 042d40e4454n6e0554044.02 

P. 
03I 17251,' -i II7 2 71 r uTc 

r sdledWe ej, nlbe deplvry+md 901 yin:: 

:: I- -rs 

0ccus every 1 houa N fedNe DE/11/2017172D 

Reun cal co I ner npeg,,m 

OK Cancel 
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Allow user to run the program independently of 
assignments: Unticked 
Show Task Sequence progress: Unticked 

Software installation: Ticked 
System restart: Ticked 

Commit changes at deadline or during a maintenance 
window (requires restart): Ticked 

Allow task sequence to run for the client on the Internet 
Unticked 

Note: these settings allow the deployment to occur 
outside of the configured maintenance window. This is 
required to allow the counter to become compliant as 
quickly as possible. 

In Deployment Options select 

Download all content locally before starting task 
sequence 

Click on Next 

Then finish the wizard. 

.i... Speafy the user euperienoe for the Installation of this software en the selected 
G*r[,ms=tOO

NetlJiy 
devices 

wne ae~re~u oro, wnJ-~ r„a.JJ,J Jer.,, 

r e4.r.. ~P~ma~o ~r ~.a~on~e iMema 

vatd spetlry now to Finn theoontarn in, misprrgram 

Lie

p~~ C~.te.r q.ry a eM~ d~bm~v a baNdy'w~+v Wuen merzaie~rM 
rWoi wnra.,uiy~bWN Lc .uLubJ~ 

~-+CEem 

r IM1Tn Fie bc.lElt-oolMaevell~b.uuermMe tleLtuen eeH. 

Jt OO,e N  uo .t *O 

r O n A n, tO .On, I Anetx.Mxeeee rmuM ie rocureE to xcen caMeM me N"nd,vn PE. 

6.5 Deploy the Force Baseline Evaluation Script to the Unknown 
sub-collection 

Once the HNGA Install task sequence has been deployed to the Non-Compliant sub-collection, the next step is 
to deploy a package named `rCC-SCRIPT-ForceBaselineEvaluation11 to the Unknown sub-collection. When a 
counter is first switched to a new HNGA baseline it populates the Unknown sub-collection. Deploying this package 
to the Unknown sub-collection helps the counter to force an evaluation of the baseline more quickly than if it was 
left to do it without intervention. This helps to reduce the time that a counter wil l take to upgrade the version of 
HNGA. 

Use the following procedure to deploy the package to the Unknown sub-collection: 
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Login to the Primary Site server; IRRELEVANT ;and open 
the SCCM Console. 
Browse to to Assets and Compliance 

Browse to the following Device Collection folder: 

Device Collections 4 Computacenter 4 Branch 4 
Compliance Baselines 4 HNGA XX.XX Compliance 

Where XXXX is the version of HNGA being deployed 

la.,,.. Assets and Compliance 
a~... 

O w,ca,ae. Nv,gauon Intl. 

• tc kcen!Pl@u,l]I- rascupda@d 041122O11 13.5738 

F 

eo cIk~oR unuro 
rarxx~_. m. 

- FO .'. 

~io; 
• 
~ a+uw, 

zap, iee yr 
aioaam.m rTv.,m,rsabrsrauvE;a-,~ asv~ 

8 " 

Locate the Unknown sub-collection HNGA 17.5M Compliance 5 items 

low Name

I$ HNGA 17.50v2 Baseline_HNGA 17.50v2 Compliance Baseline- Compliant 

HNGA. 17.50v2 Easeline_HNGA 17.SCv2 Compliance Baseline_Error 

HNGA 17.50v2 Baseline_HNGA 17.50v2 Compliance Baseline_Noncompliant 

HNGA 17.50v2 Baseline HNGA 17.504-2 Compliance Baseline_Unlaovm 

IK HNGA 17.50v2 Compliance Baseline 

Right-Click the Unknown sub-collection , dmown HNw17.5m 

,ri• Show Members EPANCH - A 

Add selected Reins F 

Select Deploy 4 Program 

Icon 

lnstcll client 

fI  Manage Affinity Raqomis 

dear Required PIlE Deployments 

1 i Update Membership 

j%J Add finesa es 

. l cllert Notification 

® Endpoint Protection r 

.4 C>mcet 

COPY 

C Refresh F5 

Delete Delete 

_❑ 5lrntdate Depfoyrrent 

♦ nedey . 0 Application 

Clear Servar Grotq Deptbyinent Loris ® Roam 

Moue Corfigurabw baseline 

® 
l

,f

[~ Task Sequrnre 

Software updates 
. Now Mi—Right Clh kTod. F 
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On the "Specify general information for this 
deployment" page, click on Browse, then select the 
software "Run Force Evaluation Script" and click on OK. 

Confirm that the "Run Force Evaluation Script" software is 
selected and that the Unknown sub-collection is selected 
then click on Next 

On the "Specify the content destination" page, confirm 
that all 6 distribution points are selected and then click on 
Next 

On the "Specify settings to control how this software is 
deployed" page, configure the following settings and then 
click on Next 

Purpose: Required 

Send wake-up packets: Not selected 
Allow clients on a metered Internet connection to download 
content after the installation deadline: Not selected 

L_ __ __ 

Software [o Oepby 
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Completion 
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On the "Specify the schedule for this deployment" page, 
configure the following settings and then click on Next edxd ling 

Schedule when this deployment will become available: 
Selected 
Schedule when this deployment will expire: Not selected 

Assignment Schedule: (2 assignments) 
As soon as possible 
Occurs every 1 hours effective "current time and date" 

Rerun behavior: Always rerun program 

On the "Specify the user experience for the installation 
of this software on the selected devices" page, 
configure the following settings and click on Next 

Allow users to run the program independently of 
assignments: Not selected 

Software installation: Selected 
System restart (if required to complete the installation): 
Selected 

Commit changes at deadline or during a maintenance 
window (requires restart): Selected 

On the "Specify how to run the content for this 
program..." page, configure the following settings and click 
on Next 

Set both Deployment Options to: 
Download content from distribution point and run 
locally 

Allow clients to share content with other clients on the 
same subnet: Not selected 
Allow clients to use distribution points from the default site 
boundary group: Not selected 

General Spedy the schedule for this deployment 
Content 
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On the "Confirm the settings for this new deployment" 
page, confirm that the settings are correct and click on 
Next 

On the "The Deploy Software Wizard completed 
successfully" page, click on Close
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7 Initial Virtual Machine Testing of the HNGA 

Release 
With everything now in place it is possible to complete a number of tests of the SCCM baseline deployment using 
virtual machines in VMWare. 

These tests will prove the following 

• A virtual machine targeted at the new Baseline deployment becomes compliant to the new HNGA release 
• Once compliant, the test virtual machine has the correct HNGA software components installed 
• Once the upgrade has been completed successfully test rolling back to the original version of HNGA on 

the test virtual machine 
• With BuildStage configured correctly, prove that a virtual machine can be built successfully and be 

Compliant to the new HNGA release 

Once these initial tests have been completed you can then move on and complete the "Route to Live" testing by 
completing BuildStage testing and then testing in SV&I, LST and then Model Office, before moving rolling out the 
baseline into Production. 

In summary, initial testing the new HNGA baseline deployment on a test Virtual Machine is broken down into 2 
sections: 

Section 1 
• Identify a test Virtual Machine that is Compliant to an existing HNGA baseline. 
• Add the test virtual machine to the new base collection for the new HNGA version (the collection where 

the baseline is deployed) using a Direct Membership rule 
• Restart the virtual machine and make sure it becomes compliant to the new version of HNGA 
• Execute a PowerShell command to capture a list of installed applications and confirm that the list 

matches the bundle of applications in the new HNGA release 
• Remove the Include collection rule that was added for the test collection so that the test device reverts to 

its original HNGA baseline and make sure it become compliant again 
• Execute a PowerShell command again to capture a list of installed applications and confirm that the list 

matches the bundle of applications in the original HNGA release 

Section 2 
• Setup BuildStage so that test VMs build with the new HNGA version 
• Complete a test build of a virtual machine and confirm that on completion it is Compliant to the new 

HNGA version 
• Execute a PowerShell command to capture a list of installed applications and confirm that the list 

matches the bundle of applications in the new HNGA release 

7.1 Initial testing of the baseline deployment to a Virtual Machine 

Use the following steps to complete a test deployment of the new HNGA version on a test Virtual Machine. 
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In the Citrix Workspace, run the vSphere Client 

Set the IP address / Name as:' IRRELEVANT 
-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-i 

Then enter your credentials and click on Login 

In vSphere 5.5, all new vsphere features are available only 
through the vSphere Pint Client. The traditonal vSphere Client 
will continue to operate, supporting the same feature set as 
vfphere 5.0, but not exposing any of the new features in 
vtphere 5.5. 

The vSphere Client is still used for the vSphere Update 
Manager (slUM) and Host Client, along with a few solutions 
(e.g, Site Recovery Manager). 

To directly manage a single host, enter the IP address or host name. 
To manage multiple hosts, enter the IP address or name of a 
vCerter Server. 

If address /Name: IRRELEVANT I 

User name: Ialander 

Password: *sssss**s~ 

r Use Windows session credentials 

When the vSphere console opens browse to: 

Romford 4 VDI Clients 

Then open the console of one of the virtual machines 
that is configured as a branch counter. 

Note that at the time of writing the virtual machines 
configured as branch counters are 

IRRELEVANT 

However, any of the 12 virtual machines could be 
configured as a branch counter so you may need to 
search for one. 

If no VMs are available or in a usable state you may 
need to rebuild one in preparation for the testing. 

Login Close Hdp 

❑+ vicenter 
p }-.un.L.rxls_._._._._._._._._ 

I IRRFI F\/AMT 
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Restart the virtual machine and then make a note the 
hostname of the virtual machine and the baseline that it 
is compliant to. 

When the virtual machine starts up the CDU scripts will 
execute and you should be able to confirm both the 
hostname and compliance state. 

Login to the Primary Site server i IRRELEVANT and 
open the SCCM Console. 

Browse to Assets and Compliance 

Edit the membership of the baseline collection for the 
new HNGA release. 

Create a Direct Membership rule and include the test 
virtual machine. 

This will target the new HNGA baseline at the test virtual 
machine. 

Remember that you can check the properties of the VM 
to confirm that the correct baseline is now deployed to it. 

Restart the test VM and confirm that it tries to evaluate 
the new baseline. 

It should initially become Non-Compliant and display a 
message stating 

"Branch system update detected..." 

Assets and Cwnpiianre 
6 vim. 
IY o..v 
~u.e t!a:ign:ier Index 

uawwmb. 

uss - soave

}amrrarpr.  Rec.rt Aler6 (0)- Lacs updatcd04/17/2077133738 
saw.0 ~ 

Collection Variables I Distil len Point Groups I Secuity I Alerts I 
General Membership Hules I Power Management I Deployrnrenhi I Maintenance Windows

Membership rules determine the resources that me inducted n the collection when A updates. 
You can use memberslnp rules to add a specific object or a set of objects from a query. The 
colodion memberorip can also irclude or nod _de other colections. Membership rules can add 
onythose objects that are members of the limning collector. 

Membership rules: 

Rude Name I Type IColection Id 
HNGA 17. e3v2 Compliance Baseline Exclude P01007% 
MININT-OT000AN Greet Not Applicable 

Add Rule . Edit. Delete 

r Use incremental updates forthls collection 

,4n increnental update periodically evaluates new resources and then adds resources that 
qualify to this collection. This option does not rewie you to schedule a full update for this 
collection. 

Branch system update detecte d
l.osdino of HNGA Doused until counter is ranolirnt 
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After a while the device should become Compliant again 
but to the new HNGA version. 

Once the device has reported as Compliant you need to 
confirm that the correct HNGA component applications 
are installed. 

To do this open an Administrative PowerShell window 
and run the following command: 

Get-WmiObject -Class Win32 Product - 
Computername . I Format-Table Name, Version 
Out-File —FilePath 
C:\Com putacenter\InstalledApps.txt 
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Open the InstalledApps.txt file and confirm that the 
correct HNGA component applications that make up the 
new HNGA version are al l installed (refer to the HNGA 
release bundle document to confirm). 

Note that other applications that are part of the standard 
build such as Eracent or the SCCM client will also be 
listed. You just need to confirm that the applications tha  hat I R R E L EVA N T make up the HNGA version are listed and that they are 
the correct versions. 

It is also worth confirming that only one version of each 
of the Fujitsu specific applications in the bundle are 
installed. 

Make sure that only one version of the following 
applications are installed and they are the correct 
versions: 

IRRELEVANT 

Next, run the SCCM report "List of assets by compliance 
state for a configuration baseline", select the new HNGA 
release version baseline and confirm that the test VM 
counter is reported as Compliant 

If you are happy that the device has successfully 
upgraded to the new HNGA version and the correct 
applications are installed, you need to roll the device 
back to its previous HNGA version. 

Cofiowel~m Beeelln.lhm>. 1-17 1111, Yekn. . 

Rmnr. Ye6es.. 

Yew Rmn~ 
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Remove the Direct Membership rule that you created for 
the virtual machine from the new HNGA baseline 
collection. 

Reboot the virtual machine. 

It will attempt to re-evaluate its previously deployed 
HNGA version and will initially become Non-Compliant 
again. 

Confirm that the virtual machine becomes compliant 
again, this time to the original HNGA version that was 
installed. 

Collection Variables I Distribution Point Groups I aecu ty I Alerts I 
General Membership Rules I Power Monsoement I Deploysrerds I Meintenence Windows I 

Membership rules determine the nesoucee that are induded jr the collection when I updates. 
You can u-r ersNp rules to add a operate ebjed ore set of abjeds from a quay. The 
coledion membership can also hdude or exclude ether colections. Memberslip rules can add 
only those objects that are membem of the limding colledbn. 

Membership rules: 

Rule Name I Type I Collection b 
HNGA 17.73v2 Compliance Baseline Exclude P01 DB7% MINI

NT- TD3 AN Dred Not Applicable 

Add Rule .I Delete 

I use incremental updates forthis collection 

An Incremental .pdate perodicaly eualuatea new resources and then adds resources that 
qualify to this collection. lieu option does not rectum yes to schedule a full update for this 
collection. 

Branch system update detect 
Loading of HNGA paused until counter is compliant 

Please wait for software to update.......... 
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Once the device has reported as Compliant you need to 
confirm that the correct HNGA component applications I .

are installed. 

To do this open an Administrative PowerShell window 
and run the following command: 

Get-WmiObject -Class Win32_Product - 
Computername . I Format-Table Name, Version 
Out-File —FilePath 
C:\Computacenter\lnstalledAppsRollback.txt 

Open the lnstalledAppsRollback.txt file and confirm 
that the correct HNGA component applications that 
make up the original HNGA version bundle are all 
installed. 

Note that other applications such as Eracent or the 
SCCM client will also be listed. You just need to confirm 
that the applications that make up the HNGA version are 
listed and that they are the correct versions. 

Again, it is also worth confirming that only one version of 
each of the Fujitsu specific applications in the bundle are 
installed. 
Make sure that only one version of the following 
applications are installed and they are the correct 
versions: 

IRRELEVANT 

Run the SCCM report "List of assets by compliance 
state for a configuration baseline", select the original 
HNGA version baseline and confirm that the test VM 
counter is reported as Compliant 

IRRELEVANT 

ilililili~ 
list pf a.hby—ph—, slate for. wnlig—fion baseline 
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7.2 Initial BuildStage testing of the baseline deployment to a Virtual 
Machine 

Once you have tested that it is possible to deploy a new HNGA release to an existing virtual machine, you need 
to test that a Virtual Machine can be built and become Compliant with the new version HNGA installed. 

To do this you will need to do the following: 

• Add the TEST BuildStage collections for all hardware types (including virtual machines) to the SCCM 
base collection for the new HNGA release 

• Identify and rebuild a test virtual machine 
• When the build has completed, confirm compliance to the new HNGA release 

Use the following steps to prepare BuildStage to allow a virtual machine to build and become Compliant with the 
new version of HNGA installed 

7.2.1 Buildstage preparation for all TEST builds 

Use the following steps to configure BuildStage for TEST counters for the new HNGA release. 

Login to the Primary Site server IRRELEVANT and 
open the SCCM Console. `---------------------
Browse to Assets and Compliance 

Browse to Device Collections 4 Computacenter 4 
Branch 4 Compliance Baselines 

Locate and remove the following BuildStage TEST 
collections from any of the SCCM baseline collections: 

BuildStage_Compliance_TEST_PT_VM 
BuildStage_Com pliance_TEST_PT_M79 
BuildStage_Compliance_TEST PT Cielo 
BuildStage_Compliance_TEST_PT_BoxPX35 

When located delete the Include Collection Rules for 
these collections from the SCCM baseline collections. 

yysmrm [Omer COOSri,aoon M.m9rraeeneated rover, vq.orrcr nle,c3 sna} 

+- p,.

• ?a.... Assets and Cc npliance 
a w.. 

tJx3uta mdC'. 

.n..,~n...e yx.ec.A.e. xsr  a..ae anew

~urr.x.meq w.Aumm~. Mary. um..urtm.ro..nnnn. v. 
w. Y.4. 

r.n.•r.+•n. umey.+n rvwmgmwb.. pa C. S 
.•a a.s.. 

ic4aticia..m mn rm. 

ci cm-x.xwcwx q:r~s„r msemm,rmmm,.me erg ww .pie 

umeu~eeaemm. a ~weseeimva cans Mer~ww 

Bece.rt Alerts (0 -Lest updated: [4/12/2017 13:5938 

Culledien Vaiahles I Distubdion Point Greups I Securly I .sleds
Geneml Membership Rules I Ppwcr Managemerrt I Deplarmerds I Maintenance Wirdows I 

Membeshp rules determine the resources that are inducted in the collection when it updates. 
You can use membership rules to add a speef obje ore set of objects hom a 

query_Ti 

cdlectlon membership can also include or exclude other collections. Membership riles can add 
oreythese objects that arc members of the jmang collegian. 

Mrebeshp rules 

Rule Name T I Collection Id 
Ito-

6uuildS:ageComplianre LIVE PL Cal. Inc'. ride P213C373 
6 1dS.aoc Compliance TEST PT Gel. Irdude p31'33374 
r ~ 
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Browse to Device Collections 4 Computacenter 4 
Branch 4 Compliance Baselines 4 the folder for the 
new HNGA release. 

In this example we are using the HNGA 17.50 
Compliance folder. 

Edit the membership of the SCCM base collection for 
the new HNGA release. 

Create 4 new Include Collection Rules and add the 
following test BuildStage collections to the SCCM base 
collection for the new HNGA release. 

BuildStage_Compliance_TEST_PT_VM 

BuildStage_Com pliance_TEST_PT_M79 

BuildStage_Compliance_TEST_PT_Cielo 

BuildStage_Com pliance_TEST_PT_BoxPX35 

Note that the BuildStage collections are located in the 
following folder: 

Device Collections 4 Computacenter 4 Branch 3 
Compliance Baselines 4 BuildStage Compliance 

At this point all new TEST builds will be added to the 
SCCM Base collection for the new HNGA release. 

Note that a TEST build is one where the TEST build type 
is selected at the start of the task sequence rather than 
LIVE. 

When the builds have completed they will check their 
compliance to the new HNGA version. 

i .uIr&JNNGA I,wC..ar, . s. C rrph. < 0 
0 ~.< 1 comdd.<. sa,a~, sue, .wr..c.. 0 
o HNG4li.500seline_HNGA 1750 Camqunre 0,,e0! <_Nrr0Hpll.. HNG0.177OCwry.. 0
C _ omplunee eau<imunm H00GC00.00 Cm.. 

nNw n.sa p e..aa Nv.Nw-wl CepL o 0 

7ollectlon Variables I Dlrabutlon Point Gmcupe I Secu,My I Aleds I 

Denoral Membership Prides I Power Maregememt I Deployments I Maintaiance Windows I 

Membership rules detalrine the resources that are induded In the rrolledlon when M updates. 
You can use members-ip rules to add a spe c object ora set of obiedstrom a quay. The 
coiled on membership Cu,, also include or exclude other collections. Membership rules can add 
onythose objects that are members of the limiting collection. 

Membership rules: 

Rule Name I Type I Caledion 11 
Buid5lage Compliance TEST PT BaoPX35 Include P01004BD 
BuidSlage_Coreplience_TEST_PT_Gdo Include P0100374 --t

iidStaae Cg..liense TEST PT 079 Include P0100372 J 
- 

Add Rule .I Edo Delete 

r use Incremental updates for this collection 

J 

7.2.2 Test build of a Virtual Machine Compliant to the new version of HNGA 
Now that BuildStage has been prepared for TEST builds, you need to complete a test build of a Virtual Machine 
to confirm that once built the counter is Compliant to the new version of HNGA and that it has the correct HNGA 
component applications installed. 

Use the following procedure to complete a test build of a Virtual Machine. 
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In the Citrix Workspace, run the vSphere Client 

Set the IP address / Name as IRRELEVANT 

Then enter your credentials and click on Login 

In vSphere 5.5, all new vsphere features are available only 
through the vSphere Pint Client. The traditonal vSphere Client 
will continue to operate, supporting the same feature set as 
vsphere 5.0, but not exposing any of the new features in 
vsphere 5.5, 

The vSphere Client is still used for the vSphere Update 
Manager (slUM) and Host Client, along with a few solutions 
(e.g. Site Recovery Manager). 

To directly manage a single host, enter the IP address or host name. 
To manage multiple hosts, enter the IP address or name of a 
vCerter Server. 

If address f Name: I IRRELEVANT I 

User name: `slander 

Password: ********~ 

r Use Windows session credentials 

When the vSphere console opens browse to: 

Romford 4 VDI Clients 

Then open the console of one of the virtual machines 
that is configured as a branch counter. 

Note that at the time of writing the virtual machines 
configured as branch counters are 

IRRELEVANT 

Any of the 12 virtual machines could have been built as 
a branch counter so you may need to search to locate 
the VM that is required. 

When you have identified a VM for rebuild, note the 
hostname of the virtual machine. 

Login Close Hdp 

❑+ vicenter 
0'', .Y.Duli rts.-._.-._.-.-.-.-., 

IRRELEVANT 
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In the SCCM Console browse to 

Assets and Compliance and select Devices 

Search Devices and locate the SCCM device object for 
the virtual machine. 

Right-Click the SCCM object for the VM and delete it. 

nWS mtare enzl Canagu l aoM gn(Con 

~ . 

E 3 ~ , a.n,mm .,... a..,.

f o.+•.. w Assets and Compliance 
tu. 

• nav,go on index 
mom „ 

u..sw. uw . 
weip.e 

sox... x....y 

x...co.n..e* .,.wr«nereadn.
oa.i.. cw.em 

~.. [am.e.. wq a — 

x• >• 
F4v000.omeaes 

T ~^w Iwnr wwrm/ rmae. R

.nr[weo..e~mnoe..n ~:e.re..n4mm..m.am.n.gr.m. y~p

—

rn m». ,,*w . p...lr.ermn 

>•' nw..erayro 

sw..ra..r
ester[ Alerts (0) - Lass updered: 04/12/205' 1359:38 

Devices Search Results - 1 items shown 

minint-05 

Icon Name Client Site Code Client Activity 

'15 MININT-05FPT7U Yes POl Active 

X 

Deleting a resource from the Configuration Manager console will remove the 
resource record from the database. My active computer associations will else 
be removed. You would not delete this record until the operating system 
deployment migration is complete and them are no active computer 
associations for this record. 

Click the active computer association status to view all computer associations 
forthet system resource. 

System resources: 

Delete Cancel 

A 
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Open Active Directory Users and Computers, find the 
AD computer object for the virtual machine and delete it. 

File Edit view 

fine: Computers  r l euc oAIee.00eth j Browse 

Compulaa I Advanced I 

find Now 
Compute I minint-D5t7 

Owner 

_ J rear NI 
Pole: , 

Are you sure you want to delete the computer named 
'MININT-0T-PT7U7 7

search ieaul 
yes  

r 

MINIM.0 SFPIAJ Workstation or Server 

found 

Locate the associated AD user object and delete it.
File =dil view 

Fled: lusers. Contacts. and Groups J in _ - euc pes:dtce.co.uk j Thence.. 
Note that the user object will have the same name as Uaers.Contac[s,andQoups IAdvancedl
the computer object but will be prefixed with either PL- Find Now 

or PT- depending on if it was a TEST or LIVE build. "ante` I 1Nt FP TJ 

desQiP1 
G 

— 
J 

aearAu 

Ore you sure you want to delete the user named 
PTMININ1-O 1 U? ;s.-' 

In the vSphere console confirm that the VM has the 
CD\DVD drive connected to the ISO 
POL_BCR_WINPE_x64_v0-03.iso (or higher) 

flee 
O

Search 

PT.MININT-05FPT7U Else, 

i4mfrs,],1ounC,_,_,t

RELEVANT 
I e,e5mo 

F ShoorAl Deeres 4M... ~ —v r ca,araed 
Hardware '°"°'r r ewx,tttw.,m 

P 
UCPU. C 

vldeorard vicw•ra °"'toer3wn 
.ou musrnaner me ra rer, gtdx eeva, 

o YNnae.i~e aamam virWal 
DeerO 

then did Bre Cner. CDAVC 
0 SCSI wMrola l L51 Lopie S45 

O 00 0 0nd 
btto,ir Me tcobar. 

reroYD ad.el t00Xrux_sreeL_Cso_.. 
® Network.thotn1 
p Herd diekl 

sro oturoe 
Yirval Dlak 

C ryayl0ealre 

® Nrtwrk adaptr3 390_o-P 
wa2rs h 

OWnI 60LWNro a voe3,leo row2..• 

~NWe 
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Reboot the VM and boot from the CD-ROM Drive so that 
it boots into the WinPE boot image 

On the "Welcome to the Task Sequence Wizard" 
page, click on Next 

On the "Select a task sequence to run" page, select 
the current live Branch Counter Task Sequence. 

If you don't know which is the live one, check with GIO 
Build Management. 

Note that the minimum version number for the live 
Branch Counter Task Sequence will be v0.27 

Eiii 

11 ;I I 
2. *Hard Driue 
3. Network boot from Intel E1000e 
4. Remouable Deuices 
5. Network boot from UMware UMXNET3 

<Enter Setup> 

Task Sequence Waard 

Welcome to the Task Sequence 
Wizard 

This media is not password protected. CSe next to 
continue. 

Configure network seffings. CHCP is used udess 
otherwise speafied. 

Configure NeMork Settings... 

Configure Proxy Settings... 

-1n Next> 

Task Sequence Wizard 

Select a task sequence to run. 

Task sequences: 

flame I Desor lion 

DEP Admin_Wm8.1 u64_vL 1 LIVE -Task Sequence vi. 1(08/11/2016 
DEP Brandy Prod W 1A vC.26A BCR C/DlProd W IOLTSB -Modified By NM..

TEST - DEP_Branch_Prod_W 10 vc,27 P13... BCR C12/Prod W 10LTSB -Bran h Build 27. .. 
TEST DEP_Branh_Prod W10 x0,27 ITS-A... DO NOTLISE. BCR C/DiProd W10LT15-. , . 

P r...r.0 Ness> Cancel 
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When prompted to select the Build Type, select Test 
Build and click on the green tick to confirm. 

The build will now proceed, based on a VM, Test build. 

Once the build has completed and the counter has had 
its Compliance checked for the new HNGA release you 
wil l see a popup on the screens saying 

Build complete and compliant, click ok to shutdown 

Confirm that the correct HNGA component applications 
are installed. 

To do this open an Administrative PowerShell window 
and run the following command: 

Get-WmiObject -Class Win32_Product - 
Computername . I Format-Table Name, Version 
Out-File —FilePath 
C:\Com putace nter\l nstal ledApps.txt 

L 

Select Build Type O 
Please choose a build type for this computer 

Test Build 

0 

Build complete and compliant, click okto shutdown 

aii

.......... 

x 
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Open the InstaIIedApps.txt file and confirm that the 
correct HNGA component applications that make up the
HNGA version bundle are all installed. - .1.-.--

Note that other applications such as Eracent or the 
SCCM client will also be listed. You just need to confirm
that the applications that make up the HNGA version are
listed and that they are the correct versions. IRRELEVANT 
It is also worth confirming that only one version of each 
of the Fujitsu specific applications in the bundle are 
installed. 
Make sure that only one version of the following 
applications are installed and they are the correct 
versions: 

IRRELEVANT 

Once you have confirmed that the device has the correct 
HNGA applications installed then the VM BuildStage 
testing is complete. 

Next you will need to repeat the above build test 
procedure for each of the 3 physical hardware 
models used in branches by completing test builds 
in Hatfield. 

Currently the 3 hardware models use in branch are: 

Lenovo M79 
Cielo PHU 
Box PX35 

You will need to engage with a resource in Hatfield 
who can build a couple of each of the hardware 
models for you in Hatfield. 

These counters need to be shipped to Winnersh and 
will be used to test that a pre-personalised counter 
with the new HNGA version installed can be 
Personalised. 
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8 "Route to Live" Testing for the new HNGA 

Release 
When the initial virtual machine testing has been completed and you have confirmed that a test VM can become 
compliant to the new version of HNGA (with the correct applications being installed), you can start to follow the 
"Route to Live" testing process. 

"Route to Live" is a term used to describe the testing that needs to be successfully completed to allow a major 
upgrade to be deployed to Post Office Branch Counters. 

For a new HNGA release the "Route to Live" process requires that the following tests are completed successfully 

• Successful deployment of the new HNGA release to a set of current personalised SV&I counters 
• Successful deployment of the new HNGA release to a set of current personalised LST counters 
• Successful completion of physical LIVE counter builds in Hatfield that include the new HNGA release 

installed. These will be deployed and personalised in Model Office. 
• Successful deployment of a pre-personalised TEST counter with the new HNGA release installed into 

SV&I and completion of the personalisation process. 
• Successful deployment of the new HNGA release to a set of current personalised Model Office counters. 
• Successful deployment of a pre-personalised LIVE counter with the new HNGA release installed into 

Model Office and completion of the personalisation process. 

On successful completion of these tests you will be ready to: 

Deploy the new HNGA release onto production branch counters 
Configure BuildStage for LIVE counters 
Build new pre-personalised counters in Hatfield with the new HNGA release installed, ready for 
deployment into a Branch 

Use the procedures in the following sections to assist with the completion of the "Route to Live" testing. 

8.1 Deployment of the new HNGA release to personalised SV&l and 
LST counters 

With the initial Virtual Machine HNGA deployment and BuildStage testing completed, deployment of the new 
HNGA release to a personalised test counter in SV&I and LST is required next. The objective of the SV&I/LST 
testing is to prove that the new version of HNGA can be deployed to a set of physical devices of all hardware 
types that have been personalised and are in use, to confirm that the HNGA application functions correctly and 
then to prove that the same devices can be rolled back successfully to the previous HNGA version. SV&I and 
LST testing should be completed prior to deployment in Model Office or Production. 

The Post Office SV&I environment is currently based at the Atos office in Winnersh, although it may also be 
available in Hatfield soon. It consists of a number of simulated Post Office Branches using live network equipment 
and physical hardware. The Post Office LST environment is located in a Fujitsu testing facility in Bracknell. The 
counters based in SV&I and LST are personalised and are used to test all deployments, including new HNGA 
releases. 

The SV&I and LST device collections in SCCM are currently located in the following folder: 

Device Collections - Branch - Branches - SV&I and LST 
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SV&1 and !ST 43 items 

Icon Name 

IV LST - All Deployed 

10 SV&I - All Deployed 

10 SV&I - All Deployed - Cielo Tablet 

0 SV&I - All Deployed - Lenovo M79 

10 SV&I - All Deployed - PX35 (AIO) 

10 SV&I - All Deployed & Pre-Personalised 

io  SV&I - All Deployed Build 22, Build 23 & Build 26 

ao SV&1 - All Deployed Build 27 

SV&I - All Deployed Build 2S 

SV&I - All Pre-Personalised 

SV&I - Always Compliant Counters 

SV&1- Banbury (900041) 

t 0  SV&-I - Banbury (900041) Counter 1. 

10 SV&I - Barmouth (167641) 

10 SV&I - Barmouth (167641) Counter 1 

10 SV&1 - Garrabost (112869) 

SV61- Garrabast (112869) Counter 1 

SV&I - Garrabcst (112869) Counter 2 

SV&1- Glasgow (054832) 

8.1.1 SV&I Counter Types 

Limiting Collection Member Count 

BRANCH - All Deploy--- 3 

SV&I - All Deployed... 28 

SV&I - All Deployed 4 

SV&I - All Deployed 11 

SV&I - All Deployed 13 

BRANCH - All Deploy--- 82 

SV&I - All Deployed 2 

SV&.1- All Deployed 23 

Sf&I - All Deployed 3 

SV&I - All Deployed-.. 54 

All Past Office Branc... ID 

SV&I - All Deployed-.. I 

SV&I - All Deployed... I 

SV&I - All Deployed... 1 

SV&I - All Deployed... 1 

SV&I - All Deployed--- 5 

SV&I - All Deployed 2 

SV&I - All Deployed 3 

SV&I - All Deployed 9 

In SV&I there are 2 types of counters, Type C and Type D. Type C counters are not as locked down as Type D 
counters so that they can be used to access logs etc. when testing deployments. Type D counters in SV&I are 
configured with the same lockdown policies as production counters which means there configuration is more 
closely aligned with production counters. 

When testing a HNGA release in SV&I, you should always test on Type D counters! 

8.1.2 Testing a HNGA release in SV&I and LST 

Testing in SV&I needs to be as flexible as possible. There are collections configured that include all SV&I 
counters, and collections for specific simulated branches, including Banbury, Garrabost, Glasgow, Nantwich and 
Putney. However, on any particular date it is possible that these simulated branches have either too many or no 
counters available for testing. You may need to prepare the SV&I or LST counters in advance of any HNGA 
release testing to make sure that you have counters available for testing. 

For Build 27 or later devices, SV&I counters once personalised will by default fall out of any automatic BuildStage 
compliance collections. Therefore to test a HNGA release in SV&l it is a case of adding personalised counters to 
a collection (using direct memberships) that targets a specific HNGA baseline. 

In SV&l there should be a device collection created for each HNGA release that can then be added to the required 
HNGA base collection using an Include rule. This allows you to easily select whichever devices (based on 
availability) that you require to add to the SV&I test baseline and confirm they becomes complaint. 
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The following steps describe how to create the SV&I test collection for the HNGA release and then test that a 
device can be successfully upgraded and rolled back. Note that you will need an onsite resource in the SV&I 
location with the physical counters who can execute any tests required to confirm compliance. 

Login to the Primary Site server;_._ IRRELEVANT and 
open Active Directory Users and Computers 

Browse to the OU 

Data Management\Computers\Branch\SVI Test 
Environment\SVI Type D Builds 

Locate a personalized SV&I counter (computer name 
begins with S) 

You will need to seek agreement from the Atos staff in 
Winnersh that the counter(s) chosen for the upgrade can 
be used 

Open the SCCM Console 

File Action View Help 

Name T 

Saved Queries  J Saved Queries 
+ euc.postnffice.co.uk ,9jeuc,postoffc,. Domain 

Fie Acaon srs, Hde 

IX❑IXW IB I `181` T_~s 

.v 

+ _ AD-Tidy 

flrJtn 

• Co t rs 
L.*tc Management 

Buld 
compute,: 

0 Admin 
17 3 Branch 

tatfieldTestng 

Lve 

Lve Re-Personalised 

Lve Staging 
-_ _ - the ~nmp~an~_tngg~g

Lve Temp N.Rastart 
tve_TMP T,rpeC_(Nnpestart) 

LET Pre-Persmalised 

0 J 1ST Staging 

0+ ~zl LETTest Ervronment 

0 Model Ofbm 

0+ jpf Model OffivePre0em ,ofsed 

fA 1 Ntamad 
0 RDTTestEnv,onmerd 
O l SYI Test Environment 

B PenTest 

0 :l SY! TYpe C Builds 

B 
Test Prea tromp: hoed 

IRRELEVANT 

Al V27LB test Organirational ,. 
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Select Assets and Compliance and browse to the folder 

Device Collections - Branch 4 Branches 4 SV&I 
and LST 

If required, create a new Device Collection named 

SV&I at HNGA XX.XX 

Where XX.XX is the new HNGA version being tested 

Make sure that the collection "SV&l - All Deployed & 
Pre-Personalised" is configured as the limiting 
collection. 

Fclecr Tanis Search Tcols 

Home Felder Search 

~1 Ceaal[ Node U `p

NISNcldes LJ~ 
N Name Odd eared V nt 5 rdl Saw Sara 

ogaw; Gee SaQdxa- S,.dla• samNMS Caret vtll Caret M As 

Scope seh,e Cleans Sean 
f 1 a Arla and Caere aaoa a oe sisr a Oealee felectleln a CnmudceMn a F 

~,~G ane toi,ipBanae a SVRlend LST230ern5 

7 Arehire I "^ th

Enoch Icon Name 

Branches LST- Ad oePb"d 

'CTEST SU&I - All oepbyed 

LVE 5991- Al oepbyed - 6elo Tablet 

hl ode Office (MO( 
SV81- Al oepbyed - len000 MIS 

--- 
, svel - All oepbyed - 5X35 iwO) 

s~aiandEse 
_ _.. _ ...............:  

b s SCSI. Al oeolc✓ed & pre-PersonalkM 
-m W ia,,.r Bav„ee 

SV&.1 and LST 23 items 

Search 

Icon Inc 

_1$ SV&I - Updates Testing Sep 

SV&I - VSAT Machines 

SV&I at HNGA 15,96r3 

SV&I at HNGA 16.49.1 

SV&I at HNGA 16.49.1 Build 27 

SV&I at HNGA 16.85 

SV&I at HNGA 15.85 Build 27 

Browse to the folder where the base and sub-collections °" '°" . , . . - . 
0  r,~m~ Ada 

are located for the new HNGA release +.MN ye amMN Bam eaa 

oak Manage Devlin 6eedbad Saeal ss,rdas- n 6Nmv 
L 

aedA btall 
Nvnbvdlp ,nn~a se gad, ms Pearl ~wmb 6 

I ` i- 1 e eaecamcvndlaacc . cenoares wrlmcourmue a fnpaamcacr a e. eh e w 

Asebaed Camplare • 999016.85 Complhna 5hems 
1wn,i eompparrs - -~ 

O HNGA 1699.1 Lee Can Ony -

L HNGA 1615 Csmpliasce i l a
69361685 fmp1Nrce 6asd6se 

O HrAGS 151511pg,ade CACere, 
Q spans i _ i fly [omp5anc 85s4rn Camp5r 

O HNGA11.50C0mpl,arce yq HNGA 1685JINW 16.55 CemPBao Iesine.Cnar 
09 edge Compliance 

= 
kS 11PA51IGASIINGA14l5IXmpkma Ddine_Nw,mrpAert 

L7 HNGA 16111(M51) - HNGA 1665JINGA le esQnpiare Berra-01invs, 

Page 71 of 128 Version: V0-21, Date: 24 September 2018 ©9/24/2018 4:08 AM 
POL - BCR - HNGA Release and Compliance Baselines - VO-21.docx Classification: Unrestricted 



POL00337656 
POL00337656 

(') 

(omputacenter 

Right-Click the baseline collection and select properties 

Select the Membership Rules tab 

Add the new "SV&l at HNGA XX.XX" collection with an 
Include rule. 

At this point you need to add the SV&l Type D counters 
that wil l be used for testing the new HNGA release. 

The ideal approach will be to locate an SV&I Type D 
counter that is already compliant to the existing HNGA 
version through its membership of the previous "SV&I at 
HNGA XX.XX" collection. 

Add the target device to the new "SV&I at HNGA 
XX.XX" collection using a Direct Membership rule. 

When you have added the device to the new "SV&I at 
HNGA XX.XX" collection, view the properties of the 
target device and confirm that it only has one baseline 
deployment, and that the deployment is for the new 
version of HNGA. 

Over the course of the next few hours the target device 
should execute the upgrade to the new HNGA version 
and become compliant again. 

Collodion van ables I Dismt,rmmn Paid Goers I S°°"r I /mss I 
General Membershp Rise I Power Management I Deployment I Maintenance Windows I 

Membership roles determine the resources that are included In the collection when d updates. 
You can use membershp rules to add a specifc object or a set of objects from a query. The 
collection membership can also'mdude oreedude other colections. Membership rules can ado 
only those objects that are members of the Ii the collodion. 

Manberrilp roles: 

RJe Name IT lCaaesorr ld 

HNGA 16.49.1 Compliance Baseline Eulude P01 D0434 
B 1dStaae Conphance LIVE PL BooP:d35 Include P01004BC 
4 

Add Rule .I Fdi Doted,, 

D Use incremental updates ferthis collection 

Sr incremental update pedodioa0y evaluates new resources and then adds resources that 
qurityto this collectim. This option dces not require you to schedule a full update for this 
collection. 

Schedule a full update on this collection 
Occurs every 7 days dfecove 25/00201714'.15 SdtesYJe 

° I Cancel Pppfy 

SV81t at HNGA 15.85 3 items 

seevdr 

Icon Name + client Type client 

1 Computer Yes 

='i IRRELEVANT I COni iter Yes 

;!j Computer Yes 

J 

General Deplpynerns I Variables 

Devlaymatstu the resell :e: 

Software I Prc ran I Type I Celledim 
HNGA 16.85 Mender Baseline HNGA 16.85 Compianoe Be .. 
Ddinitlon Update.. Inesll Software Update P55I -AI Deployed 8 Pre-Par... 
Definition Update.. Install Software Update SVflI -dl Deployed 8 Pre-Per... 
Definition Update.. Ineall Software Update All Post Ott ice Branch Orono 
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To confirm that the counter has reported to SCCM that it List of assets by compliance state for a configuration baseline 

is compliant run the report "List of assets by compliance 
- . s~ t ~..A.u.eR. N~.• state for a configuration baseline". 

(n]TEM) tarnpliaiR Nine HNbP. 1/.]U aexline 

Confirm that all of the SV&I or LST devices targeted at 
(SYSTEM) GrnPr"art Hens HNcn n.m 1—i. =_

i IRRELEVANT
 NrvH~i']r E°ul^e 

the new HNGA XX.XX baseline are reporting as 
( ) Umph ,,t 7.m seseline 

SEM) •Mplatt a HN6 A.SO Eaceline 

Compliant. -------------i 

The following tests can only be completed onsite. 

You will either require one of the Atos staff in 
Winnersh to agree to perform the tests or request 
that a BAU engineer attend and perform the tests. 

The onsite resource in the SV&I location needs to check r r r r 
that the correct HNGA version is running using the on-
screen menu system. If you proceed further without authority you will commit a 

® criminal offence for which you could be prosecuted and/or 
disciplined. 
Post Office will monitor your use of this system. By 
logging on, YOU consent to information from this system, 
together with personal information about you held in other From the default screen press Enter or Touch the systems, being used to prevent and detect crime and 

Screen protect Post Office from loss. 

Choose System Diagnostics (82) from the Agreement 
Dialog. 

System Diagnostics Continue xal 

Choose Engineer (82) from the Diagnostic Options •• 
Dialog. 

Select the diagnostic function required. 

Engineer Manage Application Cancel 

82 e4 

Choose Node Info (22) from the Engineer's Menu Tue 16 Jan 1809:43 

screen. 
Select engineering function 

System 
Node Into IAdjust Scro ', r 

22 24 

The version of HNGA that is running will be displayed
next to Counter App Version RaYiew eossicn dMeilsh^n press Enter 

N_ V.1w 

Counter App VerNIer HNGA PAC AGE CEA_1750 sire t17.50.3 

Courtier App Patcb Version NA 

CeuMer Llb Veticn NA 
Counter Lib Parch Version NA 

IEUC Guild Verebnt 

GAL Config Vernier. 

GAL Lib Version 
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If you are happy that the device has successfully 
upgraded to the new HNGA version you need to roll the 
device back to its previous HNGA version. 

To do this, first you need to remove the device from the 
new "SV&I at HNGA XX.XX" collection 

Over the course of the next few hours the target device 
should execute the rollback to the original HNGA version 
and become compliant again. 

To confirm that the counter has reported to SCCM that it 
is compliant to the original version, run the report "List of 
assets by compliance state for a configuration baseline". 

Confirm that all of the SV&I or LST devices targeted at 
the original HNGA xx.xx baseline are reporting as 
Compliant. 

Again, the onsite resource needs to check that the 
correct HNGA version is running using the on-screen 
menu system 

If you are happy that the device has successfully rolled 
back to the original HNGA version and that the HNGA 
application is running correctly then the testing is 
complete. 

Note that the SV&I testing should ideally be repeated 
on each of the 3 physical hardware types. 

Lenovo M79 

Cielo PHU 
Box PX35 

For testing LST devices you will need to add the 
required LST counters directly to the "HNGA XX.XX 
Compliance Baseline" collection. 

Note that LST testing is designed to allow Fujitsu to test 
that the HNGA application is functioning correctly, so 
they will need to be engaged to complete any LST 
testing once the new HNGA release has been 
successfully deployed. 

L 

General Deploymede I Variables 

Deploymerteto the resouce: 

Software I Ro ran I Type IC imetion 
HNGA 16.85 Mextor aaseline HNGA 16.85 Coeptance Re.. 
Ddinilon Update.. Insall Software Update SV&I -NI Deployed 8 Pre-Per... 
De4tnrtlon Update.. Install Software Update 55&1-NI Deployed & Pre-Per... 
Dehnden Update ... Inxall Software Update NI Post Office Branch Oierts 

List of assets by compliance state for a configuration baseline 
m ae , 

p vi e a sccaw .._._._._._._ t~mEM, ~omnia x,~~ xnw ~sr Eoxllne 

<sysrFrq c~mpoarrt wsne xxw. v.w xaaellne  

revarem, comxr~a~r u~~e xxso. spa aeser~e 
SRELEVANTI 

(sssrawt) compllanr xork xxsn v.so as: 

'lam x e xn~, .se Ez Ilae 

HNGA. 17.50 Culnplidme Baseline Pruperties 

ollection Variables 7ebibdioc Point Gmups Secumy Nerts 
im,Yal Membeshp Rules 

I power Management I Deplgments IMartananne Wlndners 

Membeship rules delennne the resouces that are irduded it the collection when n updates. 
You ran ree membershp rules to add a spaced object era set of objects fmm a quay_ The 
collection merr Se tip car also Include or exclude curer cdkdlans, Membentip Hiles can add 
onlythose objedsthd a e members dthe lilting collection. 

Membership rules: 

Rule Name Type Detention Id 
SV&l at HNGA 17.56 Include P01RDS2C 
L06722700,02 17sed Not Applicable 

Mnllcahle u 1 
-Cl nr 

Add fame 'l l rdn . I I 
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8.2 Testing Personalisation in SV&I 
When you have successfully deployed the new HNGA version to counters in SV&I and LST the next test is to 
personalise the freshly built counters with the new HNGA version installed in the SV&l environment. This is 
required as it will prove that you can build replacement counters in Hatfield and they can be deployed and 
personalised onsite in a branch. If this test is not successfully completed in SV&I prior to deployment of the new 
HNGA version it represents a risk that the deployment (or replacement) of counters is not possible when a pre-
personalised counter has the new version of HNGA installed. 

The Post Office SV&I environment is currently based at the Atos office in Winnersh, although it may also be 
available in Hatfield at some point in the future. It consists of a number of simulated Post Office Branches using 
live network equipment and physical hardware. The counters based in SV&I are personalised and are used to 
test all deployments, including new HNGA releases. 

The process for completing this test is as follows: 

• Ship the TEST counters previously built in Hatfield to the SV&I site in Winnersh 
• Co-ordinate with the Atos staff in Winnersh that a counter in SV&I can be replaced 
• Arrange for an engineer to replace the counter with one of the freshly shipped pre-personalised TEST 

counters that has the new HNGA release installed 
• When the engineer is onsite the following procedure must be followed 

First you need to identify the hostname of the 
pre-personalised counter that you will be 
deploying into SV&I 

Note that this will be the serial number of the 
device prefixed by PT-

Get the onsite engineer who is going to 
replace the counter to get you the Hostname 
or Serial Number 

Open the SCCM Console 

•.~ 
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Select Assets and Compliance and browse to 
the folder 

Device Collections 4 Branch 4 Branches 
3 SV&l and LST 

Create a new Device Collection named 

SV&l at HNGA XX.XX 

Where XX.XX is the new HNGA version being 
tested 

Make sure that the collection "SV&I - All 
Deployed & Pre-Personalised" is configured 
as the limiting collection. 

Hone Polder 583rd, I 

r: nem Node 
~IAII Subfaldees 

TO " ,P U 
A. Name Ada sei fter4t `-__.I, sa.5 a.rem SzveGrzrrnt 

liojeAto cNwla - s3~d~. - 530018 s3talw, s~rrn spa. r>6 
Snipe ReFae mom Save 

Ea . Affieh erM Cn.ePlana s O,rUMu r G ills r femPVecaMer r E 

As..h and Compliance a SV&I and LST 23 items 

Archive mar"i 

_ 
Branch 1rnp N~,H

6m0,0h18 1 L56-Al Depbyed 

sum - AN Depbyed 

=
CCTEST 

LIVE SVd5 - AN Ltepbyed - (Oelo Tablet 

Model Office (YKS) 
:
QS

st
'

1v 5501- Al Deployod - Lenor° NA 

_ SY&IaM LS 

. r .............. R...I~~..e 
SY&I - AI Depbyed 8 Re-PersmakN 

SV&I and LST 23 items 

search 

Icon Name 

jo SV&I - Updates Testing Sep 

10 SV&I - VSAT Machines 

SV&I at HNGA 15.96r3 

SV&I at HNGA 16.49.1 

SV&I at HNGA 16.49.1 Build 27 

SV&I at HNGA 16.85 

SV&I at HNGA 16.85 Build 27 

Browse to the folder where the base and sub-
collections are located for the new HNGA ¢ ni 

' ' re ease 
iI 

Ole- H Eaa & 
Sanc6es• M3iees SName~ltems• ant

ll . 
pde[<raunbvy,V

1,000041,0 363,0 503,00 1L•mm 

+ _ 1 . A 1.s mM umoyma r OvarIes r oevioe cdlecoo e . c oumcenra r Brad r co 

ASaelaand Compilance • HNGA 16.45 Compliance items 

n,vtw lvay.l l.ompuame ~~ 

J HNGA16A91 WeCido Cnyy 

J HNGA 16.65 fnmpliarce 
o Nave 

HNGA 1605 00018 F 05 
LJ HNGA S6fi5 Upgrade Call.olons seasos.65_ueoo 1686 CemglexvB esl,._Ibmal.s 

.J HNGA 1;:`UCnmpliarce vY HeAl lS.as_H,IGH 1635 cmgfaxe 8880418 Eror 

UIennSlage Cwnplianra =I HAa 16.a5_HIIW 1615 Cwnplexv B eline_Navooyivnt 

J HNGA 1699.1 (N15Q Hell16.a5J1eAP 16.85 005104000eBls41e Uinwm 
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Right-Click the baseline collection and select 
properties 

Select the Membership Rules tab 

Add the new "SV&I at HNGA XX.XX" 
collection with an Include rule. 

This will ensure that any counter that you add 
to the collection will receive the new HNGA 
baseline 

Edit the membership of the "SV&I at HNGA 
XX.XX" collection. 

Add Direct Membership rule for the pre-
personalised counter that is going to be 
personalised in SV&I 

Collector variables I Distnbrsion Poirot Goays I security I weds I 
General Mevrbership Rules I Power Manaoemend I Dedoymerds I Maintenance Windows I 

Menbership roles determinethe resourcesthat are included inthe collection when l updates. 
You car use membership rules to add a spectre object or a set or obreds from a query. The 
collection membership can also nude or exclude other collections. Membership rues can add 
only those coiets that are members of the Binding collection. 

Menbashlp rules. 

HNGA 16.49 .1 Compliance Baseline Exclude P0100434 
,hyldOtaoe Complance LIVE PL BouPX35 Include I P01f1E4BC 

II

 Add Rule +I Edo... Delete 

Jot Jse lnmemsrfat rpdares forties eolstion 

An incremental apdate periodically evaluates new resources and then adds resources that 
qualtyte this collection. This option does not requse you to schedule a full update forths 
colle tlon. 

EIIV Schedule a fut~ update on tlis collection 
000rax every 7 days effective 25/0920171415 Schedule... 

OK Ca,cel Apply 

SV&7 at I A 1685 Properties 

J 

Collection Variables I Distribution Point Groups I Security I Alerts 1 

General Membership Rules I Power Management I Deployments I Maintenance Windows

Membership rules determine the resources that are included in the collection when it updates. 
You can use membership rules to add a specific object or a set of objects from a query. The 
collection membership can also include or exclude other collections. Membership rules can add 
only those objects that are members of the limiting collection. 

Membership rules 

Rule Name I Type I Collection Id 

PT-PCOGASKA Direct Not Applicable 

1 YI 

Add Rule * Edt.. 

r Use incremental updates forthis collection 

An ine-rrmw,tal r snare nedn.iiralle evobretee new seen, in-eras and the,, osirie seen, ass-eras Shad 
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The engineer should confirm that the Counter 
is compliant to the new HNGA baseline that it 
was built with at the start of the 
personalisation process 

The engineer should confirm that after the 
counter is confirmed as compliant, that the 
CDU scripts continue 

At the prompt "Is this a Type C Counter?" 
click on No 
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The engineer should confirm that the correct 
FAD code is automatically detected based on 
the counter position you have connected it to. 

Note that the counter in this example is being 
personalised on SV&I Banbury Counter 01 

You will need to enter the counter position as 
required and click on Finish 

The engineer should confirm that after the 
FAD code is specified, the Key generation 
starts 

_9 Post Office timaed Counter Deployment Utility (C DU) -. 

Welcome to the Post Cffice Limited Counter Deployment Utility 

a

(CDLI) Please enter the relevant infomtaton in the boxes below. 

FAD Code 

Cant', Site Na, 

-cinch Site 4d0re,, 

't~tlt It tl ~ l i 

s IFi Danbury 

5/&l Ato, Wmnersh Triangle 
Reading 
R41 STS, England 

Branch 900041. Node I 

To generate new keys for the counter we must collect random bytes of data. Please type on the keyboard and Swipe the screen at random until the bar below shows 100% 
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The engineer should confirm that the Printer 
test completes successfully. 

Click on OK when the print test is completed 

The engineer should confirm that the Final 
restart is initiated 
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The engineer should confirm that the 
certificates are installed 

You will need to click on Yes to install the 
certificates (click yes twice) 

The engineer should confirm that the 
Personalisation of the counter completes 
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The engineer should confirm that the Counter 
Business Application starts 

The engineer should confirm that the correct 
version of HNGA is running. Confirm that the 
new HNGA version is running. 

2 JidLei 
Review session details then press Enter 

Name Value 
F_1 

Usemame 
Counter App Version HNGA PACKAGE CBA_1773D131 (17 732J
Count, App Patch Version NA 
Counter Lib Version NA 
Counter Lib Patch Version NA 
[EUC Build Version] 
BAL Config Version 
BAL Lib Version - 
BAL Lib Patch Version L 
Breech Code 19DO04I 
Branch Accounting Code 900041 
Counter ID 1 
Counter Name S90004110101 
CounterFlHC ... ~, . . . MAIrv' _. -- 

- 

SPOTR - - 17: — 
MMGINS s4r, I 'F 

8.3 Deployment of the new HNGA release to Model Office 
Once testing in SV&l and LST is complete and successful, the next stage is to complete the testing in Model 
Office. The Post Office Model Office consists of two branches which are physically located in the Post Office 
headquarters in Finsbury Dials. The Model Office counters are effectively in use so before any testing is 
performed you will need to book a time slot when you want to perform the testing and raise the required change 
requests to notify the change management team what changes and tests you are planning to perform. 

There are a number of pre-configured SCCM device collections that have been created for Model Office. You 
can create your own if required but the ones created should cover most scenarios. 
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Model Office (MO) 16 items 

5c d 

Icon Name Linitiig Collection Member 
------------------------------------------------------------------------------------------------- 

MO All Machines 1 

MO - MI Machin 1 

MO - All Machines 0 

MO - All Machines 0 

MO - All Machines 2 

MO - All Machines 0 

MO - All Machines 1 

I RRE L EVAN T MO - MI Machines 

1MO - MI Machines 

MO - All Machines 1 

BRANCH - All Deploy--- 3 

MO - All Machines 0 

MO - All Machines 3 

MO - All Machines 1 

MO - All Machines 1 

MO - All Machines 1 

The two branches that make up the Model Office are referenced as 688 branch and 699 branch. Counters 
personalised in each branch of Model Office will have hostnames that start with the naming convention H688 or 
H699. 

MO - All Machines 6 items 

Computer Yes 

pal 

Computer Yes 
688 Branch 

Computer Yes 

jl ; IRRELEVANT Computer Yes 

Computer Yes 
699 Branch 

Computer Yes 

Again, the objective of Model Office testing is to prove that the new version of HNGA can be deployed to a set of 
live physical devices of all hardware types that are on the Post Office Production network, then to confirm that the 
new HNGA version is functioning correctly and then confirm that the same devices can be rolled back successfully 
to the previous HNGA version. 

To test a new HNGA release in Model Office you are required to use the standard methodology described in the 
earlier sections of using Include collection rules to set the required HNGA baseline version. Note that as well the 
option of upgrading all of the counters at each branch, you may also choose to upgrade just specific hardware 
types such as the Cielo Tablet devices the Lenovo M79 devices. 
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The following steps show an example test deployment to Model Office. You can modify this approach depending 
on the specific counters being upgraded. 

Login to the Primary Site serve; IRRELEVANT ;and
open the SCCM Console ............................_.--... 

f ~a.... Assess and Canpliarce 

Select Assets and Compliance and browse to the folder 
~ Ham F9der 

ella, 
1 Menage hRnBy f 

Device Collections - Branch - Branches - Model Create Mernye Uxi Fvxzlba~k Saws 9uv ads LUWII ~~6g Aa bns Sel hd 1b, lsen ~UdaOe Memb 5 

Office (MO) f dbark search 

4- = I Win aid Curnwlarce . Pandew I Delve cd&tloes . fnmpubcenfa 

A.oI. and Cnmpliance 4 Madd Office IMO) 6 items 

ApplooDnns 5ear~h 

• Camputacenter ion,, Manse 

• 

Archive t7 NO -638 li,n, 

Franck NO 639 Branch 

Bancha 
NO - 639 branch Tablets 

CCTEST  NO- All Deployed - Oela Tablet 

No- A➢ Ceploycd - Lam b 1479 
LIVE 

Model OEfi -(mot 

Identify which Model Office counters are to be upgraded 
to the new HNGA release. 

For the following example the "MO — 688 Branch" 
collection will be used. 

Locate the new baseline collection for the new HNGA HNGA 16.9.1 Compliance 5 items 

release that the "MO — 688 Branch" collection needs to ,, 
be added to. 

Iron Name 

0 f-P GA 15.49.1 Cdnpliance Baseline 

Edit the properties of the collection and edit the Q HNGA16.49.1_HNGA16.49.1CamplianceBaseline_Compliard 

Membership Rules. i HNGA 16.49.1_I—i 16.49.1 Compliance Baseline_Error 

HNGA 16.49.1_HNGA 16.49.1 Compliance Baseline_Noncomplianl 

l4JGA 15.49.t_HNGA 16.49.1 Compliance Baseline_unlmomr 
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Add the "MO — 688 Branch" collection to the new I - J 
baseline collection using an Include Collection rule. Coo donvariablesIDls<dhSionParttri, SslSeoa Iac,ts I 

General Membership Rules I Power Managemeer I Deployments I Maintenance Windows I 

The counters in the "MO — 688 Branch" collection should 
now be subject to the baseline for just the new HNGA 

Meo e, w rules de:emsine tins resou ces that are inducted in the ecllechon when it updates. 
Y; cannsemembeshpmlestoaddaspecticchlr orasetof bectslmmaquery The 
collection m shembep can ndalso ude or exclude other cdlectlons. Memberahc rules can add 

any these objects that are members d the iimting collector, 

release. 
Membership rclew 

ILIe Nene I T I Cc ran Id 
CJM -Oct Branch CS Deployments Edwin P010050A 
MO -S 8Banch lydude P0100448 

Add Rule .I EdL Delete 

Right-click the "MO — 688 Branch" collection and select U ""  ' ' 

show members. .,eneral Deployments Ivadableel 

Deploymerasto this resrurce : 

View the properties of one of the counters to confirm that
the device only has one Configuration Baseline IIINNGA,c49.1 M nts, Deedire IICNGGA G.49, .. 
deployed to it and that it is for the new HNGA release. D;Ilnhlm Update f_ Install Software Update MO - Machines 

DdirU en Update f Install Software Al Update MO - WI Machines 
Definition Update f Install Software Update All Post Office Br.. 

Over the course of the next few hours the target 
counter(s) should execute the upgrade to the new 
HNGA version and become compliant again. 

When the counter is confirmed in SCCM as Compliant, Mon„  1712:23 

an onsite resource needs to check that the correct 
HNGA version is running using the on-screen menu 
system. 

Review session details then press Enter 

Name ' Value 

_ 
Username 
Counter App Verelon HNGA PACKAGE CBA 1685 D077 [16.85.5] 

— — Coante,LbVere App chVersian NA From the default screen press Enter or Touch the press
Screen 

Lb Verslan NA 
Counter Lib Patch Version NA 
BAL Lib Version 

SALLlb Patch Version Choose System Diagnostics (82) from the Agreement 
BAL Contg Version Dialog  . 
BAL Confg Patch Version 
Branch Code 900041 Choose Engineer (82) from the Diagnostic Options 

Dialog. 
Branch Accounting Code 900041 
Counter ID 1 
Counter Name 4762,01 Choose Node Info (22) Engineer's the En ineer's Menu Counter Ref Darla Verelon MAIM MAIN47925945317 

screen. SPOTRATES_4433_5929587 
MARGINS_4411_5928706 
OTHER_ 3827_5900667 

Typically, the onsite resource (Post Office = Phil Jeary) 
HELP 0 0 

-
wil l also execute a series of regression tests to confirm 
that HNGA functionality is working correctly. 

When you are happy that the Model Office devices that 
were targeted with the new HNGA version have 
successfully upgraded you can begin the rollback 
process. 
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Locate the new baseline collection for the new HNGA 
release that the "MO — 688 Branch" collection was 
added to. 

Edit the properties of the collection and edit the 
Membership Rules. 

Remove the include rule for the "MO — 688 Branch" 
collection 

Right-click the "MO — 688 Branch" collection and select - 
show members. Ganeml Denoe lvanableal 

Oeplpyrrents to this re ource: 

- `' View the properties of one of the counters to confirm that 
the device only has one Configuration Baseline 

sa<twrc r e Gollecsen 
HNGA15.85 Mo or Deaellne HNGA1585 Co.. 

deployed to it and that it is for the original HNGA 
release. 

D.Wftbn Update{.. Install Snft—re Update Mo-Nl Machines 
Dehnrton Update f... Install Software Update MO -Al Machines 

Install Sokwae Update WIPo4Ofre 3_ 

Over the course of the next few hours the target device 
should execute the rollback to the original HNGA version 
and become compliant again. 

Again, an onsite resource needs to check that the 
correct HNGA version is running using the on-screen 
menu system 

If you are happy that the device has successfully rolled 
back to the original HNGA version and that the HNGA 
application is running correctly then the testing is 
complete. 

8.4 BuildStage LIVE builds in Hatfield 
Once you have successfully completed the deployment of the new HNGA version to a counter in Model Office, 
the next test stage is to build some physical counters with the LIVE build in Hatfield and to personalise the 
counter(s) in Model Office. Successful completion of this test will prove that newly built counters with the new 
HNGA version installed can be personalised. This will mean that pre-personalised counters with the new HNGA 
version can be deployed to any Post Office branches. 

Completion of this stage is broken into two parts: 

Part 1 — Preparation of BuildStage for LIVE counter builds 
Part 2 — Build a number of LIVE pre-personalised counters in Hatfield Compliant to the new HNGA 
version 

8.4.1 Part 1 - Preparation of BuildStage for LIVE pre-personalised counters 

Use the following steps to configure BuildStage for LIVE counters for the new HNGA release. 

Note that once this process has been followed, all future LIVE builds wil l complete with the new HNGA version. 
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Login to the Primary Site servs IRRELEVANT and 
open the SCCM Console. ----------------------------
Browse to Assets and Compliance 

Browse to Device Collections 4 Computacenter 4 
Branch Ht Compliance Baselines 

Locate and remove the following Buildstage LIVE 
collections from any of the SCCM baseline collections: 

BuildStage_Com pliance_LIVE_PT_VM 
BuildStage_Compliance_LIVE_PT_M79 
BuildStage_Compliance_LIVE PT Cielo 
BuildStage_Com pliance_LIVE_PT_BoxPX35 

When located delete the Include Collection Rules for 
these collections from the SCCM baseline collections. 

Browse to Device Collections - Computacenter 3 
Branch 3 Compliance Baselines 4 the folder for the 
new HNGA release. 

In this example we are using the HNGA 17.50 
Compliance folder. 

s : cenc,ceess.'5 i,M,n,ge.«on,xc,ccra1  ,,, ,r n., 

E *,accta.., 
.._„ 

m, 

t Assets and Compliance 

,►v..r,.~,. • Nmeganon index 
ab „ 

u s(*uw.n., 
weip.e 

x.,.Mmn.a.n.emnv.s.«ms.,..n. na....uw
0a.i.. cw.em [am.e.. wp. au.wnb M„i. ,.M 

_ r...•u+,>. 
F,pa. pu.am, 

T ,^w Iw.,r wwrm/ .mac. 
~n 

F.*srca 
y — 

rn m r,mw w.•R* p...lr.elmn 

0ecen[ Alerts (0) - Last updated: 04/11/205' 135938 

2J

Csllect,cn Vaiables I Diaribulion Point Gvups 1 5nccnty I Pleds I 

Gcncral Membership Rules I Power Manogascrrl I Dcplayncnte I Mantcnoncc WiMowx I 

Membeship rules determine the resources that are included in the collection when 8 updates. 
You can use menbershlp rules to add a specic object or a set of objects from a qjery. The 
collection membership can else include or exclude other collections. MembemRp rules can add 
ortythese objects that are nenbers of the hinting collection. 

Membeshic rules. 

Rule flame T I Collednn Id 

BuldS:aga_Complanee_LIVE_PL Celo Include P0100373 

D ldSneaa Consoliance TEST PT Gelo Include P91)10374 
1 

1

IS  es5eA 7so<a,.d1.oes a, am Compr.„  se..,0 .. aNN~„7.~0amdm NNa, 
• NNw,;.sa ceeh,,. eooc 7aeccmdv,aca,u,.E,.e,_--  c000rn.wca„e... a
a cuucu.ecR.auieciassu 750Camd'un,es.,.se.Nm.0m pil, Crary.. 5 
® seine NNGA -rsa cer sian.ea,,. e_Nnawwn HNGA 17.SOGnrry.. 
• Macc ii.so 0 mpxsea. e..eme mseco-xi orµ. e a 
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Edit the membership of the SCCM base collection for 
the new HNGA release. 

Create 4 new Include Collection Rules and add the 
following LIVE Buildstage collections to the SCCM base 
collection for the new HNGA release. 

BuildStage_Compliance_LIVE_PT_VM 

BuildStage_Com pliance_LIVE_PT_M79 
BuildStage_Com pliance_LIVE_PT_Cielo 

BuildStage_Com pliance_LIVE_PT_BoxPX35 

Note that the BuildStage collections are located in the 
following folder: 

Device Collections - Computacenter 4 Branch 4 
Compliance Baselines 4 BuildStage Compliance 

At this point all new LIVE builds will be added to the 
SCCM Base collection for the new HNGA release. 

Note that a LIVE build is one where the LIVE build type 
is selected at the start of the task sequence rather than 
TEST. 

When the builds have completed they will check their 
compliance to the new HNGA version. 

Collection Variables I Dsstthution Poird Groups 15ecvrity I Alerts I 
General Memberhp Rules I Power Management I Deployments I Mantenance Windows I 

Membership rules delemrhe the resources that are included m the colleaion when it updates. 
You can use membership rules to add a spectre obi era set of oblede from a query_ The 
collecion membership tier also include orexdude other coledions. Membership rules can add 
enythose objects that are membem of the limiting aelleetlm. 

Membership rules: 

Rule Name I T e I Collection Id 
BuidSlage_Corryliance_LIVE_PL BoePX35 Include PC1Gb4BC 
Buidstage Coapliance LIVE_PL_Cielo Indude PCfC•C373 
B idstaae Cmmliance LIVE PL M75 Indude PC16Q371 
s 

Add Rule .I Delete 

PV Use incremental updates forthis collegian 

An incremental update periodically evaluates new resources and then adds resources that 
qualify to this collector. This option does not requite you to schedule a full update for the 
collector,. 

8.4.2 Part 2 — Complete LIVE builds in Hatfield that are Compliant to the new 
HNGA version 

Now that BuildStage has been prepared for LIVE builds, you need to engage a resource in Hatfield to build a 
number of counters (using each of the 3 hardware types) and confirm that the counter builds complete as 
Compliant to the new version of HNGA. 

Have the resource in Hatfield use the following procedure to build some LIVE counters ready for deployment in 
Model Office: 
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On the "Welcome to the Task Sequence Wizard" y ToakSegueace YYrmrd 

page, click on Next 
Welcome to the Task Sequence 
Wizard 

This media s not passnord protected. Cids next to 
conti ue. 

Configure network settings. DHCP is used uriess 
otherwise spedfied. 

Configure Network Settings... 

Configure Proxy Settugs... 

Next > Cancel 

On the "Select a task sequence to run" page, select ; T sk Sequence wimrd 

the current live Branch Counter Task Sequence. Selects task sequence to run. 

Task sequences: 

If you don't know which is the live one, check with GIO 
Build Management. 

Name I Description 
D-PAdminWino. t_x64_v1.1 LIVE -Task Sequence v 1.1 (08/11/2016 -... 

Note that the minimum version number for the live 
DEP Brand Prod 5N 10 •0.26A BCR C.+b Prod l^110E 56-Modifed By  M.. , 

Branch Counter Task Se uence will be v0.27 q 
TEST-DEP_Brandr_Prod_W 10_v027 P%3... BCR C/thProd W 1OLTSB -Brands Build 27. .. 
TESTDEP_Brandr_Prod W1A_v0,27XT0-A... DO NOT USE. BCRC/b1Prod W1OLTS6-. , . 

P'evious Next> I canoe) 

When prompted to select the Build Type, select Live 
Build and click on the green tick to confirm. Select Build Type 

Please choose a build type toi this computer 

The build will now proceed, based on Live build. Live Build 

• 
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Once the build has completed and the counter has had 
its Compliance checked for the new HNGA release you 
wil l see a popup on the screens saying 

Build complete and compliant, click ok to shutdown 

At this message the counters can be shut down as they 
are ready for deployment. 

Build complete and compliant, click okto shutdown 

OK 

8.5 Testing Personalisation in Model Office 

X 

After you have successfully built a number of LIVE counters that are Compliant to the new version of HNGA the 
next test is to personalise one of the counters in Model Office. This is done to ensure that a counter that has the 
new version of HNGA installed can be successfully personalised in a branch. If a live production counter fails at 
some point it wil l need to be replaced and this test ensures that replacing a production counter is possible. 

In the previous test you wil l have built a number of counters with BuildStage configured to make sure that the 
counters have the new version of HNGA installed. You need to ship one or more of these counters to the Model 
Office in the Post Office Finsbury Dials Head Office in London. Once received a BAU engineer should be engaged 
to replace one of the counters that are currently installed with one of the newly built counters that are Compliant 
to the new version of HNGA. 

Use the following procedure to replace a counter in Model Office and personalise the replacement. 

First you need to identify the hostname of the 
personalised counter that you will be 
replacing in Model Office 

If required, get the onsite engineer who is 
going to replace the counter to get you the 
Hostname 

Page 91 of 128 Version: V0-21, Date: 24 September 2018 ©9/24/2018 4:08 AM 

POL - BCR - HNGA Release and Compliance Baselines - V0-21.docx Classification: Unrestricted 



POL00337656 
POL00337656 

(') 
(omputacenter 

In the SCCM Console browse to 

Assets and Compliance and select 
Devices 

Search Devices and locate the SCCM device 
object for the Model Office counter. 

Right-Click the SCCM object for the counter 
and delete it. 

0 

to.— Assets and Compliance 
E u.. 
f ae. 
1~ A Navganon index 

eoxq..,. oau[aagw 
Csa._.r..,..9 u...r~e,..

cxr.•,rn..e.r;.. e~+1•rui..x....w r~,..aivxp - .p

a..e..aca~re 

swa.,u n • ma w. 
Recent starts 101- last updatsd:01/iy2057 53:5938 

Devices Search Results - 1 items shown 

minnt-t5 

Icon Name Client Site Code Client Activity 

MININT-05FPT7U Yes P01 Active 

r J 
Deleting a resource from the Configuration Manager console will remove the 
resource recordfrom the database. ,yry active computerassociations will also 
be removed. You should not delete this record until the operating system 
deployment migration is complete and there are no active computer 
associationsforthis record. 

Click the active computer association status to view all computer associations 
for that system resource. 

System resources: 

Delete Cancel 

A 
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Open Active Directory Users and 
Computers, find the AD computer object for 
the counter and delete it. 

Locate the associated AD user object and 
delete it. 

Note that the user object will have the same 
name as the computer object but will be 
prefixed with PL as it was a LIVE build. 

Browse to the folder where the base and sub-
collections are located for the new HNGA 
release 

File Edit View 

And Computers In: ,J eon pootolficece.uk zi Browse

Computers I Advanced I 

Ford Now 
CornputernenHe I 

rrerint-05f6 

Slop 
Owner'. 

J dear Al 
Role: 

I ~ J Me 000-0 
a You ant to delete the computer named

,rr

Sen No 

wp'kutatlon or Se00er 

41 I J 

1 ilem(s) found A 

- JJ.J 
File Edit View 

Fnd: Users. Contacts, and Groups - In: ,h eup.aowoffce cp.uk 

Users. Canada, and Groups f ldvanced I 

Fnd Now 
Name:  r-0SPTTJ 

DesQipl 

J  ❑ear Al 

Are you wore You warn to deleoe the user named
t + Vi1+I NINi-0SFPTXI?

Yes No 

Search resub 1r

o H. 51100 
iJ 1 MYIyI WMIN nwscos l• 

Qeeh Marmge ped Feedback Saud 
S - 

nk = 

61605 
Murbae 

Adi 40zll 
Sdadedllvna- tl¢nt ~ Upd6ta 66mhash0 

Ct6... 
t A~ 6 d 6m,&&e0 . 0.05005, 6 oeewColl.duee1 e6pwo . 0 e a d , CO 

A:...e...d C...plen.e HNGA 16.85 Cempllance 5 item. 

HN1011009.l006rpIub10 

S HNG416491live GCp Cny 

..~ 0N641015Cmaiarce 
GY HUGh 1685 

 
mmE6aoe a_ne 

HNGA 16.55 Upgrah CeII.et,n +4 } HUlA 16.65 HXG6 COOS f plaxe 9aaAne 665X6a6 
J HNGA I;.A Cpmpliarce ,y} Hrafaa ]685 neon 1685 Camgfexe BelxkntErtar 

Teslstage Cpmpliarne C Q HU000 5_HXGa 1695 Camyf axaxe 6 lin Noneee*m 

HNGAie.asa t11N) twos o.95HXGC 1685 eomptexe axelingUnknaml
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Edit the membership of the "HNGA XX.XX 
Compliance Baseline" collection 

Create an Include Collection Rule to add the 
collection that includes the Model Office 
Counter being replaced. 

Connect up and start the counter 

Confirm that it starts up and logs in with the 
correct username (PL-SerialNumber) 

Note that the engineer should be able to 
confirm this and they should take photos as 
evidence of success. 

The engineer should confirm that the Counter 
Deployment Utility scripts start executing 
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The engineer should confirm that the Counter 
is compliant to the new HNGA baseline that it 
was built with at the start of the 
personalisation process 

The engineer should confirm that the correct 
FAD code is automatically detected based on 
the counter position you have connected it to. 

Note that the counter in this example is being 
personalised on Model Office Branch 
FAD688010 counter 01 

You will need to enter the counter position as 
required and click on Finish 

cLm• t--I __.,r._ _ 1T 

o:. < Model Ofbce FD 

Node m 

No eddrrss found 
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The engineer should confirm that after the 
FAD code is specified, the Key generation 
starts 

The engineer should confirm that the Printer 
test completes successfully. 

Click on OK when the print test is completed 
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The engineer should confirm that the Final 
restart is initiated 

The engineer should confirm that the 
certificates are installed 

Note that the certificate is a LIVE one. 

You will need to click on Yes to install the 
certificates (click yes twice) 

The engineer should confirm that the 
Personalisation of the counter completes 
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The engineer should confirm that the Counter 
Business Application starts 

The engineer should confirm that the correct 
version of HNGA is running. Confirm that the 
new HNGA version is running. 
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9 Releasing the New HNGA version into 
Production 

Once all of the testing has been completed successfully, the new version of HNGA is ready for release into 
Production. As with SV&l and Model Office testing the objective is to ensure that each device in Production only 
has one Configuration Baseline deployed to it at any given time, and that the correct HNGA version is installed 
and functions correctly. 

When the full Post Office Branch Counter deployment has been completed there will be over 25,000 counters in 
Production. For each HNGA release rollout the Post Office may have different requirements about which counters 
should be deployed to in which order. They may request a specific "friendly site" or set of pilot sites that need to 
be rolled out first, followed by batches of counters or even a "big bang" approach where all counters are deployed 
to in one go. 

To accommodate this you may need to create device collections that can be used to include batches of counters 
to the deployment. The diagram below is an example of how a HNGA rollout may look in the real world. 

Example HNGA Rollout 

HNGAXX.XX Compliance 
Baseline Collection 

HNGA XX.XX Baseline 
Deployment 

1I4~i 

This example can be described as follows: 

Day 1 
Include Rules 
Friendly Sites Col lection 
HNGA Stock Prep Col lections 
Live BuildStage Collections (if required) 

Day 2 
Include Rule 
5 Day—Tranche 1 Collection 

Day3 

~~Inc
lude

D 
In -Rule 

Dayy— Tranche 2 Col lection 

Day 4 
Include Rule 
5 Day—Tranche 3 Collection 

Day 5 
Include Rule 
5 Day—Tranche 4 Collection 

Day 6 
Include Rule 
LIVE —All Deployed Collection 
Remove all existing Include rules 

• Day 1 - A collection containing a batch of friendly sites selected by POL is added to the HNGA release 
baseline collection. Also the HNGA Stock Prep collection(s) and Live BuildStage collections are included 
if required 

• Day 2— the 5-day Tranche 1 collection is added to the HNGA release baseline collection 
• Day 3— the 5-day Tranche 2 collection is added to the HNGA release baseline collection 
• Day 4— the 5-day Tranche 3 collection is added to the HNGA release baseline collection 
• Day 5— the 5-day Tranche 4 collection is added to the HNGA release baseline collection 
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Day 6— the "LIVE — All Deployed" collection is added to the HNGA release baseline collection. The 
Include collections used on the previous 4 days are removed from the HNGA release baseline collection 

Note that after the deployment has completed but before the start of a new HNGA rollout, any Live counters that 
are still in the Stock Prep collections should be removed. 

Page 100 of 128 Version: V0-21, Date: 24 September 2018 ©9/24/2018 4:08 AM 
POL - BCR - HNGA Release and Compliance Baselines - VO-21.docx Classification: Unrestricted 



POL00337656 
POL00337656 

(') 

(omputacenter 
10 Glossary of Terms 

Iriii ... .-

Acceptance into service AIS Acceptance into service 

Active Directory AD Active Directory 

Branch Counter Refresh BCR The name of the project to develop an updated build for 
Post Office branch counters 

Counter Business CBA The application used by Postmasters to deliver Post 
Application Office services in a branch 

Counter Deployment Utility CDU The scripts used to personalise and prepare a new branch 
counter for use in a branch 

Global Infrastructure GIO Global Infrastructure Operations 
Operations 

Graphical User Interface GUI Graphical User Interface 

Horizon Next Generation HNGA A suite of component applications that together make up 
Application the application used by Postmasters 

Microsoft Installer MSI Microsoft Installer 

Model Office MO 2 simulated Post Office branches that are located in the 
Post Office headquarters in London (Finsbury Dials) 

Post Office Limited POL Post Office Limited 

System Center SCCM System Center Configuration Manager 
Configuration Manager 

Service Verification and Integration Service Verification and SV&I Integration 

Task Sequence Task Sequence TS 

User Acceptance Testing UAT Testing of the capability in SCCM to successfully deploy 
an application. 

Virtual Desktop Infrastructure Virtual Desktop VDI Infrastructure 

Virtual Machine Virtual Machine VM 
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Appendix A Current HNGA Versions 
The attached document contains a list of HNGA releases, including the version numbers for each of the 
components that make up the HNGA release (up to HNGA 17.73). 

Post Office Limited 
HNGA Updates.xlsx 
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Appendix B Production Rollout CRQ Templates 
The attached documents contain change request templates that can be used for the roll out of a version of HNGA 
into Production. The templates cover all of the required changes that will be needed to release HNGA, from the 
initial Pre-Cache of the HNGA content, deployment to SV&I, LST, MO and Production and also the 
decommissioning of a redundant version of HNGA as well . 

POL - Branch Counters - Win10 MONTH YEAR - 
Content Deployment_Prod - PRECACHE TEMPLATE 

POL - HNGA version POL Change Imp 
XX.XX- Content Dep Plan - HNGAversion 

POL - HNGA XX.XX deployment to branch counters - 
SV&I q q 

POL - HNGA XX.XX POL Change Imp 
deployment to bran Plan -HNGAXX.XXd 

POL - HNGA XX.XX deployment to branch counters - 
LST d 

POL - HNGA XX.XX POL Change Imp 
deployment to bran Plan - HNGA XX.XX d 

POL - HNGA XX.XX deployment to branch counters - 
Model Office 

POL - HNGA XX.XX POL Change Imp 
deployment to bran Plan -HNGAXX.XXd 

POL - HNGA XX.XX deployment to branch counters - 
Friendly Sites a 

POL - HNGA XX.XX POL Change Imp 
deployment to bran Plan -HNGAXX.XXd 

POL - HNGA XX.XX deployment to Production branch 
counters 

POL - HNGA XX.XX POL Change Imp 
deployment to Prod Plan - HNGA XX.XX d 

POL - Decommission redundant SCCM baseline for 
HNGA XX.XX © 0 

POL- POLChangeImp 
Decommission redui Plan - Decommissior 
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Appendix C Adding a New Hardware Model and/or 
Stock Prep Collection 

Periodically, the Task Sequence used to build a new counter in Hatfield will need to be updated. There may be 
a requirement to add a new hardware model to the build process for deployment as a Post Office Branch Counter 
or you may need to modify the build and change the version of HNGA being delivered, you may need to create a 
new Stock Prep Collection as well. 

The sections below discuss the processes required to add a new hardware model to the build task sequence and 
also how to modify the build to update the version of HNGA being delivered in the build. 

These activity should be completed by the GIO Build Management team under their normal operating procedures. 
Details below are provided for reference only. 

The following steps describe the changes that were made to incorporate the latest hardware model added to the 
Post Office Branch Counter environment, which was the Box PX35 All-In-One device. 

10.1 Adding a new Hardware Model to the build 
At some point during the lifecycle of the Post Office Project it may be necessary to add a new hardware model to 
the build process in Hatfield. 

For adding a new Hardware Model the steps are: 

Creation of two new BuildStage Active Directory groups, one for Live and one for Test devices 
Creation of two new SCCM BuildStage collections, one for Live and one for Test devices (the collection 
memberships are based on the two new AD groups) 
The current SCCM build Task Sequence needs to be updated to include the extra steps for the new 
hardware model. This will include hardware drivers and extra steps to configure BuildStage compliance 
for the new hardware model. 

Use the following steps to add a new hardware model to the current build task sequence: 

10.1.1 AD Group and SCCM Collection creation 

Login to the Primary Site server PVSCMPOL001 and _ Acnve Directory Users and Computers  -
o en Active Directory Users and Computers. 

rde "rm " Help 

3 Arne DlrecmrylJsersend Nmne Type De 

Browse to the following Organizational Unit
ec.poto 

g D 

p ,~ Aved Queaea 
cecc.uE 

J f+D'TidY 

$bgguild Cielo JVE ComPlanceGroup 
$~gpuld_Cielo_TEST_Complianc Coup 
~gguld M]9 LIVf ComplianreGroup 

Sccurily Group... 
Seu ty Group... 
Security Grorp . 

C nei tin %gBuld_Mig_IEST_C, ,pliancGroup Security

EUC:\Data Management 3 SCCM 3 BuildTestOU 

C J Computers 
a ,9 Data Management 

p Computes 
E L1a7 C0.M 13 

~E gauld P%35 LIVE ConplianceGroup 
gauld__PM35_TEET_Ca pIianc.Graup 

ftgpudWLIVE_Campllanc —p 
~9puld VM TEST CenplieneeGwup 

Security Group... 
Security Graup.., 
nccurtyGmup._ 
Security Group.. 

G'~ Groups 

XCM 

eaadT.sou 
p ~ Serverz 
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Create 2 new security groups named 

gBuild_HWModel_LIVE_ComplianceGroup 
gBui ld_HWModel_TEST_ComplianceGroup 

In this example for the Box PX35 device the groups 
created were 

gBuiId_PX35_LIVE_ComplianceGroup 
gBuiId_PX35_TEST_ComplianceGroup 

Note that you may need to submit a Change Request or 
BAU request to have the groups created. 

Open the SCCM Console and select Assets and 
Compliance. 

Browse to the following folder: 

Device Collections - Computacenter - Branch 4 
Compliance Baselines 4 BuildStage Compliance 

Create a new folder named after the new hardware 
model. 

In this example the folder "Box AIO PX35" was created 

? gBuiId_PX35_LIVE_ComplianceGroup Security Group.. 
,gBuiId-PX35-TEST-ComplianceGroup Security Group,.. 

Assets and Compliance 

' 0 Device Collections 

I. Applications 

Computacenter 

Archive 

Branch 

Branches 

Compliance Baselines 
- -- -- -------- -- --------------------I...... 

BuildStage Compliance 

Box AId PX35 

Cielo 

M79 

VM 
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Browse to the following folder: 

Device Collections 4 Computacenter 4 Branch 4 
Compliance Baselines 4 BuildStage Compliance 4 

HWModel 

Create 2 new Device Collections, one for LIVE, one for 
TEST. 

BuildStage_Compliance_LIVE_PL_HWModeI 

BuildStage_Com pliance_TEST_PT_HWModel 

In this example the collections created were: 

BuildStage_Com pliance_LIVE_PL_BoxPX35 
BuildStage_Com pliance_TEST_PT_BoxPX35 

Edit the properties of the Buildstage LIVE collection 

Make sure that the "Use incremental updates for this 
collection" box is ticked. 

Create an Exclude Collections rule and exclude the 
collection "LIVE — All Deployed" 

Note that "LIVE — All Deployed" must be excluded 
otherwise during a HNGA rollout there is an 
increased risk that counters could have 2 different 
HNGA baselines which is not allowed. 

Box AIO PX35 2 items 

Search 

Icon Name 

10 BuildStage Compliance WE PL BoxPXC35 

0 BuildStage_Compliance_TEST_PT_BoxPX35 

❑ BuildStage Compliance_LIVE_PL_BoxPX35 Properties 

GercroI Memhership Rules 

Membership n,les determine the resources that are included In the collodion when it updates. 
You can use membe,deC ules to add a speofic object or a set d objects from a query_ The 
culedim, membership can aso include or exclude athe cdledions. Membe dip rules can add 
onF, these ohjedsthat are members dthe lmding cdledion. 

Membership rules: 

Rule Nave Type Collection Id 
LIVE-All Oedrryed E dude P0100104 
ad build_query Query Net Applicable 

Add Rule Ede_. 

Use naemeetel updates farthis eolledron 

An hrcremadal update periodically evaluates new resources and then adds resources t,at 
rauelfyto Ibis mlledion. This optim does not regdre you to schedule a full updeteiorthis 
coleuNon. 

© Schedule a full update anthi, collodion 
Occurs every 7 days effective 13,09/2017 1103 Schedde... 

OK I I I I Acp 
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Create a new Query Rule for the LIVE collection named 
"AD_Build_Query". 

Use the following query 

select 
SMS_R_SYSTEM.ResourcelD,SMS_R_SYSTEM. Reso 
urceType,SMS_R_SYSTEM.Name,SMS R SYSTEM. 
SMSUniqueldentifier,SMS_R_SYSTEM.ResourceDo 
mainORWorkgroup,SMS_R_SYSTEM.Client from 
SMS_R_System where 
SMS_R_System.SystemGroupName = 
"EUC\\gBuild_HWModel_LIVE_ComplianceGroup" 

Note that the LIVE BuildStage AD group is referenced 
and that EUC\\ (2 backslashes) prefix the group name in 
the query code. 

Edit the properties of the BuildstageTEST collection. 

Make sure that the "Use incremental updates for this 
collection" box is ticked. 

Create a new Query Rule for the TEST collection. 

Use the following query 

select 
SMS R_ SYSTEM.ResourcelD,SMS R SYSTEM.Reso 
urceType,SMS_R_SYSTEM.Name,SMS_R_SYSTEM. 
SMSUniqueldentifier,SMS_R_SYSTEM.ResourceDo 
mainORWorkgroup,SMS_R_SYSTEM.Client from 
SMS_R_System where 
SMS_R_System.SystemGroupName = 
"EUC\\gBuild_H WModel_TEST_Com plianceGroup" 

Note that the TEST BuildStage AD group is referenced 
and that EUC\\ (2 backslashes) prefix the group name in 
the query code. 

BuildStage_Compliance_LIVE_PL_BoxPx35 Query Stat,, 

General Gitena Joins 

You can specify criteria to canoe the query and lint the results that are 
returned. 

Criteria: ®ICI ❑1C 1^] ) &I ❑0. 

11 BuildStage_Compliance_TEST_Pr_BoxPx35 Properties 

demon Varieties LFsbibution Peel croups security Al'rte 
,area' Membership Rules Power Managemerd neploymerts Mailenence Wmdews 

Mastership rules determine the resources that are included in the colle dion when it updates. 
Ta oecase , rbn sliprulos luaddesperuUcobi tureseC uhie'-1sfiuinnquey.Tc 
collection membership can also include or aaclude ether edledions. Membership rules can add 
onithose obledsthat are memoers ti the Imting cdlecton. 

Membaarp rulrs' 

FLIe Name Type Cdlection Id 
ad_budd_query Cheery Not Applicable 

Add fine l l  DJr1e 

© Use incremental updates farthis tole li on 

An Incremental update penodicaly evaluates new resources and then adds resources that 
qualify to the colledim. This option deer not ternary you to sdnedule a full updateforthis 
mlledim. 

iance TEST PT BoxPX35 

ertelal : Criter a Joins 

You can specify criteria to narrow the query and limit the resuth that are 
returned. 

im croup Name is equal to "EU Build PX35 TEST Com IianceGro 
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10.1.2 Build Task Sequence Modification 

As well as the AD Security Group and SCCM Device Collection creation, the SCCM Task Sequence that is used 
to build devices needs to be modified as well to add the extra hardware specific steps required for BuildStage 
compliance. 

The following Task Sequence steps only relate to what is required for BuildStage compliance. Build Management 
will handle the addition of any steps relating to the new Hardware Model (e.g. device drivers). The BuildStage 
compliance steps are shown below: 

Login to the Primary Site server PVSCMPOL001 and 
open the SCCM Console. 

Select Software Library and browse to the following 
folder: 

Operating Systems -3 Task Sequences -3 Branch 

Edit the current live Task Sequence used to build branch 
counters. 

In reality Build Management wil l copy the existing task 
sequence and create a new one with an incremented 
version number. 

Software Library 

Overview 

w - Application Management 

Software Updates 

Operating Systems 

Drivers 

Driver Packages 

IN Operating System Images 

, Operating System Upgrade Packages 

Boot Images 

0 Task Sequences 

► I L] Branch 

Li CRM Tablets 
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In the group "ComplianceAtBuildCheck" add a new 
Task Sequence Variable step named "Set Compliance 
AD Group — Live HWModef' with the following settings: 

Task Sequence Variable: OSDBuildGroup 
Value: gBuild_HWModel_LIVE_ComplianceGroup 

In the Options add the following conditions: 

A WMI Query that can identify the hardware type: 

For example for the Box PX35 model the WMI query is 

SELECT * FROM Win32 ComputerSystem WHERE 
Model LIKE rr%POS335%'r

2. The Task Sequence Variable "OSDBuildType" 
equals PL 

Note: Build Management will be able to advise on the 
correct WMI query when required 

In the group "ComplianceAtBuildCheck" add a new 
Task Sequence Variable step named "Set Compliance 
AD Group — Test HWModef' with the following settings: 

Task Sequence Variable: OSDBuildGroup 
Value: gBuild_HWModel_TEST_ComplianceGroup 

In the Options add the following conditions: 

A WMI Query that can identify the hardware type: 

For example for the Box PX35 model the WMI query is 

SELECT * FROM Win32_ComputerSystem WHERE 
Model LIKE rr%POS335%" 

2. The Task Sequence Variable "OSDBuildType" 
equals PT 

Identify the current HNGA version that is in production 
and that is required to be installed on the new hardware 
model. 

At the time of writing this document the Box PX35 
devices use HNGA 16.85 

ich_Prod_W1a_v0.27 Task Sequence Editor 

f Properties _Options 

Type: ISet Task Sequence Variable 

Name: Set Compliance AD Group - Live PX35 All-In-0ne 

Description: 

Enterthetask sequence variable name and value. 

Task Sequence Variable: OSDRuildGroup

Value: gBuild_PX35_LIVE_ComplianceGroup 

Pmr,mtas I Or,tbns I 
❑ Disable this step 

❑ Cenlinue on error 

j Add Condition - )< Remove X Remove All 

This group/step vii run If the following condtions are met: 
WMI Query SELECT FROM Win32 Comcutertvslem WHERE Model LIKE"POS335Z" 
Task Sequence Variable OSDDrildT,ee equals 'PL" 

Properties options

Type: ISet Task Sequence Variable 

Name: Set Compliance AD Group -Test PX35 A[ln-One

Description: 

Ender the task sequence variable name and value. 

Task Sequence Variable: OSDBuildGroup

Value: gBuild_PX35_TEST_CorrplianceGroup 

roperties I Options I 
❑ Disable the step 

❑ Cortinue on error 

?] Add Condition - >C. Remove X Remove All 

Ths group/step nil run if thefobwirg conditions are met: 
WMI Query SELECT' FROM Wr32 ComouterSvslem WHERE Model LIKE "4POS335 L' 
Task Sequence Variable Ot DteildTvve equals "PT" 
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In the group "Install HNGA" copy the step 

Upgrade to XX.XX (M79) 

and rename the new step 

Upgrade to XX.XX (HWModel) 

Where XX.XX is the current HNGA version 

Note that this step is used to install the required HNGA 
applications. 

Note that the next step is only required if there is a 
specific requirement to deliver a different version of 
HNGA to a specific hardware model. 

Previously during the early rollout of the counters there 
was a requirement to deliver HNGA 16.49.1 to Cielo 
PHU counters and HNGA 16.85 to M79 and Box PX35 
counters. This is not currently a requirement. 

(Optional Step if required) 

In the Options of the step "Upgrade to XX.XX 
(HWModel)" add the following condition: 

A WMI Query that can identify the hardware type: 

For example for the Box PX35 model the WMI query is 

SELECT * FROM Win32_ComputerSystem WHERE 
Model LIKE "%POS335%" 

Also tick the box "Retry this step if computer 
unexpectedly restarts" and set the "Number of times to 
retry" to 2. 

Install HNGA 
Upgrade to 16.85(M7) 
Upgrade to 15.85 (PX35) 

r+opemes or i 
Type: hail Application 

Name. upgm,& to 1 8 X25) 

Description: CDA 77ild 

install thetolowng applocaums 
II F 1 

. .,._._._._._._._._._._._._._._._.R-us 0hted ID __Adre raror,0cmn;~~ 

IRRELEVANT Id s~Peb-n8~9 IRRELEVANT 

Praperlies Options l 

❑ Dseble this step 

Q Retry this step if[nmptRer uneapectedlyredarts 

Numberof times to retry: 2 H 

❑ Cortinue on error 

Add Condition - X  Remove ?( Remove All 

This group/step wil — lithe following conditions are met 
WMI Quay SELECT' FRO_ MWin32 ComputerSistem WHERE Model LIKE"4POS3354' 

10.1.3 BuildStage testing of the new hardware model 

Once you have prepared the AD groups and configured the Task Sequence for the new hardware model, you 
next need to test that the device can be built. To do this you will need to do the following: 

• Add the test BuildStage collection for the new hardware model to the SCCM base collection for the 
current HNGA release 

• Build a counter using the new hardware model as a TEST build 
• When the builds have completed, confirm compliance to the HNGA release 
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Use the following steps to complete the BuildStage testing of the new hardware model: 

Login to the Primary Site server PVSCMPOL001 and 
open the SCCM Console. 

Browse to Assets and Compliance and select devices 

sprem C r:r.

• •o.mrma Assets and C—pLance 

yNaraam. Pomiga-ign Index 
O a.~ 

me Ns. 1 fAw•burwrl.ry w.r... aa...q. 

chart Yn'Wna n.dc - ".-

r Air "ma e - Sao.. 

n< 

y:c~gn.mrmme,aa. ..ark.tm. 

r.n,..tna.rum. re...P.nN.~xn~awmn~an poane. 

~' wn.aenmpe RecerK Alerts (U; - Las! updated. OQ/12:A1 13.5938 

sas~ ary 

Naar 

Browse to Device Collections - Computacenter 
Branch 4 Compliance Baselines 4 the folder for the „ N~ pm;° ak Mcb Gam

current HNGA release. °' "~"eN~,~"  ° 
XNW tiSp Gullne_MNGi']Se C°m nre Berelme_Error 

i~ 

HNGR 1I.1q Cwrp.,. ° 0 09

O HUrrAU.AA gooru_I*500,yJcoeh.Arr ireiru_rereph... H lfelnnp.. P 

® i. _ CamplNna arN~ntunbann 
NNGn 1..5° p e...Me PARK"-Artrer P

In this example we are using the HNGA 17.50 
Compliance folder. 

Edit the membership of the SCCM base collection for 
the new HNGA release. 

Create a new Include Collection Rule and add the test 
BuildStage collection to the base collection. 

BuildStage_Com pliance_TEST_PT_NewModel 

The BuildStage collections are located in the following 
folder: 

Device Collections 4 Computacenter 4 Branch 4 
Compliance Baselines 4 BuildStage Compliance 4 
NewModel 

At this point all new Test builds of the new hardware will 
be added to the SCCM Base collection for the current 
HNGA release. 

When the builds have completed they will check 
compliance against the current HNGA version. 

J Menoership Rules I rgwer Management 1 °  I wirdooa 

Mertdership rues detemine the msomces that ate inducted in the rnledion when I updates. 
You can use rremoerahp Use to add a specific object orb eel of objects from a query. The 
mlledicn merhershlp ran else include or emdude other collections. Memheshp rules ran add 
only these eLjeutsthat are member ti the be ilnq celleutiar. 

Marl=rhip rues: 

Rule three Type Collection lb 

Bulldttage-Compliance-LIVE-PL_VM Incbnde PO10034E 
Build ge_Compliaere_TEST_PT_VM Indrds PO1ORNB 

In IN I > I 

Add PUe • Edt. . @tae 

d Use ircremeet l rrpdatesf°rthis ooledi°n 
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Connect up and PXE boot the new hardware. 

2. *Hard Driue 
3. Network boot from Intel E1000e 
4. Remouable Deuices 
5. Network boot from UMware UMXNET3 

<Enter Setup> 

At the "Welcome to the Task Sequence Wizard" page, 
click on Next 

At the "Select a task sequence to run" page, select the 
current live Branch Counter Task Sequence. 

If you don't know which is the live one, check with GIO 
Build Management. 

Note that the minimum version number for the live 
Branch Counter Task Sequence will be v0.27 

Task Sequence Waard 

© Welcome to the Task Sequence 
Wizard 

This media is not password protected. CSe next to 
continue. 

Configure network settngs. CHCP is used uNess 
otherwise spe,fied. 

Configure Network Settings... 

Configure Proxy Settings... 

1 1evious Next> 
d 

iy Task Sequence Wizard 

Select a task sequence to run. 

Task sequences: 

DEP Admin_Wm8.1 x64_vl. 1 LIVE -Task Sequence vi. 1(08/11/2016 -... 
DIP Brand, Prod W 1A vC.26A BCR C/DiProd W IOLTSB -Modified Bet M.. . 

TEST DEP_Brand,_Prod W 10 A 27 ITS-A... DO NOTLISE. BCR C/D~Prod W1OLTES -. , . 

P r'dir.iy Ness> CWcel 
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When prompted to select the Build Type, select Test 
Build and click on the green tick. 

The build will now proceed, based on a test build. 

Once the build has completed and the counter has had 
its compliance checked for the current HNGA release 
you will see a popup on the screens saying 

Build complete and compliant, click ok to shutdown 

This completes the buildstage testing of the new 
hardware model 

Select Build Type O 
Please choose a build type for this computer 

Test Build 

0 

Build complete and compliant, click ok to shutdown 

OK 

I 

10.2 Build update to change version of HNGA and Stock Prep 
Collection 

In section 4.4 — Moving Forward with BuildStage Compliance, a number of options were discussed for how to deal 
with a change in the live version of HNGA and how that would affect the build timings in Hatfield and 
Personalisation timings in a branch. Option 3 was to update the Build task sequence to make sure that the new 
live version of HNGA is installed on the counter during the build task sequence and the build is completed with 
the counter Compliant to the new version of HNGA. 

For changing the version of HNGA being delivered in the build and adding a new Stock Prep collection the steps 
are: 

Creation of a new Stock Prep collection and include the new Stock Prep collection to the base collection 
for the new version of HNGA 
Update the version of HNGA delivered in the build Task Sequence 
Update the current SCCM build Task Sequence to add counters to the new collection 
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Use the following steps to update the build task sequence: 

Note that for the following example, the modifications used to deliver HNGA 17.73 will be used. 

10.2.1 Create the new Stock Prep device collection 

The first step is to create a new Stock Prep Device Collection 

Login to the Primary Site server; IRRELEVANT and 
open the SCCM Console. 
Browse to Assets and Compliance and select devices 

Browse to Device Collections 4 Computacenter - 
Branch 4' Compliance Baselines 4 BuildStage 
Compliance 

Create a new folder named 

HNGA XX.XX Stock Prep 

Select the new folder, right-click and create a new 
Device Collection named 

Hatfield HNGA XX.XX Stock Prep 

Where XX.XX is the new version of HNGA 

• entn Cmhg~latlm Mana9a (COOMaca Is PSI - Pnt011ce Nimry]aI 

s o...w Assets and Cemplance 
5 u~... 

• Navigalion Index 

O oroe i 

F, r..e_t -- 1 .Recent Alelt,(0)- L,st updated. 06/12/2017139936 

sar 5--'

r..h 

Assets and Compliance 

' ~' Overview 

Users 

L Devices 

User Collections 

i1 Device Collections 

- Applications 

Computacenter 

Archive 

Branch 

Branches 

_ Compliance Baselines 

~_ Build Stage Comp4rO 

u HNGA 17.70v2 Stock Prep 

HNGA 17.73 Stock Prep 

HNGA 17.73 Stock Prep 1 items 

-:2n Name 

Hatfield HNGA 17.73 Stock Prep 

< BuildStage C 

th

rra 
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When creating the collection make sure that the 
Incremental Updates box is ticked 

Also, set the collection to complete a Full Update every 
7 days 

Add the Collection ID column and make a note of the 
Collection ID of the new collection 

Locate the base collection for the new version of HNGA. 

In this example the base collection is located at 

Device Collections - Computacenter 4 Branch 4 
Compliance Baselines 4 HNGA 17.73 Compliance 

And is named 

HNGA 17.73 Compliance Baseline 

Collection Variables I Distribution Point Groups I Security I Alerts 

Genaal Membership Rules I Power Management I Deploymerra I Mdrdenence Windows I 

Membership rules delemrhe the resources that are indicted in the collection wirer a updates. 
You can use membership rules to add a specdlc object ore set of objects from a query. The 
collection membership can also Include orexcklde other colectlona. Membership rules can add 
onythoae sbjccta that arc members of the linking collection. 

Membership rules: 

Rule Name I Type I Cdlection Id 
PL-RJ72 9347 aced Not Applicable 

PL-PC0G55T0 Direct Not Applicable 
P -8A15232513 Direct Not Anollcable 
f ~ 

Add Rule H Edtt... Delete 

P Use inaememal updates forthis collection 

y Incremental update penod1caly evalua es new resources and then adds raseujeos that 
qualify to this colledion. This option does not require you to schedule a full update for the 
calleut,on. 

S heduleafull update as this collection 

Occumevary7daysd(active ll/07/28181356 Schedule._ 

OK I Canusi r' DFf.• 

HNGA 17.73 Stock Prep 1 items 

sears, 

Icon Collectlon ID — Name 

P0100774 Haffidd HNGA 17.73 Stock Prep 

~:e~aa om~.aaee aouu rsru sr~a 

• ,aoe m Q' .la dur.s..die rm
.aza~„~HNna,,. _r eaY„~. ~~,e a neat, rue d,-e_rnuole~a ~ ese t&amr 

eaid. a:..a c. I  55 5u5.'3, 5_m5500 lr.m,acanela,e.essa_pu,e 
ones am.rsatssthns see wrcmrn u. aunm. 

HNGA lease farina 
a . faapiurce 

,0 emarouse .ui surer. OnWnee 

~n ra.es cpraw:rm 

aNw Bees upy~.aacosKuon: 
HNtiA1'.SW[ Lompliance 
HNea 1 Iprt Lompliarce 

. fPiER .]3 Cofr Jia_rcy 
nscua ck meno told fdariaa - tut Stir areal 
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Edit the membership of the HNGA XX.XX Compliance 
Baseline collection and create an Include Collection Collemonvadablesl [retridionPoetGroupsI Sensaivlaens I 
rule to include the new "Hatfield HNGA XX.XX Stock General Merrbsrthrp Rules I Power Management I Depleymmda I Maintenance Windows) 

Pre ' col lection Membership rules d terr uine the resoree that are included r the collection wher it updates. 
p You can use membership rules to add a specflc ohjed or a set of objects from a query. The 

colection membersip can also include or exckde other colections. Membership rules can add 
onythose objects that are members of the limting collection 

Membership rules. 

Rule Narrre ITytre colection N jJ 
Hatfield HNGA 17.73 Stock Prep Include P01 PG-A 
SVMI at HNGA 1773 Include P010075F 

J 
Add Rule .I Edi.. Delete 

IV We Incremental updates farthis cdlection 

M increrrertal update penodicaly evaluates new resources and then adds resources that 
qualify to this collection. Ths option does not require you to schedule a full update for this •lllll~ collection. 

10.2.2 Update the version of HNGA delivered in the build Task Sequence 

The next step is to update the version of HNGA that is delivered in the task sequence. 

Login to the Primary Site serves IRRELEVANT and 
open the SCCM Console. ------------------------------

Select Software Library and browse to the following 
folder: 

Operating Systems 4 Task Sequences 4 Branch 

Edit the current live Task Sequence used to build branch 
counters. 

In reality Build Management wil l copy the existing task 
sequence and create and deploy a new one with an 
incremented version number. 

When the Task Sequence opens locate the group "Install 
HNGA" 

Software Library 

A 1  Overview 

► LJ Application Management 

► LJ Software Updates 

• U Operating Systems 

o Drivers 

Driver Packages 

Operating System Images 

Operating System Upgrade Packages 

Boot Images 

IJ Task Sequences 
= Branch 

CRM Tablets 

Page 116 of 128 Version: V0-21, Date: 24 September 2018 ©9/24/2018 4:08 AM 
POL - BCR - HNGA Release and Compliance Baselines - V0-21.docx Classification: Unrestricted 



POL00337656 
POL00337656 

(') 
(omputacenter 

Select Software Library and browse to the following 
folder: 

Operating Systems 4 Task Sequences 4 Branch 4 
HNGA Installation 

Identify the new HNGA version that required to be 
installed during the build Task Sequence 

Then locate the task sequence that was created to install 
the new HNGA version when a counter in Non-Compliant 
(this was created in Section 5.3.1). 

Edit the task sequence and copy the step "Change 
HNGA to XX.XX" 

Paste the "Change HNGA to XX.XX" step in the group 
"Install HNGA" in the build Task Sequence. 

Disable or remove the step that installed the previous 
version of HNGA so that the new step is the only 
"Change HNGA to XX.XX" enabled. 

Also, make sure that the "Change HNGA to XX.XX" step 
is above the step "Install StartCBA fix" 

Save the Task Sequence 

Add- Remove 1 8  (sl 7 4,  Pmdardse I opeorrs l 

--f! StooCBA Type: h oteL Appilcnm 

O-I-a isealtheregared HNGA Name: Change HNGA to 17.73 

O-16 Post HNGAIndar steps -.Lwet Description: Make meths[ the eoeee 
O Install StotOBAfa tto corm order 

Set FJSupport lanai ccceurt pass 
Rae SubbACL 
Run CC-SCRIPTSM.I,R lg.IgPr r Fsstaithefa., Pom CC-SCRIPT-5 aupReg~ryPE. 

',.... Restart CompNer .-. i 9ai I 
- Run CC-SCRIPT-FarceBaseineEva ss 

I Valid 
Valid IRRELEVANT'Valid Valid 
Valid 

I Vaud 
Vaud 

Add •- Remove , Q Q D 4 PmPe+ties lop 

Import ActiveDiredory Module j Type. 

Set Variable VM SyntheticUser Name. 
Set Variable SynthetieUser 

Set Variable OU Path Description: 

Set Variable Sec dyGeoup 
'Get random password 

'Create synthetic ussr
Add Synthetic User to local adm

Install the be 
O{+ FM allTtev2Applications 

----~1 E Nomad n6.2.200 
Set Nomad eection Level
Install Emcent 9.8.0.77 
:Install Post Office Font Files 
'Install VMWare Tools 

2 -Li krlall HNGA I IRRELEVANT 

- ~ Upgradeto 16.85{M79) 
i.--PI Upgrade to 16.85 (PX35) 

--® Upgrade to 16.85(VM-Lve. 

.....~ Upgrade to 16.49.1 NM -Tee:
--(/ 'Up9rade to 1649.1 (Geld; 

i Change HNGA. to 17.76x2 (' Install appli 

Ill HNGA 
-0 Upgrade to 16.85 (M79) 
-0 Upgrade to 16.85 {PX35) 
•0 Upgrade to 16.85 (VM - Live) 
0 Upgrade to 16.49.1 (VM - Test)'..:::.. 
-ID 'Upgrade to 16.49.1 elo) 
-~l Change HNGA to 17.70v2 

Install StartCBAfix 
• Set FJSupport local account pa: 
• Run SubInACL 
• Run CC-SCRIPT-Setup FolderPe 

Run CC-SCRIPT-Setup Registryl 
C. Port Charrje ((Po(t 3) 
Ok \t.t..l. rL,-...,.. rrlu .....t -3
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10.2.3 Update the current SCCM build Task Sequence to add counters to the new 
collection 

Browse to Operating Systems - Task Sequences - 
Branch 

Edit the Task Sequence that has been edited to deliver 
the new version of HNGA 

Locate the ComplianceAtBuiIdCheck group and then 
edit the step "Set ComplianceCollection..."

Edit the name to 

Set ComplianceCollection to XX.XX (Stock Build) — 
where XX.XX is the new version of HNGA 

Edit the Value to the CollectionlD for the new Stock 
Prep collection as located previously 

When you have edited these 2 settings, save the Task 
Sequence. 

• 

Add mq  Ro'— 0>tbrc~ 

370 S[Jd Type R o!A,o K ±j Ton. "Tso Sequaee Va 
o ol o

0 G. ii , ,.9.yao , Name_ Set GnTanaecallectior[01773[Stock @30dl 
~su ccmrfapa AC Croup -u oe~ipwn: 

Sa Compimce AC Coup -T. 
(~ Sa Campiaire AC Gaup  li 

-(} Sa Cgmplmce AC Croup -T 
n  Sd Cnmplaice AC Croup -li 

Y Sa-Cm. cI AC Group .T 
{ SH ComPimce AC Goup-b 

O SC Compimpe AD Group -T 
•Addenure renq Co.4ho 

-.~ osD euad Campfiance croup 

Odd 0O,OO,1n<e~mp~~ance 
I-i 2 Rd.cnn Bald 

O Ake(CAfgder 
f} Copy BCR live Ceka 

6Rarthe tack xWencevanaNename antivalue. 

Task Sequence Va~ebk mpliarcaColletlion 

vane pol o~ra 

Once the build task sequence has been updated, Build Management will take it through their normal process to 
release as the live task sequence. 

Remember that it will require Build Management or a Professional Services Project to be engaged to deliver an 
updated build Task Sequence. 
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Appendix D Force Compliance Baseline 
On occasion Fujitsu require access to a branch counter that they can use to test changes to the HNGA suite of 
applications. For example, Fujitsu may want to test a new version of one of the applications that make up a HNGA 
release. 

Due to the way in which the counters operate they must be compliant to a configuration baseline. If a counter is 
non-compliant the screen will be greyed out and the operator will not be able to interact with the counter. However, 
if the counter is targeted at a specific version of HNGA, it wil l always try to remain compliant to the specific 
applications that make up that version of HNGA. Within 2 hours of making any changes to a counter, it would 
become non-compliant and then reinstall any changed applications. 

To prevent this from happening a configuration baseline has been setup and deployed to the collection "Force 
Compliance Baseline" 

Force Compliance 5 items 

search 

Name 

Force Compliance Baseline 

Force Compliance_Force Compliance Basdine_Compliant 

Forme Cornpliance_Force Compliance Baseline_Error 

Member Count Members Visible on Site 

5 

5 

0 

Force Cornpliance_Force Compliance Baseline_Noricompliant 0 

Force Cornplianee_Force Compliance Baseline_Unkno%w 0 

5 

5 

0 

0 

0 

When you add a counter to this collection using direct membership, an Include Collection rule or a Query Rule it 
is removed from all existing baselines for versions of HNGA and becomes compliant to a baseline named "Force 
Compliance". i  _._._,.-.-.-.-.-.-.-.-.-.-._.-.-._.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.IRRELEVANT-.-.-.-.-.-.-.-.-.-.-._.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.....-..........._.-.....-.......-.....-... 

IRRELEVANT 
Once compliant, the counter can then be used to test new applications. 

When the counter is removed from the collection it will re-evaluate its compliance against its original version of 
HNGA and if required, reinstall HNGA to become compliant again. 
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Appendix E Pre-Caching HNGA Content on 

Counters 
With each release of a HNGA version the best approach will be to get the content out to counters well in advance 
of actual installation. This is because if the content has already been downloaded it will reduce the amount of 
time that a counter will remain Non-compliant after triggering the HNGA upgrade, as it wil l not have to wait for 
content to download before installation. 

The procedure to pre-cache the content will be to create a collection for the pre-cache deployment, deploy the 
HNGA Pre-Cache Task Sequence for the release to the collection and then to add batches of counters to the 
collection over a number of days. This should be completed under the required change control and monitored 
accordingly to ensure that the content is successfully downloaded to the counters. 

Use the following procedure (with the change control in place) to pre-cache the HNGA content to the counters 

Login to the Primary Site server` IRRELEVANT and 
open the SCCM Console. Browse to Assets Device 
Collections 4 Computacenter - GIO — Patch SA - 
Branch_HNGA 

Create a new Device collection named: 

HNGA XX.XX Content Distribution Collection Main 

Where XX.XX is the version of HNGA that is to be pre-
cached. 

Assets and Compliance 

• 0 Device Collections 

.__ Applications 

• Computacenter 

Archive 

Branch 

Custom Scripts 

• GIO - Patch SA 

Branch Template Collections 

Branch HNGA 

1. Branch_MS Patching 

' . _ Client Patching 

. _ Dyn Collections - CPM 

Server Patching 

Branch HNGA 14 items 

Icon Name 

HNGA_17.50v2_Content_Distri bution_[dlection_Main 
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Deploy the HNGA Pre-Cache Task Sequence to the new 
collection with the following settings: 

Deployment Settings: 

Action: Install 

Purpose: Required 

Scheduling: 

Assignment Schedule: As soon as possible, Occur 
every 1 day at 03:00 
Rerun Behavior: Rerun if failed previous attempt 

User Experience: 

Allow users to run the program independently of 
assignments: Not ticked 

Show Task Sequence progress: Not ticked 

Software installation: Not ticked 

System restart (if required to complete the installation): 
Not ticked 

Commit changes at deadline or during a maintenance 
window: Ticked 

Allow task sequence to run for client on the internet: Not 
ticked 

Distribution Points: 

Deployment options: Download all content locally 
before starting task sequence 

When no local distribution point is available, use a 
remote distribution point: Not ticked 
Allow client to use distribution points from the default site 
boundary group: Not ticked 

Allow clients to share content with other clients on the 
same subnet: Not ticked 

General Deployment Settings I Scheduling I User E'neriences I Didstbulon Poets I Nets I 

Action: I nstal. 

General I Deployment settings Scheduling I User 6cerisnce I Distribrtion Pains I Nerts 

This program will be available as soon es it has been distributed to the content servers unle 
Istertime below. For required applications. specify the assignment schedule. 

T -  rnt':ill Ire nearallahle'. 

.2 1 i ,3:53 r UTC 

E Schedule when ht is deployment~will empte: 

 - J t
'-._- r UTC 

Asagnmerol schedule: Neer... Edit 

Rene behavior: I Rerun t failed previous attempt 

General I Depbymn o cettlnon I Scheduling User Bpertence I Dlddbulun 'arts I Alerts I 

Nothcadon settings. 

r Ales users to run .he pregren independently of assignment: 

r Show Task Sequence progress 

When the sdredued sseignmert time is reached. allow the followr scti+riee to be perlorned outsid 
mairfcronno window: 

r Softwarelraralaten 

r system aslad (d refired to complete their tellatianl 

Wdtef@s handling to wndows Bsesdded devices 

P Commtchangesatdeadlnsorduinyama:nenancewindowhequse,esnets) 

tthis option a nee selected. soften will be applied en the eveday and canted leer 

Intend based diems 

r Nlow leak oyvence b n ba oiler er rho Hemw 

Seneral I Deployment Settings I ScheduEng I User Eeperience Distribution Points I Ned. 

Specify how dents irnerad wah the dstnbrhiow polmsto female cement from packages u 
sequence: 

Deployment options: 

I Doco lead all content locally before sta ling task snper,ce 

Clients will always try to get content from distribution points in dorset boundary group. In or 
distribution points in neighbor boreda ygroup can be controlled: 

r When no bcal disc hctlon point is available, use a remote distribution point. 

When this corr.md a not available on any distribution points in coned and neighbor bound 
the dent to us=_ a dstrihubon pout in sie default borrdary group. 

F Allow diertsto use distribution points from the default ste ooendary group 

E Allow clients to share content wth other diems on the same s bnet 
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Once the deployment has been setup, collections of 
counters can be added to the deployment collection as 
per your requirements using Include Collection Rules. 

Note that an approved change will be required to allow 
you to add counters to the deployment collection. 

Collodion Vadab as I Diotnbution Point Groups I Rewiy I Alerts I 
General Membership Rules I Power Manegemert I Deployments I Maintenance Windows I 

Membership roles determine the resources that are included In the collection when it updates. 
You can use membershp rules to add a spectre ohled ore set of objectsfrom a query. The 
coleotion membership can also include or exckde other collections. Membership rules can add 
er, those objects that am members of the hooting collection. 

Membership rules: 

Rule Name I Tops I Collection Id 
HNGA 17.50r2_Content_DishibWan_Prad2 Include F0100619 
HNGA 17.56v2 Conlatl Distnbutlon Pmdl Include FDl 1>116 16 

I J 
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Appendix F Decommissioning an obsolete 
Configuration Baseline 

After the release of a new version of HNGA you may need to decommission an old HNGA compliance baseline 
so that it can no longer be deployed to a branch counter. This will typically be required under the following 
circumstances: 

The version of HNGA is more than 2 versions behind the current production version, is no longer targeted 
at any counters and is no longer required for deployment. 
The version of HNGA is a pre-release version that has been tested in SV&I, LST or Model Office but has 
failed testing or an issue has been discovered during testing. The potential rollout of this version of 
HNGA has therefore been cancelled. 

The procedure for decommissioning a release of HNGA is quite straight-forward and involves the following steps: 

• Removal of the Configuration Baseline deployment 
• Removal of the HNGA Install Task Sequence deployment 
• Removal of the Baseline Device Collections 
• Archival of the configuration baseline 

Use the following procedure to decommission an obsolete Configuration Baseline. 

Login Primary Site .,„rman:r,<ona~Naaw,~~e~apmm,.. to the server[ IRRELEVANT and M . 
open the SCCM Console. Browse to Assets and 
Compliance and select devices 

4. 

• 3a....~ Assets and Compliance 
yeM. 
F o.o 

♦vxmca.wm Na~iyation Index 
Oanix rtne 
Seer oe. •`puree^ uw Nmgewene.munl.eweb.newmury, a..... eemew 

>Mwtleufp.a ew..r 
~5dr..•ueae9

e~mu..m., •v .~it.onn.en M 
e.e4ee 

]u.µ.osmsy. ~eieuw nmmgnew M•ae.wM } ~. ~' 

Ju(apaex.w.ee Oe.xm M'[urgue meemmmm.mmnrt eppeetw+ ew~m 

1tiN.rlNs.aem.ewx M.e.e rim.WlPbn. 0. e 

1 • m....wremp~ 8ecert Alerts (0) - Last updated. 04/12/2017 134338 

s.tw..w..~ 

• ee°,evan

,'t iu.eewra 

vee4 

Browse to the Device Collection folder that contains the HNGA 17,7OC yiainm5 ems 

baseline that is being decommissioned and confirm that 
the baseline is not targeted at any counters by 

lcnn Name LM0Fg Cobon Menber Coal 

„NGA 17.70 badhr~rnGA 17.7" canptiance„asdicecompuanb „NGA 17.70 Ca'ryfw... " 

confirming that the member count is 0. "N101 0. ,l4.
HNGA 17.70 OesdlneJNW 17.70 [bmpllanre L li.-e_N,,e, I[... I ING. 17.70000,11!. 0 

NNG0.11.10 —M.NVGO 17.. Canpllance Radom lMarawn „N(i111.00lunip4.a... 0 

NNGA 17.70 mlnpiwm c ORNICII - Al OWIQY... 0 

You may also need to edit the membership of the HNGA 
XX.XX Compliance Baseline collection and remove any 
Include or Exclude rules. 
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Select the HNGA base collection and delete the 
baseline deployment "HNGA XX.XX Baseline" 

HNGA 17.70 Complains 5 items 

1 5 rch 

Icon rem _ IMIwUCMleem Memter Caum 

n' J' 1044.017.70 lA  dvoHNG41730 Canpbnce 9 test-Gompfat HNGA 17.70 Condo... 0 

W 1+1417.70 040,no HNGA 17.70 Cunpliance E dlne_Erroe H40017.70 ranpl'a.. 0 

IM1417.70 -0ine_HN50.17.10 rmrpllenre gas line Nonmmpll_. 1450 17.70 Canpl2_. 0 

!140417.7004dlrreHN0017.70 roe,rllence a dlre llnknam 10404 17.70 mnfd_. 0 

HINGA 17.70Umpliece Ooeditn 041401-MID My_ 0 

IINGA 17.70 Compliance 0aseline 

Icon Software reatureType Deployr,ant Sao Time Purpa

0 HNGA 17.70 a0ellne 00011414 11/02/201010:27 Ke paiood 

Select the Noncompliant sub-collection and delete the HNGA 17.70Complaince 5 items 

HNGA Task Sequence deployment l.0eerrl

"HNGA XX.XX Install" _ _
koyn 

Name 

001417.70 0adirrs HNGA 17.70 Cori re Reoehme_Cimplarlt 

nmdecl Collection 

HNGA 17.70 (onpla__ 

Marker00pt 

0 

10 0044 17.70 lnsdlrre_HNGA 17.70 Canpllance & dine- Erar 111140 17.70 Complb... 0 

0 000.417.70 Ba l00_000GA G]0 compliance Oaekle_Nmcumli... 704011.70 (ample... 0 _ 

47 H04417.70 Xaodine HNGA 17.70 rmipllenn axolne m,l e. 400417.70 Complla.. 0 

r 1104. 411.10 Camplarrce aaedere 1000CH - Al Deploy_. 0 

Browse to the folder Assets and Compliance - 
Overview - Device Collections -Computacenter - 
Branch 

Edit the membership of the collection "BRANCH - 24hr 
Maintenance Window" and delete the Noncompliant and 
Unknown Include collection rules from the HNGA 
release that is being decommissioned. 

HNGA 17.10 0a4ellne_NNGA 17.70 Compliance 0074eline_NOnculnplenl 

Iran Software Feature 1770 I)eploymelN SGrt Hme PurplEe 

o mlA_17.70_I40all Task Sett-re 11,!02)201810:25 Required 

Collection Venables I Distribution Point Goups I Seemily I Aleds I 
General Membership Hulas I Power Managemero I Daploymemo I Meidenance Windows I 

Membership oboe cetenine the reeoumeE that are included n the collection when it updates. 
You can re mentership rtes to add a sperdc rioted 0101111 d ebiozlsfmm a queor The 
collection memberdlip can also include orecdude other colledons. Menlberahip rules can add 
only those objects that are members of the lidi-rg cdl  ton. 

Membership rules: 

Rule Name T 

P L `,'(n1) branch tlarch 2012 Patch Deobovment $o,ul Include 

Add Rule .I Ddde 

Browse back to the Device Collection folder that HNGA 17.70Comdairxe 5 items 

contains the baseline that is being decommissioned then
highlight and delete the 4 baseline sub-collections. """ Nama enllnmralo 0Non Namb0. COWS 

" HNGA S1.J0 9avdere_1VG417.70 Carplorn¢ Bavelewv Cbnplirt 0010.1].70 ample... 0 

Q 77004 17.70 D.eed'ee_1M10717.70 Cacdnnce N.oBd.o One N11GA 17.70 m"ple_ 0 

11044 17.10 005doo_1MG417.70 Complium Betel p_Nlepoeell... 001011.70 Conde... 0 

010. 17.70 eesdem_HNG417.70 CardurcO He darc_OAdowwn 0440 17.70 Candor... 0 

:104017.7014,07101000,400. 04.440 1. Al Deploy 0 

You are about to delete the selected collections. 

r Delete each collection member from the database 
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Highlight the main "HNGA XX.XX Compliance Baseline" 
Collection and attempt to delete it. 

You will be prompted that the collection cannot be 
deleted due to the following references. 

This is caused by the collection being included (with an 
Exclude Rule) in all of the base collections for the 
previous HNGA releases in SCCM. 

Make a note of the list of collection references and 
remove each of them from the referenced collections. 

When you have removed the collection from the 
referenced collections you can delete the "HNGA XX.XX 
Compliance Baseline" collection 

Now that all of the collections relating to the baseline 
have been deleted, delete the "HNGA XX.XX 
Compliance" folder. 

HNGA 17,70 Cflmplaince 1 items 

Icon Name 

jo HNGA 17.70 Compliance Baseline 

J 
The sdeded colectons cannot be deleted. To dektethese collections tbefollowhg references 
moat he deleted. 

HNGA 17.70Compliance Baseline 
HNGA 11700 rnplianoe Baseline 
HNGA 17.70Comvliance Baseline 
HNGA 17.70 Compliance Baseline 
HNGA 17.7OCompliance Baseline 
HNGA 17.76Complianoo Baseline 

HNGA 15.96r3C4mpliarne Basefne 
HNGA 16 85 Cumdance Baminn 
0960 16491 Compliance Basefne 
Force Complance Basefne 
01160 1760 Cmepiance Basefne 
HNGA 17.50 Candlance Baselnel1l 

OK 

Collector Variables I Lh tribhion Point lrcups 5e—fts' 1 Plena I 
General Membership Files I Power Manegemart I Depkymrds I Meslenence Windows I 

Membemfip rules detemrine the resources that ere inducted in the collection when d updates. 
You can use membership rodents add a spe he object or a set of objects from a query. The 
cdlection membership can also indude or exekde aher collcchons. Membemlip mks can add 
any those objects that are members of the funding colectlon. 

Membership rules: 

Rule Name I Type I Collection Id 
HNGA 17.56 Cemolar,c Realms &chide P0100512 

f r 

add Rule .I Err Delete 

HNGA 17.70 Complaince 1 items 

twos Name Limiting Cdlmon 

jj HNGA 17.70 Compliance Baseline BPANCH-Al Deploy... 

You are about to delete the selected collections. 

r Delete each collection ,ee,eberfrom the database 

OK I Ca cd 

Assets and Compliance 

HNGA 15.9&3 Camptic nce 

HNGA 16A9.1 Compliance 

HNGA 16A9.1 Live Cielo Onry 

HNGA 16.85 Compliance 

HNGA 16.85 Upgrade Collections 

HNGA 17.50 i'nmpliarre 

_ HNGA L1.70 Com~eina5' 

< HNGA 17.70 Complaince 0 ilearns 

tron Name 
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Browse to Assets and Compliance - Overview - 
Compliance Settings - Configuration Baselines 
-)Branch 

Confirm that the baseline that is being decommissioned 
("HNGA XX.XX Baseline") is no longer deployed. 

Branch 9 items 

Icon Name status Deployed User Setting 

Force Compliance Enabled Yes No 

Force Compliance Test 2 Enabled Yes No 

HNGA 15.96r2 Enabled Yes No 

HNGA 15.96r3 Enabled Yes No 

HNGA 16.24.4 Enabled Yes No 

Il HNGA 16.49.1 Enabled Yes No 

HNGA 16.85 Enabled Yes Na 

HNGA 17.50 Baseline Enabled Yes No 

HNGA 17.70 Basdnie Enabled No No 

Delete the baseline. R h9items 

>aarh 
Icon Name StalLs Deployed Use Semnp Date Modified 

Note — make sure that you only delete the Force Complunce Enabled Y. no 30181/201818:20 

decommissioned baseline, not the production one! J :58 
HNGI :58 

HNGi ~` Are you su a you want N delete selected Configuration Stem or :48
— 

HOD: 
Basei-fro'n Configuration Manages? 

:55 

HNGI :Cc 

HNGI Y¢6 No :03 

HONo claD o rnna, tat ran pjmuijajio n.34 

yl HNGA 17.70 Basd'ne Enabled No No 111021201818:03 

Although the Baseline and Device Collections have now 
been removed, DO NOT remove the related 
Configuration Items as they may need to be reused with 
other HNGA releases. 
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