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1 Introduction

1.1 Document Purpose

This document aims to describe how to deploy a new version of the Horizon Next Generation Application (HNGA)
into the Post Office Branch Counter estate using SCCM Compliance Baselines.

The document will describe the end to end process from configuring Applications, Configuration Baselines and
Installation Task Sequences, all of which are used in the Post Office environment to ensure that the Horizon Next
Generation Application (HNGA) remains compliant for use in Post Office branches.

It also describes the steps required to fully test the deployment of the HNGA application and also how to deploy
it into the production environment.
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2 Horizon Next Generation Application
Introduction

The Horizon Next Generation Application (HNGA) is the application used by Postmasters in every Post Office
branch when serving customers. Although the Postmaster only ever sees one GUI (Graphical User Interface),
HNGA is not a single application, it is actually made up of a suite of individual applications. Those applications
are currently as follows: -

IRRELEVANT

Note that it is possible that the number of applications that make up HNGA may increase or decrease over time.
Always refer to the HNGA Release bundle document (as supplied by the CC packaging team) for an up to date
list of the component applications and the versions that make up each specific release.

Fujitsu develop the HNGA application for the Post Office and whenever Fuijitsu release a new version, one or
more of the above components may change to a newer version. SCCM Configuration Baselines are configured
and used to ensure that HNGA is kept at the correct version on every branch counter. Each release of HNGA
has its own Configuration Baseline which contains a single Configuration Item. The Configuration Iltem contains
a check against 12 registry settings, one for each specific version of each of the individual applications that
make up HNGA.

The following section on Configuration Baselines explains how they have been designed to keep counters
HNGA compliant and at the required version.
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3 How SCCM Configuration Baselines are
Used to Manage HNGA

3.1 Configuration Baselines Introduction

SCCM Configuration Baselines are used to check whether or not a device is compliant to a predetermined set of
Configuration Items. For example, you can check if a specific software application is installed, if a particular
registry setting is correctly applied, or even if a particular file is located on a device.

3.2 The Use of Configuration Baselines on Branch Counters

For Post Office there is a customer requirement that a branch counter is always kept compliant for a specific
version of HNGA. The counter must not be allowed to run unless it is compliant to the correct version of HNGA.

Each release of HNGA must have its own Configuration Baseline configured in SCCM which is then deployed to
a base device collection. This allows easy targeting of the Baseline by using Include Collection rules to target the
baseline at collections of devices. Each baseline is made up of a single Configuration Item that contains 12
registry checks, one for each of the component applications that make up the HNGA suite.

In the example below, one Configuration ltems make up the HNGA 17.50v2 baseline. If this baseline is deployed
to a branch counter, the Configuration Item will be tested and the counter will only be classed as compliant if the
Configuration Item return a compliant value.

[] HNGA 17.50v2 Baseline Properties -
General | Evaluation Conditions ‘ Deployments I Security ‘
Select the configuration data (configuration items, configuration baselines, and software updates) to be evaluated for
compliance by this configuration baseline. This configuration baseline will be assessed as compliant f all the tems
specified are compliant. Optional items are evaluated only if the relevant application is present on the client devices.
Configuration data:
Fiter...
Name Type Purpose Revision
HNGA_17.50v2_CI Operating System Required Latest
oK | [ Cancel

The most important point to make about Configuration Baselines is that every Post Office Branch Counter can
only have one Configuration Baseline targeted at it. Also, the only baseline that can be deployed to the
counter must be for a version of HNGA (although this will change from Build version 28 onwards). This means
that no other baselines (other than Force Compliance which is discussed later in this chapter) such as the
BitLocker Protection compliance baseline should be targeted at a Post Office branch counter. This is required
because of the way that the scripts that are running to check the HNGA compliance are configured.
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A_counter can only. be_compliant to one HNGA baseline. |

IRRELEVANT

IRRELEVANT

A priority list of baselines has been created, with the Force Compliance baseline having the highest priority, the

most recently released version having the next highest priority, and so on.

Compliance to one baseline is achieved by deploying a HNGA baseline to a dedicated SCCM Compliance
Baseline collection for each version of HNGA and then using Include and Exclude collection rules to control
membership of the collection. A baseline collection can have any number of devices as members, but it must
also be excluded from ALL previous HNGA Configuration Baseline base collections. This will prevent a device

from appearing in more than one baseline collection.

The following diagram is a summary of how the baseline collections are configured. Note the following points:

The Force Compliance collection has been excluded from all lower priority baselines
Each Baseline collection has been added with an Exclude Collection rule to all earlier release HNGA

baseline base collections

The Non-compliant collections have a Task Sequence deployment that installs the correct HNGA version

for the baseline

The Compliant collections set a 3am-7am Maintenance window
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In terms of what is actually deployed in the above diagram:

) The Force Compliance Baseline is the Priority 1 baseline, so any counter added to the Force Compliance
collection will automatically be excluded from all the lower priority HNGA baselines. This will force the
counter to evaluate just the Force Compliance baseline

° The HNGA 17.70v2 Compliance Baseline collection has “LIVE — all Deployed” as an Include so will
include any personalised counters except those in the Excluded collections (i.e. Force Compliance)

® The Baselines for HNGA 15.96r3, 16.49.1 and 16.85 have no inclusions and are therefore not in use.

The net result of this combination is that all live counters will receive HNGA 17.70v2, except any counters that
are added to the Force Compliance collection.

The key to success is getting the correct combination of Includes and Excludes configured so that
devices receive only one baseline which they can then become compliant to.

3.3 The Force Compliance Baseline and its use on Branch
Counters

On occasion Fujitsu require access to a branch counter that they can use to test changes to the HNGA suite of
applications. For example, Fujitsu may want to test a new version of one of the applications that make up a HNGA
release.

Due to the way in which the counters operate they must be compliant to a configuration baseline. If a counter is
non-compliant the screen will be greyed out and the operator will not be able to interact with the counter. However,
if the counter is targeted at a specific version of HNGA, it will always try to remain compliant to the specific
applications that make up that version of HNGA. Within 2 hours of making any changes to a counter, it would
become non-compliant and then reinstall any changed applications.

To prevent this from happening a configuration baseline has been setup and deployed to the collection “Force
Compliance Baseline”

Force Compliance 5 items

Icon Name Member Count = Members Visible on Site
o Force Compliance Baseline 5 5
v Force Compliance_Force Compliance Baseline_Compliant 5 5
v Force Compliance_Force Compliance Baseline_Error 0 0
i?‘ Force Compliance_Force Compliance Baseline_Noncompliant 0 0
v Force Compliance_Force Compliance Baseline_Unknown 0 0

When you add a counter to this collection using direct membership, an Include Collection rule or a Query Rule it
is removed from all existing baselines for versions_of HNGA and becomes compliant to a baseline named “Force

Compliance”. | IRRELEVANT

IRRELEVANT

Once compliant, the counter can then be used to test new applications.

When the counter is removed from the collection it will re-evaluate its compliance against its original version of
HNGA and if required, reinstall HNGA to become compliant again.
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4 BuildStage Compliance and its Impact on
Branch Counters

The following section will introduce BuildStage compliance, explain why it is required and how it has been
implemented.

4.1 Build Introduction

The Branch Counter build has gone through a number of iterations and at the time of writing this document, the
current build used in Hatfield is “Build 27C” with “Build 28” very close to completion. Both of these builds are
configured identically in terms of how HNGA is delivered during the build and how compliance is controlled, details
of which are in the following sections.

4.2 Why is Build Stage compliance required?

Every counter that is built in Hatfield has to be compliant to the correct version of HNGA for a build to be classed
as successfully completed (this is a customer requirement). During the build, a version of HNGA is installed, and
then at the end of the build, BuildStage compliance AD groups and Collection memberships are used to set the
HNGA baseline version that the counter needs to be Compliant to. At the end of the Task Sequence stage of the
build a set of PowerShell scripts will execute which will test the counters compliance to the designated HNGA
baseline. If the counter is Non-Compliant, it will go through the standard process to become Compliant, and when
the counter is confirmed as Compliant the build will complete successfully.

Originally, BuildStage compliance was only used to enforce a baseline during the build, with the counter being a
member of the required BuildStage AD group (and therefore the BuildStage collection). Then, when the counter
was being personalised at a branch, it would automatically be removed from the BuildStage AD collection and it
would either receive the same HNGA baseline via its membership to a live collection, or it would receive a new
baseline for a different HNGA version if the deployed live HNGA version is different, i.e. the branch has not been
upgraded.

From Build 27B onwards however, counters being built in Hatfield have had the latest live version of HNGA
installed and are also added to a "HNGA XX.XX Stock Prep” Collection which is included to the baseline collection
for the same HNGA version that was installed during the build task sequence.

The impact of using this method is that:

° The amount of time for a build to complete in Hatfield is kept to a minimum as the counter will test its
compliance against the same version that has been installed

° When deployed to a branch, counters built with an earlier version of HNGA will upgrade at the start of
personalisation. This can potentially add 90 minutes to the personalisation process

° When deployed to a branch, counters built with a new version of HNGA will keep this version and no

extra time is required during personalisation. This prevents the counter from going into a long compliance
loop during personalisation while a different version is installed.

° Counters in the Stock Prep collection are not automatically removed from the collection so they should be
removed before deploying a new HNGA version
4.3 Build 27C/28 Hatfield Stock Prep collections and BuildStage AD
groups

As counters are built in Hatfield they are added to the following:

° An SCCM stock prep collection named “Hatfield HNGA 17.73 Stock Prep” (CollectionlD=P0100774)
° An SCCM BuildStage collection based on hardware type and build type (test or live)

There are currently 8 Active Directory groups that populate BuildStage compliance SCCM collections, they are:

AD Buildstage Group SCCM Buildstage Collection
gBuild_Cielo_LIVE_ComplianceGroup BuildStage_Compliance_LIVE_PL_Cielo
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gBuild_Cielo_TEST_ComplianceGroup BuildStage_Compliance_TEST_PT_Cielo
gBuild_M79_LIVE_ComplianceGroup BuildStage_Compliance_LIVE_PL_M79
gBuild_M79_TEST_ComplianceGroup BuildStage_Compliance_ TEST_PT_M79
gBuild_PX35_LIVE_ComplianceGroup BuildStage_Compliance_LIVE_PL_PX35
gBuild_PX35_TEST_ComplianceGroup BuildStage_Compliance_ TEST_PT_PX35
gBuild_VM_LIVE_ComplianceGroup BuildStage_Compliance_LIVE_PL_VM
gBuild_VM_TEST_ComplianceGroup BuildStage_Compliance_TEST_PT_VM

The SCCM BuildStage collections and Stock Prep collections are then linked to the required HNGA baseline
collection using Include rules to apply a baseline to the counter near the end of the initial build in Hatfield.

After the initial build task sequence has been completed the counter goes into a Compliance at Build stage where
its HNGA compliance baseline is evaluated until the device is compliant.

Note that the “LIVE — All Deployed collection” which contains all the deployed and personalised counters, is
excluded from each of the BuildStage collections using an Exclude rule. This helps to prevent a scenario where
the counter could have 2 Compliance baselines applied to it that are for different versions of HNGA. This might
happen if the version of HNGA applied at BuildStage if different to the version of HNGA applied to the live counter.

Appendix C — Adding a new hardware model or Stock Prep Collection contains details on what actions are
required when a new hardware model needs to be introduced into the Post Office environment. Including how to
configure BuildStage compliance for the new hardware.

The following diagram shows the path a counter being built in Hatfield takes to receive its BuildStage compliance.

Note that this diagram is correct at the time of writing and may have been superseded.
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Once the counter is compliant a final message is displayed confirming that the build is complete and the counter

can be shut down.

X

Build complete and compliant, click ok to shutdown

Once shutdown, the Hatfield build process is completed and the counter can be shipped to a branch for

deployment and personalisation.
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4.4 Moving forward with BuildStage compliance

Inevitably, after the release of this document, a new version of HNGA is going to need to be released. When a
new version of HNGA is going to be released (after HNGA 17.73) there will be a number of options that will have
different impacts on build timings and personalisation timings. A decision will need to be made as to which of the
options will be followed based on the potential impact each of the options will have.

The following table summarises the options available for BuildStage compliance, and the impact of these options
moving forward when the next version of HNGA is released.

Option Impact

Option 1 Build Impact
° Make no changes to the build in ° No increase in time to build a counter in Hatfield.
Hatfield Counters would continue to be built with HNGA 17.73
° Do not include Stock Prep collection
in new HNGA Baseline Collection Personalisation Impact
° No additional time required for a counter to personalise
° Counter remains at HNGA 17.73 until removed from

Stock Prep collection

HNGA Rollout Impact

° ELS team would need to remove any personalised
counters after deployment so that they could upgrade
HNGA version to newer version

° Unsustainable in the long run as the verison of HNGA
being built could be a long way out of date

Comments

Although this is technically possible, POL would probably not
agree to this approach as they would not want a counter to
potentially trade with HNGA 17.73 installed if it is not the latest
live version.
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Option 2 Build Impact
° Make no changes to the build in ° Potential 90 minute increase in time to build a counter
Hatfield in Hatfield as the counter has to upgrade version
° Include Stock Prep collection in new
HNGA Baseline Collection Personalisation Impact
° No additional time required for a counter to personalise
° Counters built with the new HNGA version remains at
the new HNGA version until removed from Stock Prep
collection
° Counters already built and in stock with an earlier

version of HNGA installed will upgrade at the start of
personalisation causing a potential 90 minute delay

HNGA Rollout Impact

) Before the rollout of HNGA XX.XX+1 the ELS team
would need to remove any personalised counters after
deployment

Comments
Although this would increase the build time in Hatfield, when
the main rollout has finished, the volumes should be quite low.

Part of the change to rollout a new version of HNGA would be
to remove the existing personalised counters from the Stock
Prep collection, before the rollout starts. This is required to
allow you to switch the Stock Prep collection to the new
version when the rollout starts.
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Option 3 Build Impact
° Modify the build Task Sequence so ® No increase in time to build a counter in Hatfield
that the new version of HNGA is
installed in Hatfield Personalisation Impact
© Create and include Stock Prep © No additional time required for a counter built with the
collection in new HNGA Baseline new version of HNGA to personalise
Collection ° Counter remains at new HNGA XX. XX until removed
from Stock Prep collection
° Counters already built and in stock with an earlier

version of HNGA installed will upgrade at the start of
personalisation causing a potential 90 minute delay

HNGA Rollout Impact

° Before the rollout of HNGA XX.XX+1 the ELS team
would need to remove any personalised counters after
deployment

Comments

The additional time required to personalise a counter would
only affect any stock remaining at the earlier version of HNGA.
A way to mitigate this would be to rebuild all the existing stock
with the new build so that it already has the new HNGA version
installed.

Part of the change to rollout a new version of HNGA would be
to remove the existing personalised counters from the Stock
Prep collection, before the rollout starts. This is required to
allow you to switch the Stock Prep collection to the new
version when the rollout starts.

4.5 Counter Personalisation Process and Compliance

Counters are shipped out of Hatfield compliant to a release of HNGA as specified by the BuildStage compliance
baseline that has been applied during the build.

From Build 27B onwards when a counter is being deployed in a branch, although it will be removed from its
BuildStage AD group (and BuildStage collection) it will remain in its Stock Prep collection. This will keep the
counter at the version of HNGA that it was built with unless the Stock Prep collection has been included in a
different HNGA baseline. At the start of a HNGA rollout into Production, the Stock Prep collection should be
included in the baseline collection for the new HNGA version on the first night. That will ensure that any counters
deployed from that point will receive the new live HNGA version.

At the start of the personalisation process the counters compliance is tested to confirm that it is still compliant to
a version of HNGA. If the BuildStage compliance version has changed while the counter was in stock it will first
upgrade the version of HNGA before continuing. Once it is confirmed as compliant, it is removed from its
BuildStage AD group. The counter remains in the Stock Prep collection though so keeps its current HNGA
version.

The counter is then renamed during personalisation and it then re-evaluates into a new LIVE collection with a
specific HNGA baseline deployment based on its new name (all live counter hostnames begin with H and should
have a HNGA baseline deployed to them). The counter is then evaluated again to confirm that it is compliant to
the correct version of HNGA and once compliant is live and available for use at the branch. Note that if the counter
is evaluated as Non-compliant it will go through the process of becoming compliant again before it can be used
or completes personalisation.
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The following diagram shows the path that a counter that is being personalised takes to maintain its compliance
to a HNGA baseline.
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When a counter is live and in use at a branch its compliance to the HNGA baseline is tested every 30 minutes. If
a counter ever becomes Non-compliant (which should theoretically only ever occur during an upgrade or
downgrade of the HNGA version) the required HNGA installation task sequence will execute that will reinstall any
missing HNGA component applications and the counter should then be re-evaluated as compliant.

The following sections describe how to configure SCCM for a new HNGA deployment and how to complete the
rollout for test devices including SV&I, LST and Model Office. A section is also included that will describe how a
previous HNGA rollout was completed in Production. This will help to guide any future production rollouts.
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5 Setting up a Baseline for a HNGA Release

For any new release of HNGA, the individual components that make up the release will first need to be setup.
These include:

HNGA Component Applications
HNGA Install Task Sequence

HNGA Pre-Cache Task Sequence
Configuration Item

Configuration Baseline

Baseline collection and sub-collections
HNGA Task Sequence deployment
Maintenance Windows

Once these items are ready, you can test the baseline with test virtual machines first, to confirm that the correct
applications are installed. Then you can test the HNGA release in SV&I, LST and Model Office by using Include
and Exclude collection rules or SCCM collection direct memberships. Once all of the testing is completed, a
rollout schedule can be agreed with Post Office to determine in what order counters will be upgraded.

Using this schedule, collections can be setup (assuming they are not already) and using Include and Exclude
rules you can target the new HNGA version at batches of counters. Once all the counters are upgraded, the
rollout batch collections can be replaced with the LIVE — All Deployed collection to end the rollout.

The compliance of a counter is tested at various stages of the build and deployment process, and once a counter
is Live and in Production it is also tested for compliance every 30 minutes. Appendix D — Counter Compliance
Lifecycle shows the path that a counter takes to become or remain compliant during the BuildStage in Hatfield
through to it becoming a live counter in a branch.

With each new release of HNGA the GIO Application Packaging team will first be notified by Fujitsu which of the
HNGA component applications have changed. Fujitsu will then supply the packaging team with the new MSI
installer files that make up any new packages. The packaging team then repackage the Fujitsu supplied MSlI files
to Computacenter standards and create a new application in SCCM for each of the changed HNGA component
applications.

Once the new applications have been made available by the packaging team the following tasks will need to be
completed to prepare the applications and environment for testing the new version of HNGA on branch counters.

] Create new versions of each of the new HNGA component applications and distribute them to all
distribution points

° Create a HNGA Install task sequence capable of installing the required HNGA component applications in
the correct order

) Create a Configuration Item with 12 registry tests, one for each of the 12 component applications

° Create a Configuration Baseline made up of the Configuration Item that has been created

® Create a new SCCM device collection that the Configuration Baseline can be deployed to and exclude all

previous compliance baselines from the new collection.

Note that it is recommended that only the previous 2 live baseline are maintained for rollback purposes, and that
older baselines should be decommissioned. This activity is an operational SCCM task that should be completed
under change control once the HNGA rollout has been completed. An example change

5.1 HNGA Deployment Summary Flowchart

The flowchart below describes the end-to-end process required to deploy a new version of HNGA into the Post
Office Branch environment.
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Procedure to deploy an update to the HNGA application to Branch Counters

v

Prepare HNGA

: %}—b Component

Applications

Create SCCM
base collection
for HNGA
release

Deploy the
Baseline to the
base collection

Create HNGA
Installation
Task Sequence

Create
Configuration
Baseline for
HNGA release

Create and
configure the
Baseline Sub-

Collection

Fix the
Pre-Cache
issue

Deploy HNGA
release to
Production

Does the Pre-
Cache work?

Test HNGA
Baseline

Deployment with

Virtual Machine

Deploy Pre-
Cache to
Production

Pre-Cache
Rollout
complete

Test Pre-Cache
on a Virtual
Machine

Test HNGA
Deployment in
SV&I and LST

Note that testing in SV&I and Model Office involves 2 stages.

° Deployment of the new HNGA version to an existing counter in SV&l and MO

Create HNGA
Pre-Cache Task
Sequence

Create
Configuration
Item for HNGA

release

Deploy the
HNGA Install
Task Sequence

Deploy the
Force Baseline
Evaluation

Scrip

Fix HNGA
deployme
nt issues

Test HNGA
Deployment In
Model Office

Fix HNGA

deployme
nt issues

° Personalisation of a counter pre-built with the new version of HNGA (Buildstage testing)

Complete each of the following sections to setup the applications, then prepare a Configuration Baseline.
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5.2 Applications

The most important initial information that is required when starting to prepare a new HNGA release is the HNGA
Release Bundle documentation. The HNGA Release bundle documents the component application versions that
make up a new HNGA release. From version to version any of the component applications may change and the
HNGA release bundle document will show what makes up the HNGA release.

The packaging team will be the initial recipients of the HNGA release bundle document. They will take receipt of
any updated applications, repackage them and then create test versions of the new application in SCCM so that
they can complete any UAT testing with them.

The new applications created by the packaging team then need to be copied and prepared in SCCM.

The following procedure can be used to recreate each of the changed HNGA components for deployment use.
In the following example the release bundle 15 will be used (see Appendix A for all current HNGA release
bundles). Despite the version numbering bundle 15 is version HNGA 17.73 and is an upgrade from bundle 14
which is HNGA 17.70v2.

Step ‘ Screen
On receipt of the new HNGA release bundle note,

identify the applications and the versions that make up
the new bundle.

Note the applications in the bundle that have changed.
This is important as only the changed applications need
to be recreated in SCCM as the other applications in the
bundle will already exist.

In this example we are adding HNGA version 17.73 I R R E L EVAN I

(Bundle 15) which is an upgrade from HNGA 17.70v2
(Bundle 14).

In this release, 2 applications changed.

e CBA, which has changed from CBA_118 in
bundle 14 to CBA_131 in bundle 15.

¢ JRE, which has changed from JRE_18 in bundle
14 to JRE_20 in bundle 15

Note that this document will be updated and managed
by the CC packaging team and will also from now on
include each of the 12 application Product Codes. The
product code will be required when creating the
Configuration Item for the baseline.

open the SCCM Console

B sets st Comptiance
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Browse the Software Library and create a new sub- i EBiandh Oiffce
folder in the following location named as the new HNGA " A
version. » |1 Branch Tier 1 - Hardware Applications

"1 Branch Tier 2 - Common Applications
Application Management - Applications < Branch A o -
Office > Branch Tier 3 - Divisional Application > 4 L1 Branch Tier 3 - Divisional Applications
Fujitsu - HNGA Apps 4 [ Fujitsu

4[] HNGA Apps
The name of the new folder will be: - i
_| Archive

New-XX.XX | New-15.96r3

Where XX.XX is the HNGA version number il New-1049
| New-16.40.1

| New-16.85
1 New-17.50
New-17.50v2

| New-17.70
| New-17.70v2

1 New-17.73

Browse and locate any new applications in Applications.
New applications that form part of a HNGA release will -
be added by the packaging team to the following folder: ¢

Application Management > Applications - Branch lb e IRRELEVANT

Office = Branch Tier 3 — Divisional Application >
Fujitsu = HNGA Apps - Testing — Do not use

,IC’
i

Order by Date Created to locate the newly added
applications.

Right-Click each of the new applications (check the bt enn okt
version is correct as per the new bundle) and select .
Copy. A new copy of the applications will be created

with the suffix “-copy” IRRELEVANT

Icon 1 Deployment Types  Deployments  Status

1 Active

EZE
EE

Active

Only do this for the changed applications. All other
applications will already be present in SCCM.
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Step ‘ Screen

Right-Click each of the new applications and move them
to the folder created for the new version of HNGA: -

Application Management - Applications - Branch
Office - Branch Tier 3 — Divisional Application >
Fujitsu & HNGA Apps > New-XX.XX

Then rename the new applications removing the “-Copy-
Copy” suffix.

The applications should be present in the folder with just
the release name.

(1] Folder Tools System Center Configuration Manager (Connected to P01 - Post Office Pr

- mn Y
L] v
| Create  import
1 Application Application
ceate cedback

I(— =@ \»

Software Library

Folder

>
Saved
Searches ~

Feedback

Software Library » Overview » Application Management » Applications » Branch Offi

¢ New-16.49.1 1 items

~ Archive
New-15.9613
New-1649

1 New-1649.1

1 New-16.85

' Testing_Rollback

LINEA Anne - Tactine - Nin nat 1ies

Distribute each new application to all SCCM distribution
points.

For each application go to the Deployment Type >
Detection Method and make a note of the MSI Product
Code.

Note that the MSI Product Code will be used for the
Configuration Item that is used to detect that the
application is installed.

Hopefully the MSI Product Code will already have been
provided in the HNGA release document, but if not make
a note of it.

E CBA_88.00.0000_P1.0_Global Properties =

Secuty
Generd ifomnation | Aopication Catalog | References | Distibution Settings | Deployment Types | Content Locations | Supersedence |

This package
or disrbution poirt groups, select the package and then cick Redstrbute. To validate the irtearty of the content fles n this package.
select the distrbution port or ditrbution point group and then clck Validats. To verfy that the contert fles for the package ars avaiable on
distibustion points or distrbution pomt groups, check the Content Status node in the Montoring workspace

Distrbution points or distibution poirt groups:

Fher
Name

Type Descrption
Distrbution poirt.
Distrbution poirt

Distibution poit

IRRELEVANT ! turson e
Distribution poirt
Distribution point.
=] Detection Rule -
Create a rule that indicates the presance of this appiication
Setting Type: Windows Installer v
Specty an MS! product code as the basis for this ne.
g H

raccie. i |RRELEVANT | Bronas

If the MSI Product Code has not been included in the
HNGA release document, then add the product code to
the HNGA Bundle document so that you have a
permanent record of it.

Note that the Product Codes should be supplied in all
future releases of the document but you can obtain the
code using the above method.

Product Code

IRRELEVANT

5.3

HNGA Installation and Pre-Cache Task Sequence preparation

When the new applications have been prepared in SCCM the next stage is to prepare a Task Sequence in SCCM
that will be used to install the complete set of HNGA component applications that make up the HNGA release in
the correct order. This task sequence will be used by a branch counter when it is Non-Compliant for the version
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of HNGA that is targeted at it, to re-install the HNGA applications as required. Once the task sequence has been
executed, on its next evaluation the counter should become compliant to the new HNGA version.

Also, a task sequence will be created that can be used to pre-cache the content required for the HNGA installation
in advance of the installation. This is critical as it will help to reduce the risk that a counter will remain non-
compliant for any longer than is required.

5.3.1 HNGA Installation Task Sequence Creation
Use the following procedure to create the required HNGA Install Task Sequence for the new version of HNGA.

Steps ‘ Screen

Login to the Primary Site serve
open the SCCM Console A

Browse the Software Library in the following location 4 [ Operating Systems

= Drivers
Operating Systems > Task Sequences 2 Branch >
HNGA Installation

B Driver Packages
+ Bl Operating System Images
B, Operating System Upgrade Packages
@& Boot Images
4 [ Task Sequences
4 | | Branch

_| Archive

£ | HNGA Installation

Page 23 of 128 Version: V0-21, Date: 24 September 2018 ©9/24/2018 4:.08 AM
POL - BCR - HNGA Release and Compliance Baselines - V0-21.docx Classification: Unrestricted



Make a copy of the template installation Task Sequence

_Template_Install_HNGA_ver

The Task Sequences have been especially designed to
support rolling back to a specific version of HNGA if
required.

HNGA Installation Task Sequences include an extra
group of steps in addition to the HNGA component
application installations step that MUST be included in
all future HNGA installation Task Sequences until further
notice.

The extra required steps are included in the group:

Post HNGA install steps — Always Include

Edit the properties of the new Task Sequence as
follows:

Rename the Task Sequence using the following naming
convention:

HNGA_XX.XX_Install

Where XX. XX is the version number of the new HNGA
release

@

POL00337656
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HNGA Installation 14 items

Icon  Name Description Package ID
E _Template_Install_HNGA_ver Template for Installi PO10053A
53] _Template_PreCache_HNGA_ver Template for precac..  P0100533
Add - | Remove | (3) (%) (3 Propetes | Gptions |

& StopCBA Type: [Run Command Line:

= [ Install the required HNGA
€ Change HNGA to 17.73 s [stopCBA

= (4 Post HNGA install steps - Away
@ Instal StatCBAfx e
& Set FiSupport local account pass
€4 Run SubinACL
€ Run CC-SCRIPT SetupFolderPer  Command ine:
€4 Run CCSCRIPTSetupRegistyPe  [2poc o Fics (186) Fujisy\CounterBusiness Application’ StopCBA bl

@ Restart Computer
& Run CC-SCRIPT-ForceBaselineEvalu:

IV Disable 64bi fi system redrection

Start in: [C:\Program Files 86\Fujtsu\CourterBusinessApplication
I™ Package:
[
B HNGA_17.50_Install Properties -
General | Advanced | User Notffication | Securty | Nomad |
Name: [ANGA_17.50_install |
Description: Test TS used to update the HNGA app on the Branch. Includesthe |
capabilty to rolback the HNGA apps cleanly s wel as upgrad
Category v
Progress notfication text
® Use defaul text

Edit the step “Change HNGA to XX.XX” to match the
version number of the new HNGA release

3% (3 | Properties | Options

Add ~ | Remove

HNGA 17.50 Install Task Sequence Editor

& StopCBA Type: Install Application
'%;A i Ffame: IChange HNGA to 1750
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Screen

Referring to the HNGA release bundle, you need to edit

the applications listed in the “Change HNGA to XX.XX” YT [ N

step so that the match the applications listed in the new IR carmz. R %”jﬂm

bundle document. g L
g ;
 AnccoinrTsammaperr, o e )]

You will need to remove and replace any application that @ Pt Compiter
. o- Run CC-SCRIPT-ForceBaselineEvalul
has been superseded in the bundle.

IRRELEVANT

" Instal applications according to dynamic variable st ‘
I

Also, make sure that the applications are listed in
order, as they need to be installed in the correct order.

series of task sequence variables wth a common base name phus

The correct order that the applications should be
installed in is:

IRRELEVANT

Once you have made the required changes to the Task
Sequence click OK to save it.
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5.3.2 HNGA Pre-Cache Task Sequence Creation

Once the HNGA Installation Task Sequence has been created you can create a second Task Sequence that will
be used to Pre-Cache the required HNGA content on counters in advance of installation. Use the following
procedure to create the required HNGA Pre-Cache Task Sequence for the new version of HNGA.

HNGA Pre-Cache Task Sequence Creation Steps ‘

Browse the Software Library in the following location

Operating Systems > Task Sequences - Branch >
HNGA Installation

4 | | Operating Systems
j#t Drivers
B5 Driver Packages
+ Bl Operating System Images
B Operating System Upgrade Packages
@& Boot Images
4 [ Task Sequences
4 | | Branch
| Archive

. HNGA Instal

Make a copy of the template Pre-Cache Task Sequence

_Template_PreCache_HNGA_ver

And rename the new Task Sequence

PRECACHE_HNGA_XX.XX_Install

Where XX. XX is the version number of the new HNGA
release

HNGA Installation 14 items

Icon Name Description Package ID
& _Template_Install_HNGA_ver Template for Installi_. PO10053A
E _Template_PreCache_HNGA_ver Template for precac P0100533

HNGA Installation 15 items

Icon Name
_Template_Install_HNGA_ver
_Template_PreCache_HNGA_ver

| HNGA_15.96r3_inc_Rollback_from_16.85
[E | HNGA_17.50_Install
E
E

HNGA_17.50v2_Install

£ HNGA_17.70_Install
HNGA_17.70v2_Install
[ HNGA_Updates_15.96r2
HNGA_Updates_15.96r3
HNGA_Updates_16.24.4
HNGA_Updates_16.49.1_Rollback_Capable
HNGA_Updates_16.85_Rollback_Capable
PRECACHE_HNGA_17.50v2
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Edit the Task Sequence and locate the “Pre-Cache e cackt oA 177002 tnstall Task Sequence bditor
HNGA” Step Add - | Remove | (R) (¥) Properties oﬁ"‘ll
1 e P

=14 Install the required HNGA
&) Crange HNGA 10 1772 | [ Confinue on emor

Select the Options tab and confirm that a condition is set M ™ |
so that the step will only run if a task sequence variable © 5= st ot oo e B et

= . & Run SubinACL This group/step will un  the following conditions are met:
“FakePreCacheVariable” is set to 99. & Run CC-SCRIPT-SetupFolder Task Sequence Variable FakePreCacheVariable equals "89"

&4 Run CC-SCRIPT-SetupRegist
& Restat Computer

Since the variable will never be set, the group of steps
underneath the “PRECACHE ONLY?” folder will never
actually run. This however, does not prevent the
content from downloading to the client.

Rename the step "‘HNGA XX.XX Application Content” _Template_PreCache_H
to match the required HNGA version. —
Add ~ | Remove | (&) (¥)
=-[} *Pre-Cache HNGA Type:
¢ HNGA xx ¢ Application Content
Name:
Description:

No settings are requ

Now you need to edit the applications listed in the rEE—— =
“HNGA xx.xx Application Content” step so that the T —— ‘:,i;’fj::;‘;dmcm
match the applications listed in the new bundle PR ‘ |
document. ]
@ Instal the following appications. _I_‘_I_l
You will need to remove and replace any application that
has been superseded in the bundle. IRRE LEVANT
Make sure that the correct version of each of the S et
applications that make up the HNGA suite is listed
correctly in the “Install the following applications” step.
To save time you can copy and paste this step from
the newly created HNGA XX.XX Install task
sequence if required as it will be identical.
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Once you have made the required changes to the Pre- PRECACHE_HNGA_17.73_Install Task Sequence Editor
Cache Task Sequence click ok to save it. Add + | Remove |@® @ 39 (3| Froperies [Opoons |
=/ *Pre-Cache HNGA Type Install Application
L/ JHINGA 17.73 Aoplication Contert] Name: HNGA 17.73 Application Content
The applications should exactly match those listed in the Descriplion:

bundle document.

@ Install the following applications

The Pre-Cache task sequence can now be deployed to
batches of counters (under change control) so that the

content will be distributed to the counters while testing is IRRE LEVANT

proceeding.

The content will then be ready and available for when
the deployment commences.

‘ O Instal applications accarding to dynamic variable fist

For instructions on how to deploy the Pre-Cache task
sequence go to Appendix G - Pre-Caching HNGA
Content on counters,

54 Creation of the Configuration Iltem

Configurations Items are used in SCCM to form the basis of Configuration Baselines. They are used to check a
condition on a target device and to indicate if the device is Compliant or Non-compliant to that condition. For
instance they can be used to check a Registry setting or in the case of Post Office, whether or not one of the
HNGA component applications is installed.

For each HNGA release a single Configuration Item will be created. Each new application (x12) added to SCCM
that is part of a HNGA release needs to have an associated setting within the Configuration Item configured to
check if the MSI is installed. Then, once the Configuration ltem has been created, it can be used to form a
Configuration Baseline for the HNGA release version which can then be deployed to counters.

The following procedure should be used to create a Configuration Iltem for each new HNGA release.

Step ‘ Screen

For each new application that has been created for the 2 CBA 88000000 P10 Global Properties iﬂ
HNGA release you will require the MSI Product code. s Detecion Bile

Create a rule that indicates the presance of this application.

The codes are located in the application detection rules :m@“’;s‘ dd‘:‘"“:‘”:""' = d
for each of the applications or will be provided in the e SR ,
HNGA Release Bundle Document. it IRRELEVANT | Lo

(®) This M| product code must exiat on the target system to indicate presence of this application

() This MS| product code must exist on the target system and the following condtion must be met to ndicate presence of
this application:

IRRELEVANT
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Login to the Primary Site server; IRRELEVANT Eand
open the SCCM Console.

Browse to Assets and Compliance
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[y System Center Configuration Manager (Connected to PO1 - Post Office Primary Site)
me | Search

Assets and Compliance

Expand Compliance Settings = Configuration Iltems
= Branch.

4 %! Configuration Items

4 || Branch
Create a new folder for the HNGA version that you are 11592
creating a Configuration Item for. 1 16244
Use the new HNGA version number for the name of the 1 1649
folder & s
1 16.85
117.50
1 17.50v2
11770
1 17.70v2
11773
Right-Click the new folder and select Create iy _
Configuration Item. Uil Create Configuration ltem
"‘& Import Configuraticn Data
# Feedback
Folder »
Page 29 of 128 Version: V0-21, Date: 24 September 2018 ©9/24/2018 4:.08 AM

POL - BCR - HNGA Release and Compliance Baselines - V0-21.docx

Classification: Unrestricted



POL00337656

POL00337656

@

(omputacenter

Step ‘ Screen

Create a new Configuration Item with the following
settings.

On the “Specify general information about this
configuration item” page, specify the name of the
Configuration Iltem as "HNGA_XX.XX_CI”

For example, for HNGA 17.73 the Configuration Item is
named “HNGA 17.73_CI’

Select the “Windows Desktops and Servers (custom)”
radio box and leave the “This configuration item
contains application settings” box blank and click on
Next

[ Create Configuration Item Wizard

gj General
General

T Specify general information about this configuration item
Supported Platforms
Settings
Configuration tems define  configuration and assaciated vaiidation crtera to be assessedfor ¢

Compliance Rules devices.

Summary

T Name: [HNGA 17732 CI

Completion Description

Speciy the type of corfiguration item that you wart to create:
Settings for devices managed with the Configuration Manager client
€ Windows 10
€ Mac OS X (custom)
& Windows Desktops and Servers (custom)
I™ This configuration item contains application settings

Settings for devices managed without the Configuration Manager cliert
€ Windows 8.1 and Windows 10
 Windows Phone
€ 10Sand Mac 05 X
€ Android and Samsung KNOX
€ Android for Work

On the “Supported Platforms” page, select only
All Windows 10 (64-bit)

And click on Next

[l Create Configuration Ttem Wizard

:‘13 Supported Platforms
R

General

Specify the client operating systems that will assess this confi
compliance

Supported Platforms

Settings
Compliance Rules
Summary & Select the versions of will assess this i for
Pri ess
ed  selectal
Completion
B L] Windows 8.1

& [ Windows 2003
5[] Windows 2008
£ ] Windows Server 2012
&[] Windows Server 2012 R2
B[] Windows Embedded
£ [ Windows 10
[ All Windows 10 (64-5it)
[ Al Windows 10 (325i)
1.7 Windows Server 2016

For each of the 12 required HNGA component
application you need to repeat the following
procedure

On the Settings page click on New

Edit,

< Previous | Next > I Su
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Step

In the Name field, specify the application name as per
the HNGA Release Bundle document

In the Setting Type field, confirm that it is set to
Registry Value

In the Data Type field, confirm that it is set to String

In the Key Name field, configure the value as:

SOFTWARE\WOW6432Node\Microsoft\Windows\Cur
rentVersion\Uninstall\{Product Code}

The Product Code should be the Product Code for the
application as specified in the release document, or
alternatively obtained from the applications Deployment
Type — Detection Method.

The Value Name field should be set to DisplayVersion
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‘ Screen

IRRELEVANT

General | Complance Rues |

Specify details about this setting that represents a business or technical condition to assess for comphiance on dlient

IRRELEVANT

Then click on Compliance Rules
(o] =] |
In the Name field, specify the application name as per B
the HNGA Release Bundle document Specify rules to define compliance conditions for this setting
Name: JCAS_NETWORK_Q0S_5.00.0000_P1.1_Global
In the Rule Type field, set the value to Existential Comrzetien B
-
Selected setting:  [HNGA_17.73v2_CI_temp \ CAS_NETWORK_
And click on OK Rl type T - |
The setting must comply with the following rule:
@ Registry value must exist on client devices
" Registry value must not exist on client devices
[Ewses g
Noncompliance severity for reports. None i
Cancsl
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Click on New again and repeat the process for all 12 I
application in the HNGA bundle Generl Conplance Ries |

Use compiiance rules to spectiy the: ak on clent devices. The
following complance rules are associated with this corfiguration fem.

Name [Condton [ Sevetty [ Remediate
CAS_NETWOR... Must exist None No

T [ o

ok | cacel | oy |

Once all of the applications in the bundle have been B twch17 >z ECIEREE . =
added’ click on OK " General | Supported Platforme  Settings | Comphiance Rules | Relationships | Securty |

Use seftings to represent business ortechnical candiions to assess for compliance on clent devices. The
following seftings are associated with this corfiguration tem.

Filte:

IRRELEVANT
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Step ‘ Screen

Once the Configuration Item is configured with the FICLIE -
correct 12 settings, complete the Wizard %3 =
EEE The wizard will create an operating system configuration item with the following
Supported Piatforms settings
e
Compliance Rules Detais.
e — N
i New operating system configuration item will be saved as:
Completion + Name: HNGA_17.73v2_CI_temp
s
TI:e L?J.“"-Y'Tn“éc ;':‘;n‘ﬂan‘n;:‘fssmns are supported.
The following compliance rules are added:
« CAS_NETWORK_QOS_5.00.0000_P1.1_Giobal
The following settings are added:
+ CAS_NE’ Q0S_5.00.0000_P1.1_Global
click Previous. Te . chok Nexd.
<o |[ei> ] conc_|
% Create Configuration Item Wizard x|
gg Coion
General
Z::;’f‘“"“‘""’s () The Create Conii Item Wizard
Compliance Rules Detals:
:::: @ Success: The Create Configuration ftem Wizard completed sucoessfully.
New o;eﬂr;lia%é):le;; i-:;:\gggr‘a:;: '\;em will be saved as:
The folloy phian re added
e i 1
The following settings are added:
« CAS_NETWORK_QOS_5.00.0000_P1.1_Global
To ext the wizard, cick Gose.
; |Ce=1
When you have completed the creation of the e
Configuration ltem make sure the settings are correct
and that it is located in the new Configuration Item folder =
. Icon Name Type Device Type Revision
for the HNGA version. :I]i'; HNGA_17.73v2_CI Operating System  Windows 5
Note that an alternative to creating the Configuration
Item completely from scratch would be to copy the
Configuration Item for the previous HNGA release and
then modify it accordingly by removing settings for the
applications that are no longer in the HNGA release and
to add new settings for any new or replaced
applications.
Page 33 of 128 Version: V0-21, Date: 24 September 2018 ©9/24/2018 4:.08 AM

POL - BCR - HNGA Release and Compliance Baselines - V0-21.docx

Classification: Unrestricted



POL00337656
POL00337656

P,
(omputacenter

5.5 Configuration Baselines

Configuration Baselines are created by grouping together a collection of Configuration Items. For Post Office a
Configuration Baseline must be configured with the Configuration Item created for the HNGA release that contains
a setting for each of the component applications that make up the specific version of HNGA. Once created, a
Configuration Baseline is deployed to an SCCM collection and evaluated by the collection members. To be
classed as Compliant a device that evaluates a HNGA Configuration Baseline must be compliant to the
Configuration Item in the baseline.

The following procedure should be used to create a Configuration Baseline for a new release of HNGA.

Step ‘ Screen

Login to the Primary Site serverE IRRELEVANT and =
Open the SCCM COnSOle. | A . 2

Browse to Assets and Compliance

Assets and Compliance

Select Compliance Settings - Configuration
Baselines - Branch

(AARTATS:

Right-Click the Branch folder and create a new 4 &5 Configuration Baselines -
Configuration Baseline. -

_| Branch

" T4 B2 Create Configuration Baseline
When prompted to give the new baseline a name, use w_ OO vt G ko Fioks
the following naming convention: - Cfl Use| ¥

[Z]Rem (7 Feedback

HNGA XX.XX Baseline #] Co Folder R

ACTESE ‘ ]

Where XX. XX is the new HNGA version for release.

Specify general information about this confi

7| Name: |HNGA 17.73 Baseline]

Description:

Select the configuration data {configuration items, configuratior
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Click on Add and then select Configuration Items
Specify general information about this configuration baseline

7| Name: |HNGA 17.73 Baseline
L

Description: ’

Select the configuration data {configuration tems, configuration baselines, and software updates) to be evi
compliance by this baseline. This baseline will be assessed as compliant f all th
specfied are compliant. Optional tems are evaluated only if the relevant application is present on the clier

Configuration data:
Fitter.
Name [ Type | Pupose [ Revis
Thete are o items to show in this view.
Ad v Chenge Plpose. w Cherige Flevisicn v A
Configuration Ttems
Software Updates arching and fitering:
Configuration Baselines Categor
I
Search for the correct Configuration Item by name:
Select the configuration items that you want to add to this config
baseline
H N GA_XX'XX_CI Available configuration items:
HNGA
. . I Type | Latest Revision | Description |
Where XXXX IS the new version Of HNGA Operating System  Revision 5 Single Cl with 12 Settings ...

Operating System  Revision 5 Single Cl with 12 Settings t

Select the correct Cl and click on Add

Add I Remove I

Configuration items that will be added to this configuration baseline:

Confirm that the correct Cl has been selected and click I
on OK Select the configuration items that you want to add to this configuration
baseline
Available configuration tems:
HNGA Pl
Name. [ Type [ Latest Revision | Description [ status [
HNGA_17502_Cl  Operating System Revision 5 Single Cl with 12 Settingst... Enabled

Add Remove |

Configuration tems that wil be added to this corfiguration baseline:

Fiter
Name [ Tape [ Lotest Revision _| Descrption [ status |
HNGA 17732 Cl  Opersting System  Revision 5 Single Cl with 12 Seftingst . Enabled
Cox ] e |
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Confirm that the baseline has the correct name (as LRl . E
required), and that the correct Configuration Item is SRR T ST SR T 2R I
selected and then click on OK = e e raz—
o . :
escription: ’ =
=
Select the data items, and be
compliance by this configuration baseline. This configuration baseline will be assessed as compliant f al the ftems
specified are compliant. Optional tems are evaluated only if the relevant application is present on the client devices.
Configuration data:
N;n\e [ Type [ Pupose [ Revision
HNGA_17.73v2_CI Operating System Required Latest
Assigned categones to improve searching and fitering:
[ Categores.
OK Cancel
5.6 Create the SCCM base device collection for the HNGA release

Now that the Configuration Baseline has been prepared, the next thing that is required is a base Device Dollection
in SCCM for the Configuration Baseline to be deployed to.

The following procedure can be used to create the base device collection for the new baseline.

Step ‘ Screen

Login to the Primary Site server PYSCMPOL001 and ey —
open the SCCM Console. Browse to Assetsand | ~
Compliance —

Assets and Compliance
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Step ‘ Screen

Expand Device Collections > Computacenter
->Branch = Compliance Baselines

Create a new folder for the HNGA version that you are
creating base collection for.

Use the naming convention:

HNGA XX.XX Compliance - where XX.XX is the version
number of the new HNGA release

Assets and Compliance
4 &¥ Device Collections
Applications
4 Computacenter
Archive
4 Branch
Branches
4 Compliance Baselines
BuildStage Compliance
Dummy Compliance
HNGA 15.96r3 Compliance
""" | HNGA 16,49.1 Compliance
HNGA 16.49.1 Live Cielo Only
HNGA 16.85 Compliance

Right-Click the new folder and create a new Device
Collection using the naming convention:

HNGA XX.XX Compliance Baseline — where XX.XX is
the version number of the new HNGA release

Configure the collection so that under General the
limiting collection is set to:

BRANCH - All Deployed and Pre-Personalised (TEST
& LIVE) Devices

B HNGA 16.49.1 Compliance Baseline Properties

| Collection Variabies | Distribution Poirt Groups | Securiy | Aletts |
General | Membership Rules | Fower 1 | D

| Maintenance Windows ‘

Name: INGA 16.43. 1 Compliance Easeline|
Comment: ‘ ~

Select a collection to use as a limiting collection. The limiting collection establishes the
resources that you can add to this collection by using membership rules.

Limting collection [BRANCH - Al Deployedand Pre-Pe| | Bowse.. |

inc lDewce ‘

Configure the collection so that under Membership
Rules, the box “Use incremental updates for this
collection” is ticked.

[ Use incremental updates for this collection
An incremental update periodically evaluates new resources and then adds resources that

qualify to this collection. This option does not require you to schedule a full update for this
collection

[] Schedule a full update on this collection

Oceurs every 7 days effective 25/09/2017 14:24
Page 37 of 128 Version: V0-21, Date: 24 September 2018 ©9/24/2018 4:.08 AM

POL - BCR - HNGA Release and Compliance Baselines - V0-21.docx

Classification: Unrestricted



POL00337656

POL00337656

@

(omputacenter

Add the new collection to all of the previous HNGA xx.xx
Compliance Baseline base collections using an Exclude
Collection rule.

However, do not add the new collection to the Force
Compliance baseline.

This will help to prevent accidental targeting of 2
baselines at a counter, ensuring that a counter can only
be a member of 1 baseline collection.

Remember that it is recommended that only the previous
2 live baseline collections are maintained for rollback
purposes, and that older baselines should be
decommissioned. Otherwise, to complete this step you
may need to create an Exclude Rule for many previous
baseline collections.

[B HNGA 17.50 Compliance Baseline Properties 1 x|

Collection Variables | Distibution Peint Groups | Securty | Alets |
General Membership Rules I Power Management | Deploymerts | Mairtenance Windowe |

ip rules determine the that are included in the collection when it updates.
‘You can use membership rules to add a specfic object or a set of objects from a query. The
collection membership can also include or exclude other collections. Membership rules can add
only those objects that are members of the limiting collection.

Membership rules

HNGA 17.70 Compliance Baseline

L00722700102 Direct Not Applicable
L?07227001m Direct Not Aoplicable
4 | »
[Bl NGA 16.85 Compliance Baseline Properties i x|
Collection Variables | Distrbution Point Groups | Securty | Alets |
General Membership Rules I Power t | D ts | Windows |

Membership rules determine the resources that are included in the collection when it updates.
YYou can use membership rules to add a specific object or a set of objects from a query. The
collection membership can also include or exclude other collections. Membership rules can add
orly those objects that are members of the limiting collection

Membership rules:

Rule Name Tyt

HNGA 17.70 Compliance Baseline clude
Test VM - MININT-D5FPT7U

P0100538
-
4 | »

B HNGA 16.49.1 Compliance Baseline Properties i x|

Collection Variables | Distiowtion Point Groups | Securty | Alets |
General et "RJleS|Pmef“ | Depi | Mei

Windows |

ip rules d ine the that are included in the collection when it updates.
‘You can use membership rules to add a specific object or a set of objects from & query. The
collection membership can also include or exclude other collections. Membership rules can add
only those objects that are members of the limiting collection.

Membership rules:
Rule Name Type Collection Id -
HNGA 17.70 Compliance Baseline
DummyQuery Query Not Applicable
-
2| | L'j
. . '
[B HNGA 15.96r3 Compliance Baseline Properties x|

Collection Varizbles | Distibution Poirt Groups | Securty | Alerts |
General Memb "RL‘E!]Fowsr 1t | D ts |

Windows |

Membership rules determine the resources that are included in the collection when it updates.
“You can use membership rules to add a specffic object or a set of objects from a query. The
collection membership can also include or exclude other collections. Membership nules can add
only those objects that are members of the limiting collection.

Membership rules:
Rule Name [ Type [ Collectonld =]
CJM - Old Branch 0 Deployments Include PO10050A

HNGA 17 70 Compliance Baseline

Exclude
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Step ‘ Screen

Add the “Force Compliance Baseline” collection using an
Exclude Collection rule to the new “HNGA XX.XX
Compliance” collection.

This will make sure that if you need to target a counter at
the “Force Compliance Baseline” collection (used by
Fujitsu for testing purposes) it will only have 1 baseline
that will not try to force a version of HNGA.

Note: remember that the Force Compliance baseline has
the highest priority.

[B HNGA 17.70v2 Compliance Baseline Properties x|
Collection Varables | Distribution Point Groups | Sscunyl Aerts I
General Membership Rules | Power M; t | Depl | Maintenance Windows |
Membership rules determine the resources that are included in the collection when it updates.
You can use membership rules to add a specific object or a set of objects from & query. The
collection membership can also include or exclude other collections. Membership rules can add
only those objects that are members of the limiting collection
Membership nules:
Rule Name ] Type I Collection Id ﬁ
Force Compliance Baseline Exclude P0100474
POL_Win10_Branch HNGA_Patch_Deploy... Include P01005C6
P?L Win10 Branch HNGA Patch Deplov... Include | P01005D3 =
< >

adfe | e | pelete |
¥ Use incremental updates for this collection
An incremental update periodically evaluates new resources and then adds resources that

qualify to this collection. This option does not require you to schedule a full update for this
collection.

¥ Schedle a full update on this collection

Occurs every 7 days effective 12/12/2017 10.26 Schedule....

’TI Cancel I Aoply
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6 Configuration Baseline Deployment and
Final Configuration

Now that all of the individual components are in place it is possible to deploy the Configuration Baseline and
complete the final configuration.

To do this you need to complete the following in SCCM:

° Deploy the new Configuration Baseline to the SCCM Base Collection for the baseline

° Create the required Device Sub-Collections that indicate whether or not a counter is Compliant,
Noncompliant, Unknown or reporting Error

) Create a 4 hour Maintenance Window on the Compliant sub-collection

° Deploy the HNGA Install Task Sequence for the new HNGA release to the Noncompliant sub-collection

° Deploy the package “CC-SCRIPT-ForceBaselineEvaluation” to the Unknown sub-collection

Once these items are in place it will be possible to test that a device can be upgraded successfully to the new
HNGA version. Initially this will be tested using a Virtual Machine in the datacentre before moving into SV&I so
that a personalised counter can be tested.

Use the following steps to configure the Configuration Baseline deployment.

6.1 Deploy the Baseline to the SCCM Base Collection
The first thing to do is to deploy the baseline to the SCCM base collection and create the baseline sub-collections.

Use the following steps to deploy the Configuration Baseline to the base collection.

Step ‘ Screen

Login to the Primary Site serverE IRRELEVANT and T ———————————
open the SCCM Console. S ‘ 7

Browse to Assets and Compliance

Assets and Compliance

A posets and Complonce.

Select Compliance Settings - Configuration = T cr
Baselines - Branch B 28 e e o
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Right-Click the new Configuration Baseline and select
Deploy.

Available configuration baseines

BitLocker Protection
WMI Framework For Local Groups with Lo.
HNGA 15.96r2 -

. 3

Select the SCCM Base Collection that was created for
the new version of HNGA.

™ Generate an alert:
When compliance is below:

click on OK

Date and time:

Remove
I Remediate noncompliant rules when supported

Change the schedule to every 30 minutes and then Do ered o ot e e e

I” | Generate System Center Operations Manzge
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Select the configuration baselines that you want to deploy to a collection

Selected corfiguration baselies:

X

HNGA 17.70v2 Baseline

Select the collection for this corfiguration basefine deployment.

Collection:

~Schedule

[HNGA 17.70v2 Compliance Baseline

Specty th

@ Simple schedule
Run every:
© Custom schedule

No custom schedule definet

_ i |

6.2 Create the Baseline sub-collections

Now that the Configuration Baseline has been deployed to the base collection, you need to create the 4 sub-
collections that report what compliance state the device is in for the deployed baseline, whether it is Compliant,

Non-compliant, Error or Unknown.

Use the following steps to create the baseline Sub-Collections.

Step ‘ Screen

# fssets and Compliance
‘fﬁ Software Library
Wl Monitoring

[7], Administration

Ready

HNGA 16.49.1 Compliance Basaline

With the new Configuration Baseline still highlighted,
click on the Deployments tab at the bottom of the 0 o= &
¥ X Delete
SCCM Console. o ot "
. . . . . - v [ \ » Assetsand Compliance » Overview » Compliance Seftings » Configuration Baselines » Branch
You will notice that the Configuration Baseline T
deployment to the SCCM Base Collection is listed. (2 Software Metering
Compliance Settings Icon Name Status Deployed  User Settit
# Configuration Items 2 Dummy Baseline - Always . Enabled  Yes No
4 g Configuration Baselines a2 HNGA 15.96r2 Enabled  Yes No
_ Branch u HNGA 15.96r3 Enabled Yes No
Testing = HNGA 16.24.9 Enabled  Yes No
%4 User Data and Profiles & wcaisast Ebidls o
\:Rgmme(unnenmpmmes 1 = Ldles L ]
#] Compliance Policies "/ HNGA16.40.1
Conrbtommd Acrees .~ Iron | Collection Compliance %

99.2

Summary__Deployments [
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Step ‘ Screen

Right-Click the Baseline deployment and click on HNGA 16291 .
“ - » . - Icon | Collection Compliance % | Deployment Start Time Action
Create New Collection”. Click on Compliant. B mesmigar ST e
';. Refrach 5
7< Delete Delete
€] Create New Collection » Compliant
B Propertics Error
| Non-compliant
_Summary _ Deployments | i
You will notice that the name of the collection is e =]
automatically populated using the name of the SCCM gﬂ el
Base Collection and the name of the Configuration
Basslie Specily details for this collection
4 Membership Rules
p—
Progress. Nasmo:
. . . . Completion Comment:
Also, the limiting collection will be set to the SCCM Base
. Select
collection. inatyou canadd o
Liméing collection [HNGA 16.48.1 Compliance Baseine. Browse.
Click on Next
[~ Last update change
The collection has not been The collection has not been updated
updated yet. yet
e e | e e ]
Leave the Incremental box unticked. ”“‘""’“’”“"""’""””" =
gg Mambership Rules
Set the collection to perform a Full Update every 1 hour e Define membership rules for this collection
then click on Next. :

e i o e S bl G ]
membership can also include or exclude other collections. Membership rules can add only those:
objects that are members of the limiting collection.

Membership rules:
Fule Name
<« | |
AdRe  v|  ew. | peee |
™ Usa incremental updates for this collection
resources resources that qualify
1o this collection. This option does not require you to schedule  full update for this colection.
Schedule a full update on this collection
’;z:url every 7 days effective 05/12/2017 11:49 Schedule..
<prevous [ Net> | sumary | concel |
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Step  Screen

Then click on Close to finish the collection creation
wizard.

Click on Next agaih % Create Device Collection Wizard x|
gg —
el Confirm the settings
Membership Rules
Progress Detais
Completion
General
* Collection Name: HNGA 16.49.1_HNGA 16.49.1 Compliance Beseline_Comgliant_
+ Comment
Membership Rules
+ (Query) Compiiant
To cick Previous . lck Next
<prevoss |[_dext> | um | ca |
% create Device Collection Wizard x|

R oo

General
Membership Rules

Summary

Progress oy

) The Create Device Collection Wizard completed successfully

@ Success. General

= Commer
Membership Rules
* (Query) Compliant

« Collection Name: HNGA 16,43 1_HNGA 16 49 1 Compliznce Baseline_Compliant_
nt:

To ext the wizand, clck Close.

the Baseline deployment.

Repeat the process to create the Error sub-collection for

HNGA 16.49.1

Icon Collection

Compliance % | Deployment Start Time Action

Fd HNGA 16.49.1 ‘a"‘ V»ew-Staluhs 25/09/2017 16:21 Monitor
() Refresh s
. 7< Delete Delete
ﬁet the collection to perform a Full Update every 4 . o—— N
ours = | emor
E P s
s ! Non-compliant
Summary _ Deployments | kv
Repeat the process to create the Non-compliant sub- HNGALO0.1 A
. . Icon  Collection Compliance % | Deployment Start Time Action
collection for the Baseline deployment. P meemio—— e e
(U Refresh F5
. 7 Delete Delete | .
Set the collection to perform a Full Update every 5 R ——— e
Minutes Y — |
= | Non-complant
_Summary  Deployments | | koo
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Repeat the process to create the Unknown sub-
collection for the Baseline deployment.

Set the collection to perform a Full Update every 4
hours

Once created, the 4 new sub-collections will be located
in the root Device Collections folder.

Locate and highlight all 4 Sub-Collections and move
them to the same folder as the SCCM Base Collection
for the new HNGA release version.

Summary  Deployments [
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HNGA 16.49.1
Icon Collection

Compliance %
2 HNGA 16.49.1 -

@ View Status

Qi Refresh F5

7< Delete Delete
€ Create New Collection » Compliant

B Propertics Error

Non-compliant

Unknown

Move Selected Items

Location:

Deployment Start Time | Action
25/09/2017 16:21

Monitor

E ] Root
& ] Applications
Bl ] Computacenter
] Archive
Bl ] Branch
] Branches
El ] Compliznce Baselines
] BuildStage Compliance
] Dummy Compliance
] HNGA 15.96r3 Compliance
] HNGA 16.49.1 Live Cielo Only
] HNGA 16.85 Compliance

M UNCA 1€ OF 1 lnaendn Callantinan

m

You should now have 5 collections in the baseline
folder.

The main baseline collection which has the HNGA
baseline deployed to it and the 4 sub-collections
(Compliant, Error, Noncompliant and Unknown).

HNGA 16.49.1 Compliance 5 items

]
5

Name

HNGA 16.49.1 Compliance Baseline

HNGA 16.49.1_HNGA 16.49.1 Compliance Baseline_Compliant
HNGA 16,49.1_HNGA 16,49.1 Compliance Baseline_Error

HNGA 16.49.1_HNGA 16.49.1 Compliance Baseline_Noncompliant
HNGA 16.49.1_HNGA 16.49.1 Compliance Baseline_Unknown

T B B R R

Limiting Collection
BRANCH - All Deploy._.
HNGA 16.49.1 Compl
HNGA 16.49.1 Compl
HNGA 16.49.1 Compl
HNGA 16.49.1 Compl

6.3
Collection

Configure the Maintenance Window for the Compliant Sub-

With the 4 sub-collections created and located in the correct folder you now need to configure the Compliant sub-

collection to have the correct maintenance window:

° Counters in the Compliant sub-collection should have a 4-hour maintenance windows applied to them,

opening at 3am and closing at 7am

A personalised counter that is Compliant will have a 4 hour maintenance window configured so that changes
(such as software updates) can only be installed while the maintenance window is open. When a counter
becomes Non-compliant (e.g. when a different version of HNGA is targeted at it) the deployment of the Task
Sequence that will install the new version of HNGA will be configured to bypass the maintenance window. This
will allow the counter to become compliant again as quickly as possible.

Use the following steps to configure the correct maintenance window for the Compliant sub-collection.
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Step ‘ Screen

Browse to Assets and Compliance

£ System Center Configuration Manager (Connected ta PO1 - Post Office Primary Site)

o | Seach

Assets and Compliance

Device Collections = Computacenter - Branch >
Compliance Baselines - HNGA XX.XX Compliance

Where XX. XX is the version of HNGA being deployed

MR Monitoring
Browse to the following Device Collection folder: L R e e e e
Assets and Compliance < HNGA 17.70v2 Compliance 5 items
;c\?ecuon testing Area Icon Name

Force Compliance
HNGA 15.96r3 Compliance.
1 HNGA 16.49.1 Compliance

-1 HNGA 16.49.1 Live Cielo Onl

HNGA 16,85 Compliance

HNGA 16,85 Upgrade Collections

HNGA 17.50:2 Compliance
| HNGA 17.70,2 Compliance

I HNGA 17.73 Compliance

HNGA deployments (Old Collections

& HNGA 17.70v2 Baseline_HNGA 17.70v2 Compiance Bassiine_Compliant:
&F  HNGA 17.70v2 Beseline_HNGA 17.70v2 Compliance Bessline_Eror
& HNGA 17.70v2 Baseline_HNGA 17.70v2 Compliance Baseline_Noncompliant
ty [ HNGA 17.70v2 Baseline_HNGA 17.70v2 Compliance Baseline_Unknown
[

HNGA 17.70v2 Compliance Baseline

Locate the Device Collections created for the new
HNGA release and edit the properties of the Compliant
sub-collection.

Select the Maintenance Windows tab and create a new
maintenance window with the following properties.

Name: 3amMW
Start: 03:00:00

X
Name:
— Time
Effective date: [o6/08/2017 =l
Start: J03:00:00 = End:  Jo7:00:00 ~|
Duration: |4 Hours 0 Minutes

™ Coordinated Universal Time (UTC)

[~ Recumence pattem

End: 07:00:00 Configure the recumence schedule.
Recurrence pattern: Daily P S
Recur every: 1 days " Monthly [ = o ~
Apply this schedule to: All deployments  Wesky

' Daiy
When completed click on OK to complete.

Apply this schedule to:

INI deployments ;I

0K I Cancel
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Deploy the HNGA Install Task Sequence

The next stage is to deploy the HNGA Install Task Sequence for the new HNGA release to the Non-compliant
sub-collection so that when a counter becomes Non-compliant it will execute the HNGA installation task sequence
and install the required HNGA component applications (in the correct order). Then when the counter re-evaluates

its compliance it will become compliant again.

Use the following steps to deploy the task sequence.

Login to the Primary Site serveé IRRELEVAN
open the SCCM Console I

Step ‘ Screen

B T - Assets and Compliance

Browse the Software Library in the following location

Operating Systems - Task Sequences - Branch >
HNGA Installation

4 | | Operating Systems

#t Drivers
B Driver Packages

» Bl Operating System Images
B Operating System Upgrade P.
& Boot Images

4 [ Task Sequences

4 | | Branch
_| Archive

{ | HNGA Installatior:

ackages

Locate the task sequence that was created to install the
new HNGA release.

. Icon Name Description Pac

The name of the task sequence will be: Izl _Template_Install_HNGA_ver Template for Installi... PO:
[5:' _Template_PreCache_HNGA_ver Template for precac PO:

HNGA_XX.XX_Install — where XX.XX is the HNGA [ HNGA_15.96r3_inc_Rollback_from_1... TSusedtoinstalll 1... PO
version number ] HNGA_17.50_Install Test TS used toupd... PO
HNGA_17.50v2_Install Test TS used to upd...  PO:

A HNX_I?.?D_InstaII Test TS used toupd... PO:

EI HNGA_17.70v2_AL Test Baseline_In... Test TS used toupd... PO

HNGA_17.70v2_Install Test TS used to upd PO:
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; x
Deploy the task sequence to the Non-Compliant sub- | — = E
A 5 Device Colections =[5
collection for the new HNGA baseline deployment. — - e
21 Aoplcations & HNGA 17 50v2 Baseine_HNGA 17 50v2 Comphance Baseine_Compliant
& HNGA
2] Computacenter T
B 3 1 Archive o ¥ T
Configure the deployment as shown in the following o Fre ) 501k 17502 Gt ok
® Branches
StepS: = ] Compliance Baselines

& L] BuidStage Compliance
] Collection testing Area
] Foroe Compliance
] HNGA 15.96:3 Compliance
] HNGA 16.43.1 Compliance
] HNGA 16.43.1 Live Cielo Or.
] HNGA 16.85 Compliance
] HNGA 16.85 Upgrade Colec
] HNGA 17.50v2 Compliznce
] HNGA 17.70v2 Compliance _

m S |

o |
o J i |

Action: Install

Purpose: Required Specify settings to control how this software is deployed

Action: [instat =
Pupose: =

HNGA_Updates_16.49.1_Rollback_Capable Status to HNGA 16.49.1 Baseline (MSI x|

Assignment Schedule: (2 assignments)
As soon as possible
Occurs every 1 hour

General | Deployment Settings  Scheduing | User Experience | Distibutin Poirts | Alets |

This program will be avaiiable as soon as it has been distributed to the content servers unless it is scheduled for a
Iater tme below. For requred applications, specfy the assignmert schedue.

I¥ | Schedile when this deployment wil beci Bilable:

Rerun behavior: Always rerun program ri:?o;mmimum Eie
Josri22017 =] iz = I utc
. & " . Assignment schedule: New... Edi

Note that Always rerun is required just in case you ever Semes vy T hos ecton G177 1720
need to rollback to this version of HNGA from a later fa g posatic
version.

Rerun behavior: [Awaye renun program |

ok | cancel | es |
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Allow user to run the program independently of
assignments: Unticked

[+ Deploy Software wizard & x|

Show Task Sequence progress: Unticked P s
Generat Specify the user experience for the installation of this software on the selected
. . " Deployment Settings devices

Software installation: Ticked

Notfication settngs:
System restart: Ticked e

™ Show Task Sequence progress.
Commit changes at deadline or during a maintenance e e

window (requires restart): Ticked e

¥ Systom restat f requred to complete the instalation)

Wie fiter handing for Windows Erbedded devices

Allow task sequence to run for the client on the Internet: ¥ comt
Unticked

Intemet based clents

I Allow task sequence to run for client onthe Intemet

Note: these settings allow the deployment to occur
outside of the configured maintenance window. This is | ]
required to allow the counter to become compliant as
quickly as possible.

summary |

= Deploy Software Wizard |

;g o

In Deployment Options select

Download all content locally before starting task o Specity how 10 un he content for tis program
sequence
Click on Next T e
Then finish the wizard. e o o o
e (|| sl e
6.5 Deploy the Force Baseline Evaluation Script to the Unknown

sub-collection

Once the HNGA Install task sequence has been deployed to the Non-Compliant sub-collection, the next step is
to deploy a package named “CC-SCRIPT-ForceBaselineEvaluation” to the Unknown sub-collection. When a
counter is first switched to a new HNGA baseline it populates the Unknown sub-collection. Deploying this package
to the Unknown sub-collection helps the counter to force an evaluation of the baseline more quickly than if it was
left to do it without intervention. This helps to reduce the time that a counter will take to upgrade the version of
HNGA.

Use the following procedure to deploy the package to the Unknown sub-collection:
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‘,and open

the SCCM Console.
Browse to Assets and Compliance

Home

Feedtack
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Step ‘ Screen

£y System Center Configuration Manager (Connected to P01 - Post Office Primary Site)

Search

Assets and Compliance

Browse to the following Device Collection folder:

Device Collections = Computacenter - Branch >
Compliance Baselines - HNGA XX.XX Compliance

Where XX. XX is the version of HNGA being deployed

&

8, Manage Affinity Requests 1% Add Resources e
) Clar Raqured PXE Desloyments & ClntNotheatan + ,Ce
) Uodote Menbersip G Encpant Protecton - G e

b Assers 3nd Complancs »

Nome

BRANCH - 24hr Maintenance Window

Overview » Devce Collections »  Computacenter » Branch »

Umiting Collection
Al Deskiop and Serv.
BRANCH - All Deployed and Pre-Personalised (TEST & LIVE) Devices Al Systems.

Locate the Unknown sub-collection

HNGA 17.50v2 Compliance 5 items

Search

Icon Name
":-‘ HNGA 17.50v2 Baseline_HNGA 17.50v2 Compliance Baseline_Compliant
™ HNGA 17.50v2 Baseline_HNGA 17.50v2 Compliance Baseline_Error
;‘:( HNGA 17.50v2 Baseline_HNGA 17.50v2 Compliance Baseline_Noncompliant
v HNGA 17.50v2 Baseline_HNGA 17.50v2 Compliance Baseline_Unknown
o HNGA 17.50v2 Compliance Baseline
nght-Clle the Unknown sub-collection i HNGA 17,50v2 Bascline HNGA 17.50v2 Compliance Baseline Unknown HNGA 17.50y
o v Show Members BRANCH - Al
Sp Add Selected Items »
Select Deploy - Program nstall Client
‘w}) Manage Affinity Requests
[5) Clear Required PXE Deployments
] Update Membarship
1A Add Resources
wi Client Netification >
k& Endpoint Protaction »
#¥ Export
2 Copy
(3 Refresh 5
7< Delete Delete
] simulatz Deployment
e Deploy » | [E] Application
HNGA Clear Server Group Deployment Locks =7 Program
— & Move Q Configuration Baseline
@ Task Sequence
[=] Properties po»
& Software Updates
@ Now Micro Right Click Tools » 'I'_
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Step ‘ Screen

On the “Specify general information for this
deployment” page, click on Browse, then select the
software “Run Force Evaluation Script” and click on OK.

Confirm that the “Run Force Evaluation Script” software is
selected and that the Unknown sub-collection is selected
then click on Next

Select Software to Deploy E

Select softwars forthis deployment

Folders:

1 Root Naro Verson | Peckage
Fun Force Evaluation Scrpt CC-SCRIPT-Force BaseineEy

=) Deploy Software Wizard

Specify general information for this deployment
Content
Deployment Settings
Scheduiing
. Software: [ Force Evalustion Scipt
Distribution Points Collection [HINGA 17.50v2 Baseline_HNGA. 17.50v2 Compliance Baseline_
Summeary
I Use defauit ditrbution pont arou i is collectior
Progress
e I Automaticaly ditrbute contert for dapendencie:

On the “Specify the content destination” page, confirm
that all 6 distribution points are selected and then click on
Next

|
=) Deploy Software Wizard

gg Content

Distribution poirt
Distribution point

T Specify the content destination
Deployment Settings
Scheduling Distribution points or distribution point groups that the content has
User Experience
Distribution Points ! T
S H Distribution point
. ! Distribution poirt
L fe i Distribution poirt
Completion : IRRELEVANT Distribution point
i
i
i
i
i

i'matmwummm DAIFTST disfibution point groups, and the dis

with collections to distribute content to:

=

I Name | Description ] Assoc |

On the “Specify settings to control how this software is | FEEEIEED -
deployed” page, configure the following settings and then gg Deployment Setinge
click on Next :

Specify setlings to control how this software is deployed
Purpose: Required e » — -
Send wake-up packets: Not selected Sl e [ -
Allow clients on a metered Internet connection to download :j;j::
content after the installation deadline: Not selected Conpletion I Pre depoy stz o e users iy device

I™ Send wakeup packsts

™ Allow clietts on @ metered Intemet connection to download content after the

instaliation deadline, which might incur additional costs.
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On the “Specify the schedule for this deployment” page,

configure the following settings and then click on Next Qg Scheduing
a3
. . . General j
Schedule when this deployment will become available: g Specty the schecula forthis deployment
Selected CEph et S Py
. . . This program willbe avalable as soon as & has been distribuled to the content server
Schedule when this deployment will expire: Not selected User Experience S b oA Eoereced sppkcatcns vch e ssomat achecic
Distribution Points.
Summary [¥ Schedule when this deployment will become avalable:
Assignment Schedule: (2 assignments) o Fez0 =] fio30 Hr ue
i Cohzii I Schedule when this deployment wil expie:
As soon as possible | Pz | e = e
Occurs every 1 hours effective “current time and date” Aesgnmert schedue: New |

As soon as possible

Occurs every 1 hours effective 02/08/2018 10:36

Rerun behavior: Always rerun program

Rerun behavior: [Aways rerun program
On the “Specify the user experience for the installation =
of this software on the selected devices” page, PP, s
configure the following settings and click on Next o N —
e P (E
Schedulng Notfication setings
Allow users to run the program independently of L I™ o oo gty scrmerts

assignments: Not selected e

Progess

Completion ‘mairtenance window:

¥ Software instalation
Software installation: Selected 17 St § it it e rtaberd
System restart (if required to complete the installation): A
Selected .

Commit changes at deadline or during a maintenance
window (requires restart): Selected

On the “Specify how to run the content for this e =
program...” page, configure the following settings and click PP e
on Next Generdl Specify how to run the content for this program according to the type of boundary
Content the client is connected to
Deployment Settngs

Set both Deployment Options to:

s Deployment options:
Download content from distribution point and run s L:Wrmmm:N —
locally . Siommi e
Allow clients to share content with other clients on the e B e
same subnet: Not selected e -
Allow clients to use distribution points from the default site :
boundary group: Not selected
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On the “Confirm the settings for this new deployment” | "= -
page, confirm that the settings are correct and click on QJ =
Next

Confirm the settings for this new deployment

Content
Deployment Settngs

Scheduing Detais:

User Experience .

Distrbubion P T ehware Run Forco Evalabon Scrpt

i  Colecion: HNGA 17502 Baselre HNGA 17,5042 Complancs Basskne_Unknown (Member Court
Summary )
 Use defoult disiribuion pint roups assocoted o this colecion:Disatled

Progress utomalically distrbute content for dependencies: Disabl
Completion

Deployment Setings
« Aciion: Install
« Furpose: Required b
- Pre-deploy software to the ueers primary device: Disabled
+ Send vake p peces Disabed
- Allow dient Disabled

Scheduing
jule when this deployment will become available: 02/08/2018 10.30
© Sinail when deployment will expire: Disabled
+ Assgrmentschedu: Assoon 23 possie: 02082018 106
« Rerun behavior: Ahways rerun prograr

User Experience
« Alow users to run the program independently of assignments: Disabled
« Software installation Enabled
« Sysiem restart (f required to complete the installation): Enabled
sequence to run for client on the Intemet. Disabled

Enabled

click Previous. To apply 95, click Next

o] | |

On the “The Deploy Software Wizard completed . s
successfully” page, click on Close g! =

General
Content

(@) The Deploy Software Wizard completed successfully

Deployment Settings

Scheduling Detais:
per
Distrbuton Ponts @ Success: General
+ Software: Run Force Evaluation Seript
Summary + Collection: HNGA 17 50v2 Baseline_HNGA 17.50v2 Compliance Baseline_Unknown (Member Count

Progress

)
+ Use default distiibution point groups associated 1o this coliection: Dissbled
+ Automatically distribute Gontent for dependencies: Disabled

@ Success: Deployment Setings

+ Pre-deploy software o the user's primary device: Disabled
+ Send wake-up packets. Dissbled
« Allow dlents to use a metered Intemet connection to download content Disabled

@ success: Scheduling
+ Schedule when this deployment will become available: 02/08/2018 10:30
+ Schedule when this deployment will expre: Disabled
. d:-gnmw schedule: As swn 28 possible: 02/08/2018 10:36:
* Rerun behavior: Always rerun program

© sucoess: User Experience

To ext the wizand. cick Close.
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7 Initial Virtual Machine Testing of the HNGA
Release

With everything now in place it is possible to complete a number of tests of the SCCM baseline deployment using
virtual machines in VMWare.

These tests will prove the following:

° A virtual machine targeted at the new Baseline deployment becomes compliant to the new HNGA release

° Once compliant, the test virtual machine has the correct HNGA software components installed

° Once the upgrade has been completed successfully test rolling back to the original version of HNGA on
the test virtual machine

° With BuildStage configured correctly, prove that a virtual machine can be built successfully and be

Compliant to the new HNGA release

Once these initial tests have been completed you can then move on and complete the “Route to Live” testing by
completing BuildStage testing and then testing in SV&I, LST and then Model Office, before moving rolling out the
baseline into Production.

In summary, initial testing the new HNGA baseline deployment on a test Virtual Machine is broken down into 2
sections:

Section 1
o Identify a test Virtual Machine that is Compliant to an existing HNGA baseline.
o Add the test virtual machine to the new base collection for the new HNGA version (the collection where

the baseline is deployed) using a Direct Membership rule

Restart the virtual machine and make sure it becomes compliant to the new version of HNGA
Execute a PowerShell command to capture a list of installed applications and confirm that the list
matches the bundle of applications in the new HNGA release

° Remove the Include collection rule that was added for the test collection so that the test device reverts to
its original HNGA baseline and make sure it become compliant again
S Execute a PowerShell command again to capture a list of installed applications and confirm that the list

matches the bundle of applications in the original HNGA release

Section 2

o Setup BuildStage so that test VMs build with the new HNGA version

o Complete a test build of a virtual machine and confirm that on completion it is Compliant to the new
HNGA version

5 Execute a PowerShell command to capture a list of installed applications and confirm that the list

matches the bundle of applications in the new HNGA release

71 Initial testing of the baseline deployment to a Virtual Machine

Use the following steps to complete a test deployment of the new HNGA version on a test Virtual Machine.
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Step Screen

In the Citrix Workspace, run the vSphere Client

Set the IP address / Name as:i IRRELEVANT

Then enter your credentials and click on Login
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% VMware vSphere Client
vmware

VMware vSphere™

Client

il Invsphere 5.5, all new vSphere features are available only
through the vSphere Web Client. The traditional vSphere Client
will continue to operate, supporting the same feature set as
wSphere 5.0, but not exposing any of the new features in
vSphere 5.5.

The vSphere Client is still used for the vSphere Update
Manager (VUM) and Host Client, along with a few solutions
(e.g. Site Recovery Manager).

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a

vCenter Server.
—
IP address [Name: | IRRELEVANT |
User name: |a|ander
Password: Ixxzxtxxxﬁ

™ Use Windows session credentials

Note that at the time of writing the virtual machines
configured as branch counters are

IRRELEVANT

However, any of the 12 virtual machines could be
configured as a branch counter so you may need to
search for one.

If no VMs are available or in a usable state you may
need to rebuild one in preparation for the testing.

Login Close Help
When the vSphere console opens browse to: Ef] vCenter
= 7 MDLOiends,
Romford - VDI Clients
Then open the console of one of the virtual machines
that is configured as a branch counter. IRRELEVANT

Vulnerability Scanning
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Restart the virtual machine and then make a note the
hostname of the virtual machine and the baseline that it
is compliant to.

When the virtual machine starts up the CDU scripts will
execute and you should be able to confirm both the
hostname and compliance state.

Step ‘ Screen
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Login to the Primary Site server
open the SCCM Console.

IRRELEVANT ; and

Browse to Assets and Compliance

3 Systeim Center Configuration Manager (Connected to P01 - Post Office Primary Site)
Home n

[

Assets and Compliance

Edit the membership of the baseline collection for the
new HNGA release.

Create a Direct Membership rule and include the test
virtual machine.

This will target the new HNGA baseline at the test virtual
machine.

Remember that you can check the properties of the VM
to confirm that the correct baseline is now deployed to it.

. HNGA 17.50v2 Compliance Baseline Properties 5’

_Coleaion Variablml Distribution Point (‘xoq:s] Seeuilyl Alerts I
Gerersl Memberstip Rudes | Poner . ¢ | Den

| Mai Windows |

Membership rules determine the resources that are included in the collection when it updates.
“You can use membership rules to add a specfic object or a set of abjects from a query. The
collection membership can also include or exclude other collections. Membership rules can add
only those objects that are members of the limiting collection.

Membership rules:
Rule Name [Type [Colectionle =]
HNGA 17.73v2 Compliance Baseline Exclude P0100796
MININT-OTD8QAN Dirsct Not Applicable
-
4] | »
L =
¥ Use incremertal updates for this collection
An incremental update dically evaluates new and then adds that

qualify to this collection. This option does not require you to schedule a full update for this
collection.

Restart the test VM and confirm that it tries to evaluate
the new baseline.

It should initially become Non-Compliant and display a
message stating

“Branch system update detected...”

Branch system update detected...

Loading of HNGA paused until counter is compliant

Please wait for software to update
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After a while the device should become Compliant again
but to the new HNGA version.

Once the device has reported as Compliant you need to
confirm that the correct HNGA component applications
are installed.

To do this open an Administrative PowerShell window
and run the following command:

Get-WmiObject -Class Win32_Product -
Computername . | Format-Table Name, Version |
Out-File —FilePath
C:\Computacenter\installedApps.txt
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Open the InstalledApps.txt file and confirm that the
correct HNGA component applications that make up the
new HNGA version are all installed (refer to the HNGA
release bundle document to confirm).

Note that other applications that are part of the standard
build such as Eracent or the SCCM client will also be
listed. You just need to confirm that the applications that
make up the HNGA version are listed and that they are
the correct versions.

It is also worth confirming that only one version of each
of the Fujitsu specific applications in the bundle are
installed.

Make sure that only one version of the following
applications are installed and they are the correct
versions:

IRRELEVANT

POL00337656
POL00337656

®

(omputacenter

‘ Screen

s —

IRRELEVANT

Next, run the SCCM report “List of assets by compliance
state for a configuration baseline”, select the new HNGA
release version baseline and confirm that the test VM
counter is reported as Compliant

If you are happy that the device has successfully
upgraded to the new HNGA version and the correct
applications are installed, you need to roll the device
back to its previous HNGA version.

P List of assets by compliance state for a configuration baseline [=To |

] To view the repor, provide vakues forthe parameters below, then click View Repor
Report Categery.
Complance and Settings Mansgement
Report Neme
List of assets by compiance state fora configuration baseine
Report Descripton

Configuration Baseine Name: HNGA 1750 Baselne

Severty <Al Valuss>

| Vaes.

Configuration kem State: <Al Values> | Values
| Vhes

Values

Remedated [ Values> s
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Remove the Direct Membership rule that you created for

the virtual machine from the new HNGA baseline
collection.

Reboot the virtual machine.

It will attempt to re-evaluate its previously deployed

HNGA version and will initially become Non-Compliant
again.

®
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[B HNGA 17.50v2 Compliance Baseline Properties il

 Collection Vanables | Distrbution Point Groups I Securty | Alerts |
General Membership Rules I Power

t | D | Mai Windows |

Membership rules determine the resources that are included in the collection when it updates.

‘You can use membership rules to add a specific object or a set of objects from a query. The

collection membership can also include or exclude other collections. Membership rules can add

only those objects that are members of the limiting collection

Membership rules:
Rule Name | Type | Collection Id :]
HNGA 17.73v2 Compliance Baseline Exclude

P0100796
MININT-OTDEQAN

mdRue  w| i | Delete

Direct Not Applicable
«| | »

¥ Use incremertal updates for this collection

Anincremental update periodically evaluates new resources and then adds resources that

qualify to this collection. This option does not require you to schedule a full update for this
collection.

Branch system update detected...

Loading of HNGA paused until counter is compliant

Please wait for software to update.

Step ‘ Screen

x|

Confirm that the virtual machine becomes compliant

again, this time to the original HNGA version that was
installed.
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Once the device has reported as Compliant you need to
confirm that the correct HNGA component applications
are installed.

To do this open an Administrative PowerShell window
and run the following command:

Get-WmiObject -Class Win32_Product -
Computername . | Format-Table Name, Version |
Out-File —FilePath
C:\Computacenter\installedAppsRollback.txt

Step ‘ Screen
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dows Powershell - o

Open the InstalledAppsRollback.txt file and confirm
that the correct HNGA component applications that
make up the original HNGA version bundle are all
installed.

Note that other applications such as Eracent or the
SCCM client will also be listed. You just need to confirm
that the applications that make up the HNGA version are
listed and that they are the correct versions.

Again, it is also worth confirming that only one version of
each of the Fujitsu specific applications in the bundle are
installed.

Make sure that only one version of the following
applications are installed and they are the correct
versions:

IRRELEVANT

IRRELEVANT

Run the SCCM report “List of assets by compliance T e L=Lelx)
state for a configuration baseline”, select the original powcar
HNGA version baseline and confirm that the test VM Tt
counter is reported as Compliant Fage Dsoien .
Configuration Baseine Name: ] Voler. View Repott
Configuration kem State: | Values.
Severty. | values .
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7.2 Initial BuildStage testing of the baseline deployment to a Virtual
Machine

Once you have tested that it is possible to deploy a new HNGA release to an existing virtual machine, you need
to test that a Virtual Machine can be built and become Compliant with the new version HNGA installed.

To do this you will need to do the following:

° Add the TEST BuildStage collections for all hardware types (including virtual machines) to the SCCM
base collection for the new HNGA release

° Identify and rebuild a test virtual machine

° When the build has completed, confirm compliance to the new HNGA release

Use the following steps to prepare BuildStage to allow a virtual machine to build and become Compliant with the
new version of HNGA installed

7.21 Buildstage preparation for all TEST builds

Use the following steps to configure BuildStage for TEST counters for the new HNGA release.

Step ‘ Screen

3 System Center Configuration Manager (Connected to PO1 - Post Office Primary Site)

Login to the Primary Site serverE IRRELEVANT Eand = —
open the SCCM Console. Lo o 7

Browse to Assets and Compliance

Assets and Compliance

Browse to Device Collections = Computacenter 2> =

Branch - Compliance Baselines Collection Viebles | Distrbution Point Groups | Secuy | Aets |

General Membership Rules | Power Management | Deployments I Maintenance Windows |

Membership rules determine the resources that are included in the collection when it updates.

Locate and remove the following BuildStage TEST L e e e
collections from any of the SCCM baseline collections: P S N e TR R 2
BuildStage_Compliance_TEST_PT_VM Membership rues:
BuildStage_Compliance_TEST_PT_M79 e e e
BuildStage_Compliance_TEST_PT_Cielo ;!Sii232'5222!Zﬁi‘#'!é".ﬁfé':.c s : S o
BuildStage_Compliance_TEST_PT_BoxPX35
When located delete the Include Collection Rules for
these collections from the SCCM baseline collections.
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Browse to Device Collections > Computacenter ->
Branch © Compliance Baselines - the folder for the

nt  Members Visible on Site

new HNGA release. - .
p :
e BRANCH - All Depl. 0
In this example we are using the HNGA 17.50
Compliance folder.
Edit the membership of the SCCM base collection for
the new HNGA release. x|
Collection Varlablesl Distribution Point Gmupsl Secumy' Aerts ]
. "General Membershi F‘-“eleower ‘.If‘ Y m:IMain!manceWindowal
Creatg 4 new Inglude CoIIectlon. Rules and add the erbetp e etmin e e it v e e colecton when  pdses
following test BuildStage collections to the SCCM base e e e
collection for the new HNGA release. ety icec e 8 sbsia 6 g eolecio
BuildStage_Compliance_TEST_PT_VM i i
= =~ siliia Rule Name [ Type [ Colectionld |
BuildStage_Compliance_TEST_PT_M79 BuidStage_Compiiance_TEST_PT_BoxPX35 Include P01004BD
== — = = BuildStage_Compliance_TEST_PT_Cielo Include P0100374 -
BuildStage_Compliance_TEST_PT_Cielo PTndswoe Comoliance TEST PT M79 Include | PO =
BuildStage_Compliance_TEST_PT_BoxPX35 Adfde v Fii | pee |
¥ Use incremental updates for this collection

Note that the BuildStage collections are located in the
following folder:

Device Collections > Computacenter - Branch ->
Compliance Baselines - BuildStage Compliance

At this point all new TEST builds will be added to the
SCCM Base collection for the new HNGA release.

Note that a TEST build is one where the TEST build type
is selected at the start of the task sequence rather than
LIVE.

When the builds have completed they will check their
compliance to the new HNGA version.

7.2.2 Test build of a Virtual Machine Compliant to the new version of HNGA

Now that BuildStage has been prepared for TEST builds, you need to complete a test build of a Virtual Machine
to confirm that once built the counter is Compliant to the new version of HNGA and that it has the correct HNGA
component applications installed.

Use the following procedure to complete a test build of a Virtual Machine.
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Step Screen

In the Citrix Workspace, run the vSphere Client

Set the IP address / Name asi! IRRELEVANT

Then enter your credentials and click on Login

7 VMware vSphere Client

vmware

VMware vSphere™

Client

[3] InvSphere 5.5, all new vSphere features are available only
through the vSphere Web Client. The traditional vSphere Client
will continue to operate, supporting the same feature set as
wSphere 5.0, but not exposing any of the new features in
vSphere 5.5.

The vSphere Client is still used for the vSphere Update
Manager (VUM) and Host Client, along with a few solutions
(e.g.
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Site Recovery Manager).

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server.

IP address [ Name: IRRELEVANT -

User name:

Password:

;.
Ialander

™ Use Windows session credentials

Note that at the time of writing the virtual machines
configured as branch counters are

IRRELEVANT

Any of the 12 virtual machines could have been built as
a branch counter so you may need to search to locate
the VM that is required.

Login Close Help
When the vSphere console opens browse to: @ vCenter
B [ YRLClents. ...,
Romford - VDI Clients
Then open the console of one of the virtual machines
that is configured as a branch counter.
. IRRELEVANT

e

Viinerability Scanning

When you have identified a VM for rebuild, note the
hostname of the virtual machine.

Page 62 of 128

Version: V0-21, Date: 24 September 2018

POL - BCR - HNGA Release and Compliance Baselines - V0-21.docx

©9/24/2018 4:08 AM
Classification: Unrestricted



POL00337656
POL00337656

@

(omputacenter

Step Screen

[y System Center Configuration Manager (Connected to PO1 - Post Office Primary Site)

In the SCCM Console browse to [

Assets and Compliance and select Devices

Assets and Compliance

Search Devices and locate the SCCM device object for Devices Search Results - 1 items shown

the virtual machine. e
Icon Name Client Site Code Client Activity
Right-Click the SCCM object for the VM and delete it. ™ MININT-0SFPT7U Yes P01 Active

x

Deleting a resource from the Configuration Manager console will remove the
resource record from the database. Any active computer associations will also
be removed. You should not delete this recond until the operating system
deployment migration is complete and there are no active computer
associations for this record.

Click the active computer association status to view all computer associations
for that system resource.

System resources:

Name Iﬁaive Computer Association ]“; ion Comple
MININT-05FPT7U No No
| | il
Delte |  Cancel |
4
Page 63 of 128 Version: V0-21, Date: 24 September 2018 ©9/24/2018 4:.08 AM

POL - BCR - HNGA Release and Compliance Baselines - V0-21.docx Classification: Unrestricted



POL00337656
POL00337656

@

(omputacenter

Step Screen

Open Active Directory Users and Computers, find the
AD computer object for the virtual machine and delete it.

=T
File Edit View
Find: IComputers j In: I;Fj euc postoffice.co.uk j Browse ..

Computers I Advanced |

Find Now |

Computer name: [mlniﬂt'OSfD

Owner: |

Stop. |

H|_cean
Role:
Are you sure you want to delete the computer named 7F
L i A 'MININT-0SFPT7U'?
Search resut _,Ves E
Name | Machine Role | Owner

ISIMININT-0SFPT7U  Wiorkstation or Server

Locate the associated AD user object and delete it.

Note that the user object will have the same name as
the computer object but will be prefixed with either PL-
or PT- depending on if it was a TEST or LIVE build.

In the vSphere console confirm that the VM has the
CD\DVD drive connected to the ISO

4] | |
|Litem(s) found 4
B# Find Users, Contacts, and Groups Il =101 %]

File Edit View

Find: IUsers,CunIacls and Groups LI In: Iij euc postoffice.co uk LI Browse.... |

Users, Contacts, and Groups | Advanced |

Find Now |

Name: | PT-MININT-057PT7U
_ Stop
et Drectory Domaim servces NN
Clear All |
Are you sure you want to delete the user named =
7]; ‘PT-MININT-O5FPT7U'? 7
— I
Search resutt.
= [ Type | Desaription
I PT-MININT-05FPT7U User
4| | 1|
- [item(s) found __ 4
T
IRRELEVAN T 2l e lnix

furces | Profies | vservices |

I~ show Al Devices Add... a2 [V Connectad

Virtual Machine Version: §

POL_BCR_WINPE_x64_v0-03.is0 (or higher) < — [
Memory 2048 MB
d ceus 1 el
[ Videocard Video card € Glent Device
& VMC device Restricted
© sCslcontroller 0 LSl Logic 545
@, comvp drive1 [ROMESX_TEMPL_IS0_... |
BD Network sdapter 340_DESKTOP R
= Hard disk1 Virtual Disk
P Network adapter2 340_DESKTOP I j
' Datastore ISOFile
[5oIPOL_BCR_WIWPE 64 v0-03.150 _Browse...
Vade ]
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Reboot the VM and boot from the CD-ROM Drive so that
it boots into the WinPE boot image Boot Menu

CD-ROM Drive

On the “Welcome to the Task Sequence Wizard”
page, click on Next

Welcome to the Task Sequence
Wizard

{ This media is not password protected. Click next to
continue.

——

Configure network settings. DHCP is used unless
otherwise specified.

[ configure Network settings... |

Configure Proxy Settings... I

On the “Select a task sequence to run” page, select
the current live Branch Counter Task Sequence.

Select a task sequence to run.
Task sequences:

If you don’t know which is the live one, check with GIO
Build Management.

Name | Description |

DEP_Admin_Win8.1_x64_v1.1 LIVE - Task Sequence v1.1 (08/11/2016 - ...

i . ; DEP_Branch_Prod_W10_v0.26A BCR C/D/Prod W10LTSB - Modifed By A M. ..
Note that the minimum version number for the live B Dronch Prod W0 037 SR C /o Prod W10LTSD Branch Buld 27
Branch Counter Task Sequence will be v0.27 R e e . N M e
< Previous | Next > I Cancel
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When prompted to select the Build Type, select Test ]
Build and click on the green tick to confirm. Bl Select Build Type ®
Please choose a build type for this computer

Test Build v

The build will now proceed, based on a VM, Test build.

[ Post Office Limit

Once the build has completed and the counter has had
its Compliance checked for the new HNGA release you
will see a popup on the screens saying

Build complete and compliant, click ok to shutdown

Build complete and compliant, click ok to shutdown

Confirm that the correct HNGA component applications
are installed.

To do this open an Administrative PowerShell window
and run the following command:

Get-WmiObject -Class Win32_Product -
Computername . | Format-Table Name, Version |
Out-File —FilePath
C:\Computacenter\installedApps.txt
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‘ Screen

Open the InstalledApps.txt file and confirm that the
correct HNGA component applications that make up the
HNGA version bundle are all installed.

Note that other applications such as Eracent or the
SCCM client will also be listed. You just need to confirm
that the applications that make up the HNGA version are
listed and that they are the correct versions.

It is also worth confirming that only one version of each
of the Fujitsu specific applications in the bundle are
installed.

Make sure that only one version of the following
applications are installed and they are the correct
versions:

IRRELEVANT

Once you have confirmed that the device has the correct
HNGA applications installed then the VM BuildStage
testing is complete.

IRRELEVANT

Next you will need to repeat the above build test
procedure for each of the 3 physical hardware
models used in branches by completing test builds
in Hatfield.

Currently the 3 hardware models use in branch are:

Lenovo M79
Cielo PHU
Box PX35

You will need to engage with a resource in Hatfield
who can build a couple of each of the hardware
models for you in Hatfield.

These counters need to be shipped to Winnersh and
will be used to test that a pre-personalised counter
with the new HNGA version installed can be
Personalised.
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8 “Route to Live” Testing for the new HNGA
Release

When the initial virtual machine testing has been completed and you have confirmed that a test VM can become
compliant to the new version of HNGA (with the correct applications being installed), you can start to follow the
“Route to Live” testing process.

“Route to Live” is a term used to describe the testing that needs to be successfully completed to allow a major
upgrade to be deployed to Post Office Branch Counters.

For a new HNGA release the “Route to Live” process requires that the following tests are completed successfully:

Successful deployment of the new HNGA release to a set of current personalised SV&I counters

® Successful deployment of the new HNGA release to a set of current personalised LST counters

° Successful completion of physical LIVE counter builds in Hatfield that include the new HNGA release
installed. These will be deployed and personalised in Model Office.

o Successful deployment of a pre-personalised TEST counter with the new HNGA release installed into
SV&l and completion of the personalisation process.

° Successful deployment of the new HNGA release to a set of current personalised Model Office counters.

° Successful deployment of a pre-personalised LIVE counter with the new HNGA release installed into

Model Office and completion of the personalisation process.

On successful completion of these tests you will be ready to:

° Deploy the new HNGA release onto production branch counters
° Configure BuildStage for LIVE counters
° Build new pre-personalised counters in Hatfield with the new HNGA release installed, ready for

deployment into a Branch

Use the procedures in the following sections to assist with the completion of the “Route to Live” testing.

8.1 Deployment of the new HNGA release to personalised SV&I and
LST counters

With the initial Virtual Machine HNGA deployment and BuildStage testing completed, deployment of the new
HNGA release to a personalised test counter in SV&l and LST is required next. The objective of the SV&I/LST
testing is to prove that the new version of HNGA can be deployed to a set of physical devices of all hardware
types that have been personalised and are in use, to confirm that the HNGA application functions correctly and
then to prove that the same devices can be rolled back successfully to the previous HNGA version. SV&l and
LST testing should be completed prior to deployment in Model Office or Production.

The Post Office SV&I environment is currently based at the Atos office in Winnersh, although it may also be
available in Hatfield soon. It consists of a number of simulated Post Office Branches using live network equipment
and physical hardware. The Post Office LST environment is located in a Fujitsu testing facility in Bracknell. The
counters based in SV&l and LST are personalised and are used to test all deployments, including new HNGA
releases.

The SV&Il and LST device collections in SCCM are currently located in the following folder:
Device Collections - Branch - Branches - SV&l and LST
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SV&I and LST 43 items

Icon Name Limiting Collection Member Count
v LST - All Deployed BRANCH - All Deploy... 3
e SV&I - All Deployed SVAI - All Deployed... 28
v SV&I - all Deployed - Cielo Tablet SV&I - All Deployed 4
v SV&I - All Deployed - Lenovo M79 SV&I - All Deployed 11
|::J" SV&I - All Deployed - PX35 (AIOD) SVEI - All Deployed 13
v SV&I - All Deployed & Pre-Personalisad BRANCH - all Deploy... 82
i.:l‘ SV&I - All Deployed Build 22, Build 23 & Build 26 SWE&I - All Deployed 2
v SVAI - All Deployed Build 27 SV&I - All Deployed 23
'V SV - All Deployed Build 28 SV&I - All Deployed 3
i SV&I - All Pre-Personalised SVAI - All Deployed... 54
.':J" SV&I - Always Compliant Counters All Post Office Branc... 10
v SV&I - Banbury (900041) SVAI - All Deployed... 1
ﬂ" SV&I - Banbury (900041) Counter 1 SVEI - All Deployed... 1
i}‘ SV&I - Barmouth (167641) SV&I - All Deployed... 1
;‘:-“ SV&I - Barmouth (167641) Counter 1 SV&I - All Deployed... 1
‘? SV&I - Garrabost (112869) SWV&I - All Deployed... 5
i;l" SV&I - Garrabost (112869) Counter 1 SVEI - All Deployed... 2
v SV&I - Garrabost (112869) Counter 2 SV&I - All Deployed... 3
;':J" SV&I - Glasgow (054832) SV&I - All Deployed... 9

@
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8.1.1 SV&I Counter Types

In SV&I there are 2 types of counters, Type C and Type D. Type C counters are not as locked down as Type D
counters so that they can be used to access logs etc. when testing deployments. Type D counters in SV&l are
configured with the same lockdown policies as production counters which means there configuration is more
closely aligned with production counters.

When testing a HNGA release in SV&I, you should always test on Type D counters!

8.1.2 Testing a HNGA release in SV&I and LST

Testing in SV&I needs to be as flexible as possible. There are collections configured that include all SV&l
counters, and collections for specific simulated branches, including Banbury, Garrabost, Glasgow, Nantwich and
Putney. However, on any particular date it is possible that these simulated branches have either too many or no
counters available for testing. You may need to prepare the SV&I or LST counters in advance of any HNGA
release testing to make sure that you have counters available for testing.

For Build 27 or later devices, SV&I counters once personalised will by default fall out of any automatic BuildStage
compliance collections. Therefore to test a HNGA release in SV&l it is a case of adding personalised counters to
a collection (using direct memberships) that targets a specific HNGA baseline.

In SV&I there should be a device collection created for each HNGA release that can then be added to the required
HNGA base collection using an Include rule. This allows you to easily select whichever devices (based on
availability) that you require to add to the SV&I test baseline and confirm they becomes complaint.

©9/24/2018 4:08 AM
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Login to the Primary Site server{
open Active Directory Users and Computers

| Screen

File Action View

Help
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The following steps describe how to create the SV&I test collection for the HNGA release and then test that a
device can be successfully upgraded and rolled back. Note that you will need an onsite resource in the SV&I
location with the physical counters who can execute any tests required to confirm compliance.

B Active Directory Users and Computers

& Flo=HE(3a5T7a%R

= Active Directory Users and Comput]
| saved Queries
3 euc.postoffice.co.uk

Name I Type

| saved Queries
Feuc.postoffic... Domain

Browse to the OU

Data Management\Computers\Branch\SVI Test
Environment\SVI Type D Builds

Locate a personalized SV&I counter (computer name
begins with S)

You will need to seek agreement from the Atos staff in
Winnersh that the counter(s) chosen for the upgrade can
be used

File Action View Help

B Active Directory Users and Computers

e Hml{0XEo= HE|225T78%

[ 4 euc.postoffica.co.uk
2] AD-Tidy
@ ] Bultin
| Computers
ata Management
| Build
omputers
i Admin
= [& Branch
| Hatfield Testing
1 Live

ive Pre-Personalised

ive Staging

[ [2] Live_Compliance_Logaing

[ 3] Live_Temp_No_Restart

[ (2] Live_TEMP_TypeC_(NoRestart)
B [&] LST Pre-Personalised

[ [5] LST Staging

[ (3] LST Test Environment

# [&] Model Office
5 Model Office Pre-Personalised
1 (5] Nomad

[ (3] ROT Test Environment

[=] [&] SVI Test Environment

2| PenTest

VI Type C Builds
[=5RERl SV1 Type D Buids
4| TestPre-Personalised

_:[ Name T

. Mo Jem restart.

Computer
—omputer
IRRELEVANT j-omeuter

Computer

—omputer

v
3| V27 USB test

Organizational ..

Open the SCCM Console -
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Select Assets and Compliance and browse to the folder L Folder Tooks | search Toots [ Y L L G T LR
Home Folder Search
%5 Current Node B dpe IS ) = B
i 3 i I 111 in = ¥ Z‘ H i’#
All o N: Add Saved Re Search Save Cus Save O
Device Collections > Branch > Branches -> SV&I e 4| Semd | Rt | Sarh | Sms Gt Sy G
and LST scope Refne Options
€« <[\ hssesanccompliance » Oveniew » Device Collections » Computacenter » £
Assets and Compliance < SVE& and LST 23 items
Archive
4 [ Branch lon | Name -
“ Branches & LST - All Deployed
CCTEST =| & sval - All Deployed
2 UVE & Svad - All Deployed - Gielo Tablet
Model Offica (MO) ¥ sval- Al Deployed - Lenovo M79
& SVAI - All Deployed - PX35 (AIO)
o SV&I - All Deployed & Pre-Personalised

If required, create a new Device Collection named )
SV&I and LST 23 items

SV&I at HNGA XX.XX Search

Icon Name
Where XX.XX is the new HNGA version being tested & SVAI - Updates Testing Sep
, i SV&I - VSAT Machines
Make sure that the collection “SV&I - All Deployed & "'_f
Pre-Personalised” is configured as the limiting ' SVET at HNGA 15.56r3
collection. ¥  SVAIatHNGA 16.49.1
v SV&I at HNGA 16.48.1 Build 27
v SVAI at HNGA 16.85
\ v SV&I at HNGA 16.85 Build 27
Browse to the folder where the base and sub-collections
R - e
are located for the new HNGA release + B & D A dfp B
Manage Device Feedk’:atk Saved Show Add Install ,;ClﬁrREWIMFXEWE 4
el regori Searches * | Members Selected ltems ~ Client - Update Membership £
Categories Feedback Search Collection
€ v [0\ v asesandcomplance » Overview b DeviceCollections b Computacenter » Branch » Co

Assets and Compliance < HNGA 16.85 Compliance 5 items
HINGA L0.4Y.L Lompliance
HNGA 1649.1 Live Cielo Only

Icon | Name
HNGA 16.85 Compliance

o HNGA 16.85 Compliance Baseline

ke b poone ol chon & HNGA 16.85 HNGA 16,85 Compliance Bassline_Compliant

HNGA 17.50 Compliance HNGA 16.85_HNGA 16,85 Compliance Basline_Error

&
TestStage Compliance ;| o HNGA 16.85_HNGA 16,85 Compliance Bassline_Noncompliant
&

HNGA 1649.1 (MS]) HNGA 16.85_HNGA 16,85 Compliance Baseline_Unknown

Page 71 of 128 Version: V0-21, Date: 24 September 2018 ©9/24/2018 4:.08 AM
POL - BCR - HNGA Release and Compliance Baselines - V0-21.docx Classification: Unrestricted



Right-Click the baseline collection and select properties
Select the Membership Rules tab

Add the new “SV&I at HNGA XX.XX” collection with an
Include rule.

[B HNGA 16.85 Compliance Baseline Properties x|
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Step ‘ Screen

Collection Variables | Distribution Poirt Groups | Securiy | Alerts |
General Membership Rules IFuwer Management | Depbyment!l Maintenance \Mndowsl

Membership rules determine the resources that are included in the collection when it updates.
You can use membership rules to add a specific object or a set of objects from a query. The
collection membership can also include or exclude other collections. Membership nules can add
only those objects that are members of the limiting collection.

Membership rules:

Rule Name Type Collection Id -

SV&l at HNGA 16.85

HNGA 16.49.1 Compliance Baseline Exclude P0100434

BTWdStaue Comoliance LIVE PL BoxPX35 Include | P01004BC hd

4 >
AdRie  v|  Ei | Dpeee |

V' Use incremental updates for this collsction

version of HNGA.

An update lly evaluates new and then adds resources that
qualfy to this collection. This option does not require you to schedule a full update for this
collection.

[V Schedule a full update on this collsction
Occurs every 7 days effective 25/09/2017 14:15 Schedule ... I
ok | camcel | e |
At this point you need to add the SV&I Type D counters SV&I at HNGA 16.85 3 items
that will be used for testing the new HNGA release. —
The ideal approach will be to locate an SV&I Type D [ | o Elont Typeo et
counter that is already compliant to the existing HNGA ‘ b Compesy tes
version through its membership of the previous “SV&I at %! IRRELEVANT Computer V=
HNGA XX.XX” collection. Ly Computsr Yes
Add the target device to the new “SV&I at HNGA ]
XX.XX” collection using a Direct Membership rule. "General  Deployments | Variables |
Deploymeris to this resource
When you have added the device to the new “SV&I at ‘"s;m T o=
HNGA XX.XX” collection, view the properties of the HNGA 1685 Monitor Bassine HNGA 16.85 Compliance Ba .
tal’ et deV|Ce and Conﬂrm that It Onl haS one base“ne Definition Update ... Install Software Update SV&l - All Deployed & Pre-Per...
[¢) y Definition Update ... Install Software Update SVAI - All Deployed & Pre-Per...
deployment, and that the deployment is for the new Definition Update ... Install Software Update All Post Office Branch Clients

Over the course of the next few hours the target device
should execute the upgrade to the new HNGA version
and become compliant again.
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To confirm that the counter has reported to SCCM that it
is compliant run the report “List of assets by compliance
state for a configuration baseline”.

Confirm that all of the SV&I or LST devices targeted at
the new HNGA XX.XX baseline are reporting as
Compliant.
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@ Description

List of assets by compliance state for a configuration baseline

DeviceName ~ *  User/Device

Compliance State

+ Severity % Configuration Baseline Name

(SYSTEM)
(SYSTEM)
IRRELEVANT| ("™
(SYSTEM)

(SYSTEM)

Compliant
Compliant
Compliant
Compliant

Compliant

None
None
None
None

None

HNGA 17.50 Baseline

HNGA 17.50 Baseline

HNGA 17.50 Baseline
HNGA 17.50 Baseline

HNGA 17.50 Baseline

The following tests can only be completed onsite.

You will either require one of the Atos staff in
Winnersh to agree to perform the tests or request
that a BAU engineer attend and perform the tests.

The onsite resource in the SV&I location needs to check
that the correct HNGA version is running using the on-
screen menu system.

From the default screen press Enter or Touch the
Screen

Choose System Diagnostics (82) from the Agreement
Dialog.

If you proceed further without authority you will commit a
o criminal offence for which you could be prosecuted and/or

disciplined.

Post Office will monitor your use of this system. By
logging on, you consent to information from this system,
th personal information about you held in other
systems, being used to prevent and detect crime and

together wi

protect Post Office from loss.

System Diagnostics

Continue

MSGO00006

Cancel

Choose Engineer (82) from the Diagnostic Options
Dialog.

Diagnostics Options

Select the diagnostic function required.

o

MSG04010

screen.

Select engineering function

Engineer Manage Application Cancel
82 84 END
Choose Node Info (22) from the Engineer’'s Menu Tue 16 Jan 18 09:43

System
Node Info

Adjust Screen

22

24

The version of HNGA that is running will be displayed
next to Counter App Version

IIEI: i_ Tue 16 Jan 18 09:43

Review session details then press Enter

Name

Username

Counter App Version
Counter App Patch Version
Counter Lib Version
Counter Lib Patch Version
[EUC Build Version]

BAL Config Version

BAL Lib Version

HNGA_PACKAGE_CBA_1750_D106 [17.50.3]

NA
NA
NA

Value
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Step ‘ Screen

If you are happy that the device has successfully
upgraded to the new HNGA version you need to roll the
device back to its previous HNGA version.

To do this, first you need to remove the device from the
new “SV&I at HNGA XX.XX” collection

[B 511286900101 Properties x|
"General Deployments I Variables I
Deployments to this resource:
Fiter
Software | Progem [ Type [ Collection
HNGA 16.85 Monitor Baseline HNGA 16.85 Compliance Ba...

Definition Update ..
Definition Update ..
Definition Update ..

Install
Install
Install

Software Update
Software Update
Software Update

SVl - All Deployed & Pre-Per...
SVA&l - All Deployed & Pre-Per...
All Post Office Branch Clients

Over the course of the next few hours the target device
should execute the rollback to the original HNGA version
and become compliant again.

To confirm that the counter has reported to SCCM that it
is compliant to the original version, run the report “List of
assets by compliance state for a configuration baseline”.

Confirm that all of the SV&I or LST devices targeted at
the original HNGA xx.xx baseline are reporting as
Compliant.

List of assets by compliance state for a configuration baseline

B Description

e : ComplanceState 2 Severity % Configuration Baseline Name

(SYSTEM) Compliant None HNGA 17.50 Baseline

(SYSTEM) Compliant None HNGA 17.50 Baseline

(svsTEM) Compliant None HNGA 17.50 Baseline

IRRELEVANT

(SYSTEM) Compliant None HNGA 17.50 Baseline

(SYSTEM) Compliant None HNGA 17.50 Baseline

Again, the onsite resource needs to check that the
correct HNGA version is running using the on-screen
menu system

If you are happy that the device has successfully rolled
back to the original HNGA version and that the HNGA
application is running correctly then the testing is
complete.

Note that the SV&I testing should ideally be repeated
on each of the 3 physical hardware types.

Lenovo M79
Cielo PHU
Box PX35

For testing LST devices you will need to add the
required LST counters directly to the “HNGA XX.XX
Compliance Baseline” collection.

Note that LST testing is designed to allow Fujitsu to test
that the HNGA application is functioning correctly, so
they will need to be engaged to complete any LST
testing once the new HNGA release has been

=] HNGA 17.50 Compliance Baseline Properti

Collection Variables l Distribution Point Groups | Securty [ Aerts

General | Membership Rules 1 Power Managemert | D Windows I

Membership nies detemmine the resources that are included in the collection when it updates
You can use membership nules to add a speciic object or  set of cbjects from a query. The
collection membership can also include or exclude cther collections. Membership rules can add
only those objects that ar= members of the limiting collection.

Membership ruies:

| Rule Name Type Coleciond [~

successfully deployed. SBIALNGAD s T
\( 00722700101 - Dirsct Mot Annlinahls) X
[ mdme -] Delts
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8.2 Testing Personalisation in SV&lI

When you have successfully deployed the new HNGA version to counters in SV&l and LST the next test is to
personalise the freshly built counters with the new HNGA version installed in the SV&I environment. This is
required as it will prove that you can build replacement counters in Hatfield and they can be deployed and
personalised onsite in a branch. [f this test is not successfully completed in SV&I prior to deployment of the new
HNGA version it represents a risk that the deployment (or replacement) of counters is not possible when a pre-
personalised counter has the new version of HNGA installed.

The Post Office SV&I environment is currently based at the Atos office in Winnersh, although it may also be
available in Hatfield at some point in the future. It consists of a number of simulated Post Office Branches using
live network equipment and physical hardware. The counters based in SV&I are personalised and are used to
test all deployments, including new HNGA releases.

The process for completing this test is as follows:

° Ship the TEST counters previously built in Hatfield to the SV&l site in Winnersh

° Co-ordinate with the Atos staff in Winnersh that a counter in SV&I can be replaced

° Arrange for an engineer to replace the counter with one of the freshly shipped pre-personalised TEST
counters that has the new HNGA release installed

° When the engineer is onsite the following procedure must be followed

Step ‘ Screen

First you need to identify the hostname of the
pre-personalised counter that you will be
deploying into SV&I

Note that this will be the serial number of the
device prefixed by PT-

Get the onsite engineer who is going to
replace the counter to get you the Hostname
or Serial Number

Open the SCCM Console ot ' : '
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Step ‘ Screen

Select Assets and Compliance and browse to
the folder

Device Collections - Branch - Branches
- SV&Il and LST

® Folder Tools | Search Tooks [N e
B o e e
. -
T2 Current Node = e ) = b
Lk mE B P E e+
<41 All Subfolders d L
Name Add Saved Recent  Search Save Current Save Current
Objects Criteria » Searches v Searches v Settings Search Sear
Scope Refine Options Save
L - \ \ » Assetsand Compliance » Overview » Device Collections » Computacenter » E
Assets and Compliance < SV&Iand LST 23 items
Archive
7 Branch I o =
4 7 Branches

LST - All Deployed

SV&I - All Deployed

SVBI - All Deployed - Cielo Tablet

- Al Deployed - Lenovo M79
SVBI - All Deployed - PX35 (AI0)
SVBI - All Deployed & Pre-Personalised

"

R R R % %
P

Camnliancs Racalinec

Create a new Device Collection named
SV&I at HNGA XX.XX

Where XX.XX is the new HNGA version being
tested

Make sure that the collection “SV&I - All
Deployed & Pre-Personalised” is configured
as the limiting collection.

Browse to the folder where the base and sub-
collections are located for the new HNGA
release

SV&I and LST 23 items

Name

SVAI - Updates Testing Sep
SV&I - VSAT Machines

SVAI at HNGA 15.96r3

SVAI at HNGA 16.45.1

SVAI at HNGA 16.49.1 Build 27
SVaI at HNGA 16.85

SV&I at HNGA 16.85 Build 27

Folder Tooks [ L e o]
Ml Home | Folder

2 ) 28 !'h GRS [ manage Affinity Requests il

L] *”] Z) e ~ | L"* %5 Clear Required PXE Deployments
Creste| ManageDevice | Feedback | Saved Show Add Tnstall e
i Catagories. Searches Members Selected Items = Client Update Membership 9

Cateqories Collection

Fezdback Search

eI

Assets and Compliance

\ » Assetsand Complance b Overview » Device Collections » Computacenter b Branch » Co

< HNGA 16.85 Compliance 5 items
HNGA 10.4.1 Lompliance

HNGA 16,491 Live Cielo Only

Ion  Neme
| HNGA 16.85 Compliance e
J HNGA 16.85 Upgrade Collections F HNGA 16.85_HNGA 16.35 Compliance Baseline_Compliant
1 HNGA 17.50 Compliance ) HNGA 16.85_HNGA 16,85 Compliance Basline_Error
TestStage Compliance = £ HNGA 16.85_HNGA 1685 Compliance Baseline_Noncompliant
HNGA 16.49.1 (MS]) & HNGA 16.85_HNGA 16.85 Compliance Baseline_Unknown
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Right-Click the baseline collection and select
properties

Select the Membership Rules tab

Add the new “SV&I at HNGA XX.XX”
collection with an Include rule.

This will ensure that any counter that you add
to the collection will receive the new HNGA
baseline

[B HNGA 16.85 Compliance Baseline Properties g

Collection Varables | Distribution Point Groups | Securty | Aets |
General Membership Rules I Power Management | Deployments | Maintenance Windows |

Membership rules detemine the resources that are included in the collection when it updates.
You can use membership rules to add a specffic object or a set of objects from a query. The
collection membership can also include or exclude other collections. Membership rules can add
only those objects that are members of the limiting collection
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Step ‘ Screen

X

FO0100434

L
P01004BC =z
| »

HNGA 16.43.1 Compliance Baseline
B\rlldStace Compliance LIVE PL BoxPX35 Include
<

AdRde  w| . | Deles

¥ Use incremental updates for this collection

Ani | update periodically luates new resources and then adds resources that
qualify to this collection. This option does not require you to schedule a full update for this
collection.

v Schedule a full update on this collection
Occurs every 7 days effective 25/09/2017 14:15

Schedule...

ok | caeel | e |
Edit the membership of the “SV&I at HNGA x
XX.XX" collection.  Collection Variables | Distribution Paint Groups | Secuntyl Alerts I :
General Membership Rules | Power Management | Deployments I Maintenance Windows I
Add Direct Mem bership rule for the pre- Membership rules determine the resources that are included in the collection when it updates.

. . . You can use membership rules to add a specific object or a set of objects from a query. The
personallsed counter that is going to be collection membership can also include or exclude other collections. Membership rules can add
persona lised in SV&I only those objects that are members of the limiting collection.

Membership rules:

Rule Name | Type | Collection Id

PT-PCOGABKA Direct Not Applicable

4 | ol

Add Rule hd Edit | Delete I
™ Use incremental updates for this callection
An incramartal indate neindicalle sualistes new reannirees and than adds reannirees that
Version: V0-21, Date: 24 September 2018 ©9/24/2018 4:08 AM
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Step Screen

Connect up and start the counter

Confirm that it starts up and logs in with the
correct username (PT-SerialNumber)

Note that the engineer should be able to
confirm this and they should take photos as
evidence of success.
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The engineer should confirm that the Counter
Deployment Utility scripts start executing

67984640
ERBO:

cturnvalue

—SUPERCLA
“ovuasty >
RELPATH
-DERTVATIG)
—SERVE e
AUESP,
PATH E
turnvalye
*Computernane

SComputerName

SE: Registry Key Py
aiting foy y_Personalisation Exists
2ising for ScoM"Service to start

COM Service
GENUS iy

# —PARAME TE|
: rﬁmv::g
R ¢

i)
: PT-RA1613009:
¢ ROOT\ E 3

SComputerName

PROPERTY coyyy ©

I _PARAMETERS
: Z_PMEYEIS
)

: PT-RA16130093
AT RaTorsa AR

: -RA16130093\RoOT 2

; (AF((}!S?»OAW-AZES-;DCS;}S:;SB_F:JNME))K 7

: PT-RA16130093

started, inui
sta continuing to run ScoM Policy Updates
—PARAMETERS

119 SCOM machine po1 Pdate - pausing 30 Seconds 10:44:28
"e policy upda d
g 44
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Step ‘ Screen

The engineer should confirm that the Counter
is compliant to the new HNGA baseline that it
was built with at the start of the
personalisation process

e
: g%l}zou 10:49:16
: BackgroundJob

SputerName Baseline pis,

Fasisisoon

Rer
idaciqkemoving

HNGA 17,7302

‘P~
ng Removal i "33“;20093:' from *
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dem
30093\R0OT\ccm\dem: "ARAME TERS
muzcn.esm-sm:ﬁ:mun

T-RA16130093

play

Baseline 2 Tiance Status

EVALUATING ;ﬁT—“

ion_incomple
Script omplete

! plesse Sgi14.m05

The engineer should confirm that after the
counter is confirmed as compliant, that the
CDU scripts continue

At the prompt “Is this a Type C Counter?”’
click on No

vershe overy.

tus Compliance Status L

EVALUATING Compliant

35_TEST_ComplianceGroup' AD Security

center\Personalisation (

to

personalis ir i
ise theip Cygwin experience

en nor aut icallygiipdated
shrc*
bash profile:
1nputrc'

ile
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Step ‘ Screen

The engineer should confirm that the correct
FAD code is automatically detected based on
the counter position you have connected it to.

Note that the counter in this example is being
personalised on SV&| Banbury Counter 01

You will need to enter the counter position as
required and click on Finish

‘ (l i:n Office Limited ‘; 1%@"@.; Utilty (CDU) L o X
Iy U
‘ ‘ i ’”" Vi t’:‘w‘e to the Past Office Limited Counter Deployment Utility

Ik
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‘lpledse‘ fm'er the relevant information in the boxes below.
"' l:l : \
L
1 TR
RN
I,’ w“\

U \
|| | SV& Banbury |||
PO
OGOl

! |‘l‘|'|lv‘1‘pcﬂ
AT

ing |
1575,
e ’fﬁ

The engineer should confirm that after the
FAD code is specified, the Key generation
starts

~ To gene
‘ rate new keys for the counter, we must collect

Branch 900041, Node 1

bytes of data, F lease type on the keyboard and
the screen at random until the bar below shows 100%
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The engineer should confirm that the Printer
test completes successfully.

Click on OK when the print test is completed

Warning

Bdore:pmmedlng Please ensure that the Printer is plugged in and Powered On

UuCCESSTully Started Stage—userkename
Attempting to rename Us

2 t i er PT-RA16130093 to $90004100101
The engineer should confirm that the Final 15? Userohject o aatet ALl 30093 ¢
t p n|t|ated gﬁgregl; eﬁ.%: :PN: 53020410?(15(13%35554postgffice.(o.uk
E ully Renamed PT-RA to S90004100101
restartis i : Good News: UserObject Che 90004100101 -u,0U=Branch,Ou=Users ,0U=Data
?f’"e"'—-DC:QUCVDC=Dostoff1ce,Dc_ DC=uk password successfully changed

€O,
E: Successfully Changed the Password for user cn:ngOmlOOlOl—u,OU:aran(h,oU:u
gzmen;,lx:euc,lx:posto fice'Dc=co,DC=uk

& S €.

y Completed StageAD-UserRen.
m;ﬂeteda;.’te 11:15:04
Th

SerRename Process Col
: User Rename Process Complete. Process can continue
5:35

a
g Computer to 5908
: The changes will take effect after You restart the computer PT-RA16130093.
: Successfully Renamed Computer to 590004100101
SE : Successfully Completed StageRename
: This Computer will now restart

YOu sure you want to Perfor- this action?
orming the operation “Enable the Local shutdown access rights and restart the comy
pet "Tocalhost (PT-RA16130093)"

Yes [A] ves to All [N] No [I:] No to A1l [S] Suspend [?] Help (default is

:08 AM
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Step

The engineer should confirm that the

' . ' :
certificates are installed ..l.1||.,."lnm.... (O

vi -
L)) ”Hubnnuv!'v‘ y
.“Hu.l‘,,.uuv. . -

."“||..|.'.‘|‘|0llll“"

" la ‘K".‘é'f'l.“‘l‘t‘tn}ﬁtaﬁ T Ena Ty :
You will need to click on Yes to install the TP on authority (CA)

certificates (click yes twice)

nnot validate that the certificate is actually from
0t-0A", You should confirm its origin by contacting
 The following numb

er will assist you in this

0 Yt

N install this Il automatically trust any
‘:.Wm:tb'%e.dby CA. Installing a certficate with an v nfirmed
\#"'Wﬁ""" ritynsks if you dlick :Yes" you acknowleioe this -
nf;‘:f‘-‘."."."- WG
.«‘&\‘ LA

A\ Want to install this ce
‘f“"‘\‘ R O A '

The engineer should confirm that the
Personalisation of the counter completes TR —

v}
SERVER : 590004100101 £
: ine\RequestedConfig 5
T NAME SPACE : 5@;35&;}38}6;(;&‘;{’((mQPO?'fY\Ma(hmc\chucstgdc;mfl
25 © yID-"00000000-0000-0000-0000-000000000001",PoTicyIns.
00-000000000001", PoTicyRuleID="NONE " ,Po1icySource=
PolicyIn : 00000000-0000-0000-0000-000000000001
PoTi());lnstan(eln : 00000000-0000-0000-0000-000000000001
PolicyPrecedence
PolicyRuleID
PolicySource
Policyversion 1.0
Schedules 007888£C020080000
ServicewindowID 00000000-0000—0000~0000»000000000001
ServiceWindowType : 1
PSComputerName : 590004100101
VERBOSE ¢ BuildType Complete
Buildversion Complete
: Personalised Complete
; progress: Personalisation Complete
Progress: 0SDBuildType Complete
Pr 0SDBui 1dGroup ¢, Tete
StageUpdates Complete
PrinterNodeID Complete
progress: Computername Complete
Progress: Node Complete
Progress: Noderp Complete
Progress: BranchCode Complete
IPSubnet Complete
Defaultrp

Gateway Complete
Complete

omp lete
StageCounteryp Complete

HorizonIPAddress ¢ Tete
StageApplyrp conp‘l:z

0
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Step ‘ Screen

The engineer should confirm that the Counter
Business Application starts

The engineer should confirm that the correct
version of HNGA is running. Confirm that the

new HNGA version is running. \. Review session details then press Enter

. Username

Counter App Version |HNGA_PACKAGE_CBA_1773_D131[17.73.2]
‘Counter App Patch Version NA ;

~ Counter Libﬁrsion INATTTT
. Counter Lib Patch Version  NA
~  [EUC Build Version] T
&Conﬁ; Version
BAL Lib Version

\BAL Lib Patch Version

‘Branch Code [90004 1

Branch Accounting Code {900041
:
590004100101

8.3 Deployment of the new HNGA release to Model Office

Once testing in SV&l and LST is complete and successful, the next stage is to complete the testing in Model
Office. The Post Office Model Office consists of two branches which are physically located in the Post Office
headquarters in Finsbury Dials. The Model Office counters are effectively in use so before any testing is
performed you will need to book a time slot when you want to perform the testing and raise the required change
requests to notify the change management team what changes and tests you are planning to perform.

There are a number of pre-configured SCCM device collections that have been created for Model Office. You
can create your own if required but the ones created should cover most scenarios.
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Model Office (MO) 16 items

Icon Name Limiting Collection Member ¢
MO - All Machines 1

MO - All Machines
MO - All Machines
MO - All Machines
MO - All Machines
MO - All Machines
MO - &ll Machines 1

IRRELEVANT  =I2:

Q2 N Q| Q=

MO - All Machines 1
BRANCH - All Deploy... 3
MO - All Machines 0
MO - All Machines 3
MO - All Machines 1
MO - All Machines 1
MO - All Machines 1

B B % % R % B % % B R %

The two branches that make up the Model Office are referenced as 688 branch and 699 branch. Counters
personalised in each branch of Model Office will have hostnames that start with the naming convention H688 or
H699.

MO - All Machines 6 items

Search

E

Icon Name Client Type Client
(@ Computer
g ] 688 Branch
! Computer
@ IRRELEVANT Computer
;B Computer
: 699 Branch
ﬂ Computer

Again, the objective of Model Office testing is to prove that the new version of HNGA can be deployed to a set of
live physical devices of all hardware types that are on the Post Office Production network, then to confirm that the
new HNGA version is functioning correctly and then confirm that the same devices can be rolled back successfully
to the previous HNGA version.

To test a new HNGA release in Model Office you are required to use the standard methodology described in the
earlier sections of using Include collection rules to set the required HNGA baseline version. Note that as well the
option of upgrading all of the counters at each branch, you may also choose to upgrade just specific hardware
types such as the Cielo Tablet devices the Lenovo M79 devices.
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The following steps show an example test deployment to Model Office. You can modify this approach depending

on the specific counters being upgraded.

Step ‘ Screen

Login to the Primary Site serveé IRRELEVANT Eand
open the SCCM Console

|

Assets and Compliance

Select Assets and Compliance and browse to the folder

Device Collections - Branch - Branches - Model
Office (MO)

1 4 i -SR] System Center Configuration Manager (Connected to P01 - Post Office P
A | o
= *' / el ’ * ‘TA [ Manage Affinity £
\ T 7 &1 4 =3 Clear Required P!
Create| ManageDevice | Feedback | Saved Show Add Install
= Categories Searches~ | Members Selected Items ~ Client |- Update Members
Categories Feedback Search
| €& \ » AssetsandCompliance » Overview » Device Collections » Computacenter »
Assets and Compliance ¢ Model Office (MO) 6 items
Applications
Computacenter Icon Name
Brchie 0l o MO - 638 Branch
" Brandh 5‘ e MO - 699 Branch
¥ MO - 635 Branch Tablets
4 [ Branches ‘::
o MO - All Deployed - Cielo Tablet
CCTEST bl
[ MO - All Deployed - Lenovo M79
LIVE 2
o MO - All Machines

Identify which Model Office counters are to be upgraded
to the new HNGA release.

For the following example the “MO — 688 Branch”
collection will be used.

Locate the new baseline collection for the new HNGA
release that the “"MO — 688 Branch” collection needs to
be added to.

Edit the properties of the collection and edit the
Membership Rules.

HNGA 16.49.1 Compliance 5 items

Name

HNGA 16.49.1 Compliance Baseline

HNGA 16.49.1_HNGA 16.49.1 Compliance Baseline_Compliant
HNGA 16.49.1_HNGA 16.49.1 Compliance Baseline_Error

HNGA 16.49.1_HNGA 16.49.1 Compliance Baseline_Noncompliant
HNGA 16.49.1_HNGA 16.49.1 Compliance Baseline_Unknown
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Step ‘ Screen

Add the “MO - 688 Branch” collection to the new
baseline collection using an Include Collection rule.

The counters in the “MO — 688 Branch” collection should
now be subject to the baseline for just the new HNGA
release.

[B) HNGA 16.49.1 Compliance Baseline Properties ) x|

Collection Vaiablesl Distribution Point Gowsl Seculiyl Aerts I
General Power t | D

Windows |

Membership nules detemmine the resources that are included in the collection when it updates.
‘You can use membership rules to add a specfic object or a set of objects from a query. The
collection membership can also include or exclude other collections. Membership rules can add
only those objects that are members of the limiting collection

Membership rules:
Rule Name | Type [ Collectionld =~
CJM - Old Branch OS Deployments Exclude PO10050A

MO - 688 Branch Include

PO100448
-
< | _'lj

deployed to it and that it is for the new HNGA release.

aiRie  v| e | peete |
Right-click the “MO — 688 Branch” collection and select =
show members. General  Deploymerts | Variabies |
Deployments to this resource:
View the properties of one of the counters to confirm that R :
P . 9 Software | Program [ Type [ Collection |
the device only has one Configuration Baseline HNGA 16491 Montor Baseline HNGA 16491 ..

Definition Update f
Definition Update ...
Defintion Update f

Install
Install
Install

Software Update
Software Update
Software Update

MO - All Machines
MO - All Machines
Al Post Office Br.

Over the course of the next few hours the target
counter(s) should execute the upgrade to the new
HNGA version and become compliant again.

When the counter is confirmed in SCCM as Compliant,
an onsite resource needs to check that the correct
HNGA version is running using the on-screen menu
system.

From the default screen press Enter or Touch the
Screen

Choose System Diagnostics (82) from the Agreement
Dialog.

Choose Engineer (82) from the Diagnostic Options
Dialog.

Choose Node Info (22) from the Engineer's Menu
screen.

Typically, the onsite resource (Post Office = Phil Jeary)
will also execute a series of regression tests to confirm
that HNGA functionality is working correctly.

Mon 11 Dec 17 12:21

Review session details then press Enter
Name Value

Username
Counter App Version

HNGA_PACKAGE_CBA_1685_D077 [16.85.6]

Counter App Patch Version NA
Counter Lib Version NA
Counter Lib Patch Version NA

BAL Lib Version

BAL Lib Patch Version
BAL Config Version

BAL Config Patch Version

Branch Code
Branch Accounting Code

900041
900041

Counter ID
Counter Name
Counter Ref Data Version

1

$90004100101
MAIN_4762_5945317
SPOTRATES_4433_5929587
MARGINS_4411_5928706
OTHER_3827_5900667
HELP_0_0

When you are happy that the Model Office devices that
were targeted with the new HNGA version have
successfully upgraded you can begin the rollback
process.
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Locate the new baseline collection for the new HNGA
release that the “MO — 688 Branch” collection was
added to.

Edit the properties of the collection and edit the
Membership Rules.

Remove the include rule for the “MO — 688 Branch”

collection
Right-click the “MO — 688 Branch” collection and select | [T ——————— =
show members. "General  Deployments | Variables |
Deployments to this resource:
View the properties of one of the cqunters to' confirm that "S;‘m == = e I
the device only has one Configuration Baseline HNGA 16.85 Moriter Bascine HNGA 16.85Co...
deployed to it and that itis for the original HNGA = e Ee=
release. Definition Update f Install Software Update All Post Office Br
Over the course of the next few hours the target device
should execute the rollback to the original HNGA version
and become compliant again.
Again, an onsite resource needs to check that the
correct HNGA version is running using the on-screen
menu system
If you are happy that the device has successfully rolled
back to the original HNGA version and that the HNGA
application is running correctly then the testing is
complete.
8.4 BuildStage LIVE builds in Hatfield

Once you have successfully completed the deployment of the new HNGA version to a counter in Model Office,
the next test stage is to build some physical counters with the LIVE build in Hatfield and to personalise the
counter(s) in Model Office. Successful completion of this test will prove that newly built counters with the new
HNGA version installed can be personalised. This will mean that pre-personalised counters with the new HNGA
version can be deployed to any Post Office branches.

Completion of this stage is broken into two parts:

° Part 1 — Preparation of BuildStage for LIVE counter builds
o Part 2 — Build a number of LIVE pre-personalised counters in Hatfield Compliant to the new HNGA
version

8.41 Part 1 - Preparation of BuildStage for LIVE pre-personalised counters
Use the following steps to configure BuildStage for LIVE counters for the new HNGA release.

Note that once this process has been followed, all future LIVE builds will complete with the new HNGA version.
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Login to the Primary Site serve |RRE|_EVANT .and
open the SCCM Console. ’

Browse to Assets and Compliance
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£ System Center Configuration Manager (Connected ta PO1 - Post Office Primary Site)

o | Seach

Feeotack

Assets and Compliance

Browse to Device Collections & Computacenter -
Branch = Compliance Baselines

Locate and remove the following Buildstage LIVE
collections from any of the SCCM baseline collections:

BuildStage_Compliance_LIVE_PT_VM
BuildStage_Compliance_LIVE_PT_M79
BuildStage_Compliance_LIVE_PT_Cielo
BuildStage_Compliance_LIVE_PT_BoxPX35

When located delete the Include Collection Rules for
these collections from the SCCM baseline collections.

Browse to Device Collections - Computacenter >
Branch - Compliance Baselines - the folder for the
new HNGA release.

In this example we are using the HNGA 17.50
Compliance folder.

[B] HnGA 16.49.1 Compliance Baseline Properties | x|

Collection Variables | Distrbution Point Groups | Secuvtyl Hetts |

'General Membership Fules IPrmar ts | Mai Windows |

Membership rules determine the resources that are included in the collection when it updates.
‘You can use membership rules to add a specfic object or a set of objects from a query. The
collection membership can also include or exclude other collections. Membership rules can add
only those objects that are members of the limiting collection

Membership rules:
Rule Name

BuildStage_Compliance_TEST_PT_VM
BuildStage_Compliance_LIVE_PL_Cielo

yDe
Include
Include

P0100373

Include

BI)iIdS(aaa Compliance TEST PT Cielo
4

PO100374 _lﬂ
»

Limiting Collection
HNGA 17.50 Comp... 0 0
HNGA 17.50 Comp

50 Compliance Baseline_Unknown

[

L rror

& HNGA 17,50 Baseline HNGA 17.50 Compiiance Baseine_Noncompli
¢

&

Member Count  Members Visible on Site

) 0
[ 0
o 0
[ 0
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Edit the membership of the SCCM base collection for X
the new HNGA release. Colection Varsbles | Distbution Point Groups | Secury | Aerts |
General Rules |Powsf t | D ts | Mai Windows |
C 4 I | d C “ R | d dd h Membership rules detemine the resources that are included in the collection when it updates.
reate 4 new Include Collection Rules and add the e
ip can also include or exclude cther collections. Membership rules can add
following LIVE Buildstage collections to the SCCM base oek Sxcee cblecte fat are mernbees ofthe Makis oolecton:
collection for the new HNGA release.
Membership rules:
R R Rule Name | Type [ Collectionld &
BuildStage_Compliance_LIVE_PT_VM BuidStage_Compliance_LIVE_PL_BoxPX35 Include Pol0O4BC  —
i 5 BuidStage_Compliance_LIVE_PL _Cielo Include PO100373
BuildStage_Compliance_LIVE_PT_M79 B;idS\ane Comoliance LIVE PL M73 Include - —lLI
b »
BuildStage_Compliance_LIVE_PT_Cielo parde v e | odee |
BuildStage_Compliance_LIVE_PT_BoxPX35 ¥ Use incremertal updates forthis collection

Anir update periodically evaluates new and then adds resources that
qualify to this collection. This option does not require you to schedule a full update for this
collection.

Note that the BuildStage collections are located in the
following folder:

Device Collections > Computacenter > Branch ->
Compliance Baselines - BuildStage Compliance

At this point all new LIVE builds will be added to the
SCCM Base collection for the new HNGA release.

Note that a LIVE build is one where the LIVE build type
is selected at the start of the task sequence rather than
TEST.

When the builds have completed they will check their
compliance to the new HNGA version.

8.4.2 Part 2 — Complete LIVE builds in Hatfield that are Compliant to the new
HNGA version

Now that BuildStage has been prepared for LIVE builds, you need to engage a resource in Hatfield to build a
number of counters (using each of the 3 hardware types) and confirm that the counter builds complete as
Compliant to the new version of HNGA.

Have the resource in Hatfield use the following procedure to build some LIVE counters ready for deployment in
Model Office:

Screen

Reboot the device PXE boot so that it boots into the
WinPE boot image
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On the “Welcome to the Task Sequence Wizard” "4 Task Sequence Wizord )
page, click on Next

Welcome to the Task Sequence
@ Wizard

a This media is not password protected. Click next to

continue.
——
Configure network settings. DHCP is used unless
otherwise specified.
[ configure Network settings... |
Configure Proxy Settings... I
Net> |  cancel |
On the “Select a task sequence to run” page, select 4 Task Sequence Wizard )
the current live Branch Counter Task Sequence. riet n Fask seamenoe to ramt
Task sequences:
If you don’t know which is the live one, check with GIO
Build Management.
Name | Description
DEP_Admin_Win8.1_x64 _v1.1 LIVE - Task Sequence v1.1 {08/11/2016 - ...
i : i DEP_Branch_Prod_W10_v0.26A BCR C/D/Prod W 10LTSE - Modifed By A M...
Note that the minimum version number for the live e T i

. TEST - DEP_Branch_Prod_/10_v0.27PX3... BCR C/D/Prod W 10LTSB - Branch Build 27 ...
Branch Counter Task Sequence will be v0.27 TESTDEP_B_ra’rau:h_I;rt:g_\Xf10_\70A27XTS—A... DONojglLTstg. BCR c/D/Pm;aSJmLTISBA.“

When prompted to select the Build Type, select Live

Build and click on the green tick to confirm. i E Select Build Type likt i
| E Please choose a build type for this computer
The build will now proceed, based on Live build. = W s
)
2
| tt: '
j O
BN
N W
i O
<
& « )
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Once the build has completed and the counter has had e =
its Compliance checked for the new HNGA release you -
will see a popup on the screens saying

Build complete and compliant, click ok to shutdown

At this message the counters can be shut down as they
are ready for deployment.

Build complete and compliant, click ok to shutdown

8.5 Testing Personalisation in Model Office

After you have successfully built a number of LIVE counters that are Compliant to the new version of HNGA the
next test is to personalise one of the counters in Model Office. This is done to ensure that a counter that has the
new version of HNGA installed can be successfully personalised in a branch. If a live production counter fails at
some point it will need to be replaced and this test ensures that replacing a production counter is possible.

In the previous test you will have built a number of counters with BuildStage configured to make sure that the
counters have the new version of HNGA installed. You need to ship one or more of these counters to the Model
Office in the Post Office Finsbury Dials Head Office in London. Once received a BAU engineer should be engaged
to replace one of the counters that are currently installed with one of the newly built counters that are Compliant
to the new version of HNGA.

Use the following procedure to replace a counter in Model Office and personalise the replacement.

Step ‘ Screen

First you need to identify the hostname of the
personalised counter that you will be
replacing in Model Office

If required, get the onsite engineer who is
going to replace the counter to get you the
Hostname
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Step ‘ Screen

|3 System Center Configuration Manager (Connected to PO - Post Office Primary Site)

In the SCCM Console browse to =

Assets and Compliance and select
Devices

Assets and Compliance

i e s

& sottware Linay
M Monitosng

Adminustration

Ready

Search Devices and locate the SCCM device | pevices Search Results - 1 items shown

object for the Model Office counter. e or
Icon Name Client Site Code Client Activity
Right-Click the SCCM object for the counter ™ MININT-0SFPT7U Yes PO1 Active

and delete it Contim pelenon ———— = x

Deleting a resource from the Configuration Manager console will remove the
resource record from the database. Any active computer associations will also
be removed. You should not delete this record until the operating system
deploy igration is ¢ lete and there are no active computer
associations for this record.

Click the active computer association status to view all computer associations
forthat system resource.

System resources:

Name I Active Computer Association | Migration Comple
MININT-05FPT7U No No

Delete Cancel |
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Step ‘ Screen

Open Active Directory Users and
Computers, find the AD computer object for
the counter and delete it.

B# Find Computers ]

File Edit View

=10l

Find Now
Stap
Owner: |
x| cearm
Role: )

Find: IComp\_(ers j In: lf_—_i euc postoffice co.uk

Computers | Advanced |

Computer name: [minntoSfD

delete it.

Note that the user object will have the same
name as the computer object but will be
prefixed with PL as it was a LIVE build.

Are you sure you want to delete the computer named 7;)?
& i A MININT-OSFPT7U'?

Search resul e |

Name | Machine Role | Owner

EIMININT-0SFPT7U  Workstation or Server

| | 1|
[Litem(s) found Y

Locate the associated AD user object and =0l

Find: [Users, Contacts, and Groups | In: [ euc postoffice co uk

ZI Browse... |
Find Now

Users, Contacts, and Groups I Advanced |

Name: | PT-MININT-05FPT7U
Stop
Clear Al
. Are you sure you want to delete the user named f}.
$ PT-MININT-0SFPT7U'? >

Search result:

Name [Type [ Description

I PT-MININT-0SFPT7U User

< | 1|
[1item(s) found 74

Browse to the folder where the base and sub-
collections are located for the new HNGA
release

P [LEALe System Center Configuration Manager (Connected to P01 - Post Office Primary Site)

Home Folder

& ﬁ 7 B ~»

Feedback Saved

b [} mManage Affinity Requests L}
W

% Claar Required PXE Deployments »
Create| Manage Device Show Add Tnstall =
o Categories Searches~  Members Selected Items ~ Client Update Membership 19
Categories Feedback Search Collection
I » [3\+ assetsandComplance » Overview » Device Collections » Computacenter b Branch b Co

Assets and Compliance < HNGA 16.85 Compliance 5 items
1 HINGA 10.45.1 Lompuiance
] HNGA 16.49.1 Live Cielo Only

| HNGA 16.85 Compliance

LR ]

Name
HNGA 16.85 Compliance Baseline

BUNGRDaUpg e ElE iR HNGA 16.85_HNGA 16.85 Compliance Baseline_Compliant

- HNGA 17.50 Compliance HNGA 16.85_HNGA 16.85 Compliance Baseline_Error
TestStage Compliance

HNGA 1649.1 (MS])

HNGA 16.85_HNGA 16,85 Compliznce Baseline_Noncompliant
HNGA 16.85_HNGA 16.85 Compliance Baseline_Unknown
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Step ‘ Screen

Edit the membership of the “HNGA XX.XX
Compliance Baseline” collection

Create an Include Collection Rule to add the
collection that includes the Model Office
Counter being replaced.

Connect up and start the counter

Confirm that it starts up and logs in with the
correct username (PL-SerialNumber)

Note that the engineer should be able to
confirm this and they should take photos as
evidence of success.

The engineer should confirm that the Counter
Deployment Utility scripts start executing

Registry

—PARAMETERS
: PARAMETERS

i d
: PT-RA16130093
3 (uoor\:m\dc-

-RA16130093\R0OT\ dcm: ARAM|
msz»om74255-553}1:5'55‘::49455;“5

: 0
: PT-RA16130093

Key Personalisation Exists

SE
aiting foy i
us 9 for SCOM"Service to start

COM Service has s

—GENUS
CLASS
SUPERCLASS

—DYNASTY
RELPATH

PROPERTY_COUNT :

DERIVATTON
~SERVER
—NAMESP,
Toamy <€

£turnvalye
SComputername

3tgrted, continuing to ru
{ —PARAMETERS

i —PARAMETERS
TPARMMETERS

: PT-RA161 3
 RooT\com 0
£ \PToma

=
#achine policy ypdate

ARAME

i P
:'T"“"
: 4}

: PT
aoRAL6130093

T\c

N SCCM Policy Updates

6130093\RooT\c.
cm:_p,
: PT-RAL6130093 i

PRUSING 30 seconds 10:44: 55
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Step ‘ Screen

The engineer should confirm that the Counter
is compliant to the new HNGA baseline that it
was built with at the start of the
personalisation process

72018 10:49:16
! BackgroundJob

S
Ba
in
!
B
Erbose !
<bug : lg
b 1% i
e U
tate : Running
on Compliant
ancel

GENUS 11

CLASS L PARAM
SUPERCLASS 3 o
DYNASTY  __PARAM
RELPATH : TPARMETERS
_PROPERTY_COUNT - 3
DERIVATION :

(4]
RA16130093

PT-
: ROOT\ccm\dem
\\PT-RA1613

E 1 Ooqi\u)“(c-\tkr_l’
v 3 ARAME
: éAIZK’AE eDtE—42(5-9(01-5“#91‘70177}‘“

PT-RA16130093

g_‘PT F{Altl;m'\\]ﬂ a .
a1 in 30 Seconds, n"t‘::‘s“e 33?;”’”“’
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B i anc. ;
". SGTUP” AD Security Group

The engineer should confirm that the correct
FAD code is automatically detected based on

Note that the counter in this example is being
personalised on Model Office Branch
FAD688010 counter 01

You will need to enter the counter position as
required and click on Finish

the counter position you have connected it to.

i
i
i

'ii'l'l'h;”uuu
e

A

M

i I N

it

!

|

Page 95 of 128

Version: V0-21, Date: 24 September 2018

POL - BCR - HNGA Release and Compliance Baselines - V0-21.docx

©9/24/2018 4:08 AM
Classification: Unrestricted



POL00337656
POL00337656

P,
(omputacenter

Step ‘ Screen

The engineer should confirm that after the
FAD code is specified, the Key generation

starts i Branch 688010, Node 1

The engineer should confirm that the Printer
test completes successfully.

Click on OK when the print test is completed
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The engineer should confirm that the Final
restart is initiated

The engineer should confirm that the
certificates are installed

Note that the certificate is a LIVE one.

You will need to click on Yes to install the
certificates (click yes twice)

The engineer should confirm that the
Personalisation of the counter completes
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The engineer should confirm that the Counter
Business Application starts

The engineer should confirm that the correct

version of HNGA is running. Confirm that the
new HNGA version is running.

- Review session details then press Enter

c _PACKAGE_CBA_1770_D118[17.702]
Counter Agp Patch Version
Counter Lib Version
Counfter Lib Patch Version
[EUC Buiid Versian]

BAL Canfig Version
'_i‘i._u Version

H

NA
NA
NA
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9 Releasing the New HNGA version into
Production

Once all of the testing has been completed successfully, the new version of HNGA is ready for release into
Production. As with SV&I and Model Office testing the objective is to ensure that each device in Production only
has one Configuration Baseline deployed to it at any given time, and that the correct HNGA version is installed
and functions correctly.

When the full Post Office Branch Counter deployment has been completed there will be over 25,000 counters in
Production. For each HNGA release rollout the Post Office may have different requirements about which counters
should be deployed to in which order. They may request a specific “friendly site” or set of pilot sites that need to
be rolled out first, followed by batches of counters or even a “big bang” approach where all counters are deployed
to in one go.

To accommodate this you may need to create device collections that can be used to include batches of counters
to the deployment. The diagram below is an example of how a HNGA rollout may look in the real world.

Day 1

Include Rules

Friendly Sites Collection

HNGA Stock Prep Collections

Live BuildStage Collections (if required)

Example HNGA Rollout

Day 2
Include Rule
5 Day— Tranche 1 Collection

HNGA XX.XX Compliance
Baseline Collection

Day 3
Include Rule
5 Day — Tranche 2 Collection

HNGA XX.XX Baseline
Deployment

W

m

Day 4
Include Rule
5 Day — Tranche 3 Collection

Day 5
Include Rule
5 Day —Tranche 4 Collection

Day 6

Include Rule

LIVE — All Deployed Collection
Remove all existing Include rules

e

This example can be described as follows:

° Day 1 - A collection containing a batch of friendly sites selected by POL is added to the HNGA release
baseline collection. Also the HNGA Stock Prep collection(s) and Live BuildStage collections are included
if required

° Day 2 — the 5-day Tranche 1 collection is added to the HNGA release baseline collection
° Day 3 — the 5-day Tranche 2 collection is added to the HNGA release baseline collection
® Day 4 — the 5-day Tranche 3 collection is added to the HNGA release baseline collection
° Day 5 — the 5-day Tranche 4 collection is added to the HNGA release baseline collection
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° Day 6 — the “LIVE — All Deployed” collection is added to the HNGA release baseline collection. The
Include collections used on the previous 4 days are removed from the HNGA release baseline collection

Note that after the deployment has completed but before the start of a new HNGA rollout, any Live counters that
are still in the Stock Prep collections should be removed.

Page 100 of 128 Version: V0-21, Date: 24 September 2018 ©9/24/2018 4:.08 AM
POL - BCR - HNGA Release and Compliance Baselines - V0-21.docx Classification: Unrestricted



POL00337656
POL00337656

@

(omputacenter

10 Glossary of Terms
Term Abbreviation ‘ Definition
Acceptance into service AlIS Acceptance into service
Active Directory AD Active Directory
Branch Couriier Befrash BCR The name of the project to develop an updated build for
Post Office branch counters
Counter Business CBA The application used by Postmasters to deliver Post
Application Office services in a branch

The scripts used to personalise and prepare a new branch

Counter Deployment Utility Cchu cenrier e Liss e BEeh

Global Infrastructure Global Infrastructure Operations
; GIO
Operations
Graphical User Interface GUI Graphical User Interface
Horizon Next Generation A suite of component applications that together make up
s HNGA -

Application the application used by Postmasters
Microsoft Installer MSI Microsoft Installer

s 2 simulated Post Office branches that are located in the
Mosle| Cifes W Post Office headquarters in London (Finsbury Dials)
Post Office Limited POL Post Office Limited
System Center System Center Configuration Manager

. SCCM
Configuration Manager
Service Verification and sval Service Verification and Integration
Integration
Task Sequence TS Task Sequence
User Acceptance Testing UAT Testing.of t.he capability in SCCM to successfully deploy

an application.
Virtual Desktop Virtual Desktop Infrastructure
VDI
Infrastructure
Virtual Machine VM Virtual Machine
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Appendix A Current HNGA Versions

The attached document contains a list of HNGA releases, including the version numbers for each of the
components that make up the HNGA release (up to HNGA 17.73).

HNGA Version list

Post Office Limited
HNGA Updates.xIsx
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The attached documents contain change request templates that can be used for the roll out of a version of HNGA
into Production. The templates cover all of the required changes that will be needed to release HNGA, from the
initial Pre-Cache of the HNGA content, deployment to SV&l, LST, MO and Production and also the
decommissioning of a redundant version of HNGA as well.

Production Change Request documentation ‘

POL - Branch Counters - Win10 MONTH YEAR -
Content Deployment_Prod - PRECACHE TEMPLATE

POL - HNGA version
XX XX - Content Dep

POL Change Imp
Plan - HNGA version

POL - HNGA XX.XX deployment to branch counters -
SVa&l

POL - HNGA XX.XX deployment to branch counters -
LST

POL - HNGA XX. XX
deployment to bran

POL - HNGA XX.XX
deployment to bran

B

POL Change Imp
Plan - HNGA XX.XX d

B
I

POL Change Imp
Plan - HNGA XX.XX d

POL - HNGA XX.XX deployment to branch counters -
Model Office

POL - HNGA XX.XX
deployment to bran

I

POL Change Imp
Plan - HNGA XX.XX d

POL - HNGA XX.XX deployment to branch counters -
Friendly Sites

POL - HNGA XX.XX
deployment to bran

I

W]

POL Change Imp
Plan - HNGA XX.XX d

(1111

POL - HNGA XX. XX deployment to Production branch
counters

POL - Decommission redundant SCCM baseline for
HNGA XX. XX

POL - HNGA XX.XX
deployment to Prod

POL -
Decommission redul

I

W]

POL Change Imp
Plan - HNGA XX.XX d

(11111

I

POL Change Imp
Plan - Decommissior

(1111
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Appendix C Adding a New Hardware Model and/or
Stock Prep Collection

Periodically, the Task Sequence used to build a new counter in Hatfield will need to be updated. There may be
a requirement to add a new hardware model to the build process for deployment as a Post Office Branch Counter
or you may need to modify the build and change the version of HNGA being delivered, you may need to create a
new Stock Prep Collection as well.

The sections below discuss the processes required to add a new hardware model to the build task sequence and
also how to modify the build to update the version of HNGA being delivered in the build.

These activity should be completed by the GIO Build Management team under their normal operating procedures.
Details below are provided for reference only.

The following steps describe the changes that were made to incorporate the latest hardware model added to the
Post Office Branch Counter environment, which was the Box PX35 All-In-One device.

10.1 Adding a new Hardware Model to the build

At some point during the lifecycle of the Post Office Project it may be necessary to add a new hardware model to
the build process in Hatfield.

For adding a new Hardware Model the steps are:

° Creation of two new BuildStage Active Directory groups, one for Live and one for Test devices

° Creation of two new SCCM BuildStage collections, one for Live and one for Test devices (the collection
memberships are based on the two new AD groups)

° The current SCCM build Task Sequence needs to be updated to include the extra steps for the new

hardware model. This will include hardware drivers and extra steps to configure BuildStage compliance
for the new hardware model.

Use the following steps to add a new hardware model to the current build task sequence:

10.1.1 AD Group and SCCM Collection creation
Step ‘ Screen
Login to the Primary Site server PVSCMPOLO001 and - Active Directory Users ard Computers (= [ .|

File Action View Help
I EEIEEFET EEE Y 2R

ers and Computers [pvadc ~ || Name

open Active Directory Users and Computers.

3 o
Browse to the following Organizational Unit e Pr o
b [ Buittin $2, gBuild_M79_TEST p..
b @ Computers 52, gBuild_PX35_LIVE, o P
i “ . i’";rﬂ;’“gi’“‘"t 8 gBuld_PX35 TEST_Co roup..
EUC:\Data Management > SCCM -> BuildTestOU b & Compes B e i
» B Groups
4 (3] SCCM
= BuildTestOU
b [E] Servers
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Step ‘ Screen

Create 2 new security groups named #2, gBuild_PX35_LIVE_ComplianceGroup Security Group...
#2, gBuild_PX35_TEST_ComplianceGroup Security Group...
gBuild_HWWModel_LIVE_ComplianceGroup
gBuild_HWModel _TEST_ComplianceGroup
In this example for the Box PX35 device the groups
created were
gBuild_PX35_LIVE_ComplianceGroup
gBuild_PX35_TEST_ComplianceGroup
Note that you may need to submit a Change Request or
BAU request to have the groups created.
Open the SCCM Console and select Assets and Assets and Compliance
Compliance.
4 ¥ Device Collections
Browse to the following folder: | Applications
A
Device Collections - Computacenter 2 Branch >  Computaceater
Compliance Baselines - BuildStage Compliance | Archive
4 | | Branch
Create a new folder named after the new hardware 8 h
model. _ Branches
4 || Compliance Baselines

In this example the folder “Box AlO PX35” was created. 4 | BuildStage Compliance

| Box AlO PX35

| Cielo

. M79

I VM
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Browse to the following folder: Box AlO PX35 2 items

Search

Device Collections = Computacenter - Branch >
Compliance Baselines - BuildStage Compliance > — Name

RkuMonel ‘;" BuildStage_Compliance_LIVE_PL_BoxPX35

. . ‘.-" BuildStage_Compliance_TEST_PT_BoxPX35
Create 2 new Device Collections, one for LIVE, one for

TEST.

BuildStage_Compliance_LIVE_PL_HWModel
BuildStage_Compliance_TEST_PT_HWModel

In this example the collections created were:

BuildStage_Compliance_LIVE_PL_BoxPX35
BuildStage_Compliance_TEST_PT_BoxPX35

Edit the properties of the Buildstage LIVE collection. = BuildStage Compliance_LIVE_PL_BoxPX35 Properties [x]

[ Collection Varizbles [ Distibution Point Groups | Securty | Alerts |
| General | Membership Fuies | Power =

| St ts ] Mairtenance Windows 1

Make sure that the “Use incremental updates for this

. » . . Membership rules determine the resources that are included in the collection when it updates.
collection” box is ticked. You can use membership res to acd a specfic object or » st o objects from 2 query. The
collection membership can also include or exclude other collections. Membership rules can add
only those objects that are members of the limiting collection

Create an Exclude Collections rule and exclude the

collection “LIVE — All Deployed” Memberstip nies:
Rule Name Type Collection Id
LIVE - All Deployed Exclude PO0100304
ad_build_query Query Not Appiicable

Note that “LIVE - All Deployed” must be excluded
otherwise during a HNGA rollout there is an
increased risk that counters could have 2 different
HNGA baselines which is not allowed.

< [ >
Add Rule i E Delete
[l Use incremental updates for this collection
An incremental update periodically evaluates new resources and then adds resources that

qualify to this collection. This option does not require you to schedule a ful update for this
collection

[¥] Schedule a full update on this collection

Occurs every 7 days effective 13/09/2017 1103 [ schedde.. |
[carcd |
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Step ‘ Screen

Create a new Query Rule for the LIVE collection named
“AD_Build_Query”.

Use the following query

select

SMS_R_SYSTEM.ResourcelD,SMS_R_SYSTEM.Reso
urceType,SMS_R_SYSTEM.Name,SMS_R_SYSTEM.
SMSUniqueldentifier, SMS_R_SYSTEM.ResourceDo
mainORWorkgroup,SMS_R_SYSTEM.Client from
SMS_R_System where
SMS_R_System.SystemGroupName =
"EUC\\gBuild_HWWModel_LIVE_ComplianceGroup™

Note that the LIVE BuildStage AD group is referenced
and that EUC\\ (2 backslashes) prefix the group name in
the query code.

Edit the properties of the BuildstageTEST collection.

Make sure that the “Use incremental updates for this
collection” box is ticked.

BuildStage_Compliance_LIVE_PL_BoxPX35 Query Stat... -

You can specify criteria to namow the query and limit the results that are
retumed.

Dlllmu“

B BuildStage Compliance TEST PT BoxPX35 Properties [5G

Collection Variables | Distribution Point Groups | Secumy | Aerts
General | Membership Rules | Power

| Maintenance Windows

Membership rles determine the resources that are included in the collection when it updates.
“You can use membership rules to add a specific object or a set of objects from a query. The
collection membership can also include or exclude cther collections. Membership rules can add
only those objects that are members of the limiting collection.

Membership rules:

Rule Name Type
ad_build_query Query

Collection Id
Net Applicable

< n >

Add Rule v [ Er. |[ Delete

[¥ Uss incremental updates for this collection

An incremental update periodically evaluates new resources and then adds resources that
qualfy to this collection. This option does not require you to schedule a full update for this
callection

Create a new Query Rule for the TEST collection.
Use the following query

select

SMS_R_SYSTEM.ResourcelD,SMS_R_SYSTEM.Reso
urceType,SMS_R_SYSTEM.Name,SMS_R_SYSTEM.
SMSUniqueldentifier,SMS_R_SYSTEM.ResourceDo
mainORWorkgroup,SMS_R_SYSTEM.Client from
SMS_R_System where
SMS_R_System.SystemGroupName =
"EUC\gBuild_HWModel_TEST_ComplianceGroup"

Note that the TEST BuildStage AD group is referenced
and that EUC\\ (2 backslashes) prefix the group name in
the query code.

BuildStage_Compliance_TEST_PT_BoxPX35 Query Stat_-

I General

You can specify criteria to namow the query and limit the results that are
retumed.

Dll.ﬂml
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10.1.2 Build Task Sequence Modification

As well as the AD Security Group and SCCM Device Collection creation, the SCCM Task Sequence that is used
to build devices needs to be modified as well to add the extra hardware specific steps required for BuildStage
compliance.

The following Task Sequence steps only relate to what is required for BuildStage compliance. Build Management
will handle the addition of any steps relating to the new Hardware Model (e.g. device drivers). The BuildStage
compliance steps are shown below:

Step ‘ Screen

Login to the Primary Site server PVSCMPOLO001 and Software Library
open the SCCM Console.

= ;‘f_H Overview

Select Software Library and browse to the following 7| Application Management

folder: .
_| Software Updates

4 r i

Operating Systems > Task Sequences - Branch EpE a3yttt

{## Drivers

B Driver Packages

ES Operating System Images

B, Operating System Upgrade Packages

&2 Boot Images

4 [ Task Sequences

_| Branch
| CRM Tablets
Edit the current live Task Sequence used to build branch
counters.
In reality Build Management will copy the existing task
sequence and create a new one with an incremented
version number.
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Step ‘ Screen

In the group “ComplianceAtBuildCheck” add a new
Task Sequence Variable step named “Set Compliance

Task Sequence Variable: OSDBuildGroup

Value: gBuild_HWModel_LIVE_ComplianceGroup

In the Options add the following conditions:

1. A WMI Query that can identify the hardware type:

For example for the Box PX35 model the WMI query is

SELECT * FROM Win32_ComputerSystem WHERE
Model LIKE “%P0OS335%”

2. The Task Sequence Variable “OSDBuildType”
equals PL

Note: Build Management will be able to advise on the
correct WMI query when required

AD Group - Live HWModel’ with the following settings:

ich_Prod_W10_v0.27 Task Sequence Editor

Properties | Options

Type: [Set Task Sequence Variable

Name: lSet Compliance AD Group - Live PX35 All-in-Cne

Description:

Enter the task sequence varable name and value.

Task Sequence Varable: 0OSDBuildGroup

Value: gBuild_PX35_LIVE_ComplianceGroup

| Properties ‘ Options ‘

[] Disable this step

[T] Cortinue on emor

2| Add Condition ~ Remove | X Remove All

This group/step wil run f the following condtions are met:
WMI Query SELECT * FROM Win32 ComputerSystem WHERE Model LIKE "*%.POS335%"
Task Sequence Variable OSDBuildType equals "PL"

In the group “ComplianceAtBuildCheck” add a new
Task Sequence Variable step hamed “Set Compliance

Task Sequence Variable: OSDBuildGroup

Value: gBuild_HWModel_TEST_ComplianceGroup
In the Options add the following conditions:

1. A WMI Query that can identify the hardware type:

For example for the Box PX35 model the WMI query is

SELECT * FROM Win32_ComputerSystem WHERE
Model LIKE “%P0OS335%”

2. The Task Sequence Variable “OSDBuildType”
equals PT

AD Group - Test HWModel’ with the following settings:

Propetties | Options

Type: |Se1 Task Sequence Variable
Name: |Set Compliance AD Group - Test PX35 All-In-One
Description:

Enter the task sequence variable name and value.

0SDBuildGroup

Task Sequence Variable:

Value: gBuild_PX35_TEST_ComplianceGroup

Properties | Options \

[] Disable this step

[] Continue on emor

ﬂ Add Condition ~ Remove | X Remove All

This group/step will run if the following conditions are met:
WMI Query SELECT * FROM Win32 ComputerSystem WHERE Model LIKE "%P0S5335%"
Task Sequence Variable OSDBuildType equals "PT"

Identify the current HNGA version that is in production
and that is required to be installed on the new hardware
model.

At the time of writing this document the Box PX35
devices use HNGA 16.85
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In the group “Install HNGA” copy the step

Upgrade to XX.XX (M79)

and rename the new step

Upgrade to XX.XX (HWModel)

Where XX. XX is the current HNGA version

Note that this step is used to install the required HNGA
applications.
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(4 Install HNGA
0 Upgrade to 16.85 (M79)
) Upgrade to 16.85 (PX35)

Propeties | Options |

Type Install Application

Name: Upgrade to 16.85 (PX35)

Description: CBAv77.00

@ Install the following appications
[

alus  Object ID
falid Scopeld_A9477816-9185-4CF6-8.
alid Scopeld_A9477816-9185-4CF6-8

falid Scopeld_A9477816-9185-4CF6-8
IRRELEVANT Scopeld_A3477816-91854CFE-8
ald Scopeld_AS477816-9185-4CF6-8
2l Scopeld_AS477816-91854CFE-S
alid Scopeld_A9477816-9185-4CF6-8

[ 7

Administrator, Commer ~

IRRELEVANT

=

Note that the next step is only required if there is a
specific requirement to deliver a different version of
HNGA to a specific hardware model.

Previously during the early rollout of the counters there
was a requirement to deliver HNGA 16.49.1 to Cielo
PHU counters and HNGA 16.85 to M79 and Box PX35
counters. This is not currently a requirement.

(Optional Step if required)
In the Options of the step “Upgrade to XX.XX
(HWModel)’ add the following condition:

For example for the Box PX35 model the WMI query is

SELECT * FROM Win32_ComputerSystem WHERE
Model LIKE “%P0OS335%”

Also tick the box “Retry this step if computer
unexpectedly restarts” and set the “Number of times to
retry” to 2.

1. A WMI Query that can identify the hardware type:

[ Properties | Options |

[] Disable this step

[V Retry this step f computer unexpectedly restarts

Number of times to retry:

-

[[] Continue on emor

2| Add Condition ~ Remove Remove All

This group/step will run if the following conditions are met:

WMI Query SELECT * FROM Win32 ComputerSystem WHERE Model LIKE "%P0S335%"

10.1.3

BuildStage testing of the new hardware model

Once you have prepared the AD groups and configured the Task Sequence for the new hardware model, you
next need to test that the device can be built. To do this you will need to do the following:

° Add the test BuildStage collection for the new hardware model to the SCCM base collection for the

current HNGA release

° Build a counter using the new hardware model as a TEST build
° When the builds have completed, confirm compliance to the HNGA release
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Use the following steps to complete the BuildStage testing of the new hardware model:

Step ‘ Screen

Login to the Primary Site server PVSCMPOL001 and
open the SCCM Console.

Browse to Assets and Compliance and select devices

3 Systeim Center Configuration Manager (Connected to P01 - Post Office Primary Site)

Assets and Compliance

Browse to Device Collections = Computacenter =
Branch - Compliance Baselines - the folder for the

HNGA 17.50 Compliance 5 items

the new HNGA release.

Create a new Include Collection Rule and add the test
BuildStage collection to the base collection.

BuildStage_Compliance_TEST_PT_NewModel

The BuildStage collections are located in the following
folder:

Device Collections - Computacenter - Branch >
Compliance Baselines - BuildStage Compliance >
NewModel

lcon. Name Limiting Collection Member Count | Members Visible on Site
current HNGA release. AR T — - -
P Gl e et e, RS AN b g
In this example we are using the HNGA 17.50
Compliance folder.
Edit the membership of the SCCM base collection for B HNGA 17.50 Compliance Baseline Properties =

Collection Variables | Distribution Point Groups [ Security [ Aleds ‘
Membership Fules | Power Management | D | Maintenance Wiindows

Membership rules detemine the resources that are included in the collection when it updates.
You can use membership rules to add a specific object or a set of objects from a query. The
collection membership can also include or exclude other collections. Membership rules can add
only those objects that are members of the limiting collection

Membership rules:
Rule Name Type Collsction Id
BuidStage_Compliance_LIVE_PL_VM Include PO10034E
BuildStage_Compliance_TEST_PT_VM Include PO10034B
< n 3
Add Rule i

[w] Use incremental updates for this collection

At this point all new Test builds of the new hardware will
be added to the SCCM Base collection for the current
HNGA release.

When the builds have completed they will check
compliance against the current HNGA version.
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Connect up and PXE boot the new hardware.

Boot Menu

CD-ROM Drive

At the “Welcome to the Task Sequence Wizard” page,

click on Next Welcome to the Task Sequence

Wizard
This media is not password protected. Click next to
continue.
Configure network settings. DHCP is used unless
otherwise specified.
[ configure Network settings... |
Configure Proxy Settings... I
I Next > Cancel

At the “Select a task sequence to run” page, select the 5 Task :
current live Branch Counter Task Sequence. it s Tack sempuemor 1o o

Task sequences:

If you don’t know which is the live one, check with GIO
Build Management.

Name | Description |
DEP_Admin_Win8.1_x64_v1.1 LIVE - Task Sequence v1.1 (08/11/2016 - ..
Y 5 i DEP_Branch_Prod_\W10 OZSA BCR C/D/Prod W 10LTSB - Modifed 5 AM..A
Note that the minimum version number for the live e Bt brod | B CIo o WIOLT Bt Bl 27
Branch Counter Task Sequence will be v0.27 ﬁoé’?;;:;"‘pf;‘j"w“{fvf;}?;‘i T R e
revIous | Next > I Cancel
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When prompted to select the Build Type, select Test — ] ]
Build and click on the green tick. I Select Build Type ®
’ é’ Please choose a build type for this computer
The build will now proceed, based on a test build. il  estbuld X
R
3=
@)
-
v
o
Q.
© |

alnlx

Once the build has completed and the counter has had
its compliance checked for the current HNGA release
you will see a popup on the screens saying

Build complete and compliant, click ok to shutdown

This completes the buildstage testing of the new
hardware model

Build complete and compliant, click ok to shutdown

10.2 Build update to change version of HNGA and Stock Prep
Collection

In section 4.4 — Moving Forward with BuildStage Compliance, a number of options were discussed for how to deal
with a change in the live version of HNGA and how that would affect the build timings in Hatfield and
Personalisation timings in a branch. Option 3 was to update the Build task sequence to make sure that the new
live version of HNGA is installed on the counter during the build task sequence and the build is completed with
the counter Compliant to the new version of HNGA.

For changing the version of HNGA being delivered in the build and adding a new Stock Prep collection the steps
are:

° Creation of a new Stock Prep collection and include the new Stock Prep collection to the base collection
for the new version of HNGA

° Update the version of HNGA delivered in the build Task Sequence

° Update the current SCCM build Task Sequence to add counters to the new collection
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Note that for the following example, the modifications used to deliver HNGA 17.73 will be used.

10.21

Create the new Stock Prep device collection

The first step is to create a new Stock Prep Device Collection

Step ‘ Screen

=i 3 System Center Configuration Manager (Connected to P01 - Post Office Primary Site)
Browse to Assets and Compliance and select devices : e
Assets and Compliance
Browse to Device Collections = Computacenter - Assets and Compliance < BuildStage C
Branch = Compliance Baselines - BuildStage P = [ seorh
Comp"ance Ja Users llcon Nar
& Devices ‘

Create a new folder named & User Collections

4 ¥ Device Collections =
HNGA XX.XX Stock Prep e

4 || Computacenter
_| Archive
where XX.XX is the new version of HNGA 4 " Branch 1
_| Branches
4 | | Compliance Baselines
“|= <
| HNGA 17.70v2 Stock Prep
1 HNGA 17.73 Stock Prep

Select the new folder, right-click and create a new HNGA 17.73 Stock Prep 1 items
Device Collection named

Search
Hatfield HNGA XX.XX Stock Prep Teom Mame -

v Hatfield HNGA 17.73 Stock Prep
Where XX. XX is the new version of HNGA
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Step ‘ Screen

7 days

When creating the collection make sure that the
Incremental Updates box is ticked

Also, set the collection to complete a Full Update every

General Rules | Power M

[B) Hatfield HNGA 17.73 Stock Prep Properties I x|

Collection Variables | Distribution Point Groups | Securty | Alerts |

Membership rules determine the resources that are included in the collection when it updates.
You can use membership rules to add a specfic object ora set of objects from a query. The
collection membership can also include or exclude other collections. Membership rules can add
only those objects that are members of the limiting collection.

1t | Deploymerts | Mai Windows |

Membership rules:

Rule Name [ Type [ Collectionld ]

PLBJ72509347 Direct Not Appiicable —

PLFCOGSSTQ Direct Net Applicable

Pi.-RA16232613 Dirsct | Net Aoplicable =

4 ¥
adfde v et | Delee |

¥ Use incremental updates for this collection

collection.

Anir update evaluates new and then adds resources that
qualify to this collection. This option does not require you to schedule a full update for this

¥ Schedule a full update on this collection
Occurs every 7 days effective 11/07/2018 13:58

Schedule...

And is named

In this example the base collection is located at

HNGA 17.73 Compliance Baseline

0K I Cancel I Apply I
Add the Collection ID column and make a note of the HNGA 17.73 Stock Prep 1 items
Collection ID of the new collection
Icon Collection ID - Name

o P0O100774

Locate the base collection for the new version of HNGA. | “

Collection testing Area
Force Compliance
HNGA 15,9613 Compliance

Device Collections & Computacenter & Branch - st
Compliance Baselines = HNGA 17.73 Compliance

HNGA 16,85 Upgrade Collections.

Collections - But Still Used)

Hatfield HNGA 17.73 Stock Prep

HNGA 17.73 Compli "

Ion  Neme

o HNGA 17.73 Compliance Baseline

& HNGA 17.73v2 Baseline_HNGA 17.73v2 Compiance Baseline_Comp.
o HNGA 17.73v2 Baseline_HNGA 17.73v2 Comphiance Baseline_Error
& HNGA17.7512 Baseline_HNGA 17.73v2 Complance Baseline_Nonc.
[ HNGA 17,7312 Baseline_HNGA 17.73:2 Campliance Baseline_Unkn...
&F  Temp HNGA ELS add to Force Compliance
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Step ‘ Screen

Edit the membership of the HNGA XX.XX Compliance
Baseline collection and create an Include Collection
rule to include the new “Hatfield HNGA XX.XX Stock
Prep” collection

|
Collection Variables ] Distribution Point Groups | Security | Alerts I
General Membership Rules | Power t | D | Mai Windows |
rules de the that are included in the collection when it updates.
*You can use membership rules to add a specffic object or a set of objects from a query. The
collection membership can also include or exclude other collections. Membership rules can add
only those objects that are members of the limiting collection.
Membership rules:
Rule Name [ Type [ Colectionid =~
Hatfield HNGA 17.73 Stock Prep Include P0100774
SV&lat HNGA 17.73 Include PO10079F
vI
4 | »
AddRie | =i | peete |
V' Use incremental updates for this collection
Anincremental update periodically evaluates new and then adds that
qualfy to this collection. This option dees not require you to schedule a full update for this
collection.

10.2.2

Update the version of HNGA delivered in the build Task Sequence

The next step is to update the version of HNGA that is delivered in the task sequence.

Step Screen

Login to the Primary Site serveﬁ_ IRRELEVANT Eand
open the SCCM Console. AT

Select Software Library and browse to the following
folder:

Operating Systems - Task Sequences - Branch

Software Library

A ﬁ Overview
| Application Management
| Software Updates
_ Operating Systems
#= Drivers
B Driver Packages
Bl Operating System Images
B Operating System Upgrade Packages
& Boot Images
- Task Sequences
_| Branch

] CRM Tablets

Edit the current live Task Sequence used to build branch
counters.

In reality Build Management will copy the existing task
sequence and create and deploy a new one with an
incremented version number.

When the Task Sequence opens locate the group “Install
HNGA”
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Step Screen

Select Software Library and browse to the following
folder:

Operating Systems > Task Sequences - Branch >
HNGA Installation

Identify the new HNGA version that required to be
installed during the build Task Sequence

Then locate the task sequence that was created to install
the new HNGA version when a counter in Non-Compliant
(this was created in Section 5.3.1).

Edit the task sequence and copy the step “Change
HNGA to XX.XX”

HNGA_17.73_Install Task Sequence Editor

Add - | Remove |(®) (@) 39 (3 Propettes | Options |

& StopCBA Type: install Application
1L Install the required HNGA Name: Change ANGA to 17.73

Change HNGA to 17.73
=1-[13 Post HNGA install steps - Alway
@ Install StatCBAfx
) Set FJSupport local accourt pass
% Run SublnACL
@ Run CC-SCRIPT-SetupFoldsrPem
& Fun CC-SCRIPT-SetupRegistryPe
) Restart Computer
& Run CC-SCRIPT-ForceBasslineEva

Description: Make sure that the comec
the comect order.

@ Install the following appiications

IRRELEVANT EE

Paste the “Change HNGA to XX.XX" step in the group
“Install HNGA” in the build Task Sequence.

DEP_Branch_Prod_W10_v0.27C Task Sequence Editor

Add - | Remove |(R) (¥) 2Y (’é‘ Properties Iop-
H 0 Import ActiveDirectory Module Z| Type:
) Set Variable VM SyrtheticUser

i Name:
) Set Variable Syntheticlser

&) Set Variable OUPath Description:
-} Set Variable SecurityGroup
- "Get random password
i 0 “Create synthetic user

) Add Syrthetic Userto local adm & ]

M

4 Install Tier 2 Applications
& 1E Nomad v6.2.200

&) Set Nomad Election Level
¥ Install Eracent 9.8.0.77

0 >Install Post Office Font Files
& “Install VMWare Tools
=13 Install HNGA

IRRELEVANT

DM et Chadt DA foe

Disable or remove the step that installed the previous
version of HNGA so that the new step is the only
“Change HNGA to XX.XX” enabled.

Also, make sure that the “Change HNGA to XX.XX” step
is above the step “Install StartCBA fix”

-l Install HNGA
----- & Upgrade to 16.8
""" @ Upgradeto 1
----- % Upgradeto 1
""" @ Upgrade to 16.49.1(V
""" & “Upgrade to

----- @ Change HNGA to 17.70v2
Y ] Change HNGA to 17.73

----- 0 Install StartCBA fix

----- Q' Set FJSupport local account pa:
----- ¥ Run SublnACL

----- # Run CC-SCRIPT-SetupFolderPe
----- ¥ Run CC-SCRIPT-SetupRegistryl
=1-[} Com Port Change (Port 3)

POl ARACL  Mhonon COM e 2

Save the Task Sequence
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10.2.3 Update the current SCCM build Task Sequence to add counters to the new

collection

Screen

Step

Browse to Operating Systems -» Task Sequences 2>
Branch

Edit the Task Sequence that has been edited to deliver
the new version of HNGA

Locate the ComplianceAtBuildCheck group and then
edit the step “Set ComplianceCollection...”

Edit the name to

Set ComplianceCollection to XX.XX (Stock Build) —
where XX.XX is the new version of HNGA

Edit the Value to the CollectionID for the new Stock
Prep collection as located previously

When you have edited these 2 settings, save the Task
Sequence.

DEP_Branch_Prod_W10_v0.27C Task Sequence Editor

Add ~ | Remove | (R) ()

& 05D Buid Type - Regtry Key Al
= [} Compliance
= 1) ComplianceAtBuildCheck
& Set Compliance AD Group - Li
& Set Compliance AD Group - T
€ Set Complance AD Group - U
& Set Complance AD Group - T
€ Set Complance AD Group - L
@ Set Complance AD Group - Ti
£ Set Comphance AD Group - Li
€ Set Complance AD Group - Ti
& Add counterinto Buld Compie
€4 0SD Buid Compliance Group
2] Set Cor nito 1
& “Add co
=+ Production Build
& Make Cert folder
& Copy BCR Live Certs

Y (3 Propotes | Optons |

Type [Set Task Sequence Variable
Name: [Set ComphanceColection to 1773 (Stock Buld)
Desciption

Enterthe task sequence variable name and value.

Task Sequence Variable: [ComphianceCollection

Value: P0100774

Once the build task sequence has been updated, Build Management will take it through their normal process to

release as the live task sequence.

Remember that it will require Build Management or a Professional Services Project to be engaged to deliver an

updated build Task Sequence.
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On occasion Fujitsu require access to a branch counter that they can use to test changes to the HNGA suite of
applications. For example, Fujitsu may want to test a new version of one of the applications that make up a HNGA
release.

Due to the way in which the counters operate they must be compliant to a configuration baseline. If a counter is
non-compliant the screen will be greyed out and the operator will not be able to interact with the counter. However,
if the counter is targeted at a specific version of HNGA, it will always try to remain compliant to the specific
applications that make up that version of HNGA. Within 2 hours of making any changes to a counter, it would
become non-compliant and then reinstall any changed applications.

To prevent this from happening a configuration baseline has been setup and deployed to the collection “Force
Compliance Baseline”

Force Compliance 5 items

Icon Name Member Count Members Visible on Site
o Force Compliance Baseline 5 5
3 Force Compliance_Force Compliance Baseline_Compliant 5 5
v Force Compliance_Force Compliance Baseline_Error 0 0
i:J‘ Force Compliance_Force Compliance Baseline_Noncompliant 0 0
v Force Compliance_Force Compliance Baseline_Unknown 0 0

When you add a counter to this collection using direct membership, an Include Collection rule or a Query Rule it
is removed from all existing baselines for versions of HNGA and becomes compliant to a baseline named “Force

. Compliance”. i IRRELEVANT i
IRRELEVANT

Once compliant, the counter can then be used to test new applications.

When the counter is removed from the collection it will re-evaluate its compliance against its original version of
HNGA and if required, reinstall HNGA to become compliant again.
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Appendix E Pre-Caching HNGA Content on

With each release of a HNGA version the best approach will be to get the content out to counters well in advance
of actual installation. This is because if the content has already been downloaded it will reduce the amount of
time that a counter will remain Non-compliant after triggering the HNGA upgrade, as it will not have to wait for

content to download before installation.

The procedure to pre-cache the content will be to create a collection for the pre-cache deployment, deploy the
HNGA Pre-Cache Task Sequence for the release to the collection and then to add batches of counters to the
collection over a number of days. This should be completed under the required change control and monitored
accordingly to ensure that the content is successfully downloaded to the counters.

Use the following procedure (with the change control in place) to pre-cache the HNGA content to the counters.

Step ‘ Screen

open the SCCM Console. Browse to Assets = Device
Collections - Computacenter - GIO — Patch SA >
Branch_HNGA

Assets and Compliance
4 g¥ Device Collections
_| Applications
4 | | Computacenter
_| Archive
_| Branch
_| Custom Scripts
4 | | GIO - Patch SA
_| Branch Template Collections
_| Branch_MS Patching
| Client_Patching
_| Dyn Collections - CPM

_| Server_Patching

Create a new Device collection named:

HNGA_XX.XX_Content_Distribution_Collection_Main

Branch_HNGA 14 items

-

Icon Name
Where XX.XX is the version of HNGA that is to be pre- i HNGA_17.50v2_Content_Distribution_Collection_Main
cached.
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Deploy the HNGA Pre-Cache Task Sequence to the new
collection with the following settings:

Deployment Settings:
Action: Install
Purpose: Required

Scheduling:

Assignment Schedule: As soon as possible, Occur
every 1 day at 03:00

Rerun Behavior: Rerun if failed previous attempt

User Experience:

Allow users to run the program independently of
assignments: Not ticked

Show Task Sequence progress: Not ticked
Software installation: Not ticked

System restart (if required to complete the installation):
Not ticked

Commit changes at deadline or during a maintenance
window: Ticked

Allow task sequence to run for client on the internet: Not
ticked

Distribution Points:

Deployment options: Download all content locally
before starting task sequence

When no local distribution point is available, use a
remote distribution point: Not ticked

Allow client to use distribution points from the default site
boundary group: Not ticked

Allow clients to share content with other clients on the
same subnet: Not ticked

. PRECACHE_HNGA_17.50v2_Install Status to HNGA_17.50v2 Content Dist

General D¢ Settings | | User | Distribution Points | Alerts |
Action: Im.»:xal j
Pupose: I Required .:J

[E] PRECACHE_HNGA_17.50v2_Install Status to HNGA_17.50v2_Content_Disi

" General | D Settings duiing | User B | Distribution Poirts | Alerts

This program will be avaiable as soon as it has been distributed to the content servers unle
later time below. For required applications, specify the assignment schedule.

W | Schedule when this deployment wil become available
Joa/04/2018 =] 1353 = urc
™ Schedule when this deployment will expire:
[18/04/2018 | 1443 =4 [T uic
Assignment schedule: New... | Edil

Occurs every 1 days effective 03/04/2018 03:00
As soon s possible

Rerun behavior: Rerun ff failed previous attempt

[B PRECACHE_HNGA_17.50v2_Install Status to HNGA_17.50v2_Content_Distribution

General I D

Settings User |
Notification settings:
I™ Allow users to run the program independently of assignments

I~ Show Task Sequence progress

When the scheduled assignment time is reached, allow the following activities to be performed outsid
maintenance window:

™ Software installation
™ System restart (f required to complete the installation)
Wiite fiiter handling for Windows Embedded devices

¥ Commit changes at deadline or during a mairtenance window {requires restarts)

¥ this option is not selected. content will be applied on the overlay and committed later.

Intemet based clients.

I™ Allow task sequence to un for client on the Intemet

[B] PRECACHE_HNGA_17.50v2_Install Status to HNGA 17.50v2 Content Dist

General | Deployment Settings I Scheduling I User Experience  Distribution Points | Alert:

Specfy how clients interact with the distribution points to retrieve content from packages re
sequence:

Deployment options:

|Download al content localy before startingtask sequence
Clients will always try to get content from distribution points in cumrent boundary group. In ac

distribution paints in neighbor boundary group can be controlled:

I~ When no local distribution point is avalable, use a remote distribution point.

When this content is not available on any distribution poirts in cument and neighbor bound
the client to use a distribution point in site default boundary group.

I~ Allow clients to use distribution points from the defautt site boundary group

I™ Allow clients to share content with other cients on the same subnet
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Once the deployment has been setup, collections of
counters can be added to the deployment collection as
per your requirements using Include Collection Rules.

Note that an approved change will be required to allow
you to add counters to the deployment collection.
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[Bf HNGA_17.50v2_Content_Distribution_Collection_Main Properties’

Collection Variables | Distribution Poirt Goupsl Sea.llyl Nevts
"General Membership Rules ] Power Management | Deployments | Maintenance Windows |

iip rules detemine the

that are included in the collection when it updates.
You «an use membership rules to add = specific object or a set of objects from a query. The
collection membership can also include or exclude other collections. Membership rules can add
only those objects that are members of the limiting collection.

Step ‘ Screen

Membership rules:
Rule Name | Type | Collection Id
HNGA_17.50v2_Content_Distrbution_Prod2  Include P0O100613
HNGA_17 50v2_Content_Distrbution_Prod1  Include PO10061A
< | |
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Appendix F Decommissioning an obsolete
Configuration Baseline

After the release of a new version of HNGA you may need to decommission an old HNGA compliance baseline
This will typically be required under the following

so that it can no longer be deployed to a branch counter.

circumstances:

o The version of HNGA is more than 2 versions behind the current production version, is no longer targeted
at any counters and is no longer required for deployment.

° The version of HNGA is a pre-release version that has been tested in SV&I, LST or Model Office but has
failed testing or an issue has been discovered during testing. The potential rollout of this version of

HNGA has therefore been cancelled.

The procedure for decommissioning a release of HNGA is quite straight-forward and involves the following steps:

Removal of the Configuration Baseline deployment

Removal of the Baseline Device Collections
Archival of the configuration baseline

Removal of the HNGA Install Task Sequence deployment

Use the following procedure to decommission an obsolete Configuration Baseline.

Step ‘ Screen

open the SCCM Console. Browse to Assets and
Compliance and select devices

Browse to the Device Collection folder that contains the
baseline that is being decommissioned and confirm that

3 System Center Configuration Manager (Connected to P01 - Post Office Primary Site)

Assets and Compliance

o : Icon Name Limiting Collection Member Count
the baseline is not targeted at any counters by & HNGA17.70 Bascie_MNGA 1770 Complicnce Baseline_ Complant  HNGA 17.70 Complie.. 0
Conﬁrming that the member cou nt iS 0 g HNGA 17.70 Baseline_HNGA 17.70 Compliance Baseline_Error HNGA 17.70 Complia.. 0
) g HNGA 17.70 Baseline_HNGA 17.70 Compliance Baseline_Noncompli. HNGA 17.70 Complia. 0
‘:’ HNGA 17.70 Baseline_HNGA 17.70 Compliance Baseline_Unknown HNGA 17.70 Complia.. 0
. . o HNGA 17.70 Compliance Baseline BRANCH - All Deploy.. 0
You may also need to edit the membership of the HNGA
XX. XX Compliance Baseline collection and remove any
Include or Exclude rules.
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Select the HNGA base collection and delete the
baseline deployment “HNGA XX.XX Baseline”
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HNGA 17.70 Complaince 5 items.

Edit the membership of the collection “BRANCH — 24hr
Maintenance Window” and delete the Noncompliant and
Unknown Include collection rules from the HNGA
release that is being decommissioned.

Icon Name Limiting Collection Member Count
[ HNGA 17.70 Baseline_HNGA 17.70 Compliance Baseline_Compliant HNGA 17.70 Complia. ]
‘;‘ HNGA 17.70 Baseline_HNGA 17.70 Compliance Baseline_Error HNGA 17.70 Complia. 0
o HNGA 17.70 Baseline_HNGA 17.70 Compliance Basaline_Noncompli HNGA 17.70 Complia. o
i? HNGA 17.70 Basaline_HNGA 17.70 Compliance Basaline_Unknown HNGA 17.70 Complia. o
3 HNGA 17.70 Compliance Baseline BRANCH - All Deploy . 0
HNGA 17.70 Compliance Baseline
Icon | Software - Feature Type Deployment Start Time Purpose
_:i‘-‘ HNGA 17.70 Baseline Baseline 11/02/2018 18:27 Required
Select the Noncompliant sub-collection and delete the HNGA 17.70 Complaince 5 items
Search
HNGA Task Sequence deployment .
] ” Icon Name Limiting Collection Member Count
H N GA_XXXX_I nStal | P HNGA 17.70 Baseline_HNGA 17.70 Compliance Baseline_Compliant HNGA 17.70 Complia ]
P HNGA 17.70 Baseline_HNGA 17.70 Compliance Baseline_Error HNGA 17.70 Complia. L]
o HNGA 17.70 Baseline_HNGA 17.70 Compliance Baseline_Noncompli... HNGA 17.70 Complia.. 0
o HNGA 17.70 Baseline_HNGA 17.70 Compliance Baseline_Unknown HNGA 17.70 Complia 0
I HNGA 17.70 Compliance Baseline BRANCH - All Deploy... 0
HNGA 17.70 ine_ HNGA 17.70 Ci iance ine_Nonc
Icon Software - Feature Type Deployment Start Time Purpose
i HNGA_17.70_Install Task Sequence 11/02/2018 19:25 Required
i RANCH - i indow Properties X
Browse to the folder Assets and Compliance > B 5RAnH - 24he MantesSSE x|
Overview > Device Collections >Computacenter > Collection Varizbles | Distrbution Point Groups | Securty | Aerts |
General Membership Rules | Power h t| D Mairtenance Windows
ranc

Membership rules determine the resources that are included in the collection when it updates.
‘You can use membership rules to add a specific object or a set of objects from & query. The
collection membership can also include or exclude other collections. Membership rules can add
only those objects that are members of the limiting collection.

Unknown

) - H Noncompliant  Include

P?L Win10 Branch March 2018 Patch Deplovment lSV&I Include _'ﬂ

4 ¥
adRie  v| e | peele |

Browse back to the Device Collection folder that
contains the baseline that is being decommissioned then
highlight and delete the 4 baseline sub-collections.

HNGA 17.70 Complaince 5 items

Name
& HNGA 17.70 Baseline_HNGA 17.70 Compliance Baseline_Compliant
o HNGA 17.70 Baseline_HNGA 17.70 Compliance Baseline_Error

Limiting Collection
HNGA 17.70 Complia... 0

Member Count

HNGA 17.70 Complia o
o HNGA 17.70 Baseline_HNGA 17.70 Compliance Baseline_Noncompli.. HNGA 17.70 Complia.. 0
3 HNGA 17.70 Baseline_HNGA 17.70 Compliance Baseline_Unknown HNGA 17.70 Complia... 0
o HNGA 17.70 Compliance Baseline BRANCH - All Deploy . 0

x

l You are abot to delete the selected collections.
LB
I Delete each collection member from the database
0K I Cancel
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Step Screen

Highlight the main “HNGA XX.XX Compliance Baseline”
Collection and attempt to delete it.

HNGA 17.70 Complaince 1 items

Search

Icon

o

Name

HNGA 17.70 Compliance Baseline

You will be prompted that the collection cannot be
deleted due to the following references.

This is caused by the collection being included (with an
Exclude Rule) in all of the base collections for the
previous HNGA releases in SCCM.

Delete Collection Error i

Make a note of the list of collection references and
remove each of them from the referenced collections.

X

The selected collections cannot be deleted. To delete these collections the following references
must be deleted.

Fitter.

Selected Collection Refeming Collection

HNGA 17.70 Compliance Bassline HNGA 15.96r3 Compliance Bassline

HNGA 17.70 Compliance Bassline HNGA 16.85 Compliance Baseine

HNGA 17.70 Compliance Baseline HNGA 16.49.1 Compliance Baseliine

HNGA 17.70 Compliance Baseline Force Compliance Baseline

HNGA 17.70 Compliance: Baseline HNGA 17 .50 Compliance Baseline

HNGA 17.70 Compliance Bzseline HNGA 17.50 Compliance Baseline([1]

[B HNGA 15.96r3 Compliance Baseline Properties 1 x|

Collection Variables | Distibution Point Groups | Security | Alers |
General Membership Rules | Power Managemert | Deployments | Mairtenance Windows |

rules determine the that are included in the collection when it updates.
‘You can use membership rules to add a specffic object or a set of objects from a query. The
collection membership can also include or exclude other collections. Membership rules can add
only those objects that are members of the limiting collection.

Membership rules:
Fule Name [ Type | Colectionld =]
HNGA 17.50 Compliance Baseline F0100512

Add Rule -

When you have removed the collection from the

referenced collections you can delete the “HNGA XX.XX
Compliance Baseline” collection

HNGA 17.70 Complaince 1 items

Icon

&

Name Limiting Collection
BRANCH - All Deploy.

x|

HNGA 17.70 Compliance Baseline

Configuration Manager

Vi N

“You are about to delete the selected collections.

I™ Delete each collection member from the database

[ ok ] coxa |

Now that all of the collections relating to the baseline

have been deleted, delete the “HNGA XX. XX
Compliance” folder.

Assets and Compliance < HNGA 17.70 Complaince 0 items

HNGA 15.96r3 Compliance
HNGA 16.49.1 Compliance
HNGA 16.49.1 Live Cielo Only
HNGA 16.85 Compliance

HNGA 16.85 Upgrade Collections
HNGA 17.50 Compli
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Browse to Assets and Compliance > Overview > Branch 9 items
Compliance Settings > Configuration Baselines
->Branch =
Icon Name Status Deployed User Setting
Q Force Compliance Enabled Yes No
Confirm that the baseline that is being decommissioned &  ForceCompliance Test2  Enabled  Yes No
(“HNGA XX.XX Baseline”) is no longer deployed. a HNGA 15.96r2 Enabled  Yes No
=) HNGA 15.96r3 Enabled  Yes No
=) HNGA 16.24.4 Enabled  Yes No
& HNGA 16.49.1 Enabled  Yes No
& HNGA 16.85 Enabled  Yes No
& HNGA 17.50 Baseline Enabled  Yes No
&l HNGA 17.70 Baseline Enabled  No No
Delete the baseline. Branch 9 items
Icon Name - Status Deployed | User Setting Date Modified
Note — make sure that you only delete the a Forca Compliance Enabled  Yes No 30/01/2018 18:20
decommissioned baseline, not the production one! FERL Confiouration Manager Zl}ss
g ::Z R e e z
4 HNG 55
£ HNG# :06
j HNG? No :03
£ HN = :04
j HNGA 17.70 Baseline Enabled No No 11/02/2018 18:03
Although the Baseline and Device Collections have now
been removed, DO NOT remove the related
Configuration Items as they may need to be reused with
other HNGA releases.
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