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[Patc:04-sep-2019 1s: 02:23 User- Customer Call_
‘ECALL PCO279 931 opened
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PEAK which eQnteiﬁsgéoﬁe extracts from Horice |

Date 04 Sep-2019 15 05: 01 User' Mall Manager e
dded ev1dence ltem 'OrlglnalEmall eml' from Fmail attachment

Llam Oldfleld i
FW F'AD

X om: Crlstlna Melo = :
Kf 02 September 2019 13 58
Lee McCormack'

Crlstlna Melo
BSC Tier. 2 Adv1so

Buslness Support Cntr =
Post Office Ltd o

From'\Shaun Turner
Sent 02 September 2019
Ito: Cristina Melo.!
ICcz James Taylor i
i

I

out - Of all nodes

aSSOClathHS whllst ‘having a Tooked soasion tor the same HOrlZOD o
for: whlch ~is that 02 .is legged\out everywhere and 01 is logged in
is b351cally to denote the event where a user trles to‘change SU 3
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, but \t‘is:no hown‘to be logged out\whEQ the
as the next event on Node 2 is a No Reccvery Message

01 Log
01 Log out H
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01 Attach to HH, Node 5 (existing sessions for user 01 marked as falled) didn’t lock 02

02 Attach to AA, Node (ex:.stlng se551ons for

iser O_‘ marked as. falled) dldn;

02 Log out: AA Node 2= Wauld he have been logged out of‘}:hls a‘utomat‘lcally7 .

‘;02 Log on HH Node 2

Node2 —He was
[01 Unlock HH, Node 5
£02 Log on AA,\Node 2
lo1 Log out HH, Node
02 Unlock AA, Node 2

ry about all the questlons, I Just want to‘ understand thls well ‘
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Pate: 04-Sep—2019 15:56:29 User:Darran Avepell = :
ICALL PC0279931 closed: Category 95 Type L e

0;\ Attemptlng comman‘i
“Z‘M'% 08-30.zip

|pate:05-Sep-2019 08:39:37 User(RCAcllent Live i S

IPEAK [ PC0279931 ] Branch 1D [ 102868 1 Node ID [ 02 1 -SSN {‘ il User [ davdqgo'] Command executlon completed
jsuccessfully get /cygdrlve/c/ProgramData/FUJltsu/CounterBus1nessAppllcatlon/log/PostOfflceCounter log 2019*08 30 zip
Eev1dence/102868/02 PostOfficeCounter.10g.2019-08-30.zip S e s -

[pate:05- Sep-zols 08:41:35 Us-: RCACIient I.J.ve

|PEAK [ PCO279931 ]l Branch ID [ 102868 ] Node l@ { 05 ] SSN {ﬂ
/cygdr1ve/c/Pr0gramData/Fu3ltsu/CounterBu51nessAppllcation/ldg~
’evldence/102868/05 PostOfflceCounter log 2019 08 30. le L

iDate-QS—Sep-ZDlS 08:41:46 User'RCACllent Live

IPEAK [ PC0279931 | Branch ID [ 102868 1 Node ID [ 05 ] SSN [_
lsuccessfully:get /cygdrive/c/ProgrambData/Fujitsu/CounterBusine
levidence/102868/05"Eost0§ficeCQuntex.log.2019f08*30}zip

|Date:05-Sep-2019 08:43:41 User:RCAClient Live -

;PEAK [ PC0O279931 | Branch ID I 102868 | Node ID [ 03 } SSN [} Pl ¢
r/cygdrlve/c/ProgramData/Fuj1tsu/CounterBus1nessAppllcatlon/log/PostOfflceCounter log 2019*08 30 le -
iev1dence/1@2868/03 PostOfficeCounter.log. 2019-08=30.2ip = = = = < = - =

[pate:05- Sep‘2019i 08:43:46 Usor RCACLient L:Lve‘ = L ...
[PEAK [ PC0279931 | Branch ID [ 102868 ] Node ID [ 03 ] SSN [- ___GRQ

gsuccessfully get: /cygdrlve/c/ProgramData/Fuj1tsu/CounterBu31nessAppllcatlon/log/PostOfflceCounter log 2019-08=30. 21p
e vxdence/102868/03 PostOfflceCounter log 2019 08 30 21p

Pate: 12—Sep 2019 15 08: 10 User'John SlmEklnS
J[start of Response] RS : S
After a dl:cu551ons with Jon Hulme he would like this to be re- 1nvestlgated as the orlglnal email listed two issues. One was

Log on attempted - Active Session Termlnatlon Abandoned.) were loqged = - R S o
[End of Response] 5 : L 3 : : s
Respbnse code to call type C as Category 38 ——‘Pendlng s Potentlal Problem Identlfled N L e e

|Date:12-Sep-2019 15:46:52 User:Jon Hulme‘
iEvidence\Ad@gd f:Analysis from rep events‘

fDate 12-Sep-2019 15:47:51 User“Jon Hulme :
Note that counter logs for nodes 24 3 5 on 30/08/19 are

[pate: 12-Sep-2019 15: 51‘32 e T e ‘
JUmm will send to John by email, as don t want to put unobfuscated logs
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er: ACthlty'
::Log on su HH-
‘Log out i
Log on su HH
i Temp lock
~ Log on.
Unlock .
logoout
- Attach su: AA
Attach su HH
‘sLog outoo o
Log on
- Log out
. Log on o
f‘Attach su AA
Attach su B
:‘Attach su- HH
i Log out
~ Conocurrent login detected 3
PFalled to log on = Actlve sess;on termlnatlon abandoned

ﬁépﬁiné m

[Patc 20 sep-2010 15:37; 19 :User John slgg“km =
Logout of counter 2' 5 i : >5‘j~‘i B {f S

2019- 08—30
12019~ 08—30 1
2019 08 30 1

55 19 517 UTC [AWT EventQueue~0] Counter ButtonPressed‘INFO = []— Button 1d : logout / Button text Logout @@—
55 20 164 UTC [AWT—EventQueue 0] Counter Messaqes INFO — [] []— MSGO0158: \Ccnflrm Logout-@@—‘ e 8
-20 747 UTC [AWT EventQueue—O] Counter ButtonPressed INFO =11 []— Eufi D

tsu poa ctrc bu51nessloglc help

MAIN*MENU HSID @@* e
019 08-30 11 55221, 830 UTC [AWT EventQueue-O] com fujltS
Could not close help, HelpUIA is already null—@@~“‘
2019*08 30 11 ‘1 902 UTC [AWT EventQueue~O] Counter Stepld INFQ =

[]

12 UTC [AWT EventQueue—O] Counter Messaqes TNFO = [] []— MSGOOOOG Agreement @@ ; 3
53,211 UTC [AWT-EventQueue-0] Counter.ButtonPress INFO - L1 ]— Button Id : 0/ Button text cOntmue—@@ 3
;55 06, 162 UTC [AWT- EventQueue—O] com fujltsu noﬂ\* rf. perlpherals hid: HIDReader INFO = [} [l= foxr sw1ng to handle

%
f2019~08 =30 11: 5 ) 3
52019-08 30 11:5 i UTC [AWT EventQueue—O]‘ ounter Messages INFO =
12019-08-30 11:55: 12 967 UrG [AWT EventQueue 0] Counter ButtonPressed INFO =
12019-08-30 11:55:13,384 :
gactlvated*@@~
k

Logln 1nto counter 5 successful S

;2019 08-30 11:55:28, 832 UTC [AWT EventQueue-
12019-08-30 11:

22019 08~ =30 1
ztab @e-

22019 08 30 11 55 34 021
j S

]

|

|

Counter.Messages INFO ‘E‘]“[F‘ MSG00006: :Z-iér;en{eﬁt Sees =
9,531 UIC [AWT~ EventQueue\O} Counter. ButtonPressed INFO = []— Button Id : 0 /o Button text \Contlnue—@@—‘s
55 34 020 TC [AWT~EventQueue* ] com fujltsu.poa ctrf perlph rals hld HIDReader INFO Gl [] []— for sw1ng to handl

1nput }~@@—‘
2019-08-30 11:55: 34 112
|tab-@e~
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2019 08—~30 11:55:37,261 UTC [AWT-EventQueue-0] Counter. ButtonPressed INFO = [1 [1= Button 1d : enter—/ Button text iEnter-@E= ]
12019-08-30 11: 55 38 430 UTC [AWT EventQueue—O] i com fLIjltsu poa ctrc presentatlon uie onstructs DataEntryUIE INE’O = I] [}— verlfy
input...-@e- S o
2019—08 30 11 55: 38 476 UTC [AWT—EventQueue-O] 5‘C\‘oqnter~.5{t~ep1<‘i II\{FQ R []— Full Internal Step Id

"MenuUIA / HSID‘:

. MAIN?MENU:'a

5[}— MSG10102- Previous Login Details—ee-

UTC \‘[AWTegventQuzeuefO} Counter. Messages INFO - [] =
[]- Button Id 3 0 / Button text ‘Contlnue‘@@‘ o

L ¢ L]Tg [AﬂTjE}?entQueuejOJ Counter ButtonPressed‘ NEO

l
i
3
1
l
ﬁ
l
1
1
5
frhe rep events order
230 Aug*2019 12:55:21
QBﬂ—Aug—2Ol9 12 55 44
lcancel
3
i
T
i
]
]
|
i

Date.20-Sep—2019 16 12 40 User John S:.mpk:.ns } 2 . 3
|Looking at the REP ~events table, we have a couple ‘of tlmestamps EVENT DATE (Whl h 15 used in the rep event report above and
;nsert timestamp) . S = N = . S 3 s : .

|
|
|

If we order the events by EVENT DATE.
z S - -
erent Daf:e i Insert 'I‘J.mestamp Node Event Comment

30/08/2019 11:55 \30—AUG 19 12.55.55.998900000 2
230/08/2019 11355 30—AUG*19 12 55 44, 654800000 5
| =

continue or cancel. R
130/08/2019 11:55 3Q—AUG ~19 12.55.47. 630200000 s
Se531on Termlnatlon Abandoned X S
30/08/2019 11 56 30 AUG—19 12.56.12. 631000000 &

If we order the events by :msert tlmestamp.
Event Date . Insert Tlmestamp 2 Néde vaeht ~ Comment
30/08/2019 L1855 030 AUG“lQ 12 55 44 654800000 RSERG T
lcontinue or cancel\ 23 S
30/08/2019 11:55 30-AUG~19 12 55 47 630200000 5
|Session Termination Abandoned. e
30/08/2019 11 55: ‘30—AUG—19 12 55 55 998900000 2
: 30-AUG*19 12 56. 12 631000000 G5t

[pate: 2'7-Sep—2019 08 40: 27 User.a‘ohn Slmgk:ms

|iStart of ‘Response}] - 3 2 SEEE R R
JT will pass this to Jon Hulme to see lf he agrees wlth the analys:Ls. If ‘he does I will then c¢
|the insert timestamp rather than the Event date Shadnaamaa N
I[End of Response] = S i : = 5

[Response code. to call type C as Cateqory 38 ——~Pendlng e Potentlal E‘roblem

m Tdentified

;Date 27 Sep—2019 08:42:13 User John Slmpk:.ns S S
|The Call record has been transferred to the team: Bus Apps Des o
ﬁThe Call record hae_been‘a‘ssnegned to the Team Memhe}: - Jon Hulme =

;iDate<27 Sep—2019 08:43:25 User:John S:L_rggklns
,The BuSJ.ness Impact has been updated-

| regarding the order that actions were happening on the
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Teport A
e/t ime?f rec orgﬁed.’f

[Pate:03-0ct-2018 11:17:27 User:Jon Hulme
Evldence Deleted o All rep events for branch

[Fato05-0ct-2015 111827 Uocr:Jon Hulme
Evldence removed to avold GDPR 1ssues

User Susan Br:mdlex S

extracts from the orlglnal PEAK whlch may
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Date:03-0ct-2019 16: 20 00 User:Susan Br:l.ndlex 3

Reference Added. (‘aﬂ ref _L“ ce 3C0280444 S




