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1.1. Introduction 

Post Office is committed to conducting business with the highest standards of honesty, 
integrity and openness. Col leagues must be able to raise concerns in confidence, secure 
in the knowledge that we wi l l take those concerns seriously and act on them. 

This is particularly the case where colleagues are aware of, or suspect, wrongdoing which 
affects others (e.g. customers, col leagues, members of the public, or Post Office). 

A culture of openness and accountabi lity is essential in order to prevent such situations 
occurring and to address them when they do occur. Any suspected wrongdoing should 
therefore be reported as soon as possible. 

1.2. What is Whistleblowing? 

"Whistleblowing" refers to the act of exposing potential or actual wrongdoing and/or 
dangerous practices by reporting it either internally within an organisation, or external ly, 
for example to a regulator. 

Individuals should raise a concern if they are aware of, or suspect, wrongdoing which 
affects others (e.g. customers, members of the publ ic, col leagues or the Post Office). Some 
examples (this is a non-exhaustive list) of situations where an individual may raise a 
concern are: 

• Financial Crime including Fraud, Money Laundering and financing of terrorism, 
• Giving, offering or taking of bribes, 
• Financial mismanagement, 
• Misreporting, 
• Practices that could put individuals or the environment at risk, 
• Breach of Post Office internal policies and procedures (including the Code of 

Business Standards), 
• Concerns about slavery or human trafficking, and 
• Any conduct likely to damage Post Office's reputation. 

1.3. Protecting the Whistleblower? 

Post Office has a statutory obl igation to protect whistleblowers and wil l support any 
individual who raises genuine concerns under this Policy, even if they turn out to be 
mistaken. Within Post Office, whistleblowers protected by law include: 

• an employee, such as back office, Directly Managed Branch employees 
• a trainee, such as a graduate employed by Post Office 
• an agency worker 

In order to encourage reporting of wrongdoing, Post Office will seek to provide equivalent 
protection to Postmasters, Agent Assistants, and Members of the public. 

Post Office are committed to respecting the confidentiality of all whistleblowers, and 
including those who wish to remain anonymous. There is no requirement for a 
whistleblower to provide personal contact information. However, not providing this 
information may reduce Post Office's ability to undertake a thorough investigation into the 
concerns raised. 
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1.4. Whistleblowing Policy 

The Whistleblowing policy is part of the Post Office Ltd Key Policies and can be located on 
the intranet. The policy has been established to set the minimum operating standards 
relating to the management of Whistleblowing throughout the Post Office. It is one of a 
set of policies which provide a clear risk and governance framework and an effective 
system of internal control for the management of risk across the business. Compliance 
with these key policies supports the Post Office in meeting its business objectives and to 
balance the needs of shareholders, employees and other stakeholders. 

The Whistleblowing Policy is owned by the Whistleblowing Officer, however, the Financial 
Crime Team are responsible for maintaining and ensuring the policy is up-to-date. The 
policy is updated annually in July and is then presented for approval at July the Risk and 
Compliance Committee (RCC) and the Audit, Risk and Compliance Committee (ARC). The 
Whistleblowing policy may be updated sooner if there are changes in legislation or a 
significant incident. 

The following diagram shows the high level journey of the policy update (dates could change) 

September - 
September-

May/June- June - Obtain 
July - Present at 

July - Present at 
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Upload to 
Review and 
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2.1. How is Whistleblowing reported? 

There are three ways in which colleagues can report a concern: 

By contacting their line manager or HR Director_
_

By contacting the Speak Up Line on ' GRO _ or via [ HYPERLINK 
"https://wrs.expolink.co.uk/postoffice" '] 
By contacting the Whistleblowing Officer at [ HYPERLINK 

mailto.. -.------.----.. 
-.GRO 1 

It is also possible for individuals to make whistleblowing reports via other communications 
methods into different parts of the business, i.e. Customer complaints, calls to NBSC and 
Grapevine. These may be verbal or written communications, and may often be in the form 
of a complaint. Further guidance has been provided to these teams which instructs them 
to redirect all potential whistleblowing reports to the Whistleblowing mai lbox. 

The business wi ll support anyone who raises a genuine concern, even if it turns out to be 
mistaken. Individuals wi ll not be treated unfairly or liable to disciplinary action as a result 
of doing so. These protections are set out in our Whistleblowing Pol icy. 

2.2. Whistleblowing Officer 

Post Office has appointed the General Counsel (Ben Foat) as the Whistleblowing Officer, 
refer to Section 6 Key Contacts. A whistleblower may choose to directly report to the 
Whistleblowing Officer via various channels, including telephone, post or email. 

2.3. Speak Up Service 

Speak Up Line is a 24/7 confidential reporting service provided by Expolink Europe Ltd, 
formerly known as InTouch MCS Ltd. 

2.3.1. Speak Up reporting channels 
The Speak Up service offers reports to made using the following: 

24/7 Confidential hotline on ._.__._._._GRO _ _ j or 
- Via the secure on-line web portal : [ HYPERLINK 

'https://wrs.expolink.co.uktpostoffice"] 

Once a report has been submitted the reporter will be given a reference number, which 
they can use to call back/log in to check the progress of the case. 

2.3.2. Speak Up Portal 
All reports submitted via Speak Up reporting channels can be accessed via the Speak Up 
Portal, [ HYPERLINK "https://crs.expolink.co.uk/" ]. The following image is an example of 
the portal. 
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Show i 10 ■ ertries Search: 

Case No 11 Date Issue Country Service state 

Z6xCwwyS 13/64!201717:22 Unassigned Website Open • > I! 

bhVdyu26 241651201711:01 Other United Kingdom Website Open P [~ 

QSKAI3sEm 04)051201716:37 Other France Website Open [~ 

HFdKdXuF 04)05201716:34 Other France Webshe Open k I1 

QZZANtaTq 04)051201715:46 Other France Website Open j>

zPrx9Sy6 03)35)201710:19 Other France Website Open

agpxkhHa 28+04)201716:10 Other France Website Open ® P l~ 

xp5whQnC 27)041201715:25 Fraud France Website Open ® J> i~ 

6zGseEyy 27)041201714:58 Other France Website Open [~ 

sSPVQXPb 27104201714:57 Fraud France Website Open F [~ 

Showing 1 to 10 of 2D entries Previous 2 Next 

An automated email is sent to each user when a new report has been submitted or there 
any updates on existing reports (this includes notification if a reporter has checked the 
case status). Further information and user guides can be located within the Whistleblowing 
Teams site. 

2.3.3. Speak Up Portal Access 

Currently only the following have access to the Speak Up Portal: 
- Sally Smith (Head of Financial Crime/MLRO) 
- Paul Blackmore (Senior Financial Crime Manager) 
- Vitor Camara (Financial Crime Manager) 

Any additional access requests must be made by one of the above and made directly to 
Expolink (refer to Section 6 Key Contacts). All new requests should only be made under 
the approval of the Whistleblowing Officer. 

2.3.4. Expolink Contract 
Expolink Europe Limited, formerly known as InTouch MCS Ltd, is contracted to provide the 
Speak Up service. The original contract was effective from 1st April 2013 for 3 years with 
a renewal term of 2 years. The annual fee for the service is £22,300 and the fee covers 
the following: 

• Project management -scripting and voicing of customised telephone 
prompts; programming of telephone and web platforms; 

• briefing call handlers; 
• advice on suitable promotional campaigns and materials; 
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• receipt, handling and forwarding of an unlimited number of reports submitted by 
Post Office employees, agents and agents' assistants via InTouch telephone and 
web platforms; 

• posting Post Office responses to anonymous reporters; regular MI available 24/7; 
• on-line case reporting system; benchmarking data; al l Freephone costs; 

promotional posters refreshed each year with designs chosen from InTouch stock 
artwork personalised for POL; 

• stock artwork for wal let cards and other promotional items 

The annual fee is paid over 2 equal payments in January and July. 

NOTE: The current contract renewal is in progress and wi ll include new GDPR clauses to 
ensure regulatory compliance. Once this has been agreed by both parties, a Contract 
Approval Form (CAF) will need to be completed. 

The Whistleblowing Mailbox ([ HYPERLINK "mailto_ GRO ]) is a 
point of contact for al l whistleblowers and internal stakeholders such as investigating 
managers. The mailbox should be monitored daily to ensure all emails are actioned in a 
timely manner. The following are some best practices when managing this mailbox: 

Al l emails are worked within 24 hours of receipt, including new reports (refer to 
Section 3 Whistleblowing Reports). 
Al l emails sent from this mailbox will be automatically saved to your personal sent 
items. You should manually move these emails to the 'Whistleblowing Sent Items' 
Folder to ensure other users can have sight of it, if needed. 
Al l emails relating to active cases or are stil l being worked should remain in the 
Inbox. Once the case is closed/emai l worked then it should be moved to the Closed 
Case Folder'. 

The mailbox access is restricted and access request must be made through the Service 
Now, accessed via the intranet. All new requests (and deletions) must be approved by the 
Whistleblowing Officer. 

2.5. Front Im e teams 

Due to the nature of our branch network, Post Office recognises that in some cases 
Postmasters, Agent Assistants and members of the public may be best placed to identify 
wrongdoing. Whistleblowing is normally reported to the Whistleblowing Officer, either 
directly or via the "Speak Up" Line. However, whistleblowing can be reported via other 
communication methods into different parts of the business. These teams are: 

• Customer complaints 
• Network Branch Support Centre (NBSC) 
• Executive Correspondence Team (ECT) 
• Grapevine 

These may be verbal or written communications. A process has been established that 
these teams escalate all Whistleblowing reports directly to the Whistleblowing Officer (via 
the mailbox) to manage. Appendix A is the previous guidance supplied to the teams in 
2018. 
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3. Whistleblowing Reports 

3.1. New Reports 

Whistleblowing reports are most commonly received via the Speak Up Line, Whistleblowing 
mailbox and/or via an internal front line team. Regardless of the reporting methods, all 
reports must be logged, reviewed and assigned for investigation within 24 hours of 
receipt. 

3.2. Whistleblowing log 

The Whistleblowing log spreadsheet is located on the Whistleblowing Teams site. This log 
must be constantly updated and ensures that there is a clear audit trail for each report. 
The following table provides a description of each heading and how it should be completed. 

This field will automaticallly be populated when a date is entered 

Whistleblowing correctly in the "Date Referred" Column. 

Log Reference All documents relating to this entry should be saved with the 
reference in its title, and stored where appropriate. 

Date referred The date of the complaint received by the Whistleblowing Officer 

Referred by 
The name of the team or individual referring the complaint to the 
Whistleblowing Officer 

Referral Any reference numbers assigned to the complaint by the referring 
reference team or individual 

Select from the drop down menu the main area in which the 

Area of complaint falls under. 

complaint If more than one, then add comentary of additional areas in the 
"Nature of Complaint" column. 
Select from the drop down menu the main area affected in which 

Business Area the complaint falls under. 

affected If more than one, then add comentary of additional areas in the 
"Nature of Complaint" column. 

Nature of Free format text to provide a high level summary of the nature of 
complaint the complaint 

Complaint Names of any individual(s) or team(s) that the complaint is 
referred to referred to by the Whistleblowing Officer for further action 

Action/Investigat 
ion Summary 

A high level summary of actions or investigation to be undertaken. 

Date of follow up A follow up date for the Whistleblowing Officer to review progress 
of the complaint and any investigation 

Follow Up Free format text to provide a high level summary of the progress 
Summary being made and concluding results 

Status (Open or 
Drop down menu, Open or Closed Closed) 
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Date closed The Date of the complaint closed by the Whistleblowing Officer 

Once the case has been logged, a supporting folder must be created on the Whistleblowing 
Teams page, refer to Section 5 Document Storage. The title of the folder should match 
the case reference number for the Whistleblowing log. Within this folder all information in 
relation to the report should be stored here, this includes the following (but not limited 
to): 

- The original report (Email, scanned copy or downloaded Expolink report) 
- Email/documentary exchanges with relevant parties 
- Any evidence obtained 
- Details of case outcome 

3.3. Assigning Reports 

Upon review of each new report it should be determined the most appropriate person 
within the business to address the concerns raised. When deciding the following factors 
should be taken into consideration: 

- What is the report about? 
- Who is it about? i.e. Direct employee or Agent Assistant 
- Is more information needed before making a decision? 
- Which business area does this affect? 
- Which business area is in a better position to conduct a thorough impartial 

investigation? 
- Are there any potential conflict of interest with the person you intend to assign it 

to? i.e. Are they close friends with the individual 
- Should the report be investigated internally or externally? 

3.3.1. Assigning reports internally 
Once the appropriate business unit has been identified, then the report should be assigned 
to the relevant Group Executive (GE). In most cases, the GE member will then appoint the 
relevant person within their area to conduct the investigation. 

TBC Debbie Smith Owen Woodley 
u+.rw...c.aner aw.re..aww-r U cm-wnrewi 

Ii OS*, Twos" MW 

NkS 
te r. M d

nm wwro 
wwy~il w 6r0yftNa 

Over time it has been established reports of a certain nature are not assigned to a GE 
member but to an appropriate Senior Manager, these are: 

- Reports of fraud/theft within the branch network are assigned to Mark Raymond, 
Head of Security. 

- Reports of Postmaster contractual breaches are assigned to John Breeden, Head of 
Agency Contracts Deployment. 

- Reports of Bullying & Harassment are assigned to Lee Kelly, Employee Relations 
and Policy Director. 

3.3.2. Assigning reports externally 
On occasion, reports may involve an individual not employed by Post Office and/or an 
external party would be in the best position to investigate the matter. Examples of these 
are as follows; 
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An agent assistant for a multiple partner (i.e. WHSmith) reports Bullying & 
Harassment by a colleague. 
An allegations of fraud are made about a Postman, employed by Royal Mail. 

3.3.3. Report Referral Email Template 
All reports should be referred to the appropriate individual to investigate using the email 
template below. Whistleblowing reports must NOT be shared with generic team mailboxes, 
Emails linked to Dynamics 365, with parties with no business need or with parties named 
in the report. 

*Greeting*, 

A Whistleblowing Report has been raised with allegations about *Subject/Location*. 

Action Required: 

Due to the nature of the allegations the below case has been assigned to you to undertake a 
full investigation and take necessary action. You are required to provide the outcome of your 
investigation and advise if there are any significant concerns relating to this allegations that 
need to be escalated further. 

In some cases, it may be required to delegate or seek help from another team. In these 
instances please ensure the information is treated sensitively and only relevant information 
shared with the person directly (do not forward to generic mailboxes). 

Timescales: 

Please could you provide an update by *add date* - Usually Two weeks 

Case Summary: 

*Add high level summary, and only including relevant information * 

This case is classified as Strictly Confidential - Information that should be distributed in a 
highly controlled manner; where the Information Owner requires that the information is shared 
only within a known set of individual Information Users. Further guidance on Information 
Classification Standard [ HYPERLINK 
"https://poluk.sharepoint.com/sites/postoffice/inside/Pages/Information-
security.aspx?web=1" 1. 

*Add appropriate signature* 

3.4. Closing Reports 

Post Office is not obliged to share any information in relation to outcomes of internal 
investigations. In most cases the reporter is given acknowledgement that their report has 
been received and will be investigated. 

When Speak Up Line reports are closed on Expolink website a final message is posted for 
the reporter to view. As each case is different there is no exact wording to use, however, 
the following examples should act as guidance on what say. 
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"Thank you for raising your concerns. We have completed our investigation and, where 
appropriate, we will take any necessary actions. 

Please note that while all disclosures are taken very seriously, we are not obliged to share 
information in relation to outcomes of internal investigations. 

Post Office" 

Or 

"Thank you for raising your concerns. We have completed our investigation and, where 
appropriate, we will take any necessary actions. 

Please note that while all disclosures are taken very seriously, we are not obliged to 
share information in relation to outcomes of internal investigations. 

To your points raised regarding your employment, you may wish to contact the Advisory, 
Conciliation and Arbitration Service (ACAS) and/or Citizens Advice Bureau for free and 
impartial information and advice on all aspects of workplace relations and employment 
law. 

Post Office" 

The Executive Complaints Team (ECT), Customer Support and NBSC should be informed 
of case closure as they may stil l have an outstanding complaint. 

There are currently no processes to send outcome notifications to Grapevine or reports 
received via other channels (I.e. Post). However, in some instances it may be appropriate 
to send notification of case closure. 
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4. Communication & Awareness 

4.1. Whistleblowing Log 

The Whistleblowing log should be monitored and updated on a regular basis. If a case has 
been referred to someone, then they should be providing regular updates. If not, then it 
will be required to contact them directly to get updates to ensure reports are being dealt 
with. 

4.2. MI 

The Whistleblowing log should be monitored regularly to ensure that it is up-to-date. 
Regular updates must be obtained from the investigating manager to ensure the report is 
being investigated. The information on the log is used to populate the Pivot Tables on the 
MI tab. If this log is not accurate then this will produce incorrect MI. 

Each month, generally in the first week, the Whistleblowing MI Pack needs to be produced 
and shared with the following: 

- Ben Foat 
- Sally Smith 
- Paul Blackmore 
- Lee Kelly 
- Leaf Norwood 

4.2.1 Producing MI Pack 
The data from the Pivot Table is manually copied into the 'Financial Crime and Supply 
Chain MI' spreadsheet. This file is located on the Financial Crime Teams page and already 
graphs which are automatically updated once the new data is pasted in. 

The graphs are then used to produce a Power Point MI Pack using the same template as 
the Financial Crime & Supply Chain Monthly MI pack. 

Monthly MI is provided to the Financial Crime on request and is including in the Financial 
Crime & Supply Chain Monthly MI pack. There is no defined layout or content requirement 
for this pack, but the following points should be covered: 

- Graphs showing categories, subject types, reporting channels, reporter type and 
volumes of cases opened and closed. These graphs should show a rolling 12 month 
period to help identify any trends or spikes. 

- Commentary should be provided to support the graphs. 
- Any potential issues or concerns identified through the reports should be raised. 
- Any news or media articles relating to Whistleblowing. 
- Updates from any horizon scanning or industry forums. 
- Any changes or potential changes in legislation. 
- Any other work undertaken as part of the whistleblowing service. 
- Communications planned and/or published to the business. 

4.3. Communications and Awareness Plan 

Various communications should be published/delivered throughout the year to increase 
awareness and promote the service throughout the Post Office. The team should work with 
the Security Communications Manager to plan and produce the communication material. 
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The Comms could be an internal poster, a One article and/or a Branch Focus Article. 
Refer to Appendix B for examples of communications previously published. 

In February 2019, an internal survey was launched via the intranet to learn what 
employees knew about the Whistleblowing service at Post Office. The survey helped us 
identify where improvements could be made and how to increase the awareness 
throughout the organisation. Refer to Appendix C for the survey results. 

There are several reports which are produced to inform the business of the effectiveness 
of the Whistleblowing service. 

4.4.1. Annual Whistleblowing Report 
This report provides an overview of the recent financial year as part of our obligations to 
protect whistleblowers and support individuals who raise genuine concerns under the 
Whistleblowing Policy. The report provides a summary of the activities to raise awareness 
and that all reports are properly investigated. Appendix D is the annual report produced 
in July 2018. 

This report is due in July and presented to the Risk & Compliance Committee (RCC). 

4.4.2. Internal Audit Report 
The Internal Audit team conducted the last audit of Whistleblowing in January 2019. It 
was assessed that the Whistleblowing process was rated as Satisfactory. The next audit 
will be scheduled by Internal Audit and they will advise when it is due to take place and 
what is needed from the team. 

4.4.3. Annual MLRO Report 
The Money Laundering Reporting Officer (MLRO) produces an annual compliance report 
every January. Although Whistleblowing is not covered within this report, it may be 
required to advise the MLRO of any financial crime risks or trends which has been identified 
through the Whistleblowing process. 
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5.1. Microsoft Teams 

There is a dedicated Whistleblowing team on Microsoft Teams and all documentation 
(including evidence) must be stored here. The site is marked as private and access will 
need to be granted by one of the current members. Click [ HYPERLINK 
"https://teams.microsoft.com/ " \I 
"/files/General?threadld=19%3A1 fO 177ac9256431 68dc365e83c479e36%40thread .skype&ct 
x=channel" ] or [ HYPERLINK 
"https:/Ipoluk.sharepoint.com/sites/WhistleblowingTeams/Shared%20Documents/General"
to access the site. 

5.2. File Storage 

The below outlines the current storage structure of the folders within the Whistleblowing 
Teams page. 

Folder Purpose 
General (Main page) This is the main screen where other folders can be accessed. In 

addition, key files such as the Whistleblowing log is stored here. 

Archive Historic files should not be deleted and should be stored here if 
they are no longer required/relevant. 

Case Documents All documentation relating to Whistleblowing reports MUST be 
stored here in an appropriate sub-folder. The title of the sub-
folder must be the case reference number (i.e. 2019-20-009). 

Examples of evidence are: 
- Email exchanges with stakeholders/investigating 

manager. 
- Open source information/evidence. 
- Relevant media files. 
- Scanned documents of any reports made by post. 

Monthly MI Monthly MI is produced and shared with key stakeholders
including the Whistleblowing Officer. 

Speak Up Service Documentation relating to the Speak Up service provided by 
Expolink. This would include user guides, call scripts and a copy 
of the contract with Expolink. 

INTERNAL Page 14 of 32[ TITLE \* MERGEFORMAT ][ TITLE 
"Whistleblowing Process" \* MERGEFORMAT ][ DOCPROPERTY Title \* MERGEFORMAT ][ TITLE 
\* Caps \* MERGEFORMAT ] 

POL-BSFF-0238472 0013 



POL00423657 
POL00423657 

Key contacts 

6.1. Contacts 

General Counsel/ 
Whistleblowing Officer 

Head of Financial 
Crime/MLRO 

Senior Financial Crime 
Manager 

Senior Financial Crime 
Manager 

Whistleblowing 

Ben Foat [HYPERLINK ______ __ __
°mailto -. -GRO. - --I ] 

Sally Smith [ HYPERLINK---------------- _____.___.-.___ 
„mailto  GRO

Paul Blackmore [ HYPER_L_IN_K 
"mailto' GRO 

Vitor Camara [HYPERLINK 
emailto[.-,-.-,-.-.-.-.-.-.-.-.-.-.-,GRO--.--.-.-.-.-.-.-.-.--.--.. ] 

Team Inbox 

Financial Crime Team Team Inbox 

InTouch MCS 
Ltd/Expolink Ltd 

InTouch MCS 
Ltd/Expolink Ltd 

InTouch MCS 
Ltd/Expolink Ltd 

WHSmith Speak Up 

Gizelle Handy 

Aimee Ladkin 

Catrine Brown 

WHSmith 
Whistleblowing 
Team 

Ifl 

[HYPERLINK
'°mailto, GRO 

[ HYPERLINK
'°mailto GRO ] 

[ HYPERLINK 
"mailto 

. . . . . . . . . . . . . . 
GRO ----------.- ] 

[ HYPERLINK
"mailtoL.----.----.--.-.-.-.- GRO -.-.-.-.-.-.-.-.-.-.-.-.-. ] 

[ HYPERLINK 
„mailto; . . GRO ?' ] 
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Whistleblowing 

Whistleblowing is the reporting of potential or actual wrongdoing, and there is a legal obligation for 
Post Office to address the concerns and to protect whistleblowers. Due to the nature of our branch 
network, Post Office recognises that in some cases Postmasters, Agent Assistants and members of the 
public may be best placed to identify wrongdoing 

Whistleblowing is normally reported to the Whistleblowing Officer, either directly or via the "Speak 
Up" Line. However, whistleblowing can be reported via other communication methods into different 
parts of the business, i.e. Customer complaints, calls to NBSC and Grapevine. These may be verbal or 
written communications. This guidance is designed to provide further understanding to front line 
teams and help differentiate between complaints and whistleblowing, and ensure that any potential 
whistleblowing reports are correctly communicated to the Whistleblowing Officer. 

What is whistleblowing? 
"Whistleblowing" refers to the act of exposing potential or actual wrongdoing and/or dangerous 
practices by reporting it either internally within an organisation, or externally, for example to a 
regulator. 

Individuals should raise a concern if they are aware of, or suspect, wrongdoing which affects others 
(e.g. customers, members of the public, colleagues or the Post Office). Some examples (this is a non -
exhaustive list) of situations where an individual may raise a concern are: 

• Financial Crime including Fraud, Money Laundering and financing of terrorism, 
• Giving, offering or taking of bribes, 

• Financial mismanagement, 
• Misreporting, 

• Practices that could put individuals or the environment at risk, 
• Breach of Post Office internal policies and procedures (including the Code of Business 

Standards), 

• Concerns about slavery or human trafficking, and 
• Any conduct likely to damage Post Office's reputation. 

Who is protected by law 
Certain protections are provided for whistleblowers by law. Within Post Office this includes: 

• an employee, such as back office, Directly Managed Branch employees 
• a trainee, such as a graduate employed by Post Office 
• an agency worker 

In order to encourage reporting of wrongdoing, Post Office will seek to provide equivalent 
protection to Postmasters, Agent Assistants, and Members of the public. 

What a whistleblower should expect? 
A whistleblower has the right to raise their concerns anonymously, if they wish to do so. 
However, not providing details may reduce Post Office's ability to undertake a thorough 
investigation into the concerns raised. 
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Even if details are provided, a whistleblower can still ask to remain anonymous. Post Office 
Ltd has a legal obligation to make every effort to protect the individual's identity. 

Post Office Ltd is required to listen to all concerns raised and decide on the necessary actions. 
Post Office Ltd can keep the whistleblower informed about the actions taken, but can limit this 
information in order to keep the confidence of other people. 

How to raise a concern 
There are a number of options for colleagues to report wrongdoing. In the first instance, 
individuals should raise their concerns with their line manager or with a senior HR manager. 
Additionally, colleagues can contact: 

The Whistleblowing Officer — This is Post Office's General Counsel, currently Jane 
MacLeod who can be contacted on: GRO or [ HYPERLINK 
"mailtol _ _GRO _ _ _ I' ] ._._._. ._._._. 
The "Speak Up" Line — this service is available on GRO or via a secure 
on-line web portal [ HYPERLINK "http://www.intouchfeedback.com/postoffice"]. 

Post Office also monitors other communication channels such as the Executive 
Correspondence Team and Grapevine. 

All whistleblowing cases should be treated as highly sensitive and only discussed with the 
Whistleblowing Officer and those working with the Officer to address the concerns. 

What to do 
All whistleblowing reports should be passed to the Whistleblowing Officer, preferably via email. 
The Whistleblowing Officer will carry out an initial assessment of the issue to determine the 
scope of any investigation. 

The Whistleblowing Officer will decide whether an investigation is appropriate and what form 
the investigation should take. The type of investigation will depend on the nature of the 
concern and may be: 

• investigated internally 
• resolved by agreed action as determined by the Whistleblowing Officer without an 

investigation 
• referred to the police 
• referred to a regulatory authority 

If you are unsure as to whether a report is classified as whistleblowing, then you should refer 
to one of the following. 

• The Whistleblowing Policy 
• Your line Manager 
• Whistleblowing Officer ---------------- - ------------------- -
• or the Financial Crime Team ([ HYPERLINK "mailtor GRO

]) 

When is it whistleblowing? 
Sometimes an individual believes they are blowing the whistle when, in fact, their complaint is 
a personal grievance. Individuals who make a disclosure under an organisation's 
whistleblowing policy should believe that they are acting in the public interest. This means in 
particular that personal grievances and complaints are not usually covered by whistleblowing 
law. 
INTERNAL Page 17 of 32[ TITLE \* MERGEFORMAT ][ TITLE 
"Whistleblowing Process" \* MERGEFORMAT][ DOCPROPERTY Title \* MERGEFORMAT ][ TITLE 
\* Caps \* MERGEFORMAT ] 

POL-BSFF-0238472 0016 



POL00423657 
POL00423657 

Note: Personal grievances (i.e. bullying, harassment, discrimination) aren't covered by 
whistleblowing law, unless your particular case is in the public interest. 

The following table demonstrates various scenarios, and whether or not it would be considered 
as whistleblowing. 

Whistleblowing Not Whistleblowing 
An Assistant has seen the Postmaster An assistant has suspicions of a customer 
process card payments with someone else's coming in to purchase large amounts of 
card and with no customer present. foreign currency on a regular basis. 

A clerk has been selling Bureau de Change A clerk makes a mistake when processing a 
and taking a card payment. Then the Bureau de Change sale. Initially processed 
customer gives the clerk cash as a personal as a card payment, but then cash payment 
payment for processing their transaction. taken. 

Deliberately not checking customers ID A newly hired clerk forgets to ask the 
where required and there is suspicions this customer for their ID. 
may be linked to card fraud. 

A customer sends high value parcels on a A customer sends a high value parcel but it 
regular basis. They suspect that an assistant is never received by the recipient. 
is stealing the parcel, as parcels do not 
reach the destination when processed by 
this assistant. 

A clerk believes that a branch manager is A customer has received Post Office Money 
using their knowledge of personal customer correspondence to their home but 
information to set up fraudulent accounts. addressed to another individual. 

A customer reports that the branch is not A customer complains that a branch is 
opened as listed on the website, and whilst opened for hours different than those stated 
closed they can be seen processing on the Post Office website. 
transactions for other people. 

A clerk complains that the branch manager A clerk complains that they feel they are 
has made racist/discriminatory remarks to being bullied by their branch manager. 
other members of staff and members of the 
public. 
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t # 

Our recent [ HYPERLINK "https:/!poluk.sharepoint.com/sites/thehub/SitePages/Our-
Whistleblowing-Survey-resuIts.aspx" ] revealed some of you are concerned that reports 
raised by whistleblowers are not treated confidentially. You may have seen this 
recent news article: 

Revealing a whistleblower's identity has large financial consequences 

Barclays' CEO, Jes Stanley, was fined £640,000 for trying to uncover the identity 
of an anonymous whistleblower. He had tried to find out the author of two 
anonymous letters to the Board that expressed concerns about a senior Barclays 
employee. 

Mark Steward, FCA Executive Director, commented, "Mr Staley breached the 
standard of care required and expected of a Chief Executive". He added, 
"Whistleblowers play a vital role in exposing poor practice and misconduct in the 
financial services sector. It is critical that individuals are able to speak up 
anonymously and without fear of retaliation if they want to raise concerns." 

All businesses have a statutory obligation to protect whistleblowers and at Post 
Office, we bel ieve whistleblowing is a valuable source of information to help us 
identify and address risks and wrongdoing. 

Remember, to raise a concern, you can: 

-Contact your l ine manager or HR Director 

-Contact the Speak Up confidential reporting service run by Expolink Europe Ltd 
on GRO 
or click [ HYPERLINK "https:./wrs.expolink.co.uk/postoffice" \t "_blank"

-Contact_ the Whistleblowinq_Officer by [HYPERLINK 
"mailto GRO "\t "_blank" ] 
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If you have any questions or would like further information, please email 
[ HYPERLINK "mailtol._._._._._._._._.__._._._._._.GRO_._.--.--.-_.--.--.-.-.-.-1. 
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7.3. Appendix C 

Whistleblowing Survey Results 

Purpose: to find out what back office employees understand about whistleblowing 
at Post Office. The results will help us identify where improvements can be made 
to our whistleblowing awareness across the business. 

Summary 

• The survey ran from 8 February - 1 March 2019 
• 210 responses were received 
• Available on the Intranet [ HYPERLINK 

n Mli.. 1/i..-..., .. ..fF:.... ...... ,.lr'.........!r .r' I

1. What is Whistleblowing? 

• "Whistleblowing" refers to the act of exposing bullying & harassment. 
• "Whistleblowing" refers to the act of exposing potential or actual 

wrongdoing by reporting it either internally within an organisation, or 
externally, for example to a regulator. 

• "Whistleblowing" refers to the act of exposing actual wrongdoing within a 
third party organisation. 

• -Whistleblowing- refers to the... 9 

• -Whistleblowing- refers to the... 147 

• "Whistleblowing" refers to the... 4 

Results: 93% answered the question correctly; 7% answered the question 
incorrectly (197 responded correctly; 13 responded incorrectly) 

2. Do you know where the Whistleblowing Policy is? 

• Yes 
• No 
• Not Sure 

• Yes 102 

•No 49 

• Not sure 59 
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Results: 48% said they know where the policy is and 52% said they either do not 
know or are not sure where the whistleblowing survey is. 

(24% said they did not know where the policy is; 28% said they're not sure where 
the policy is. (102 respondents said they know where the whistleblowing policy is, 
49 said they do not know where it is; 59 said they are not sure where it is.)) 

3. Who can you speak to if you want to raise a concern? 

• Contact your line manager or HR Director or the Whistleblowing Officer at 
[ HYPERLINK "mailto GRO ] 

• Talk to a colleague and do not progress any further with your concern. 
• Approach the individual whose actions you are concerned about and raise 

your concerns directly with them. 

• Contact your line manager or.. 208 

• Talk to a colleague and do not... 1 

• Approach the individual whos... 1 

(Results: 99% answered the question correctly, 1% incorrectly.) 

4. How do you report your concern if you do not feel able to speak to 
your line manager? 

• Tell a colleague, but no-one else. 
• Contact the Speak Up confidential reporting service run by InTouch MCS 

Ltd on [ GRO_ 1, or via [ HYPERLINK "https://wrs.expolink.co.uk/postoffice" 

• Contact the HELP Employee Assistance -. GRO 24 hours a day, 
7 days a week. 

I& Tell a colleague, but no-one el... 4 

0 Contact the Speak Up confide.., 196 

40 Contact the HELP Employee A.., 10 
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(93% know they can contact the SpeakUp service to report a concern if they do 
not feel able to speak to their line manager. 2% said they would tell a colleague 
about their concern, but no one else. 5% said they would contact the harassment 
& bullying service.) 

5. What is the SpeakUp service? 

• A confidential reporting service where you can report in complete 
confidence serious workplace concerns relating to Post Office which you 
are uncomfortable about raising in any other way. 

• A monthly face to face meeting where attendees are encouraged to speak 
up about wrongdoing. 

• A confidential reporting service where you can report bullying & 
harassment. 

0 A confidential reporting servic... 201 

• A monthly face to face meetin... 2 

* A confidential reporting servic... 7 

(96% know what the SpeakUp Service is, just under .1%  thought it is a monthly 
face to face meeting, 3% thought it was a service to report bullying & harassment) 

6. What does Post Office do with whistleblowing reports? 

• Whistleblowing reports are filed in the Whistleblower's HR file. 
• Don't know. 
• In all instances any whistleblowing reports, regardless of reporting 

method, will be passed to the Whistleblowing Officer who will retain 
confidentially. 

* Whistleblowing reports are fil .., 2 

• Don't know. 44 

0 In all instances any whistleblo.,, 164 

(1 % thought whistleblowing; 20% said they did not know where the 
whistleblowing reports are filed; 79% correctly said in all instances any 
whistleblowing reports, regardless of reporting method, will be passed to the 
Whistleblowing Officer who will retain confidentially.) 

7. How do you expect to be treated if you raise a concern? 

• If you blow the whistle you may be dismissed from your role. 
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• Post Office are committed to respecting the confidentiality of all 
whistleblowers, including those who wish to remain anonymous. 

• If your concern is mistaken, it will impact your performance review. 

i0 If you blow the whistle you m... 3 

* Post Office are committed to r... 199 

0 If your concern is mistaken, it... 6 

(2% said that if you blow the whistle you may be dismissed from your role; 95% 
agreed Post Office are committed to respecting the confidentiality of all 
whistleblowers, including those who wish to remain anonymous; 3% said that if 
your concerns are mistaken, it will impact your performance review.) 

8. Where would you go for more information or support on 
whistleblowing? 

• The Whistleblowing pages found on the intranet under the PeopleHub or 
your line manager. 

• Google search online. 
• Don't know. 

• The Whistleblowing pages fou... 177 

* Google search online. 10 

• Don't know, 23 

(84% said the whistleblowing pages are found on the intranet under the People 
Hub or your line manager; 5% said they would look for support on whistleblowing 
with a Google search online; 11% said they did not know where to look for more 
support on whistleblowing.) 

9. What is the correct process for reporting bullying & harassment? 

• Discuss the issue with your Line Manager, a trusted colleague or a trade 
union representative or contact the HELP Employee Assistance - GRO 
GRO 24 hours a day, 7 days a week. 

• Contact the Speak Up confidential reporting service run by InTouch MCS 
Ltd on GRO or via [ HYPERLINK "https://wrs.expolink.co.uk/postoffice" 
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• Don't know. 

0 Discuss the issue with your Lin... 132 

• Contact the Speak Up confide... 56 

i Don't know. 22 

(62% said they would report bullying & harassment in the correct way, by 
discussing it with their line manager a trusted colleague or a trade union 
representative or contact the HELP Employee Assistance - . _GRo. 1 24 
hours a day, 7 days a week; 27% said they would report bullying and harassment 
via the whistleblowing SpeakUp Confidential tool; 11% said they did not know.) 

Based on the survey results, these are the areas that need to be addressed in 
whistleblowing communications and awareness and training: 

1. There needs to be some improvement in employees' understanding that 
whistleblowing refers to the act of exposing potential or actual 
wrongdoing by reporting it either internally within an organisation, or 
externally, for example to a regulator. 

2. We need to raise considerable awareness about where the whistleblowing 
policy sits. The majority of survey respondents said they either did not 
know, or weren't sure where the whistleblowing policy is found. 

3. Some awareness needs to be raised about how you should report a 
whistleblowing concern, i.e. contact the Speak Up confidential reporting 
service run by InTouch MCS Ltd on GRO or via [ HYPERLINK 
"https://wrs.expolink.co.uktpostoffice"] and what the speak up Services is. 

10. What can Post Office do to improve the Whistleblowing 
service (e.g. do you think it would encourage colleagues to report 
more if it was called 'Post Office Confidential', is the service 
promoted enough)? Full answers can be found here. 

Occurring themes in this section: 

1. People do not know the whistleblowing service is confidential 
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2. Make it clear where to find whistleblowing policy information e.g. front 
page of the intranet site? 

3. The service isn't promoted enough 
4. We need to remind people about the service more often - quarterly/yearly 

reminders suggested 

1. Whistleblowing can sound a bit intimidating for some people, or they are 
doing something wrong. Post Office Confidential sounds more 
approachable. 

2. It would help if it would be called Post Office Confidential 

Quotes from respondents: 

"Employees need to understand what happens when the individuals 
the whistle blowing report refers to are the same people that receive 
the reports (i.e. GE members). Within CIO the honest challenge 
culture doesn't really exist yet. Even lead team members within the 
department don't feel honest chal lenge can happen anywhere except 
in a public open forum where they can't be personally attacked. It's 
very much a toe the line or leave if you don't l ike it culture. Until this 
is resolved staff won't trust that whistle blowing wil l have any real 
effect. I've seen things myself over the last 18 months that have 
made me want to blow the whistle. But I haven't because of fear of 
the ramifications on my career and others in my team." 

"There is a l ittle confusion as speak up and whistleblowing are often 
said in the same sentence - even in the quiz - I think there is 
confusion about similarities and differences between the two." 

"Make it clearer that if a whistleblower has done the correct thing - 
it is right, it's stil l seen as you'd be punished for whistleblowing in 
some way." 

"Whistleblowing is a scary title - there are stories in the press about 
how badly whistle-blowers are treated. It puts people off. I for one 
would be extremely reluctant to report anything even if i was 
experiencing it myself. I don't have the faith that it would be treated 
properly. I have been around a long time and sadly i still feel this 
way. Reality is a lot difference from policy!!" 
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7.4. Appendix D 

Whistleblowing Annual Report 2017-18 

Author: Sally Smith Sponsor: Jane MacLeod Meeting Date: 10th July 
2018 

Executive Summary 

Context 

This report provides an overview of the financial year 2017/18 as part of our obligations to 
protect whistleblowers and support individuals who raise genuine concerns under the 
Whistleblowing Policy. The report provides a summary of the activities to raise awareness 
and that all reports are properly investigated. 

Questions addressed in this paper 

• What issues have been highlighted based upon the review? 
• What actions need to be undertaken to mitigate any issues identified? 

Conclusion 

1. The whistleblowing reports received have not identified any significant areas 
of concerns nor do they indicate any systemic problem within the Post Office. 
The majority have been from agents or agent assistants, which Post Office 
treats in the same way as employees under the Employment Rights Act 1996 
and the Public Interest Disclosure Act 1998. 

2. A complete review of whistleblowing reporting channels and processes has 
been undertaken to enhance controls and business communication and 
awareness has improved. 

Input Sought 

The RCC are asked to review the contents of this report and advise any further 
actions required. 
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The Report 

Summary of activities relating to Whistleblowing reporting 2017-18 

1. The whistleblowing policy was reviewed, updated and approved in September 2017. 
2. During 2017-18, the Whistleblowing Officer appointed as nominated deputies, 

individuals within the Financial Crime Team to monitor and manage whistleblowing 
reports and investigations on a day to day basis. 

3.A review of the whistleblowing process and report log was conducted by the Financial 
Crime team to ensure compliance with policy. As a result a number of historic cases 
were reviewed and closed, and training and guidance was given to NBSC, Grapevine, 
the Executive Complaints Team and Customer Support to help them identify any 
complaints that should be reported to the Whistleblowing Office and treated 
accordingly. 

4. New processes have been implemented to ensure that those parties within Post Office 
who have to be involved in investigations into allegations are fully aware of their 
responsibilities and the confidential nature of their investigations. 

5.Access rights were reviewed for the Whistleblowing Mailbox and the Speak Up Line 
portal to ensure access was appropriate. 

6. The Speak Up service was promoted through both Paula's blog and the February 2018 
Team Talk Plus. 

7.The contract with ExpoLink Europe Ltd (formerly InTouch MCS Ltd), provider of the 
Speak Up service has been reviewed and was due for renewal in April 2018. This is 
being renewed, together with a contract variation to comply with recent GDPR 
changes. 

Summary of Whistleblowing reports received 2017-18 
8. During 2017-18, 37 whistleblowing reports were received and 33 cases 

were closed. 

9. The majority of the allegations were about Postmasters or Agent Assistants 

(22 reports). There were 7 reports made about Post Office employees. 

Allegations reported by 
2017/18 Volume 

Anonymous 10 

Postmaster 9 

Agent Assistant 6 

Unknown 4 

Direct Employee 3 

Third Party* 3 

Member of the public 2 

*This includes the Police, Royal Mail and 
Bank of Ireland 

Who the allegation 
was about 2017/18 Volume 

Postmaster 12 

Agent Assistant 10 

Direct Employee 7 

Unknown 6 

Post Office Ltd 1 

Branch 1 
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10.41% of the reports received were allegations of fraud. Predominately this 
was about either a Postmaster or Agent Assistant (12), however, there were 
3 reports involving Post Office employees. 

Whistleblowing Categories - 17/18 

■ Fraud 

■ Unethical Behaviour or Conduct 

■ Breach of internal policies and 
procedures 

Non-Whistleblowing 

■ Bribery and Corruption 

■ Slavery or human trafficking 

Money Laundering 

Financial Mismanagement 

Categories vs Who the allegation was about - 17/18 

Financial Mismanagement 

Money Laundering 

Slavery or human trafficking 

Bribery and Corruption

Non-Whistleblowing 

Breach of internal 
policies and procedures 

Unethical Behaviour or Conduct 

Fraud 

0 2 4 6 8 10 12 14 

Other ■ Unknown ■ Direct Employees ■ Postmaster/Agent Assistant 
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12.The most popular channels used to report concerns were the Speak Up 
line (16) and Grapevine (13). 

Reporting Channels - 17/18 
18 

16 

14 

12 

E 10 
M 

0 8 

6 

4 

2 

0 p 
Speak Up Line Grapevine Direct to ECT Other 

Whistleblower 

Reporting Channel 

13.The whistleblowing reports have not identified any route cause which may 
indicate a systemic problem. However, some investigations have led to 
further issues being identified at branches and appropriate corrective action 

has been taken. This includes temporary suspensions of Postmasters. 

Activities planned for 2018-19: 

1.A communications campaign went live at the start of 2018-19 and this has so far included 
a Branch Focus Article for DMBs, an Intranet Article, Yammer posts and whistleblowing 
awareness posters at all Customer Support Centres, Supply Chain sites and DMBs. 

2. The following activity is planned: 
• Continuous communications and awareness. 
• Whistleblowing Policy annual review and update July 2018 
• Expolink Europe Ltd (InTouch MCS Ltd) contract renewal to be finalised. 
• Process documents across all areas to be reviewed and updated. 
• The Financial Crime Team to review the functionality and performance of the 

Expolink Ltd case management system to ensure it meets Post Office 
requirements and contractual commitments. 
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