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0.7 Changes Expected

0.8 Accuracy 
Fujitsu Services endeavours to ensure that the information contained in this document is correct but, whilst every 
effort is made to ensure the accuracy of such information, it accepts no liability for any loss (however caused) 
sustained as a result of any error or omission in the same. 

The author has assessed the information in this document for risk of disclosure and has assigned an information 
classification of FUJITSU RESTRICTED (COMMERCIAL IN CONFIDENCE). 
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This document describes the process for making changes to Horizon System, either Branch Access or 
Back End Databases. To ensure that there is transparency around the change activity, that evidence is 
provided for the activities completed, approval was granted. All of which require the POL owned Ad-Hoc 
form to be completed and approved by POL appointed teams. 

Some changes will also require an elevated level of user access known as APPSUP. Providing the 
APPSUP role to the user account, provides the user with full data read and write privileges on all Oracle 
databases. 

NOTE: OOH will follow the standard OOH process. See Document: SVM/SDM/MAN/2378 — Post Office 
Account Operations Duty Manager Handbook 

• ar*i.1i11t1T1• 
All issues that require the 3x approval process will be recorded in a POL/FJ bonded TfS Incident. The 
Incident will contain the below detail to enable POL to make an approval decision and fill out the POL Ad-
Hoc form. 

• What action needs to be taken 

• If APPSUP access is required by FJ 

• Time frame for task to be completed ie. Monday to Friday 9:00 — 16:00 or after 18:00 

• What steps need to be taken, Plan if required 

• What risks should be understood, if action taken or not taken 

• What action evidence Fujitsu propose to share on completion 

Current examples where POL 3x Approvals are required — 

• Assisted rollover, assisting branches to rollover when they are in the incorrect trading period. 

• Modifying or deleting counter data, removing a partially completed transaction, which is locking 
a counter. 

• Modifying or deleting files on a back end system, where there is an issue with a file received 
from a 3rd party system, which impacts a batch process. It is necessary to delete or modify the 
file to allow the batch process to be restarted. 
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Incident is logged in TfS, raised by either POL or Fujitsu. The incident to be investigate must be a 
bonded incident. 

• Fujitsu will investigate and will supply POL with options and suggested recommendations to 
resolve the issue. 

If APPSUP access is required the incidents Summary and Additional comments in TfS (Visible 
to POL) will need to be updated with one of the below. 

a Elevated access — Assisted Rollover 
a Elevated access — Counter Data Change (Data centre change to support a counter) 
a Elevated access — File Change (Remove or Modify) 

a Elevated access — Other 

• Fujitsu will update the incident and pass back to POL to raise the Ad-Hoc form and gain the 3x 
required approvals. Incident must contain details described in Section 1.1 Description 

• POL will route the incident back to FJ once approvals are obtained with the approvals and Ad-
Hoc form attached to the incident as evidence. 

• Fujitsu will check the Ad-hoc form with the SME supporting team before requesting Fujitsu 
approval. 

• MAC team will email Senior Service Delivery Manager for approval and CC the CSPOA for 
awareness. 

• Once Fujitsu approval has been received, the incident will be updated to confirm Fujitsu 
approval 

• The Fujitsu MAC team will raise a CTASK for the required SME team to perform Ad-Hoc request 

o And pass the bonded incident to the relevant team 

If APPSUP is required — 

• The relevant team will pass the Peak (raised from the bonded incident) to the CSPOA Security 
team for APPSUP privileges to be granted. 

• Information required - 

o Username 

o Start and Finish Date/Time 

• CSPOA Security check the TfS incident for agreed POL approvals and if supplied, raise an 
internal TfS incident requesting APPSUP access and pass to the UNIX team. 

• The UNIX team will contact the required user and confirm APPSUP access has been granted 

• CSPOA Security will update the Peak with the internal TfS reference and Date/Time of granted 
access 

• SME arrange for peer review, peer will also witness actions to be performed — How do we record 
this? (SME to state who peered or peer reviewer writes a separate statement? Docs this go on 
TfS CTASK or Peak?) 

• SME supporting team perform actions detailed on the CTASK, whilst capturing evidence of the 
pre and post implementation states, alongside the committed actions. Evidence to be added to 
the CTASK, MAC team will add to the TfS bonded incident. Ideally screenshots, along with 
statements and execution spooled to a log file. 
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See examples in section B Appendix — Evidence Examples 

• Once actions completed, User with granted access will contact the UNIX team for access to be 
revoked. 

• The Unix team will update the TfS internal incident and pass back to the CSPOA security team 

• CSPOA Security will update Peak with the time the access was revoked. 

• CSPOA Security close the TfS internal incident 

• SME close the Peak with comments, action completed, or further action required for monitoring. 

• SME close the CTASK checking evidence has been attached 

• Bonded incident with evidence is passed back to POL to review and confirm incident closure. 

If APPSUP is Not required - 

• SME supporting team perform actions detailed on the CTASK, whilst capturing evidence of the 
pre and post implementation states, alongside the committed actions. Evidence to be added to 
the CTASK, MAC team will add to the TfS incident. Ideally screenshots, along with statements 
and execution spooled to a log file. 

See examples in section B Appendix — Evidence Examples 

• Peak Closed with comments, action completed, or further action required for monitoring. 

• Bonded incident with evidence is passed back to POL to review and confirm incident closure. 
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Fujitsu3 
 

Responsibilities 
Fujitsu to provide the below details — 

• What has happened to cause the issue 

• Fujitsu will investigate and will supply POL with options and suggested recommendations to 
resolve the issue. 

• Details on any Risks Fujitsu are aware of 

• Raise an internal CTASK for the actions to be recorded against 

• Carry out the actions required if approved by POL 

• Provide evidence on activities performed in the Ad-Hoc form 
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4 POL Responsibilities 
POL to provide the below details —

• Complete the POL Ad-Hoc form 

• Update incident with individual attachments from each approver, showing approver has 
approved the specific Ad-hoc form 

• Postmaster approval, if required 

• POL confirm action has been taken and had the desired outcome 

• POL store the evidence for any future review 

• POL to confirm Incident can be closed 
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5 Security 
Illustrated text Illustrated text Illustrated text Illustrated text Illustrated text Illustrated text Illustrated text 

5®1 Fujitsu Approvers 
Senior Service Delivery Manager 

52 POL Approvers 
Assisted Rollover and Counter changes 

Approver Approval Remit 
Branch Reconciliation Team Check for outstanding Transaction Corrections, and advise Area Manager 
IT Service Approve activity 
IT Security Approve use of elevated access 

File Amendments 

Approver Approval Remit 
Data Governance Team Approve file deletion or modification 
IT Service Approve activity 
IT Security Approve use of elevated access 
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YNflIk 1 W r.i.kiïii

POST 

Date of request: 

Name of person raising the request: 

Type of Request: 

Is this part of a project: 

Is this a Freedom of Information Act 
request: 

Reason for request and justification for 
required date: 

Consequence if not approved: 

Please confirm you are aware of the 
issues with the files: 

Confirm the actions to be taken: 

Files which require removal: 

Additional information: 
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1, - 

PRE EVIL H L ,ol: aas for branch user/stock unit) 

sei .ct E.Lhr3nc5 ;se u stock inru to_char(l.last_logon_timestamp, 'DD-Mon-YYYY HH24:MI:SS') last_logon 
iroci c osSbrd s .brdb bra nod user,- u 

it join ops$brob.b db branch. user last lorion
on ubranch cc undnqoode I. branch accounting coda 
and u.fad_hash = [fad ..eon 
rind u.branch user = I.k:ran h user 
where u.brarc ecu u: ;~;-,q code = 109008 
3ni s fad hash - of- 

anc u.stocK u.rait = 'FX" 

fp1 SOL ABOVE 

BRANCH USER S I O LAST LOGON 

$$PX50 PX 18-Dec-2019 15:15:19 

STATEMENT — (update PX to °:0- Con .err= °.fian appears below that 1 record has been updated) 
update ops$brdb.brdb_brar=ch_usrs 
set stock_unit = 'DEF' 
%,here brandh _coor rt c: a e f1 1J 
and fad hash = bE,
and brans,; user

rcel u{ i, 2 au.... 

°OST EVIDENCE (Displays th=> ar„ ,r t k  nu' 
SQL> select branch user, stone _sod 
<ro, n opsSbrdb.brdb brat c -s
,a' 'fwr branch arr.,rt Minn or.'8 = 100003 
and faa , h_,st = 80 
and branch user = ` $E 5u'; 2 34 5 

AFEA JCi r=: S (Vu ti .1'  from SQL) 

$$PX50 DEF 

SQL> commit; (Writing to database, conformation from database below) 

Commit complete. 
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PRE EVIDENCE 

IRRELEVANT; Is -Irt /app/brdb/trunsi=:vt<,.rnali nterface/input S:hare (List files in directory) 
-rw Iw----. 1 podguser pathway 8478920 Apr 8 03:33 CA 202104061000003920.TAN 
IRRELEVANT; 

COMPLETING ACTION 

IRRELEVANT; rm CA202104061000003920.TAN (Remove file) 

POST 
OFFICE 

POST EVIDENCE 

IRRELEVANT:brdb:>pwd (Displays the present working directory as detailed below) 

Lapp,/brd b/transfexternalinterfacelinput_sha re 

IRRELEVANTbrdb:>Is -I *TAN (This will list any files in the directory that match *TAN, Line below shows there 
are no files matching) 

Is: cannot access *TAN: No such file or directory 
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