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0.5 Abbreviations

Abbreviation

Definition

AD Active Directory

BDB 3 character platform code for BRDB

BDS 3 character platform code for BRDB Standby
BRDB Branch Database

DBA Database Administrator

SSC Software Support Centre, 3™ line support group

0.6 Glossary

Term Definition

DAT

Solaris platform code
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0.7 Changes Expected

_

0.8 Accuracy

Fujitsu Services endeavours to ensure that the information contained in this document is correct but, while every
effort is made to ensure the accuracy of such information, it accepts no liability for any loss (however caused)
sustained as a result of any error or omission in the same.

0.9 Information Classification

The author has assessed the information in this document for risk of disclosure and has assigned an information
classification of FUJITSU RESTRICTED (COMMERCIAL IN CONFIDENCE).
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1 Scope

This document is produced under CP2876.

This document provides a view of the changes necessary to satisfy the auditability and traceability
requirements around DBA & Unix user access and activities when connected to HNG-X Oracle
databases.

In addition this document includes the changes necessary to align BRDB with the other HNG-X Oracle
databases in terms of auditability of SQL queries submitted by all support users.

Support users include the SSC as well as Unix and DBA users.

1.1 Purpose of Document

This document intends to specify the changes necessary to both the HNG-X Oracle databases, their
platforms and potentially processes involved with operational support access.

1.2 Target Audience for this Document
This document is intended to be read by

¢ Host Development

e Host Architecture

e 3“Line Support (SSC)

e 1% Line Support (Unix & DBAS)

o Test

e Service

1.3 Background

The method for sysdba privileged access by Support staff (e.g. DBAs) to Oracle databases currently
relies on sudo to unix user 'oracle' first. Unfortunately this use of sudo to 'oracle' removes the direct
audit trail back to the user who originally initiated the sudo action. Note this activity can be inferred
today based on the sudo and sysdba audit logs.

Sections 2.1, 2.2 & 2.3 seek to address this break in traceability for sysdba logins.
BRDB will also be updated to include auditing of all DML SQL statements for support users. This

change will bring BRDB in line with the other databases which were updated at R36.50 (CP2831) to
enable this feature.
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2 Security and Data Privacy

2.1 Security Profile
211 Risks

Numbe Risk Owne Probabilit Impac

Action
r r y t

Prove solution within each environment,
ensuring LST signoff remains as a gate
prior to Live implementation.

Ensure DBASs, Unix and SSC are involved
or at least consulted during testing of the
solution.

Provide breakglass option for DBAs to
sudo directly as oracle if the solution does
not provide privileges necessary to support
the estate.

Support staff lose ability to carry out
R001 authorised data changes due to Fujitsu Low High
flawed implementation

The Operational DBAs must ensure the
audit tablespaces are never below an
agreed freespace level (currently alerts are
configured to appear at <= 10% free
Support staff activities produce large space).

amounts of audit, resulting in the If space becomes an issue then the DBAs

R002 audit tablespace filling up. This Fujitsu Low High . ;
would stop support staff from logging will need to increase the tablespace by
in 10% to 20% and then raise a TFS call for
’ 4" line support to analyse the growth
profile.

The DBAs can add additional data files if
the tablespace is 100% full.

Table 4 Security — Risks
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3 Overview of Changes

This section provides a high level summary of

¢ the changes that will be common across all impacted databases

o APOP

o BRDB

o BRSS

o DRS

o NPS

o TES

o RDMC
o RDDS

+ the changes specific to each database where relevant

3.1 Active Directory Update

The DBA support users in Belfast will have their AD profiles altered to include the 'DBA' unix group. This
update will allow DBA users escalate their sqlplus login to sysdba using their own login (i.e. without the
use of sudo to oracle).

3.2 Configure Users' Profiles

The Host team to deliver a benign file to /etc/ (e.g. via UNIX_SUPPORT_UTILS_V2 for Linux and
Solaris) that will contain the Oracle related environment variables for user profiles. Each DBA can then
update their profiles to reference this /etc/ hosted file to allow sqlplus logins.

3.3 SUDO'ing to Oracle for Sqlplus Access

The DBA and Unix users shall not switch to the oracle unix user for sqlplus / as sysdba access. Instead
support shall use their own AD profiles for sqlplus access by default.

If there is an exceptional requirement to invoke sqlplus as sysdba via 'oracle' then the breakglass
process (to be agreed via a new SecOps Policy document — reference TBA) must be used.

3.4 BRDB Auditing Alignment
3.41  Ensure SYS Auditing is Enabled

Ensure database parameter audit_sys_operations is set to TRUE if not already enabled.

3.4.2 Existing DBA, Unix & SSC Support Users

Existing database support users will have their select/update/insert/delete SQL statements, executed
procedures and their logins audited by default.

SecOps will ensure that the User Access Database and JML forms are updated to reflect these new role
clarifications.

3.4.3 Existing APPSUP Escalation Process
The existing SSC APPSUP escalation process will be maintained for BRDB.

3.4.4 BRDB Audit Tablespace Sizing Considerations
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The current live BRDB currently has ample space for additional audit logging information. The sizing
information here is from 2022-10-14.

DB Tablespace Used MB Free MB Total MB Pct. Free
BRDB BRDB_AUDIT 1.56 5,907 6000 98.44

Desig est: testing within LST should confirm whether the additional audit logging overhead
might result in a much larger impact on storage requirements than currently anticipated.
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4 Solution Design
4.1 Active Directory Update

AD profiles with the following group membership should also be assigned the 'dba’ group
e is-dba

e is-unix

4.2 DAT & Linux /etc/profile Update

Create a new file /etc/oracle_profile to set the following environmental variables (note paths will be
different depending on the platform type e.g. Linux versus Solaris)

e ORACLE_BASE

e ORACLE_TERM

e GRID_HOME

e ORACLE_HOME

e LD_LIBRARY_PATH

Ensure the file permissions allow all users to invoke "source /etc/oracle_profile".

4.3 SecOps Policy Update

A new SecOps Policy document will be generated to provide guidance around the use of the 'oracle' unix
user.

In particular, it will be expected that the DBAs will typically NOT sudo to oracle in order to access
sqlplus. The change to their AD groups will allow DBAs to escalate their sqlplus access to sysdba level
using their unix profile.

The SecOps policy may allow the direct use of the oracle user via the use of TfS (but this is beyond the
scope of this technical design document).
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4.4 BRDB Specific Changes
4.4.1 Enable Database Audit & Extended Audit

Enable Extended Audit via the following command and then schedule in a database restart to activate.
alter system set audit_trail='DB', 'EXTENDED' scope=spfile; S e ;

442 Existing DBA, Unix & SSC Support Users

Users identified as being part of the following groups

¢ SSC
. Unix
« DBA

in BRDB (at the time of this solution's deployment) shall have the following actions applied

Action
Enable User Audit AUDIT ALL BY <user> BY ACCESS;

AUDIT SELECT TABLE, UPDATE TABLE, INSERT TABLE, DELETE TABLE BY <user> BY ACCESS
AUDIT EXECUTE PROCEDURE BY <user> BY ACCESS, .
GRANT RESOURCE TO <user>; : o
GRANT CONNECT TO <user>;

4421 Identifying Support Users

The following SQL is one possible way of identifying existing support usernames on BRDB (including
those accounts that have been disabled as part of the JML process).

select distinct grahtee :

from dba_role privs

where grantee not in (' SYS','SYSTEM )

and granted_role in ('DB_MONITOR', 'SsC', * UNXADM' )
and grantee not in (' OPS$SUPPORTT(X)LUSER ) \

order by 1
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