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Group Securit Site Ai its y GB/BSA/0002 2.0 16 May 2013 Proces Cafe Vik 

ISN001 021 3.2 9 Jul 2009 Data Centres Site Access Cafe Vikstem: t erGuide 

Pf ical áhd Environmental 
ISN/001377 se City of Data Centre Cafe Vik 

• ;. # t.1 1l8nts' 
formation and Technology 

ITGSM-POL-0017 N/A 24Jun Gpup Care of IT Equipment Cafe Vik 

PGM/CM/PLA/0001 
:, 

Y: Configuration Plan for HNG-X Dimension 

PA/PER/033 8.3 :
ay  

<, 
HNG-X Capacity Management Dimensions and Business Volumes 

SVM/SDM/PRO/0039 20 X13 Jill i 12 Removal and or Destruction of Dimensions : Electronic Media 

DES/SYM/HLD/0*' 0.6 Nov 2010 
HNG-X Backup and Recovery 

Dimension HLD 

SCO02 17 Nov 2010 Manage Recycle Service Cafe Vik 

DEV/IN.../LLD >::.12 4.1 10 Mar 2011 HNG-X Test Services — LST Rig Dimensions
:: Low Level Design 

DEV/IN iLC 0 4.14 28 May 2013 SV&I HNG-X Test Services Low Dimensions 
Level Design 

DE0GEN/SPE/0007` HNG-X Platform Hardware Dimensions 
Instance List 

ARC/NET/AR/0001 HNG-X Network Architecture Dimensions 

ARC/SEC/ARC/0003 3.0 12 May 2012 HNG-X Architecture — Security Dimensions 
Architecture 

ARC/SVS/ARC/0001 3.1 5 Apr 2012 
Horizon (On-Line) Architecture — Dimensions 
Su ort Service 

ISN006654 1.0 19 Dec 2012 User Management Cafe Vik 
Proc edureRegistration 

NSN 0.2 6 Dec 2012 Account User Access Procedure Cafe Vik 

Information and Technology 
ITGSM-05 - 22 Feb 2013 Group Fujitsu Managed Mobile Cafe Vik 

Service Security Policy 
©Copyright Fujitsu Ltd 2014 FU JITSU RESTRICTED 

COMMERCIAL IN CONFIDENCE 

UNCONTROLLED IF PRINTED Manual 

Ref: SVM/SEC/MAN/0003 
Version: 5.0 

Date: 30-Apr-2D 1 <1 
Page No: 11 of 11' 



FUJO0235006 
FUJO0235006 

C 

FUJiTSU Post ffice HNGX Account SMS 
Manua' 

FUJITSU RESTRICTED 
COMMERCIAL IN CONFIDENCE 

N/A 
A Managers Guide to Home Cafe Vik 
Based Working 

CADBM1.2 4.0 26 Sep 2008 Fujitsu UK&I BMS ADBM Build Cafe Vik 
and Unit Test 
HNG-X Design & Build 

PGM/PAS/PRO/0002 6.0 1 May 2013 Methodology Requirements and Dimensions 
Design Process 
HNG-X Design & Build 

PGMJPASIPRO/0003 5.0 1 May 2013 Methodology Code, Build and Dimensions 

Component Test Process I=,-:. 

DEV/GEN/TEM/0003 2.0 25 Jan 2013 HNG-X Generic Code Reyi ....,..,::<..., nsions 
Template ` 
HNG-X Tool for Obfuscgn Vii:;;

DEV/GEN/SPG/0023 4.6 17 May 2013 Counter/BAL OSRPata ppott;, Dimensions
Guide < ::;:.. .. ,: 4
Statement of Work st Cfj 

PO SMC 4LS GDC SoW 6.0 7 Sep 2012 Account Fol .lne Support Dimensions 
System Mana Y gi bt ntre: :.. .:...:. 
From thndia GDS % <: :... 

I-IS1.1 2.1 25 Jan 2011 Fujitsu K t (1tfS Security Cafe Vik 
Incident' roc '"

DES/APP1HLD/0029 l tlt Date rieval High Level Dimensions 

CPM31 8.0 12 July 2013 Fujitsu UK&F'MS Business Cafe Vik 
Contlnu ;Master Policy 

1-AB 1.9 1.1 14,f iii' 11 
Manage Continuity of Fujitsu UK 

`.. 
Cafe Vik 

&< land Business Process 

SVM/SDM/PLA/0003 1.0 H -X Business Continuity Test 4 Dimensions : .2009 
Plan 

NSN Business Continuity Test 
Schedule Planner 

PGM/PAS/MAN/0004 4.0 0 Jun'2012 
Quality and Compliance Dimensions 
Framework 

Group/Q&BE/03 7.0 1 Feb 2013 Documentation and Record Cafe Vik 
:::.. Standards 

~A; 
Unless a spec versio, * I.eferred to above, reference should be made to the current approved 

versions of the documents. 
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0.5 Abbreviations 
bb - • IIfiThi.ii 

AD Active Directory 

ALM Application Lifecycle Management 

ARQ Audit Record Queries 

API Application Programming Interface 

BAL Branch Access Layer 

BAU Business as Usual

BMS Business Management System 

DPA Data Protection Act

CBT Computer Based Training

CCB Change Control Board

CCD Contract Controlled Document w:::::., 
CISO Chief Information Security C ff er Ii Ii' 1P 
COTS Commercial Off the Sh.e% 

CP Change Proposal 

CR Change Requ,. '' *.>..
. FF 

CSLC Customer tion Life d e 

CT Commdt al T : , s 

DAB Design Ap':; ' al
GDC Global   +eryK:',;< ntri5' 

GRN Good turn Note 

HLD igh Lev ;.,.resign 

HNGxDBM H '' ;: X Design & Build Methodology 

HR Hum Resources 

HSM '_  ' : Hardware Security Module 

Hyper Text Transfer Protocol 

HT Hyper Text Transfer Protocol Secure 

IDBM Infrastructure Design and Build Methodology 

IDS Intrusion Detection Systems 

IPR Intellectual Property Rights 

ISAE International Standard of Assurance Engagements 

ISBR Information Security Review Board 

ISMS Information Security Management System 

ISMF Information Security Management Forum 
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A B 1 e • IS h[sIp 

KSS Key Services 

KSC Key Service Client 

LAN Local Area Network 

LST Live System Test (LST) 

LLD Low Level Design 

MSC Managed Service Change 

NPS Network Persistence Store.

NTP Network Time Protocol 

OLA Operational Level Agreement

OSM Operations Security Manager

OSR Online Service Router 

PAM Pluggable Authentication Module

PAN Primary Account Number 

PCCB Programme Change Control Board 

PCDA Plan, Do, Check, Act 

PCI-DSS Payment Card IndusEr Dat t":j.' . : ► . . ._;' ndards 

PDC Primary Doma Ile
; : 

PIN Personal Id iification~pwb" 

PKI Public ..: in  ructure 

POA Post Office` : co 

POLMI _. Post e Limited Management Information System 

POMS Post Office Managed Switch 

QMSR Qu lity Management and Security Review Board 

RDP Remote Desktop Protocol 

RWP { „< '>,Request for Work Package 

Recovery Point Objective 

Return to Operation 

SoA .•• Statement of Applicability 

SLA Service Level Agreement 

SLS Supply and Lifecycle Services 

SMC Systems Management & Global Cloud 

Standard Operating Procedure SOP 

SoW Statement of Work 

SPG Support Guide 
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A B 1 e • IS I.ip 

SSIP Security Services Improvement Programme 

SSL Secure Sockets Layer 

SV&l Systems Validation and Integrity 

TEM Tivoli Event Management 

TNT Thomas Nationwide Transport 

TK Traffic Keys 

UPS Uninterruptible Power Supplies "=w 

WAN Wide Area Network 

VLAN Virtual Local Area Network

VPN Virtual Private Network 

4LS 4th Line Support 
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0.6 Glossary 
D 

PCI-DSS Term defined as the PAN or the PAN plus any of the following: 
• Cardholder Name 

Cardholder Data • Expiration Date 
• Service Code 
• Start Date 
• Issue Number; 

PCI-DSS A set of security controls defined by the Payment Card Industry" anisation. 

This is a major revision and changes are expected following peer review. 
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rn 1

• 

•iTi 

f • • • 

1 i' 11'F1 • 4 

This Information Security Management System (ISMS) Manual supports the Fujitsu Post Office 
Account Information Security Policy in describing the overall strategy for providing Information 
Security and is based upon security practice as defined by ISO/IEC 27001:2005. 

1.2 

1.2.1 

1.2.2 

It should be noted that achieving ISO/IEC 27001:2005 certification or indeed Cor 
contractual deliverable but as both Post Office Limited (POL) and Fujitsu recogni 
that adherence to the Standard brings the overarching principles will unde.pin.th1 
Office Account Information Security approach. 

Section 5 of this document sets out the Executive Information Security 
Post Office Account which, together with the Framework of Controls to 
Contractual requirements. 

Statement of Scope 
This ISMS covers activities undertaken by. 
POL including design, development, deplo 
the programme management, stakeholder 
procedures applied by executive M 

lagn 

This ISMS Manual document 
is based upon best practice ;e 

The actual scope of the SerV 
ISO27001:2005, covers the c 
shore and off-shore s .ices 

)-fiance is not a 
the benefits 

Fujitsu. Post 

:nt for the 
5 satisfy the 

it in tf provision of contracted services to 
iration and support of services, as well as 
ant, governance and administrative 
rsee those services. 

-ategy for providing Information Security and 
001:2005. 

L, and which is addressed in complying with 
:nance of the Post Office Account (POA) on-

assets of the service provided by Fujitsu; especial ly in regards 
ig, processing, storage, transmission and communication of POL 
rsonal Identifiable Information, POL Financial Information, POA 
on, Audit Data and Operational Data. 

curity risks within POL and their agents' sites that are outside of the scope of the 
ded by the Account are excluded from the scope of the POA ISMS. 

Services provided by Fujitsu's Global Delivery Centre (GDC) are mentioned within this ISMS 
Manual but it should be recognised that GDC hold independent ISO/IEC 27001:2005 
Certification. This is accepted by the POA and their local implementation is not further expanded 

The POA shall implement and maintain a Statement of Applicabi lity which will capture the 
Controls in place to support the ISMS. It shal l also specifical ly state what ISO/IEC 27001:2005 
Controls are out of scope and include a justification for their exclusion. 
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2.1 Information Security Definton 
Information is an asset, which, like other important business assets, has value to an organisation 
and consequently needs to be suitably protected. Information Security protects information from a 
wide range of threats in order to safeguard customers and staff, ensure business continuity, 
minimise business damage and maximise operational efficiency. 

Information can exist in many forms. It can be printed or written on paper, stored 't onically, 
transmitted by post or using electronic means, shown on films, or spoken IiqeIversat1ó 
Whatever forms the information takes, or means by which it is shared o st ays 
be appropriately protected and is subject to the provisions of this policy u t. 

Information Security is characterised here as the preservation of::t..`2

• Confidentiality: ensuring that information is accessibly only t " orised to have 
access; 

• Integrity: safeguarding the accuracy and compepness of fl*o tion and processing 
methods; 

• Availability: ensuring that authorised us {s have cet 7toti rarmation and associated 
assets when required. ; 

Information Security is achieved by impl  nting taitable t of countermeasures, including 
policies, practices, procedures, organisati . '.  s .:'"  `::`;; . ... . :technical measures. 

Therefore, an associated document stJsl ie; rmatlon Security Management System (ISMS) 
has been created to provide for a systematic app`"' .h to managing sensitive company 
information so that it remains soc _Ire. It also tt .coni asses people, processes and IT systems. 

Operating 0: 

2.2.1 Introduction 

ISMS Op rating Produres are written descriptions of the management processes and activities 
necessary to plan op` to and control the ISMS. 

2.2.2 PCDA Model 
The POA HNG-X Account adopts the Plan, Do, Check, Act (PDCA) process approach for 
I nfo ,pat on Security management as presented in ISOIIEC 27001:2005 which promotes: 

• Understanding an organization's Information Security requirements and the need to 
Establish policy and objectives for Information Security. 

• Implementing and operating controls to manage an organization's Information Security 
risks in the context of the organization's overall business risks. 

• Monitoring and reviewing the performance and effectiveness of the ISMS. 

• Continual improvement based on objective measurement. 
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The cyclic Information Security lifecycle offers reoccurring opportunities for continuous 
improvements to the ISMS. New opportunities for improvement to reduce a new or previously 
identified risk can come from a variety of sources including, but not limited to, 

• Audit findings 

• Information Security reviews 

• Information Security incidents 

• Change in industry best practise advice 

9Y changeTechnolo•

• Environment change 

When the requirement for a new or a significant change to existing, pol' 
etc is identified an Information Security Risk may be added to the lnfornjtion çurity 
Register to identify the level of risk that the POA and 1 or POL is 4 sed 

The QMSR and / or the ISMF shall be the forums for any propos 

• To the Information Security Management System that/ y hà, an i lct on the 
Confidentiality, Integrity or Availability of the S rvices or POL data

• To the documentation within the ISMS Frame : . ,<.,.. 

(✓WWW~ 'ii 

n of the Controls as identified 

inism to communicate the Control change 
de, but are not limited to, 

• uvorrc► 

• Int al ti' 

•:, #:...... (as 

2.2.2.3I:;:::<.. Check 

Mected that all Information Security Controls wi ll be monitored and reviewed, 
lion should be given to newly introduced Controls to assess whether they are 

g as intended in reducing Information Security risk levels. 

The"} A is also subject to a variety of external and internal Fujitsu Audits and therefore a 
specific Account internal Information Security audit programme is considered to be superfluous 
as it is anticipated that all requirements will be met in customer / internal Fujitsu driven activities. 

The Statement of Applicability is to be adjusted accordingly and the document management 
control updated. 

The ISMS change is to be formally communicated to all staff and all interested parties with an 
appropriate level detail according to each circumstance. 
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All lessons learnt shall be captured and any improvement principles that can be appl ied to any 
other preventative or corrective actions should be extended across the ISMS. 

2.2.3 Management Review of ISMS 
The CISO shall ensure that the ISMS is reviewed at planned intervals (at least annually to ensure 
its continuing suitability, adequacy and effectiveness. 

This review shall include assessing opportunities for improvement and the need for changes to 
the ISMS, including the Information Security pol icy and Information Security objectives. 

2.2.3.1 Review Inputs 

W 

The review shal l conside 

• Results of ISMS 

• Major Informatio 

• Status of Inform; 

• Feedback (both 

• Changes that co 

Tie review shal l produce 

• ISMS Improvem 

• Updates to the F 

• Modifications of 

• Endorsement of currer psotlrre Needs 

• lmprovement to ISM Effe ttveness Measuring 

Identifying .Non-Confor ities to the ISMS 
Whllst est fjle, it is unrgsonable to assume that the ISMS wi ll function completely smoothly 
wlthota (1y rie4 to adjust any of the controls implemented. 

maw nonZêonfori41tjs to the ISMS are discovered wi ll determine whether the Corrective or 
PreventativeActioil.rplan is followed. 

Hc>ateve In practice once the non-conformity has been identified the same model is used for 
t,oth <<c}rrective and Preventative Plans thereafter 

Corrective Action Plan 

The Corrective Action Plan should be initiated when non-conformity is identified as the result of 
an activity that has occurred. 

Nonconformities can be identified through a number of avenues including 

• Information Security Incidents 

• Monitoring and Alerting 

• Internal and Independent Audit Reports 
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• • 

The Preventative Action Plan should be initiated when non-conformity is identified as the result of 
an activity that has either not occurred or has not been previously reported as an Information 
Security Incident. 

Potential nonconformities can be identified through a number of avenues including 

• Management Reviews of the ISMS 

• Internal and Independent Audit Reports 

• Monitoring and Alerting 

Reporting of Information Security Weaknesses li : 

11'  iiirnr II i r '• « 

2.4.1.1 Technical Non-Conformities 

The CISO shall liaise with appropriate 
technical non-conformity. 

2.4.1.2 Non-Technical Non-Conformi 

2.4.2.1 

The CISO shall engage will app 
non-technical non-conformity. 

I F.1[fThiT1:.[.iiC~7 

e root cause of any 

ntatives to identify the root cause of any 

3sment to determine l ikelihood and impact and resulting 
formance(s). 

shall be presented to the Quarterly Quality Management and 

also be shared with POL at the Information Security Management 

to liaise with the Account Commercial Manager to determine whether the identified 
ity constitutes a breach of Contract. 

Any non-conformity that constitutes a breach of Contract is to be addressed with the highest 
priority and captured in the Information Security Risk Register. 

Should any additional resource be required the CISO is to consider presenting mitigating 
proposals at an appropriate POA Change Board. 

2.4.2.2 Longer Term Remediation 

An entry shall be made in the Information Security Risk Register and managed according the 
combined likelihood and impact scores as defined by the Information Security Risk Management 
Methodology. Additionally, ISMS non-conformities may be considered as a candidate for 
remediation through the SSIP. 
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Where remediation of the non-conformity falls outside the Contractual boundaries then the CISO 
shall present any recommendations for POL to consider as a Project. 

RFET TI flTjl 

Any adjustment to mitigating security controls must be approved at an appropriate managerial 
level proportional to the level of change required. 
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• • I • 
ri M1M. 

3.1 Introduction 
All documents required by the ISMS are controlled through the Fujitsu Services Control of 
Documents Policy. 

Records are establ ished and maintained to provide evidence of conformity to requirements and 
the effective operation of the ISMS. 

............................................ 
ISMS Policv/Obiect)ves/Scone 

8 . ...................................... .1: 
Risk Assessment Methodology 

Risk Identification 

Risk Analysis 

:: 
........................... 

Audit Reports 
C } 

Incident Reports 

Education Records 

Minutes... etc... etc 

Information Security 
Management Forum (ISMF) 

Quality and Security 
Management Review Meetings 

(Q MS R) 
....................................: 
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The following key documents support the ISMS: 

Document Description 

POA Information Security Po'icy 

Location Retention 

Dimensions Life of the ISMS 

ISMS Manual (this document) Dimensions Life of the ISMS 

Statement of Applicability Dimensions Lifa,~~...of the ISMS 

Information Security Management Forum/Board TOR's Dimensions Life`t ihe ISMS 

QMSR/ISMF Minutes Share ih SMS 

Information Security Risk Registers Standalone-:.:: of the ISMS 

Risk Treatment Plans S '  ` Lift' . he ISMS 

Integrated Audit Plan nen ' s "": :" urrent year +1 

Audit Reports Di ' io': . 7 years 

Reports of Security Incidents Share 7 years 

Information Security Monthly Report hare Life of the ISMS 
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S 

4.1 Information Security Risk Management Objectives 
The objectives of the ISMS are to: 

• Provide an information security framework within which the programme is developed, 
delivered and implemented to all relevant areas of the business; 

• Provide an organisational and responsibility framework for security activ`i and allocate 
security roles and responsibilities 4 

• Identify risks associated with the provision of the POL Servlc oU h f al risk 
assessment techniques, and prioritise and implement appropriate controls an security 
measures; 

• Ensure appropriate security and business continuity pros 
.. 

rind controls are in place 
to support Services provided; r: f

• Provide a basis for review, governance, assessment an r6Vement of the ISMS; 

• Ensure that information security controls are appropriate to the sensitivity of the 
information processed and stored; 

• Ensure contractual, legal & regulatory rrt€ fiance across the scope of Service provision; 

• Identify the security awareness and educai'oIr requirements for employees and 
subcontractors. 

41 Information Securit. Risk Management Approach 
Information Security Risks must be a naged. 'accordance with the ISOIIEC 27001:2005, LINK 
ASSIS, PCI DSS Standards as: er .actl6 fly agreed version, and the Fujitsu Services 
Corporate Manage Risk Procesaa dod nted in the HNG X Information Security Risk 
Management Prooedue (RØ SVM$ C/PRO/0033). 

The POA Infq..w tion Sec 3 ty Risk Management approach is not a blanket risk assessment 
activity but flobesponsiVepIanned or reactive technique for making business decisions 
around rkand bu` A,ess or technical controls, on an as-needs and timely basis. 

The PA W3jssess th e. risks to identify whether there are potential threats which could be 
expos ::. y a nerability that, if exploited, could have an adverse impact on the POA or POL. 

An entry fil o the'll prmation Security Risk Register shall be seen as evidence that the 
I^foi rna ?t ecurlty Risk Assessment process has been applied. 

The Fujitsu ifvices Post Office Account will implement and maintain Information Security Risk 
i ericte s which shall be the repository for Information Security Risks. 

{ 

Objective Measure Target 

1 A management system, based on an Ongoing maintenance of the ISMS per 
information security risk approach, registration to IS027001:2005, under the 
exists to establish, implement, operate, auspices of the Plan, Do, Check Act 
monitor, review, maintain and improve cycle. 
information security. 

Demonstrated through the review of 
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audit coverage & results; corrective 
actions; security incidents; risk 
assessment and reviews. 

2 An organisational framework has been Appropriately competent appointees 
established, and approved by RMGA, to identified and in post (with relevant and 
identify and allocate security roles and approved TORs). 
responsibilities. 

Subject to regular review & update by the 
ISMF. 

3 A formal risk management process has A fully documented ri ., ' management 
been established whereby relevant risks process including a contY .framework, 
will have been identified, measured and risk registers and assohiated risk 
appropriate controls and treatment/security 

Imptttment plans 
countermeasures implemented. which are reviewed on a regular basis. 

Demonstrated through the risks being 
reviewed on a regular basis as part of 
the Business Review Process. 

4 Controls relevant to the identified asset A docuP ented,:asset register, business 
risks are in place together with ' € minty 

ptans ;  

test schedules and 
documented business continuity plans, I1fbwhich errs subject to regular 
test schedules and scripts. le st (as applicable) 

Demonstrated through € <$ 
completeness of BC plans t .. Daher with
progress against the BC schedule. 

5 An Information Secrt ' anag ent The ISMF meets on a formal and regular 
Forum (ISMF) has en apprvect d basis and minutes (with concomitant 
established to tWersee the review 

¶ 
requirements) are distributed to relevant 

governance, as' sment and 
improvement of the IS 

stakeholders. 

Demonstrated tt rGu h the review of 
Forum inputs; t ittutes ar: i actions. 

6 A.., fatement'€ pplicability (SoA) has 
bee ',::::prepare at describes the 

The SoA, which can be affected by 
changing business circumstances, is 

con%1bjectives nd controls that are reviewed at a minimum on an annual 
" ' eIevant Qd applicable to the basis, and updated where applicable. 

anisatio' 

Eff eness of controls will be 
revie d and documented through the 

cal audit programme. 

e handling of information will be in Training, Awareness and Communication 
strict compliance with all relevant programs are established to ensure all 
contractual, legislative and regulatory stakeholders are apprised of the 
requirements. requirements. The requirements 

Demonstrated throught audit results and themselves are visited on a regular basis 

incident review. 
to ensure currency.

8 All personnel who are assigned Regular review of staff records to ensure 
responsibilities defined in the ISMS compliance with ISMS. Ongoing CBT 
have documented records of training, training is monitored and reported, with 
skills, experience and qualifications, relevant records maintained. 
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Measures of effectiveness for controls and groups of controls are as follows: 

• The audits and their results 

W 

• Technical testing e.g. penetration testing 

• STREAM dashboard 

• Incident reporting and lessons learnt 

• Manage change process 

Risk Treatment Optons 
There are several options available when considering ide 
chosen option (or mix of management techniques) will de 

The key options are: 

rity Risks. The 
level of the risk. 

Risk Tolerance For low-frequency `, low-impa'  s ;: :. :... re the" st of control is greater 
than the risk the ISM na to accept such risks. potential 

Where an activity ^era' rs an Ir rmation Security Risk, and there is 

Risk Termination the option to ce ''`''the p cular avity or to conduct the process in a 
diff efl y • .. :: . .p;j 4Pmay choose to do so in order to 
avoid the risjsl . .nc ' , . 

Wher level o' , k s acceptable, management will employ 

Risk Treatment 
contro 

; :i n 

order to tflanagthat risk down to acceptable levels, either 
by mitigatg the imii t, or reducing the vulnerability/likelihood. Lower 
impact risk' ,jll be;d pt under review to ensure that the trend is not 
increastft , ort cumulative impact is not unacceptable. 

In rcumst e of potential catastrophic loss, with low probability (such 
Risk Transfer as complete toss of data centre), management will opt to transfer the 

risk  .other parties, facilities or services. 

4.6 Montoring POA Information Secunty RIsks 
tsu shall app t an Information Security Risk Manager who shall report directly to the CISO 

II' Fujit representative at the ISMF. 

T nf L4i Security Risk Manager shall maintain the Information Security Risk Register and 
Is with Rfs Owners on the progress of Risk entries and provide summary updates to the

required. 
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5 Information Security Policy 

5.1 Fujitsu Corporate Information Security Requirement 
The Post Office Account is to be compliant to the Fujitsu UK&I BMS Security Master Policy (Ref:-
CPM20) as the policy is applicable to al l Employees, Contractors and businesses carried on by 
Fujitsu Services Limited and its subsidiaries and any other company or organisation (including 
working partners operating or carrying out work on Fujitsu UK & Ireland sites or elsewhere on 
behalf of Fujitsu UK & Ireland) that is managed by the Chief Executive Officer, Fujitsu United 
Kingdom and Ireland. 

Failure to comply with this Policy, the Fujitsu UK&I BMS Security Policy Manual, or any 
subsidiary policies and procedures or to neglect personal security respo ° ibilities as laid down in 
the Global Business Group Global Business Standards may lead to. disci ary action. 

Further guidance to managing Information Security is provided in' 4j, s anage;Information 
Security Policy (Ref:- C-MSv1.10). 

5.1.1 POA I nformation Security Policy , 
The Post Office HNG-X Account Information Security Policy (Ref. SVM/SEC/POL/0003) 
captures the Executive Information Security Polity Statement, management direction and support 
for Information Security, along with the minimum standards to be met by the Post Office Account. 

It is consistent with Contractual and Regulatory commitments and relevant POL Information 
Security Requirements as expressed in their Information Security policies and overarching 
applicable principles of ISO/IEC27001:2005. 

5.1.1.1 Communication 

The Information Security Policy Owner shall ensure that all changes to the Post Office HNG-X 
Account Information Security Pt7licy, POA ISMS Manual and supporting documentation is 
communicated across the entire Fujitsu Post Office Account and that the reviewed document 
replaces the previous one so that there is only one document in circulation. 

5.1.2 POA Information Security Policy Review 
The Post Office HNG-X Account Information Security Pol icy is owned by the Fujitsu Post Office 
Account Chief Information Security Officer (CISO) who is responsible for its maintenance and 
review. 

The Post Office HNG-X Account Information Security Pol icy wil l be formal ly reviewed at least 
annual ly, aftermajor changes to the scope of services and after any significant security incident 

The policy will be also be updated whenever necessary to reflect the needs and obligations of the 
Fujitsu Post Office Account and developments in relevant best practice. 

The annual review wil l include a review of effectiveness, impact of the policy on the business and 
the effect of technology changes on the policy. 

5.1.2.1 Review Timings - Scheduled Annual Review 

At a period no later than eleven calendar months from the previous approval date the CISO is to 
initiate a review of the Post Office HNG-X Account Information Security. 
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It should be noted that some Policy and Procedural documents referenced from the Post Office 
HNG-X Account Information Security Policy are owned and maintained at a corporate level and 
their maintenance is outside the influence of the Account Security Management Team. 

The Account Security Management Team will request that these be updated but no guarantees 
can be given. 

5.1.2.2 Review Timings - Unscheduled Annual Review 

On notification of a major Information Security incident or significant change affecting the ISMS 
the CISO is to initiate a targeted review of the relevant Information Security Documentation as 
soon as reasonably practical, typically within 20 working days. 

Note:- An unscheduled review of individual Information Security Document`W lac 
the annual review cycle requirement as not all areas of the Information S uiitaocurtt t$ton 
will be reviewed. :. 

5.1.2.3 Review Scope - Scheduled Annual Review

The annual Information Security Policy review shall encompas P Office ' NG-X Account 
Information Security Policy and POA ISMS Manual. 

Consideration must be given to any Account specific d mtsi n referenced from either the 
Post Office HNG-X Account Information Securi ~olicy FkMManuaI 

5.1.2.4 Review Scope - Unscheduled nnu view:: 

Any ad hoc Information Security Doqum nta eview ln1# ted by a major Information Security 
Incident or significant change sha tb ; es se segments of the Information Security 
Policy, ISMS Manual or suppo g proced arid/ or work instructions that the major 
Information Security incident or sf ificant ch a affects. 

L 
5.1.2.5 Conducting the Review - S puled Annual Review 

The CISO shall engage the services of all relevant business areas in reviewing the continuing 
suitability, adegt cy, and effectiveness of the Information Security Policy, the ISMS Manual and 
all supporting procedures ter d work instructions and capture any changes within 15 working days. 

5.1.2.6 Q, dt$ting the Review - Unscheduled Annual Review 

the CI shad engage the services of business areas impacted by the major Information 
Security i. ident orIsignificant change in reviewing the continuing suitability, adequacy, and 
effecffs g of the Information Security Policy, ISMS Manual or supporting procedures and 
capture ail anges within 20 working days. 

5.1.2.7 Documentation 

All alterations to the Information Security Policy, ISMS Manual or supporting procedures and / or 
work instructions shall be captured by version control within the document history. 

The CISO is responsible for presenting the reviewed Information Security Policy, ISMS Manual or 
supporting procedures and / or work instructions to the Delivery Executive, or a nominated 
representative, for management approval. 
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The Delivery Executive or a nominated representative shall approve the Post Office HNG-X 
Account Information Security Policy prior to the annual renewal date. 

The Delivery Executive or a nominated representative shall identify and communicate to 
document owners any non-approval issues prior to the annua renewal date. 

5.1.2.10 Senior Management Non-Approval — CISO's Action 

Document owners should agree a corrective course of action. w'th agreeable times les, with the 
Delivery Executive or a nominated representative. 
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Senior Management commitment to Information Security is demonstrated on Fuifsu's Post Office 
Account by the Del ivery Executive having approved the Information Security Policy and by giving 
delegated authority of Information Security implementation to the CISO. 

6.1.1.1 Fujitsu's Corporate Security Governance Framework 

Ensuring effective management of business risk is the responsibility cf the rpor 
Governance Board, made up of directors and external audit. 

The Security Management Board is responsible for overseei he strategy 5 g p te. gy4itigating security 
risk and reporting that this is being carried out to the Corporate coveri nce Board. It approves 
Security Policy and mandates this to all areas of the b6  It receIves details of risks and 
incidents from the Security Management Forum as we€l*<s rr :from eternal sources. 

The Security Management Forum is responsible 
and process, based on changes to busine irc 
submitted by businesses. Process changes are 
ensure they are compatible with other probe; 

Fujitsu Services 
Corporate 

Risk, 
ni metrics 

i iI 
-Riss, 

UIet-i:-s 
Poll,_y t_lianiies 
Iro-cicie its 

.Account, Functional 
Unit 

ind'Manges to security policy 
a review of incidents and risks 
to the Engineering Board to 

Inciircles UIrectors and 
Extterrial Audit 
Re.~=.revs Risk 

.:. 
Senor Process Li ner s nand 

Users 
- Approves :investment 

r. ecom menr-tations 
P r of cc e s s Responsible for a cgreein.g 
issues process strategy and 

road

Risks, 
Incident Data 

The format of th e goverrrance 
structure at this level is not 
manda:ted'. 
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6.1.1.2 Fujitsu Post Office Account Security Governance 

Information Security is an inherent part of, and is seen as a core responsibility of, the Fujitsu Post 
Office Account. Executive sponsorship ensures that the Account: 

• Allocates sufficient expert resource to address its Information Security obligations; 
• Participates fully in customer meetings and workshops responsible for information 

exchange, the advancement of best practice definition and communication; 
• Takes steps to ensure that all of its services are delivered from a standpoint of compliance 

with this Pol icy, through endorsement by executive management and a cultu . of intolerance 
of non-adherence. 

• Will communicate this commitment throughout the Account and to any sub-contractors. This 
will be reinforced through a training and awareness process for all Post Office ACott t staff. 

The Post Office AccoJnt Management and Security Organisation 

Post Office Account Organisation Chart 

6.1.1.4 Post Office Account Security Team Organisation Chart 

The POA Security Team Organisation Chart can be found on Page 7 at 

http://sites.cafevik.fs.fujitsu.com/sites/00672/RMhAuf 20O-cff,020Charts/Post%20Office%20Accou 
nt%200 rg an isation. pdf 

6.1.2 Information Security Co ordination 

6.1.2.1 Quarterly Quality Management and Security Review Board (QMSR) 

There is a POA Quality Management and Security Review Board (QMSR) which meets quarterly 
and is chaired by the Ilveryxecut ve. Membership and governance of the QMSR is detailed 
in the QMSR TertYte of eference (Rut- - SVM/SEC/STD/0027). 

6.1.2.2 Info. mlatlon<Securit Management Forum(SMF) 

The l t'=' e Account and POL sends appropriate representation to the monthly Information 
SecurrrW a ment Forum (ISMF) wt oh operates in accordance with to -ms of reference (Ref:-

M/S ST 1) agreed between both parties 
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6.1.3 Allocation of Information Security Responsibilities 
The POA Security Roles and Responsibilities (Ref:-SVM/SEC/MAN/2220) fully defines security 
roles and responsibilities and is summarised below. 

6.1.3.1 Fujitsu Service Post Office Account Delivery Executive 
The POA Delivery Executive has ultimate responsibility for security, with the responsibil ity for 
policy and the general direction of Information Security delegated to the CISO. 

The Information Security related responsibilities of the POA Del ivery Executive 

• Overall control and management of Information Security throughoutlkhaPQA 

• Provision of adequate resources for Information Security and appointing an experieru 
security professional responsible for managing and coordinating Information Security 
across the complete POA domain. 

• Approval authority for the POA Information Security Policy 

• Ownership and overall control and management of Operational Security throughout POA. 

• Overall control of Information Security Risk Management and Audit functions. 

• Chairing the POA Quarterly Qual ity Management and Security Review Board; 

Senior management is supported by the POA Security Team which consists of experienced 
specialists with specific expertise in the areas of IT security and Information Security Risk 
Management. 

6.1.3.2 POA Chief Information Security Officer (CISO) 
The CISO is responsible for the overall design of POA's Information Security control framework 
and the responsibilities of the POA CISO are documented in Terms of Reference (Ref:-
SVM/SEC/STD/0026) and summarised as:-

• Leads the engagement with customer stakeholders with an interest in governance, 
control and Information Security matters. 

• Providing a point of contact for POL Head of Information Security. 

• Developing and:publishing all Information Security related pol icies and procedures 
appiteable at POA level. 

• Co ordinslting the implementation and operation of the ISMS. 

• Reviewing the Post Office HNG-X Account Information Security Policy and approving 
supporting Information Security procedures owned and implemented at business level. 

• Monitoring for compl iance with the POA HNG-X Account Information Security Policy. 

• ' i=nsuring that Information Security incidents and events are recorded and investigated. 

• Ensuring that system audit trai ls are analysed on a regular basis. 

• Defining the Information Security Risk Management methodology of POA. 

• Analysis and evaluation of Information Security risks and evaluating options for the 
treatment of risks. 

• Ensuring all POA Staff are screened in line with Contractual requirements and Fujitsu 
Services Group Policy. 
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6.1.3.3 POA Operations Security Manager (OSM) 

The Responsibilities of the Operations Security Manager include: 

• The management of Information Security incidents 

• The provision and oversight of event auditing services 

• Management of the Patching and Associated Anti-Virus Service (including chairing the 
Patch Approval Board 

• Impact assessment, authorisation and approval for all operational and system design 
changes to ensure the implementation of security controls in technologyand processes. 

• Co-ordinating the evaluation of al l new security products proposed:. 

• Providing regular Information Security operational reporting on activities and status, 

©Copyright Fujitsu Ltd 2014 FU JITSU RESTRICTED Ref: SVMISEC/MAN/0003 
COMMERCIAL IN CONFIDENCE Version: 5.0 

Manual Date: 30-Apr-2014 
UNCONTROLLED IF PRINTED Page No: 34 of 11 1 



FUJO0235006 
FUJO0235006 

FUJiTSU Post Office HNGX Account SMS 
Manua' 

FUJITSU RESTRICTED 
COMMERCIAL IN CONFIDENCE 

6.1.4 Authorisation Process for Information Processing Facilities 
The Infrastructure Design and Build Methodology (Ref: C-IDBM1.3) is the standard lifecycle 
mode! used within Fujitsu Services for al l Infrastructure Design and Build projects. 

It is made up of the following core processes, summarised and portrayed in the diagram below. 

During this Stage, t"' .,designer ill normally need to provide technical information to the project 
team to °,; 1nr them to< educe overview project plans and allocate resources. 

Key oi4put this process is the Requirements Traceability Matrix (RTM) which provides 
Il forma  on v ere requirements are being covered, information on the requirements, and the 
ove l de n. Inif # information on the risks, issues, assumptions and dependencies is also 

ass t :: ,project managers at this stage, including technical information on the logical order 
(,f t ks wtlatmight make suitable work packages etc. 

This process takes the requirements, and turns them into a high level design, then a low level 
design, and eventually into build instructions and the initial component builds. The list of items 
needed is also generated during this process. 

This is often considered the main part of the design process, but it cannot be successful in 
isolation. Key outputs from this process are the High Level Design, Low Level Design, Bill of 
Materials, build instructions, and associated automation for the builds. 
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This process runs in parallel with the Design & Build process. During this phase, the designer 
helps the project manager identify the work required to implement the infrastructure, and 
realisable proportions for work package planning. 

These steps, from planning the strategy down to more detailed planning, inform project 
management planning. 

6.1.4.4 Test Planning and Preparation 

This process defines the activities required to plan and prepare for the verification and validation 
of a deliverable. 

6.1.4.5 Integration 

This process takes individual components and assembles them together to,form Encreasingly 
larger components. 

This process works closely with the Test Execution process as ea . ,c 
>.e'ted 

set
components is built, they should be tested, until the solution be tSted rInoIe. 

6.1.4.6 Test Execution 

This process defines the testing activities used to verify y a# "deliverable to ensure that 
customer requirements are satisfied. 

The main testing activities occur within t tegrat Test . base; however, an important test 
activity — build/unit testing is carried out asp rk- or modules are developed and built 

6.1.4.7 Operational Service Planning afld aration 

This process ensures that the nfkostructure s ltlon can be supported once it is operational. 
This will include planning for resources,skill td training, and ensuring that support staff have 
the tools, information and acce tp pr :: ' ective support. 

6.1.4.6 Delivery , 

This process is dbhcerned w e final stages of the project, such as final builds, and 
deployment into the 

live envlron ent, followed by the handover to operational support. 

6.1.4.9 Governance 

4 s ce is cor rned with ensuring that the other IDBM processes work. This includes the l
..g ;:::... , which check that the IDBM processes are being run correctly. 

It ah"ó 'desch es how designs should be peer reviewed and approved, and how change should 
be handled. 

ation is contained at http://portals.cafevik.fs.fujitsu.com/00135/Pages/Home.aspx 
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6.1.5 Confidentiality Agreements 
Al l employment contracts (permanent and temporary) as wel l as consultant, contractor and 
supplier contracts (Generic Supplier Contract Template) include clauses governing the treatment 
of Customer (in this case POL) information gained as a result of their employment. 

Fujitsu staff on the Post Office Account must be aware of their obligations set out in Paragraph 
2.6.3 of Schedule A4, Legislation, Policies and Standards. For clarity Paragraph 2.6.3 is 
reproduced below:-

"Fujitsu Services shall not disclose any Personal Data to any person except to such of its 
employees, agents, sub-contractors, third parties performing software maintenance orsu 
and consultants in each case who require that information in order for Fujitsu Services to; 
its obl igations under this Agreement. 

Prior to disclosing Personal Data or any portion thereof to such employees, agents, sub-
contractors, third parties or consultants, Fujitsu Services shall ensure the relevant employee, 
agent, sub-contractor, third party or consultant is subject to a written contract Nith Fujitsu 
Services requiring them to comply with Fujitsu Services' obligations herein regetding the security 
and confidential ity of the Personal Data and to comply with Fuji Services instructions in 
processing it. 

Fujitsu Services shall not knowingly cause or allow an employee, agent, sub-contractor, third 
party performing software maintenance or support or consultant to process Personal Data in a 
way that Fujitsu Services would not itself be e-ntitledto process it under this Agreement." 

6.1.6 Contact with Authorities 
Co-operation with external organisations is through establ ished Fujitsu Corporate channels. 

• Contact with law enforcement authorities, government vetting agencies and Centre for 
the Protection of National infrastructure', will be maintained by Fujitsu Group Security. 

• Contact with regulatory tidies and the Information Commissioner will be maintained by 
Fujitsu Group Legal. 

6.1.7 Contact with Special Interest Groups 
General contact with special interest security groups and best practice security organisations will 
be maintained by the Post Office Account Security Team but only via voluntary, individual 
membership of,such groups and any value added provided by Fujitsu individual membership 
shall be Viewed as, a benefit to POL. 

All areas of Information Security are subject to regular independent reviews. As documented in 
the POA Audit High Level Plan these include: 

• ISAE3402 — Annual external audit conducted by Ernst & Young to support POL Financial 
Reporting. 

• PCI —DSS — Annual requirement from POL who own and manage the audit. 
• ISO/IEC 27001:2005 - Annual POA Accreditation which is part of Fujitsu Certification and 

own by the CISO. 
• LINK Audit — Annual audit conducted by POL external auditor. 
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6.2.1 Identification of Risks Relating to External Parties 
The risks associated with access to POA information and information processing facilities by third 
parties will be assessed and appropriate security controls implemented in line with HNG-X 
Information Security Risk Management Procedure (Ref:- SVM/SEC/PRO/0033). 

These controls must be agreed, documented and defined in agreements with any; external 
parties. 

Physical access to any POA processing faci l ities provided by Fujitsu shall not be provided to third 
parties until all security requirements have been satisfied and evidence recorded. 

POA wi ll create and maintain a register of external parties with co,: .ection : o Se; ices provided 
to POL. 

6.2.1.1 3rd Party ConnectIvIty 

As described in the HNG-X Network Architecture (Ref ARC/NET/AI { :01) Third parties wil l 
connect to a Transit LAN. The Transit LAN is considered to'be the boundary between the HNG-X 
network and any externally administered organisation that ;HNf3-X connects to. 

The transit LAN exists both for security 
HNG-X and that organisation 

an uInambiauous demarcation between 

Prior to any off shoring work undertaken, staff must refer to the CESG Good Practice Guide No 6 
to Off Shoring Managing Security Risks. 

Note:- POL have a requirement to advise Government clients of any off-shoring of any 
service/support service which may impact upon Government information/data. 

6.2.2 Addressing Security when Dealing with Customers 

Any customer access: to POL Account information will be subject to the requirements of the HNG-
X Account Information Security Pol icy (Ref:- SVM/SEC/POL/0003) and applicable components of 
this ISMS Manual. 

6.2.3 Addressing Security in Third Party Agreements 
rs of goods and services to Fujitsu that support the Services provided to POL must be 
to formal agreements, using the (Fujitsu) Generic Supplier Contract Template (or 
ant) document as a baseline standard. 

The Ariba system is Fujitsu's standard toolset for the Managed Procurement Cycle and 
Contracting with Suppl iers processes and captures all evidence of compl iance with and approval 
of the project steps belonging to these processes. It also captures Third Party Governance. 
(http://www.cafevik.fs.fujitsu.com/00110/manageprocurement/Pages/home.aspx ) 

Individual agreements with suppliers of standard COTS components are not required provided 
that there is clear evidence the components meet all security, regulatory and contractual 
requirements. 
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7 Asset Management 

7.1.1 Inventory of Assets 
Asset identification and recording is a key aspect of Information Security management and is the 
maintenance of correct and up-to-date asset information is key to a number of business 
objectives as described in the Information and Technology Group Hardware Asset Management 
Policy (Ref:- ITGSM-POL-003).

The POA maintains a Transfer Asset Management Database which is opeTy the Commercial 
Manager. This database contains the data maintained on all major asset hardàm, software, 
development, and data holdings held in an Access database which Is furth oc $ nted in the 
Transfer Asset Register Ref:- COM/MGT/REP/0001 . 

The Asset Register covers: 

• All assets employed by Fujitsu specifical ly for the delivery of the Services. 
• This asset register is a snapshot in time and details a"sets as at a'set moment in time 

and the impact of any changes due to the develobme~of`PUL projects that are in 
progress at this time are not included !

The register is structured according to theain c .;` .:i.s sset, namely: 

• Software 
• Hardware
• Documentation 
• Data 

The assets identified within the Database are shown where appropriate by their functionality ie:-
Production, Test and Development, Counter Estate, Supplier/Third Party. 

7.1.2 Ownership of Assets 

All assets issued as part of the POA HNG-X Service will be assigned an owner, who will be 
responsible for the asset as per the Fujitsu UK & Ireland Business Management System Security 
Policy'Manuat'. 

The owner may be a team, rather than an individual. Details of ownership must be documented in 
the inventory of assets which wi ll be reviewed regular (at least yearly) to ensure its accuracy. 

7.1.3 Acceptable Use Policy 

All personnel using Fujitsu Post Office Account and Corporate systems wi ll be subject to Fujitsu 
corporate acceptable use policies as captured in the Fujitsu UK & Ireland Business Management 
System Security Policy Manual, the Acceptable Use of IT Within Fujitsu Services and the Fujitsu 
UK & Ireland Business Operations, Information and Technology Group Internal IT Policy 
(Ref:ITG-PO1). 
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7.2.1 Fujitsu / POL Classification Guidelines 
All information concerning POL and its contracted services, that are not in the public domain, 
shall be considered potentially sensitive and by default treated as private to POL and its 
contractors. 

Fujitsu has a formal approach to information classification documented in the Fujitsu UK & 
Ireland Business Management System Security Policy Manual. 

The POL Limited Community Information Security Policy for Horizon & Horizon Online tRe 
External Document - POL/HNG/CIS/001) documents the Information Security Classificatioi 
used within POL. 

All Users who have access to multiple sources of sensitive, persoft t contactual or financial data 
and whereby this information is then acquired or stored by them ruri.the r€sk.that the classification 
level (through aggregation) may increase /decrease and this tlst be revlewett and assessed. 

The current Fujitsu and POL approved markings cons 1 
has an optional qual ifier. 

7.2.1.1 Fujitsu Unclassified 

Information marked as Unclassified can be freely share( 
marking is optional where its use is unnecessary, hove 
some uncertainty about the classification to remove any 
would never be associated with a. qualifier. .; 

7.2.1.2 Fujitsu Res 

level and Fujitsu also 

le and outside of the company. This 
'rust be used where there may be 
guity. By definition, Unclassified 

This marking is used for information where there is no reason for disclosure outside of Fujitsu (or 
the 'qualifier' group If present) and where disclosure to unauthorized persons might cause minor 
damage. 

Examples are company announcements on business plans and internal telephone directories. 

7.2.1.3 Fujitsu Confidential 

This is used for informationwhere unauthorised disclosure (even within Fujitsu) would cause 
significant harm to our interests. This would normally infl ict harm by virtue of financial loss; loss of 
profitability or opportunity; embarrassment or loss of reputation. 

les are sensitive customer information, negotiating positions, market assessments, or 
:itive information, and technical information that could impact the security of IT systems. 

7.2.1.4 Fujitsu Secret 

This is used for information and material of an extremely confidential and sensitive nature, or of 
strategic importance, the disclosure of which could cause grave damage to the interests of the 
Company. 

Examples are high-level business and competition strategy and plans, very sensitive competitor, 
partner or contractor assessments, patent secrecy information: and information, including 
passwords, vital to the security of IT systems. 

7.2.1.5 Fujitsu Optional Qualifiers — Eyes Only 
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This indicates the scope of data disclosure (e.g. Fujitsu UK&I Eyes Only or Appl ications Services 
Eyes Only). 

7.2.1.6 Fujitsu Optional Qualifiers — Commercially Sensitive 

This appl ies to information and material which is intended to be shared with a l imited number of 
third parties for business purposes and where disclosure would not result in any significant 
impact to either Fujitsu or the recipient. It would be used in conjunction with Fujitsu Restricted. 

This appl ies to information and material, the unauthorized disclosure of whichcould cause 
embarrassment or might be detrimental to the interests of the Company, but which nevertheless 
can be shared with third parties if necessary for business purposes. It would Usual ly be used with 
Fujitsu Confidential but could be used with Fujitsu Restricted (ie this document) 

7.2.1.8 Fujitsu Optional Qualifiers — Personal Addressee On 

This is used where a confidential document is sent to a person where access should be limited to 
the owner, their delegated representatives, and the intended recipient:of the document. An 
example would be a letter re pay increases. Where the document contains personal information, 
it would have a handling marking of Fujitsu Confidential. 

7.2.1.9 Fujitsu Optional Qualifiers — Staff Restricted 

This is used for matters relating to staff and theiiservices, where the subject matter under 
discussion could apply to a group ottistaff,and where disclosure or unauthorized access could 
lead to commercial embarrassrnerit or staffdiscontnt. Examples are bonus scheme details and 
warnings over discipl inary matters not attributable to`an individual. 

7.2.1.10 Fujitsu Optional Q onal Information 

This marking should also be used for Personal Information requiring special handling. This 
comprises sensitive personal information as described in the UK Data Protection Act along with 
other personal information that Fujitsu believes should be subject to similar protection. 

Any document containing such personal information should have a handling marking of Fujitsu 
Confidential or Fujitsu Secret. 

7.2.1.11 POL Confidential 

"Information that has been assessed to be of a sensitive nature and likely to cause damage 
following unauthorised disclosure. Personal data (as defined by the Data Protection Act) is 
classi led as confidential. Personal data includes customer account numbers and any transaction 
data associated with them. FAD codes are sometimes used for authentication purposes and must 
therefore be treated as CONFIDENTIAL. Transaction records that do not identify a person are 
confidential on bulk data/reports only. Transaction receipts for individual transactions do not need 
to be labelled as CONFIDENTIAL, since they are intended as a receipt for a transaction by an 
individual". 

7.2.1.12 POL Strictly Confidential 

"Information meeting the classification standards of government departments, the security 
services, cl ients, or assessed to be so sensitive that unauthorised disclosure would cause acute 
organisational damage. 
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Information identifying cash handling staff, routes and/or timings is STRICTLY CONFIDENTIAL. 
PIN data and all encryption keys are also interpreted as STRICTLY CONFIDENTIAL". 

7.2.1.13 POL Internal 

Al l other information must be classified as INTERNAL unless specifical ly authorised for release. 

7.2.2 Information Labelling and Handling 
Data handling guidance is a corporate responsibility and is captured in Fujitsu UK & Ireland 
Business Management System Security Pol icy Manual and the Quick Reference G'ul .e - Fujitsu 
UK & I — Information Classification Matrix. 

All documentation and displayed output from POL systems containing r rmalion ciassi509. - s 
Confidential or Strictly Confidential must carry an appropriate classificat abe ,;Fujitsu 
Restricted documents containing sensitive information shall be st with ` he scre library in 
Dimensions according to the labelling and handling requirements 

POA information, which supports delivery of the Service, that requires ;protectrrtn from 
unauthorised access (whilst not exhaustive) includes for exampte,

• The business data exchanged with POL. and its clients (e.g. reference data to support 
EPOSS and transaction data resulting from Post Office counter activities.) 
Business data is transferred between P0L, POL Clients arid the POA Data Centres and 
between the Data Centres and the Post Office branches. It is stored at the main 
operation systems and also in archives. Some data is also available for management 
services via the SMDB. 
POA Classification: Fujitsu Restricted. 
POL Classification: Confidential 

POA business management data - financials, service level agreements etc. 
Confidentiality and integrity requirements exist for much of this data. The Management 
Information System collects this data from the operational systems. This is then 
forwarded as appropriate to,;POA sites, POL. and their Cl ients. 
POA Classification: Fujitsu Restricted 
POL Classification: Internal - the inclusion of any personal data (as defined by the 
DPA) in this category, escalates the POL classification to Confidential 

rmation contained in documents exchanged between POA and POL in the course of 
al business communications. 

A Classification: Fujitsu Restricted 
L Classification: Internal - detailing security breaches or potential security 
aches, escalates the POL classification to confidential. 

Okl supporting the business processes such as training data (special, non-sensitive, 
business style data used in training sessions) and on-line documentation 
POA Classification: Fujitsu Restricted 
POL Classification: Internal 

• Operational systems data such as the software, configuration information, Tivoli scripts, 
system management event logs etc. This information must be held in Dimensions 
Document Management and associated configuration management servers and is 
subject to change management access controls. 
POA Classification: Fujitsu Restricted. 
POL Classification: Confidential 

• Security information about users, Sensitive personal data, details of security 
Investigations, keys, security audit logs etc. 
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POA Classification: Fujitsu Secret. 
POL Classification: Strictly Confidential 

In addition, POL has specific requirements for the handling of Cardholder Data and 
Sensitive Authentication Data (see Glossary for definition): 

• Sensitive Authentication Data shal l not be stored in any file or database including log, 
audit or diagnostic files after a transaction has been authorised even if the data is 
encrypted. Such data shall also be deleted after use. 

• Cardholder Data shal l be rendered unreadable anywhere it is stored (including data on 
portable media, backup media, and in logs) by using any of the following approaches: 
One-way hashes (hashed indexes) such as SHA-1, Truncation, Index tokens and PADS 
with the PADs being securely stored; Strong cryptography such as triple ;DES 128-bit or 
AES 256-bit with associated key management processes and procedures,'' 

• All Sensitive Authentication Data and Cardholder Data shall be encrypted using 
approved algorithms and encryption protocols whilst in trans It over any public: network. It 
is prohibited to send unencrypted PANs by e-mail. Approved algdr thin s are 128-bit 
3DES (as per ANSI X9.52) and 256-bit AES (FIPS 197). Approved encryption protocols 
are SSL v3 / TLS, SSH, IPSec, and PPTP, In all other respects Sensitive Authentication 
data and cardholder data must be treated as POL Confidential: POA Fujitsu Restricted 

Any exceptions to these policy requirements will be specifically agteed in writing in the document 
entitled "Security Constraints" (ARC/SEC/ARC/0001) 
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i 
■ ThMIRiflLYiiiI1ii

8.1.1.1 Professional Communities 

Fujitsu has a Professionals Communities Policy which stipulates that the de v . pment of its 
employees is best served by defining and maintaining a set of Professional ~rstunrtres. These 
Professional Communities define and support capability development of emp'oyees. 

The Professional Community structure provides a framework for em ee ttiaconnect with 
groups of people with similar skills and objectives. 

These groups are aligned to an organisational structure tha o s'` e business needs 
of our customers. ; ,, :.. 

All employees within Fujitsu are members of a Professional Communiy which is consistent with 
their role. 

8.1.1.2 Job Descriptions

Al l personnel engaged on the Fujitsu POA will have Job Descriptions and 1 or Terms of 
Reference for their position. 

Where POA Staff have specific Informatior'r cur Lfesponsibilities these will be defined in 
documented job descriptions and :is further documented in POA Security Roles and 
Responsibilities (Ref—:- SV► ECtM 'J/2220) 

Generic security responsibilitie r 
alxn ,

N1be included in all role descriptions or objectives 
for the appropriate proofesslon ~ 

8.1.2 Screening 

8.1.2.1 Employee Background Checks 

L I . Futft y ca4 out Personnel Vetting in order to confirm identity, honesty, integrity and right 
Co rk Irf ,•,,,e U achieve this Fujitsu uses the Fujitsu Personnel Vetting Standard as 
captx ~~je Exp anatory Notes and Application Form: Fujitsu Personnel Vetting (Ref:- FPVS v 

1) 
t

l. 
Sorne'of Fujitsu's Commercial clients, however, from both Commercial and Government sectors, 
require add'tional checks to the FPVS to be made before individuals are permitted to work on 
their accounts. 

Completion of the Pre-Employment Screening process is a mandatory condition of employment 
and must be completed within two months of an employee's start date or referral will be made to 
HR which may affect the continuation of employment. 
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Requirements for further pre-employment checks for POA Staff are outlined below. It is the 
responsibility of the hiring manager to ensure that employees have the appropriate level of 
security for their role. 

• Additional security checks, in accordance with POL vetting procedures, must be 
performed for all POA engineer staff that requires access to Post Office branches in 
order to undertake development, support or maintenance activities. 

• Satisfactory Credit Reference Bureau checks will be required for all POA Staff who have 
access to financial information contained within Post Office systems. 

• Criminal Record Checks will be carried out on POA Staff. This will be done as part of a 
UK Government specified Baseline Standard check. 

• Higher level UK Security Clearance may be required for indlvlduaIswhlr aug a ess to 
POL information classified as Strictly Confidential. Advice shoui(e ghf, front .
Chief Information Security Officer who will confirm the requiremetitwifR:" ;.,, L on a case 
by case basis. 

When an existing Fujitsu employee transfers to work on the POA then th w1fl manager must 
ensure the employee has either satisfied the checks above &t lr t thethecks ate performed if 
the employee has not already been fully checked. f , 

8.1.3 Terms and Conditions of Employment 

8.1.3.1 Employee Contracts 

Al l personnel engaged on the Fujitsu Service' Poet Df e Account will have a signed contract of 
employment. 

The employment contract stipulates that ,t s r-,andatcry to follow all Fujitsu HR and Information 
Security Policies. _> 
The Fujitsu Welcome on Board Pro 

. 
 , o integrate the employee into their 

new/changed environment and . . Ide with appropriate tools and information to enable 
them to become effectwe iqØeir n dole"quickly and introduce employees to key policies and 
procedures governing thetvuork 

8.1.3.2 Third Part,

As pre u lcaptured'tParagraph 6.2.3 suppliers of goods and services to Fujitsu that support 
the Se ces oided to COL must be subject to formal agreements, using the (Fujitsu) Generic 
~pplier ntra template (or equivalent) document as a baseline standard. 

Ii vi't eemehts with suppliers of standard COTS components are not required provided 
that there çar evidence the components meet all security, regulatory and contractual 
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All L'se Managers are to ensure that POA staff and contractors apply security in accordance with 
agreed Fujitsu and the POL Information Security Policy (Ref:- SVM/SEC/POL/0003 and 
supporting procedures. 

8.2.1.1 Intimidation 

There is always a risk that employees with access to sensitive material cd € under form 
of intimidation. Employees who have been, or are subject to intimidation should attempt to 
contact their Line Manager or whoever they report to on the POA either directly or; indirectly as 
soon as it is safe to do so. 

Intimidation is considered a form of Bullying or Harassment and aan ca iq should be in 
accordance with the Bullying, Harassment and Victimisation Poltcy. . 
Employees should not knowingly endanger themselvqi others intsl to protect company or 
client assets from theft or damage by criminal entities 

8.2.2 Information Security Education and Training 

8.2.2.1 Fujitsu Post Office Account Information Security Awareness 

The CISO and the POA Information Security Ma ement Team will promote Information 
Security awareness and explal he importai a itase of Information Security controls. 

The Security Communicati , Str` j;. y (Ref:4 VM/SEC/STG/0739) will promote Information 
Security awareness and expl the 1 orta and use of Information Security controls. This 
includes Information., Security' tlng a8 art of Fujitsu POA induction courses for new joiners to 
the Account. All e :playees, d where relevant, third party users, will receive appropriate 
training and regular updates in organisational policies and procedures. 

8.2.2.2 Mandatory Fujitsu Internal Information Security Awareness 

Al l Fujitsu Services emltyees are mandated to complete Information Security Awareness CBT 
annually__

MdItionaN  there *fee other Information Security related CBT s that become available from 
I u1ltsu CQr rate including, but not limited to:-

m Data fandling 

. Date Protection Act 

Any member of POA Staff failing to adhere to the HNG-X Information Security Policy, associated 
Information Security procedures and instructions may render themselves liable to disciplinary 
action in accordance with the Corporate Fujitsu Conduct Policy and Fujitsu Conduct Guidelines. 
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When a member of the POA staff exits or transfers from the Account it is the Line Manager's 
responsibility to ensure that all assets; including information, software and hardware assets are 
reviewed and returned and that access rights are reviewed and where applicable revoked or 
adjusted upon change. 
Any specific security responsibilities of the departing individual must also be review and 
reallocated, as necessary. 

to w 

3.3.2 Return of Assets 
Al l POA Staff must return all of POA Assets in their possession up a minataon of their 
employment, contract or agreement. ;

When a POA Staff member leaves or is reassigned Line Managers mustfollow`formal HR 
procedures to ensure the return of all POA property w#t r lappllca s will include return of 
all POA equipment and software licences. The line ma a must ensUt that any POA data 
which is held on personally allocated computers is rem d

In accordance with the Corporate Leaving El ployt nt Pay and Internal IT Policy (Ref ITG-
01)all IT assets must be returned to the  1ral eqi. ment`" :anagement service. Equipment 
should not be redeployed locally. 

3.3.3 Removal of Access Rig
The access rights of al l POA staff to informath and information processing facilities must be 
removed upon termination of': it e n loym %contract or agreement or adjusted upon change 
of company assignment or rol ;,..c~lu king their rights to the system and escorting them 
from POA premises docuj I të1:n th ost Office Account User Access Procedure (Ref :-
SVM/SEC/PRO/0(l#2) ..;

When staff rp aers move' hin the Account, computer access must be modified or terminated 
as approprt a to't r chang _.;:. .,role. 

Line tan rs must"  ure that individual access, roles, permissions and capabilities to both 
physi an'..:':.,forma:io ;:.,:systems are revoked on termination of employment. 

up, '; tern``" 'fty or generic administrator accesses using shared, default, or known -
c ssw" safe combination numbers, etc, must be changed on the departure of a 

e team; this too is a Line Management responsibility. 
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9 Physical and Environmental Security 

9.1.1 Physical Security Perimeter 
Group Property and Group Security have ultimate responsibi lity for physical security at al l sites 
used by the Post Office Account. 

The POA CISO is responsible for working with Group Property and Group.Security to ensure that 
the appropriate physical and environmental controls are in place, based on' 

risk .assessment, to 
protect assets from unauthorised access, damage and interference in 

line 

with POA 
requirements. 

All physical perimeters of Fujitsu POL Account sites are clearly defjbled.a.nd site sect Pity 
personnel at Fujitsu POL Account sites maintain an approprtate levdof C trotover the physical 
security perimeter of each site deploying security barriers, er1t icontrOts, CC"#"tu 'security fences, 
special lighting etc as necessary. 

Within all POA sites consideration is also given to any se y threats presented by neighbouring 
premises 

Intrusion detection alarm systems must be u fV1Vstalt ions which are left unattended and 
Alarm Systems must be tested regularly antnaint .led to Manufacturers requirements. 

There are regular visits by Fujitsu Corpora 
levels of physical security ensuring:: •< 

Data Centres providing processirt ..facilitie"' 
physical security than general offices even 
Fujitsu Corporate profile.

sites to maintain the appropriate 
are introduced. 

ffice data will have much higher levels of 
it outward appearance may portray a lower 

All Fujitsu Data Centres are atJ ted fr in accordance with the Group Security Site Audits 
Process (Ref:- GB/BSA/0002) Hi''sicarsecurity and the POA wi ll work closely with the Data 
Centre Managers to ensure Mat anyy,1 servations are acted upon. (It should be noted that this is 
not just limited the activities conducted by POA sponsored external auditors). 

In short, an'1'0111IPOL sen ye information, wherever it is stored, must be physically protected 
in l ine with the Information Security Policy and Contractual obligations. 

9.1.2 t . Physical Entry Controls 
net ..ph IcaI access is the responsibility of Group Property and Group Security has ultimate 

res.rësppnsl 4 r physical security at all sites used by the Post Office Account. 

Data centres providing processing facilities for POL data have very high levels of physical 
security; and access is in accordance with Data Centres Site Access System: User Guide (Ref: 
ISN001021). 

POA visitors to POL sites wil l be subject to any POL screening/vetting procedures and must 
abide by processes and procedures for such visits provided to the by POL. 

The Fujitsu's POA employs a best practice approach to securing offices, rooms and facil ities 
across all sites, including a Clear Desk Pol icy. 

©Copyright Fujitsu Ltd 2014 FU JITSU RESTRICTED Ref: SVMISEC/MAN/0003 
COMMERCIAL IN CONFIDENCE Version: 5.0 

Manual Date: 30-Apr-2014 
UNCONTROLLED IF PRINTED Page No: 48 of 11 1 



FUJO0235006 
FUJO0235006 

- :-. . Post Office HNG-X Account ISMS 
Manual 

FUJITSU RESTRICTED 
COMMERCIAL IN CONFIDENCE 

In practice this means 

• Access to all secure areas is strictly controlled. 

• All papers, discs and portable media that contain Fujitsu's POA Information are to be 
stored in an appropriately secured place when not in use. 

• PCs and workstations are to be protected by passwords and, either locked or a 
password-protected screen-saver invoked when not in use. 

• Support functions and equipment e.g. photocopiers, fax machines must be sited 
appropriately within the secure area to avoid demands for access which:could 
compromise information. 

• Doors and windows must be locked when unattended and external.. protection must be 
considered for windows particularly at ground level. 

• Directories and internal telephone books identifying locations of sensitive processing 
faci lities must not be readily accessible by the public. 

+ The use of portable wireless devices, including items: such 
5.3=Ca l

is forbidden in 
areas where sensitive data is stored, processed or tràfl3jjitte and mobile 
phones with built in cameras are similarly prohhbi~ted 

9.1.4 Protecting Against External and Environmental Threats 
Detailed policy for Physical and Environment security of Data Centre environments 
(ISN/001377) is included in Fujitsu Data Centre Security Policies. 

The selection and design of a secure area must take account of the possibi lity of damage from 
fire, flood, explosion, civil unrest and other forms of natural or manmade disasters. 

Account should also be taken of relevant hearth and safety standards and consideration must be 
given also to any security threats presented by neighbouring premises. 

Hazardous or combustible materials rffust bestored securely at a safe distance from a secure 
area and bulk supply such as stationery must not be stored within a secure area unti l required. 

There is a Live artdTesWDR Data Centre. In the event that there is a disaster at the live site, a 
decision is required to invoke manual fail-over to the Test/DR Data Centre with RTOs of 2, 5 and 
48 hours depending upon the service. 

Data is replicated between the Live and Test/DR Data Centre in real time, over the inter-site link 
in order to avoid the delays, costs and security risks inherent in moving data physically and to 
meet agreed RPQs. 

There is sufficient resi lience built into the Live Data-centre to minimise the risk of equipment or 
service failures invoking the HNG-X Data Centre disaster recovery plan. 

9.1.5 Working in Secure Areas 
Information processing facilities for POL data must be housed in secure areas in accordance with 
the Fujitsu UK&I BMS Security Policy Manual . 

Managers responsible for secure areas must ensure that access rights to secure areas are 
regularly reviewed and updated at least monthly. 
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Information processing facilities managed by POA must be physical ly separated from those 
managed by third parties. 

Physical and logical segregation of POA Assets from other Fujitsu contracts must be maintained, 
however shared use of data centres, server rooms and environmental facil ities is permitted. 

Security measures associated with installed equipment must take these factors into consideration 
to reduce POA's risks to an acceptable level. 

Simi lar considerations apply to POA Assets at other non-POA sites (e.g. AP Cl ient sites). 

Unoccupied secure areas must be physically locked and subject to at least daily periodic checks, 
and there must be physical protection and guidelines for those staff working in secure areas. 

Access to sensitive information and information processing faci l ities must k.e ;nontrolled,and 
restricted to authorised persons only. Authentication controls (e.g. swipe card plus PIN) must be 
used to authorise and validate al l access. An audit trail of all access must be maintained 
securely. 

9.1.6 Public Access, Delivery and Loading Areas 
The Fujitsu UK&I BMS Security Pol icy Manual specifical ly states that Public access to Fujitsu's 
POA sites wi ll be through main entrances. . 

Additionally there is clear direction that where POA si 
then these wi ll be monitored when in use by the si:te. s 
CCTV. 

delivery and loading areas 
r directly or via the site 

i the loading bay or delivery area. 
when not in use. 
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imJ.1iiR1ill r.iiwiii.I  i 

In accordance with the Fujitsu UK&I BMS Security Policy Manual all equipment should be located 
so that it avoids unnecessary access into work areas. Sensitive network devices including 
servers, routers, firewall etc will be located in secure areas which with some except s to meet 
business requirements shall be in Fujitsu Data Centres. , I L'1
All printers located in secure areas should be used only used by those processing information in 
secure areas. General printing shall be conducted outside secure areas.' ppo lnctions and 
equipment ie photocopiers, fax machines must be sited appropriayto a dei l ~tds for 
access which could compromise information. V

9.2.1.2 Positioning 

All equipment in secure areas should be positioned so that'r enitors cannot be viewed by 
personnel outside secure areas. 

All desktop monitors should be positioned sst that tkiey cannot be viewed by personnel external to 
the building or from general public areas

9.2.1.3 Environmental Conditions  

Excessive heat and humidity can have an adverse affect on the performance of technology. Al l 
equipment placed in racking shy li i<'ave sufficient gaps to allow air flow and when necessary fans 
shall be used to cool the room 

Secure areas shoulc e as dust free alj ble and consideration should be given to using 
keyboard membranes. ltould'the riistlevels warrant them. 

9.2.1.4 PreventiOnf Accidental Damage 

There shall be no ea'.:  or drinking in secure areas although eating and drinking is permitted at 
normal dsk€ors. .. 

9.2.2 Supporting Utilities 

9.2.2.1 Inspections 

The inspection and maintenance of supporting utilities of Fujitsu locations providing Services to 
the POA is the responsibility of Group Property and is in line with the Fujitsu UK&I BMS Security 
Policy Manual. 

Fujitsu Data Centres are audited frequently in accordance with the Group Security Site Audits 
Process (Ref:- GB/BSA/0002).and they hold current ISO/IEC 27001:2005 Certification. 

9.2.2.2 Uninterruptible Power Supplies (UPS) 

All critical system components should have a UPS attached so that an orderly shutdown of 
equipment can be carried out in the event of a power outage. 
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Plug sockets or multiple adapters shall not be overloaded and surge protection devices should be 
applied to critical system components. 

9.2.2.3 Emergency Contingencies 

All key staff members maintaining critical system components should know the location of 
emergency power off switches in case the need arises for a rapid power down in case of an 
emergency. The building emergency lighting should activate in case of main power failure. 

As described in HNS Data Centres Blueprint for Availabi lity Management (Ref:- ISN00'1376) Data 
Centre Managers are ultimately responsible for all IT and infrastructure and the avtl ibiltty 
thereof of all equipment within the Data Centre(s). 

Owners of equipment must ensure that it is correctly maintain ..M„ :.er`t le Its tinned 
availability and integrity. 

HNS Data Centres Blueprint for Availabil ity Management ,(Ref:-.ISN001376) Data Centre 
Managers are responsible for planning all maintenance and testing activities related to ensuring 
continuous availability is achieved. 

9.2.4.1 Faults 

All faults with Fujitsu assets are to :b reported i4 the Fujitsu Services 7799 Helpdesk in line with 
the requirements set out in the Fujitsu UK&IBMS Manage Incidents Policy (Ref:- SM-5). 

Hardware or Software errors .within I:the HNG-X environment are reported to the Service Desk and 
managed to closure in accordance with the POA Operations Incident Management Procedure 
(Ref:- SVM/SDM/PRO/0018). 

Within Data Centres the Break-Fix Data Handl ing SOP (Ref:- ISNO7358) covers the end to end 
process for dealing with the handling and processing of faulty parts within the Data Centres 

9.2.4.2 MaintenanceSched 

All equtpment, shall be maintained in accordance with the manufacturers' instructions by qualified 
and authorised maintenance personnel. A record is to be kept by owners of all maintenance work 
berried odt, 

9.2.5 Security of Equipment Off-Premises 

Off site equipment must be stored securely and adequately protected. Additionally equipment 
movement must be control led and subject to appropriate authorization. 

Regardless of ownership, any use of POA IT equipment by Fujitsu POA personnel outside of al l 
POA premises must be authorised by Line Management who is responsible for ensuring that the 
user is aware of the security requirements and the access controls requirements. 
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The Information and Technology Group Care of IT Equipment Policy (Ref:- ITGSM-POL-0017) 
requires that all permanent, temporary employees, agency staff and contractors are required to 
take all reasonable precautions to ensure the safety and security of IT equipment in their care. 

9.2.5.1 Security Advice — Top 10 Tips to Protecting Laptops and Portable Media 

There is guidance on the Fujitsu UK& I Security Portal for Fujitsu staff in protecting laptops and 
portable media:-

Only devices registered with and provided and built by Fujitsu may be connected to the 
Fujitsu network. Item such as Modems, PDAs, Mobi le Telephones and other such 
peripherals must not be connected to a PC or laptop which is or can be alst : ..onnected 
to any network that is supporting the Fujitsu business. Such action iayy inad ently 
enable unauthorised users to access Fujitsu systems. t ,.,_,.. 

• Never leave equipment unattended in a public place. Most hotels provide safes, either in 
rooms or at reception: use these to store valuable equipment and information when not 
in use. w Vii. M1•"O 

• Avoid displaying any sensitive information on your C' mscreen iii lic place — you 
never know who may be looking over your shoulder : 

• Make sure that your password is a mix of at least eight alphabeticand numeric 
characters. A password can be made stronger if desired or„if required to meet a specific 
standard by increasing the number of characters and using Lipper and lower case and 
punctuation symbols. 

• Before you take your laptop out o le offs  a 
sure 

the hard disk is encrypted. 

• When travell ing by car laptops mus Cored out of sight in the boot of the car and 
must not be left in unattended vel . s ays put your laptop and valuables out of site 
prior to starting your journey as it ms jjpwi1ttthat thieves can wait at traffic lights watching 
for cars to stop and then stealing items by simply opening the car door. 

• You must not take your laptop or mobate anywhere outside the UK without written 
approval from your line manager, 

• Non-Fujitsu laptops must noEbe connected to the Fujitsu networks in any way or used to 
store company information. 

—3r 
• If y ha n RSA Token, do not store it with your laptop, keep them separately. 

• The use of nt rt encrypted USB devices is prohibited. 

9.2.6 Secure Disposal or Re-use 
The reuse, resale and safe disposal of redundant IT equipment within the POA is provided by 
Fujitsu's Supply and Lifecycle Services based in Warrington under the Manage Recycle Service 
(Ref:- SC002). 

The Service cover all aspects associated with the recycling and refurbishment of IT equipment; 
from cleaning, auditing, data purging, testing and disposal and in addition Supply and Lifecycle 
Services provides a guarantee of compl iance with all environmental legislation. 

Removal and or Destruction of Electronic Media (Ref:- SVM/SDM/PRO/0039) defines the 
procedures for handling the removal and or destruction of electronic media that is faulty, or 
requires replacement that holds (or may have held) Sensitive information. 
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The removal from site of any equipment (not personally issued laptops etc) which may have been 
used for storage of sensitive POA or POA data and information must be authorised in advance 
by appropriate Line Management avoiding any conflict of interests. 

The Fujitsu UK&I BMS Security Pol icy Manual requires that all equipment moves (with the 
exception of the personal allocation of Laptop PCs, PDAs, mobi le phones or othawc...equipment 
specifically allocated for personal use) are to be registered on the relevant equip t asset 
register in accordance with the relevant Asset Management process. 

.,,. 

I I is 17 

The Data Centres Data Handling Policy (Ref:- ISN006632) is co  yvit ujitsu porate 
policies on handling and transporting data and media (as captured f;:a UK ' BMS 
Security Policy Manual) and explicitly states that with the e( p9on rea ` < >..;: requirements 
(Break-Fix Data Handling SOP (Ref:- ISN07358))an MSC must'" '' i 1 by the account for all 
transportation of Data and Equipment irrespective of Octive Ma  'This MSC must detail 
the name of the courier or Trusted Person as well as t :`Pt ttve Mar`Tg or labelling of any 
data. 

9.2.7.3 Security Staff -- Random Checks , 

The Fujitsu UK&I BMS Security Policy Mariil i s t Security employees may 
undertake random checks to ensure ;th op .being removed from Fujitsu UK&I premises 
(with the exceptions stated abo. *) has the eor e't authorised documentation. 

9.2.7.4 Decommissionin 

All decommissioning ;lust tak :.uhtt te removal of any sensitive or confidential information 
stored on any hard} ardor ctror pieda including backups and must ensure that any 
equipment that, €: of req c d is sect.ffély stored and documented or disposed of in a secure 
manner (inclu4rrt network '• .. ipment). This includes all equipment used to provide the POA 
service.  
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10.1.1 Documented Operating Procedures 
The Configuration Plan for HNG-X (Ref:- PGM/CM/PLA/0001) provides an overview used to 
provide version control and Configuration Management of al l Software, DocumentManagement 
and Change Management configuration items used within the POA solution. 

Documents are considered by the POA HNG-X Programme as configurable items and managed 
as such, with unique identification and strict version control. Documents are defined as outputs 
from each of the programme lifecycle stages which describe and support t#te d6tivery of 
applications and environments for the HNG-x solution. These are Controlle ocu s and wil l 
reside in the HNG-X Dimensions configuration management database: < : 

This is also the case for documents originating from sources Ana FujI 

Operating procedures must be treated as formal documents They m.•ust have a named Owner 
and a Security Classification applied and any Changes must eny be made after approval by 
authorised management. 

10.1.1.1 Support Guides 

The HNG-X Design & Build Methodology Ir ptermentatiort:& Support Documentation Process 
(Ref:- PGM/PAS/PRO/0007) states;tl'te requirem'tjent for a Support Guide (SPG), which wi ll 
provide technical support staff with information to enable them to support that system once it has 
gone live. 

Support guides are also required byithe End W. End Appl ication Support Strategy (Ref:-
SVM/SDM/PRO/0875) and generally written by a combination of the architect / designer for the 
product and the developers of that,product.and are based on the DEV/GEN/TEM/0009 document 
management template 

10.1.2 Change Management 
Changes to the provision of services, must be formally managed, taking account of the criticality 
of business systems and'brocesses involved and the re-assessment of risks. 

a dedicated Change Management function governed by the Fujitsu Manage 
>M-3) and Manage Change Process (Ref: C-MSv1.5). 

on Security is an integral component of the POA Change Management function and is 
id by the Account Security Management participation in the Change Boards (PCCB & 
d the Managed Service Change (MSC) process. 

The Change Boards have the total authority and responsibi lity to accept, reject or defer a Change 
Proposal (CP) irrespective of its origination (Customer or Internal) and as such acts on behalf of 
the POA Management Team. 

10.1.2.1 Change Owner 

This is the individual who owns the change and wi l l progress it through from inception through 
impacting to Board Presentation, agreement to implementation, support and finally to closure. 

The Change Owner has the following responsibilities:-

• Understand and own the business need identified within the CP on behalf of the POA. 
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• Ensure the requirement is clearly identified on the CP and ensure that it is understood 
and supported. 

• Be fami liar with and agree all documentation prepared for the Change Boards. 

• Where the change Is a Change Request (CR) or Request for Work Package (RWP) 
related construct and complete Commercial Terms (CT) and/or Change Control Note 
(CCN) for presentation to CCB prior to submission. 

• Review impacts, comments, assumptions entered against the Change before attending 
the CCB, resolving and mitigating all issues. 

• Ensure that all aspects of the change have been considered and any associated costs 
are included in the impacts to be presented. 

• Attend the CCB to represent the Business Case for the CP. 

• Ensure that any impact on the HNG-X Release Plan is included inj . "the Change and the 
submission to the CCB (having been discussed with the relevant 

X 

. ,: . 
ase 

Manager). w ' 

• Ensure that all changes presented to CCB are target an agreed specific 
Maintenance Release Slot or Major Release where softw delivery is required. 

• Ensure that all changes presented to CCB include fu1Elfe-cycle casts i.e. on-going and 
support costs, not just one-off project costs, which shoUtd have been communicated to 
and agreed with Finance before presentation.

10.1.2.3 Technical Sponsor / Service Delivery Manager 

The Technical Sponsor is the named individual who approves all the technical content of the CP 
and the Service Delivery Manager is the named individual who will lead on the Service Delivery 
aspects of the Change. 

Collectively their responsibilities are:-

• Confirming that the requirement is clearly documented. 

• The technical solution meets the requirement and Is in line with the solution architecture 
and does not compromise the integrity of the solution. 

• Ensure that a migration path to the proposed change is documented. 

• Ensuring the solution is clearly documented within the CP. 

• Participating in a Design Approval Board (DAB) as required. 
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Accountabi lity of individuals is essential and segregation of duties wi ll be enforced where 
deemed necessary. 

It is the responsibility of Line Management to facilitate such separation and to brief staff on any 
special responsibilities in order to reduce opportunities for unauthorised modification or misuse of 
information or services. 

Specific requirements for banking keys are described within CS/OLA/051/052 and 
CS/OLA/051/053 for POA Network Banking Key Management. 

10.1.4 Separation of Development, Test and Operational Facilities 
Security testing is a critical part of the HNG-X programme. It is vitally important.to ensure tltt the 
security principles have been followed and that the subsequent security controls have been 

correctlydeployed € € Y

The test environments are 

• Solution Validation & Integration (SV&I) (Ref:-

Live System Test (LST) (Ref:- DEV/INF/LLD/ 1 

IRE19 will host the Live System Test (LST) and Systems 
environments during normal (IRE1 1 Live) operation.Tes 
network connection with operational systems in carefully 

The security testing process is an 
component testing of individual pl 
system testing. 

During each subsequent phaseol 
as the initial tests wi ll not need to 
features and the validation of ftre~ 

Development, test, and ope 
risks of unauthorisedacces. 

fourtdation b 

Bolt and Integrity (SV&I) test 
ns shall only share logical 
led circumstances. 

stringent and exhaustive 
software, as they are released for 

testing, it is expected that the security testing load will change 
re „repeated and the testing focus will move to cover integration 
all rules and access control lists. 

I  facilities must be separated wherever possible to reduce the 
ranges, to operational systems. 

10.2 Third Party Service Delivery Management 

10.2.1 Service Deliv 
h a number of 3rd Parties to deliver Services to POL and engage with 
lance with the Fujitsu UK&I BMS Procurement Master Policy (CMP24), 
and systems manage the POA's suppl ier relationships. 

The Ar-iba system is the standard toolset for the Managed Procurement Cycle and Contracting 
with Suppliers processes and is the central repository for all 3rd Parties engaged by the POA and 
the system allows the POA to capture all evidence of compliance with and approval of the project 
steps belonging to these processes. It also captures Third Party Governance and Supplier 
Performance Management. 

Within the POA, the management of 3rd Party Suppliers is governed by the Supplier Management 
for Non-Procurement Supplier Managers (Ref:- I-Mcol .3) to ensure the continuous ongoing 
management, assessment and evaluation of the performance of POA Suppliers. 
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Service Delivery Managers hold monthly meetings with Suppliers and produce a monthly report. 
These are in turn sent to the MI Systems Lead who collates the findings and produces a monthly 
Service Review Book and Dashboard which is presented monthly to POL at the Service Review 
Meeting. 

i[.W FIi IjLi1. 0 ' - 

All changes to third party contracts will be managed in accordance with POA Change 
Management procedures as documented in Paragraph 101.2. 
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10.3.1 Capacity Planning 
The HNG-X Capacity Management and Business Volumes (Ref:- PA/PER/033) documents the 
process of managing the business workload volumes that the HNG-X system wi l l support and the 
capacity required to support this workload under contract extension. 

The following agreed principles under which business volumes and capacity will be managed 
include:-

• Post Office estimates the business volumes that the system needsto support. As; part of 
this assessment they need to decide how much headroom or contingencyfor 
unexpected growth in volumes is required. 

• Fujitsu Services will support the Contracted Volumes and Implemerrt the infrastructure 
needed to support that level of business volumes. This infrastructt €e may be 
implemented in several phases if all of the additional oapacityis not 1'tGeded initial ly. 

• Appropriate lets are given against Service Levels if the business volumes are exceeded. 

• The Service Management Relationship will periodically review the actual business 
volumes handled by the system and projected future volumes, to allow sufficient notice to 
be given to allow any additional capaeityto<be installed. 

• Fujitsu Services shall maintain ther*tapacitymodel that is shared with Post Office. This 
allows the impact of changes to be jointly assessed: 

10.3.2 System Acceptan 
Acceptance criteria for new information systems, upgrades and new versions shall be 
established and suitable tests of the system, including any security requirements, carried out 
prior to acceptance. 

This is delivered under Project Management within the establ ished Corporate Customer Solution 
Lifecycle (CSLC). 

The CSLC defines how Fujitsu Services follows a lifecycle of ten stages from early prospecting, 
through contract approval and signature, to project delivery and subsequent ongoing service 

thin the Fujitsu's POA ISMS there are a number of activities that are required to occur within 
overall System Acceptance process. Key activities are captured as:-

10.3.2.1 Project Initiation Review 
The purpose of this formal Project Initiation Review is to confirm and ensure that al l project 
requirements, including definitions and control mechanisms are in place for full implementation of 
the plan/timetable and that the project has a sound basis to proceed. 

In addition, the Service Readiness Checklist should be used to guide preparation for acceptance 
and introduction of the final solution into the l ive service environment. 

Although this is the first formal documented project initiation review within the business delivery 
procedure, it is expected that the definition wi ll have evolved with the appropriate level of 
verification from project delivery managers during the bidding cycle. 

This is the formal confirmation, which authorises the definitive Project Initiation Document. 

©Copyright Fujitsu Ltd 2014 FU JITSU RESTRICTED Ref: SVMISEC/MAN/0003 
COMMERCIAL IN CONFIDENCE Version: 5.0 

Manual Date: 30-Apr-2014 
UNCONTROLLED IF PRINTED Page No: 59 of 11 1 



FUJO0235006 
FUJO0235006 

FUJiTSU Post ffice HNGX Account SMS 
Manua' 

FUJITSU RESTRICTED 
COMMERCIAL IN CONFIDENCE 

1WW*' '1  : • ,• TZ 

The CISO is a member of the Design Approval Board (DAB) which provides technological and 
financial approval based on strategic solutions, products, and technologies. The DAB assesses 
the submitted design and offers adjudication to the Designer. 

10.3.2.3 Operational Readiness Review 

The purpose of an Operational Readiness Review is to verify the readiness status of all activities 
and work streams within a programme, to ensure the successful transition into delivery. 

These reviews will cover the following areas:-

• Confirm the appropriate organisational structure 
• Confirm that effective governance is in place, both with the cu€ 
• Demonstrate that requirements are fully understood, the techni 

and governance of any third parties and the associated

The purpose of a Service Readiness Review is to ensure that 

ent 

es are ready for 
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10.4.1 Controls against Malicious Software 
HNG-X Architecture — Security Architecture (Ref:- ARC/SEC/ARC/0003) describes that the HNG-
X uses the Sophos anti-virus product and is implemented on all Microsoft Windows 2003 Data 
Centre platforms and Microsoft Windows XP Support Workstations connected to a Data Centre 
network (i.e. from a remote site). 

Anti-virus signatures and updates will be subject to LST testing to ensure their integrity and wil l 
be applied using the Tivoli software distribution system rather than the Sophos. management 
tools to ensure consistency of delivery to system-managed platforms. 

Anti-virus software will not be deployed onto either the existing Horizon \ ndowaNT Counters or 
onto any HNG-X Counter. 

Remote support workstations that are not under the control of the HNG X E..at :Centre wi ll be 
updated as required by the Fujitsu Corporate Security Policy dt 

cumeet. 

10.4.2 Controls against Mobile Code 
Mobile code is software code which transfers from one computer toafother computer and then 
executes automatically and performs a specific function with little or no user interaction. 

Fujitsu wil l use general ly industry accepted practises in the management of mobile code and wi ll 
apply suitable controls within operating systemspolicies end end user browser settings. 

The HNG-X Secure Coding Guidelines (Ref;- D V/APP/WKI/1979) provides a set of secure 
coding guidelines for developers and designers producing executable code and application 
configurations for HNG-X. 

HNG-X Java Coding Standards (Ref ;QEV/APP/WKI/0005) provides guidelines that should be 
used on projects that use Java as an Implementation language. 

These guidel ines aim to address the task of writing good maintainable code by defining 
requirements for::the mechanical aspects of implementation, such as, layout, comments, naming 
conventions etc. 

Specifically,°the objectives of these guidel ines are: 

To establish a common layout of source code. A common layout makes it easier for 
d.evetttpers fame iar with these guidel ines to maintain code that they are unfamiliar with. 

T ::improve the quality of code so that it is easier to understand, easier to test, and easier 
tQ maintain. For example, by specifying how some language constructs should be used 
common pitfalls can be avoided. 

To create well commented source code that will form part of the documentation of the 
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Data backups are an essential component of HNG-X and are potentially critical in ensuring data 
availability in the event of data corruption or system failure. 

Data corruption may occur as a result of user error, appl ication error, middleware error, 
hardware failure or firmware bugs. Data corruption means that the data is no longer readable, or 
is no longer the data that was written. 

In the context of POA HNG-X very l ittle data cannot be recovered from 
data in an upstream system or from a previous processing step. 

is 

The Backup and Recovery sub-system delivers the functional ity required three from data 
corruption and forms part of the overall solution architecture as r  Utred by

• Section 6, °`Availabil ity " - HNG-x Solution Architecture OutlI Re 
ARC/SOLIARC/0001)

• Section 52 .6, "Data Recovery" - System Qu Archltectt3 ef:-
ARC/PER/ARC/0001) 

A number of backup patterns are used in order to suit the application recovery requirements, and 
also to maximise the reuse of existing Horizon solutions where appropriate, as these are tried 
and tested solutions and the overall backup solution is described in HNG-X Backup and 
Recovery HLD (Ref:- DES/SYM/HLD/0015),, 

There is no "off-site" storage of dat -at< h 
duplicate copies, and all replication is via 
to transfer media between IRE :;and IRE1 

10.5.1.1 Symantec N 

site. IRE11 and IRE19 are used to hold 
etwork or the SAN. There is no requirement 

transfer is performed via the SAN. 

The HNG-X NetBackup Support Guide (Ref:- DEV/GEN/SPG/0005) provides a work instruction 
for Netbackup Operators performing Symantec NetBackups on HNG-X and POLMI. 

10.5.1.2 Oracle Recovery Manager 

Recovery Manager is a standard Oracle product that is used to backup the Branch Database, 
Branch Support=:Database, Network Persistent Store Database and APOP Database to Oracle 
Automath Storage:, Management disks. 

;t Branch Database Support Guide (Ref:- DES/APP/SPG/0001) and the Network 
nce Store (NPS) Database Support Guide (Ref:- DEV/APP/SPG/0027) have a backup 
werysections and depending upon requirements either a Ful l (Level 0) or Incremental 
database backups are written to both the IRE11 and IRE19 SANs. 
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The network architecture provides facilities to securely transmit data, to provide remote access 
and to segment networks. In addition analysis and reporting facilities are provided to report 
against SLAB and to enable base-lining and trending to be performed. 

The following facilities are supplied by the service; 

Provides secure network capabilities 

Provides network segmentation. 

Enables network analysis and reporting. 

Controls and manages network access control. 

Detailed information on the HNG-X network i 
Architecture (Ref:- ARC/NET/ARC/0001) 

10.6.2 Security of Network Services 
Network-based intrusion detection is deployed as 
This will provide notification of an attempted Qpp 
through malicious activity or malicig e. .: ::. 

This capability is provided usi 
(Ref:- DEV/INF/LLD/0051). 

Although these devices are 
as IDS sensors on selected tr 
assessment during t1 1DS dl 

HNG-X Network 

NG-X Data Centre infrastructure. 
stems within the Data Centre, 

appliances as defined in the IDS LLD 

Prevention they are deployed in passive mode 
raffic paths to be monitored were identified by risk 
are documented in the IDS Appliance LLD. 

'i' procesM— r new services, additional paths may be included in the 
01 .,,IDS Appliance LLD as required. 

the m nitoring of multiple physical network segments from a single 
s are designed to prevent traffic flowing between sensor ports. I.e. it is 
r ace to act as a Router and connect networks, thereby bypassing other 

sih. alerts of malicious activity, the IDS sensors will send feed event logs into the 
anagement service, to provide an audit trail and to enable additional event 
Firewall, Router and other network device logs. 

Intrusion attempts will be detected through the use of the Tivoli event management system and 
specifically, alerts raised as a result of failed attempts to logon or to access data with invalid 
permissions. 

i Muslim. 

1 •  . 
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The Removal and or Destruction of Electronic Media (Ref:- SVM/SDM/PRO/0039) defines the 
procedures for handling the removal and or destruction of electronic media that is faulty, or 
requires replacement that holds (or may have held) Sensitive information. 

This procedure is consistent with the Fujitsu UK & Ireland Business Management System 
Security Policy Manual requirements which also place the following policy requirements upon the 
POA:-

• Transferring data within Fujitsu UK&I or between Fujitsu UK&I and other parties such as 
customers, vendors or partners is an important part of business and must be achieved 
without loss, unauthorised disclosure or damage. 

Loss or unauthorised disclosure of data/media can result in significant 
damage, fines for Fujitsu, customers or suppliers from the Information:

10.7.4 Security of System Documentation 

nmissioner's 
are bi+^ts:>. .................... ...... 

n encryption is 

to relevant 

of: 

ier 

sticks or 

)rovided by 
cycle Service 

I equipment; 
ind Lifecycle 

ies the 
'aulty, or 

& Ireland 

System documentation can contain information where unauthorised disclosure could have 
significant impact, such as application procedures, data structures, access controls etc. and as 
such must be suitably classified and protected accordingly. 

The Configuration Plan for HNG-X (Ref:- PGM/CM/PLA/0001) provides an overview of the 
processes to be used to provide version control and Configuration Management of all Software, 
Document Management and Change Management configuration items (Cl's) used within the 
POA solution. 
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System documentation is held within Dimensions and has access controls appl ied to it. 

Only members of staff working specifically on the Account are given access which is controlled 
by the Business Management Function. 
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[iLl 4T ii iiiz. I mIll e l 

10.8.1 Information Exchange Policies and Procedures 
All forms of information exchange including emai l, telephone conversations, meeting notes and 
minutes, relevant to the scope of this policy, are subject to the high level statements made in the 
Fujitsu UK&I BMS Security Master Policy (Ref:- CPM20), Fujitsu UK&I BMS Security Policy 
Manual, the POA Information Security Policy (Ref: - SVM/SEC/POL/0003) and this ISMS Manual. 

10.8.2 Exchange Agreements 
The exchange of information and software with external organisations will be subject toformally 
agreed controls appropriate to the classification of the information. 

The principle forum for the exchange of Information Security related information is the ISMF 
which is governed by the ISMF Terms of References (Ref:-SVM/SEC/STo 003,1) and recorded 
in the ISMF Minutes (Ref:- SVM/SEDC/MAM/0003). 

The exchange agreements for software used for HNG-X ere governed by commercial 
agreements and software ownership is governed by the terms of the Contract with POL. 

The Fujitsu UK & Ireland Business Management System Security Pol icy Manual requires that 
media is to be transported by courier is to be secured according to classification rules and/or any 
relevant contract. 

To date all Post Office interact  a been via project based work and disposal 
procedures is set via a defi tinin of Sor' d Sentencing Rules. 

10.8.3.1 Post Office Managed Switch Deployment 

The Sentencing; Rules for..POMS equipment capture that the SLS Recycle Administration Team 
do not arrange the transport far any collections. 

Hardware being returned to SLS is arranged by POA Staff and is via the courier TNT and the 
following guidelines have been issued to Engineers 

Goods must be well packaged and boxes/totes all sealed. Goods wi ll not be accepted at 
the TNT depot from the engineer if this is not the case. 

All boxes must have an "Engineer Manifest Sheet" attached to the outside of the box, 
clearliy marked with Project/customer name and Goods Return Note (GRN) number. Do 
not attempt to return anything without obtaining a GRN number from the project team. 

re all hardware is listed on the "Engineer Manifest Sheet" this enables Warrington to 
i identify any missing items whilst in transit. 

10.8.3.2 PIN Pads 

The Post Office Chip and Pin Project Sentencing Rules (Ref:- RCYSRPOfCP-WOW) identify 
that col lections are arranged through the courier TNT. 
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As required by the Fujitsu UK & Ireland Business Management System Security Pol icy Manual all 
employees using Fujitsu UK&I e-mail system are subject to Fujitsu UK&I regional employee 
acceptable use and e-mail usage policies. 

'. 1 

As required by the Fujitsu UK & Ireland Business Management System Security:j 
employees using Fujitsu UK&I business information systems are subject to Fujits 
employee acceptable use policies. 1.w,» 

Manual all 
,I regional 
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L.IeI • 

10.9.1 Electronic Commerce Security 
The HNG-X solution meets the requirements of Post Office CR-957, (CCN 1202), introduced as a 
result of the Payment Card Industry Data Security Standard as described in HNG-X Architecture 
— Security Architecture (ARC/SEC/ARC/0003). 

10.9.1.1 PCl!-DSS Definition 

The PCI-DSS definition of Sensitive Authentication Data and Card 

C'r>P.Ta(,Y Accouni Y£c. Y=k °f£C 
Numisl:r !P.C41,~ 

Car3£?rddea Na::Te' YES YES. NO 

YES YES" NC 

>a: ~r,:eiio:.. D.= YES YE S• NC 

Fx1 1.1:.~uiv,;~c /,o NO N/A N/A 

.... , .._..~.,.1., NO N/A NIA 

P9Nf FENEN / N NIA. N:. 

Tern IA//N .r./ris rr At to protected if F orA 3 In coi urketft7rn WIE/ 0/ PAN TAN pr.Ipcttun rn,act hA rn r  I r.t .,//h P ,.IA fc.gtilrrncSnt3 OF n r; al I.. .:,tiro CT the 

Cd3wtl: ttar Iwlr:+tnr/t ACI I]analFy, o#her tegis:dtton tDCd a/al/ple, EGda a I0 con:i"lire, r e3FI/a ala_otetiD1i f/Jcl=v. t.enl/i tlisA or(l'dta sec/Itt rI//n / 3//i 

,-hr:_r u rn/are CT a Co p3n'k' pea ti . , ;t _r mariner-related p/ r_, :na1 n-7ata is. tieing col:ected ifr, IR_:I the FOUI`af e,f A/E leys PCI C _is, 

I weverares act Spr .i PAY/ are :' K.t Core P C/Corn. Cd arIC'/ tIeu. 

-,nt,:f€arB aut'ientfiea505 do^.iE, anus Au/t Lie SIC//ad ctinaanti I r_ Iii & I'fl r _/tI' 1 tc.: 1 A Vrpt9iIJ. 

10.9.1.2 Sensitive Authentication Data and Cardholder Data 

Post Office requirements tf E'telation to sensitive authentication data and cardholder data as 
defined by the PCI-DSS the  llowing requirements will be met for Horizon-Online Counters. 

• No full tracft, (magnetic tripe or chip), images will be stored post-authorisation. 

• "' No or PIN Block information will be stored post-authorisation. 

• No C ,CVC2 or CID information will be stored. (This data is used for card not present 
transacts which the Horizon-Online system does not currently perform) 

• F " .will be hashed, encrypted or otherwise obfuscated by overwriting. 

10.9.1.3 Audit Tracks 

As described in Horizon (On-Line) Architecture — Support Services (Ref:- ARC/SVS/ARC/0001) 
Audit Tracks generated after the implementation of CP4305 do not contain the PAN in clear text. 
Instead there is an encrypted version of the PAN and, in a separate field, a securely hashed 
version of the PAN. Audit Tracks that were generated pre CP4305 continue to contain a clear 
text version of the PAN. 

10.9.2 On-Line Transactions 
As captured in the HNG-X Architecture — Security Architecture (ARC/SEC/ARC/0003) the 
solution has been designed to ensure that for online transactions. 
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• No card full track information is stored anywhere in the system 

o The Network Banking Service requires that the full track image is available for up to 
5 days, post-authorisation, in the event that reversal is required. 

• No Sensitive Authentication Data is stored post-authorisation for card transactions. 

o The Network Banking Service requires that the full track image is available for up to 
5 days, post-authorisation, in the event that reversal is required. 

• No Sensitive Authentication Data is stored post-authorisation for card transactions. 

• Any PAN stored in the system will either be in hashed format, encrypted alorlgwith the 
expiry data and issue number, or will otherwise be obfuscated by overwriting 

10.9.3 Publicly Available Information 
This paragraph refers to the equivalent ISO/IEC 27001:2005 Control al considered out of 
scope for the Services being provided by Fujitsu on the POA,.. . ._ 1
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Within the HNG-X system, Fujitsu Services are required to provide faci lities to produce, store and 
present to (customer) auditors for analysis Audit Track data in support of the security policy and 
audit requirements laid down for the system. 

The Horizon (On-Line) Architecture — Support Service (Ref:- ARC/SVS/ARC/000.1) states that 
within HNG-X, audit data is collected from a number of subsystems. The basic types of audit 
data that is collected are: 

• Counter application messages as received by the Branch Access Layer and stored in the 
Branch Database message journal table. This will include counter.transactions and 
events 

• Data transferred across HNG-X system boundaries. E.g. Bulk fiietransfers to and from 
Post Office and their clients 

• Host database systems audit and archive data ;In this context database audit data refers 
to the saving of logs of updates applied to the databases, and database archive data 
refers to the saving of old data that has been purged free, the primary databases. 

• HNG-X system events — including 

• Logging of activities undertaken by administrative users during maintenance of the 
syste m 

• System scheduler logs 

Audit data may be requested by a number ofdifferat end users, for a number of different 
reasons. These include: 

• Post Office Auditors in connection with Fraud investigations — in which case the data may 
be presented, as evidence in court.. 

• Fujitsu Services Post Office  Account Security Operations Team monitoring compl iance 
with security requirements 

• Post Office users handling enquiries regarding banking transactions 

• Fujitsu Services System Support Centre for diagnostic information 

The Audtt system is comprised of: 

• An Audit Server located at each campus — these operate Active/Active 

Centera storage array located at each campus 

A number of audit workstations situated at Bracknell & Lewes. 

HP Atalla Network Security Processors situated at Bracknell & Lewes. 

Each Audit Server is responsible for gathering Audit Tracks from subsystems and securing them 
on the local Centera array (secure long term storage). This data is subsequently repl icated to the 
Audit Server at the other campus to ensure that two copies of al l Audit Tracks are maintained. 

As wel l as gathering and storing audit data on EMC Centera, the Audit Server provides services 
to retrieve data from the Audit Archive. These services are uti lized by the Audit Workstations. 

The Audit server hosts two Microsoft SQL Server 2000 databases, which are resident on its local 
storage: 

• The Sealer database which is used to manage the Gathering & storage of Audit tracks 
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The ARQ database which is used to manage the Audit track retrieval process 

1111 [SW M1ITTh flTI itniiUL 
The Enterprise Management software suite, known as SYSMAN3, is an integration of Software 
Distribution, Asset Management, Event Monitoring, Remote Support and Remote Diagnostics, 
based around IBM Tivoli software. 

The HNG-X System and Estate Management: Monitoring (Ref:- ARC/SYMIARCI0003) defines 
the Monitoring functions of SYSMAN3. 

Service Monitoring will be performed by event flow; events may be collected in bottl:" active 
and passive manner, and alerts may be created by sampling, aggregating,, ,.[gelatin apply 
other rules on the raw incoming events. 

Active monitoring will be achieved by agents looking for known stimuli ai rai" .events v the 
relevant Event Logs. The IBM Tivoli Monitoring and TEM suite of; ram' rill b ed for active 
monitoring within the solution. 

Passive monitoring is the process of collecting events that if3pt a rea cre within the 
environment (e.g. in the Unix Syslog or Windows Event Log et 

The events selected, after the rules are applied at the soiWce,.will be rded through the 
network infrastructure to an event collection layer which we may define as event sink. The others 
will remain in the underlying source but are not forwarded. 

10.10.2.1 Tivoli Event Management System 

Intrusion attempts will be detected thm.y9h thane of the Tivoli Event Management (TEM) 
system and specifically, alerts rat as resuf failed attempts to logon or to access data with 
invalid permissions.

10.10.2.2 File Integrity Monitoring 

File Integrity Monitor "rt Is prpsior efr by Tripwire and is integrated within the HNG-X systems 
management tools for event ,and incident management and for software distribution and is in 
place to meet tf requirements of Post Office in support of PCI Compliance. 
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10.10.3 Protection of Log Information 
HNG-X Architecture — Security Architecture (Ref:- ARC/SEC/ARC/0003) describes that all events 
from each Data Centre Platform Instance system event log are read in real-time and captured by 
the Tivoli software. 

Each entry to the file is read, converted into Tivoli Common Format and forwarded to the Tivoli 
collection layer as soon as it has been written. 

The log files are then securely managed by the Tivoli event management system: through a 
combination of user, file and database access control. This is in addition to the infrastructure 
access control provided by the Horizon-Online infrastructure such as segregated networking. 

The Tivoli system has inbui lt role based access control facilities and these will be implemented to 
ensure that the users of the system, (administrative or otherwise), can only access the tools,and 
functions that they need. 

The administrative users of the Tivol i system will use the Identity and Access Management 
service for access control and will require a token to be able to logort to the system. 

Non-administrative users, (such as Helpdesk staff), wil l have a se.tnurnber of Tivoli tasks that can 
be executed on specific systems and will have very r red command line access for obtaining 
specific diagnostic or log data. 

t h

As captured in HNG-X Architecture — Security Architecture (Ref:- ARC/SEC/ARC/0003) event 
analysis and alerting take place in real-time and detailed event correlation reduces the number of 
events seen by the operator. 

Furthermore the Horizon (On-Line) Architecture — Support Service (Ref:- ARC/SVS/ARC/0001) 
states that within Horizon (Online) audit data is col lected from a number of subsystems. The 
following categories of audit data are col lected, ' 

• Counter ap 
counter trai n 

the Branch Access Layer. This wil l include 

• Data transferred across Horizon (Online) system boundaries. E.g. Bulk fi le transfers to and 
from Poat:Offce and then' clients 

• Solarfs;Host database systems audit and archive data. In this context database audit data 
refers to the saving Of; logs of updates applied to the databases, and database archive data 
refers to the saving of old data that has been purged from the primary databases. 

ase=audit data containing a record of banking transactions. 

• Horizon (Online) system events — including security events 

ing of activities undertaken by Fujitsu Services Post Office Account staff during 
tenance of the system 

• System scheduler logs 
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10.10.5.1 Fujitsu Corporate Assets 

All faults with Fujitsu assets are to be reported to the Fujitsu Services 7799 Helpdesk in line with 
the requirements set out in the Fujitsu UK&I BMS Manage Incidents Policy (Ref:- SM-5). 

10.10.5.2 Service Delivery Units I 3rd Party HNG-X Assets 

Hardware or Software errors within the HNG-X environment are reported to the Ser
e 

Desk and 
managed to closure in accordance with the POA Operations Incident Ma t Pr dure 
(Ref:- SVM/SDM/PRO/0018).

Where hardware device support is provided by other Service Delivery Urtt ; / 3r'Parties then the 
Systems Management & Global Cloud (SMC) contact them direc .:46accoirdance with 
(document to be provided by SMC) 

10.10.6 Clock Synchronisation 
As documented in HNG-X Network Architecture (Ref ARCNPTJARC/0001) time clocks within 
the service wi ll be synchronised with a reliable time sour 

It is further documented in HNG-X System and Estate Management— Overal l Architecture (Ref:-
ARC/SYM/ARC/0001) that there is a hierarchical solution consisting of several layers (or strata): 

• The first stratum is the primary time source. This needs to be a highly reliable and the 
choice is the GPS satellite ñetwbrk. A data centre resident GPS time server uses rooftop 
antenna to receive signals' from the satellite. 

• The secondary stratum is the data centre which contains all the server platforms and 
network appliances. 

These platforms pollahe primary time server using version 3 of the NTP protocol as defined in 
RFC 1305 and requesting the time in UTC format. The NTP product on the platform is 
configured to achieve millisecond accuracy but wil l also protect against large clock shifts in a 
single request after the first synchronisation on reboot. 

10.10.6.1 Non, .Branch HNG-X Network Components 

All Data Centre components use a GPS receiver as the NTP time source. Non Data Centre 
components use Access tier switches as NTP time source. 

10.10 6.23ranch Router 

The Branch Router uses an NTP Server on the Boot platform. 
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1I. : iir'  i    

The Fujitsu UK & Ireland Business Management System Security Policy Manual l7as a clear 
statement that, "Access must be controlled to Fujitsu UK&I sites, logical and physical assets, 
business processes and functionality". 

Access may be the result of direct user action, or automatically initiated activities and Acc( 
Control is the fundamental requirement in managing these access activities to information 
services on information processing systems to preserve the Confi entlallty :Integrity and 
Avai lability of POA and POL business information, services and ses the b s of 
business and security requirements. . 

• Physical and logical access to al l areas, syste' ̀ :j i'di.: .. orks'rYfl1St be controlled and 
consistent, with access granted selectively and rr dt y where there is a specific 
need ensuring that there is segregat accesS.ontrol roes, e.g. access request, 
access authorization, and accesstO8sset ' 

• The methodology behind the grant >':'. `.,; ' ' e tflUs work on the principle that "access 
should be denied unless tfteIly j pitted" and the principle of "least privilege" must 
apply to restrict the ac rights. se 'r ether human or non-human. 

Access shall be gc 
for separation and 
the granting  iiacc 

ation level of information and the requirement 
The higher the classification the more selective 

> a 
• Users .fist only1 iprovided with access to the facil ities and services that they have 

be ' 'fically a'' rized to use and permitted only where there is a specific need 
takhg aa t of any L gal and Contraction obligations that may apply. (Note:- Some 
users may t3ri ermitted to carry out more than one major function, so are permitted to 

L to ore thaiNfle "role"). 

• A►( user d applications must be authenticated to IT systems and his authentication
rrlt t Identify them as individuals. (Note:- All access to POA Systems will be monitored). 

Initial default accounts must be renamed where possible and initial default passwords 

*must always be replaced by secure passwords. 

• The safety and security, including confidentiality, of access credentials is the 
responsibil ity of the each individual issued with the credentials and of those issuing the 
credentials. 

Help Desks must maintain the information required to authenticate the callers and their 
Branches/offices as required for the type of call. If the call needs to be passed onto 
another internal POA help desk, the call must be forwarded only after the initial 
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authentication has been carried out. 

• Wherever authorisation is given oral ly, normally over a telephone link, additional 
verification methods must be used. This is achieved by asking callers to confirm their branch 
code, post code and telephone number. 

11.1.1.3 Third Party Considerations 

• There must be a demonstrable need for Third Party access and all access to POA 
information processing facilities by third parties must be controlled. 

• A risk assessment must be carried out to determine the security implications and control 
requirements for any forms of physical and electronic access by third parties 

• On-site third parties must be identified and documented. 

• Al l security requirements resulting from third party 
reflected in the third party contract. Where there is 
the information, non-disclosure agreements must I 

must be 
ntiality of 

• Access to information and information processfnfacilities by third. parties must not be 
provided until the appropriate controls have been implemented arid a contract has been 
signed defining the terms for the connection or access, 

11.1.1.4 Exceptions 

• signed off by the CISO. 
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i T 1 

11.2.1 User Registration 
The User Access Process on the Account is based on the creation and control of a registry of al l 
personnel who work on the account and shall be consistent with User Registration Management 
Procedure (Ref:- ISN006654). 

As documented in the Post Office Account User Access Procedure (Ref:- SVM/SEI LPRO/0012) 
the User Access Process on the Account is based on the creation and control of a registry of al l 
personnel who work on the account. 

This register is controlled by the Account Security Operations Team, and is maintained and 
updated on a regular basis in line with requests being submitted and tracks al l personnel working 
on the account, the system access they have been given and any security clearance level that 
they have been granted. 

The user registry holds the information about each individual who has been granted access and 
the systems that they have been granted access to. In addition it contains:; details of the 
authoriser, approver and dates that this access was granted last reviewed and revoked 

•IW flL'ZIrrii • 

The Post Office Account User Access 
access is reviewed, reported and and 

Specifically the POA Security 
granted to individuals and its 

• The POA Securit 
registry and their 
Managers. 

ure (Ref SVM/SEC/PRO/0012) ensures users 
nsure that it is functioning effectively and efficiently. 

I undertake a monthly review of the access 
appropriateness: 

Team shall produce detai ls of all users contained in the 
and Shall email these to the relevant Line/Assignment 

• Line/AssignmentManagers shall review whether the current access of their employees 
is stilL in line with their job role. 

• Line/Assignment Managers shall consider whether any users require their access be 
amended 

• Line Mangers shall confirm each employee's current access rights requirements and 
shall email these details to the POA Security Operations Team within 10 working days of 
receipt of the original e-mail from CSPOA Security Operations Team. 

he Operations Security Manager (OSM) shall provide a monthly update of Privi lege 
nt at the Information Security Management Forum (ISMF). 
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11.2.3 User Password Management 
Passwords within the HNG-X environment are managed as per Microsoft standards within Active 
Directory as outlined in the HNG-X Architecture — Security Architecture (Ref:-
ARCISEC/ARC/0003). 

Active Directory group policy is configured to enforce the requirements of the Fujitsu UK & Ireland 
Business Management System Security Policy Manual , including but not exclusively the 
following: 

• Force users to change temporary passwords at the first log-on 
• Enforce password changes 
• Maintain a record of previous user passwords and prevent re-use 1 

By design Microsoft Active Directory wil l ensure passwords are stored secu.relyand not 
transmitted in an unencrypted form. t 

11.2.4 Review of User Access Rights 
The Security Operations Team conducts a regular r 
regular intervals for users who have access to POA 

As captured in the Post Office Account User Acces: 
POA Security Team achieve this by. 

• Account Security Operations Team shall 
registry and their access levels and Shall 

• Line Managers shall re 
with their job role. 

• Line managers 

user access rights and privileges at 
sand its continued appropriateness. 

.Ire (Ref.-SVM/SECIPRO/0012) the 

Is of all users contained in the 
> the relevant Line Managers. 

access of their employees is still in line 

ny users require their access be amended. 

• Line Mangers shall confirm each employee's current access rights requirements and 
shall email these details to Account Security Operations Team within 10 working days of 
receipt of the original i e-mail from Account Security Operations Team. 

• The Security Operations Team will review all human accounts that have live access for 
accounts that have been unused for a period of 90 days or over these wil l be disabled 
and the line Manager contacted to confirm if situation with the user. Report findings will 
be detailed in the monthly Operational Security dashboard report and reported upon at 
the 1 l 1F and recorded in the ISMF Minutes (SVM/SEDCIMAM/0003). 

ItonaHy:the Account Operational Security wil l audit access rights and roles with each 
tk na4 area. This will be carried out on a biannual basis as minimum and will report findings in 
Dperatlot l Security monthly dashboard report. 
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Al l Fujitsu staff are required to follow good security practices in the selection and use of 
passwords in accordance with the Fujitsu UK & Ireland Business Management System Security 
Policy Manual. 

This is further enforced as passwords within the HNG-X environment are manag' :<„as per 
Microsoft standards within Active Directory (as previously mentioned in the HNG-)` (';,. . hitecture — 
Securit Architecture Ref:- ARCISEC/ARC/0003). 

Active Directory group policy is configured to enforce the requirements he its' 113 land 
Business Management System Security Policy Manual, including but not cluity the 
following "- .u :. 

x:.:. • Enforce a choice of quality passwords
• Enforce password changes 4
• Force users to change temporary passwords at the firs r ;

11.3.2 Unattended User Equipment .:
Equipment that is accessible by unauthorised people is vulnerable to"disclosure, misuse, 
tampering and theft. 

All Fujitsu staff are required to follow good Wur .y.practices to protect unattended user 
equipment that they use in accordanq. with the Fujitsu UK & Ireland Business Management 
System Security Policy Manual ' 

11.3.3 Clear Desk and Clear Screen Policy 
Al Fujitsu staff are required to .W g~ ecurity practices and adhere to the clear desk pol icy 
for papers and removable st a dla Ind a clear screen policy in accordance with the Fujitsu 
UK & Ireland Bustness M; emenfSystem Security Policy Manual 

, 
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The Post Office Account User Access Procedure (Ref:- SVM/SEC/PRO/0012) is controlled by the 
POA Security Operations Team, and is maintained and updated on a regular basis in line with 
requests being submitted and tracks all personnel working on the account, the system access 
they have been given and any security clearance level that they have been grant... 

The user registry holds the information about each individual who has been grant :ed= cess and 
the systems that they have been granted access to. ~` 

11.4.2 User Authentication for External Connections 

114.2.1 Remote User Access Authentication 

Remote users must use Microsoft Remote Desktop Client (RDP) ;order to logon to AD domain 
through the SSN terminal servers. 

To log on to the network, the user must insert their token Into ..IJSB port. Windows 
recognizes insertion of the smart card into th r ter, as i erns 1 e to the standard 
CTRL+ALT+DEL key sequence, to initiate a logon 1ihe us ; w is then prompted for their user PIN, 
which controls access to his private data stored or e smart.çard. Since the PKI credentials 
and/or passwords are stored on the card o K 4eE pan roam within the network, 
providing scope for a very flexible i en _systems and users. 

Once logged into Windows n 
network resources based on 
user credentials for access 

Windo asS .  a ticket to the user which grants access to 
role. UserhouT no longer be challenged to provide their 
.. .berized .ervices. 

c ' 
SSN server to another Microsoft Terminal Server, 

Fa- 

a urrently Microsoft does not support pass-through 
e of pass-through authentication, commercial third party 

ted by the business. 

©Copyright Fujitsu Ltd 201 4 FU JITSU RESTRICTED Ref: SVM/SEC/MAN/0003 
COMMERCIAL IN CONFIDENCE Version: 5.0 

Manual Date: 30-Apr-2014 
UNCONTROLLED IF PRINTED Page No: 79 of 111 



FUJO0235006 
FUJO0235006 

- :-. . Post Office HNG-X Account ISMS 
Manual 

FUJITSU RESTRICTED 
COMMERCIAL IN CONFIDENCE 

A number of third parties connect to the Data Centres using diverse connectivity mechanisms 
and not al l are owned or managed by Fujitsu. 

Third parties will connect to a Transit LAN. The Transit LAN is considered to be the boundary 
between the HNG-X network and any externally administered organisation that HNG-X connects 
to. The transit LAN exists both for security and to provide an unambiguous demarcation between 
HNG-X and that organisation. 

This clearly defined demarcation is necessary to assist fault and service resolution, to facilitate 
technical interface specification and to prevent administrative conflicts or inter-penetration 
between HNG-X and an external organisations network. 

This demarcation exists at the physical for routers or switches, at the logical for addressing and 
routing and at the service level for the traffic between application endpoints..that traverse it. The 
Transit LAN should not be confused with the DMZ; the Transit LAN is the exposed and 
unpopulated perimeter of the HNG-X network, beyond which no further controlled network 
devices exist. 

As documented in the HNG-X Technical Network Architecture (Refs A /NET/ARCIO001) six 
Transit LAN models are identified as available for use. 

• Remote High Avai lability Transit with Layer 2 Provision',. 

• Remote High Avai lability Transit without Layerl i°Provision 

• Remote Solitary Transit with Layer 2 Provision 

• Local High Availability Transit withdyer 2 Provlsl

• Wide Are Transit ~• 

• Internal Transit 

11.4.3 Equipment Identification in Networks 
As described in HNG-X Technical Network Architecture (Ref:- ARC/NET/ARC/0001) the Network 
protocol is IP Version; 4 (RFC 791).The semantics of an IP address may be both locality and 
identity. For exarnplethe Dat Centre application interprets the source IP of an incoming TCP 
connection from a branch as the identity of the endpoint and assumes persistence of this identity. 
Conversely address pools are used in the case where the need to attribute identity does not 
apply, for example PPP interface addresses for Wireless Wide Area Network (WAN). 

For each $r , party with which HNG-X exchanges IP data grams a Peering IP address space is 
defined..Each: such Peering IP address space wi ll either be under administrative control of the 3rd 

party or under HNG-X control and shal l be specified in the relevant Technical Interface 
document, :; It will also be defined / referenced in any OLA/SLA or contractual agreements for 
mitigaticn purposes and incident management. 

In the 3111 party case they specify the address space. In the HNG-X case the IP address space is 
allocated as for non-peering HNG-X IP addresses stated above. 

• • • • • • • ' • r • 

In order to ensure that only authorised devices may be connected to any component of the HNG-
X system, (with the exception of passive devices within the Branch) all network devices will be 
configured with either a static MAC address allowing only the authorised host to connect, or a 
single-entry dynamic-learned MAC permission as documented in HNG-X Technical Network 
Architecture (Ref:- ARC/NET/ARC/0001). 

Prior to Live operation, al l MAC addresses wil l be recorded and validated, and al l ports not 
connected wil l be administratively shut down. This position will be monitored with network 
management event reporting. 
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There are a number of defined security domains with the HNG-X security model and 
therefore data traffic will always be either intra-domain traffic or inter-domain traffic. 

The only permitted connections to the POA network must be: 

. Intra-domain traffic — Data traffic moving between systems in the same domain. 

Inter-domain traffic — Data traffic moving between systems in different domains. 

There is a third class of traffic consisting of data moving into and out of the HNG-X infrastructure. 

Intra-domain traffic may be unrestricted because the systems share a LAN segment, or may be 
restricted through the implementation of logical separation, (using Virtual Local Area Networks 
(VLANs)), or physical separation, (using separate network segments in the same eomalrt}_;

Inter-domain traffic must pass through an enforcement point that restricts data Lbw based on its 
source, destination, protocol, port, type or content/format. This cane a firewall, rc3uter or other 
in-line control point, such as an IPS system. (i.e. The control is physlcatly: part .;of the data path). 

A network segment however, whether it is a logical or physical network. segment, must be entirely 
in a domain and cannot span domains. There is no restriction on the number of network 
segments, firewalls or other network security controls that ;:can be in a.security domain. 

The security domain model can therefore be viewed as a<.method of. logically grouping network 
subnets to assist in the development of Firewall:and Router Access Lists. 

Domains can also span physical locations For example, the°..Key Management Domain contains 
Data Centre systems as well as workstations in remote locations such as Bracknell and Lewes. 

The use of this domain model ensures that rfetwork segmentation can be implemented to tightly 
control communication to, from arid :between HNG-X platform instances. 

Separation between environmerlts is controlled using 'a combination of preventive and detective 
controls such as access control, firewall rules, 8IadeFrame configuration, switch configuration 
and event monitoring. 

The HNG-X Platform :Hardware Instance List (Ref:- DEV/GEN/SPE/0007) contains a definitive 
mapping of platform instances to security domains. 

11.4.6 Network Connection Control 
Within. eaeh;Data Centre, the HNG-X network is segmented following the Security Domain model 
as documented in HNG-X Architecture — Security Architecture (Ref:- ARC/SEC/ARC/0003). 

model provides a framework for the network architecture and designs, 
data around the network is controlled following the principle of least 

se of network segmentation is to reduce the scope of any potential attack. By 
the 'attack surface' to a l imited number of systems, any damage caused as a 
ice of an attack, can be kept to a minimum. 

The network segmentation is achieved using a combination of physical and virtual controls. 
Dependent on the Security Domain and any specific contractual agreements with third parties, 
the network segmentation is enforced using VLANs, Stateful Inspection Firewalls, Access Control 
Lists and physical separation. 

Each different network media type is authenticated using a dedicated RADIUS server instance 
for network device access, with different Chal lenge-Handshake Authentication Protocol 
credentials per Branch Router. 

Each human support user accessing a network device is authenticated using the Identity and 
Access Management Service. 
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All access in and out of the HNG-X environment must be restricted to the required traffic from/to 
the authorised sources/destinations for business and system traffic using routers and firewalls. 

The HNG-X network is divided into 11 Security Domains. The term Security Domain is defined to 
mean a collection of platforms and network components grouped together based on type, 
perceived vulnerability and risk rating. Even so, it may be necessary to restrict traffic between 
platforms in a common Security Domain (intra-domain traffic) through the implerrt ation of 
logical separation, (using VLANs), or physical separation, (using separate network ̀ `;° cnents in 
the same domain). 

Any traffic which crosses network domain (inter-domain traffic) boundary rr►' ` pass through an 
enforcement point that restricts data flow based on its source, des 'nation; rotô port, type or 
content/format. This can be a firewall, router or other in-line cont t, as PS system. 
(i.e. The control is physically part of the data path). 

The Domain structure places a logical ring around the of the HNGx 
Network in the Data Centres, but this perimeter extends, beyondt pb Centre in some cases. 
More specifically, this perimeter can be best describes ,, collectl`i devices managed (or 
monitored) by Fujitsu Services, At the boundary of the "nan` ... devices a firewall (hardware 
or software-based) will be located, and the peri. 9ter will cording to firewall 
guidelines laid out in HNG-X Technical Netw lkA 7itectt ef:-ARC/NET/ARC/0001). 
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Access to operating systems will be controlled by in-build Operating Systems procedures that 
request the user to log-on using approved, valid credentials. 

HNG-X Architecture — Security Architecture (Ref:- ARC/SEC/ARC/0003) describes that all human 
access to any component of a platform will be controlled using strong authentication. The strong 
authentication solution uses the Vintella Pluggable Authentication Module (PAM) mule from 
Quest Software to enable UNIX and Linux systems to become objects in Aettve_ Directory. 

A hardware security token is also used, in conjunction with Active Direct3ry r ich ̀ic s 
combination of the hardware token, public key cryptography and a user sph-rase to provide 
secure authentication. € 

Before a user can access the system, they must have been 2rovid urity'oken, 
containing the appropriate credentials, by the security man .......... 

11.5,2 User identification and Authenhcatik.
As captured in HNG-X Architecture Security A~;uhitectU.(Rø4- ARC/SEC/ARC/0003) the 
Horizon-Online environment is managed us 'g an Active [ ctcry tree which controls access to 
resources through the Windows 2003 Kerberos and 'Lightw t ht Directory Access Protocol 
implementations. 

UNIX and Linux systems are managed thr;ougt (he same Active Directory tree utilising a PAM 
installed on each UNIX system. 

Database access is managed through the implementation of scripts to create database users. 
This approach means that at' le-based acce :control matrix will be created for each database 
using a standard set of roles ss ' at es. 

Interactive access to'I i .data ... pa &rolIed by the directory service in the following way. 
Access to a SQl erve 3 ase oti'E :Microsoft platform instance will use native authentication 
and the user " herefor "::: •;.:• ctiveI have already been authenticated when the logged into the 
Active Dire ain. AcM  to an Oracle database will use the ops$ <username> concept 
which passes auth ' ation of ''e user to the underlying operating system. This also means that 
the uger`needs a stro t authentication token to logon to the Active Directory domain, prior to 
conn i.nct*the data . 

these cases, the users username and access rights within the database will 
ernally to Active Directory and will be managed using a script-driven manual 

Aces to a Atabase over the network, (such as from an application or from a management 
t ot), WIll be controlled through a combination of database access rights and network 
permts; ilons. In all cases, over the network access to any database will still require that the user 
be setup within the database and access permissions provided accordingly. Users of any 
management tool will also have needed to authenticate themselves to Active Directory prior to 
using the tool. 

Passwords within the HNG-X environment are managed as per Microsoft standards within Active 
Directory (as previously mentioned in the HNG-X Architecture — Security Architecture (Ref:-
ARC/SEC/ARC/0003).
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Active Directory group policy is configured to enforce the requirements of the Fujitsu UK & Ireland 
Business Management System Security Policy Manual , including but not exclusively the 
following: 

• Enforce a choice of qual ity passwords 
• Enforce password changes 
• Force users to change temporary passwords at the first log-on 
• Maintain a record of previous user passwords and prevent re-use 
• Passwords not displayed on the screen when being entered 

By design Microsoft Active Directory wil l ensure passwords are stored securely 
transmitted in an unencrypted form. 

11.5.4 Use of System Utilities 

11.5.5.1 Microsoft Remote Desktop: Client.!IRDPI Connections 

The Microsoft Remote, Desktop Client used the Remote Desktop Protocol (RDP) to logon to AD 
domain through the. SSN terminal servers has a session time-out set of 15 minutes of inactivity. 

Limitation of Connection Time 
arid Business Management System Security Pol icy Manual states that 
!ide restrictions on connection times at the application level where 
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A key principle with the HNG-X Architecture — Security Architecture (Ref:- ARC/SEC/ARC/0003) 
is that of Least Privilege 

Access must be provided using the principle of "that which is not explicitly granted is denied" or a 
"default deny", by only granting the permissions necessary to carry out the action "being 
performed. These permissions include application, platform, network and managerta ..t, (through 
policy and process), or any combination necessary to perform the action 

This approach assumes that, subject to risk assessment and given the (hilt ns of an operating 
system or other software, any entity such as a user, an application, a der e or an object within 
application code has no permissions to perform any action before rmrsstOns are granted. This 
assumes that the default configuration of all systems is to deny ac es4is very important to 
ensure that the permissions matrix is developed correctly ta; s̀ure" .< t tides have the 
access they need to perform their function. ,' 

The HNG-X Architecture — Security Architecture Ref:- Ai EC/ARC/0003) describes the 
principles of Security Tiers and Domains tggt.educr the like .,.:.:ood of a compromise and to ensure 
that a compromise of one Platform Instar does not rmmectitately result in the compromise of the 
entire estate and campus. This model groin i i l 'tfins based on type, perceived 
vulnerability and risk rating. 

~~ 
There are three tiers in this moc I adoptiv e sif ard architecture for web applications, with 
the most exposed platforms inTtr51 and thee:.:: ast exposed in Tier 3. Exposed, in this context, 
means the type of connecti' „t •  the` orm ins nce has with the outside world. 

A security domain model has b  de to effectively segregate the HNG-X infrastructure, 
such that systems wit t a simtat dtçalitTvel are grouped together and systems exposed to a 
similar level of n re gltat€ked ta r. 
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Fujitsu UK & Ireland Business Operations, Information and Technology Group Internal IT Policy 
(Ref:- ITG-PO1) captures that there is a single approved method for full remote access into the 
Fujitsu UK&I network, consisting of the Cisco Remote Access client and the iPass Connect 
software.. This solution is for the use of individuals using Fujitsu PCs, not for connecting sites or 
remote offices.

Only standard-build Fujitsu UK&I devices may be connected to CVPN and urlty 
on the remote device is checked for conformant settings during logon

As defined in HNG X Technical Network Architecture (Ref: ARC! IAREQ001): 7; t once 
authenticated onto the Fujitsu UK&I network all remote users mus s:  .. .icr`n ft Remote 
Desktop Client (RDP) in order to logon to AD domain throug :the S fe servers. 

There is guidance on the Fujitsu UK& I Security Portal: or Fujitsu ilti rking from Home or 
Away from the office. The Home Working requiremen t :: apturedfdIragraph 11.7.2. 

11.7.1.1 Travel 

• Never leave equipment unatten "n a p ": c plac 
• Avoid leaving equipment in your 
• Most hotels provide safes, rp r s or at reception; use these to store valuable 

equipment and informat' he ..din ., 
• Avoid displaying any sJitive inforr l#lon =;'t your laptop screen in a public place, you 

never know who m, be in over , ur shoulder 

11.7.1.2 Overseas Travel ; 

FLritsu subscribes to a Country Risk Forecast provided by a company called Control Risks. This 
provides two main services: 

• Country Risk Fore - an independent analysis of the latest international political, 
security anct evel developments in over 200 countries worldwide. 

• Clty f - concise onl ine travel and security information on 300 major business 
destinatIns worldwide. 

Ft ts taff travell ing overseas are also recommended to seek advice from the UK Foreign and 
orflmonwThon t Office or, if based outside the UK, from their relevant Government department. 

.......... ...... 

11.7.1.3 Mátile Phones 

Fujitsu advocates flexible working and as such issues a large amount of mobile phones to their 
employees. 

The use of these mobile phones is governed by the Information and Technology Group Fujitsu 
Managed Mobile Service Security Pol icy (Ref:- ITGSM-05) 
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Fujitsu does employ some members of staff whose default working location is from home and the 
principles for home based working are captured in A Managers Guide to Home Based Working. 

There is further guidance on the Fujitsu UK& I Security Portal for Fujitsu staff working from Home 
or Away from the office. The Working away from the Office requirements is captured in 
Paragraph 11.7.1. 

11.7.2.1 Home 

• Carry out work in a dedicated and lockable work area (where possible) designating a 
particular room or area of the room solely for that use. 

• The work area should minimise and control unexpected interruptions from family or 
visitors 

• Exercise a clear desk policy when out of the room, unless you are able to strictly contro'' 
and secure access to the work area 

• Keep al l your backups safe and secure, preferably away from your usual place of work 
When papers are no longer required bring the documents into a Fujitsu location for 
secure disposal 

• Ensure that valuable equipment is locked away whe no ' use fora long period of 
Li mo .. .. .... 
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12.1 Security Requirements of Information Systems 

No one approach to software development wi ll meet the needs of every project. The influence of 
the customer, the project size, the teams experience and location are amogmany fact .s that 
must be acknowledged in defining the most productive process for a pr (ecti 

Fujitsu uses an architectural approach to methodologies. Recognising that,=;ill methodologies 
address a common set of concerns, Fujitsu has a methodology framev rk W tech allt.'t+vs a 
project-specific methodology to be dynamically created from set otredefwted:"best practices" 
which provide the most appropriate approach to meeting the ct jeeds.

Apt is a flexible Appl ication Lifecycle Management (A ,. , .;.;Fa„mewor l , which specific 
methodologies can be composed from predefined pract€ces ithln which the most 
appropriate tools can be combined to support the protect ra 

Waterfall is a sequential and structured apptoch tc oftwakdevelopment that enables linear 
solution progression through discrete thorough and easily understood phases. 

12.1.1.1 HNG-X Design & Build Wlethodology 
The HNG-X Design & Build Me ology (H x13 k) lifecycle complements the Fujitsu UK&I 
BMS ADBM Build and Unit ..Test (t - CADS X1 .2) and Waterfall approach. 

The HNG-X Design & Build M do irements and Design (HNGxDBM) process (Ref:-
PGM/PAS/PRO/0000 defines the activltie 'required for the Post Office Account to understand, 
confirm and document the Post Offices' and internal requirements for the new application 
development in sufficient detail that a correct and valid solution can be built. 

Once all the Business Requirements are analysed a Design Proposal is created using the Design 
Proposal emplate S/GEN/TEM/2213). 

This W . bai escriptioi f the design which will:-

• 

r  

scri a business and service outcomes that this solution must deliver 

a high level description of the proposed technical and operational solution 

Suj 7tnrt dialogue with the Business and Service Requirements stakeholders in order to 
demonstrate compliance to their requirements. 

•`Uifdentify the primary technologies that will be used to del iver the solution 

• Elaborate on the areas of business change and their impact on the HNG-X Solution and 
Services 

• Identify any impact on the existing HNG-X Architecture and core Solution Designs 

• Identify the how the Functional and Non-Functional requirements wi l l be met 

• Identify the nature of any Security solution changes 

• Identify the nature of any impact on existing contractual obligations or measures 
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• Identify how the solution will be delivered into l ive service and the manner by which on-
going service operation wil l be achieved 

If products are bought in, a formal evaluation and procurement process must be fol lowed. 
Contracts with suppl iers must address the security requirements. 
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The HNG-X Design & Build Methodology (HNGxDBM) Code, Build and Component Test process 
(Ref:- PGM/PAS/PRO/0003) defines the activities required for the Post Office Account to build 
solution components, based on an understanding of agreed requirements, test them as individual 
components, integrate those components with others developed internal ly or by third parties and 
then conduct component integration testing. 

The process details the activities that are necessary to: 

• Plan the testing to be carried out on the individual component and arry requlred 
combinations of components 

• Develop the code on the basis of the LLD and applicable aiding standards 

• Undertake code reviews to determine standards compliance and identify code defects 

• Conduct component level testing to identify defects 

A Component Test Plan is generated and code review undertaken using the HNG-X Generic 
Code Review Template (Ref:- DEV/GEN/TEM/0003) to generate comments / defects. 

12.2.2 Control of Internal P 
The HNG-X Design & Build Meth 
(Ref:- PGM/PAS/PRO/0007) stat 
provide technical support staff wi 
new system and the subsequent 

The Support Guide includes, but 

• What errors 

• What to 

• List 

ng 
ation & Support Documentation Process 
for a Support Guide (SPG), which wi ll 
able them to manage the transition to the 
em. 

, the following 

and the events / activities that produce them 

are produced. 

(with expected clearance dates) and workarounds in place to 
:ies. 

12.2.3 Message Integrity 
The;HNG-X Design „& Build Methodology Code, Bui ld and Component Test process (Ref:-
PGM.IPASIPROI0003)) describes the activities required for the POA to build solution 
components ,.based on an understanding of agreed requirements, test them as individual 
components, '"tntegrate those components with others developed internal ly or by third parties and 
then conduct component integration testing.

The process details the activities that are necessary to: 

• Undertake code reviews to determine standards compliance and identify code defects 

• Conduct component level testing to identify defects 

12.2.4 Output Data Validation 
The HNG-X Design & Build Methodology Code, Bui ld and Component Test process (Ref:-
PGM/PAS/PRO/0003) defines the activities required for the Post Office Account to build solution 
components, based on an understanding of agreed requirements, test them as individual 
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components, integrate those components with others developed internal ly or by third parties and 
then conduct component integration testing. 

The process details the activities that are necessary to: 

• Plan the testing to be carried out on the individual component and any required 
combinations of components 

• Develop the code on the basis of the LLD and applicable coding standards 

• Undertake code reviews to determine standards compliance and identify code defects 

• Conduct component level testing to identify defects 

A Component Test Plan is generated and code review undertaken using 
Code Review Template (Ref:- DEV/GEN/TEM/0003) to generate commE 
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12.3.1 Policy on the Use of Cryptographic Controls 
Services wi ll comply with Post Office Cryptographic standards, contractual and relevant 
regulatory requirements, including PCI-DSS, for the handing of cryptographic key material and 
staff are to fol low al l UK and European standards regulations and directive detailing where and 
how encryption algorithms may be used as captured in the HNG-X Crypto Services HLD (Ref:-
DES/SEC/HLD/0002) 

Government specified algorithms and key lengths must be used where P 
are specifically required by HM Government. 

• All cryptographic key lengths shall be at least 128 bits for symmE 
1024 bits for asymmetric keys where the associated cryptograph 
integrity or confidentiality of Horizon Online Business Data, Refe 
Application Software. 

• PCI requirements state that for PCI Card holder data all Keys sh 
128 bit TDES in length. 

Approved keys must be protected in line with Gov( 
directed by POL Ltd. 

Digital signatures provide a means of protecting th 
documents. Al l keys used for signing data must be 
greater than the highest levels of data signed 

Encryption key management m 
confidentiality of POL traffic is r 
or the encryption system. 

L: >dentifies lttt. t they 
.: t~f '€a 

is keys and a t 
ntrot<protects the 

nee Data or 

and integrity of electronic 
Is of protection equal to or 

network configuration such that the 
single configuration error of either the WAN 

All cryptographic keys must be protected against unauthorised use, modification, loss, and 
destruction. In addition, secret anti private keys need protection against unauthorized disclosure. 

Equipment used to generate, store and archive keys must be physical ly protected. 

It must be possible to recover the system to a secure operating state from the compromise of any 
key that could directly or indirectly expose plain text PIN values. 

12.3.2 Key Management 
A structured approach to Key Management will be implemented across al l Services provided to 
POL and is described in more detai l in the HNG-X Key Management High Level Design (Ref:-
DES/SEC/HLD/0003) and the HNG-X Key Management Support Guide (Ref:-
DES/APP/SPG/0004). 

The HNG-X Key Management solution has simplified Key Management for the Post Office. The 
HNG-X Key Management system replaces the Horizon Key Management. 

12.3.2.1 Keys 

Keys are managed using the HNG-X Key Management Workstation (on the KSN platform), 
stored on the NPS database and fetched from the NPS database via the Key Service (KSS 
application on the KMN platform) to the Key Service Client (KSC) located on the various HNG-X 
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business application platforms (e.g. Network Banking Services). The KSC passes the keys to 
the Crypto Application Programming Interface (API) for use by the business applications. 

12.3.2.2 Master File Key 

The Master File Key is protected by being stored on the networked HSM (Hardware Security 
Module) devices introduced for HNG-X. New functionality is introduced at HNG-X to enable the 
networked HSMs to be shared and used by the business applications that require PAN 
encryption and decryption services. The business application's Crypto APIs use the HSM Access 
Service API to access the HSMs. The HSMs are used with the Secure Configur. ;ion Assistance 
and the Key Management Workstation to generate the AKB keys. 

12.3.2.3 Traffic Keys 

The delivery includes sensitive keys protected by Traffic Keys (TK . specii to t ey 
destination. The TKs themselves are unprotected and must be d``;;...° Iced teach t et server by 
a separate secure mechanism (ie:- delivered manually via a key dk o r' on NHS and 
delivered by the KSC/KSS mechanism).. In both cases the=:was re e Key Store 
Service at server start-up and held by that service for use with) : M. ;tzon 

fti 
clfic 
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The HNG-X Design & Build Methodology Integration Process (Ref:- PGM/PAS/PRO/0009) 
describes the activities undertaken to collect and prepare system components that are to be 
released into the test or live environment. 

This process is applicable to integration and release activities during the HNG-Xi yelopment 
project and will be reviewed and updated to reflect the different constraints applica : to 
integration and release in a live environment at that time

Furthermore, Fujitsu personnel engaged in the provision of the
use proprietary software within the terms of the licence conditions. Unauoris opying or 
distribution of software and documentation is prohibited.

The Account configuration management system will maintain an in 1t f prophetary 
software used by all services. - ~

The Account Change Management Processes must be utilised at all times to ensure that no 
changes are made to operational software without authort ration and a regression facility. 

All test data and test cases for POA sery will b Cored its.>a charge control system and wi ll be 
protected and controlled as captured in H ' Design, Code, Bui ld & Component 
Test Process (Ref:- PGM/PAS/PR

.
Operational databases or live da must notes uSOfor testing purposes. Where live information 
needs to be used, for testing real'taM the dater ill be'sanitised, where possible, before being used 
in the test environment. 

Operational information will be secur tl  from test application systems immediately after 
the testing is complete. ' 

124.3 Access Control to Program Source Code 
Tine HNG X Design &. Bui ld Methodology Implementation & Support Documentation Process 
(Ref:- PGN1/PAS/PRO/QQ07) states the requirement for a Support Guide (SPG), which wi ll 
piov de tecliriçJ support staff with information to enable them to manage the transition to the 
ne,  sy tem ante subsequent support of that system. 

T Su pc GuideTncludes, but is not limited to, the following 
`~

Co ource Repository — location of code with the repository which is required by the 
Software Support 

©Copyright Fujitsu Ltd 201 4 FU JITSU RESTRICTED Ref: SVMrSEC/MAN/0003 
COMMERCIAL IN CONFIDENCE Version: 5.0 

Manual Date: 30-Apr-2014 
UNCONTROLLED IF PRINTED Page No: 94 of 11



FUJO0235006 
FUJO0235006 

- :-. . Post Office HNG-X Account ISMS 
Manual 

FUJITSU RESTRICTED 
COMMERCIAL IN CONFIDENCE 

Changes to the provision of services, must be formally managed, taking account of the criticality 
of business, systems and processes involved and the re-assessment of risks. 

The Fujitsu POA has a dedicated Change Management function governed by the Fujitsu Manage 
Change Policy (Ref: SM-3) and Manage Change Process (Ref: C-MSv1.5). 

Information Security is an integral component of the POA Change Management function and is 
evidenced by the Account Security Management participation in Change Beards, (PCCB & CCB). 

The CCB has the total authority and responsibility to accept, reject or defer a Change Proposal 
(CP) irrespective of its origination (Customer or Internal) and as such acts 

n behalf of the POA 
Management Team. 

12.5.2 Technical Review of Applications after Operating System 
Changes

Prior to any operating system upgrade or change, a review of all application control and integrity 
procedures must be carried out to ensure that they,cannot be compromised by the proposed 
changes. 

The HNG-X Design & Build Methodology" tntegratibn.Process (Ref:- PGM/PAS/PRO/0009) 
describes the activities undertaken to collect and prepare system components that are to be 
released into the test or live environment. 

When operating systems are changed, business critical applications shal l be reviewed and tested 
to ensure there is no adverse impact on organizational operations or security. 

A roll-back capability must be included in any change. 

12.5.3 Res hanges to Software Packages 
The security,: strategy outlined to HNG-X Architecture — Security Architecture (Ref:-
ARC/SEC/ARC/000)„ is that in order to reduce complexity and implementation times, the 
approach taken for security applications and services is to use internal Fujitsu services when 
appropriate and to buy and integrate COTS products rather than develop them internally. 

Specific exceptions to this rule have been made in the area of cryptography and key 
management where the solution has been redeveloped for the cryptographic API, (Ref:-
DES/SEC/HLD/0002), and a key management solution has been developed in the absence of 
commercial alternatives. 
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12.5.4 Information Leakage 

The End to End Application Support Strategy (Ref:- SVM/SDM/PRO/0875) stipulates that certain 
log files must be processed to obscure personal details that exist within before they can be 
passed to support teams outside the European Union. 

As new log fi les are generated by system enhancements development units need to be aware of 
the Data Protection Act (DPA) and ensure that information in any new log fi les is et r benign in 
DPA terms or that appropriate changes are made to the obfuscation tool.

Areas currently identified as potentially containing personal data are ca ,lr j._ tin of 
Counter/BAL-OSR Data For 4LS (Ref:- DES/APP/DPR/0008) and includ , 

• Counter OSR I BAL message log file 

• Counter application log file 
w ... 

® Database exports (e.g. CSV exports —Message Jaurn'""~. ~SA) 

• Screen captures of live system data* .q . 

• Audit data extracts (content of message journal) 
: .. : 

*Not handled by obfuscation tool

In order to allow the use of such informatton offshore anobfuscation tool has been developed for 
use on the log fi les that are known to contain sensitive information before passing to any external 
support team. The tool has now been integrated Into Peak. 

12.5.4.2 Obfuscation Tool 

The HNG-X Tool for Obfuscation ,of CounterlBAL-OSR Data: Support Guide (Ref:-
DEV/GEN/SPG/0023.),document gives guidance on the use and support of the Counter and HBS 
Obfuscation Tool 

The del ivered tool includes the rules required to obfuscate all log files identified in Obfuscation of 
Counter/BAL-OS f Data for 4LS (DESIAPP/DPR/0008):-

• HBS Application log 

Audit logs are not supported by this tool. 

Although sensitive data is already obfuscated to comply with PCI when generated, this tool will 
be used to remove personal identification data that may be logged according to PCI but which 
must not be sent offshore to India. An individual piece of data may not be sufficient alone to 
identify a person but combined with other data might be. 

The tool obfuscates any individual piece of data that might, in combination with other data, 
identify a person although it does not check whether any other such data exists. 

12.5.5 Outsourced Software Development 
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The POA outsources some Software Development to GDC India. Where this occurs it is 
provisioned under a documented "Statement of Works" ie:- Statement of Work Post Office 
Account Fourth Line Support &System Management Centre From the India GDC (Ref:- PO SMC 
4LS GDC SoW). 

The Statement of Work (SoW), for the provision of services (resources) by the Fujitsu India 
Global Del ivery Centre (GDC) for the Post Office Account (Account), is performed in accordance 
with the terms and conditions set forth in the Master Services Agreement effective 30th January 
2009 between the Fujitsu India Global Delivery Centre (GDC), Fujitsu Consulting India Private 
Ltd. (FCI), and Fujitsu UK & Ireland, Fujitsu Services Ltd (UK&I). 

The GDC are required to adhere to the specific Security Pol ices in place betweerf'the Fujitsu 
UK&I Post Office Account and the GDC. 
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4;I r grim,  M  ;1l
-a► 

12.6.1 Control of Technical Vulnerabilities 

The vulnerabi lity management service ensures security patches and updates are maintained at 
the appropriate level. The service provides secure platform builds that have been hardened to 
reduce the vulnerabi lity of the standard platform. The service provides protection against 
malware in the form of Viruses, Trojans, and Worms etc. and detects and prevents malicious 
code and malicious activity on the network. This service supplies the assurance that possible 
platform and appl ication vulnerabilities have been reduced to a minimum. 

I 

vork together to 
by configuration 

ich Data Centre. 
, on a regular 

nfigured with 
ystem scanning. 

dit process and 

Dment phases of 

)i lity 

-X environment 
t, there will be a 

patch management system described in full in the HNG-X Patch Management Process (Ref:-
SVM/SEC/PRO/0009) with the design for the patch management system is described in the 
HNG-X Patch Management HLD (Ref:- DES/SEC/HLD/0006). 

This system will provide mechanisms for 

• Gathering patches and updates to major operating systems and applications 

• Evaluating and filtering the patches and updates 

• Testing the patches and updates 

• Deploying the patches and updates. 
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The Patch Approval Board is a virtual team that meets monthly and reviews the HNG-X Patch 
Deployment Spreadsheet and seeks agreement on the patch set to be deployed and in what 
timescale for example an emergency fix or include at next release. 

The team is able to use the criteria established by the manufacturer of the product to assist in 
making its decision, these take account of the following: 

• How likely it is that the vulnerabil ity will affect the operating systems, applications, 
databases, or network equipment. 

• How easy or difficult it is for someone to make use of the vulnerabil ity and use it to create 
a threat to the POA operating systems, applications, databases, or network equipment, 
its simplicity. 

• The severity of the damage that can occur if this patch is not applied its 

The filtered patches wi ll then go through LST testing and be distri 
using the Tivoli software distribution mechanism. 

Data integrity of each patch or update, (and of software distributiortin.genera'), is assured using 
a file hashing mechanism. This does not give the same level of protection adigital signature, 
but in conjunction with the other policy, procedure and technical security controls, it assures that 
the software installed is the software delivered by the configuratiori"rand release management 
system. 

Due to the technical and management security controls in; place throughout the Horizon-Onl ine 
infrastructure, there is considered to be a greater threat 

from 

the installation of corrupted code 
than that from malicious code. 
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An Information Security Incident is defined as "an adverse event or series of events that 
compromises the confidentiality, integrity or availability of POA information or information 
technology assets, having an adverse impact on Fujitsu reputation, brand, perform  or ability 
to meet its regulatory or legal obligations." : 

Information security events must be reported through the POA Service ask" e r `he 
Security Incident Reporting Process described in the POA Operations In nt`Management 
Procedure (Ref:- SVM/SDM/PRO/0018), or via 7799 for supporti ;§sterrY n actX 'dance with 
Fujitsu UK&I BMS Security Incident Process (Ref:- I-IS1.1) as quid . yspoSbIe. This Process 
also state that it is an incidents arising from Fujitsu Corporat set iat r fect the support 
of POA must be reported to the Operational Security Manager 

Incidents that threaten Cardholder Data and SensitivE 
upon as outlined in the POA Operations Incident Man 

All security incidents reported to the Service O,Sk.0 
handled in accordance with the incident ma em 1 

All POA Staff will be made aware of 
and suspected breaches as quickly 

 6,

It is recognised by the POA 
and the POA may be vulner 

must also be acted 

given a reference and 

any information security events 

;nt Team that no system can be 100% secure 
curity Weaknesses. 

As required by they u}f . 11 f B1 edurity Policy Manual if POA staff identify or suspect that 
a security weaIqes exi anywhererñ the systems being supported by the Account (including 
any identifiecLbyhe Vulner^ 'lity Management Service), then they must report these matters to 
the Accourdec1 Managètt nt Team via Line Management at the earliest opportunity in 
order to::Dfeven ation Security Incidents. 

All std<mrtt e aware tit they should not, in any circumstances, attempt to prove a suspected 
weakness th elves. If such a course of action resulted in a security Incident then it may be 
t$ted a disd nary issue. 
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The management of Incidents is captured in the POA Operations Incident Management 
Procedure (Ref:- SVM/SDM/PRO/0018). This procedure identifies some key roles within the POA 
for Information Security Incident Management: 

13.2.1.1 Service Desk Agent 

The Service Desk Agents provide a single point of contact for users, dealing with;the 
management of routine and non- routine Incidents, Problems and quest `

The Incident Manager's principle responsibility is to d 
monitor its effectiveness and make recommendations 
ensure that service is improved through the efficient r 

13.2.1.3 Incident Resolver 

The Incident Resolver is to accurately 
and to assess, plan, build/test and i 
Management Process. This role uU3itl ty 
delivery units 

The POA Quality 
the forum for eva( 

Findings sh :ib'i 

13.2.3 

lement process, 
key objective is to 

}ncidents and Problems within SLA, 
in accordance with the Change 
by the support teams and service 

curity Rev'ew Board (QMSR) which meets quarterly wi ll be 
g any lessons learnt from Information Security Incidents. 

the Information Security Pol icy review and potential ly 

~P -QA eratit Incident Management Procedure (Ref:- SVM/SDM/PRO/001 8) describes 
t ~  i rfoIIow-up action against a person or organisation after an Information Security 
Incl nt in s or may involve legal action (either civil or criminal), evidence will be col lected, 
retained, and presented to conform to the rules for evidence laid down in the relevant 
juns i #on(s). Legal action may also be initiated by 3rd parties e.g. by regulatory bodies or 
controlf rs of potentially compromised sensitive information. 

Should it be considered necessary the incident might be passed to an external investigator or 
forensics team, who wil l ensure that any data required for evidential purposes is captured and 
investigated using a systematic approach which ensures that an auditable record of evidence is 
maintained and can be retrieved 

In some cases, where a compromise to card data is involved, two Forensic Investigation teams 
may be involved. One team operating on behalf of POL gathering the required audit logs to use 
to analyse and investigate the problem. A second Forensic Investigations team may be imposed 
to investigate on behalf of the card acquirer and card schemes. In all incidences where a 
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Forensic Investigation is involved, the Forensic Investigators wil l be shadowed by POL's Legal 
and Security Teams. 

Incident investigation procedures must ensure that evidence is col lected such that it is admissible 
and of sufficient weight by keeping original documents, copies of information held on hard discs, 
removable media and log files. 

13.2.3.1 Audit Track Retrieval and Analysis 

The Horizon (On-Line) Architecture — Support Service (Ref:- ARC/SVS/ARC/0001) describes in 
detail that the outputs of Audit Track retrieval is initiated by a request (either from Within Fujitsu 
Services or Post Office) for access to audit data. This data may be provided either in its raw 
form, i.e. a simple copy of the Audit Track files or may be subject to some, filtering and analysis 
by authorised Post Office Account staff before being sent back to the requestor. 

Audit Track retrieval and analysis are services are provided to users by tb.. Audit..Extractor Client 
application on the Audit workstation. The audit client application i ,* ,. cts 4 th'`.;,. ,.dit servers 
to perform certain actions.

In summary the workstation supports the following end user ces . 

• Management and Monitoring of Audit Record, t nes (A 

• Online extraction of data from the Audit Archive 

• Seal Checking to ensure extracted files have seals intact 

• Server based tools to filter Audit Tracks 

• Workstation based tools to analyze Ord .present audit data in required format 

• Decryption of encrypted PANS re tiring ttrz Banking or Debit/Credit card transactions 

The vast majority of Audit Track retrieval requests are for Post Office branch transaction and 
event data. Thus the services provided on the Audit workstation are optimized to handle these 
types of request. 

The Audit Extractor Client is itnpiemented as a Microsoft Visual Basic 6 application. 

More detail of the design ofAudit track;: Retrieval and Analysis is available in Audit Data Retrieval 
High Level 

Design 

(DES/APP/HLD/0029). 
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Fujitsu are committed to Business Continuity as demonstrated by the Fujitsu UK&1! BMS 
Business Continuity Master Policy (Ref:- CPM31). 

This Corporate policy advocates that actual or potential Major/Serious incidents th trnay'affect 
the Activities that support Fujitsu UK and Ireland key products and services by {.reparr-'gg' 
maintaining and testing Business Continuity Plans (using the Man e Coro uityo# Fujitsu UK & 
Ireland Business Process (Ref:- I-AB 1.9)), executing those plans he business i rruptions 
occur and proactively reducing the impact that incidents will have the ts es and the key 
products and services, where it is appropriate to do so. ~ 

The POA Business Continuity Manager is responsible ,f.ensurin` t process is implemented 
to minimize the impact on the Account and delivery of` :e „and red r from loss of 
information assets. This process will identify the critical 1$sinê ccesses and integrate the 
Information Security management requirement Acco .b ine operations with other 
continuity requirements.

The HNG-X Business Continuity Frame v4 ,(Ref  (SD SIP/0001) recognises that a 
principle requirement specified within schej T1T l reement is the provision of Business 
Continuity Plans which conform to "" "' II ice Continuity Framework' which include 
Information Security.

The POA CISO and / or th nfo 0 tion SecIJi. Risk and Assurance Lead will be involved in the 
development and maintena1i oft ̀ :, roces .'  and any continuity plans, by contributing as a 
reviewer on any changes to art*usIti 'tinuity Plans, to ensure that Information Security 
requirements are ad ately sedi 

The Account See 'ttity M`': ement m shall also send representation to the Post office 
Infrastructure Networks ant! Business Continuity Operational Review Forum. 

14.1.2 Bush ess Continuity and Information Security Risk 
Arse ient 

Events mat cani e interruptions to business processes shall be identified in Business 
Continuity Tests. 

Tne likeliho nd impact of such interruptions and any consequences for Information Security 
shall be recorded in accordance with the HNG-X Information Security Risk Management 
Procedrre (Ref:- SVM/SEC/PRO/0033). 

A coordinated approach between Business Continuity and the Account Security Team is required 
to measure the Information Security Risk exposure. 

14.1.3 Developing and Implementing Continuity Plans including 
Information Security 

The POA Business Continuity Manager must ensure that effective business continuity plans are 
agreed and maintained. The POA Security Management Team under the direction of the CISO 
should ensure that Information Security is an integral part of the overall business continuity 
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process to reduce the risks from deliberate or accidental threats to deny access to vital services 
or information including deliberate loss of confidentiality and integrity of POA assets. 

The HNG-X Business Continuity Framework (Ref:- SVM/SDM/SIP/0001) captures that there shall 
be four Continuity Plans for HNG-X and by definition Information Security wi ll have a footprint is 
all of the following: 

• HNG-X Services Business Continuity Plan (Ref:- SVM!SDM/PLA/0002) 

• HNG-X Support Services Business Continuity Plan (Ref:- SVM/SDM/PLA/0001) 

• HNG-X Security Business Continuity Plan (Ref:- SVM/SDM/PLA/0031)

• HNG-X Engineering Service Business Continuity Plan (Ref:- SVM/SDM/PLA/00 

These plans must be maintained, to enable internal operations and 
maintained following failure or damage to vital services, facilities or 

14.1.4 Business Continuity Planning Framework q . ,
The POA maintains a framework of Business Continuity Plans tnHN& X BU Ss Continuity 
Framework (Ref:- SVM/SDM/SIP/0001). 

The Business Continuity Framework defines the methodology agreed between Fujitsu Services 
(Post Office Account) and POL for handling all aspects of Business continuity. 

It is the objective of the HNG-X Business Conttnui#y.Framework and associated Business 
Continuity Plans to satisfy both Contractual and internal Corporate requirements for Business 
Continuity as required by Fujitsu UK&I BMS Business Continuity Master Pol icy (Ref:- CPM31). 

The HNG-X Business Continuity Framework"cetvers the following areas. 

• Provide a baseline deflnitton of the Business Continuity Framework and Business 
Continuity Plans as specified in Schedule 62'. 

• Provide a detailed deftnitlon, f,Fujitsu Services (POA) deliverables associated with 
business continuity andthe methods of review and assurance. 

• Define the contents and format of the Business Continuity Plans. 

• Define the overall test strategy adopted for testing of the Business Continuity Plans. 

• Define the management processes for the management of Major Business Continuity 
Incidents. 

14.1.5.  Testing, Maintaining and Re-assessing Business Continuity 
Plans 

Schedule B2' of the 'Agreement requires that there are contingency plans in place for the HNG-X 
Applicable Services' and Schedule 1 defines Applicable Services'. 

The strategy adopted by the POA Business Continuity Manager is to deliver the requirement of 
testing 'Applicable Services' by verifying the operational continuity of the HNG-X operational 
services and related infrastructure. 

This testing wi ll provide the necessary assurance that all possible business continuity risks have 
been identified and that appropriate plans are in place to mitigate against such risks. 

The HNG-X Business Continuity Test Plan (Ref:- SVM/SDM/PLA/0003) brings together the 
testing requirements of all Post Office Account Business Continuity plans and documents the 
schedule and methodology to be adopted for both initial and on-going tests. 

The POA Business Continuity Management Team produces an annual Business Continuity Test 
Schedule Planner (Ref:- NSN). Tests will be conducted either through procedural walk-through or 
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through full activation of the contingency plans. Where appropriate, and when agreed, POL will 
participate in tests which require their input. 

The POA Business Continuity Manager is responsible for ensuring that the Business Continuity 
Plan is regularly reviewed. 
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15.1 Compliance with Legal Requirements 

As documented in Fujitsu Way Code of Conduct Global Business Standards 
Fujitsu are required to comply with legislative requirements and technical and 
standards in its own right as a business organisation. 

The Fujitsu Post Office Account (POA) is required to ensure that it is 
placed upon it by its stakeholders. 

Stakeholders cascade policies, standards, contractual and legislate€ 
and POA is then required to capture these and manage how it will i 
series of controls or rules. POA is also required to monitor and mess 
implementation of these controls are and based on these results ;tq. r 

The extensive remit of the obligations placed on POA requires an 
so that the Account can manage al l its compliance requirements.;,, 

agraph 2) 
Ttt`hercial 

ith requirements 

its Onto POA 
m through a 
cessful the 

and framework 

The Quality and Compliance Framework (Ref:- PGM/PASJMAN/0004)'' identifies key areas 
needed to ensure it meets the obl igations of its stakeholders :"and they are planned, operated, 
managed, monitored and reviewed. 

To supply services to POL POA uses shared resourees from within the whole of Fujitsu; therefore 
POA is mandated to fol low the frameworks, process and procedures documented by Fujitsu 
Governance & Compliance, Fujitsu"Quality Manatge;rrtent and Fujitsu Development Assurance. 

Inputs to the Quality and Compliance framework can be broken down into the following areas: 

Legislation & Reg 

on Fujitsu's legal responsibilities is provided by Fujitsu Group Legal 
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Fujitsu Way Code of Conduct Global Business Standards (Paragraph 4) captures Fujitsu's 
commitment to protect IPR. 

The Copyright, Designs and Patents Act 1988 states "The owner of the copyright has the 
exclusive right to copy the work." It is illegal to copy software without the copyright owner's 
permission. 

Proprietary software must be used within the terms of the licence conditions and unauthorised 
copying of software and documentation is prohibited. 

Where practicable the POA wi ll use vendor-supplied software packages without any 
modifications. However, if changes are deemed necessary, these should first be requested and 
agreed within the Account and then only implemented under agreement with the original suppl ier. 

Whilst it would be preferably that the changed software should be issued 
as 

an upgrade from the 
supplier it is recognised that any bespoke modifications may be outside the suppliersi.software 
lifecycle. 

The POA will not permit any unauthorised modified or non-sta software components to be 
incorporated. 

An inventory of al l proprietary software used by the Services will be maintained. 

15.1.3 Data Retention and P Organisational Records 
As captured in Fujitsu's Documentation and (Record Standards (Ref:- GroupiQ&BE/03) a record 
is defined by ISO 9000 as being "a document stating results achieved or providing evidence of 
activities performed" that can be used to document „traceabil ity and provide evidence of 
verification, preventive and corrective action 

Records stored electronicatlyand hard copy retained for the contractual period wi l l be accessible 
throughout the required retention period andswill be safeguarded against loss due to future 
technology change as, referenced in the Audit Trail Specification CR/FSP/006. 

Data wi ll be retrievable to meet legal requirements as requested by a court of law, e.g. records 
required can be retrieved in an acceptable timeframe and in an acceptable format. 

15.1.4 Data ,Protection and Privacy of Personal Data 
It is Fujitsu clearly stated pol icy to comply with all laws and regulations relating to the protection 
of::..personal datain all countries in which it transacts business and to maintain a high standard of 
compliancei>in all Its worldwide operations as captured in Data Protection Master Policy (CPM 

;atiors handling personal data on individuals must comply with data protection legislation 
-iples. POA shall process personal data only in accordance with the instructions of each 
stroller as set out in the Agreement and applicable provisions of CCDs dealing with such 
ng. 

[.111.11 YitN!EiX') • • • 1YiTIIHtT • 

It is a clearly stated Fujitsu Policy that users shal l be deterred from using information processing 
facilities for unauthorized purposes as captured in Fujitsu UK & Ireland Business Management 
System Security Policy Manual and the policy on the Acceptable Use of IT Within Fujitsu 
Services. 
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Under the Computer Misuse Act, it is an offence to access or modify material without proper 
authority, or to access material with intent to commit further offences. Warning notices to this 
effect must be displayed to potential users prior to system log-on. 

Services wi ' i comply with Post Office Cryptographic standards, contractual and relevant 
regulatory requirements, including PCl-DSS, for the handing of cryptographic key material and 
staff are to follow all UK and European standards regulations and directive detailing where and 
how encryption algorithms may be used as captured in the HNG-X Crypto Service . HLD (Ref:-
DES/SEC/HLD/0002) 

Government specified algorithms and key lengths must be used where PQ tlfies tt^t t they 
are specifically required by HM Government. 

• All cryptographic key lengths shall be at least 128 bits for mme ke nd at least 
1024 bits for asymmetric keys where the associated crypt :"' :: hic"::•ntrol'" tects the 
integrity or confidentiality of Horizon Online Business Data efeqData & 
Application Software. .; 

• PCI requirements state that for PCI Card hol to all Ke"
. 

" I be AES 256 or TDES 
128 bit TDES in length
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15.2.1 Compliance with Security Policies and Standards 
Compliance with the requirements defined in the POA Information Security Policy is mandatory. 
The pol icy is to be applied throughout POA for the secure management and operation of all 
systems and Services designed, built, implemented, operated, used, supplied or .managed by the 
Fujitsu POL Account. 

Regular audits are carried out under the direction of POA CISO and/or POA .Programme. 
Assurance Manager, to verify that POA is operating in accordance with its security 'policy and 
procedures. 

Security Audits can also be initiated by POL, its clients or regulat er ' espo  to a 
specific incident or on a regular basis. s. 

These audits will form part of an overall assurance programme and well be sch uled, co 
ordinated, reported and corrective action plans acted ones part of an Integrated Audit Schedule 
(Ref:- PGM/PAS/PLA/0014) which is maintained by the PtOA Quality Manager. 

Where relevant, POA will comply with customer security requiremants as expressed in the 
Community Information Security Policy. 

15.2.2 Technical Compliance C 
POA information systems must be regularly; checked for compliance with security implementation 
standards and regulatory requirements. 

Technical compliance checking involves the examination of operational systems to ensure that 
hardware and software controls have been correctly implemented and is a requirement of The 
Quality and Compliance Framework (Ref:- PGM/PAS/MAN/0004). 

This type of compance checking requires specialist technical assistance. It shal l be performed 
manually (suppRtted by appopriate software tools, if necessary) by an experienced system 
engineer, or by an;automated software package which generates a technical report for 
subsequent interpretation by a technical specialist. 

Compliance checking also covers, for example, penetration testing, which might be carried out by 
independent experts specifically contracted for this purpose. Caution should be exercised in case 
success of a penetration test could lead to a compromise of the security of the system and 
Inadvertently exnloit;.other vulnerabi lities. 

mica#;compliance check shall only be carried out by, or under the supervision of, 
nt persons authorised by the Account CISO. 

Technical compliance checking will form part of an overall assurance programme and wi ll be 
scheduled and co-ordinated as part of the Integrated Audit Schedule (Ref:- PGMIPAS/PLA/0014) 
which is maintained by the POA Quality Manager. 
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15.3.1 Information System Audit Controls 
Fujitsu Services are required to provide facilities to store audit data and subsequently present it 
for analysis as described in the Horizon (On-Line) Architecture — Support Services (Ref:-
ARC/SVS/ARC/0001). 

• Post Office Auditors in connection With Fraud investigations — in which case the data may 
be presented as evidence in court 

• Counter application messages received by the Branch Access Layer. This wi ll include 
counter transactions and.events 

• Data transferred across 
Horizon 

(Online) system boundaries. E.g. Bulk fi le transfers to 
and from Post Office and their clients 

• Solaris Host database systems audit and archive data. In this context database audit 
data refers to the .saving of logs of updates applied to the databases, and database 
archive data refers to the saving of old data that has been purged from the primary 

• NIPS database audit data containing a record of banking transactions. 

• Horizon (Online) system events — including security events 

g of activities undertaken by Fujitsu Services Post Office Account staff during 
nance of the system 

scheduler logs 

As described in the Horizon (On-Line) Architecture — Support Services (Ref:-
ARC/SVS/ARC/0001) The Audit Data Gathering and Storage facilities must be generic and 
extensible; in particular any new appl ications introduced into the Horizon (Online) system should 
interface to the Audit Server. 

Tools to extract and prepare data for analysis are provided together with facilities to manage 
internal Post Office Account data retrieval activities. Access, by Post Office Account staff, to the 
retrieval and extraction facilities is via the user interface provided on the Audit Workstation. 
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Access to the Audit servers and workstations is limited to authorised personnel and is policed 
using two factor authentication and the Horizon (Online) Identity and Access Management 
System. 

The Audit Workstation provides facilities for authorised Fujitsu Services staff to access the Audit 
Server in order to retrieve Audit Track data from the Audit Archive and to either select or prepare 
Audit Track data for presentation to Post Office or in support of internal audit activities. The Audit 
workstation is dedicated to this task & provides no other facilities. 

Browse and filter tools are configured on the Audit Workstation enabling subsequent 
searches/filters on files to be performed. 

There is no automated synchronisation between the Audit Data Extraction and th 
filtering facilities 

Data 
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