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FUC‘?TSU POA HNG-X ALL LIVE DEFECTS REPORT
] FUJITSU CONFIDENTIAL (COMMERCIAL IN CONFIDENCE)

Date of system extract: 10/08/2022 14:15
Date of issue of report: 12/08/2022

This report list all Live Defects in HNG-X as at the date of the system extract above. The fields shown are:

Defect Stage The stage in the management process (see stages below)

Call Reference The Fujitsu Live Defect Call Reference

Summary The Fujitsu Live Defect Summary title (sometimes system generated)

Date Opened The date the Incident was first logged

HDR Classification If branch affecting, the Horizon Defect Review (HDR) Forum classification

Deferred Whether the Live Defect was deferred from a previous release

Workaround Whether a workaround is in place
POL SNOW Reference The POL Incident reference (if known)
POL Problem Reference The POL Problem reference (if known)

Target Release The proposed Release for the fix to the Live Defect
Release Title The working title of the Release under which the fix will be deployed
Release Date The currently known Release Date to Live for the Target Release
Description An expanded Description to augment the Summary
Root Cause The currently understood Root Cause of the Live Defect
Fix Required The currently expected Fix Required to address the Live Defect

The Live Defects are sorted based on their stage in the POA Live Defect Management Process. The stages are explained below and then summarised in the table

shown.
1. INVESTIGATING - A Live Defect will start out as a Potential Live Defect until

sufficient investigation has taken place

2. SOLUTIONING - If a fault is confirmed then this will progress to be a
Confirmed Live Defect (if it is not a fault then the Potential Live Defect will be
closed)

3. PROPOSED FOR - Once a solution is identified for a Confirmed Live Defect it
will need to go through the POA processes before the fix is assigned to an
appropriate Release

4. TARGETED AT - Releases are then managed through to deployment to Live

The table to the right shows a summarised view of the alignment of Live Defects to the stated Target Releases.

1 - Investigating
(blank)
2 - Solutioning
(blank)
3 - Proposed For
HNG-X 72.30
HNG-X 73.10
HNG-X 38.04
- Targeted At
HNG-X 35.07
HNG-X 36.01
HNG-X 36.03
HNG-X 72.20
HNG-X 72.30
R2022_3601
HNG-X 38.04
HNG-X 37.01
HNG-X 37.05
R2022_3804

&

Grand Total
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1- Investigating

call
Reference

PC0290440

Summary

LST: R20.92 - BAL - Password Re-
Encryption - 60x Slower Under Some
Error Conditions

Date Opened

16/09/2020

HOR
Classification

Deferre

Workaround

POL SNOW.

Reference

POL Problem

Reference

Target
Release

Release Title

POA HNG-X ALL LIVE DEFECTS REPORT

Release Date

Description

Root Cause

effectto
causing performance issues, thus preventing the full automation of what should be an

| Annual housek eeping event. Until this Peak is resolved, we continue to perform the yearly
cleardown in LST and Live manually and under Change Control.

error handling in the automated re-encryption routines.

FUJ00232856

FUJ00232856

Fix Requi

still under investigation

1- Investigating

PC0301504

2~ Solutioning

monitor state of BAD in the last 5
[PC0300066 |PBs: INC10231988 - Branch 183002

INC10791129 : aprpews251,
CWS.CWS.STATUS has recorded a

22/06/2022

PRE0041112

JBOSS 5 trying to acquire a lock and it could not acquire it and timed out and hence
application s unable to process any request.

Stil under investigation

Stil under investigation

Declined transaction at counter not
reversed with Vocalink

22/03/2022

Impact

[PRE0A1095

Declined transaction at counter notreversed with Vocalink,

Clerk would have fust seen a declined transaction, no different to the bank declining the
transaction for some valid reason, 50 nothing that would highiight to the Clerk that
anything was wrong.

Clerk would probably have suggested retrying the transaction.

Branch shows one exception with
Txn Id: 5IMQA2744683

Branch Code: 183002

Node Id: 2

Receipt Date: 19/03/2022
[Amount: £60.00

The customer would have received a decline receipt as normal, 5o can't differentiate.
Screenshot to be provided.

by e

[Ves -Fix identified by Worldiine and will be released as part of the Worldiine release I-31.

2 - Solutioning

PC0301557

R33.50 - SV&I - The RCA Client Is not
[working for nodes upgraded to CYGWIN
voa1

27/06/2022

PRE0041199

Fujitsu does not consider this a Live Defect but has tagged it as one for visibility.

Cygwin I5 a software package that Fujitsu uses as part of its remote counter access solution.
The way inwhich remote access to the Counter s configured i for the EUC provider to
decide; the Fujitsu requirements are spelled outin REQ/SIR/SRS/2605. The current EUC
implementation of the remote access rules (Group Policy) s (inacvertently) dependent on
afaultin the Cygwin software which bypasses Windows GPOs. If Fujitsu was to patch o
upgrade the Cygwin software (as was Intended for 72.20) the fauit in the Cygwin software
would no longer be present, and the EUC implementation of the remote access rules would
block Fujitsu remote access. Although the actual ' defect! Is in the Cygwin software, the
operational defect’ 5 In how the remote access rules are Implemented This Is therefore an
action for the EUC provider and Futsu to resolve fointly (RTQ are being raised by POL)
and until this s resolved, Fujitsu cannot patch or update the Cygwin package. None of this
is branch affecting. None of this -to Fujitsu's knowledge - presents any additional access
rights to any counter for Fuitsu support staff. Fujitsu alreadly reports on its remote counter
access In a weekly report to POL Security. It s, to all intents and purposes, a technical
implementation challenge for the EUC provider and Fujtsu to resolve so that Fujitsu can
continue to deploy updates to the Cygwin package. As Cygwin cannot be patched or
Updated, this presents a security risk which has been documented by Fuitsu and shared
with POL for discussion at the ISMF.

The current EUCImplementation of the remote access rules (Group Policy) 15

afault in the Cygy hich by s Windows
GPOs.

EUC provider and Fujitsu to resolve [ointly (RTQs are being raised by POL) and until this Is
resolved, Fu patch or update the.

3 - Proposed For

PC0276756

[EOSPromptsCandidateL StBLO Generating
an object which fails XSD Validation

18/02/2019|

HNGX 7310

[Counter Release

ROT environment only: Repeated display of the same salesPrompt
Technical Impact: EOSPromptsCandidateListBLO incorrectly adds the salesPrompt to
EOSCandidatelist resulting in repeatedly displaying the same salesPrompt (.., <list></list>)

[Sales Prompt Is included If stack Inclusion reference data s defined but contains no
[products, or stack inclusion reference data with products is defined butall the products are|
fitered out by the counter them are valid

Fix would be required to have an Inclusion or exclusion objects with empty member list.
POL need to approve proposed fix emailed to Suzanne Robson 20/12/2021 {copied to Sally
Rush)

3 - Proposed For

pC0279218

PINPad BRIds (keys) - remove redundant
refdats hotflx

19/07/2019)|

HNGX 7310

[Counter Release

There 5 no business Impact; this 1s a maintenance activity to remove redundant reference

BKID in PINPacKeyCheck reference data prior to R70.10 15 redundant and has to be.
removed.

Fix required to remove from the latest reference data,

3 - Proposed For

Pc0289922

LST: R70.20 Ctr - User s Locked Into &
Field During Foreign Currency Rem In
rransaction

17/08/2020|

Experience

PRE0A0B11

HNG-X73.10

[Counter Release

dota,
During a Rem I for foreign currency via the Pouch Delivery screen, f a value 1s entered
into the "Foreign Currency Amount" column for Argentina Peso ARS (for example) and then
the user clicks Into the "Confirm Sterling Amount" field on another currency row then the
MSG00927 error message appears.
The user cannot cancel the transaction, or press the PREV button to escape. The user is
then locked into the new field on the 'other' row, and cannot get out of It (in any obvious

t

¥ hey are p the MsG00927 error
message again. The user cannot go back to the row of the original currency to correct t.
This is highly y to happen f the user s using 0 Tab from field to field
a5 they cannot jump to the next currency down. It is much more likely to happen when the
user uses thetouchscreen. It Is further beleved to be an action that a user is unlikely to
make intentionally - which is perhaps why this has not been reported on a live counter.

The counter application allows field changt

tohapp t
[completing validation which generates an error which the dlerk cannot correct

Counter code fix

3 - Proposed For

PC0290005

LSTREL_IND - Back Office Printer Job
Cancelation fails intermittently

24/08/2020|

Experience

PREO41159

HNG-X72.10

[Counter Release

When the Clerk attempts to print a back office printer [ob, and then changes their mind,
and elects to cancel the print job (many Back Office Printer use-cases have a "Cancel”
option), then f this cancelation fails to complete normally, leavingthe printjob in the
queue, then the CBA does not inform the Clerk of this falure. No failure/error message is
currently shown to the User. The display of an error message would allow the clerk to make:
a better decision about how to resolve the situation.

Unable to confirm if the prints when the cancel fals owing to the O/ response being
ignored.

(Grmission of logic within the CBA results n the O/ result/respanse being Ignored.

Option 2, as presented at CBIF: CBA change to Introduce new message when "requestto
cancel back office printer job" fais. This message would have two options: Retry (which
attempts to repeat the cancel operation repeatediy for up to a certain period until
successful cancel or time-out) or cancel (which gives up cancelling immediately).

POL Reference Data to deliver the messaging to the Clerk.

3 - Proposed For

PC0290076

LST: Rel. Ind - Remove redundant refdata.
for PC0290017 (post-R70.20 roll-out)

27/08/2020]

HNG-X 73.10

[Counter Release

No risk or Impact for ive ]

- BAL SL required
from R20.82 removed.

[Common.aml has redundant data after R20.82

Remove redundant data from Common.xm!

3 - Proposed For

PC0292708

(CBB-5259 - History text wraps wrongly for
long texts

21/01/2021

Experience

PRE040956

HNG-X73.10

[Counter Release

The history text gets truncated on the operator display.

Defect in the wrapping of History text in CBA Application

CBA Change required to managed wrapping of text correctly.

PC0292025

ip freezingin
Mo

27/01/2021

Experience

No

HNG-X73.10

See Title, this Is
PRB00A7806.

under

via

TBC

Potentilly resolved via introduction of CWB at R72.30 - results of pilot pending.
yig CW00479,

3 - Proposed For

PC0293665

CBB-5606 - Logging Into CBA with
different PIN Pad can't display menus

16/03/2021

Experience

PRE040957

HNG-X73.10

Counter Release

on ess), the Counter U1
can become corrupted and unpredictable behaviour may result, particularly ifthe user
presses the key board repeatedly, or keyboard events are queued due to separate
performance issues. In this instance the counter can hang or menu information may be
missing (e.g.left hand side menu bar). There is no known financial impact and this only
impacts the clerk in the branch at logon. This is an edge case that has ONLY been observed
in a development environment by the counter Dev team.

Scr

hots not as Wil not be observed by the
clerk. The Clerk will only see the foreground which is the standard log on screen and
prompts.

PLEASE NOTE: this Is a particularly difficult scenarlo to reproduce Involving use of debug
points n code to be able to control the very specific set of ircumstances needled to
produce the Issue; the foreground task during logon is a message with buttons displayed
on the screen; the background task Is dealing with an unexpected PED swap which should
be a rare occurrence.

In this particular instance, the clerk alogon and is %
displayed on the screen (referred to as foreground processes). At the same time a small
subset of processes can run which are not visible to the end user (referred to as
background processes). For example, during logon an update can be sent to the BAL in
response to PINPad initialisation to deal with a PED swap/security check failure {this is a
background process). NOTE: The security checks are in place to highiight unplanned PED
swaps. In the case of a PED swap with the user performing a very specific set of screen
inputs during logon (e.g. f the user presses the keyboard repeatedly) at a very particular
point of processing (e.g. dealing with PED swap/security checks), a background process can
interfere with the foreground process resulting in the incorrect abilty of the user to trigger
actions (such as post logon checks) multiple tmes,

TBC: RCA understood, but options for best solution being assessed.

3 - Proposed For

Pco296437

[CB8-5995 : removal of R70.10, R70.20,
R70.25 refdata hotfix

11/08/2021

HNG-X 73.10

Counter Release

R70.10, R70.20, R70.25 was "hot-fixed" via reference data and it should be removed as the
removal of est

[No ssues; Refdata to be removed as a matter of good housekeeping.

[Yes. Remove relevant entries from RefDataHotFix.csv

Fujitsu Confidential - Commercial in Confidence
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Defect Status.

call
Reference

Summary

Date Opened

HOR
Classification

Deferred

Workaround

POL SNOW.

Reference

POL Problem

Target
Release

Release Title

POA HNG-X ALL LIVE DEFECTS REPORT

Release Date

Description

Root Cause

FUJ00232856

FUJ00232856

Fix Requi

3-Proposed For [PC0297962 |LSTR71.10 - PBS -Counter Existing 03/11/2021] Experience No PRE0041003 |HNG-X 73,10 |Counter Release. Existing Reversals should force refund to plastic (1. prevent refund to cash) if the original |Prevent refund to cash is not implemented in PBS plastic payments Counter corle changes required to prevent refund to cash for baskets with PBS plastic
Reversals should force refund to plastic in basket was wholly paid for by plastic and contained no outpay items (as per business rules payments.
certain circumstances BRU-1177 and BRU-1180). This is the case for baskets with pre-PBS plastic payments, but

not for baskets with PBS olastic pavment:

3 - Proposed For |PC0297963  [LST:R71.10 -The maximum amount 03/11/2021 | Experience Yes HNG-X 73.10 ed | this Il Is aware of. This incorrect as. g lines net each This requires a counter code change. It is proposed that this would be fixed and tested
[payable by plastic s incorrectly Issue has been recently classified for HDR for POL awareness. other out for complex basket entries. within the scope of CP2720 CWODA434 Bureau Refund To Card because there are a number
calculated for certain baskets The maximum can be higher than o pleted together.

a basket item is present that contains basket entries that have accounting lines that net

each other out (e.g. postal services and bureau TPOS transactions and possibly POL defined
I correctly calculated. This

miscalculation has been present for many years in the estate.

For example, consider the following basket:

Euro Sale 101.67

Cheque part payment -50.00

Basket Total 51.67.

The maximum payable by plastic should be 51.67 (because of the existing cheque part

payment), however t5 calculated as 10167, and means that the cheque (or other part

eg. The default is correctly

setto 5157,

3 - Proposed For [PC0297964 |LST:R71.10 - PBS - Existing Reversals, the 03/11/2021 | Experience No [PRE0041002 | HNG-X 73,10 |Counter Release During Existing Reversals, the counter clerk should only. ‘the plastic refund refund card is different to the original payment card If the Counter code change required. To be performed as part of CWO0434 Bureau Refund To
[ different card' warning is appearing card is different to the original payment card if the original card supports refunds. original card supports refunds} is not implemented for PBS plastic payments. Card because there are a number of inter-related changes all In the area of PBS plastic
when it should not This s the case for original baskets with pre.PES plastic payments, but not for original payments / refunds that should be changed together.

baskets with PBS payments.

3 - Proposed For [PC0297965 [LST:R71.10 - PBS- In Existing Reversals, If | 03/11/2021 | Experience No [PRE0040993 |HNG-X 73.10 |Counter Release refund s different to the payment |Additional data "<Original Tsincluded in butnot | Counter \ge required. To be performed as part of CW00434 Bureau Refund To
a different card is used then the txn card used in the original basket, then the counter transaction should record this. Thisis  |implemented for PBS plastic refunds. Card because there are a number of inter-related changes all In the area of PBS plastic
should record this the case for. not for PBS payments/ refunds that should be changed together.

3 - Proposed For |PC0298067 |LST:R71.10 - PBS Existing Reversals 10/11/2021 | Experience No [PRE0041001 | HNG-X 73,10 |Counter Release Business impact: When performing a counter existing reversal to reverse items, the. With a PBS PIN Pad reference data configuration (to either a} reject the card or b} to warn | Counter code change required. To be performed s part of CW00434 Bureau Refund To
should support different card not allowed customer may present a card to be refunded to, which is different to the original card sed [the clerk that the card i cifferent and allow the clerk to continue or cancel) was not (Card because there are a number of inter-related changes al In the area of PBS plastic
option to pay for the tems. Withs pre-PBS Pin Pad, the counters can be configured via reference.|implemented, and the counter ahways warns the clerk If the card is different and allows [ payments / refunds that should be changed together.

data to either a) reject the card or b) to warn the clerk that the card s different and allow  |them to continue or cancel. During analysis of CP2720/CW00434 Bureau Refund To Card,
the clerk to continue or cancel. With a PBS PIN Padi this POL have requ at control s re-instated.

ot implemented, and the counter always wans the clerk if the card is diffecent and allows

them to continue or cancel.

3 - Proposed For [PC0298772 | LSTRELIND - Counter improvemer 23/12/2021 No HNGX 73,10 |Counter Release. TFiles on Counter disks can become corrupted. This can go undetected, and lead to errors |EUC hardware. Code change to CBA to ensure that all binary files are uncorrupted Any corruptions would
| detection of corrupt Counter software | within the CBA., an , say. POL their EUC

[ This PEAK Introducing detect oroviderto disk checks and alerting,

3 Proposed For |PC0298394 [PBS Complex Basket Prompt appearing 05/01/2022 | Experience No INC0420405 | PREO0A0954 |HNG-X 72.30 |Counter Release Ifa PBS Balance Enquiry or Change PIN transaction is performed after other transactions | All PBS transactions are first inftiated with a dummy product id, because the actual product | Anew POL reference data product is required via BAU, and a counter code change 5
[when a Balance Enquiry s added to a have been added to the basket (e.g. a cash deposit) then the Complex Basket warning i i not known until later in the transaction after the card s inserted. This dummy product [required to reference that product. The new product must go live prior to the counter
basket message may appear when it should not. 15 used to perform the complex basket check and then to validate the amount entered. | code deployment, and would be benign.

This dummy product d is B f utton abject.
However, for balance enquiry and change PIN, because they are aways zero value and so
no amount validation is required, the product id is not held on the button but is set by PBS
to product 1 (cash).

The complex basket check occurs if the product has a non-zero maximum value defined in
reference data, which is the case for product 1, and 5o the complex basket check occurs
when it should not.

3 - Proposed For |PC0300338 | Counter Fix - INC10240995 : transaction '04/04/2022 | Experience Yes INC0493540 |PRBOGA1100 |HNG-X 73,10 |Counter Release. 17 clerk uses the Transaction Log and “Date From" tog: Time. y sssumes Window entered applies to GMT or | Counter and BAL code change. BAL change tracked via PC0301299,
logs 1 hour behind after clocks changed From" and/or "Time To", and the date range includes the period before the clocks changed [BST based on the curent date, but does not change that assumption for transactions that

(GMT->BST or BST->GMT), then the wrong hour Is searched for dates prior tothe clock | were made before the recent GMT/BST clock change.

change.
The transactions used by the transaction log are stored in BRDB_RX_REP_SESSION_DATA
land queried by reporting clause txnLogCriteria. This currently uses the journal date (UTC) tol
[get the correct partitions and transaction_start_date (In counter local time) to match the
input date and time.
i

3 Proposed For [PC0301174_|Customer not refunded for card 26/05/2022 | Impact Ves PRBO0A1109 |HNG-X 73.10 | Counter Release During this basketwhich included a contactess payment which was rejected by the bank _|Clerk logging onto a second counter stopped recovery data for the chip transaction from | Code change required to the CBA to change recovery Iogic for the edge cae described.
transaction where recovery 2 write falls and the customer asked to Insert their card into the chip and pin pad, the clerk then logs  [being witten to the datacentre, which meant that the refund was attempted against the
(PrTPOS-139). onto to a second counter, causing this basket to fall and recovery data not being allowed to finitial declined contactiess transaction rather than the successfully authorised chip and PIN

be written to the datacentre. When recovery for this basket was attempted the recovery  [transaction.
data pointed at the first declined transaction (which did not take funds} and not the second
successful transaction, 5o the recovery attempted to refund the wrong transaction. This
meant that the customer wasn't refunded.

Branch shows one exception with

Tan 16 6T6NA1294770

Branch Code: 226519

Branch Name: WORFORD

Node Id: 1

Receipt Date: 21/05/2022

Amount: £30.00

Sequence of events:

08:02:37 Card tapped for Intial payment and recovery 1 data successfuly written

08:02:41 Bank return SCA response and PED displays message to ask customer to insert
their card

08:02:47 Customer insets their card.

08:02:58 Customer enter PIN and transaction authorised.

08:03:02 Recovery 2 fals to write due to BAL rejecting requestas clerk was logged on
clsewhere.

5 - Proposed For [PC0301299 [BAL fix - INC10240995 : transaction logs 1 | 07/06/2022 | Experience. Yes [PRE0GI1100 |HNG-X 38.04 |BAL Maintenance 1fa clerk uses the Transaction Log and chooses options "Date From" together with "Time assumes “Window entered applies to GMT or | Counter and BAL code change. Counter change tracked via PCO300338.

[hour behind after clocks changed From" and/or "Time To", and the date range Includes the period before the clocks changed |BST based on the current date, but does not change that assumption for transactions that.

(GMT->BST or BST->GMT), then the wrong hour is searched for dates prior tothe clock |were made before the recent GMT/BST clock change.

change.
The transactions used by the transaction log are stored In BRDB_RX_REP_SESSION_DATA
land queried by reporting clause txnLogCriteria. This currently uses the journal date (UTC} to
[getthe correct partitions and transaction_start_date (in counter local time) to match the
input date and time.
i dantifiad monans

5~ Proposed For [PCDZ01681 |SVA:72.30:ExIsting Reversals leaves 05/07/2022 | impact Ves PREOA1160 |HNG X 73,10 |Counter Release. During Existing Reversals, when the user selects Items to be reversed, If they cancel at the |Counter code allowing clerks during existing reversals when selecting tems to be reversed | Counter code change to clear the selection when the ser cancels at the selection
(tems invisibly selected when Cancel s confirmation message back to the selection st the tems remain selected butare not  [and cancelling at the confirmation message back to the selection it,results in the items [ confirmation message MSG00147
pressed on MsG00147 shown as selected. Therefore, if the user selects different tems and continues to reverse  |selected but are not shown as selected.

them, the original items are also added to the reversal basket. Screenshots provided
4 - Targeted At |PC0288258  |Help pages - avold concurrent requests 19/05/2020| HNG-X 72,20 |Counter Release a Initiated the CI d not cancel the existing |Due to d close of which causes help thread | CBA fix requ tly open help s another.
scenes. That allowed pl issues
ancther b s
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Defect Status.

call
Reference

Summary

Date Opened

HOR
Classification

Deferred

Workaround

POL SNOW.

Reference

POL Problem

Target

Release Title

POA HNG-X ALL LIVE DEFECTS REPORT

Release Date

Description

Root Cause

FUJ00232856

FUJ00232856

Fix Requi

(internal status DECLINED or UNDO) then
[quantity should = 0

(internal status DECLINED or UNDO} then the quantity of the resulting transaction should
be setto zero.

The defect s that f such  declined transaction, with internal status UNDO, 15 not
completed and settied successfully, counter recovery incorrectly sets the quantity to one.
This has no impact on but ts thought be Important as the
Postmaster should not any declined plastic Hud
UNDO. No but there |5 an Impact to the
postmaster/clerk owing to remunerated for additional transactions that are not completed.

with intemal status UNDO, s not completed and settied successfully, counter recovery
Incorrectly sets quantity.

4 - Targeted At [PC0289127  [R70.20-5V&I-Printing Back Office reports | 06/07/2020 | Experience PREOD41102 |HNG-X 72.20 |Counter Release For some back office print obs, the Counter tels users that the ob has completed when in |Back Office Printer is (on rare occasions) not reporting the offine message as expected due | CBA Fix improve Printer offiine messaging to user
with printer powered off- Message fact it may not even have started printing atall This s confusing for users. The underlying [to a timing-related issue in the Windows Print Queue (which lies entirely In the EUC
7M5G001807 not displayed issue can contribute to the Back Office Printer becoming inoperable (i the job (Computacenter/DXC) domain) and hence the Counter interprets the print job as having
subsequentlystarts and errors, the queue will get blocked, and the Back Office Printer |completed when in fact it may not even have started printingat all
becomes unusablel
4 TagetedAt [PC0291275 [The time delay of start-up SSHD windows | 02/11/2020] HNGX 72.20 | Counter Release i i of cyg Seriptfor P of Cygwin service was missing i bat for Startup of cygwin service In createservice.at
service has to be increased sultably in reliably retrieve log files from all Counters in the estate.
uation
(4~ TageteaAt [PC0293598 |R70.40: ATOS : Card Payment Refund 11/03/2021|Experience  [Ves No PREOD41000 |HNG-X 72.20 |Counter Release For AP-ADC Uransactions which use an End Of Session scrpt o update an online system | Code that checks the zero value transaction was missing from the counter code. Ves - counter code to check for 2ero value transactions to be added to the counter code.
Due To Drop and Go Top-Up Time-Out after Drop and Gol, jpdate fails zeroes the
Shows Incorrectly On The Rece This causes a refund to be produced.
fthere was also a failedl payment in the basket, which preceded the successful payment,
then a bug oceurs which impacts the payments and refunds shown on the customer
session receipt. The underlying financlal data, customer payments and refunds, and branch|
finances are all correct and unaffected.
The session receipt contains two sections relevant to this defect - cardl transaction
section.
For the pre-PBS solution, the session receipt shows:
c summary: A zero yment, a full , a zero value refund,
aful value refund.
c detalls: A full value payment, a duplicate full value payment, a full value.
refund.
The duplicate full value payment transaction detalls should not be present. It is also wrong
that the summary section shows a zero value refund.
For the PBS solution, the session recelpt shows:
c summary: A zero value payment, a ful value p , a zerovalue refund,
a full value refund.
Card transaction detals: A full value payment, a zero value refund, a full value refund.
This receipt s better than the pre-PBS receipt in that the detalls section has only one full
4~ Togeted At [PC0293654 |CRY-127- caconflg TRACE_PURGE=21 15 15/03/2021 ves No HNG-X 72.20 |Counter Release only - Telated to G MUST be collected _|Current TRACE_PURGE setting 5 too low C3conflg TRACE_PURGE sett0 90 In HNGA_PACKAGE_INGENICO_PINPADAGENT
too short within 21 days by SSCas the value caconfig TRACE_PURGE is setto 21
A bigger value Is required
4~ Tageted At [PC0294775 [INCB020476: GG datapump on 25/05/2021 Ves Ves NG X 36.01 [Host Maintenance 44808 | No Impact on LIVE Recent columns addition to the table (DDL Change) Fix 13 to sdd/enable the RDDS_BRANCH_OPENING_PERIODS table back into GG pump
Iprpbab201 ABENDS on update to Affected table RDDS_BRANCH_OPENING_PERIODS exclucled from Golden Gate pump and instead of separate ob to sync the table between BRDB and BRSS. Fix s o recreate
DS BRANCH OPENING PERIODS e function based index on the table,
[ TargetedAt |Pcoz5a525 |obsolete Help comms traffic 02/06/2021 | Experience No PRE0010775 |HNG-X 72.20 |Counter Release When help pages have been requested and not been displayed, Horizon Help will continue [See Description Counter change required to suppress Help-related Counter-to BAL requests If Help s no
trying to download those pages while a branch is serving customers. While this s longer open.
happening, Horizon will appear to run slowly depending on how many pages have been
requested and are stil being cownloaded. This will not cause branches a discrepancy as
the transaction will Although wishto clear
the issue, itislkely that  restart and log in will take longer to perform that wating for Help.
to finish its activity, therefore it would be better for a branch to wait. Thisis generic across
al transactions and s "nuisance” and not branch-account impacting. The excess/redundant
requirement for help related messages will depend on how many pages were requested
and did not render and ys of (estimatec).
Hence, waiting for the pages to render s Iikely to be quicker that restarting the system
(which takes c10 minutes).
- Torgeted At |Pc0295854 [ LST: R70.40 Ctr - System Could Hang 13/07/2021|Experience  [Yes No PRE0040959 |HNG-X 72.30 | Counter Release WWPBSIL sends a message to C3 on an open socket at exactly the same time C3 15 timing the | This I55ue Is related to socket handiing|ogic between PBSIL and 3. C3 wil always close a | Yes - PEAK P 0295854 wil be deferred from R71.20, and proposed for Next Counter
where Ingenico does not respond - socket out and closing it (sfter 2 seconds of a socket being opened with no subsequent [socket after exactly 2 seconds f no write has been performed. In this instance, the socket [ Release - given the fact that t would require a significant code change and that the risk of t
PITPOS 112 write), C3 will not record the message. However, PBSIL "thinks" it has sent a message to C3 |was opened by PBSIL, and a message was written by PBSIL exactly 2 seconds later. PBSIL s |occurringis now very low
and is now wating for a response, and will remain in this mode forever in the current now i a state of having sent an EFT_BEGIN message to C3; C3 has no record of receiving
implementation (hence the 4 hour wait prior to a re-boot). the message; PBSIL therefore gets no confirmation from C3, meaning PBSIL s stuck in a
wait state (meaning the CBA Is a0 stuck), hence the issue reported.
ingenico have confirmed that if  message s sent at exactly the same time the socket s
being closed, the message will not be delivered to C3.
This s an unllkely scenario, and the fix being Implemented for PEAK PC0295579 will reduce
the probabilty of occurrence even further (.e. only open a sacket at point of use, meaning
the socket is opened and amessage Is sent at the same time, putting us outside of the isk
of the 2 second C3 timeout ). However, a CBA reboot s required to resolve the problem.
logic described in 10,1 will ix the issue,
Imeaning PESIL will check for an EFT_BEGIN_CONFIRM and EFT_END, and wil fall gracefully
f neither are retumed within a defined time limit. The fxis low risk.
[ TagetedAt [PC0295257 [Barciays file not processed by APOP due | 03/08/2021 iNcoz85322 [ Y APGP. being [File processed by PODG was dellvered to It destination folder with em fle extension. | Amend PODG processing to Ignore .emg fle extension 5o that the fles are processed
tofile extin renamed to .emg by PODG on Release from pot to .emg by PODG when a file arrves after Spm The process was not aware of files of .emgtype and therefore the process did not process
orival siter som
[ Torgeted At |PC0298566 |LST: R21.40 Cash Mgmt - Missing 17/08/2021 No HNGX 72.20 | Counter Release No material mpact to Customer, Back Office reports should not be avallable for Global branches. Counter corle change required to disable the buttons that have an action to run "Report”
Permissions Stop *ADMIN Running Two Errors reported when *Admin user tres to run back office reports I global branches. Ref Data (HNGA_PACKAGE_CBA}: Ul Menu Button(s} that have an action to run “Report” is | and prevent users from running reports in Global branches.
Reports at Global Office Back Office reports should not be available for Global branches. INOT disabled to prevent users from running reports in Global branches.
[ TageteaAt [PC0298567 [LST: R21.40 Cash Mgmt - System Error 17/08/2021 No HNGX 72.20 | Counter Release. No material Impact to Customer. [Back Office reports should not be avalable for Global branches. Counter cole change required to disable the buttons that have an action to run "Report”
0999 stops *ADMIN Running Three System error reported when *Admin user tries to perform back office reports In global |Ref Data (HNGA_PACKAGE_CBA}: Ul Menu Button(s) that have an action to run "Report” s [and prevent users from running reports In Global branche:
[Reports at Global Office branches. INOT disabled to prevent users from running reports in Global branches.
Back Offce ranorts should not Iabile for Glohal branches.
4 - Targeted At [PC0297816  |PBS payment/ banking transaction fails 26/10/2021 HNG-X 72.30 [Counter Release B for MAC, Team - additional time [When a PBS payment or banking transaction has verified the card details, it writes recovery | PBSIL (HNGx Counter) fix required. The PBSIL generated DECLINE should return the same
due to timeout with data centre omitting toinvestigate data before requesting PIN Entry and performing the actual financial transaction online. If | data as @ DECLINE performed by C3 (Worldiine App){apart from receipt data).
PIN Entry request Immediately following Inftia card verification and prior to PIN entry, recovery data is this recovery data fais to write, then the transaction does not request PIN entry and go
written to the BRO. If , then is been aborted with an error message to the clerk. Nothing s added to the basket.
added to the basket, hence no financial Impact. This Is all correct behaviour, however It s possible that the recovery data had reached the
data centre. This has no financial impact on the branch or customer, but when the counter
However, as s the case with this Incident, It possible that Recovery datamay actually  [next runs recovery It may recover a zero value transaction (i recovery was entered for the
have been written to the BRDE. In certain circumstances, this recovery data may be marked [next basket to be settled) or (f recovery was entered after one or more subsequent
a5 outstanding thus requiring review by reconcillation support teams s to why no. Ibaskets which s more ikely) t will mark this recovery data as outstanding and requiring
transaction was recovered, causing unnecessary support effort. This might cause avolume [review by reconciiation support teams as to why no transaction was recovered, causing
problem for support teams as PBS rolls out. lunnecessary support effort. This might cause a volume problem for support teams as PBS
rolls out.
[0 TagetedAt |PC0297878 |PBS LST:R71.10- Where Txn Is declined 28/10/2021 | Impact No [PRE00A0953 | HNG-X 72,20 |Counter Release When a ayment decined _|When bank payment ormed, If Geclined | CBA code change : Where Txn s deciined (internal status DECLINED or UNDO) then

quantity shoul
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4-Targeted At [PC0298324  [PBS Counter/PBSIL Is usingthe wrong 24/11/2021 [Experience  |Yes No PRE0040991 |HNG-X 72.20 | Counter Release On PBS Counters where a partial refund is performed (eg. a failed E-Topup with other Design change required to record the refund transaction HTn IDn the refund portion of a | At present PBSIL injects the original HTxn ID value into the system refund receipt.
reference on the refund receipt for a products in the same basket), the original transactions reference Is printed on the refund  [receipt. The proposed change would Inject the new HTxn 1D value Into the system refund receipt.
vtem refund receiot rather than the refund transactions reference
[ Targeted At [Pc0298591 [PBS transaction s in unexpected stateon | 13/12/2021 | impact Ves [PREODA0952 |HNG-X 72.20 |Counter Release Ifthe user presses the Back Office B banking _|Busy 5 missing when PBS recovery 1s in progress, which allows user Input PBS recovery | P %
reconciliation report affecting transactions then it can cause recovery to fail. This marks the recovery data as outstanding |during recovery causing itto fail. recovery.
branch/customer t d willalso lead to a
error,
[ Targeted At [PC0298732 |LSTRELID - PBS - PED Firmware Hash1s | 21/12/2021 No HNGX 72.20 | Counter Release Minimal effect - Support issue Code-faultin PBSIL component: misinterpretation of Ingenico C3 Component design. PBSIL component code change required therefore a Counter Release
differentin Livev Test The PED Firmware Version as reported in BRDB and Node Info screen Is different in Live
compared to Test. This makes It much harder to understand the validity of the firmware. It
would also be very useful If the key components of the firmware were explicitly reported as
part of the firmware version, 5o that Support and Test can really clearly understand whatis
on the PED without cancuiting s files
[ Targeted At [PC0298323 |PBS: Regression in R70.40 n CBA 30/12/2021 | impact Ves PRE0040945 |HNGX 72.20 | Counter Release In rare cases, prevents MSGS0025 (system error} from appearing and correctly being [Regression in R70.40 In CBA exception handiing (ExceptionHandlerBLO) - display Iogic was _| CBA exception handiing (ExceptionHaniderBLO) - display logic change required
exception handling handied; could result in force log off *not* happening, and hence incorrectly *not* going |changed from "blocking” to "non-blocking". Situation can arise If a first exception occurs,
(ExceptionHandlerBLO cannot handle tvough y y n following which force log off occurs (e.g. due to 1h15 nactivity). If a second exception then
dialog) loccurs, it will not appear because the "state" from the first one has not been cleaned out.
Technical impact: Regression n R70.40 in CBA exception handiing (ExceptionHaniderBLO) -
display log! from "blocking” to " g". Situation can arise if a first
exception occurs, following which force log off occurs (e.g. due to 1h15 Inactivity). ifa
second exception then occurs, It will not appear because the “state” from the first one has
oot
4 Targeted At [PC0299100 [PBS: Serial link timeout can cause an C3 18/01/2022 ves HNG-X 72.20 |Counter Release Business impact: [Low - support ssue only, no financial Impact. Ingenico delvery of CaDriver (v2.5.0.1} 15 avallable to resolve this
error 0f 7202 (local port number) rather
than c error 100 Technical impact: [Would make support analysis of serial connections issues harder to
diagnose as the error currently being returned by the C3 Interface Is undocumented as to
its meaning. Ingenica have Implemented the fx to correct the error codle, Itis 2md FJ Dev
Time -Ingenico delivery of CaDriver (v3.5.0.1} is available to resolve this = would require
EUC re-packaging]
Customer impact: [Low - may take longer to workout that counter has a serial connection
to the PINPad Issue]
tatus update: | 5.0.1) avallable for this, needs to be
packaged into a counter release]
e Joazafuta balasl 2201
[ TargetedAt |pcz99322 [Branch 25085 B Ves [PREO0A1104 |HNG-X 36.01 [Host Maintenance. 44808 | AP Transaction (Automated Payment Transaction) recovery may reverse a transaction even | A statement in the recovery HLD says that the clerk should not use EXIsting Reversals to | Adefensive fix to prevent Processing from Teversals.
[UNMATCHED REVERSALS FOUN when the transaction has been reversed manually by the clerk. reverse a transaction that may be reversed by recovery, and although this is fairy self- |The fix only. This will
levident it does not seem to be stated explicity In the use case and business rules. Issues from being reported.
| APS Exception Report produced on 01/02/2022 [Although Existing Reversals checks that a transaction has not already been reversed, [Additionally a counter fix is required (see PC0301437) and a host fix (see PC0299322).
rollback recovery does not.
Branch 250855 shows 2 new quarantined transaction(s} for
Transaction Date 01/02/2022
Client: allpay.net
Total Value: £624.00
Error Message: TUNMATCHED REVERSAL FOUND'
|Aps Exception Report produced on 11/06/2022
Branch 197611 shows 2 new quarantined transaction s} for
Trans action Date 11/06/2022.
Cllent: DV.LA
Total Value: 265.00
Error Message: 'UNMATCHED REVERSAL FOUND'
In both these cases:
* the receipt printer failed during an AP transaction
* the clerk went to another counter and reversed the transaction
* the clerk then repeated the transaction on another counter (with success)
* the clerk then logged back Into the original counter and the recovery process reversed
the orgina transaction again
[ Torgeted At |PC0299623 |LSTRELID - BAL potential memory leak: | 22/02/2022 No HNGX 38.04 [BAL Maintenance 06/11/2022 | /when connections from BAL to "Banking Agents” (Payment, Online Banking) are broken | Memory leak In BAL/OSR triggered by connection failure. Change the OSR o remove the dependency on the legacy AGents which are no longer used
banking agents (such a5 when post-PBS Decommissioning occurs), then this will expose a suspected post-PBS migration, |.e. ALL (NAA), CAPO (NAC), LINK (NAL), DCS. Amex-related routes als
memory leak in the BAL. To date this has not been a problem because the connections to . This mustbe *AFTER® PBS s,
sald Agents are reliable. If this s not addressed prior to PBS Decommissioning, then we bt *before* any of the legacy agents are decommissioned.
1isk @ maior incident in Live, impacting all branch
[ TagetedAt [Pc0299783 [PBS Banking: Branch 145005 - NB10Z 03/03/2022 | Impact Yes [PREO0A0948 |HNG-X 72.30 |Counter Release This Issue is the result of an unusual set n banking cash |C between the PIN Pad and the Ingenico C3 software on the counter. FUjitsu to Implement defensive code 5o the system handies this eror condition.
ection 5 LINK - State 2 and Failed withdrawal. If there Is a communications eror between C3 and the Pin Pad for a Banking
Recovery transaction just after the transaction is APPROVED, C3 returns a response to PBSIL which is
missing data. The transaction Is marked for UNDO. However, if the Counter s restarted
containing Is settled, the UNDO Is never
processed, and Insteacl recovery Is initated. The recovery will fal because itis missing
expected data. To summarise, the speciic set of circumstances are: a Banking Deposit or
Withdraw transaction; comms error between C3 and the Pin Pad [ust after the transaction
is APPROVED; PBSIL returns UNDO to the CBA; Counter restarted by Clerk without basket
o UNDO the BRDB and Recovery s Initiated at next
logon.
The only a financial impact for the customer whilst the funds are ringfenced unt the.
has s
There are no screenshots that would be applicable In this scenario.
[ Targeted At |PC0299848 |APOP Database performing highvolume | 07/03/2022 No HNGX 36.01 |Host Maintenance 44808 |Abatch process that runs every 15 minutes Is generating an excessive number of physical _[Sub-optimal APOP database nonindexed searches Deploy anew Index onto the APOP database.
ohysica reads/writes disk read/write operations.
[ TargetedAt [Pcos00118 [Duplicate rows In 24/03/2022 No HNGX 36.01 BRDBC055 i table brab_branch_full_events [Bug In process BROBCOS5 [Add primary key to source table and [gnore any duplicate records
brelb_branch_full_events table causing
c allure
4 Targeted At [PC0300178 [INC10202361 : DRS Long running NB102 28/03/2022 No R2022_3601 |Host Maintenance 04/05/2022 | When a NB102 report has 400,000 records It is taking an excessive amount of time to The 100p to construct the report TEXT slows I production as the TEXT object size Updates to the two functions that could create large reports placing a 30,000 records
section s report Release (DRsv2/1Ws) produce. increases. restriction on the report in a similar way to the existing DRSV1.
4 Targeted At [PC0300294 [INC10242453 : DRS2011 nwalid field 01/04/2022 ves R2022_3601 |Host Maintenance 04/09/2022 | An C4D files with a (D] type record will fail vall dation due to the field length. [As thefield s surrounded by " the field length check should be 14 rather than 12. Changeto the AWK script parsePBSComplete.awk
format Release (DRSV2/1WS)
4 Targeted At [PC0300404 [DEV - Transaction Log does not show 06/04/2022 | Experience No [PRE0041049 | HNG-X 72.30 | Counter Release W Transaction Log search criteria buttons "Time From" or 'Time To" are used, the values _ |Incorrect logc In the counter code (module responsible for transaction log reporting) Counter codle change required to correctly record the history of values for the TimeFrom
TimeFrom or TimeTo after other criteria inputare shown blank on screen after other criteria buttans are pressed and values and TimeTo date fields.
selected entered. This does not impact the functioning of the report, only the history of values
ntered shown on the screen
[ Targeted At |PC0300529 [ Node Info screen fails In bootstrap mode | 19/04/2022 Ves HNG-X 72.30 | Counter Release When a recently swapped Counter is walting for ts Initial download of reference data (i.e. |CBA package 1s missing a bit of "bootstrap" reference data. New CBA packag release) to Include missing message ¥

in refdata "bootstrap" mode}, the "Node Info” button on the logged-out engineers menu
will fal (when pressed) with a system error displayed on screen (MSG90025). This impacts

8 may want waiting for 30 minutes for
reference data to download (which then corrects the issue).
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4-Targeted At [PC0300912  [LST:RELIND - LOGAs vuinerability CVE- 13/05/2022 o HNGX 37.05 [HBS Maintenance Vulnerability CVE-2022-23305 (LogaJ) has been found to affect HBS/JBoss Use of the JDBCAppender class file in: Remove the JDBCAppender class file from the logaj jar
2022-23305(H8S) . /bin/[b0ss-eap-5.1/{boss-as/common/lib/logdj far
. /bin/{boss-eap-5.1/{boss-as/client/logal.jar
4 Targeted At |PC0300913 | LSTRELIND - LOGA) vulnerability CVE- 13/05/2022 N0 HNGX 37.05 |HBS Maintenance [Vulnerability CVE-2022-23302 (LogdJ) has been found to affect HBS/Boss [Vulnerability CVE-2022-23302 found to affect Java in HBS/Boss: Remove the JMSSInk class file from the logd [ar
2022.23302(H8S) exists in:
. /bin/jboss-eap-5.1/jxoss-as/commony/Iib/logaj.jar
./bin/[boss-eap-5.1/{boss-as/client/logal.jar
i
[ Targeted At [Pc0301271 |LSTRELID - LOGA) vulnerability CVE- 06/06/2022 No HNGX 38.04 [BAL Maintenance 06/11/2022 Y and O affect this platform, | Third party vulnerability. Remove the JMSSink and JDBCAppender class files from the loga) jar.
202223302 & CVE-2022-23305 (BALV2 which uses logd[ 1.x
Belfosti
4 Tageted At [PC0301272 [LST:RELIND - LOGAJ vulnerability CVE- 06/06/2022 No HNGX 38.04 [BAL Maintenance 06/11/2022 y and OV ffect this platform, [Third party vlnerability. Remove the JMSSInk and JDBCAppender class files from the (oga) jar.
202223302 & CVE-2022-23305 (BMXV2 - which uses logd] 1.x
ol fast)
4 Tageted At [PC0301273 [LST:RELIND - LOGAJ vulnerability CVE- 06/06/2022 [No R2022_3804 |BMX Maintenance 06/11/2022 y and O flect this platiorm, |Third party vuinerabilty. Remove the JMSSink and JDBCAppender class flles from the oga] far.
202223302 & CVE-2022-23305 (BMXaw - which uses logd] 1.x
[ Targeted At [Pc0301274 | LSTRELIND - LOGA) vulnerability CVE- 06/06/2022 [No HNGX 37.05 |HBS Maintenance [Vuinerability CVE-2022-23302 and CVE-2022-23305 have been found to affect this platiorm, | Third party vuinerability. Remove the JMSSInk and JDBCAppender ciass files from the (0ga) jar.
202223302 & CVE-2022-23305 (CWSaw - which uses logd] 1.x
Aws)
4 Targeted At [PC0301275 [LST:RELND - LOGAI vulnerability CVE- 06/06/2022 No HNGX 7230 |Counter Release y and O to affectthis platiorm, |Third party vuinerablity. Remove the JMsSink and JDBCAppender class files from the loga) far.
202223302 & CVE-2022-23305 (Counter) which uses loga] 1.x
4~ Tageted At [PC0301276 |LST:RELIND - LOGAJ vulnerability CVE- 06/06/2022 [No HNGX 36.03 |[PODG Maintenance |  04/05/2022 | Vulnerability CVE-2022-23302 and CVE-2022-23305 have been found to affectthis platform, | Third party vulnerability. Remove the JMSSInk and JDBCAppender class files from the (0ga) jar.
202223302 & CVE-2022-23305 (FSs - which uses logd] 1.x
Belfasty
4 Targeted At [PC0301277 [LST:RELIND - LOGAs vulnerability CVE- 06/06/2022 no HNGX 36,03 [PODG Maintenance |  04/05/2022 and oV to affectthis platform, [Third party vulnerability. Remove the JMSSink and JDBCAppender class files from the logaj far.
202223302 & CVE-2022-23305 which uses loga] 1.x
(0CM/FileT rangfer - Belfast)
4 Tageted At [PC0301278 [LST:RELIND - LOGAJ vulnerability CVE- 06/06/2022 No HNGX 36.03 |[PODG Maintenance |  04/09/2022 y and CV affect this platform, | Third party vuinerability. Remove the JMSSInk and JDBCAppender class files from the loga) jar.
202223302 & CVE-2022-23305 (DGIV2 - which uses logd] 1.x
Belfasti
4-Targeted At PC0301279  [LST:RELIND - LOGAI vuinerability CVE- 06/06/2022 o HNGX 35.07 [Security 11/08/2022 and to affect this platform, | Third party vuinerability. Remove the JMSSink and JDBCAppender class files from the logaj far.
202223302 & CVE-2022-23305 (BAE - Maintenance which uses loga] 1.x
Belfasti)
[ Targeted At [pc0301364 [BTS reports trading Yes HNGX 72.30 [After a failed stock unit BP rollover attempt from BP 99 to BP 100 (this fails because the ue to the branch the same TP from BP 99| The fix s three fold:
[pos tions following SU rollover with BP 99 maximum permittedt BP is 99), the subsequent rollover to the next TP with BP 1 causes  [to BP 100, which s Invalid as the highest possible BP number is 99, the SU Final Balance U rollover fails with MSG3 S data Is cleared from
incorrect BTS data to be stored for that stock unit, which gets reported as non-zero Trading [Report produiced by the counter will be rejected by the BAL and the clerkis notified with an [memory.
Pos tion on the subsequent two BTS reports. The third BTS onwards will be correct (so long [error message MSG31314. But f the clerk then chooses to rollover to next TP instead of  [2) already in Over button 5 pressed display
as the first BTS did not write an erroneous suspense opening balance to stock unit DEF).  [returning to the counter menu, the previous SU rollover financial data that stillresides in  [new messagethat explains the branch can only rollover into the next TP, with Continue and|
counter memory from the previous rollover attempt will cause Incorrect BTS data tobe | Cancel buttons.
The Stock Unit Balance Reports are correct and unaffected. stored for that stock unit. 3) Output a warning message when the a stock unit rolls over into BP 90 and above, saying
that the maximum BP permitted 15 99, after which a TP rollover will be required.
This was found in May the was  [This gets reported as non-zero trading position on the subsequent two BTS reports. The
produced on 26/05/22. third BTS onwards wil Iong as the irst BT:
snckinie nEe)
4 Targeted At [PC0301437 | Transaction Reversed Twice - By Existing | 15/06/2022 Impact Yes PRE0041104 | HNG-X 72.30 |Counter Release Ifa counter performs a non-recoverable transaction and setties the basket, but the A statement in the recovery HLD says that the clerk should not use Existing Reversals to | The counter rollback recovery code needs to check that whether a transaction has already
Reversals and by Recover settiement response does not reach the counter or the counter fails/is rebooted before the [reverse a transaction that may be reversed by recovery, and although this is fairly self been reversed, and not ol it back If it has.
session receipt s printed, the counter wil correctly enter recovery at nextlogon and levident it does not seem to be stated explicity in the use case and business rules.
rollback {1.e. reverse) the transaction. [Although Existing Reversals checks that a transaction has not already been reversed,
rollback recovery does not.
| Abranch should always run recovery after a system failure, and not attempt to perform an
Existing Reversal on another counter for that session which s pending recovery until
recovery has run. If the clerk s not aware of this requirement, or ignores it, and reverses
the transaction on another counter before recovery runs on the original counter, then the
transaction will be reversed twice.
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