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Status of HIJ Remediation — Phase 3 close 

Proposed approach to Horizon Systems Improvement 

Monitoring Remediation — Early Warning indicators 
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Summary of approach to the Horizon Issues Remediation Programme 
OUR VISION: To improve the Horizon user experience and Postmaster service, by re-establishing a level of trust and confidence 
in Horizon — specifically with regards to platform security, data integrity and supplier management. 9

What are the Inputs? Where are we now? 

Horizon Issues Remediation Programme mobilised to remediate 
against 15 HIJs. Phases 0-2. Phase 3 largely now complete 

Horizon improvements live across network supported by more 
consistent ways of working to embed sustained Horizon Change. 

Postmaster IT Working Group actively involved in Horizon Change 
with positive feedback helping rebuild rir.lst and confidence

ER

What's next? 

Deliver approved Horizon Remediation work packages for Auto 
Stock Rem In & ARC Audit SAN 

Horizon System Improvements; Scope Options being reviewed 

WC v doe: HSI look Ilk.?. CI M • mi.eexi..o-rcm. 

W Ihae does Her look like? - CM .! .e.e....w....,..,, 

I- WM1acdces HSl look llke?-C3M

ONFIDEtTIAL AND COMMERCIALLY SENSITIVE - FOR POST OFFICE INTERNAL USE MIL 
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HI] Finding Theme(s): Bugs Errors Defects &Robustness HI] Findings 1-3 Remediation Status: Activities Complete and sustained in BAU

1. Overview of Theme 2. Key Activities/Deliverables \VV/

Bogs, errors or defects had the potential to, and 
did cause apparent or alleged discrepancies or 
Mortf.is relating to Sot postmasters' brendr 

Bugs, xrors or defects therefore undermined the 
pliability of Horizon to accurately Process and 
to record transactions. 

Tire eorent to which any lT system can 
a telly alert its users to bugs wthin the 

system Oselt  is necessarily limbed, and although 
Horton hee automated checks which would 
dutottoovoirt bugs, there are types ofbugs 
which would rot be detected by auth checks. 
.deed, the evidence sh—c! that some bogs ley 
undiscovered inch. Horton systemfer yearn 

G-X, tl,e B,st ite,atiw, ur Hwieui Online, w s 
lightly more robust than Legaq 
Horizon, but still had a significant number of 
bugs, errors and defects. The experts ere agreed 
abet HHG-Ale robust, and far better Men It wen 

either its Its— Horizon or 
HPoG-X form. 

&teblished reboot governance to proectbely track end resolve Horizon Defects - led end owned by Post Office 

Historical Defects Defect Tracking Defect Review Forum Defect Criticality Defect Comm, 
Closed backlogof Defects loggedand Di-weeklysessionrun POLstakeholders Issue Branch Hub & 

historical. defects KELs tracked in Service by POL with Suppliers assess defect im pact to Knowledge Article 
(Known Error Defects) Now until resolution and stakeholdersto prioritise urgency for within 2 day SEA once 

monitor defects status resolution defect raised 

0 A
Embedded robust and formal Idendflenbn & eetegedsetlen of Hodzon defects -led and owned by Poet OHke 

o fec[Dafinitiore 
Defect Triage DefectThresholds DefectTooling 

Consistently identity 
Bi-weekly meeting led Commoi set of limits Ste software tool used 

system defects by 
by POE with Fujitsu to on ccepted defect across POL to capture 

severity and business 
discussal l system - volumesat each stage — defectsduring testing 

impact
defects bbyyseverity oftesting process 

Horizon Marhodng Solution aloes Independent view of Horizon health Improved Solution Governance& dtnege menegement reduce the risk of new BEDS 

AppDynamius APpDyneanics Horizon Solution Authority Reference Data 

Completed pilot on Rolled out solution to 
Agrees Horizon change 

Management 

107 counters and 20 4836 counters 
withfocuson Postmaster Enhanced processes& 

Horizon servers — following pilot impact controls for managing 
erg• _ refer data 

Ire r E]

3. Remaining Deliverables 

Ongoing/continuous improvement based on reporting & controls attestation 

Supporting numbers 

Defect Management: 

Closed the backlog of 62 historic KELs 

New Defect management process ensures Branches are notified and kept informed within 2 days of defect being raised 

More than 1300 regression scripts successfully tested 

Horizon Governance 

HDRF: 147 User & Data Journeys developed and 39 process improvements endorsed 

HSA: Over 40 Horizon changes or improvements approved since inception 
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HI) Finding Theme(s): Management of Core Horizon Data (inch HI) Findings 4-6 Remediation Status: In Progress 
Reference and Third-Pa ' 

1. Overview of Theme 2. Key Activities/Deliverables 

There is a material risk for errors in data 
recorded within Horizon to arise in (a) data entry 
(b) transfer or preceding of da:a in Horizon in 
both the Legacy Horizon and HNG-X forms. 
Reference data is critical to the operation of 
Horizon and that errors in reference data have 
led to discrepancies in branch accounts. If data in 
Horizon was wrong (due to bugs, errors or 
defects within Horizon( and did not reconcile to 
third party data, manual corrective fixes and 
rssue of manual TCc would be undertaken. 

The measures and/or controls that existed in 
Legacy Herizon and HNG-X did not prevent, 
detect. identify, report or reduce to an 
ewreerely low level any of the following dskc 

a) data entry errors 

h) data packet or system level errors (including 
data processing, effecting, and recording the 

c) failure to detect, correct and remedy 
software coding errors or hugs 

d) errors in the transmission, replication and 
stooge of transaction reenrd dot , and 

e) the data stored in the central data centre 
not being an accurate record of transactions 
entered on branch terminals? 

Hodzon SoIu5' Review 
Engaged Postirasters to horizon Improvements Harmon RecoverySodpta Horizon 

UX/UI Enhanced Testing & 

ReleeseManegement
od d Ii lilt of pr uce enitive Implemented Hodzon Implemented improvements Streamlined look andfeel of 

c ounter screens by 
Improved prove governance 

If so i sues wixh 147 improvemems across to 64 Re covery Scripts helping 
wog 2l redundant remo ' 

and rigour in how we 

User&Detelourneys Lottery, Dr & Go, E To ry. op F- Top ehc ensure discrepancies do net 
product buttons making it 

carry eut~dzon testing 

developed end 39sy,t,m Up and Fast Cash, helping ocom in branch when 
simpler for Penner tarot

More regular releases and 

mprovements redug discrepancies, and 
i t 

transactions fail to complete 
n ate Horizon. avig 

dot ailed trode ed testing 
mitigate riskaf Poster-er 

succ
essfully on the counter introduced 

detdment O O _~ 

Securing Banking Dais A ication AppDyout
Implementation ofe PCI M derniseslen Reference Date 

Transaction Correction 

c cs 
4836 outsolutionto 

ompllant Paymem& Migration 01 300 file Management 4836 counters following 
Banking solution to better transfer routes to modem Enhanced processes & 

I cued anal s 
stof all 

man 

pilot of 107 counters & 20 
page banking u solution. controls for managing 

v saaio nsforlri sk of derverd 
transaction data Repl cement of the reference data 

discrepancies 
oucher authorisation 

with 

0 

solution POLL y
lotion whhin POL ~̀+I:IMA J̀

a 

Boman 7 

3. Remaining Deliverables 

By February 2025 we will designed, tested and Implemented a new Audit so utlon for Horizon enabling greater transparency on the 
transmission etc of transaction records 
We will have also completed the migration of over a 1000 file transfers to the new routing service 

Supporting numbers 

Defect Management: 

Closed the backlog of 62 historic KELs 

New Defect management process ensures Branches are notified and kept informed within 2 days of defect being raised 

More than 1300 regression scripts successfully tested 

Horizon Governance 

HDRF: 147 User & Data Journeys developed and 39 process improvements endorsed 

HSA: Over 40 Horizon changes or improvements approved since inception 
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HIO Finding Theme(s): Management of Privileged and Remote Access HI) Findings 7, 10, 11, 12, 13 Remediati on Status: Activities complete and sustained In BAU fill 
to Branch Aaounts \VV~/ 

1. Overview of Theme 2. Key Activities/Deliverables 

POL could only Inlay transxtlon data etc 
rnilising its Global User role, which permitted 
the injection of transactions without the 
knowledge er consent of SPM, but only if the 
said Global User was present in the branch. 

The Balancing Transaction Tool Fujitsu 
specifically to insert a transaction into branch 
Cccwcnte. Permission eontrds upon the ue--c of 
the remote access facility was considered 
inadequate. Whilst existing. the role, very wide 
and not conerdled, included but not limned to 
the lack of any proper logs. 

Whilst some Privileged User Logs exist, the 
content of the iege war contidered inadequate 
lie recording when a user logged on and off but 
not what they were actually ddng.) 

Pert OHiee and Fujitsu were unabk,te provide a 
dear and precise answer to what is, in esence, a 
very simple question — How often was the 

and privileged access fadlity utilised by 
POL and Fujitsu? 

Securit Repenting Y g Al PAM Euternel nendimerldng 
APpSup/Break Glass ra

More robust and frequent 
coun SMART s

Account Reviews 
Cloud Security 

Performed Penetration Process 
Data Centre d 

d250 
Horizon Global Emhedded robust'1ML'and 

Testing on Model Office 
process or dos

Security Reporting e.g. 
e unt I ac

Global lDback office 
User Recerdappianprocesses 

and Data Centre 
greeter emphasisan PM 

p vi g ` and 90, 000 SMART ID 
for Harizona licmionsin 

Conducted annual 
romm rigour 

Remote Accesss,rAppsup, unts 
POLCIoud which Fujitsu 

independent Homon 
arruund 

audd 

Failed logins, Break glass Reduced Privileged support 
Setvrity Audit 

Ames,a ou is an 
venter "

S—Ace Now Controls Training 
Over 200 IT Controls POUT Control Owners Controls Adoptlae Surveys 
onsdidated and moved trained on their role and POL IT Control Owners IndependentAudh 

into ServiceNow howto use ServiceNow Adoption Survey on new Tovalidatethe 
process and training— effecdvenes tithe 
positive feedbackreceived rerrediation approach 

3. Remaining Deliverables 

- Ongoing/continuous Improvement based on reporting Be controls attestation 

Supporting numbers 

Defect Management: 

Closed the backlog of 62 historic KELs 

New Defect management process ensures Branches are notified and kept informed within 2 days of defect being raised 

More than 1300 regression scripts successfully tested 

Horizon Governance 

HDRF: 147 User & Data Journeys developed and 39 process improvements endorsed 

HSA: Over 40 Horizon changes or improvements approved since inception 
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HI] Finding Theme(s): Management of Discrepancies & Shortfalls HI] Findings 9,14, 15 Remediation Status: In Progress 
(\\ 

1. Overview of Theme 2. Key Activities/Deliverables ~~~ 

SPMs had limited access to report and data, as 
well as a limited knowledge regarding POL's 
complex bark-end systems. Therefore, SPMc 
abilityte investigate apparent/alleged branch 
shortfalls/ discrepandes was equally limited. 

SPMs did not have access to many reports 
relating to different aspects of running a branch 
(such as currency exchange, stock etc.). There 
was also availability restrictions on tramacnon 
logs (some only available fort weeks). SPMs 
could print those out on paper till rills, but these 
were not user friendly. 

Ultimately, SPMc required the cooperation of 
POL to help investigate discrepandes, a term 
that was also an imporant implied terms 
identified from the Common Issues Judgment, 
SPM cannot dispute a discrepancy, or anyfigure 
on Horizon, ar record on Horizon that they have 
raised a dispute. 

There have been over 100,000 TCs issued each 
yea since 2006 to counter errors due to hugs 
etc r  POL does not have comprehensive records 
of how manyTCs that have been challenged by 
SPMs have been upheld, 

Transacoon Acknowledgments (l as') are also 
used w make corrections to branch accounts —
Tat are now automated fdlowingthe "ling' fix —
a SPM has no options whether to accept Tas, 
they have to be accepted in branch. 

Review&Dispute DiscrepanryManegement 
Button Improved how 
Introduced toallow PM CO dismepandes are handled 
create a dispute and have and investigated including 
adiscrepancyinvesuga:ed up,killinglnvestigation 

Support Teams and TC VOlul11e 
refreshing our case 

• managementprocesses 

TC Volumes 
Acutely managed, trend 
nalycic completed, currently 

showing a 26% decreasing the 
volume ofTCs disputed 

II. 

te,aaa 

16,000 

12,000 

ta,oaa 

a,oaa 

6,000 

"tea 

2,000 

n 
P8 Ps Pla P11 P12 PS P2 P3 P4 P5 P6 P P8 

—vdnme 

3. Remaining Deliverables 

- The branch accounting Improvements proposed as part of HSI wi l l allow greater vls blllty or Individual discrepancies to Post Masters 

Supporting numbers 

Defect Management: 

Closed the backlog of 62 historic KELs 

New Defect management process ensures Branches are notified and kept informed within 2 days of defect being raised 

More than 1300 regression scripts successfully tested 

Horizon Governance 

HDRF: 147 User & Data Journeys developed and 39 process improvements endorsed 

HSA: Over 40 Horizon changes or improvements approved since inception 



POL00337701 
POL00337701 

HID Finding Theme(s): Rel lance on Fujitsu to Identify Defects and HI) Findings 8 Remediation Status: In Progress ( \\ Causes of Shortfalls In Branch Accounts ` I/

1. Overview of Theme 2. Key Activities/Deliverables 

POL had access to data and systems that were 
not available to SPMs via a range of Horizon 
reports and POL's own management information 
systems. POL could also use standard database 
reporting taolato retrieve/ analyse information 
about branch transactions and request audit 
data from Fujitsu, 

The only source of attual key strdte Information 
(what buttons had been pressed in branch) was 
found within the Fujitsu audit data — Credence 
does not provide this. 

Whilst POL did have access to "the causes of 
alleged shortfalls in branches, including whether 

used by bugs etc' such information had to be 
obtained through Fujitsu — POL was "plainly 
reliant upon Fujitsu for diagnosis of whether the 
occurrenceofslrortfalls was caused bybugs/ 
errors ordetncts within Horizon". 

DefectTreddng Defect Review Forum Defeol Comms 
Defects logged and Si-weekly cession run by Defect Criticality Issue Branch Hub & 

tracked in torsion Now POL with Suppliers and POL stakeholders assess Knowledge Article within 
until resolution stakeholders to monitor defect impact to priomise 2 day SLAonce defect 

defocus status urgency for resolution raised 

Enhanced Testing & 
Release Management 
Improved governance 
and rigour in how we 

can't out Horizon testing. 
More regular releases and 
detailed regression testing 

ntroduced 

i y 

AppDyn amics 
Rolled out solution to 
4836 coumers fallowing 
pilot of 107 counters & 20 

4 

3. Remaining Deliverables 

- We need to build on the POC for the capture of counts- activity logs in order to make this data more readily available 

Supporting numbers 

Defect Management: 

Closed the backlog of 62 historic KELs 

New Defect management process ensures Branches are notified and kept informed within 2 days of defect being raised 

More than 1300 regression scripts successfully tested 

Horizon Governance 

HDRF: 147 User & Data Journeys developed and 39 process improvements endorsed 

HSA: Over 40 Horizon changes or improvements approved since inception 



POL00337701 
POL00337701 

Proposed Approach to Horizon System Improvements (HSI) 
We Have Created 3 Scenarios for Ongoing Improvements 

In light of the delays to NBIT the Horizon Remediation 
Programme has undertaken a review of all remaining Whee does HSI look like? - (IM w+i uuauee ew.re.wea 

Horizon Problem Statements. ®® 

This exerese has evaluated the extent to which the issuer 

.~. 
---

What does HSI look like! - £2M ~ ...~w, .•oPiea.evmee 

• Exposes Postmasters to risk of creating discrepancies "~•'^ 
in branch E 

• Addresses the outcomes of the Horizon Issues Whet does HSI look like!- (3M nm.ramam«vo.,c,.vm~aa 
Judgement (HIJ) 

• As a result, the 10 Horizon improve ents have been ® M^^ 
prioritised for delivery a HIS workstream --- 

A Formal Decision is Required in Order to Progress These Options 
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Monitoring Remediation 
Technology Subcommittee - Monthly reporting 

aMhh to 
plecethrt Hghhghts 

au 

Branch impacting 
defecr,/problems 

Horizon stability 

Volumes of d,anges 
applied to Horizon 

Use of pridleged or 
remote access 

These are reviewed at 
IT Lead a,g.ip, GE and 
reported to Board 

4. 
sge and Defect Management 
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Monitoring Remediation 
Horizon Problems (defects) — Monthly reporting 

An executive summary of Horizon 
problems (defects) is prepared 
monthly and circulated to 
operational, legal& Historical 
matters areas 

ms pack orovidesa snapshot 
based on current Service Now data 
of open problem records, an 
assessnsentofcriticaiity& 
resolution status. 

Th''s process is measured through a 
series of KPIs aimed at ensuring 
transparency and prompt 
resolution of Horton issues 
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Monitoring Remediation 
IT Controls Framework 

F o a OSflfl, wew vvS w Svsssr St d n e 
a 

m r- St e
We have refreshed the 

mall IT centrds 
framework. This has resulted 

sr over 227 new controls 
heingimplenrented 

These go through cycles of 
attestation and review to 
ensure ampliance/flag 
ses w  eher addit onal work „ 

srequired.

SD vuao a —u 

■ r.er.u.sm (arnrel ■ o r-ana.skl s ,00O.u•els!a%) 
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