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GRO

Rebecca Audry Cahill Roberta Michelle
Barker Zavaglia Embrey

Head of Risk Risk Business Risk Manager Risk Business
Partner Partner

The Central Risk Team supports the Post Office to:

Effectively manage its risks that will impact its ability to deliver its business objectives and
strategy

Actively monitor and strengthen the approach to risk management

Adopt a comprehensive, consistent and collaborative approach to risk

Promote a consistent risk-intelligent culture
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Risk Champions

Calum Ellison Sophia Palin Rehan Zaidi Jade Beech Duncan Hughes | Chloe Davies

Technology Retail & Retail & Finance Retail Payment
Franchise Franchise Services
The risk champion role encompasses the following elements: Benefits of becoming a Risk Champion:
* Attend training sessions
* Be an active member of the risk champion forum * Improving risk management knowledge

* Supporting your area with:

* Training opportunities
 risk identification g opp

* Use of Service Now " Neay ol Worklng .

+  Reporting * Networking opportunities

* identifying blockers * Supporting your development
* Be the subject matter expert for your area

* Support your area on the control framework
* Support the central risk team to build a risk-aware culture
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Risk Management @

Post Office risk management framework is based on ISO 31000.

The purpose of risk management is the creation and protection of value. It improves,
encourages innovation and supports the achievement of objectives

Advantages include:
* Managing risk is iterative and assists organisations in setting strategy, achieving

objectives and making informed decisions.
* Managing risk is part of governance and leadership and is fundamental to how the

organisation is managed at all levels. It contributes to the improvement of
management systems.
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Elements of Risk Management

Understand Consider Define and Assess and Ensure sound judgement Foster arisk
emerging risks | extreme events | understand risk | aggregate all risks culture in the
appetite** organisation
Gather Consider Provide key risk  Assess correlations While data and quantifying Have the upper,
intelligence on unexpectedly indicators to and more general tools are important, they also  middle and
far off threats. large deviations ensure that risk  interactions within have their limitations. Data lower
(i.e. black remains within the set of an reflect past events and in management
swans*) that the determined  organisations order to predict future events, manage
could have thresholds. exposures; we must rely on hypothesis operational and
catastrophic implement a and interpretation. Therefore, tactical risks.
impacts. “portfolio sound judgement and
approach” tothe  qualifying tools should be part
aggregation of of risk management.
risk.

* Black Swan — An event which can have high impacts but whose probability of occurrence is low

** Risk Appetite — The level of risk the organization is willing to accept &
5
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What is a Risk @

Definition

EFFECT o UNCERTAINTY on  |OBJECTIVES

An effect is a deviation from Uncertainty is the lack of An activity is only undertaken for

what was expected, which can information or knowledge the purpose of reaching a

be either positive or negative concerning an event, its certain goal. Objectives may be
consequences or its likelihood finan cial, environmental, health

and safety goals etc.

Risk is the effect of uncertainty on objectives and can have positive or negative impacts on the business.

Post Office®
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What is a Risk

Threat

* Potential source of danger, harm or another undesirable
outcome
A threat is a negative situation which loss is likely
A threat could pose an opportunity to another

Event Effect
An event can be referred to as an incident or accident An event can lead to a range of consequences that can be certain
NA event with no consequence can be called a near miss or or uncertain, positive or negative. They can also escalate through
close call knock on effects examples include:

Examples of events are: * Reputational damage
Natural events * Missed objectives / targets
Natural disasters é * Legal or regulatory issues
Accidents * Negatively impact our Post Masters
Pandemics * Financial impacts
Crime * Going viral
Political unrest * Improved processes / methodologies
Economic events — recession, trade wars, bankruptcy
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Risk Assessment

POL00447909
POL00447909

Inherent Risk Assessment

Controls Assessment

Residual Risk

The Inherent score is the level of risk

before any control activities are
applied.

The Inherent score is determined
when you assign likelihood and
impact rating (between 1 and 5) to
the risk. Ensure that it is either the
same or higher than the residual
score (not lower).

For new risks with no controls or
remediation activity in place, the
inherent score may be equal to a
residual score.

* A Control is any action taken to

reduce the likelihood and/or
magnitude of a risk

* The residual score can remain the same as
previous assessment if the likelihood /
impact has not changed, be increased or
decreased if the likelihood / impact has
changed.

* Add comments in the comment box with

bullet points to provide the reason for
residual score being unchanged or changed
after previous assessment.

* To help you decide you can referto the

Harm Table

* Check therisk appetite

Post Office®
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Risk Treatment Options

Risk Mitigation Risk Acceptance Risk Avoidance / Transfer

* Assign a Remediation plan owner * Anacceptance date is required * Avoiding the risk by deciding not to start or
e The Plan should contain all the actions * Aplan with the event that is driving the continue with the activity that is the source

to mitigate the likelihood of the risk. acceptance end date (e.g. Our Strategic plan of risk.
will be finalized by the xx/xx/xx which may * Transferring or sharing the risk via contracts

* An end date is required for each activity

. ) impact on this risk). or insurance (Transferring in this context does
of the Plan (if they are different) * The Plan must be relevant to the risk not mean from one department to another).
* A mitigation plan can be closed if the » There should be a justification for acceptance
risk is either in an (i) Accept state or (ii) completed

no longer exists.

o=
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Post Office Harm Table

Post Office HARM Table (2023)

STRATEGIC/ FINANCIAL IMPACT ON OPERATIONAL IMPACT ON POST OFFICE REPUTATION/LEGAL IMPACT ON POST IMPACT ON OUR POSTMASTERS &

SCORS RATING POST OFFICE GROUP OFFICE GROUP STRATEGIC PARTNERS IMPACY ON OUR CUSTONERS (1) LIKELIHOOD SCALE

scons DESCRIPTION

Risk almost cartai to matenabse uniess action taken
Risk could be expected to materisbse

§
£ secured Quaiity of i
remuneration or increase in costs Impacting -
! =>850% of Deoducts and/er sarvices 4 Risk bamy to materakse frequenty § events foliow rormal patterns and
3 *  Network service disruption of key branch «  Projectad [>1m] of online customer mitigating action is not taken
ol s sessions impacted by rot being able to . Risk C01sd e @vpectnd to meterishse
g =>50% of Network NS A S !
. ! Risk uniikety to materialise but it s possible
s _w“Tﬂl as ) Risk could be expected 1o mater.aise infrequently/imegulary/sporadscaly
- . “m Postmaster . m ~30%) ncrease, over .
! community’s commercial oroftability and aarees baseline, in the number of
ability to customer Complaints received over
¥ . N..na-::‘mu quality of products and/or services R Ak vy it s e
=>50% of fietwork 0t Projected aeastertion sears et svar quaiev ot | | i
=3 10% reduction n remuUNEration or products and/or services
ncrease in costs impacting =>28% of +  Projected (600k-1m) of anline 5
' o 15-10% Major mediu long-term damage to Network service of key branch access mp;-::umnwu ;Lm::mmﬁmm'z:““
of Branch footfad & transactions e . . our
g Post Office Brand locations between 3-4 days and/or
«  Post Office experence sgnNCant dverse o . g S I
g "'"’II"""‘“"""""—“" i mmnhnm . wrwﬂm + Projected (11-20%) incresse, over
Significant impact on Post Office abliity to 2 webutes community’s commercial proftability and agreed bassline, in the number of
& achieve one/or mare of s strategic ¥t intervention required s Post Office’s product(s) and/or service(s) ability to customer complaints received over
- : lack of peopie rescurces s compromised but relatively restricted . “an quality of products and/or services
«  Signficant (but not mator) impact on Post o across the market(s) increase in costs imoacting | «  Projected [94-96% | customer
S Office commercil prommadty andjor | | prelolamy Misrsttie | and/or isolated to particular UK region =>25% of network OF Prejected Satisfaction score secured over quality of
ability to grow office/back office corporate IT service » Post Office activities result in breach of > 10% reduction in remuneration or Droducts and/or services
8 *  Impact to Revenue batween £1M and regulation which requires intemal ncrease in costs impacting 15%-24% of |« Projectad (200k-600k) of oniine
g £1.94 i L e o sy investigation and/or disclosure | Network i customers impacted by not being able to
i T L eratuchon inprofied | to Post Offce Group's Brand ‘ocations becwen and/ar
£ o Spt—. Modarate. In relationship
impact in single area of the organsation a — « Projected (5-10%) increase. over
ok @ Moderate mpact on Post Office Group's | «  Departmantal managemaent intervention ::m':,mm). o g’:‘ﬂ:‘:’-hl:‘ aareed baseline, in the number of
b Shillty tu achivve o aquired compromised but not yet avaldable across cammunity’s commercial profability and Customer compieints recaived over
< strategic objectrves. s Moderate lack of people resources the digtal ohysical market(s) abilkty to quality of products and/or services
et *  Moderata (but not minor) impact on Past —_ S - Mm.:m"hml moserate uo-a::nm- L 1
t (Low) Office commercial profitateity . :mmnam te ey o e ol * Anped e satisfaction score secured aver quality of
- ability 10 grow office/back office corporate [T service breach 5%-9% of . products and/or services
+ Imoact 10 Revenue between 500Kk and |+ Projectad 1-2% reduction in approved s by ~epmct ¥ + Projected (100-200k) of online
999 umber of Branch locabons e o e AT A S Of o o impacted by not being able to
+ Projected 6-10% reduction i profiied e Ll T oy accass our digil =
el P
0 o .
Q sdverse mpac o the business B R | ° Doote, s mrnier of
& o Little impact on Post Office ability to S: S MRS A o Insignificant of Postmanter recenved over Quakty of
WENOU escalation Littie meau
z achieve one/or mare of s stratege o Pier e of paopla rescurcse svetebity | | = Mo issus arkth Dhe Gusity of Post Oficas . R . Prasoctnd (s 00w
s o o Prepecaad "<t dey tonk lovs o frort o Pout Ofte netes resc i low level |+ Projected =>S% reduction in SNCHNE e e
commercial profitablity and/or ability to ek o o - oxahisesy b remuneration of increase in costs impacting | products
-] o + Projected <1% reduction n spproved nternaty S o Nt - piwear Kl enpfnsspans
% . 10 Revenue <£500k R e . n—-nnﬁ"muuyw IMOBCted by HOL eING bl Lo BCCess our
locations w<1 day and/or impacting
I . mmmh-ﬁ Detwaen S%-9% of Metwork.
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Tolerance and Appetite @

All risks that can impact the achievement of long-
term objectives

Risk Universe

Risks that the business can put up with and the
boundaries beyond which the business is prepared
to take risks

Risk Tolerance

Risks that the business can put up with and the
boundaries beyond which the business is prepared
to take risks

Risk Appetite

()—
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@

Risk Hierarchy

[ Enterprise Risk ]

[

Local Risks

Post Office®
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Risk Tool — Service Now @

Benefits:

* Faster risk-based decision-making: Prioritize activities based on automated risk scores to work on the most
critical risks first.

* Increased performance: Risk management embedded in automated cross-functional activities eliminates
work interruptions.

* Effectively communicate risk: Real-time insights and role-based dashboards make reporting at all levels easier
and faster.

* Stay on top of risks: Interfaces provide the information you need to do your job anytime and anywhere.

Benefits of Risk Management for Post Office 1st line of defense:

* The SEG, Business and Department Heads are able to see all the risks owned by their respective teams/staff,
the current status and the extent to which the mitigations are being managed proactively and line with the
Group Policy.

* Risk Owners able to identify assess and respond effectively to the risks they own; all of this will provide full

visibility to their respective Business Unit/Department Heads.
@—
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