
FUJO0124229 
FUJ00124229 

~`O s ' 

CONFIDENTIAL 

Witness Statement 
Y a 

At f a ad. r ,,.r'•, . /,\. ga,f over is rcr er O waAt.3. t5,: is tress 
.8 kOV r 1 >) > 

stateme . .. t .:nsisti o2. :rl. ev  _ :Lis eac' . ,G~,.~: ,,.%Y .., e; 
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i.%<xted .. .4. i5t.1 January 

G RO 
. Int odu tiot 

am Gar 'th I ';1ri.. Jenkins. ... , 'm employed by Fujitsu Services Ltd 'w o 

have been contracted by Post;. Office Ltd to provide the Horizon systems 

operating in Fos Ott_Lce;s around the country. However I understand that 

my role, is t. assist  the curt rather ha n re e.eut. th e

employers or .. .: t Of d j  ... ...td, 

graduated from Cambridge University it o. a degree in ifathemat.ics it,

1.973 and was awarded an HA by Cambridge University in 1997,  1. was 

e'•,it',."~ .oyed by ICL l u $ept..0 Y r .9x ,̂ and have worked g.~'  .K f?. .  r'K' .A`ed for that : zing.. aI"i, y 0.̂^`L•;.0 t 

since though its name was s charmed to Fujitsu Services about 10 years 

ago? . During my time with lOt / F j su I have bob . a number of to Les 

in customer support, development, design and architecture. tectu::e. During the 

early 1990s d was involved with representing .. .I3 in developing tystems. 

Management. Standards and in 191)2 I was the _ ed of the UK deli : l... ._n on 

Systems Management a : . the inter'nationa.l. Standards . f:qan.0 sait:ior., 

con  in Ottawa.. Canada, In the late i`99ls I become a 

Distinguished Engineer within lOt. Distinguished Engineers, were about 

~..a.,. t f Within the ."rn-  t '. about„ 

,.o 000te 'n s 
.p

, . 

I. t a member of the British Computer SocIety MBC1M s, a Chartered 

Siçnt e 

G RO i • e :b 
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Engineer: iiC.Erg; an d a Coax Chartered T Voteasi:snai (CUP . 

Since 1 96 I have been work - g on the horizon proj oct in ossoc

with Post. Office Ltd. My initial role was i:. to i e rat LOf€ of the 

Riposte messag ;".: 
:,,Yst.em which is responsible ' or storing all data. in 

the Post Office b ranches and lopklcating im to the Data Centres. I. va, 

also responsible for the design of the interface between Horizon and 

Streamline which pr: esses all Credit and Debit Card payments for Post 

,.<id. 3s, or.e recent I1 ire bee;i. €. <vol.vE d ,in ';..`ro eE~ s  ass oc - Latew" 

interfacing data from. ' o  ion t.o Soot. O a ice' s back and accounting 

systems 

E 1 have been asked to  provide ,.statenent ,is the case of Fhayya rrit ishaq-

i I understano that. the integrity of th e system has brw.. n questioned and 

€ 

this report provides some gene t.r s'.. information regarding the integrity of 

The purpose of this report is to provide some further background 

information,. 

1 . 1 l'h e p2s-ument. Structure 

Section 2 of the documen ciesc_.ibeL the Horizon system at a high levels 

i in r _. x.rr '.ine for utve. p e L, the Business scF,.

'{,,, 
a.:y~;..tLE';.:clab£:.? diagrams for both toe :;=.: .'g,..1€aw :':CJk'rz::,.;. System and i,Y3 

current Horizon Online system. 

Section _.. then mime. ?roes, my views en he overall integrity

horizon  system. 

T$x Horizon t. 

Timeline 

F'ujitsu were originally €all awarded a cont.ract In 1.956 to provide a y " to 

System to 
Pas'„ 

O 
f ._c Ltd. Th e ...Jlowina followingprovfdiC some key dates and 

Sr tature Signature 

GRO watneseed . 
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r.c icy is l Ch nr f_• 

0 cmiWcn Pilot 19 6, 

Hor.LZCfl foLI out: 999 .... 2002 

; s«t; ^ 1 : k banking 2003 

' hV 200

Cash Account wb moved 2005 

4 Data Gent r y ijration20&9 

H G--- Xa P: ,lout 2010 

Horizon Online or HN ;...Xi wise ria or r °1 .t z;t et .o:;. of He r<.zon, it, 

was a apiete re.impimentati.on .f the i s.irese functionality at the 

rt.€:I t. a i~ c a c tiaa. Dat. base to e.old dtai s >t 

f:: xin55c;. :) :1 r .. :,:'":$' then the MessageStore need by the original Po3:iz,on 

+. z '... ... .. Office Branches mior.ated iron :,1e no  .1..ne Hon  to  Hon

;.'rnl ne between. Cannery and September 2010. Hitonical transactions were 

made visible in the s3e ey..t me  es part of the migration process

Sus.i cress Sc*~- e 

The E sines < scope of horizon s 

Point C..f Sale i',r :._- j at_c._ 

Transaction H000rd.Lrni 

I:., U(tO tt1' :n.ia..tt.tore are Audited 

`:inj Snnnary Ttaeact.ioria to POL SAP "Post Office LOCV C back 

Poet in U-c-taa.ied Transactions t.C3 Credence. c : 4 ":: $: ice Ltd s back 

.........--..... .. Signature 

G RO wrtneased by G O 
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St t.e33F .nt of 

:} tlainaiç ruent. I;if s s < :2o 

'ostin :'S i1,.k ..c3. ,:. ..<,. ... e:'... to .:,~ :i,._ et~sf%.: 3. t. .... Group's back fi'i 

Payroll system), 

• Delivering Client Data ...t.5 .asst Office Ltd z s  ... .Le'nt. . .3
. 

parties

th"i:. floss Of:1,ce Ltd acts a an •,get. for suod as Local. 

Authorities   . and Utiliry compai :? a s 

s a a Data plows 

-------------------------- -------------, 

GRO ~ _ v by 
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S'ta'tement of 

Th e  horizon systes was b es..gru.` l  4.t stee afi. eta locally n t 
y e 

.o,intt.erI a hard disk in what is referred ;., t"t.~_ as tee E"s:.7.' gIe, r?,.. r+:3 ?wsn i$.:f 

the e data has been success ui s, ''-u stored there it is then replicated 

cops to the hard disks of any other counters in the branch (and in 

the c e se o.<. a single counter branch to the additional external storage 

::in the angie counter) Data s als.:a oaa.sed on, f: oe the gateway counter 

r:^ the >_ori ron data cetre using cm i ..a: oerhn.snc w

a the ..S Mes sage 6t"' .e. 

The rep I. .E. cation process 1.s designed such that should the 'a ha ta f:eii to .-3e 

, pied . me A:3.ci.te.l'% (for example due to a. failure an the ,..oval IT ̀ network. 

within the. branch or .another counte'a being switched off or the bi, ar!lca, 

being disconnected ±rums the data centre) then fui:rthe.£ , at.tempts are mane

to replicate the data at regular intervals until it is finally cop?.e'a 

ll ceas',±t. . v Once the dct:aai re.ecries the Data Ceentre .:1 further C"biy is 

taken by ::he Audit Agent: wh... .. ._ :kr A.e a :1.' . to a .. Audit. {. ... M .,, which ,,.s added 

into the atidi;., trail where at is avar.iabre for retrieval .' va 1. for 'sip to. 7 

Years, Data L.n the audit trail is 
'sealed' " iirh a secure cheers=..i, 1 that: 

.5 i.e_d separa Ea 1 to ensure that it has o t;r been tampered with or 

c.orz up tea 

Otner systems can also access the data from tee ,I l4ess estcre 1' . 

Harvester Agents.  Howeve.r such syst .rns :a re outside the scope of t hc,-,

integrity of" the Audit trail. 

t"s:e"'L record tha'.. i.s ' :.E} <., t, ,: the transaction 10 3 ":.as, .z unique 

.anc.rer'.ien.a i..i1L. I:yt. eece .jt.0 t£. ..':' . 'do. e means ...t; z.s pC.3:.`,st. a]..=. :..o detect Ii, 

any .Y:s.t.Y.;3..oYi records have been lost. 

While a custo en a. ,,...or.: isle nra ress,r eted. s of. the t.etrssctioes ' :o$" 

thai. cj,st.onter secsi,n ace tiaras l.y held in the c..'.•',`cl ;:§ ... art .i. i.. 

i 
Signature 

G RO ~._._._._._._~_ 71Z 
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the customer se:adion y.,,..,..,en known as the "stack' i is settled, ht: :heat. 

a i. 3.. details o f the transactions (including any methocLa of t, 

used) are written to the local hard dick and r:.D 1. ;lt; A t`,as aescrihed 

above) - it houId be noted that double entry knokkeeping is used when 

recordzno all I luanolal transac ions. 1..c for, every sale of  :oodr on 

services there is a :.au: responding entry to ,over the method of payment 

that_ i,;!5 . .en us -.:d, 500 08 "stack" .is .: e.::u2 .°ed it is writ ten in. such a 

way that ..knzt s7. a1,. .,he data is written to the Cal. hare > isk  t1.;r„f. 

of it ks written. Dias', cons eet of "atomic writes" is also taken into 

account. when data is replicated to other systems [.,e t"hej: counters, 

external storage or the data centre , 

The data for a stack Will. have been successfully c...,.:ti,,,t7d to tee local 

hard disk before the screen is updated indicating that a new customer 

cession can be atarre;<. Note that: although an attempt will have been 

trade t t reel bats the data to an external. SyStem at this time, there is 

no guarantee a at. this point that such replication °h.#. .E..i. have- been 

successful. For example id there is a Network. :5a.7..l£I7.e followed by a 

Terminal failure there is a slight 
rick that transactions in the 

intervening period could bn lost. 

All data that 7 written includes a 'chec suo v .. (known an a CRC; 

which 15 checked whenever the data is read to ensure tha°. ..t h:„,5 not 

been corrupted.  Any such corruptions detected on ?' eaosing will result in 

failures being recorded in t•he event ions which are. held on the . ewe.

h'ur..i disk for a few days at imnied.€.ate diagnosis and d SC' inuus x.iw.::.el..y° 

sent through to the data centre where, they are held for 
.i 

yea.a. 

Any faiLures to write to a hard disk. f fte: appropriate retries al ii 

result in the. counter failing i2g and needing to £^ restarted ....,..c. cc will. ...tc... 

i,,m- ,eLia.w:e.,y ;%icI.oie to the user„ 

--- - - - -- -- -- --

s 1 Signature G RO GRO witnessed by 
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W e ever data is retrieved for audit enquiries a numoer of checks are 

carried o#°4' 

.1. The a-.d:it files nave not been tapered. with ie the Weals on the 

audit tiles are correct) 

• The ; ndi idu O -transactions have their. CRCs checked to ensure that 

they haie sot been corrupted. 

<. A check is made that no records arc a ' record 
ener-ated by a counter has a 7 increments]. secuer. e number and a 

check is ': e`de that there are no gaps >.;4 in the sequencing.

BAL Message 

s .. r? W i t 

G G RO RO witne ed. b 
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cf:c'a.zoil OnIirte is c :e Sign e°.d to store a Li data in an online datobase nnwr. 

as the Bran .t' €.}atabase- ([ ROB) e In partacuid, no d aL  concerning 

d! stness Ira t.€. ate is retained: <-it the counter other than in t, €e 

memory of the Counter Business Ap c.st. .) :.n. 

transactions are carried r. _... t w ..ally on the or iz :n Online wont`.'.s and 

a Basket is ou:iit. up c u:t ing a Customer Bee .a.on. Each transaction will 3 

es':k.l..t .1il a Bas et tirrtry consisting of one or mare Ac':::., untiu Lines. At 

the end cia Customer Sess xo ,'. when Y. 'Y.e 3^ xz et has been compieted and all 

e : lerrenI. tr cr;s or Tender .a .ne asic been processed and added into 

t:he Basket :.as further sA countins Lines, such that the Lot€.3.. se r:: 1.>,,.c.: of the 

Basket is  zero, the entire Basket is sent to th e Oat Centre re as a. A .t 

BBt ssag;  ..there the B "anon Access Layer t? processes  the racessge and 

a. .,c . the AccounLiria Lines are tecor'ded. and ..::?mm,.a. ...ad to :he BROB as part 

of a ejna. e Oracle Com€r€tit. This means that either :all the transactions 
: 

'.i tx1.3 .i. :a C a:. .k°et aresuccessfully   
 

  _ or T >n o ` them a.."r^e .^: , ewritten C.. ~YsC:. the 

Account..Lnc. Lines ha we been successfully committed a response: ...s returned

O the counter indicating  this  4>.3C:e; x`» z and t -.l .a.ts then allows  a n. ` receipts 

to be. printed, The' Basket  .€:x deemed T.€ ed to he fully completed once ea.Wl 

_i event. ... £_cexp have been successfully printed. Note th..,... ... ::.` there 

.'..'C? no a acei.n..s to cc printed, then the screen is x:..udat.ed to SOW the 

top level menu Indicating successful completion of the previous Basket. 

,he :'oracle Commit a....so includes Uen Audit. of i data oricrinally 

.. . xnsm-. t: :.c1 v.`... 4 'e e I.i.i.. _}}_. .. .., ,.:.< ...< , 'r .>.,._.., , :  '' _'. 

... ~, . ,... .. ;+, urn' . ee, ta'. ..:,eAf i~ 
,,,,aa

a Key ..ienerated as A1e. . t. 
y, c.f r. 3,. j ..d ~~Jii ,ir: og. G.css a .. ... 

.;.b . .:s audit record that is use=;a to pr:o, ad: t^t:€:. .zx,.r ::F t:. :•:  r sa, t ray 

I order to support recovery, the i entfier' 'of the last 5 ccessfully competed Basket ;s recorded on the 
Hard disk at the counter, However this €s not classed as Buaness Data. 

G RO 4A ,aed by 
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used tot tit?..geation sLi. o w.. 

key audit able. :ces. sae from the counter 

t'.igita1 Sign aLu.re and otherkey of tir ibut.ea 

th e 4essage bureau ) in B u .. Each..: :night 

of this t&D1 fOr t,'<e previous  day ate: COr' 

of eri.•ei files. 

.s store 1. together with its 

in on "A.udit. table" (known as 

after e :. t;iai:: the contents 

re:d from t:.4e BRCO :o a ounbet 

A : ? i.','1:, ? ? X. of .3 :.E. f,'?..`.j errs a r a- a ̂ i` due to the vowae of dote
d

to

processed es 'oh deny. All do to (ro,rr a giv  :r, kror oh will be 

concentrated into a small number of ¢ a e t files -, e of

re t r..i: e va e'`. f 

itt ..his point 

raise . 

~t ..' .E„(,;.-K a.,.;3 made. that indeed t"here ore ...; 3E..c i.t.z'ie or: 

for any counter coo should arty be found an alert is. 

5. ?;L'.: t.fea . Note this ::ouL:.d only ho pen as a 2,tu t of a hrnj in the' 

code or by somebody tampering with the tfa t a in BRZOB and this 

check  .. inw?4£dL' Sd soecif.icel y to check (or any such hoes 

These .L .. .x ... ... ore E. ..... ,:i copied~   , .,2 t•d3.., Audit system Z,n,.r tht. -,  • are

se il- h€; re he.id were f'or pr God _ t uoos at no i 

t'.s:r-s 24 ; t:ac- 9e .,t#i: e ed on  :t . I.i:&  ,,I. 
t. of <; '„re

.,

audit de to tot ca enorordor. Branch.

The ..,ur.,i., record may also induce application  , e. .,.<. thin. hate beer.:, 

accumulated ..e?., the counter since toe last audi to ie e .sage was ... .,.n,. to 

th e fl  st.e i .t. . b"b.11 ma or activities that affect toe Branch hove 

d. m itt t D._ the na.to sent. .. .,. the Z:, Far £ L ',_ to the. hate Centre knot ud -_ .:. 

Signature._._._._.  _ Signature
GRO 

watneaed by 



FUJO0124229 
FUJ00124229 

CONFID T
Witness Stateinert 

Page 10 Of 11 Lage 
Continuation 

Sttneant of 

the ~..., i..arz. cld„dit.

j :ach Audi L. record includes the following identa. '0 a',in:i : 

6 t nch identfi,e,, . : . .e. FAD Code) 

0 Counter identifier 

Sequence ?umb known . as ;, Sequence~ ' r j sn e I" >; k f,,, a"<'• a~a .ht ': ~~r:~a ~.   a.~It.1;fi.~3~: „" Z,, J

Counter t Pestar'3 

Witfl:l.3a any coanter r a. tar a  niven s£3.ranc.lt €d / Counter 1d 

combination , the n will  always increase by exactly one for Bacu 

c essi'tr . audit: re.cor ,d. This enables a check to be sade that there are 

no r'ecor.'ds missing from the audit trail when they are rC" ..sieved. 

the transactions olne in a esket are constr'ucted. using the orinciple of 

doubl.e-ent.ry . 
bookkeeping. . tis meann that in addition to the Accounting 

Ltues that relate to the actual business transact. ons. separate 

Accounting Lines are also qenerated for the ten.d''.'r. items . suc.n as mashy 

Cheques or Credit Debit Cards) , resulting in the total. e- :,u'e of all 

Account :3 ,,a.n:e; in a a~awFket add.ina up, t : er When the ancen.t.3 ti 

Basket ta re Written to iiRDB 0 check is made that the net value of all the. 

accounting lines is indeed zero and should it not be. when an alert. ..s 

.T.rais'3d and the basket l.a discarded and an err,. .r response returned to the 

counter 

Note the 
c ? h A ,. ._.. 

only 
f r yy

 t

:k~i:_ .. S.E iX' 3 .. ,...,% ~ 5 ~~ ,:. ,:....~' s~'~ M~g~~ f~ ~ w a read .a .~ S-~ ..: ,. a hug > t R the ,,.' 

code and this check is included specifically to check for

such. bugs, 

Baskets are also built during back Office Sessions sort c:1 Back. 

Office baskets are handled in a. similar r way to Customer Basket:;s, 

st to I  G RO 
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2?orizon me rat 

G<. re t  1•'. _. Idni's JENKINS 

This is described in the separate integrity documents 

AR.CGENREP0004.Uoriz nDataIntegrlty4doc which I now produce as exhibit 

OLiT i and Harizonanlineoa.talntegri t y3.,,..PO s.do, w tieu I now prudveo as 

exhibit GLJ/.2 

1 have been involved personally in to number a cha lenr"j';' s to the 

integrity of the original Harmon system and produced Witness S atements 

for a number of cases where Lho l"ntegxic; has been challenged. 1 am not. 

aware O any 3tS where; .. ,.,r u. S. 1ty of , Hariwon Online has yet been, 

successfully challenged :.n court. . 

The main challenges in the cases in which 1 have been involved were 

presented as s'.tes and try previous Witness Statements 

went through each of these by  Q1ese,,i and 3 w d that ,. ... ,. was no 

specific evidence .Lo.t, any of them in the data pre.sent,..'d. 

in sF.~_"€„,n a.rY I. would c.3n'.c.€.ude by sa s '  a th.a`. I. tul.lv believe hoticon

will. accurately r.ccosi el.. data t. »ap. is submitted to A. ..a~.„y~J, 

account .>~.o..Y. it however   '.. ~£ cannot  :  
y

.. .osrectly .

t~~rnre°e F'i L1 PA.€. 3 1.. .~, :' any ~ 1:,.[+wz t.. LG. t. ..h is 

incorrectly input int.... it.  a,. .:S result of: human r<.'Io ,g .Aac3'.. s: ~. ... •7:a .,. x~:i 
3;', 

or fraud (and nor can any the y:. r. ) 

r •- •- •-•- •- •-•- •- •- •-•- •- •-•--
n ure.-~-.-- Signature

~ 
RO G RO witnessed by 

4..........._._._._._._._._._._._. ._._._._._._._._._._._._._._._._._._._._._._._._. 
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