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Howell. Hylton Solicitors 
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ALSO 'Y : AX: L GRO ._._._._. 

Date: 25ttt July 2013 
Our Ref: MS2/ 24676 

Dear Sirs, 

He. Susan Knight 
Truro Crown Court - 26th July 2013 

P:ermAnent House 
3.1 Flarsefeir Street 

Leicester 
LE1 9BU 

OX 10825 Leicester 

Email: slrnon,eerk  GRo~ 
Seoure Small s1I rnn.oiarke;_._._._._._._._._._._ GRo 

GRO rax, l:i

On the 8h f my 2013 a report into the operations of theY Hari. rn system was published by 
an independent  organisation which had been commissioned by our clients, Post Office 
Ltd, The report is 'known 's the Second Sight Interim. report We have also received and 
considered -a second report; concerning an investigation into an incident at another post 
office, the Helen Rose Report, 

We have thorougly reviewed the case: in: the light of material) contained within the Second. 
Sight Interim report and the Helen Rose report, We have also considered. our disclosure 
duties under the CPIA 1996 and the Code of Practice enacted thereunder, and the, .A-G's 
Guidelines. on. Diecleaure. We how disclose these reports to you in. accourdance with these 
duties. 

We would also remind you of your duty not to disclose this material to any third party 
other than your client; in particular the Helen.Rose report is not In the, public domain, 

Yours faithfully, 
---- ----------------- ---•------------- -----, 

GRO 

Barrister 

Direct Diald, GRO 
- -.-.-.-.-.-.-.-.- -.-.-.-.-.-.-.-._.

GRO 
----------------- -- - 
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interim Report Into alleged problems with the Horizon system 

1, Introduction and Scope 

14, .Follpwl)lg dIseusslons with Post Office iimited ('Pt)i,.') Senior Management hi June and July 20:2, 

with the Rt Hon James A, rbuthilot MP and with Alan Bates and Kay Linnell representing the Justice. 

appointed to:Oarry out a review Into alleged pr ams with VOL's'Horizon System. 

2, The remit of the investiation/lnt#tiirywas later defined as. 

.ccrnsider ohrd to advise-on whether there are any systemic issues and/or concerns with the 

"Horfzon" system, -inciudlog training and support processes. giving evidence -and reasons far 

the con'cfuslan$ reached". 

1,3. it was also agreed that Second Sight's report would:. 

"report on the remit and. f necessary will contain recornmandrztions and/or alternative 

recommendations to Post Office Limited relating to the issues and concerns Investigated 

during the inquiry. The -report and recommendations are to be the expert and reasoned 

opinion of :Second'Sight In the light of the ovidvn: cr~ segn-,dVripg the Inquiry. ' 

1.4, It became necessary to ensurethat-references to "the Horlto.b System" were und6r~st d and agreed 

by all stakeholders., Was Second Sight to look only far defects in the software code of Horizon? Or; 

was.ltto:take a broader view and-also earatOl.ne;. 

e). the.S.urrounding' O:perationai`Processes, both--at branch level .and .in POL's central processing 

centres; 

b) the interfaces between the .Horizon system .and -other systems that are the resparslbfiity of 

organisations other than POOL such as Camelot;. the Ban.k.of .Ireland, the Co„O.p, various 

Energy Companies and.th.e TINK! system for processing Credit and Debit Card-payments and 

withdrawals;-

) the .power supply and telecommunications equipment that connects every Horizon terminal 

to POL's centralised data ceritre$; 

d:) the training available to Sub=  Postmasters ('SP VlRs') and thoir staff a.r-d whether it was 

commensurate vt?fth tho domands of titre.day<to-day- job at the counter`; 

e) the actions need to 'balance' .at :the end of each Trading Period (' fP') and the investigation 

work ne.dC'd in dealing with errors and Transactlon'Correctldne ( `r Cs'); 

f) the level of-support available to SPMRs and their<stafffrorn PCL's Help-desk; 

g) the effectiveness of POL's audit and investigative processes, both In assisting SPMPs who 

called for help in determining the underlying, root cause of shortfalls and. In providing 

evidence.for other action by POL such -.as in Civil and Crirrthi l Proceedings. 
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1.S., In answering the question as to whether Second Sight was: to :only examine the narrowly»defined 

Horizon software, or the far more broa.dlydeflhed Horizon system, P01's awn definition of 'Horizon' 
provided much of the answer. 

defined"Horizon" as follows. 

"t can advise that the name Horizon relates to.the entire applkatton.- This encom asses the 

software, , both bespoke an so ware pee es, 'fi "" i r r ' ilawtltvzrre rely 

o mar+ 
:a 

d :,, 

software used to control and monitor the systems, in addition, 1 can advise you that testing 

and training systems are also. referred to as Horizon'. 

1.7. This POi. definition does not include 'audit,.and investigative processes', but it quickly became clear 

that ptSl':s audit and tnvestigatian :methods have had a .profound:.impact on .the SPMRRs Involved in 

almost all of the cases we have exarf7ined, 

1,8. Second Sights ►nvestlgatiori has Consequently addressed rnetters: well beyond the narrow definitia.n 

of the Core software :ci rnponertt of Horizon to tinder .to ensure; that we have adequately dealt with 

ti_ae•totality.of'the cancerns.rgfsed by SPIMRs, 

1.9. Before desoriblog:t-he approach adopted in this investigation, it is necessary to pint the scale of the 

investigation lry,context, 

o, Second Sight has been asked to investigate 47 cases submitted to either the JFSA-or to :.the office of 

the Rt Hon James Arbuthnot MP. All of these submisslons are highly critical of POL's Horizon sys.tern 

and in many cases; the way that P..0 irss dealt with-the matters reported. 

1,11. The Horizon system involves epproXiniately:68100o users and processes over 6 million transactions 

every day. The: entire population of over 11,800 branches was notified about the proposed 

investigation by Second Sight and this resulted in: I4 additional cases being accepted for 

investigation. Whilst In noway m.ininliing_the potential importance.•ofthe:ca.ses under-review, this 

level of response suggests that the vast majority of SPMRs and branches.- are at least reasonably 

happy with the 'Roritofl-system. 

Ir 4.pproa.i h 8d't3Pted 

2.1, Second tight 'has examined cases submitted from two sources. The first. selection pf cases were 

those submitted by SPMRs, with the endorsement of their constituency MP, through the office of 

the Rt Hon' James Arbuthnot MPs There were 29 su:oh cases. 

2.2. The second source of cases was through the JFSA. These cases were submitted In accordance with 

an Agreement dated December 202. between POL Second Sight. and the JFSA (see Appendix 5:), 

That Agreement set a cutoff date of2"8th February 2013 for the submission of suitable cases to the 

JFSA, or directly toSecand Sight. 
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2.3. in the event; over 6Q SPMRs contacted the JPSA.and i8 ceses were considered to be,suitabte for 

submission to Sacand Sight. These .8 JFSA-sourced:cases were generally simpler, more recent and 

better documented then the cases.submitted via MPs, 

max, efirst re a Seed co Iss of all the documents in PO1's Case Pila. 

The Initial plan was to Interview each SPrv1It' after. a i t e P : s©urce o u. e a 

examined. This has proved to be much more difficult than was expected. Delays In producing case 

.r ,„ ,.+Aatnr,.th ,pebnd SIF•ht have added materlaliy to the cost of tha Investigetion and to the 

time taken to Gom.p~ete It. 1' s inafri ro `iern' "i?" e a 

central file.for each case, flether,°documents had to be-gatherredfram muitiple:interneI sources, 

2.5, Where MP sponsored cases have .hen sut,J'.ect`to either Civil Recovary or crimlrial Prosecutfoft) -PL's 

centralised Legai Department was able to supply: many documents. I1 w.ev:er, we :found that a 

significant number of cases had slat progressed this far and that documentation was held In many 

locations. within Pq`L, Including the National Business 'Support Centre '('the NBSC'), the Helpdesk, the 

Branch Support Team,. the Security Team,. the Former Agent Accounting Department, and Legal 

Services. 

2.6. in several instances, POL's severe-year Document Retention Policy -has meaht that little or n'o 

8oeurnentatipn was .available for second Sight to examine. The same retention policy applies to the 

underlying Horizon computer data. in a number of cases we were provided with POL created 

documents by SPMRs, where POL had  unable to supply the same document, even though It 

was within the 7'year retention'periad• 

2.7. After exeniining-pil of the available documents endtn.sorne cases the.Horizon computer data relating 

to each case,. Second Sight has been making contact with each SPIMR in order to obtain, through 

telephone calls and face-to4fe.ce interviews., the ;SPMR's version of events. Second Sight then 

summarised the SPMR's assertions Into.one armore'spot Reviews', Ta date ;1. Spot. Reviews have 

been created by. Second Sight and=ether. S'ppt Reviews are planned, Ten Spot Reviews have been 

sent to PQ,Land a formal response received.. Nineteen spot Reviews are currently 'W'ork in progress'.. 

3. The concept of 'Spot Review 

3.1. i:t became clear'at.an early stage in'the investigatiah that it waded not be efficient or cost effective 

for Second Sight to: examine all of the issues raised by SPMRS orcovered in POL's Case Files. 

3.2. Ace rdingly,:and with: the consent and -approval of both the JFSA anal I divid aal SPMRs, Second Sight 

conducted a fasttrock'review of the available information In each case and Identified the key issues 

that were .relevant to the remit of the investigation, Each key issue was then dealt with as a Spot 

Review. A case with rriultlple..issues would give rise to. multiple spot :Reviews,. each of which would 

be dealt with on an In.dividualbasis; 

3.3, It was agreed by PQ.L; Second Sight, the Ji~SA and the tt Hon James .Arbuthnot MP that :city report 

issued by :Second` Sight' would maintain anonymity with regard, to the Identity of individual SPMR. 

cases. Accordingly;:'thLL e.port does not reveal the identity of any of'thc cases being canslddred. in 
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all instances where POL was asked to respond to specific issues, the SPMR's identity was revealed to 
POL, but only afterthe SPMRs permission had been,obtelned, 

3.4. This approach to. Spat?Revlaws was intended; to be a self-contained, easy to understand procedure,. 
free. From- unexplained acronyms and backed up bvSPMR supplied evidential rnaterial, Each Spot 
Review was .their submitted to PQL for a formal response, The POL response. Was then discussed 

- with both .he JFSA @nd.. .p empt made x  r ch  ,. 5 sureb W 
POI and the SPMiR, as to the Issues dealt with In each Spot Review. 

3.5,, Regrettably, no such. agreement and closure has been achieved to date. In the face. of assertions, by 
both the SPIdfR and by P.0L, supported In many cases by only partial or conflicting evidence, Second 
Slght.has attempted to find -out what really happened, In most of the Spot Reviews investigated, we 
have, been able to' find additional information that has been of assistance in .understanding what 
actrially happened, 

3,6. This Interim Report covers 4 Spot Reviews where we have been able to reach a preliminary 
conclusion or at least make substantial progress on the matters being reviewed. 

3.7. As Spot Reviews were prepared, discussed. acrd responded to by POL.,.Second.Sight was able to see a 

nurrrber of 'them attc issues' that were of concern to many, of the S.PMI s-we have had contact with. 
These frequently reported issues, some of which are described In Section 7 of this interim Report, 
will be addressed In more datsiJ in the pinal Report; 

4, involvement of the JFSA. 

4.1., At the request: of the MPs representing their'SPMR Constituents end with agreement from POL, 

Second .Sight has worked closely with Mr 
Alan 

Bates of the JFSA and with the JFSA's appointed 

Forensic 

Aoco.unte:nt Kay 

Llnnell, ThIs.developed 

Into a 

sound 

working 

relationship 

and 

Second 

$.

lght. 

wishes to put on record its thanks to both Mr Bates and Ms Linnell for their .help and professional 

conduct throughout 

the investigation.. 

S. 

Spot 

Reviews 

and 

Responses 

from 

POL; 

5.J.. 

This Interim Report 

deals with 

Just4 of 

the 

Z9Spot 

Reviews so 

far prepared by Second sight, These 4 

Spot Revlew5 

deal 

with. events 

that are 

typioal:.of the 

matters reported to 

Second Sight 

by 

many of 

the 

SPMRs 

we 

havd'h. had contact: with, 

They 

also 

relateto matters 

that 

appeared, 

both 

at 

the.tirne 

'they 

were 

Issued 

to 

PP UL and when the selection 

was 

made 

for 

inclusion In 

this. 

interim 

Report, 

to be 

particularlyrelevantto 

tii:e:rernit 

of 

the 

investigation. 

5. .. 

Secohd 

Sight .has 

asked 

Pot, 

to :deliver Spot 

Review 

responses that 

would 

prove as 

easy to 

understand ,  a:s the Spot 

Reviews 

themselves,. 

that 

addressed 

the spirit, 

as well 

as 

th e letter, of 

the 

SPMRs'torn.piaints; 

and 

that 

were backed up -by 

evidence. 

5.3. 

Whilst the 

Spot 

Review responses 

recelved 

from 

POL 

can 

be seen to 

be thorough, they 

are 

long 

and 

highly technical 

documents. 

In 

some 

cases, 

they 

present 

counter

-assertions, based 

on 

Standard' 
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Qperating. Pronedures and Controls, .rather .than tangible evidence of what actually. happened, 
Accordingly, It lies been necessary to s.umitlarise: and :.simplify the responses received 

5.4, cur experience: over many years, shows that even apparently robust controls sometimes fall to 
w rk a ca irc rnvented by a deterntlned and skiiful erson, Second Sight is therefore seeking 
further evidence in support of P0.L's.reisponsdsto sonic Of thee:issues

~,...M. ri.rr~ . ,• 

0. S a EFt 

it is only "fair to say that Pq1. now finds itself in the same :situation that has faced all of the •&PMPs 

who have submitted cases; They too; were unebieto prove that the shortages or transactions that 

they reported to POL, and in respect of which they sought POI,'s help, were not the result of their 

own (or their employees') errors Or criminal activity. In eyery case we have :looked at, only limited 

assistance has.been provided to:SPMPs by.POL. 

5.6. lh the 4 Spot Ievtr~ww covered by this report, P01 has only acknowledged_ minor `failings In the 

lmplernefftatKin of its procedures and processes, or in other relevant areas. It. has agreed in. 

principle to. -a number of process ia+rrrovdnlanti relhtlrl to. the matters under in ostigationby 

Second tight,. and some of these'have been irholkr.16 tetl'elr a y. 

5.7. Manny of the SPM,Rs' We have dealt with remain aggrieved and dissatisfied with what they. see .as 

PaL's defensive :and unsympathetic response. Whereas we had expected that some form of closure 

would be reached between POL.and ,th SPMl3 a§soclated with each Spot Review, this has so far not 

been 'achieved,. 

6. Did defects in Horizon cause some of the losses for which SPM.Rs or their staff 

were blamed? 

6.1. There Is still much work to be done on the cases second Sight has been asked to Investigate. We 

have concluded In one of'the four Spat Reviews covered by this. Interim Report (Spot Revlew Sk02) 
that, although the orixo.n system. operated as designed,. the lack bf timely,..accurate "arr'd eomplatd. 

information presented tai the SPUR was a :significant factor in his failing to fallow tla .cbr ect 

procedure. 

6.2. In that Incident, •shortcomings In the -branch's primary acid fall back telecomrTunieat'ibns equipment 

exposed a weaknes.f t•,het' led to a poor counter-ievel experience both for the SPMR and his 

customer. 

6.3.. We also ngte, in $pat: Review S.22, that POL madb.a change to.its standard opereting.procedures. far 

•Scr ateh cards, just a few days after the SPMR was suspended. It is possible; that if this change head 

been Impiemerrted :eariler, many of the problems would not have occurred. 

6.4. In the course of our extensive discussions with POL over the last 12 months, POL has disclosed to 

Second Sight that,.in 2011 and 2012, it had discovered "defects" in Horizon online that had impacted 

76 branches. 
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6.5. The first defect, referred to as the 'Receipts and Payments Mismatch Problem", impacted 62 

branches. It was discovered 1n September 2010 as a result of FuJitsu's monitoring of system events 

(although there were suhsequ:ent Penile. from branches), The aggregate. of the discrepancies arising 

from this system defect Was £9;029, the largest. shortfall being £777 and the largest surplus £7,044. 

::.:

__ _.._..._.__... 6s6 _ Th second defect referred to as.the' ipc0l5.uspense Account Problem", affected 14 branches, and

generated discrepancies totalliYtg £4,486, .  including a temporary shortfall of 9 -0 at are rani 

and a surplus .cf'£  ,20(t of oniather (th:a Yaf»alnlri~ 2 ; ranc as were a a e y an u s """' 

than

67, POL Was wtaW;are of th.ls second defei t until,,a year.after its first occurrence In 20:11, It re-occurred 

and an: unexp:ioinod s.hi rtfaff was re'ptrrted by an SPMP, 

6,5. POL.'s Initial Investigations iti 2U12.falled to reveal the system defect and, because the cause could 

not 
.
be identified, the amount was :written off. Fujitsu looked into the matter early in :2015 and 

discovered, and then corrected;:•the defect, 

6,9. it seems however; that the shortfalls (and surpluses) that occurred at the first occurrence (in 2011) 

reslrlted lit bianches:b ing asked to' make good incorrect amounts. 

6.1.0. POL has informed us that It hasp disclosed, in Witness Statements_ to English Courts, information 

about one other subsequently-carrected defector "bug" in the Horizon software. 

7. Frequently reported rssU:e$ 

7.1, It has become clear that whereas the Horizon system appears to achieve Its intended purpose 

almost all of the tiro and operates smoothly for most-SPMRs and their staff, some cambinatfons of 

events. can trigger situationswhefe problems occur. 

7,2, The following issues have been reported to us bby multiple $PM:Rs as being of:particular concern 

about'th ROrizon system. 

a) A. mu•lti.produot system that is far more 'complex and demanding than, for example, that 

found in.a typfcal high street.hank; 

b°) Multiple transactional Interfaces ('.hand-offs') to systems outside of Horizon such as Lottery 

Scratch' Gard. and Bank of, Ireland ATMs that cause repeated and possibly large shortfalls 

that take undue amrtunts of time to investigate and resolve;. 

c} Unr liable hardware leading: to printer fafiures, screen rriisalignrnent. (pressing one Icon 

sorrretimes results In the system selecting :an: Incorrect 'icon) end failed 'comnyunicatlons 

links; 

d) The' complexltyof end of Trading Pertod:('1`P') processes and the lack of a 'suspense account' 

option which wouid allow disputed transactions too be deait with In a neutral manner..; 

e) inexperienced trainers an:d gaps in training coverage; 
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f) The lack of some form of on-site Supervision and Quality Control similar to that made 

available tostaff employed in. POL's.Crown Offices, 

g) The receipt of :cents ily Input, overriight'corractions' and other changes allegedly not input 

b S MRs or their staff' 

h) Inadequate Helpdesk support, with. responses. that nro `scrlpt~based''and sornatirhas cause 

further or greaterproblems; 
... 

m 
M....~ i) 

P"0L Investigation and audit teams that have an asset recovery or prosecution. t fas and. fafi ot

seek the root cause of reported problems, 

j.) A contract .between SPMRS and POi. that transfers al most -all of the commercial risk to the 

SP(AR:s,:butwith docreastng.sufiport`beingprovidedv In its risk reward decision making, POL 

benefitsfrom anysavirigs, whiieSPIVIRs may suffer increased risk.. 

7.3.. We.have read all of the examples of problems reported tows by the SPMRs we have contacted, Wa 

can't help cohcluding that had POL Investigated more of the "mysterious shortages" and problems 

reported to it, with the thoroughness Chat it has invostigated:those reported to It by Second Sight; 

VOL would have been .In.a much betterpOsition to resolve the maters raised, and :would also have 

benef itted from process lm:provements.. 

7A. It stray. be that: a significant limitation i.n the way that. pOL.respands t:a:rnattars: reprrrlk#d to:Jt are the 

terms of .refe-rence far the: POL invostigati: ns Division: The standard contract between PG L and 

SPMRs states: 

"The Investigation plvlslan does NOT'enquire.in,to matters where crime is not•suspected." 

7.5. This appears to suggest that PoL does nett pro id.e any investigation support to SPMRs, except,where 

rinlin.allty is..sus,peated. The cases we have examined show that VOL does sometimes provide 

limited Investigative. support to SPMRs reporting problems, but clearly, POL's ability .to do this Is 

constrained. 

7,6. it is also unfortunate, In our view, that when POL does Investigate cases, there isoften a focus on 

'asset recovery solutions` without st estab.lishirig:the underlyipg root cause of the problem. This is 

also an example of a missed • opportunity to ,be Ina rrtiach letter position to resolve problems and to 

benefit from, process improvements. 

7;7, Another Issue raised by sdn'le ofthe; SPMR$: thatwe;have had:contact with is the allegation titati:the 

only time they were provided a copy of th:e:furls cohtract between VOL and SPMRs, was when POt 

commenced Iitlgatipn or recovery actions. This 1s 'e ntrary to POL' s policy 'and procedures and 

enquiries are underway to find out what:has happened In the cases.where this allegation has been 

made. 

7,5. The 4pot Reviews.where-we have beers able to reach preliminary conclusions, or at least make 

substantial progress In investigating the matters raised, are attached at Appendices 

1to4, 
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8. PreIirninar"y Conclusloris 

8.1. This is. an' Interih. Report and there Is much work stillto be done. Any conclusions reached at this 
point will need. to be ui dete'd in the light t f. new information that arises as the Investigation 

~. 8,2...._Our preliminary conciusiPns ar®:. v ,.~.,u .......... .. ...,...... ~..,n ., w .... ~._ w..,....,..._...~.._., _.~_. _ . .... 

hzr tr 

software;.

b) W:e are aware of 2 incidents- where defects or 'bugs' in the Horizon software gave, rise to '76' 

branches being: affected by incorrect balances or transactions, which took. some time to 

Identify and correct; 

c) Oceasionaily a'n uriur¢uai combination.:of evsnts.,.'such :as.a power  cnrnmunl:i»ations; failure 

during: the processing-of a transaction, can glve rise :a situation where timely, accurate'.an.d 

complete information about the status of a transaction. Is not Immediately available to a 

d) When individual SPNIRs experience or report problems, POL's response can appear to be 

unhelpful,.. unsympathetic ors.  imply fail'<t'q:solve the underiying-.probier. The lack of a `us:er 

forum' or strnitarfacillty,_means that SPM.Rs have little opportunity to raise issues of-concern 

at an appropriate level within POL; 

e). The lack of an effective 'outreach' Investigations function within POL, results in Ppt; failing to 

identify the root cause of problems and missing opportunities for process improvements.; 

f) The end of Trading: Period processes. Can be problematic for individual SPMRs, particularly if 

they are dealing with unresolved Trans'actioi Corrections ('TCs'), The lack of a 'suu:pense 

account' ap.tion means that it is difficult for disputed TCs to bar dealt With in :a neutral 

manner. 

GRO 
Ian R Henderson GCE, CISA, FGA 8 July 201;3 

GRO 
Ron Warmington CFE, RCA 

Second Sight Support Services Ltd 

Page-6 



POL00029128 
POL00029128 

Interim Report into alleged problems with the Horizon system 

Spot Review SR01 Appendix I 

1,1. The SPMR reports that there were intermittent Internet connectivity problems on 4ch October 2012. 
Online payments and withdrawal transactions were sometimes successful, but also failed on 

connection. Some card payments. had to be.attempted two or three times before being accepted, 
Itr ,w star r tsi .,pa kris 1 i »txtl iz11Ct1]e blU,:W s'  a k i ~ ~,,. .w 

£80::00 ash and: ised this o ay the 
telephone bill, 

1.2. The SPMR stamped the customer` telephone bill :as evidence of receipt, of payment,, returning 
change of ;83,91, Several weeks later, the =customer returned from holiday to find his telephone had 
been out of due to non•paymeM `of the bill.. The PMRrs: examination of the: Transaction tog, 

`sh:owed that all components of•the transaction had been reversed by POL, The SPMR states that he 
did not initiate those reversals, nor did he receive eny-:reversal notifications: 

1.3, The SPMR raised this as on issue with POL but was told that due to cost issues the Horizon 
transaction data, necessary to fully investigate the matter, could rlet be requested. The sr. PMR felt 
that it was mplied:that:he:.had stoIon';the mohey when he uses told to make:good the shortage. This 
meant that :2:.people had paid the telephone .bill; the customer who handed cash to the SPMR, and 
also the SPMR on Instructions from P1I to make good the shortage, after P01 centrally had paid the 
bill. 

1.4. The SP VlR was subsequently, informed that he. should have had a surplus of X76,99 due to the 

reversal of the transactions. 

1.5. POL's 10-page response to second Sight'esserts that the .Spat R.av!ew does not demonstrate .any: 

failing in Horizon and that the root, cause of the difficulties suffered by the SPMR was his failure to. 
follow the on streen and printed instructions given by Horizon. P01 states that the MR should

have realised that some transactions had. been autom:oticaily reversed. bacausez 

a) when the transactions In question first failed to be:processed{because Horizon could not get 
a response from the Data Centre), Horizon asked the SPMR whether he wished to cancel or 

ret.rythe trans-a.ctions in response to which the SPMiI'i opted to retry the transactions; 

l ) when: thetransactionsfailedagain,the.'SPMRoptedtocance,l`thetransactions; 

c) Horizon then automatically disconnected and printed a "disconnect" receipt that showed the 

transactions that had been automatically reversed; 

d) a standard customer`rece:ipt was not produced a.n4 this should have told the SPMR.thzt the 

full transaction had not proceed'ad; 

e). fo,klowing the disconnect, the SISIVIR was required to log back on and, as part of the standard 

recovery process, Horizon printed a "recovery" receipt which again showe.d'the traihsactions 
that: had hee:n reversed and those that had been recovered. 
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1.6, P'OL'S response states that there were 4 attempts (at roughly 45 second iritervals) to send the 
completed: basket of transactions to the Horizon Data Centre.. All attempts used a mobile phone 
(back-up) connection, The SPMfl's records. all show these connection attempts to have. failed. 
However, from the Data Centre's pers:poctive,..orie of the attempts. did resultin all of the; data In the 

:. ri r a a i~ a lac i ts t r :~ _', 
connectivity isauds, the branch did not receive a confirmation .of this at the time from the Data 

1:,'7. The bash. wiiwhdravttal' r nsa tla'ti for it8 .rt uld not be cartcelied as this had aiready been. processed 
by the Semi; 

1.8, The net effect of all of this was that, whilst the custome?.s telephone bill w.as not paidithe £8Q debit 
to his bank account was correctly processed, even though this _was not reported to the$ MR at the 
time this transaction was entered on the 'orizon terminal. The success of this part of the 
transaction was only notified to the SPMR after the customer had left the Branch. It took 
approximately 5 minutes forthe retry., recovery. . and reconnection processes to finish, 

i 1 
1.9. Procedurally, the SPMR was at. fault here because he was not meant to allow the customer to leave 

the counter until Horizon had finished .It Recovery.Processing. 

1.10. The SPMR had stamped the .customer's telephone bill as proof that it had been paid, at X0;.12 h.rs, 
but he should not have been given It to the customer tr_ntifthe Horizon system had printed out all of 
the Session receipts. This did rot occur until x;0.$6 hrs, which was after the customer had left with 
his stamped te.ieph'one bill It was therefore impossible for the SPMR to return the customer's 

£76.09 or to retrieve he receipt starr►petl telephone bill. 

1.11: Second.Sight>Is more sympethetio.to the SPMR's position. than Pt L appears to have been, POL's 
view Is that the klorizen system operated as d'esipned. In our view, timely, accurate and. complete 

information was not presented to the SPMR at the time the transaction Occurred. The delay in 

providing this information was a significant factor in the SPMR. 'failing. to follow the correct 

procedure. 

1.12. At the time this problem occurred, there were multiple telecommunications failures in the branch's 

main data link and H~grizon was using a mobile, phone link to communicate transaction data over a 

poor.yuality signal. 

1,13, When operating, in that degraded mode, with a complex multi-part transaction (involving 

communications to the banking system as well as to Horizon), the Horizon system did operate In 

accordance With lt$ desleri. 

1,.14. B.at, not beii o able to reverses the customer's banking. transaction (the £80.00 debit card 
withdrawa:l), Horizon relied on the SPMR being able to give the customer all of his money back and 
either turning him away with his telephone bill unpaid or sterti:ngthe whole process again. 

1,15. Even If the customer had still been present when the recovery processes were completed (five 

minutes .after being handed his stamped telephone bill) and even If the SPMR had been able to 
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Horizon 

system 

immediately work out what: had happened and what re.me.dial actions wore necessary, this would 
not amount to an acceptable SPMa/Customer 'experienee, it also raises questions about the: 
sultablilty of the mobile phone backup connection. and.twhether a more resilient .service should be 
provided, 
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Spot Re-view SRO5 Appendix 2 

1.1. This SPMR: states that on Tuesday: 19th August, 2008 he observed an individual in the basement (or 
a boiler room type area with lots. af pipe work) of the i ujits.0 office in -Bracknell who demonstrated 

, >a.Clity to:p I I xransactions dtrecti lrtt the Mariztrn s scam and in see dc~ ng.tio alter, In real time 
or overrright, the recorded holdings of Pore:fn Currency in P01 Branch

_.._.... _stated that this.person>.. after :altering„a br.:anclt:s. astl arc teen_ „mode„Ii ht cif !t" saylitg „9;d 
a .s td, tQnl ht.:" 

1.2. The SPt' R further states that the person did this by generating ran. riutgolog remittance, for a- branch 
(known as a 'Rem Out'), The SCPMR explained, that what he observed was Gehtrery to PO.L's repeated 

reassurances that any form 'of"remote ace ess'ta.Horizon transaatiars at branch level was possible. 

1.3. Of potential significance Is the alleged comment that: "he'ii have a shortage tonight" This could 

mean that the alleged transactions were not d.irectiy input_to Horizon but to.same other system that 

was linked to Horizon<by way of overnight batch processing, or In some other way. 

1,4. To put this allegation 1n context, over two years later, in a 7th' December 2ga.0 letter tv gia.n :Bates 

(Chairman of the JI=SA), sighed by Mr. Edward i avey, MP (the then Minister for Employment 

Relations, Consumerorrd Postal Affairs), M'r:.Davey gave the following assurance: 

"1 recognise that the core of the JFSA concerns relates to the Horizon system to which you 

attribute the fiManclal discrepancies and shortages which have led to a number of 

subpastmastars having their ca'ntrdcts terminated and subsequent court action, However 

Pot continues to express full co'nfiderice in tive integrity and robustness of the Horizon.systeni 

rand'alsa categorically states that there Is no rc+rnate access to the system or to any Individual 

branch terminals which wouldailow: the accduriting records ta ht ntariopulated In anyway" 

PCI,'s response. >states that.: 

a), in August 2008, the basement of Ruit;tu's building did contain a Horizon test environment 

With access: to four test versions of Horizon; 

by It is this test environment that Is. beiieved to have been witnessed bythe SPM12; 

c) This test environment wns not physically connected to the live Horizon system so it was not 

physically possible for the alleged transactions to have occurred. It is possible that 

someone showed the SPMR some form of adjustment to the test environment that was 

misunderstood. 

I.E. Simply stated, POL has rejected th►s;ailegatlon; stating :that no.np Of its staffwho were present at the 

alleged 19th August 2008 meeting, had any access to live data. 

1..6. POI. has suggested that. its employee may indeed have used the phrase "this Is the live system" 

because, in addition to the test version of the then un-released new version cif Horizon (''HIVG-X') 

being accessible frorri there, so was a test versionof<the than-current.and ilve (old) Horizon system. 
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1.7. It is unfortunate that, due to the length of time that has elapsed since the alleged visit, neither POL 

nor Fujitsu were able to identify any individual who rn.et with the SPMR on the date of 'hl alleged 

visit to Bracknell. 

an entail iproving_that the meeting took 

nv a sc , 

of 7 P01. employees believed to 'have-.been working in the Fujitsu office at :Bracknell at the :relevant 

time. 

L10; Unfortunately, due to .a.change in email systev is, enla1ls from 2O8 have not yet been provided to 

us, but we have reviewed the relevant;email records fair 2011. This review has shown: 

a) A number of different teams o'P PC'L employees were working in the PujItsu office in.Braaknell 

In 2011 and possibly earlier. These team's were located on the Ground Floor and the 2 T and 

4t" Floors of the Fujitsu office. 

b) An email .set to .6 'rium:ber of PC L employees In. .April :2201 :, Ifi00.1n a 'rri n trier ttf the 

Testiri team.in arakneii, incfrrdedtVte>fcrliav~ring:camment: 

"Although It J$ rarely done• !r is bla to joarnal from branch 'cash;accounts: 

There are possible P& A..concecris about how thhls Would b .pet iVed and how 

disputes would ba:reaolved." 

1.11. "P&BA" refers to 'Product and. Branch Acctyur4ting';. which is a teana within Pal: that is responsible Par 

the back'of fce accounting system. 

1.12. POL has told S olid Sight that the comment noted above 'describes a meth dd of altering cash 

balances in. the back office accounting system, rtot.Horizon. We note however that any changes to 

Branch Cash Account balaneea in this way would be subsequently processed In Horizon using the 

Transaction Correction ('TC'p process. This would be notlfied to SPMits and: requires their consent in 

order for the IC to be :processed. The TC process typically runs :on an overnight basis and is 

necessary to ensure ;that the. back office accounting system remains-:synchrnnlsed with the Horizon 

system.. 

1..18. Second Sight notes that this method of ultimately; adjusting branch cash accounts 14 Horizon is: 

,similar, but not Identical to, what was described by the`.ILPMR, albeit In aft indirect rather than a 

dirott way; We have subsequently been told that none of the POL employeesworking in Bracknell 

in 2008 had acres t'o the tack a fjce accoon.08 system, 

1.14. We are left with a conflict of evidence on this Issue.ant our enquiries are continuing, particularly In. 

the light of the new information confirming that the meeting on 1Pth August 20Q8 did in fact .occsrr. 
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Spot Review $:RZ1 Appendix 3 

1.1, This S.PMR. reports a situation where, on ,4h 'Nov 2Qtl , the Horizon systehi appears to have 

generated a series of tr4.nsactlons, :reversipg four Positive Stock Adjustments ('SAPs')'that she had 

MA 
Christmas. 

1.2. The ae regate value of the four SAPS Input by the SPMR was £5,577,93. Subsequently, 9 st perat.e 

Negative Stock Adjustments (transaetlan reference. '5Aiv`) appear to nave peen generataa 

automatically: by Horizon. Those nine entries total £6,892:23 which equate to 16,854 stamps. All 

nine entries were timed at 1222 hrs and show the SPMR's Identification Code (t,e, as though she 

had entered them), 

1,3, The .SPMR, however, denies executin : any of theca SAN adjustments. She states that she, was: 

unaware of their existence until l 1 g after the :Audit::of her sranch,. She has no Idea whether they 

had any impact on the shortfuII:attributed'to her. 

x,4. We have found no evidence that Pt L irivestlgatad this combined set of transactions or, If they Were 

investigated;' that the findings were everdiscuss:ed with h the SPMR. 

1$. A POL Auditor on .i th :lanuary 20'x.0, .after becoming aware of the large quantity of excess stamps 

hold by this anob, askssd the SPMR. 

"Why didn't' you declare yourstoM- per" 

1,5, The SPMR .states that she told the POL Auditor that she did declare the stamps uslsng-the -SAP 

procedure. It Is riot clear whether the eventual £9,616.66 shortfall, for which POL held the SPMR 

accountable, Included the impact of those stamps. 

1,7, The SPMIt is adamant that she_ raised this issue. with the.POL.Auditor but states that she was never 

provided with any answers: Neither the problem with the stamps, nor the SPMR's assertions about 

Intermittent problems with. the PIN Pad, raised both at the time of the Audit and ;in subsequent 

Interviews, seem. to:.:heve been adequately addressed by POL's 'investigators.. 

;g, POI.'s 3..psge respprrse to this Spat Revtew statesithat', 

a) Horizon does not generate automatic stock adjustments. The function simply does not exist 

within: Horizon; 

b) The stock adjustments questioned In this Spot Review were all recorded against the SPMR's 

user ID which demenstr:.ates that those transactions were manually conducted In the 

branch; 

C) Even If there were erroneous .stock, adjustments,- these adjustments could not cause the 

SPMR to 5uffar a shortfall due to the "double entry" balancing process inherent in Horizon; 

,:9, POL's response does suggest a possIIble e>cplanatlon as to what happened here, stating.: 
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'The appearance of positive and negative stock adjustments for stamps made by SPM) s on 
the some day reflects a common nonconformance Issue In the manner by which SPMRs 
Inputted data. It led to significant branch conformance instructions .in 2009 to encouro e 
branches to record their rationale for why they were.. using the stock adjustra:ent function." 

and cvntinulrrgi 

"Adjustments of the type shown at this branzh are Indicative of a Situation where •branches 

standard 1st class or specipi tssue cotnrrlerrrarbtive. 1t class),. Post Office requires sales vio 
the correct Icons to properly drive sale;,, remuneration and biiilhg data. hlaweverr 'branches: 
found It eaSIer to serve •:customers by 'adjusting stock out of "specials" i`nta "Stan,dord" 
categories and then making sales from t•hoseStündari Icons. It Is however;impasslble far 
Past office and Fc{Iltsu to say far certain why the 5!' ll made stock adjustments in :t 1S 
particular b4nch. " 

1,10. Once again, we: are dealing with.a-.conflict of evidence where the-SPMR states that she did not enter 
the. stock adjustments and ROi. states that the Horizon system could not have entered them either, 
Pat has; at Second Sight's request, produced the underiying.Horizon detailed transaction data Intl 1t 
will be examined to try to establish what really did happen. 

1.11. In any event, POl. did not arrive at agreement with the.SPMR as.to what had happened, This failure 
to arrive at closure has left this SPM t. with the -powerful and lasting conviction that her "mysterious 
£9.6i6..66 shortfall" was wholly or partially 'accounted for by those transactions that she says she did 
not:enter, even though the system says, on floe basis of her User I0 that :she did; 

1..12. i~urther contact with this SPMR. indicat'eS that'she remains confused as.-ton what: really happened so It 
is .possible that the: i"I :,I 1.06'6 shortfall was the result of mistakes made by:her or by her -staff., 
further ihv.e igarlve work_ is therefore needed and. as. yet, : ecorrd Sight •cannot -reach. :a firm 
con lesion orn t b cas. 
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Spot Review SR 22 Appendix 4 

1.1, This SPMIk reports a• situation where the Camelot. and Horizon records for 'Remitted In' (or 

'Remnied-In') Camelot Scratch Cards: ('instants') were. out of syne.hrnnisation and were. incorrectly 
rhrnu,n. in Mr 7 i rPl1FdS: 4tGv~'n (118 tWGk SySt$111- rG~SLlikt~C{ 

insubstantial losses being incurred and that POL failed to fully Investigate and/pr to communlcate 

ItsrfIndInnsrIniespecrt a those d;ifferenmm, 

1.2. As art example d' this., the SPM:R reports, that' on 17th Februs4l O10, t e Horizon print-out o 

'stemmed In' earth shows L1,28 worth of cards (8 full packs). whereas a POL produced xcol 

spreadsheet shows that, on that date, E2,080 worth of cards (IS fuli packs) were Remrnei in; The 

difference here Is £-800, which was a shortfall th.awtthe.SPMit had to make.good, 

1.3., it is .clear that this SPIVIR. axperlenr ed numerous problems with Scratch Cards and a review of TCs 

Issued, to the branch shows that, between 3rd November 2009 and .29th September 2010 (the 

period during which unexplained losses were occurring at the branch) 36 of the 47 TCs issued to this 

branch related to Scratch Cards, •Alto, 13. of those 36 T;Cs were for amounts exactly divlsibie by £160 

(l.e, the value of a full pack of Scratch Cards), 

1.4, Those '.3 TCs .comprl'sad 4 Debit i s . otaliing £2,a6t7 and 9 Credit TCs (which serve to reduce :then. 

branch's stack value.) tcttalling.£';840. 

1,5. Together- therefore., the 13 'ICs ° .produced a net, deftkiency of £5,280. in pure rnorteta'ry terrrWs this 

was approximately 96s%' of the total shortfall of £14,841 that POL claimed, in. the ensuing; celmir al 

prosecution, had been stolen by the SPMR, 

1.6. POL seems to have been aware; well before February 2010, of errors made by many SPMRs In 

dealing with Scratch Cards, For example, an article in the 1723 January 2008 issue of'grench Focus' 

had warned 5PM Rs that; 

"In the last three :months there (rove been over 1, Op Transaction Correction notices Issue

to branches too value of+i744,OP0". 

1.7, We have established that during the relevant period, all packs of Scratch Cards should have been. 
( 3 

activated on the Camelot terminal:before being R:emmed-in to Horizon, The SPM:R asserts that she 

was instructed not to do that by POL. 

1:8. It also traPsplres that a change to standard: op.eratirrg procedures-for Scratch Cords tota:k_ place a 

week.afterthl particular SPivfiR was suspended in Septernbeer2010, .From this .point, SPMRs were no 

longer required to remit packs of Scratch Car-tls into hiarizon. 

1,9. It follows, that after September 2010 it was impossible to have packs of Scratch Cards recorded In 

Horizon whilst awaiting activatldn. It is ais'o clear that a balance should be struck before the start of 

trading on a Thursday morning, rather than at 17,,30 hrs on a Wednesday evening, as had: bean the 

standard practice of this SPMVIR. 
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1,10. in Its response to this Spot Review) :IQL. says that it cannot:find any: evid:eence that there is a problem 

with the'Hortzon systemWith regstd to'Romrli d•in'Scratch Cards:. 

1.11, P.al, also statesthat, during the periot:being examined In this Spot Review, If SPMRs had correctly 
s e t e final fl fares recorded in the H:arizc~n syskbiYr at 

the end of eech..day would rriatch the;firral' .igure Intha: arrrslpt'syst iMi ar e 

t 12. P01.`s investat on has etabflthed.

relating to Scratch Cards at this branch. It follows, says- P01, that two receipts would have been 

automatically producexl by th:e Horizon system.- The discrepancy in.th.e figures on that day resulted 

from the SP1Mi presenting only one of the. two receipts-: The SPMR, however, disputes PO1's. 

assertion, stating that not only did she not make That secand entry in Horizon but that she can't: 

recollect ever 'R:emming-in two Scratch Card entries within a 5 mInute period, 

1.13 P0L has also told=us that' 

"Pu►'ther to the discovery of 1arae Scratch cord 1oss s;ot Pcst Office branches (for:exampie 

£24.7.000 is aggregate lasses were discovered folio_wing the .audit of .20 branches In and 

arow d Ma:. 2009,, a process chan0e was:ralled out dwThO )orludy and Pebtuary 2012. This 

process change was designed to slgrrificandy reduce loss/waste associated .with Saratdh 

Cards". 

1,14. The SPMR Was- oharged with Theft and raise Accounting but the Theft charge was dropped on the 

basis that the SPMR :pleaded guilty tea l=aise Aaco.unting. The SPMR wac convicted' -on the Talse 

A:ccoa:nting charge and all Order made to .repay the 1=14,a42,. plus costs of £1,000 and 120 firs of 

Community Service. The total of £15,842 was repaid before the eourt•assigned deadline. 

1.15, The key issue here, that seems to have been the root cause of this branch's frequent 

Camelot/Horizon: problems;:Was the.: dtf'fcreoce:between the cpgriing hqurs;of:the-shop-grid its Post 

office Counter, The shop: was afren from 06$0 firs:until 21:30 hrs. from Monday. to Sat irday and 

from 0800 hrs until 21'30 hrs. .on..Sundays, Whereas its Post Office caunterwas. only open from 0900 

to 17'30 on Mofidaytto Pfiday.and from 091O,0 to 1230 on Saturdays-, 

1,16. The difference in olse.nirlg times, partic4larly on Wednesdays Mien halal sing (Incorrectly) took 

place, and at the end of each Trading Period, meant that the shop was selling Scratch cards both 

before, end then long, after, its Post.office Counter (and therefore the iorizon system) was able to 

record them, 

1.17.. It was :perhaps Inevitable, In 'apanyall-hours' outlets like this .one, that, the Horizon and :camelot 

systems would be''out of:.sync, a great dean df the time. It took some time for POL to recognIse that 

its standard operating procedure was presenting a reai challenge to this typo of retail outlet, 

1.18. Second Sight notes that the February 20`12 system change eliminated the possibility of 

synchronisation errors between the two systems. This was after a number of Interim process 

Improvements. 
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1,19, The fact that the s.ynehranisatlon process betwt~;en the two systems Is now far better'th~l It'Was In 
2010 seems to give some support to the .SPMR's assertion that the then-  existing process was 
deficient and that her consequent errors were a material factor in the confusion that ultimately led 
to her crrnvietion for Paise Accounting: 

1 2, Further tnvesti9ative work Is needed to get to the bottom of this Complex matter 
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Thtt is a paper which .has been Issuaci by the: agw f ruit c frr Pest.`O.ff1ct; Limite i eon 

the lustice for at~bpotatrrtast'rrs Mlz,nte (, PSMi 

Post Office Umited. is concerned to hear eI oot and tigtotminsrd to thoroughly and 

even-handedly investighte cues where there have been persfsta:nt assertions that 

the I^farfxt,ia system (i iorl .on.) may bf the source. of unresolved shvrt;a4es frf Poal 

lfflcds. 

Past o cict3 t.imited cares about its agents, the ttrousends of aubpostrmasteia and 

au•bpostm resses ( MPs) operating brenches across the land for the benefit of the 

corrrmunity, Post QfV1ce Limited is com. M-1tted to the highest sta.frdercIs Of corporate 

governance, openness, probity and aceoUntablilty, It is happy to be sensibly 

challenged and believe this to be.e goad thing, 

•post Off1cer: Limited :also aeltnowiedges that: there may 6e w: . concern that some $PMfts. 

might not express their concerns because they feel that speaking up wodld b 

detrimental to their position, tilt they may also fear that they w111 be heressed or 

victimised :it they ;speak out, arid: i15t Wi these circumstances they rriay prefer to 

fgnoro rh ea oaems than ta repfirt them:, 

Therefore Post office Lirniteci, work1ng with. ,3l"5'l#,, Is setting out In this document a 

process where you can raise concerns regarding Horizon, and f ;,el comrortebie about 

dolnrg so. piny Irtvestigatlan of any concerns which you may raise will not Influence 

or be tn1 uenc d by any di 4fplfnery or n twoik transformation tctlans that already 

This, process also apples to aA Post Office Limited employees, contractors and 

agencystaff wori<ing with Horizon for Post Offlce 1.1mitOC 

-r assure You ihat you Shaul have no fears atbput ralairintj oPy concerns over 

i tar( pig, .in hating :over vietkmisetfan and: f pwleais; 

i ravide yOu with a pro ea for r tstn any su ht cOPt rr sy 

- demonstrate tv you that your concerns-Wm be taken serteualy and that you 

will gt t a response to your concerns. and: 

give you options if you are still not satisfied, 
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However- Post Offtoe LImted•takes driiberate fraud, :dishonesty and Illegal conduct 

If It has reasonabie susplalons ragarding the sarne,. .SO you shout Anly :i f  yisur
concerns through this. process In god Faith, and not frivolously, mailctouely or for 

1'liere are t-Wo steps yr a can talcs ,to_ volce your concerns, You can eithar contact 
JFSA In the first Instance (see (A) below), or you can go directly to Second Sight 
SUlppori Services Urn  (Second Sight), an Independent third party which Is already 
undertaking a rreutow of several Horizon cases In oonsultatlon with bile Right 
Honourable James Arbuthnot ffiP (.see( . below.), 

(A) ;kl'Ihl S. ; r l~Laith1 

1. Yu car, rti!cWs any oncerns with A artdror Its advisers (contact details at 
)faa.:org,uk) JrSA underts:kes to treat tIi se discussions as. o0rrftdential, It Is 
than your decision as: to whether pr not you W:Ish to flIrSua year concerns 
•throtrgt the Itr ui y `f3atats :sei :c► f in actiar5 3 below. 

2, x.f you decide to .ettscu s your concerms with .7 SA, you should make sure you 
gather :all your s vidertcca together lrrctuciing all relevant decuments, transaut'Ion 
rorerences, helpline reference', copies of correspondence, contact dotalds aril :an
ourhine of your concerns and any 5uiasequent dlsrusslons with Post (fflre Limited, 
You should retain all original documonte at this time although they may be 
required later. 

3. You should provide JFSA with photocopies or PDF antes of all relevant document;-s, 
Which wlli.lio exa ilned, byV-SA and/pr.)FSA's advisers, 

4, At this tittle JFSA .u.nderteKgs that It will keep all information strictly confidential. 
and neither  Post Office Umited nor seconc Sight Will be made aware of any 
c1l6 ,issiatls with or submiasl*ns to JP A 3P A .undertake, ntit; to reveal any 
details about you, your FAD code or branch location to Post Office I trili:r'd until 
JPSA agrees with you that your ccsnrsr3rns Wlli be ra.ihedd. as pert ts.f the rngtilry. 

( ) hexnauilu:R~t

1. The lnqufty W1Vt. be carried out by' second Sight within a uno blAmo" frarnework, 

2, rr you, are rr horizon user (whath-er as a Post Office Limited employee, contractor 
or a former or e<Istlno aubpostrnaster), you can submit 'your experiences- of aid 
concerns with Horizon for consideration under .the Inquiry through JFSA or by 
contacting. Second St:ght et. Tythre Fsrrn, Maugerebury, Ghelterihei>"i, 
GJ.ouesrstershtre X1;.54 Hit, You must do this, by 28 February 2g13. 

3, except in .a cxase, where detlbetate fraud:, .dlShoi r5ty or Illegal 'or uni-awM conduct 
Is suspected, no information voluntarily submitted for the Inquiry In good faith 
will be used for any purpose other than'the.xnqulry. However, Second Sight rr7ay 
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reepanel to eny Issues or ciuesllo.nS art&ng eiut of the Inquiry, 

mwM.irvf'~ t  

_ www MMaww•nm— wrWlwuxy~.M~nwM*' 

De eiis of the tternit, Caild.uCt ehd Output of the Inq+ iry era ,set out In the.Appefdlx 

l'a:~l~le ttrteurrt~h~,

jr for eny Masotti you are riot . 1Y Id With thp• t ndlncgs end wl h to i<e rnattete 

further, you are of course free to pursue other svenues whleh 31 SA or help you

with, 

EquUtly, if Post Office Limited has gaod reason to suspet,t that there my Indeed 

have been freud, dishonesty or other IHISGal or unlawful. canouct, it may t1e1d5 to

pursyi.e:suah mmn t,ers.ln the pivll or Ornm r l .xotrt$. 

bated; 

xesuad by girl. in behalf of past Offlve Limited 

GRO I. 

issued

GRO .. 
sued by end oh b  if of ec ndSh41AiIp1 rt 5rvl0a5 Limited 

' GRO!! 
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The remit oi'.the Inquiry will be to consider and to advise Sara whither there are any 

system.to laeuesandjo:r ooncerrts With the "H01•IZ4rl"" syatern, Includrrrg training end 
support protest 8, giving evidende end reasons for the concdulons ruched. 

The Inquiry Is not ecl ed to tnvestlgate or cv,mment on general improvements 
which 

might bee mode to HOrizorr, or on any individual conoern raised (see 
below) save to 

the extent that it co cludes that such investigation or comment is 
necessary to 

addrees the remit, 

The Inquiry Is .not a mediatlan or arbitratkan, It is not. Intended to 
resolve or affect 

any dispute there may be between any lndlvidtael Horizon 
user end Post office 

LIinitecL 

`fie -Coin t it of`he Tt1.q►lry° 

1.

As highllght'ert, yGU. dawn raise :concerns directly wfth. Second Sight, However, you 

must do so by 20 February 2013, 

(3y subrnittitg a. concerti you will hive agreed that It may be taken forward into the 

Inquiry p.rooss, rrti'that a1ya conseluenCe, Post Office Limited. may become aware. 

of the :content of the concerns 

When subrriitting tti.concern, you should seek to ensure that. you Include all of the 

relevant {acts of your experience of hl21on. You should include a written summary 

of the concern, all relevant docramontu, contact details, transaction references, 

helpline references, copies of correeponde.nte, an outline description of the error 

inrldeot and any subsequent discussions with past Office limited, 

second 51i hk will decide widet11er it vAli investigate en individual concern 
in 

detail as 

part of the xngr llr y, ;hevin g 'regard 
to 

the 'remit : econ i eight may consult IrA In 

Ccarinootfon with this decision, The Inquiry will not oo:nslder any concern which 

becomes the aufbject of a civil ar urfriilr7dl cou>'t' doe , 

2, Si 

If 

- your concern is :submitted in gob faith; 

you 
contains are substantl 

reasonably
u Band complete! sø far as you known 

t the facts it 
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4 the concerti is, not submitted With the intentIbn of rr 0kInq person i:g tin ((or the b srua r ra~t r r as u 
$PMRs ga ieraliy may benefit from the outcome of the Inquiry,); arid !. 

the concern does not rev rat conduct,which Is or which is likely :to. amorist to Proud

and s b3eot to there helrij no bverrlding public Interest to the oontrsry, Post Office 
Limited will not acrbject You to any detriment: either as a. result of having submitted e 
concern, or as a result of Post Office Limited becormn9 aware of rany information. 
contained within a concern, For the avoidance of doubt; informstlon already known 
to Post office Limited: at the time that the concern le sobmltted may continue to :be 
used by Post .Office -1 IM. Itsd for any purpose.

, dt~11 1 Gld id3.. 1~..i 

Post Office Limited -Will pay Sr;'corrti i9ht to conduct the rnquh'y within o tdtsl budget. 
.agreed between Posh Whoa L<trnitetl and ecorr f l i hi. second Sight will(' be 
roritroctuelri obliged :to complete the Inquiry within the agreed tptel budget, and 
both Post Office limited and J71'SA will covoperete•with SeOOhd Sight to facliltate tlhis, 
if the agreed total budget Is or Is likely to be- reached; before a report has bean 
published, Post. Office Lim ited and PEA will meet to discuss options. 

All Information recelvod by Seoc nc. Sight from whatever source 1n connection with,
the inquiry will be held confidentially End' will only be used for the surposas of the 
Iii Ir iu ir . 

iirS;q can provide Second Sigiit i^tltPr: Orionyrriised coptaa of any or all corn iris to 
enable Second Sight to conduct the inquiry, Second Sight may provide any. such 
anonymised documents to Post Offlcd Limited, so that It can provide Input and 
assistance to the Inquiry. 

Post office Limited may rovide Second Sight With its own c n'ifton ee on any or all 
concerns, .and.on H.orizon..rgenereiiy. 

In order to carry cut the Inquiry,,Socund light Will bq. pntitted to req -ea. lnforrnation: 
related to ,a. concern from Post Office ec  .i irrtited,. and If Fist Office Li rrnitetf holds that 
.Infprmatl.on, Post Office Lin'fttod wlt},pMVfde It to: Second t If1Y,., 

post Office Limited will provide Second MOM with such hardware, software and 
technttal information and adrrrlrtlstretive support as Second Sight may reeoortsbly 
require to. caM out the Xriqulty> 

Second ;Si,'ht will 'determine tIio process it will fbilow for -the xfrtjtariry using .its 
judgment, .after consults lon with Post (?ffice :Limited end

The Outp rt of the :inquiry 

Second Sight will consult with )PSA, Post. Office I: mite'd.,. and/or any other party as. It. 
considers necessary before producing any report, No party may introduce any wholly 
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new Issue or concern at this stage, and the patties Wflf each keep the onsuaOJs 
with cond 5t ht r~d, their rgntent's.conficianti:al. 

Second Slht will consider and take Into t3ccourit any comments received from Jf$A, 
_...._ Post Offlce Um e& a►hd•/are St y c th cor► fuxrherF ~.. 

inuestl:catlor if ner .s In ii t fo  the comments (having: regard to the agreed 
total bud{ el•), Sawn d $ gh wil t en pros uce . are r Va e a. re 
Post Offi e.Limi.ted and Second Sight: 

The report will report on the: remit and 'ir necessary will contain recommend fti`ot 
and/or alternative recammeridatibrns to Post Office Lirrtltedl releting to. the Issues: enc 
concerns investloated dOr(na the Inquiry. The report and reEarrirnarrclotions era. to Fie 
the expert and reaaoned. opinibn of Second Sight In the 7i.ght of the evidence seen 
during the xncluiry 

The report may be published.: Until it Is published,, JFSA (end its advisers), Post Office 
Urnited, and any other party consulted by Second 'Sight will keep the report and 
evidence confidentiaL 

second. Sight will prepare the report so that so far as Is reasonably possil le, ft May 
be published wtthaut redaction of personal data and/or Information that is 
confidonbiefl oI' cornmerclally sensitive for Post Office Lim ited or any Horizon user, 
beiorinrr In :Mind the primary need to ensure that the report is reasoned and evidence
based: 
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Hot-1xan, data.

Executive a taxy 

04.J10/2012 at 10:.92 for a Bxi.tish. Teloacim bill payment for 

L : i3,  L  ')B cash withdrawal for 
£80.017 and change gave i or >r 91 t 10 i 37 on the same 

n M_ 

settlement, 

The branch was slued with a Transaction e rection for 

£75.0-9, which they duly settled;. however the postmaster denied 

reversing this transaction and involved a Forensic Accountant 

as he believed his reputation was in doubt. 

r e~riewing the data 

On 1.DOMng at the. crodence data,: it ci'eax,l.y indi.eatee that the 

reversal was completed by (poatl a stre ) t l0 37 

04/10/2012 and was reversal indiea,tor I (eX.istixtg rev'ersal). 

and settled to cash. An existing reversal is where the session 

number/Automated Payment number has to be entered to reverse 

the item. (Copy in appendix 1) 

The fu.j itfsu logs were requested for thin branch, but whilst

waiting for these to -arrive communications took place with :a ' 

Oaretlx Jenkins at Fujitsu for more details to gain an 

underataanding what had occurred at this branch, 

Qte5tiOns aelced and Ott-Pac i~'•a: .i ron various emai m in resspon>se .. 

Qu5sti._o , I e'% .xequssting fujitstt logs for to 

look at a. tever.s i that the po.sttn st x 4eni ee t:rat aact3 ng, do 

I .need to request furt1 details; a.rtd also could. you explain 

what happens when the system fails. Gareth looked at data at. 

his end prior to me receiving the fujitsu 
logs, (Copy in 

Appendix 1) 

Answe:r - This a. tows that 84ssiOxs. 537803 was 
succesad ll  again 

to the StiDB, but when the user g

Recovery reversed the session in sess.i.of 5:37805. 

it isn't clear what failed, but if it was a cornms error, then 

the system would have printed a disconnected session. receipt 

and the Clerk should have given the customer £80 and told him 

hi r ll was unpaid. The fact that there is no 1ndiaat~ion of 

such a receipt in the events table suggests. the counter may 
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have been. rebooted an4 se perhaps may have Quashed in which 
case the clerk may not have been told exactly w4at to do. 

The .reversal was due to recovery (Counter Mode Id b ll5) so 
this: was not explicit reversal by the. .olerk . This scenario 
is fairly rare so it is certainly quite easy for the clerk to 

ade .a , mistake and either he or the oustcsmer could be in 
ps c e 

 
e 

r 

The system is: behaving as it should. (email 30/ba/2013) 

Question W r can clearly see the reco' ery reversal on the 
_. _.....,.... ,n.... fug i t six ...logs ...received,:  a.t wo .. , ul 

not previously discussed this issue. w (Copy of+m 
transactions_..

and events in :Appendix 1) ; 

Answer .. mots that the . andard ARQ •spreadbest may not make 

it easy to confirm that the Reversal was part of 1ecovery, but 
the .underlyiiig io;)e u ed. to exttAdt _them .can. show- it. ()amsi.l 

The file$ 4 tea O U+wx.t I.2.XI1 and r it.s 4 to . Oat l2..xLs are 

part of the ; tandard ;ARQ returned. RQWO. 141 t'o` 143 of 4. taco 2'S 

Oct 12 , xI s clearly show a reversal . Also Row 7,0 of ,t~ velita 4 

to 25 or:t 12.Xj.a howl that se"ss.ion 537903 .(i:e.. rows 13,8 to 140 

of 4 to 25 Oct 12.xi,a) has been revere. and this event has 

the same timestamp as the Reversal $es:aion. Also row 71 of 

, vsnts 4 to 2'? 
.
Oct 12.xls shove that a receipt was generated 

from the session. 537:8O (not e: ;ial.i.citly., but it was the c nl;y 

se~siort at that : time) . This receipt would have told the user 

that a. Rollback had taken, place .(but. the logs don't malts that 

explicit) if that is sufticien.t for you purposes, then you do 

have all you need in the standard ARQ.. 

I-towever what .I was able to confirm from my_ look at live data a 

couple of weeks: ago and is also ;`.told .Ti •the uatderlyi ng raw 

logs is cora.firmati.On hat the :reversal •was .ge.nerated key the 

-system (and not %n%*lly by the tsol) ,. What might also be 

avail able i:n the. underly ;n ` logs is h,$thar Or not thO system 

was ra lor~tci - suspecat it; was but have no i ntxe one way 

or the crt~h a (and it isn't in what was extracted this time 

either) . l: can confirm th&t the used" did Lag Orl. *.gain (row. 69 

of : `vent$ 4 to 2$ Oct1 ...xl s) . (.Pmai1 :11/02/2013) 

Question -• I o:axl see. Where this. transaction is and now 

understand, the reason- behind it. My main concern is that we 

use the basic ARQ logs or evidence in court and if we don't 

know what extra reports to ask for then in some circumstances 

we would not be giving .a true picture. 

I know you are aware of all the horizon integrity issues and 
I. 

want to ensure that the MO logs are u: sed and understood fully 

by our operational tam who have to work with this data both 

in interviews and. in court. 

cttet one question from my :p t - if the rave seal is system 

created. but .ShOWs as an existing reversal, could this not 'be 

reflected. with a diffrxont cote, . i; e. ;P (.system reversed) to 

clear up any initial ? ialletac,7es. My fseli.ngs: at the moment 

are nct questioning wh Iorizon does as I fully believes that 

it is wor)ting as it should, it is just, that I don't think that 
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some of the system based correction and adjustment 
transact .one a.re o:L..ear to us on either credence or AQ logs.. 

Answer urxderstand your :Concerns. It would be relatively 
simple to add an extra column .into the existing A&Q report 
spreadsheet, that would make it cleats whether the 'Reversal. 

skeet was generted by, e very or .Wt I thin) this would 

fires yo caner ;' m not w_ 

t of chaksgit the report layout . Penny c4R you advise as to the 
igt> ... R ? 'cetYta :1310 120 . , ....,. .. , ._.. 

Rectimme i a.t :cans 

I do believe that the system has behaved as it should. and I do 

not see this scenario occurring: regularly and creating large 

Losses. However, my concerns are that we cannot clearly see 

what has happened on the data available to us and this In 

itself may .be mi:siinterpreted when giving evidence and using 

the same data for prosec~tti it . 

My rea daign ,is that a change 

that all system great:ed reversals are 

both fuj itsu and. credence.• , 

17!rau. Ma t 
i2 rine 2?07. 

request is submitted. so 
clearly identifiable on 


