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" ®S - Lintrusion Prevention System
1o | Intemational Standard
JKMNG - | KeyManagement ‘
Imis | Management Information System
| NPS. I | Network Persistant Store
PAN "] Personnel Authentication Number
- | pCiDSS | Payment card Industry  Data security Standard
: . 1PN - | Parsonnel identifier Number '
o feoL Post Office Ltd
POA | Post Office Account
TES OA Transaction Enquiry Servics
TOR ' Terms of Referance
Twpx HNG-X VPN (Virtual Private Network). Server
lvsp | Virtual Server Host Discrele

0.7 C-h@-ﬁg_‘__e&; Expected |

1 Expmted'manws should Ma HN@*X deﬂégn or solution mqwe mwndmm 10 the service pmwdad bvy Fuﬂwu

| Services,
| Post gontract signature Toliowing agreement 1 any Draft Notes (DN} included within the document.

0.8 Security Risk Assessment

Security risks have been assessed and it is considered that there are no security risks relating specifically

to this. document:
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| 1 smwca SUMMARY
lntmﬁuc:tmn

The sec:umy Manawmnm Bervice pmwdw a range of nmmywrmmm actimtm mat suppm‘t the
_establishment and maintenance of an IS0 27001 compliant-infrastructure.  The Security. Management
-Service monitors operations and smm:mcas specific protective security controls to maintain the integrity,
.':avmﬂahﬁcw and confidentiality of mfmmamn ﬁuwﬁ and pmﬁumd by M vamuﬁ Services, nthmr than um
Samm imaegrahm mwm )

= . " For the avoidance of doubt from 01 Apnf 2014 this Smnty Manaqnmant Service excludes any activity

o " related to Credence or POLSAP systems, Such activity is inciuded in the scope of the Credence/MDM
‘Service, POLSAP Hosting Service or POLSAF Application” Support Service. This service has never
mdudad any achivity reiatmg o the Salesforce Swppm Semm

"I 2 D&hvenes

_ ."‘F ujtlsu ] mn’tmmuai ahhgmmns for de!wenng and mamtam&ng pmvmon cf a :wcure system is set out in
CClause 16 fﬁemuri%y) of fm Amewmam The ﬁmnty Mnrwgmm &awm consists of the. following
:eiemenw v

{a) imp&wm&nﬁaﬁm and mamnanm of Fost Office smmun{y policy mncﬁ prwmduws
RO Gumptmm munitmmg and audit;
() i:ryptugmphnc key maanagamem:
R ‘(d)'}m &mnty ewnt managezﬂent and t“ rewall ewm anaiym
ey System and physical access control:
() Anti-virus and malicious software management,
(@) Monitoring of any IDS or IPS in place;
m $acunty incident reporting and pmblem management;
(i) : aysmm munty ;:hanga manas;mmnt
({1 I 5ecumy awareness and training;
: - (k) Information Ramewa! and Audit;
o . o Sub}act Information Requests management;
e G {my Prevmlmg thmms and vulmarab lety managemem
(n} ' .uﬁgmun suppm
{o) LENK eummiance qwsm‘mmmm
(p)  Management of Risk;
{q)  Monthly Reporting;
(). File Integrity Monitoring;
(s) S’CI DSS support;
{t) PCI DS$ ;memat penemtwm wrszmg
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- .-'Tm S‘mcunty Managemem Snrvﬁce maff wil %m appm;maw}y tramed to mrry r.mt the Semw am! trammg
S ".feqummmm rawewed ona yeafty baam Sl ‘ o ‘ ) ‘

o ‘-31 4 Responamllitms |
o | {’m parf ming the: Swun’ry Manmemenl Sw
A Delivery of the security policy as spemﬁm i pmaqraph 4.1.3 of Schedule A4 of the, Agmmem

B Mam!aming with Post Office the identity of the persans from bmh Parties authnruwd o rew;va
SR senmtm smritynremted mataria! (ma&uﬁmg t:rypmgraphm key oomponenm)

~C. Liaising with Post Office in the manner described in the CCD entied: "pam Office HNM;
; Amunt mmmatmm &e@ur%ty Policy” {WM%E{M’QUBM&) and i

D Running a Mcmmly $ermunty !-’omm with mput hy PDA Gpammna Smniy pm'md ng agmeﬁ

QB, Fu}stsu Sﬂzmws smau ha resmn&tbw for:

Monthly repor&a
'L»zmpyﬁaﬁmﬁm wm CEE m.nmu ﬂﬁamcrﬁzmww&:mm m - o mmsmmmw
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"52 1 1 SEGUR’TY QRGANiﬁATIGN AND MANAGEMENT

Smnty mganssatmn and mnagemant mm n me Samunw Manmwmm Service pvaes a number of
organisational and management mvim raqum fm* mgﬁiam unm mo 27001 md m suppm PCI

. . DSS standard. These are: _
. LA The mtﬁng up’ am# opemhng af the. ISM& wmnﬁam with 18(1274301 _ -
B, the co-ordination of security activities and prioritising of WW‘* m"’ﬁ 1o risk: within the
. appmpﬂaw Fu;itw Services Secumy risk: regxs!m

c. the mamn and ma&n!ananua of wcumwemted amdurat and pmw»s doaummnmhm o assist
. compliance and help maintain correct operation by Fujitsu Services and Post Office staff,

D the regular reviews of Fujitsu Services Security Management Service duwmmat%m to provide
' appropriate security input and compliance to ﬁm mﬂuimfmmw of ISO 001,

B the ‘management of 1SO 27001 gap mn&ym ‘preparation of a plan for mw%mnwmﬂ in
accordance with agreed terms of reference (TOR) and monitoring of corrective actions;

_F._informing Post Office of any changes to the HNG-X Infrastructure and Applications that are likely
* 1o have an impact upon mumy and.

G, Suppoit POL with PCI DSS framework o achieve their compliance.

212 -“ﬁc.pme;.rmc:;ﬁ'M’mmmmm_A{Nm AUDIT

“Camphance mommnﬂg and audit within the Security Management Service pmmdas @ number of
compliance mcmtwng and audit at:ﬁvmas mqurmd for mmplianm with | FyQ 27001, Thase are:

A the: undertaking of mmdm physical security and &yatem m:mﬂy wmta of me Bata Cemre the
Service Desk and other’ locations used to provide the Services, other than the Service
Integration Service, on a risk managemnﬁ basis to provide ongoing assurance of mmpﬁanw o
e s ' security potmaa and pmcadums Activities  will include reviews of “operational -processes,
U e ‘ “provision of reports covering T, wnmrcnwmntm phym% pemonnei wmmy etc. and the
. mmtoma of mmmw corrective amiam

B '%me pmvmn of advice and. gmdmm on mm mf!mtmg pemormeﬁ smmV within Fujitsu -
- Services including the: investigation of permnm% secufity issues and staff vetting queries,

- C.  Produce a moumiy plan to address the various Mﬂn nm:t iSDliEG 27001 mmnicanue issues,
: _,:;and shared wsm l‘hﬂz customer in the mcantm;r mvmw e

!2 13 cmpmemma m:v mmsm&m

The c:wpmgmpmc keaf managemem e&amunt of tha S&cumy Munagmnmnt swwma pmwdes a numbm af
B ‘wawsr&pmc iwv mamgmm mﬁwﬁm Tmm are | |

WWWMFHWW%W,& .Lliﬁ 'ﬂﬂ'M_ er“&"&u REﬁTW!QT&.D GCQMMERC%L ﬂ’ﬁ Raf: . .WMMMSWONJ
e N SRS CONFIDENCE) Varsion: . 50 .

S e S Date: MAWNM
UNCONTROLLED IF PRINTEDOR - . ﬂmmﬂ? %ﬁﬁ"fﬂmﬁﬂ PW No: - Sof zz :

STORED QUTSIDE DIMENSIONS : L




POL00393768
POLO0393768

mcurity Mmazgamnt sewiua L%mw nmcmszﬁon
FU TSU FUJITSI.} RE&TRIQT%D (QﬂMM&ﬂCiM, m
R CﬁNFImENQE} R

N A,.,-_managamm uf the KMNG mmmmﬂ mnd uw Ac:uve mm:tory $ubCA for: tm cmatmn

. distribution and installation of required mpmgraphm material to the live estate and the
- maintenance of periodic my feplmmm for all Branchsus m addmon to the aafﬁguaminq of five
_and reserve keys;

" B. operation of Key mamagamant funcmnahty and wnﬂgurmun unmgaa to tiw HNG~X App&icatm
- inorderto optimise aawm”

- £.._management of KMNG and Active ﬂrrm::tow (Subcm evam toggmg and. sfnqiﬁemt imﬁhng to

© . assist the Service Desk Service, the Systems Management Service, the Third Line Support
Service and Ehe Appimtﬁm ﬁuppm ﬁewm (Fourth Lm) m ermr msofuﬁqn anﬁ problem
marmgammr

o D Management of the manual cn,pmmphm estate by maintaining - the creation, distribution,
- B audmng and p\anadm replacement of mymogfaphm keys within agreed timescales; and -

. E &upgrvim;g and managnmmntm‘ th_e__ﬁppt CA (CAN) as the frust anchor a¥ mp HNGx system.
214 PIN PA&QE‘:

2141 fme secumy Managemm amwce shall mxsure PIN Pmds wmpiy with the. reqamnrmm&
L of 150 9564, Fujitsu Services' key management service for any key directly or indirectly

© protecting the secrecy of PIN mtueﬁ (iugwthur "PIN Emcwptm Kseyx ) shall comply with

‘ -*ISO 115&8 F‘urw 1tod,

. 12.1.4;2 ‘ .‘Tna key managanmnt service used between each PIN Pad and the rest of the HNG-X

: " Services shall be the DUKPT scheme as ﬁemmbed in pamgmph 6.2 of s::hedum Ad of
the Agreement. R

2143 S n tha event of an actuak or suammd key z:ompmmlw in mspacwf a PIN ancxyptnon key

used within the HNG-X Services, Fujitsu Services. shall implement key change
mchanmms in acwrdanm wuh 1he pr%ncmles mted in1SQ: 11568 Pﬂﬁ& 10 3.

2.1, 5 $£QUWW EVENT MAMAGEMEN’T AND F!RﬁWALL EVENT
AMALY&%S -

: ,Thm smmy event. managemnt ana ﬁmwalt mmnt anmlysm almn!; 0f !zhe 5ec;unty Managﬂmﬁm Service
: pmvadas a number af security event managemem and firewall event analyms activities. These mduda

A management of audit mechanisms to monitor detect and record events that might threaten the
: o . security of the HNG—X Service: lnfmstruc!um _

B@ apemmm af tm security ewmt mnagement aysmm utmam;g} me 5yatmw Managwmam Sawm
- system to track and.report events of security significance and daily monitoring -of the security
‘event manag&mem aysﬁam to idam;fy mtwaant Mnts and lm;gmg of dem?ls, _

C. rngular”anmyms of audit trails to mentzfy new- faamm and wulmmbumes; mtmcxuoed by new
a*ysmr_ to famtitaw *trand analysza am:l w am&: trm mvevaugaﬂon of security Meachas

D, mvmm Murfzy obnfiguraﬂans of esmnt ﬁltm omfmme affmmcy and mmimm zmcumy
o weakn&ss«um -

CE, andmmknng risk aaﬁm&mﬁm to wabimh adm;uata ﬁrmai% pumea / rule bases and the
S sumquent n’mnﬂmdﬂg of mm.s mnerated by the HMG-)& Service infrastw::mm

- ECopyright Fujitsu Services Lid 2014 HJJQTSU REGTRIC 'ﬂﬂ) (CDMM!?.RC!AL lN ﬂl&!ft : -QVMJSE”WSDIW1T
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F anatyss& of nrewall av&m koga using trend anmym ss:vftwme to identify the pmaem.:e of any
potential awacks or of areas of vulnerability and the provision of advice for any remedial action;
and .

G mompt inwsugaﬁon and remedial amion in order to minimise the impact of any security breach.

216 SYSTEM AND PHY$IGAL ACCESS CONTROL

The &ysiwm am:i phys;ca? access mnlmt al»ment of the Security Management Service provides a number
of system and physical access controls which are defined within the document entitted’ “Access Conitrol
me (ﬂSfPOUQGB) these are:

2164 5YSTEM ACQE&S C@NTRDL

A, Managmment of the pmaew for vmsdaung those Users are authorised baffom bei ng ‘parmitted
access to the HNG-X Service Infrastructure.

B. Managnmeem of the aﬂmmm ami audmng of lkey tokens are uged 1:: validate that Fujstsu
Services users who access the HNG-X Central Infrastructure from locations remote from the
Data Centres do so via secondary token authentication.

C.  Management of systém controls in the environment, Data Centre or location where the HNG-X'
Services are performed

21.6.2 PHYSICAL ACCESS CONTROL
A. Access to the live or test Data Centre is requested by a Fujitsu ﬂewtws user vig Fujitsu Services’
online system in the following manner:
. the Fuﬁtsu Services user will receive an e-mail to acknowledge submission;

« the Data Centre Opermoans Service will check throughout the day/night for any requests
not yet actioned;

+ the Data -C:emm Operations Service will action request with approval or rejection; and

» the Fu;ntsu Services user will receive notification to sanclion request or refuse request
with the reason for non-approval.

B. All Fujitsu Services users shall register and sigr-in at reception when visiting the various
premises occupied by the s;arww Desk Service, Systems Management Service and Third
Line: Support Senvice reaspmm&ly

C. All TES QA users will be appmma and a list of users restricted to a maximum of 20 will be
maintained by both POL operations and Fupwu Services. This list wm include asset records
and user login details.

0. Fumsu will put controls in place to’ mmrd all branch global users mmuﬂmg Audit and Engineer
requesting access, all fmma will be subfmttmf o POL as per the agreed process,

2.1.7 ANTI-VIRUS AND MAleGUB SOFTWARE MANAGEMENT

The - »ntwwus “and_malicious Software mmagemm element of the Security. Management Service
provides a number of anti-virus and malicious software management activities; these are:

A, management of the distribution of ugdated anti-virus software and appmpnate signatures across
the HNG-X Service infmslmctma to maintain protection of the HNG-X. Services from viruses and

maﬂmwa Mwam
B. initial configuration of alerting mwhamms and event filters to. pmvm automatic notification amt

prompt virus incident response;

©Copyright Fujitsu Services Lid 2014 FudTsU RESTRICTED (CORMMERCIAL N Faf &mmwsmw
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i “-G‘_; -' pa’m'imaﬂ o@ regumr updnfes& o Edenm‘y anﬁ dmﬂm nw and amsergiﬂg virus &trai

D, daily and periodic checks of emerging viruses and other mauczoqs mﬁwam to bm m!mmmﬂ of
X tmeab :and o a:fewnmnw the avau&hm Mfanmva nmamma and. .

E. provision of event menitoring and incident. msponsa via normal inczdem lmndlmg procedures.
Anaiww of uemm o urm:rmnd the m;'am mnd mtmm mexmm mtms

_ 'F.‘” mumhty m;momug in mnmdmaﬂon of Jﬁﬂy ot’ tha abme

" G. conducting of scheduled scan on PCI platforms and mm Log files for fwﬂws anaeysm for a
o periad ofm mqnms (Mla Nm V80, VF’X: Pla&fom}

" 24 8 Mevmums THREAT'S mn wm&wmuw MAMAG!EMEN‘I

2. 1 8 1  The &%ecunw Managmm Swvme Bhai! ensure: that any wwaﬂim threats and
“vuinerabilities arising from hackers and / or crackers are managed in accordance with
IS0 27001, Such pmwmng threats and wulnerabilities may be expmémd despite the
presence of anti-virus monitoring, firewalls and intrusion detection software which Fujitsu
‘Bervices mu in pim tnmuﬂhwt the HNG-X Service Infrasiruciure and may be as a
-?»'ewnmf

AL _mftwam diefects mqmnng vendor ius&md patm:hm
B msemum accounts with weak of non-existent passwords:
C. _unnmeasmy mw&wm, for ﬂmmpm T’qslnm or remole access;
) b uuut in wmknmm for example, ‘backdoor acmunls,
B syswm mlmﬂquration, and
F. trend analysis and forecasting of mmmi issues,

'2 1 8. 2 In managing such pmmlmg threats and vulnerabilities, the Sm;umy ‘Management
Servige will:

A, assess the existing vumramfsﬁes on each element of the HNG-X Sﬂwﬁce lnfmstmcimm.
. determine the dagrw of risk for emc?’r vulnerability identified; :

'C; (”:anmmmnm or mwm the: vuinmahﬁny by the updating of Hardware and / or Software versions
ar by- applying vendor issued service packs, hot fixes or Software pmches and

R 0. in any lnvumqatmm carried out by Post r::wrm and/or by l‘ﬁu‘itsu Services of any potential or actual

% AN security breach or threat, Post Office and Fujitsu Services shall report to each other (or Fujitsu

- Services shall report to Post Office Limited, if required by Post Office) any actual or potential

security breach or threat identified in the course of such investigation that may have a material

adverse effect upon the sacutity of the Infrastructure.  The pmwdum by which such threats.

shall be reported and the methodology for investigating and resolving business incidents

(disputed Banking & Related Services Transactions are defined within. the CCD entitlied

"Reconciliation Service, Service Deseription” (SVM&DM!SDWM&}) shall be as set out in the

Working Document.. ennﬁed “smcunty Fncidant Managamant Jmint Workmg Doc:ummnf'
(ﬁVM:’ﬁDM)‘PNOMMB) o

®
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2.1.91 Thﬁ %cuntsr incident reporting and problem- managamem element of the Security

‘Management Service provides a number of security. Incident raporting and problem
‘management activities defined in detail in the Working Document entitied: “Security
‘Incident Management, Joint Working Document” (SYM/SDM/PRO/0018). These are:

A. provision of a central paint of contact for all security related issues;

B. _mveatrgatmn and reporting to Post Office of any actual or paterma! threats or breaches that may
have a material effect on the HNG-X Services in accordance with agreed procedures; and

C. provisnon of ongoing liaison with Post Office and support to the Fujitsu Services' Security Board
as defined in the CCD entitied “Post Office HNG-X Account Information  Security Policy”
(SVM/SEC/POL/0003).

2.1.10 SYSTEM SECURITY CHANGE MANAGEMENT
The system securtty ‘change management element of the Security Managemant Service provides a
number of system security change management activities. These are:

A. management of security wmpllance with agreed change processes and the assessment of the
business and security impact of incident and problem management systems including the
pmlﬁmn of ontmns for resolution and containment of security and business risk; and

B. assessment of the business and security impact of Change Requests and the assessment and
approval/rejection of security related operational Change Requests,

C. monthly re.porﬁnq on existing service changes

2111 PCI PENETRATIQN TESTING SERVICE

A penetration testing service will be provided as a call-off service to POL. This s&w:ce will be promdsd to
POL annually or the test will ‘also be conducted if significant changes occur to the infrastructure /
applications within PCI. cardholder environment.

Fujitsu will organise arn internal tester to conduct an infrastructure penetration test of service accessible in
the PCl cardholder environment from three external interfaces (Branch, Internet. and Support). The
testing will cover both Network and Application Layers.

The test will not cover plugging directly into the cardholder environment and a scan of the hosts; as such
this test will concentrate on the compromise of services that the firewalls permit access to.

Exclusions:
. If an external test or support for an external test is required this will be subject to Change Control.
. Any remediation work identified as required as part of the penetration test..

2.1.12 FILE INTEGRITY MONITORING

The file intagnty monitoring service protects the integrity of personal and sensitive data within the PCI
DSS card holder data environment by ahesckmg whether the data and togs are not: being altered as
required by the requirements 10.5.5 of the PCI DSS. standard and critical system files. C;onﬁgura!lon and
content files are monitored as mquired by feqummem 11.5 of the standard,

File integrity monitoring solution (Trip wire) acts to alert personnei about unauthorised modification of
critical system files, configumhon files or content files and the software should be configured to perform
critical file comparison at least on a weekly schedule and momtomd by security operations under pro-
active monitoring.
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" fm m&egmy mcmrtmrrvg aawm% wnﬂ m ;ymwidm Monday to Fmﬂay fmm t)g 00 “to 17 30 Hm ex:aluding
o "pubm: hoidays o :

21 .1;_2.1;. aanﬁgemw mﬁagm{wpt ! Bmﬁmwgﬁm:-

. The Fuymu smtem memteﬁt matimm wmm amd Smcumy mpma%mm resources will identify and
- agree. trm initial sc;anmng ﬁawim adent#ying ﬁlm and famam to be mann&d and thee ones to be
emluded Ea

. A Tne haaelme wd reqmm umtsai mmews m bie cmﬂm! o:)ut oné monthiy bam untu the baseline is
: - mm am:t will then mr:;u;m quarterly mmews tu be wmplewd

: $mam Hamware Mainmnanm and ha&tmg mpabf ity in Fuutsu 3 Dam C.emreﬂ

24, wz Wmh%y smannmg

TSeans scheduled to run 'on a weekly basis on the mppﬁicab%e PCHE p!aﬁmma m detailed in
DHV@EN/SPEWW ;;%at!’nm hardware instance list

2. 1 12 3 Mmmmring af Tripmre mrvina mm ﬁcanm

A Carryout checks to confirm that the Tripwire service is running on all the required PCI
pmtfmnm managing any. &mwmma raise as part of the daily checks

B, Provide product: suppm fo: inwmmnm W! m,e tbw! pmy, to manage thies ﬁm integrity
menitoring product tool set. .~ -

E‘ " POA ‘security operation will c?mk the output of mne&mm SCaNs - review mparm.
" produced . and determine why changes occured and raise an appropriate call for any
emepttows mat have tmen lﬂamzfiad that are ot cwmml by ammtmna% change aa!wi’bea

Do POA security will carry out periodic. reviews of the baseline on.a’ “quarterly basis,
‘identifying any files/folders that. should be excluded/added 1o the schedules and presented for
“discussion at the next review session whilst incaludmg tfm nmmwry amendments to the
meiim forany chanﬁea to the PCI platforms -

f '_ K, Scans to be retained fw manm of 12 months and will be avmmwa for-review

. 21.124 Reporting - -
W Report requirements to be agreed between F‘GL and FiS these will be pmdmmﬁ and made available to
the lnfnrmaﬂun muﬁig Management Fumm (1$MF} ami ﬁmm&w Manaammm Reviews (SMR)

2.4.12.5 Output from Fujitsu

Mcmthty mpwm ‘ .

.o auweswmmms status on vepom run amd remadmmn wmict

. Peraemagﬁo!‘me fokder exﬁepﬁms o : ‘

L Tnpwm sﬂmm avai%abmty o

-@omp;émm -Fuﬁﬁu&wmmazm FUIITSU RESTRIGTED, gmmmcmm R W
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2.1.13 PCI SUPPORT FOR POST OFFICE
CCN1332a introduced additional obligations on Fujitsu Services in supporting POL's PCI DSS
compliance, as follows:

A Update of DES/SEC/ON/2006 PCI card holder environment on annual basis

B. Rewew of actual firewall oonﬁgurat:on agaanst SVMISEC:!STDMQBE; Operational Firewall
policy ~ on a bn-annual pasis.

C. Additional review stepg to be’ added to SYM/SEC/PRO/0009 n&tah management process
to include the rankmg of vutnarabtlmes

0 Ongnmg populﬂtmn of the POL provrdad Gmmpm toot to record approximately 255 task
per annum as detailed in PCI DSS Standard

£ Management of the Fujitsu Services user accounts and enaurmg;t’imly updatesuara
loaded in to Omniport

¥ Fuﬁtsu Services will pmvnde msaurms to support POL. in their controlled self-assessment
annual audit against the PCI DSS Standard.

2.1. 1:45':SEGURITY‘ AWARENESS AND TRAINING

A pragmmme af sacumy awareness tmnmng. nnc:ludmg !nformatian Security overviews, is prowdad to all
new arrivals, as part of. induction training. The service covers the provision of periodic awarenass
activities and  training ;nciwdmg induction training, presentations and briefing notes and input to
magazines, journals and other periodicals.

The Fujmu Services POA . Security Comrnunications Stmtegy details the wvarious communication
‘channels that are used and the different vehicles and methods available for ensuring that key messages.
regarding Information Security are effectively communicated fo staff at all levels engaged in the Fujitsu
Services PC}A

211 s.‘mwmmam RETRIEVAL AND AUDIT

2.1, 15 1 DESCR!PTIQN OF TERMQ

“Banking Transaction Record Query”™ means a mcom query in respect of a Banking & Related
Services Transaction which the Data Reconciliation Service Host (DRSﬂ) has reconciled of has reported
as an exception, the result or records of which are subsequently queried or disputed by Post Office or a
third party,

“Audit Record Qunry” means a record query that is nota Bankmg Transaction Record Query and which
refateaf, to Tmnmctmn&

"APGP \lounhw Query” means a ‘record query. for APOP wuchar archived records,
“Nma We are mqmrm:! to hold 7 years trans,ac!ton mmrdas om data’ is no &ongar avmlame

“Period ﬂn&" means, in respect of each Transaci on :ha period of 90 days commencing on the date of
that Transamson :

“Pegriod Tm" means, in respect of each Transachon the period commencing the day after expiry of
Period One for that Tmns&ctmn expiring on the maﬂiar of:

A, seven (7) years m the case of Transaction records .and

B. “the date of completion of tranﬁfer of Post Office Data {including the remora of that Transaction) in
accordance with ﬁchedule E of the Agmmanr

!Elfmpyngm Fujitsu Bervices Lid 2014 F FUJNTSU REGTRICTED (QQMM—{E.R(IML N Ref SVMIBDMY SDIO(H?
CONFIDENCE}. Viirsion; 5.0
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"‘Gmtry nw mans mch date :agamst which an Audtt Remml Ouery is raimd

,*‘va nm" means me extraction of srmrd& cmawd on and funawmg the 3rd Jmuary 20&3 mmmg to
‘Banking & mmm Services Tmrtm&om {mﬁ in the case of Audit Record Queries reiatmg to all
Transactions) meeting the Smmh Cnﬁarﬁa mh axtmcﬁon bemm ﬂmﬂed Ao wemﬁc tyﬂem u!‘
:inmrmnwnfdsta fmids as follows: : ‘

A in the case of an Audit Record Qwary tor Hmzun lmnsacﬂon femrds !he D for the User wgm

- op, Counter Position 10, stock unit reference, Transaction. 1D, Transaction start time and date,

" Customer Session 1D, mode (e.g. serve customer), product number and quantity, and sales

 value, Entry Method, State, 1OP Ident, Result, Foreign Indicator; and for HNG-X transaction

DR * records - the 1D for the User loggedm Counter Position 1D, stock unit reference, Transaction 1D,

. ‘  Transaction start ime and date, Customer Session.ID, mode (ag serve; wmumer} produd
. ‘ S mumw and quan%;tyw and sales vafua. Entry Méthod. -

B, in ttm case of a Banking Tmnsacﬁm Record Quem Banmg & ﬁ@tm Sewim Tmnumm D,

: Banking & Related Services Transaction type, receipt date, receipt time, the reason code (in the

case of a mmrupam;y) and I}R$H $ub-valua(s} {a g. co Cmﬁrmathn G“l ﬂonﬁmnatmn NB
Miné ‘

an *Event Log’ wﬂ! ais@ be pmduoad and promded with the Audit Remrd ery, ﬁemﬂmg, for Horizon
‘transaction records - GroupiD, 1D, date, User, SU, EPOSSTransaction. T and EPQSSTransaction, Ti and
for: HNG-X tranusctim records - GrouplD, 1D, date, User, SU, Reporting&vemlt}and Evemﬂmaiamm;

“Sparch Criteria” means: To be WwIﬁad ifor awh mdmidual Record Query. m the. mw of an Audit
‘Record Query of either:

A. The date or dates (not ammediﬂg 31 monw:mm daym and PAN {or equ ivalent. wdnmmer} or

8. The date or dates (not exceeding 31 wnmmﬂvw days), and Bramh ‘or in the absence of &
~Branch the full Branch postal address; ‘

n the x:am oe a Banking mesacuun Record Query of sither:
A E)am, Bram:h ﬂmd PAN or
B [}ma anﬂ Branch

e Fu;;mu Sawmea shall havw BOCESS, {;m:h am being restricted to propery auﬂ’mn&eﬁ Fujitsu Services
: ,mm to rmoma of each Emnkmg & Related Services Tmnsactmn duﬁng Period One ami Period Two.

2 ’% 15 ‘E 1 Fmrlw Services shaﬂ carry out tha data queries in acwrdanm with the limits set out
m section 2.4.1 of. mw Smumy Mamgamam Service, Service E)ﬁ&cnpﬁnn

2. 1 16 LiTIﬁATiON $U?F’QRT

-2.1.1“6.-1‘ Where Post (Stffm submits an Audit Rawﬁ Query in connection with litigation support, at
- Post Office’s request Fujitsu . Services shall, in addition to cunducting that query.

A, present records of Transactions extracted by that query in , Excel or native flat file format, as
agrmd betwean the Partiaa, and ‘

B mﬁmct 10 the fimmits set mxe in section 2.4, 1 ana&ysu
Nt I, the appmpritnw Service me&k records for the date mnga in qwstiom and
S0 in onder to check the inwgnty af ramrz:ls of Transa::ﬁans extracted by that qumy,

tj‘uf 'mqumst and mlaw the rﬁiemm amp!uyws of Fujitsu Sewicas to prepare W:mam
statements of fact in relation to that query, to the extent thal such statements are
msunably requurm for iha pumoae of wnfymg the mteamy of. remrds pmwdw by ﬁwdn-

m:;pmm FBMW BQMM$ Lw Zﬂw ‘ 5’ UJITEU RE&TH&CTFD iOOMME’RCEAL W " Ref ammmw

CGNHI:XEM.‘: ) . Vamw . &0
‘ Date OAhgr: 2014
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N POST
A OFFICE

Record Query and are based upon the analysis and documentation referred 1o in this
section 2.1.13 of this Security Manawmant $ervicqs &mrviw mmripmn and

V. mquast and allow the mlevan* &mpduweeﬁ to attmnt;! court to {;m evidence in re&pem of the'
- witness statements referred to in the sub-section (c) (/i) above:

c. mowided that' .

V. Fujitsu Semc&‘ss bb!tgazuonn set out in sub-sections (a) and (b:t above shall be limited, i
aggregate, to dealing with & maximum of 150, (iry agmmgate) Record Queries per year (un a
rolling year bams)

' VI, Fujitsu Services' obligations in the case of provision of witnesses referred to in sub-section
{c) above shall be to provide witnesses to attend court up to-a maximum (for all such
. attendance) of 60 days per year (on a rolling year basis).

2.1.16.2 For the avoidance of doubt the target times set out in Table 1 for dealing with Audit
Record Quefies shall not apply in respect of Fujitsu Services' obligations under sub-
section 2.1.13.1(c) above.

2.116.3 Any information. requested beyond that available by Audit Record Query dndior any
witness statements or witness attendance beyond that available in accordance with
section 2.1.13.1 of this Security Management Service, Service Description shall be
agreed on a case by case basis and shall be dealt with in accordance with the Change
Control Procedure,

21164 ‘Sensitive card data included in records of Banking & ﬂmm Sarvices Transactions
extracted by record query and provided to Post Office (but, for the avoidance of doubt,
not- that included in records for Transactions extracted for Audit-Record Queries in
respect of any other Business Capability and Support Facility) shall be in the encrypted
form in which they are held.

21.16.5 The Security Management Service shall ensure reasonable access to the audit trail of
Banking & Related Services Transactions for Post Office auditors. for audit purposes
which access ahall be by written request and reasonable notice to Fujtwu Services.

2.1.17 LINK COMPLIANCE QUESTIONNAIRE

Fujitsu Services shall support Post Office in the completion of the annual LINK Security Audit in respect
. of LINK when requested by Post Office.

2.1.18 MANAGEMENT OF SECURITY RISKS

Fujitsu Services mas an approved approach to the management of information security risk for POA
which is documented in POA Information Risk Manmemml Approach,

Fujitsu Services POA i is required to conduct a mbum programme of risk management (incorporating risk
:dmntiﬁcahon‘ assessment and mitigation) as & means of determining and confirming the appropriateness
of information related security controls for Programme systems and services.  The risk management
programme is, on @ day-to-day basis, undertaken by the Fujitsu Services POA IG staff.  Although the
options for risk management (i.e. acceptance, transfer, mitigation etc.) are determined by the 1G staff and
the decision taken by the appropriate’ Programme or Operational management: team, security risk
oversight lies with the Information Security Management Review Body (ISMR), which is the highest
authority within the' Fu;:zw Services POA for the ‘management of mfgmmwn security risks, ‘
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o 1}2 1.19 MQMTHL.,Y REPDRT!MB N G o
Information Gewamrm Maﬂ‘ pmvida a moﬂwy mformatmn aewn’ty Rammng F*ar.:k whrwm m:arms zha

‘Management Team. as an input to the Fujitsy S»Mma POA ISMR, of progress. towards 15027001
compliance, results of audits and curent risk status. It is intended that the details contained in this report

- will expand over time. This includes reports from the Operational Security Team such as a summary of

‘the types and numbem of mmmm thut may impuam on this wnfiﬂeﬂw&ty mmgnﬁy or avammity of POA
systems, -

This report, :ogmmr wam mpor! aut»wﬁx mmmm in-the wm reviw bem is’ pravmd o tha
‘customer on a monmty basis.- . ‘ L

2. 2 QERWCE AVA!LAB!HW

The. Smmy Manwgemem sewm wm be available bemem Mﬂﬁhm m 17 :wnm Monday to- Friday
_ excluding all Bank Holidays., - In exceptional circumstances such as Business Continuity or in
responding to major mnﬁy cncvdmm the service will be mmcﬂed as nmmw o support these
..requtmmﬁnm S S o .

23 SERVICE LEVELS AND REMEDIES
234 -;a:gw_&mu_Pmncwmsu

2311 “The mrfarmanca of the Security Management Service against the Operational Level
-  Target (OLT) applicable in respect of the relevant Security Management Service shall be
- measured and reported and. sumss or faﬂure agamm amh smn be: jUdﬂW over the

T GLT calendar month, g

N 12.3.1‘,2 R Tha mtums applicable to each of the Qec:urdy Management Service OLTs are identified

within section 2.3.6 of this Security Management Service, Service Description.

2 3.2 SERVICE sts,a. Rmmr
~ This wian is n_m mppiicabl& to the. Seucurily Manpgwmnm‘mida.. \

j “‘2‘3'3 RE&TiFI(‘:ATﬂQN PLAN

T ,Sma pamgmph 7.4 0f $ehe:!ula c1 of the Agwemem

2.3.4 SER‘HCﬁ LEV&L& FGR WHIQH ucxmmren WAMAGE$ APPLY

There are no sm&crﬁc SLTs appﬂcatﬂe ) the Bwunty Mmagmm Service for which itq;wdamd damages
apply. : Lot

2.3 5 SESWIC& LﬁVELB FBR Wmﬂ‘ﬁ NQ LIQU!BATED ﬂAMAGﬁ&
' APP“LY

Tmam are. nc:x spmrﬁc m.m appf cama tu me Semrny M‘anagamem $ewiw fur wmdr hquidmtad damgem
do not anm % : _ : _

am:qmagmﬁumu Wmmm 2014 #ms’mu ag&mwmo mowwcm [T mxamwsww"ir '
e - CONFIDENCE) Version: 50
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L mmmnﬁmey

-:_a 3.6 mem*rmm LEVEL AGREEMENT
- Taim 1 dmmmm ﬁw mm apptmahie to ﬂ’m &acumy mnasmemem Se»wm

mmmmmmm . 1 mmpmm ‘only in respect of Audit Record
Cueries. 7 Working Diays (for queries of 14 0r less days’ ducation) and
M wmﬂrm Days (for qmms of gmtm !r;an 14 ﬂm mm

2.3.7 PERFGRMANGE ME‘!‘WGS

' ‘“rhare mm m mntramum ;wrfammnm matrm mpp&mme to the ﬁeauniy Managevmem amrica

?2 3 8 Dﬁﬁlﬁ“ ?ARGET&

' I”fhm am m deaign tar;;am appimb%a m the $acumy Mﬁnagement Sewme ‘

2 4 ssnwca LIMITS AND VOLUMETRIC'S

'-2 4 ‘i REC@RD GU&RIE$

. ‘r“abte 2 dafines the timiis on Remorﬁ Queries, m:;!udinq APOP Voucher Quanea whmh Fujitsu Services
-‘shnm tw thlgﬁd to m:'mpuam

20 paeyenr (on & ¢

abjest 10 section 2 par yaar (on & rolling y ¥ shalt
De: the first of 1he followang fo be resched; (i) 720 Audit thmaunrim

roling year bashs)
withi o rrore thien 1B APDP Vouther Queries pr (i) 15,000 Query Days: APOP Vougher
{24 i any caleniar ‘ Wms umq limited 1o 50 per. yeor. (on a mma yeur Wms)

L mﬂmﬁ Wmmh mﬁtwmm “Borst rie’ mw%mmm«a
mms»rmmmmwmm of witich not mone than 10 shiall be
AREOP Voychar Quenios: () 100 Awit Record Cueres, or (i) 2106 Query

wwwmmﬁﬁmmmmmmwkmwmmimmw } Yirviits above,

2411 Thelimits setoutin muénn 1.in Table 2 above and the W#Ms of this section 2.4.1 of

this Security Management 5amw %wm mawmgmn shall apmy in mnmm with the
mpp&icaﬂon of thm ismms
e P B T F0T ™ FUITSU RESTRICTED (COMMERGIALTN — Rar. .smss:»wzwmw‘*‘"”‘
i L e L U CONPIENCEY . - Sersion, 600
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o ﬁmumy Mnnagamant Service: $emlm mwriprtlon
| ‘FU TSU | Fumsu RESTRICTED (commencm, N
| cmsmauaﬁ; .
i 2‘”2 : _“'The Ilmtm set out set out in the ‘coluin 2 in Table 2 above and zhe pmwsmns of ihis -

L section 2.4, 1 of this Saﬁurify Management Service, Service Description Shall apply in
. connection with the application of those limits with effect from the date ut’ cmmmencement
of HNG-X iject Worhstmam M {HNG»X Applmtmn Roﬂ om) ‘

2443  For m\a pwpow qf applymg :tm umm in cqiumn 2 in Table 2 abwe fmm the dam of-
S commencement of HNG-X Project Workstréam X4 (HNG-X Appimtion Roll Qut) the
number of querms &qulvalent to Audit Record Quieries (and associated Query Days) that
" were carried out in the period up o 12 months prior to that date ‘shall be included in

‘cmclﬂating whe’thur tha anmmi iimut haa bmsn remhad {un a witmg ymar basis) ‘

e . 2414 " Fczr the pumasa of appiying the limits- in aolumn 2 in Table 2 to tha mmnth in, which the
s ~ HNG-X Project Workstream X4 (HNG-X Application Roll' Out) commences, the Audit -
- Record Queries carried out since the commencement of that mmndm month shall count
: tcrwama tms Hm ts m Audit Rmouw Qum&s for that month '

‘ :“'2 4 1 5 l;Wherm - ‘ : - -
o Doa fmw Audit me‘d Queﬂf wmch is received W Fujitsu Sawms or whm‘e Pcmt i:#ﬁm requires
' anatyam of an gxssting Audit Ramrd Quwy! and

' ‘ E #@ memher of Fu; tsu Mrvms’ pensmnal is neaded to deal mth !hm new m xnsting Audst Ftemrsi
: mu&ry bu% .

~F. that person is unava;labm due Ao iis.-or her attendance at court or other pmedmga in

mnn«mﬁan w Audit Rmm_mumy
24‘i6 . g ;tma wgm ttmm smﬁseq in msumn 2o Table 1 shall m:at a;:ply to that nmv or existing
S Audit Record. Query which the Secirity Manmwmerm L%rvice shall instead deal with as
‘scmn #s ma&oﬂmbty pma!ﬁcabia .
24.1.7 g For m _awk#am:eiaf doubt, the limits set out in column 1 to Table 2 in mm of Banking

Transaction Record Queries shall not apply .in respect “of reconciliation incident
management and setlement reporting carned out as a function of the DREH,

2418 - PostOffice may at any time on three (3) months' written nptice vary. the aggregate limits
- of ‘Audit Record Queries which Fujitsu Saww is mqmmd 1o mrry out as apemﬂed
column 2§ in ”rahte 2, Mtwmrw '

A, tm Eimﬂa ﬁmﬁm m Tmbw 2;and

ﬁ tha faammg substitutes fm tkmm limiw {appﬁcabm on ttm Mﬂ’!ﬂ Msm} 4020 Audit Record
Queries or 21250 Query Days per year on @ rolling year basis, ‘and a maximum, aﬂwmg a ‘burst
mw of 14%, of 142 Audit F%::md Queries or 297& Query . Dmfs per ca!mdm monm' '

and bmwmn
A the substitute limits set a:;sut atmvm

B the: tollowing substiutes for those lits mppfmme on the same msm} 1500 Audit Record
. Queries or 31250 Query Days per year.on a rolling year basis, and a maximum, a!fwmg a bumt
. rate’ of 14% M me Audlt ﬂmrd Queries m 4375 Qumy Dﬁays per cammiar momh )

TECopyriaht Fujtsy Servicey Lid 2014 Fumsu RESTRICTED {mﬁﬁcm m TRl awmwamw
S T L L C%F memm v men 30 m :
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awmuy Mamg«munt Sawim amum l:m«:ripuon

L FU ITSU FUJITSU RESTRICTED (comwmcm, N
o CQMF%II&ENGE) ‘
2419 " Post. Oﬂ”m shall submit Banking Tmnm:tmn Rmm Qumim to the: mumy

Mmagemam Sarvima -

25 ASSETS AND LICENOE$
2.5, ‘t ASSETS

) Them are no aswm ausucmted wnm the Security. Managemem Service.

*-‘z 5. z ucmsas

There am m;: hmnms asammtm with the: szity Management. ﬁem&w, .

26 ¢ CHARGES

28 1 QPERATIONAL Fi)CEU QHAEGE$
- See smmme D1 of the. Aqmemeni

2 6.2 Cﬂ’ﬁRATIGNAL VARMHLE CHARGE

. The Security Management Service operational variable charge is calculated against the number of

.Branams ata m:cm mr Bmmh as aaﬂmd in scmm m of the Mmmt
2 6 3 ADD!T&GNAL OPﬁRATIONAL VARiABLE GHAR@E

""-2_;6.3-.1 LN The mdﬁm operational variable charge applicable to the Security Management
~ Service is applicable to the number of Audit Record Queries logged as defined in section
" 2.4.1 of this Security Management Servica, Service _mmriptmn ERE

12.6.3.2 Fujatw‘&emm cmmm'én respect of dealing with any Audit Record flueries up to the
. ‘ - limits set out in section 2.4.1.2 shall be as specified in Schedule D1 of the Agreement.

u 27 DEPENDENCIES AND mTERFACEs wm OTHER
 OPERATIONAL SERVICES

Any chazngqs &gmm hs%wwn F’nst cha md Fujitsu wm 0 t!w W w avaimbmty of the Security
‘Management Service andlor any of the other Operational Services will be agreed in accordance with the
-Change Control Procedure. As at the Mnundmm Cmte mis Mmy Manugmum amm interfaces

owith ail m’ the Ownumai Services.

28 PoOST OFFICE mﬁpmnemms AND RESPONSIBILITIES

" In addition to the generic Post Office responsibilities set out in Schedule A5 of the Agreement, Post om:

X 'snali mmw w:th mﬁm 2 4 1 Boﬂm Sﬂwﬁty Mmammmt Snwm mnﬂw Dawipmn

B - WWM Fumsu Mwu Ux.‘l 29“ FUNTSU RE@:':TRECWD gmmcma m R“ﬂ{; o ﬁmmm’! ?

Mmm : Varsion: -~ 500 W ‘.
: ) o Date:  O4-Apr-201
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i _ﬁmm&y Management Saivice: Service Descrp
:F’UJW RE&T“‘C‘:T&D {CQMMW&G.AL iﬂ
: CQNFIBENQQ) ‘

o :'}“’rmw are busmm cc:mtmmty mangmms et up for ‘the: Semmy Manamemm s@wme Tiw fmism
e wmtad at Bmw«m Hmm in Lwaa and mwiﬂo a mmp&a%e back up smrvm m me Lm Qmmm

’.2 m ﬁC}GUMENTA’FION 8&1’ EUPPORTING THE SERWOE

. -‘zm mu ment set listed at section M of ﬂms Swmxmy Mam;:ammt E‘mw . "i‘,_’;awm i}wsmmwn
Should any elements of the Security Management Service be changed following greement with Post
Office, Fujitsu Services will msum t&wm documnm am amo mmwm aand amem#ed whar& necessary in

. ﬁmwﬁhmhamwaﬁm RN

Tae f:mm;u asmmcmmmmwmmm _sgx_; e wvwsmmm T

mwnmmm : : T R
L L0 Dater mwmw
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