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T e e L B e e A T ER s S LS
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TrGancs - Pavaation [13 & fe3ult of The 3toek [Thara 1s & Fk EhSE hara ol ot e Tor Branehes
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Additions) Commants (log)

preseens

Invin Newbite 2

Rogar Maybury.

2254254 0102 2016

oeavess

3y Tncrease i Budget Wil go & Project Budget. POL 1T S¥pacs t it the roet

Martyn Alford

27042016

[VPW ssuas (SAP unave

Ble, a1l Gthar systams, excapt amal) [Proect EUC 1s Implamentad Beloite Ts complating Lassons
lLeamed

Steve Hayes

3103 2016
0103 2016

[Froact EUC Ts Tmplamantod. Deloit 1s complatng Lessons
mea

Steve Hayes 42

3103 2016
o103 2016

Stava Hayes 2

28042016

David Hargreaves

3103 2016

2104 2016

Stava Hayes H

2804 2016

Greg o SIS 0T6
cerminats. [ahich will ive s overview on the aproach how to address this, Any
[The Simple. Paystations nised t0.2 program

Jover the coming weks.
1 would

MeMahons ' i
(ana

lapproach quick!

Michelle McMahon

21 042016

[amothar ik T ater ICR - 101

andy Gamer H

2104 2016

(A reliant second K s being Installed Into the Dublin datacente where the service[From: Tan Robertson
is hosted. Most users are located in the Deame and St helens ent: 20 April 2016 11:55
[To: Irina Verkhove

[Subject: RE: FW: Risk log review: BT risk

fon Robartson i

/A second link was installed by 8T o the risk can be closed.

2004 2016
21042036

1an

F/1306/11



TR sccaptance - dorumant the RA note 3nd ¥gn oM R borTrere

Rebeccabarker | 2 | B | 16
A
o s (A enfaree e Tmporance o s [T commied B Felp and sUpport FOL
O rosect 1o a1 paris
ssoupaisonon | 5 | 3 | .
3 i
erged wih TT0ps 16
ssvuromos | 8 | 8 | m
Swart Banfield 2 8 16
2
8
saonGikes | 2 | 8 | w2
T IS GVaT B RaXE T2 o B ana e o ST eVl o7 597 3E SO
%= e for purpose though t end of conaact axposures
B ik lagged and actions notad
Rebeca Barker 1
|3
] 4
Frocurement and T Serviees & b proacive n enanaimg Wi Fogtsu & envare |3 Telecom Bing diepute clamed conduded i GZ 2016
reaucton  raaisad econciid money out and satsament gain
R
sabupatanos | K| B | a2
g |8
om0 B,
Sharon Gilkes A T
padysacaues | 2 | 8 | 16
8
sweroves | 8 | § [ e
T EETETT
auay hom TOC o :
Y e underake impact asseament) osaible impact on contactcentres saparation that 1 Using TOC for
e tha
innewie | 2 | B | o ks
[Stava Foyes Tos riead Tha CR o ommivaion 3 Teas by S007 & STowFuiey  [Upgradad o3 pore of Balast Rafaan 7
Jvettect team t look at the various option, including impacts / bmescales to
| s uparade and service charges.
savuraiaton | 8 | 8 |
T (o703 20767 P35 Wil b Wy SURpTarTor et s yeare FoT e B MR ger o
apeirarin 2 0E L
it
T (975920167 735 Wirbe Fey supplier for exts yenrs FOL ired Exk amager for 3
- N
[Fave reauastaa i fiom a7 e 20TE (Cosed 53 e SapaTagon FOREE G
veriing Wi RMG o aniura valumes of Tansfars are it for purpose
. developing pol anly relationship wih micosoft
e e JU8 0
T | 3 Ceeneer are i order Singed wih 525 & eneure POL F Teenre
3l Compliant and provida soma fucure prove in cirm af HA
Rogermavoury | 3 [ 3 | e and Succass Factors
RogarMaybuy | g | 3 | 15
]
swvetoyes | 8 16
z
]
Sharon Gilkas e 8 -4
3
Stave Hayes 2 8 16
3
[Evaaged Retvork PIanng & ASeeee powral pich palTes TaenBhing e
imescales to upprade branches ith demand, Working wh CTP to ensure
lranch uparadas have mimimium impact on branch parfamince for AEL
e L
s |

POL00401633

F/1306/12



LT TTta Ve 5 Work With ATS B Improva proces:
(October 2014

Fropetel s be proviaed 3ot

Upasts 16705715 - This InTdetve Ts compiatad

Andy Garner ] 8 9
3 3
R R
R R e S e
i | 50 E
1 Senie T POLRFG Wariog T T o e e SE QT B RE e W KA T 5
o e e v bl sty PR o oo e e e HE e e T s o]
ot R A b L LK
o e o P
woene BB
a k-1
R
et Tty soaut o8
e e
wroens | R0
8 3
rovscamner | 8 | 8 | e
]
2
8
s ] "
3
2
ki
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e
betore C hristmas we signed up to a deal with SAP to provid
e

= o

1. The contract extansion is stil undar discussion

2.1 and risk -
Infrastructure or transition

until either uporade
visk will be parcally

[andeavours which does not eally help us to rduca the isk.

ts imitation and best

HR, POLSAP and CFS SAP ayatems on
eheir urrent vers ons until December 2017.

- SAP CFS is hostad and supportad by CGI

e
8 thesystems under the extended agreement with SAP, for varying
Ban Cooks e | 8| a6 oaiods dapending o thetran ton and transformation tmelines
8 ek . "
5 Liktiehood Reduced
(Tovear GupTots Tk TR 008
sworaves | B | B |
g 2
A8
[Toved: Guplicae to ok TTRIsk 008
swevemayes | & | R | 6
3|2
[Tored Gunlat B ek TR 008
|8
Steve Hayes 1
3L
g8
T5tiov 15 - Updte from Sharan Breariey ~
(1o movementon POL raising CR by POL for this ite, however you
Iy already know, bt OL are consalidating a umber of Support
[Service sites ino 2 main it (Future Wolk,Chesteriel & Bark
Stree, Bolton) which need t be fuly I ready by 31 March 2016,
cclo s thels o s s, Leads Markats i st under discussion s0
ans notyat confmad. Atas PH working on s 15 Andy Tavlr
- Future Watk, Chestertels
2 - CollCentre, Coemarton (although thi wil remain a3 it s ielah
Rebeccosarer | 2 | B | 16 <peaking - we 58l need the ‘As 5”state though)
3 . Staray Houss, Bristol (st under discussion)
® e Narkets, Cvads (sl undr discussion)
2012015 - Update rom Sharon Brearey - POL plan to close th e
Steve Greenaway, Atos Soluions Archict updated me. We alao
aiscussed atservice review yesterday and POL were ooking to close
sk (v3ula Jamnan).
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g
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e
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2 |l March. Hopefully that will then close down this risk.
8
Davt netgroaves | 8 .
3
eyt e wehsuiess Seares ke s rk e TS oS Tom e v T T 5o or
e are ki 1 n o
ToatAEL processes andpasrds are oo sk
rceut oo branch ks rarapis s oo
o oy et ranes o ol
e plaes v 8 ot sl T st st and 5.
ercunid 0 cnices et
s anches il als0 e reminded that more than 1 cleared memberof
ChartesBrown | 2 | % | o [staff s required to ans ure continuity of service, therefore where there
3 is only 1 cleared person that they should consider obtaining
7 Torot et - 2 ot e

2 A separate branch focus wil be 13sued to the lt of ranches that
with the audit t date

[comply with the suditwithin 3 set date, ths has already been
[completed for UKV branches via the Crown N

[aisciptinary action as appropriat.
A1l the above actions will be completed Within the next 10 days to be
[actionad in the irst available branch focus aricle thereatter, this s

rocess for
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Andy Gamar

21042016

TERers Togged v Fabroary S Tha 75 Semice

4966 wars attributed to POL Horizon Hardvare.

ooy

[March - There were 9216 tickets loaged in Mareh at the PO Service.
5237 wers attributed to POL Horizon Hardware.

).

[Aori - Thare wera 9568 tickats Ioggad in Aprl 2015 at the PO
ofthese, 4676 wers atributed to POL EUC - Horizon
[Hardware (50.96%)

[May - Thare ware 9447 tickets logged in Hay 2015 at the PO
[Service Dask, of hesa, 46 10 ware ateributed to POL EUC - Horizon
[Hardware (45.79%

une - There were 10954 tckets logged In June 2015 at the PO.
[Service Deak, of these, 5241 were attrbuted t POL EUC - Horizon
[Hardware (87 85%)

[The reason for the overal percentage of Horizon Hardware calls
[dropping is du to an increase n other services on-bosrding (e

)
104091 - Reviewed with POL - Rebecca Barker & provide feedback

rding

106915 - Fasdback from POL Rabscca Barker - 1 dont fealthat the
ltats e trus rafisction of what s happening n the natwark

[3gree that we wil naturally see an increase i the hardare calls due
0 the age o the Kt but | ouldnt expect It t be a5 high as thi.

I issues
i for one issua (which stil happens) Tha sarvice desk seam to

Paula Jenner

2804 2016

Ben Cooke

2804 2015

Allstalr Price

27042016

Stave Hayes

28042016

[[wthe past cartificate renewals and global domain names were
by

1 has now highlighted the folowing s

Atos were not aware of the certificate management with CC.
- Atos do ot ha anage these
types of raques
Harald and CPA dont appear to be aware of the change
hatal happen o the skl domin name enevls 20 CC
ldont appear o have this process

[Atos hav now raisad this with the EUC Project Team (Trish Booth,
[Atos, and Alex Wood, Companys’s).

Stava Rossar

25042016

Anay Gamer

21042016

Andy Jacques

Fanrst b v s

Ben Cooke

5 52534| 28 04 2016

FOL to raie 2 business case SoR
Galaxy servce, o alse ncuds th procurement of Atos ITSCH.

Ben Cooke

2804 2016

7 CED

ry suppliers

27042016

Ut 5upply 3 ot of branches Which are closed and unable

|cquipment due to the landlord owning the branch?

- 163715, The Birches. Don' have the detail on this one

the 2

+ 102617, Balloch which closed 25/03 kit was supposed to be removed 01/04.
- 1690051, Hammand St which closed 19/03 & should have had the kit removed on 29/03.

[Can you approach Fuitsu and ask them if this even atill causes problems with alerts etc.?

[Ves it cause problems receiving literlly hundreds of lerts from branches that are actually
[losed on the EMDE . cauld be perceived to be a aecurity attack. Each time the alert has to be.
nvestigated to establish where t has come from , FJ then stand down furthar action ifone of

[The OBC process exists aiready that could be used to collect this
[equipment. This procass should be invoked by the taam (inthe.
business) arranging the closure ofa branch. This wil resultin
[Computacenter (not Fujtsu) engineers wisiting the site and
|decommissioning the equipment prior o closure. This process is
Ireadly usad by tha tlatwork T ransformation team whan the clo
branch that s reopening elsawhe

Unfortunately there is no one single owner or OBC and there never
nas b

., 20 dapanding on whare the iz5ue s wil dspend on what
business unit il need o address the issue.

i res o it t OBC ucetys a3 et

17 you require amendments to OBC branch forms then please contact
a7 ssmruinpovaiey
t0 ABC form than

aamemiinpropey

it yoursaurs amendens tohe Branh Operain Model then

piase comtact Netwrk Deskn and Ansrsla

ot frm

ot <ot Ko Satarar e Seana b il be sble
to contact Atos Information services tam fory

Homevar e sppers o m 0 b 4 T apsaina e nd 20
suchwmid axpctthe tor OSC adminstmbion taam ik i us
ress o .
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Failure of infrastructure or
lapplication environments, either due
lto internal issues or cyber attack,
leads to lack of IT avaiabilty.

Risk Owner Category

Key Controls

Supplier DR plans documented
- ATOS monitoring of Incidents and
documented incident management
procedures

- ATOS Change management
process is in place

=
Partially Effective

Key Further Action(s)
- POL SAP is in plan to be migrated
to Back Office Tower

- Separation of HR and IT Supply
(Chain systems from Royal Mail
lenabling POL to be independent in
ts decision making and its

[approach in POL to Access
Management which will lead to
uncontrolled / unauthorised access

document AS-1S and design To-Be

controls
- alignment with joiners-movers-

leavers business process &

- Periodic supplier meetings to 16 Jun 16
monitor risks and performance - Full schedule of DR tests to be
provided by Atos and gaps
highiighted.
- Development of BC/DR plans
lcovering POL procedures
- Incident and Change management
2 (SG) |Asset + Licance management _|Chiis Broe Contract with CC to cover EUC Tneffective “iplemtation of Service Asset and |Sharon Gikes
Financial and legal issues due lack of asset & software licence Configuration managmenet service
software and license management. management with SISD
0 - integration of tool between SISD ul16
land Towers
- Develop and document SACM
3(SG) |IT Finance Chris Broe Partially Effective |- Change i IT Ogr structure to[Sharon Gikes
Lack of timely and quallfied decision lenforce quick and qualfied decision
making leads to financial losses, - Financial committee s in place imaking
|commercial and contractual risks. - recentry approved financial sign ® - implement financial models to .
Lack of robust benefit realisation off matrix review cost model and value
/and tracking lead to inability to lassessment to be challenged back
review and assess investments and to the business
decision making.
7 (5G) [LAM (logical access Chits Broe Tusiess access Tneffective derine roles and responcibiities for [Sharon GIkes
managmeent processe LAM process
There is no consolidated approved - designated person is hired to " - document procedure and auditable PR
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25 £100m +

Impact

Threat Assessment Matrix

Likelihood

9 inar p 5 i s [Health & Safe ] PRV E IR
insignificant [Potential financial |Local Incustrial _[Senvce disruption of [Incident resufing in minor injury to one person
loss of £1m - £5m  [Relation less than one hour
[disagreement and/or
lact
lcompany policy
Minor [Potential financial | Industrial Refation _[Local (single site) _|Incident resufing In serious Injury to one person
loss of £5m - £20m. resulting in unit leve! [disruption of 13
stke action andior  [days
la chiange in
[company policy
Jafecting a minor no
Moderate [Potertial financial IR resuiting in [Regional service _[Incidernt resulting in mjury to more than one person
loss regional level strike ~{disruption for up to
£50m. laction andor a
lchange to company
policy that
moderately aflects
Major [Potential financial | Industrial Refation _ [National Senice _|Incident resuting in death of one person
loss of £50m - resuiting in national [disruption at major
£100m [senvce strike action [locations for
land/or a change to |between 1 and 20
lcompany policy that |days
|seriously affect;
[Extreme [Potential financial _|industrial Refation [National sendce |Incidert resuling in deafh of one person and corporate manslaughter charge
loss of £100m o [resuting infull isruption at major
Imore. business strike  [locations or criical
Jaction andiora  [ousiness function for
[change to company |more tran 20 days
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Threat Score Table

Risk Score = Impact x Likelihood

[Greater than 20 but ess than or equal to 25

Impact Table

[External Events_

5
e —_—_—_

[Local operational
issues raised with
mber of
lparliament andor
Letters to the editor

[One or more Tess significant regulatory compliance Issues, or the potential for more material or signficant [ssues o anse

[Goncerns or
lcomplaints raised by
lpublic groups or
indust

lassociations to local
lgovernmentand/or

[One or more material or significant regulatory compliance issues, or the potential for one or more major issues to arise

ncems or
lcomplaints raised by
lpublic groups or
industry
jassociations to
lgovernment bodles

[One or more major reguiatory compiiance issue WhIch pose a Serious fisk of non-compliance of Wil fesult in reguiator penaity

[Repeated concerns.
lor compiaints raised
in parliament by
lpublic groups or
industry
lassociations with

[Gre or more major reguiatory compliance issue which pose a serious fisk of nan-compliance or wil result n regulator penalty which Gould result in POL's abilty (o conduct business at all

[Government enquiy
nto operational
inadequacies or
[inancial loss with a
imore certainty that

Likelinood Table

Description
[Possible only under
exceptional

[Probabie of very

[Expected under
normal

circumstances
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Category Risk Owner Risk Title

Supplier /
Response

g

ITRisk 001 Rik Open 11022015 Finance  Costs Management Chrs Broo Back Office scope T 01022016
(002 Risk Accepted 0311201 Finance  Costs Management ost Offce SharonGilkes  Post Office Budgets 9 RogerMaybury 01042016 01032016
TRisk 003 Open 11022015 Finance  Costs Management Computacenter £UC Branch Remediate  RogerMaybury  Branch EUC delayed 16 Martyn Alford no 27042016 15

Closed 20012016 Operations  IT Governance Computacenter EUC Admin Remediate EUC Admin rollout acceptance 15 Steve Hayes 31032016 01032016 42
X 20012016 Operations  Process Management Computacenter EUC Admin Remediate EUC Admin rollout plan ssues 31032016 01032016 42
Issuc Open 20012016 Technology Assct & Licence Mgt Computaccnter EUC Admin Remediate  Steve Hayes Issucs with ATOS Assets Management (SACM) no 28042016 16
ITRisk 007 Issue Open 20012016 Technology Data Integrity Computacenter EUC Admin Remediate SharonGilkes  RMG separation High 20 David Hargreaves 31032016 21042016 9
ITRisk 008 Issuc Open 20012016 Technology  Access Management Post Office POLIT Remediate  Steve Hayes 1AM (user identity and access management) High 20 Steve Hayes no 28042016 16
ITRisk 009 Risk Open 06012016 Technology Maintain Infrastructure Ingenico Paystation Remediate Andy Garner Paystation service End of Life Med 15 Michelle McMahon  no. 21002016 9
ITRisk 010 Risk Open 06012016 Technology Maintain Infrastructure NCR 5K ssK Remediate  Andy Garner NCR 55K "Call-Off" contract i near expiration Verylow 2 AndyGarner no 21042016 9
ITRisk 011 Risk Closcd 19052015 Technology 1T Scrvice Continuity 8T Network Remediate  Andy Garnor NBSC telcphony Verylow 4 lanRobertson 20042016 21042016 9
ITRisk 012 Risk Open 08022016 Technology IT Service Continuity Post Office: poLIT Accept  Ben Cooke Cash Centre -vOIP Low 6 Rebecca Barker  no 28042016 16
ITRisk 013 Risk Closed 03112014 Operations ~ Supplicr Management Fuiitsu allservices Remediate Julian Davis Fujitsu withdraws support for projcct sparrow: Verylow 4 BabuPalathoti 15012016 01032016 42
ITRisk 014 Risk Closed 0508 2014 Operations  Supplier Management Fujitsu all services Remediate SharonGilkes  Capacity -Staff Resource Low 6 Babu Palathoti 15012016 01032016 42
ITRisk 015 Issue Open 03122014 Technology Change & Release Mgt AT0S sis0 Remediate Steve Hayes Technical Change Management (BAU issues) High 20 Stuart Banfield  no 28042016 16
ITRisk 016 Risk Open 03112014 People 1T Resources Post Office POLIT Remediate  Sharon Gilkes  People - capacity issuc Verylow 3 Sharon Gilkes no 01032016 42
(017 Risk Closed 03112014 Operations Supplier Management Computacenter EUC Branch Remediate  Andy Garner Fujitsu out of spares for EUC Branch transfer Low 6 Rebecca Barker 28042016 25042016 16
ITRisk 018 Risk Closcd 03112014 Finance  Investment Management  Fujtsu allservices Remediate Julian Davis Previous Fujitsu committed discount not realiscd: Low 6 Babu Palathoti 25022016 01032015 42
ITRisk 019 Risk  Accepted 03112014 Operations  Supplicr Management Post Office POLIT Accopt  RogerMaybury  External Supplicr Management Verylow 4 Roger Maybury 01042016 01032016 42
ITRisk 020 Issve Open 03112014 Operations Process Management post Office: poLIT Remediate  Chris Broe post Office Decision Making: High 20 sharon Gilkes a2
ITRisk 021 Issuc Open 01092014 Operations  Scrvice Design Post Officc POLIT Remediate  Steve Hayes Service Design High 20 Andy lacques no 28042016 16
ITRisk 022 Issuc Open 01092014 Operations  Scrvice Design Post Office POLIT Remediate  Steve Hayes Service Stratcy / Model Med 15 Steve Hayes no 28042016 16
ITRisk 023 Risk Open 03112014 Operations Supplier Management Fujitsu allFservices Remediate  Chris Broe Transitional data centre (TDC) Service exposure Med 12 Irvin Newbitt no 01032016 42
ITRisk 024 Risk Closed 11022015 Technology Maintain Infrastructure Fujitsu allservices Remediate Steve Hayes Microsoft 2003 Med 12 Babu palathoti 25022016 01032015 42
ITRisk 025 Risk Closcd 04122014 Operations ~ Supplicr Management Fuiitsu allservices Remediate  Sharon Gilkes  POL arc cxpolited by Fuiitsu for exit costs: Low 9 Roger Maybury 25022016 01032016 42
ITRisk 026 Risk Closed 04122014 Operations Supplier Management Fujitsu allservices Remediate SharonGilkes  Fujitsu delay exit: Low 9 Roger Maybury 25022016 01032016 42
ITRisk 027 Risk Closcd 05071905 Technology  Assct & Licence Mt Post Officc POLIT Remediate Sharon Gilkes  Liccse Management Med 15 Sharon Gilkes 31032016 01032015 42
ITRisk 028 Issve Closed 0507 2015 Technology ~Asset & Licence Mgt post Office: poLIT Remediate Roger Maybury  License Management Med 15 Roger Maybury 15032016 01032016 42
ITRisk 029 Risk Open 05071905 Technology Asset & Licence Mgt post Office: poLIT Remediate Roger Maybury  License Management Verylow  1RogerMaybury o 27042016 15
ITRisk 030 Issuc Open 21092014 Operations  Scrvice Design Post Officc POLIT Remediate - Steve Hayes Tower Model broken - relates to Supplicr Management High 20 Steve Hayes no 28042016 16
ITRisk 031 Issue Open 01012014 Operations IT Governance Post Office: poLIT Remediate  Chris Broe T Strategy not aligned to Business Low 9 sharon Gilkes no 01032016 42
ITRisk 032 Issuc Open 01092014 Operations 1T Governance Post Office POLIT Remediate  Steve Hayes 1T Operating modcl High 20 Steve Hayes no 28042016 16
ITRisk 033 Risk Closed 01092014 Operations ~Process Management Post Office POLIT Remediate  Andy Garner 0 low 8 Andy Garner 15012016 21042016 9
ITRisk 034 Risk Closed 30052014 Operations Process Management Post Office: poLIT Remediate  Andy Garner 0 Verylow 3 AndyGarner 15012016 21042016 9§
ITRisk 035 Risk Closcd 01042014 Operations ~Process Management Post Offico POLIT Remediate  Andy Garner 0 Verylow 4 AndyGarncr 15012016 21042016 9
ITRisk 036 Risk Closed 01042015 Operations Process Management Post Office: poLIT Transfer  Mario Michael 0 Low & Mario Michael 22012016 01032016 42
ITRisk 037 Risk Closed 01042015 Operations ~Process Management Post Officc pOLIT Transfer  Mario Michacl 0 Verylow 4 Mario Michacl 22012016 01032016 42
ITRisk 038 Risk Closcd 01042015 Operations Process Management Post Officc: POLIT Transfer  Mario Michacl 0 Verylow 3 Mario Michacl 22012016 01032016 42
ITRisk 039 Risk Closed 01042015 Operations Process Management post Office poLIT Transfer  Mario Michael 0 Low 6 Mario Michael 22012016 01032016 42
ITRisk 040 Issuc Open 25012016 Technology  Accoss Management Post Office POLIT sharon Gilkes  POL T assets and Leavers accounts (for cxPOL staff transforred to ATOS) Verylow 5 Sharon Gilkes no 01032016 42
ITRisk 041 Issue Open 11022016 Technology ~Incident Management Atos sis0 Steve Haye: ATOS Incident Management process GAPs High 20 Rebecca Barker  no 28042016 16
ITRisk 042 Issuc Open 11022016 Technology Maintain Infrastructure Fuiitsu POLSAP Ben Cooke. EOVS / EOL POLSAP application High 20 Ben Cooke no 01032016 42
IThisk 043 Issuc Open 14022016 Technology ~ Configuration Management  Computacenter EUC Admin David Hargreaves  EUC Admin -no control over service coverage (MIMECAST is not activated) High 20 Steve Hayes. no 28042016 16
(044 Issue Open 25012016 Technology IT Service Continuity Fujitsu allFservices Andy Garner Fujitsu Primary DC equi i ing los of resil i High 20 Andy Jacques no 28042016 16
ITRisk 045 Issuc Open 25012016 Technology 1T Scrvice Continuity Post Officc POLIT Stove Hayes Major Incident Management & Critical BC process High 20 Robecca Barker o 28042016 16
046 Issue Open 14022016 Operations Supplier Management Computacenter £UC Admin Roger Maybury T Sharepoint Site Low 6 Martyn Alford no 27042016 15
ITRisk 047 Issuc Open 22022016 Technology - Change & Relcasc Mgt ose DDos Steve Hayes CSC test environment Low 6 Steve Reid o 28042016 16
ITRisk 048 Issuc Open 23022016 Operations 1T Governance Post Office POLIT sharon Gilkes  Unclcar Scrvice Model - front Office Tower contract is cancelled High 20 Steve Hayes no 28042016 16
ITRisk 049 Issue Open 22022016 Technology IT Service Continuity e Safetaven Steve Hayes CC (safe Haven) DR / Resilience availabilty High 20 steve Reid no 28042016 16
ITRisk 050 Risk Closcd 22022016 Technology  Incident Management Post Office POLIT Clairc Davies ~ ISincidents out of hours Low 915AG 15022016 01032016 42
ITRisk 051 Risk Closed 26022016 Technology Data Backup&Retention  CSC EUC Admin Steve Hayes CSC/CC- POL local servers backup i not supported Low 9 David Hargreaves 20042016 01032016 42
ITRisk 052 Risk Closed 23022016 Operations  Supplier Management Post Office: poLIT Roger Maybury  POLSAP support contract is running out High 20 Babu Palathoti 30032016 01032016 42
ITRisk 053 Issuc Open 23022016 Technology 1T Service Continuity csc Swindon Ben Cooke. 5C- Swindon DR solution issucs High 20 Bon Cooke no 01032016 42
ITRIsk 054 Issve Open 01112014 Technology 1T Service Continity ol Core Finance services Ben Cooke. 5 - Core Finance System - T Service Continuity High 20 Andy Jacques no 28042016 16
ITRisk 055 Risk Acccpted 03032016 Tochnology  Availabiity Management  Fuiitsu POLSAP Ben Cooke. POLSAP contract High 16 Babu Palathoti 31032016 01032015 42
ITRisk 056 Risk Open 03072014 Technology ~IT Service Continity Fujitsu Horizon Andy Garner Disaster Recovery - Horizon High 20 Andy Jacques no 28042016 16
ITRisk 057 Risk Closed 02092014 Technology ~Availabiity Management  Post Office poLIT Remediate 8en Cooke Salesforece Hosting - Expiring Service due to expire on 31st March 2015 Verylow 4 AndyJ Corbit 31032016 07032016 36
TRk 058 Risk Closcd 02092014 Operations  Supplior Management Fuiitsu Credence Remediate  Rogor Maybury  Credence - Expiring Service du to cxpirc on 315t March 2015 Verylow 4 BabuPalathoti 01042016 07032016 36
ITRisk 059 Risk Closed 02092014 Operations  Supplier Management Fujitsu MOM Remediate  Roger Maybury March 201 Low 9 Babu Palathoti 01042016 07032016 36
ITRisk 060 Risk Closcd 02092014 Operations — Supplicr Management Fuiitsu POLSAP Remediate  Bon Cooke POLSAP - Expirng Service duc to cxpirc on 315t March 2015 Low 9 Babu Palathoti 31032016 070320165 36
061 R 29122014 Technology  Change & Release Mgt Fujitsu all i services. Remediate Ben Cooke emc inIREL1 & Horizon, POLSAP and Cr s Verylow 2 Babu Palathoti no 07032016 36
2005 2015 Technology ~ Service Management ATOS sis0 Remediate Steve Hayes On-oarding Low 6 Steve Hayes no 28042016 16
17062015 Technology  Maintain Infrastructurc. Ingenico Paystation Remediate  Andy Garner Pin Pad Engincering Med 12 Martyn Alford no 21042016 9
18102015 Technology Maintain Infrastructure Fujitsu POLSAP Remediate 8en Caoke POLSAP Infrastructure EOL/EOVS Verylow 4 Ben Cooke no 07032016 36
12012016 Technology - Access Management cal Corc finance Services  Romediate - Stove Hayes User Access Management - CFS. Med 12 Steve Hayes 28042016 28042016 16
12012016 Technology  Access Management Fujitsu poLsAP Remediate Steve Hayes User Access Management - POLSAP Med 12 Steve Hayes 28042016 28042016 16
12012016 Technology - Access Management osc SAPHRP Remediate Steve Hayes User Access Management - SAPHRP. Med 12 Steve Hayes 28042016 28042016 16
10072015 Technology T Scrvice Continuity 8T Network Remediate  Steve Hayes POL Customer Service Centre - Lecds Verylow 2 Rebecca Barker  no 28042016 16
Open 10032016 Technology ~Service Management AT0S sis0 Remediate Steve Hayes Service Catalogue High 20 Andy Jacques no 28042016 16
ITRisk 070 Risk Closcd 22032016 Operations ~ Supplicr Management Postcode anywhere  Post code scarch Remediate Roger Maybury  Contract for Postcode Anywhere is running out High 20 Alstar Price. 10042016 22032016 21
ITRisk 071 Risk Open 28102015 Operations IT Governance Post Officc POLIT Remediate  Chris Broe Unclear IT Stratcgy and Objectives Med 15 Sharon Gilkes no 30012016 73
ITRisk 072 Risk Open 15122015 Operations IT Governance Post Office: poLIT Remediate ~ Chris Broe Inappropriate Communication Strategy Verylow 5 sharon Gilkes no 30012016 73
ITRisk 073 Rk Open 28102015 Poople  Rolesand Responsibiltics  Post Office POLIT Remediate  Chris Broc Unclear Roles and Responsibiltics Med 15 Sharon Gilkes no 30012016 73
ITRisk 07 Risk Open 28102015 Operations Decision Making post Office poLIT Remediate  Chris Broe Decision Making Med 15 Sharon Gilkes no 30012016 73
ITRisk 075 Risk Open 28102015 People  Knowlodge /Skills Post Office POLIT Remediate  Chris Broc Lack of Knowlcdge sharing High 20 sharon Gilkes, no 30012016 73
ITRisk 076 Risk Open 28102015 Operations ~Process Management Post Officc POLIT Remediate Steve Hayes Lack of IT Policics and Processes Documentation Med 15 Steve Hayes no 28042016 16
077 Risk Open 28102015 Operations ~Process Management aT0S sis0 Remediate ~Steve Hayes Manual Med 12 Steve Hayes no 28042016 16
ITRisk 078 Risk Open 28102015 Operations 1T Governance Post Officc: POLIT Remediate  Chris Broc Transition: Strategic Al Med 15 Stove Hayes no 28042016 16
ITRisk 079 Risk Open 28102015 Operations IT Governance post Office: poLIT Remediate ~Steve Hayes Lack of control and governance around ATOS decision making Med 15 Stuart Banfield  no. 28042016 16
ITRisk 080 Risk Open 28102015 Finance  Investment Management  Post Office POLIT Chris Broe: Value Delivery Med no 30012016 73
ITRisk 081 Issuc Open 28102015 Technology  Asset & Licence Mgt Post Officc POLIT Steve Hayes Gaps in Post Office IT Assct Management process High 28042016 16
ITRisk 082 Risk Closed 28102015 Technology Access Management Post Office: poLIT Steve Hayes Access Management High 28042016 28042016 16
ITRisk 083 Risk Closcd 28102015 Technology ~Asset & Licence Mgt Post Office. POLIT Roger Maybury  License Management Low 01032016 27042016 15
ITRisk 084 Risk Closed 20112015 Technology Change & Release Mgt Post Office: poLIT ange Management Med 28042016 28042016 16
ITRisk 085 Risk Closed 15122015 Operations Supplier Management Post Office: poLIT Remediate Roger Maybury  Failure of external suppliers High 25042016 25042016 13
ITRisk 086 Issuc Open 0804 2016 Technology 1T Scrvice Continuity Computacenter EUC Admin Remediate  Steve Hayes EUC Tower - Invocation of ComputaCentre Continity Plans Med o 28042016 16
ITRisk 087 Issue Open 0804 2016 Technology ~IT Service Continity Accenture - 80 BackOffice Remediate  Ben Cooke BackOffice BCP/DR test not to be conducted 6 month after go lve Med no 28042016 16
ITRisk 088 Issuc Open 15032016 Regulatory  Audit Fuiitsu POLSAP Remediate  Roger Maybury  ISAE 3402 rcport - Abiity to Implement Changes High 16 Babu Palathoti no 27042016 15
ITRisk 089 Risk Open 06082015 Technology Maintain Infrastructure Fujitsu Horizon Andy Garner Equipmant PAT Testing Verylow 4 AndyGarner no 21002016 9
ITRisk 090 Risk Open 16092015 Operations ~Process Management POEX Minicom Service Ben Cooke. Minicom Service Verylow 2 Ben Cooke no 28042016 16
ITRisk 091 Risk Open 12012016 Operations  Supplior Management Digidentity POL Web Logon David Hargreaves  Performance Management System Verylow 4 David Hargreaves  no 21042016 9
ITRisk 092 Issue Open 20112014 Technology Access Management 3M Cogent David Hargreaves ~AEI - User Access Verylow 2 Charles Brown no 21002006 9
ITRisk 093 Issuc Open 27072015 Technology  Maintain Infrastructure Fuiitsu Horizon Andy Garner Horizon Hardware - Incidents Volumes Verylow 3 Andy Garner no 21042016 9
094 Risk Open 24022016 Operations Supplier Management NCR PDA PDA Barcode Warehouse Ben Cooke NCR PDA Contract Expiration Verylow 4 Paula lenner no 28042016 16
ITRisk 095 Risk Open 24022016 Operations ~Decision Making NCR PDA PDA Barcode Warehouse  Remediate Ben Cooke PDA Devices post 2018 Verylow 2 BenCooke no 28042016 16
ITRisk 096 Issuc Open 18042016 Operations Process Management Post Officc POLIT Remediate Steve Hayes No Process to control validity and timcly update of certificates High 20 Steve Hayes o 28042016 16
ITRisk 097 Issue Open 1804 2016 Technology ~Asset & Licence Mgt post Office poLIT Remediate ~ Roger Maybury h Verylow 5 Alstair Price no 27042016 15
ITRisk 098 Issuc Open 18042016 Operations Process Management ATOS SIS Remediate Steve Hayes Med 15 Steve Hayes no 28042016 16
ITRisk 099 Issuc Open 1804 2016 Operations  Supplicr Management 87 Mobile Phones Remdiate ~ Roger Maybury become EOL Med 15 Steve Rosser no 28042016 16
ITRisk 100 Risk Open 20042015 Technology 1T Scrvice Continuity Post Office: Financial Services Remediate  Andy Garner Santander Disaster Recovery Info Verylow 4 Andy Garner no 21042016 9
ITRisk 101 Risk Open 20042015 Technology IT Service Continity e Safetiaven Remediate Ben Cooke CSC Callcentres - Dearne House Med 12 Andy lacques no 28042016 16
ITRisk 102 Risk Open 20042015 Technology 1T Service Continuity Intcrchange (Galaxy)  Galaxy Remediate  Bon Cooke Interchange - Galaxy Disaster Recovery Low 9 Bon Cooke no 28042016 16
ITRisk_103 Risk Open 20042015 Technology IT Service Continuity Fujitsu MM Remediate 8en Caoke MDM Service Continuity Low 9 Ben Cooke no 28042016 16
ITRisk 104 Issue Open 20042015 Operations Process Management Computacenter EUC Branch Remediate  Andy Garner Landiord owned Post Office Branches Low 6780 no 27042016 15
ITRisk 105 Risk Open 2004 2015 Operations  Supplicr Management Ingenico Paystation Remediate Roger Maybury  Ingenico - Paystation Contract Verylow 4 Paula Jenner o 27042016 15
ITRisk 106 Risk Open 20042015 Technology Configuration Management  Accenture (CDP) cop Remediate David Hargreaves Moneygram and CDP Error Codes Verylow 4 RebeccaBarker o 28042016 16
ITRisk 107 Risk Open 20042015 Operations Process Management Verizon Network Remediate  Steve H Guest WiFi at Finsbury Dials and Future Walk Verylow 4 Steve Hayes no 28042016 16
ITRIsk 108 Issue Open 20042015 Technology Maintain Infrastructure Fujitsu Horizon Remediate Andy Garner Horlzon Hardware - Incidents Volumes. Verylow 3 AndyGarner no 21002016 9
ITRisk 109 Risk Open 2004 2015 Technology Configuration Management  Accenture (CDP) op Remediate David Hargreaves  Vulnerabilties of COP platform Verylow 2 DavidHargreaves  no 21002016 9
ITRisk 110 Issue Open 21072015 Technology  Maintain Infrastructure Fuiitsu allF services. Remediate  Andy Garner Microsoft 2003 End of Support Med 15 Andy Garner no 00011900 42472
1TRisk_111 29022016 Technology 1T Service Continuity Fujitsu allFservices. Remediate  Andy Garner Configuration Error on Branch Database Secondary High 20 Andy Garner no 25042016 13
ITRisk_112 14122015 Technology  Performance & Capacity Fujtsu cop Andy Garner DP Transaction Vol Limits Med 12 Rebecea Barker  no. 28042016 16
TRk 113 11062014 Technology  Performance & Capacity 3M Cogent Agl David Hargreaves  Application Enrolement & Identity (A1) Verylow 278D no 00011900 42472
ITRisk 11 28072014 Technology ~ Service Management Ingenico Paystation Remediate  Andy Garner Ingenico - Paystation Verylow 4 T8D no 00011900 42472
ITRisk 115 Risk Open 28072014 Tochnology  Availabity Management  Ingenico Paystation Remediate  Andy Garner Ingenico - Paystation Verylow 478D no 00011900 42472
ITRisk 116 Risk Open 17102014 Operations Process Management Fujitsu Horizon Remediate  Andy Garner Post Office Branch Rollover Verylow 478D no 00011900 42472
ITRisk 117 Risk Open 01112014 Technology ~Service Management Accenture (COP) cop Remediate  David Hargreaves  Common Digital Platform - Accenture Low 678D no 00011900 42472
ITRisk 118 Risk Open 18022015 Technology Performance & Capacity Fujitsu Credence Remediate Andy Garner Capacity Reporting - MDM/POLSAP/Credence Low 6780 no 00011900 42472
(119 Risk Open 27022015 Technology Service Management 3M Cogent Agl Remediate David Hargreaves  Application Enrolement Identiy - Mobile Suitcases. Verylow 378D no 00011900 42472
ITRisk 120 Risk Open 14122015 Technology Maintain Infrastructure 3M Cogent el Remediate  David Hargreaves  Application Enrolement Identity - End of life Verylow 4 T8D no 00011900 42472
(121 Issue Open 25112014 Technology Availability Management  Ingenico Paystation Remediate Andy Garner Paystation Availability Verylow 2 RebeccaBarker o 00011900 42472
ITRisk 122 Risk Closcd 31032016 Operations  Supplior Management RAPP (Brands) Commercial & Markcting ~ Remediate Rogor Maybury  Rapp Management Verylow 2 Alstair Price 28042016 28042016 O
ITRisk 122 Issuc Open 04052016 Technology ~ Scrvice Management Computacenter EUC Branch Remediate  Andy Garner CCservices do not mect business requirements Med 15 T80 o 00011900 42472
ITRisk 123 Issue Open 20012016 Technology ~Service Management Computacenter EUC Admin Remediate David Hargreaves  CSCCloud data unavailability High 20 David Hargreaves  no. 00011900 42472
ITRisk 124 Risk Open 19042016 Technology  Maintain Infrastructure 87 Network Remediate  Andy Garner NBSC Call Management Verylow 3 Steve Rosser no 12052016 30
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