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Appendix A GLOSSARY OF TERMS 

1 The terms used in this report are defined in the table below: 

Term Meaning 

APOP Automated Payment Out-pay Database 

APS Automated Payment Service 

BRDB Branch Database 

BTS Branch Trading Statement 

CA Cash Account 

DBMS Database Management System 

DRS Data Reconciliation Service 

DWH Data Warehouse 

HLD High Level Design 

HNG Horizon New Generation (or Online) implemented in 2010 

IS Infrastructure Services 

KEL Known Error Log 

Legacy The original version of Horizon before HNG 

LFS Logistics Feeder Service 

MSC Managed Service Change 

NBSC Network Business Support Centre 

Pathway ICL division created for Horizon, which later became part of Fujitsu 

PCI Payment Card Industry 

POLSAP To be completed 

POS Point of Sale 

RAC Real (?) Application Cluster 

RDDS Reference Data Delivery Service 

RDMC Reference Data Management Centre 

RDMS Reference Data Management System 

SSC Software Support Centre 

SPM Subpostmaster 

TC Transaction Correction 

TES Transaction Enquiry Service 

TPS Transaction Processing Service 

VPN A Virtual Private Network is a secure channel that appears to be 

private despite being carried on a public network, typically 

the Internet_ 

WSPOS Web Services POS 
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ACCOUNTING SYSTEMS 
2 Computerised accounting systems have been in use since the 1950s, and accounting is one of the most mature 

applications of computers in business. The techniques for building these systems are very mature, as are the 

safeguards for ensuring that they work correctly. This section is an introductory survey of the practice of 

building computerised accounting systems, and covers: 

♦ The business requirements that computerised accounting systems must meet 

♦ The different users of accounting systems, and the ways in which they use them 

♦ The checks and safeguards built into accounting systems, in their current architectures 

♦ The levels of trust which business users commonly place in their accounting systems 

Appendix C Business Requirements for Accounting Systems 

3 Before computerised accounting systems existed, the profitability and financial health of any business enterprise 

was tracked by a process of manual bookkeeping. In this process, clerks would manually record every financial 

transaction of the business in books of accounts (or ledgers) which could be inspected to assess the financial 

health of the business, or to assist in making management decisions. There would be periodic checks of the 

information in the ledgers, to check two things: 

a) that the ledgers record a self-consistent (and therefore possible) state of the business 

b) that the state of the business, as recorded in the ledgers, was in full agreement with some external reality 

(such as physical stock, or bank accounts) 

4 Both checks involved arithmetic sums - either of money, or physical assets, or of commitments to pay money or 

transfer assets. Each check was a check that two different sums, made from the ledgers or as sums of some 

external quantities, gave the same amount. 

If either of these checks failed, there would have to be a process of drill-down, of the following form: "sum A is 

not equal to sum B. We can examine the components of sum A, and the components of sum B, and place them 

in correspondence with one another, to find out where the discrepancy arises". Having found the source of the 

discrepancy (and if necessary having taken corrective action in the business) some correction would be inserted 

in the ledgers, so that after the correction the ledgers again held a consistent and accurate picture of the business - 

which again would pass the checks (a) and (b). 

The requirement (b) - that the ledgers should always agree with the external physical reality - has always existed. 

It has always been the case that the records written in ledgers are a representation of external reality, rather than 

reality itself. Therefore, changing a record in a ledger does not change external reality. Changing the ledgers does 

not alter the true financial health of the business, which depends only on external reality, such as its cash and 

bank accounts and other assets. However, the state of the ledgers should accurately reflect that external reality - 

and if it does not do so, to the extent that it does not, the ledgers are less useful. The ledgers are intended to 

track reality as precisely as possible, and to require correction (to match reality) as infrequently as possible - 
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because that is a time-consuming and expensive process, which reduces the confidence of those parties, internal 

to the business and external to it, who rely on the ledgers to understand the state of the business. 

The requirement (a) - that the ledgers should present a self-consistent picture of the state of the business - has 

not always existed. It is possible to keep a set of ledgers as one or more lists of assets and liabilities, with each 

asset or liability recorded only once, so that no internal check of self-consistency is possiblel... That changed 

around the fourteenth century, with the invention of double entry bookkeeping 

We can understand double entry bookkeeping by starting with the simple case of a trader on a farmer's market, 

who has some money, and who has some sheep. He can keep a list of his money, and a separate list of his sheep - 

complete with their names if he wants to. He can track changes to those lists, with entries like '23rd July: sold 

one sheep - Dolly'. From the changes he can work out his current position, in money or in sheep: 'now I have 17 

sheep left'. This is single-entry accounting. 

Double-entry bookkeeping starts when his list of sheep contains two types of information - the sheep he has, 

and the price he paid for them; and he also keeps a separate list of his money. He tracks the changes to these 

lists in a series of dated transactions: '25th July: bought one sheep for 5 shillings'. With that transaction, the sum 

of his money list goes down by 5 shillings, and the money total of his sheep list goes up by 5 shillings. So, he 

makes two entries - in those two lists - with money value -5 shillings and +5 shillings, and the total money value 

of the two lists does not change. Because of the self-consistency of mathematics, however he chooses to do 

those two sums, the sum of the two sums should not change from day to day. This is his double entry'trial 

balance'. If the number does change from any day to the next, he knows he has made a mistake - and he can 

start to track it down. 

10 The basic double entry principle is easily extended to more complex cases - when he sells a sheep for more than 

he paid for it, and so makes a profit; when he borrows some money and incurs a debt, when he owes some tax, 

and so on. The basic principle remains. Whenever he makes entries in his books for any type of transaction, 

however complex, he always makes at least two entries in different columns of figures - and does it in such a 

way that the net value of all the money entries is zero. Then the sum over all the columns of figures should not 

change from day to day. That is his self-consistency check on the figures. 

11 We need to understand why double entry bookkeeping was such a powerful advance, which swept across 

Europe within a few years of its invention. 

12 Because any accounting system is intended to track external reality, and to give the most accurate possible 

picture of that reality, it is essential from time to time to check the picture of reality, held in the accounting 

system, against reality itself - the physical assets of the business, its money in cash or banks, its obligations and 

debts. 

13 However, checking against external reality is (or was) an expensive process. You cannot simply look at the 

books - you have to get up from your desk, go out into the warehouse and count stock, check your bank balance 

and count your cash, consult other people, and so on. Because checking against reality was an expensive process, 

1 This was the case, for instance, in the clay tablets of accounts found at Ur and Knossos. 
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it did not get done very frequently. If the check is only made occasionally, and mistakes are found, the interval 

of time in which one or more mistakes might have occurred is a long one. The error is more likely to have arisen 

from multiple mistakes. Looking for several mistakes together is much harder than looking for one mistake; 

there is no 'telltale number' to look for. The process of 'drilling down' to find the origin of a mistake is difficult 

and unguided, with few clues. 

14 Double entry bookkeeping changed this. If a bookkeeping mistake is made, that mistake will lead to a 

discrepancy against external reality, which will eventually be found in the external reality check. But any mistake 

is most likely to have occurred in one column of figures, without any balancing mistakes on the other columns. 

So, the mistake will immediately destroy the trial balance. Checking the trial balance is much easier and cheaper 

than checking against external reality. It can all be done by sitting down at a desk with the books and an abacus 

or calculator - so it can be done much more frequently. When a discrepancy is found, it is now much easier to 

drill down and find its cause. For instance, if each entry in the books is dated (as it will be), by just inspecting 

the books you can find the exact date and nature of the transaction which was not recorded as zero-sum, and 

which destroyed the balance. 

15 So double entry bookkeeping immediately reduces the cost of keeping accurate and trustworthy accounts. It was 

an early, and highly effective, form of error repellency - in a time when manual errors of bookkeeping were likely 

to be frequent. The error repellency guarded against a single point of failure (i.e. a mistake in a single column of 

figures) by making any such mistake rapidly and obviously visible, in the next trial balance. 

16 The use of double entry bookkeeping had other important commercial advantages, as well as reducing the costs 

of keeping accurate books: 

♦ Working in a network of trade: From the beginnings of trade, trade consisted of a network of traders, 

exchanging goods, services and money between them. For any two individuals or parties to trade as part of 

the network, they have to agree a basis of trading between them (e.g. in a contract) and they need both to 

monitor that their trading conforms to that agreement (e.g. that I am charging you the price we agreed, and 

for that price I have delivered to you the goods we agreed). Trade depends on the two parties agreeing what 

actually occurs between them, down to a very detailed level (which may be down to the last penny). To 

check this agreement, day by day or month by month, they each use their sets of accounts. Party A looks in 

his accounts to say: 'on Thursday I delivered to you 5 widgets' while party B looks in his accounts to say, 

'On Friday 5 widgets arrived'. Without this agreement they cannot trade. 

Therefore, any set of accounts is repeatedly being checked against several other parties' sets of accounts. 

Some selected extract from A's accounts is compared with a selected extract from B's accounts, and they 

should match - both item by item and in monetary sums. Any discrepancies between the two are like sand 

in the bearings of a machine - they hinder trade, reduce trust, and lead to additional costs. In these 

circumstances, having the error repellency and increased reliability of double-entry bookkeeping reduces the 

risk of discrepancies, gives you the means to find the origin of any discrepancy, and gives you a commercial 
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advantage over any competitor or business partner who does not have equally accurate accounts- because 

you are more reliable and easy to work with. 

♦ Reduction of fraud and theft: Any large business is likely to delegate the process of bookkeeping to 

employees, rather than the owner. These employees see large sums of money passing through the books 

they keep and may be subject to the temptation to 'skim a little off for themselves - possibly in small 

amounts, which they hope will not be noticed. With single entry bookkeeping, this could be a 

straightforward process. Take a bit of cash and, at the same time, alter the cash ledger so it matches - so 

that counting the physical cash, and matching it against the books, will show no discrepancy. But with 

double entry bookkeeping, it is not so simple. If you just alter the cash ledger on its own, without some 

balancing entry in another ledger, you destroy the trial balance - which will soon be discovered. If you try to 

be more clever - taking 5 shillings from the cash ledger and adding 5 shillings (the price of one sheep) to 

the sheep register, that will not be discovered until later, when the sheep are counted - but when it is, the 

owner may be able to drill down or recall events, to find the exact day on which the discrepancy arose, and 

who wrote it in the ledger. Alternatively, the owner himself may be tempted to falsify the accounts. Double 

entry bookkeeping makes this much harder to do, dramatically increasing traceability. 

♦ Accounting to external parties: With the growth of capitalism, the typical business was not simply the 

property of one owner, beholden to nobody else. The accounts were no longer just a tool for that person to 

manage his own business but were also an essential tool to explain the state of the business to external 

stakeholders - such as shareholders, banks who lent it money, or governments who taxed it. To say to these 

people: "you can look at my accounts or audit them, to check the truth of what I tell you about the 

business", the self-consistency check of double entry accounting became an essential tool - a pre-condition 

for checking and trust. 

Appendix D Discretionary Elements in Accounts 

17 A primary use of an accounting system is to enable external stakeholders to understand the state of the business - 

in the last resort, to understand whether it is a going concern. One of the key metrics to support this 

understanding is the profitability of the business. 

18 In the long term, profitability is a matter of whether a business makes more money than it spends. There is a 

formula: profit = revenue - expenditure, which every businessman understands. However, in the short term - 

over the course of one financial year, or even one quarter - it is more complicated than this. Profit is not simply 

a matter of cash in versus cash out. 

19 Put simply, there are peaks and troughs in cash flow, which need to be ironed out to understand the true state of 

the business. One of the simplest examples is the use of a capital asset, such as a computer. The business needs 

to buy a new computer every five years, and that is expensive. But once done, there is no further purchase 

needed for another five years. The profitability of the business should not be depressed once every five years, 

when it needs to buy a computer. 
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20 Conventions of accounting have been developed, which allow a company's accounts to reflect this reality. The 

company can 'capitalise' the cost or the computer - so it does not depress profit during the year it is bought - and 

'depreciate' that cost uniformly over five years, so that it appears as a uniform cost and depresses profit 

uniformly over that period. The long-term effect on cumulative profit is neutral. This convention is intended to 

provide a more realistic picture of the fortunes of the company in each year. But it does introduce an element of 

management discretion, over which kinds of expenditure are capitalised; and that discretion might be misused 

for short-term purposes - such as to inflate profits in one year, to attract investors. 

21 Other elements of management discretion introduce more subjectivity. For instance, if a company invests some 

of its resources (money, physical assets, people) in developing a new product, which it hopes to sell profitably 

over a period of several years, then it may be able to capitalise that investment in the expectation of the profit it 

will bring later. As before, the long-term effect on cumulative profit is neutral; but year-on-year figures are 

altered. 

22 Other discretionary elements include debtors (where the management needs to assess: how likely they are to pay) 

and legal disputes (how much money should be set aside in the accounts against an unfavourable outcome?). In 

all these cases, management discretion affects which accounting period (year or quarter) the profit appears in but 

does not impact the long-term cumulative profit. 

23 All accounting systems, manual or computerised, need to be able to have areas in the accounts where these 

discretionary management assessments of the business can be recorded, and can be assessed by external 

stakeholders (such as auditors, acting for shareholders or the taxman) to test whether the assessments can be 

justified. 

24 It is our current opinion that any discretionary elements of the Post Office accounts are not related to the 

Horizon dispute. The Post Office's business relationships, both with subpostrnasters acting as its agents, and 

with its 'client' organisations such as DVLA, banks or Camelot, all involve flows of cash or assets whose relation 

to profit is direct and short-term, not involving the management assessments and transient adjustments of the 

kind we have described above. We have included this discussion in case any discretionary element of PO 

accounts becomes relevant to the Horizon trial. 

Appendix E The Users of Accounting Systems 

25 From the above it will be evident that information in an accounting system may be of interest to several diverse 

groups of people, in and around a business. With the onset of Enterprise Resource Planning systems (ERP 

systems) in the 1990s, which include an accounting system and much other functionality, the scope of 

accounting systems was widened to include many business functions (such as manufacturing and human 

resources, sales and service delivery) not within the scope of a pure accounting system. For organisations, which 

use ERP systems (such as SAP), the line between users of the accounting functionality and users of the other 

functionality of the ERP system is blurred. Even if a company uses a pure accounting system (which it typically 

needs to integrate with other business applications), there are several different classes of user of the accounting 

system. 
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26 We first distinguish two main classes of use of an accounting system. An accounting system may be used to 

provide information to the managers of the business - to help them make decisions about how to manage the 

business - or it may provide information to external stakeholders such as shareholders or government 

departments (such as taxation departments) who have a right to information about the business. In the former 

case, it is known as a management accounting system. In the latter case, it is a financial accounting system. The 

distinction between the two is by no means clear-cut, in that some accounting systems provide parts of both 

types of functionality and the information required for the two functions has a high degree of overlap. 

27 Users of financial accounting functionality include: 

♦ The corporate finance department 

♦ Senior management, when inputting the discretionary elements of the accounts (often through the finance 

department) 

♦ External auditors 

28 Users of management accounting functionality include: 

♦ Staff in business departments who input the information used by the system (where that information is not 

automatically generated) 

♦ Managers of 'vertical' slices of the business (such as all PO business with Camelot) 

♦ Managers of 'horizontal' slices of the business (such as a region or branch) 

+ External auditors 

29 Typically, the full scope of management accounts and financial accounts is within scope of an external audit, 

such as an annual audit of accounts_ Thus, auditors need to access both kinds of information. 

30 We understand that the financial accounting functionality for the Post Office was provided by SAP over most of 

the disputed period (from 2004 by POL FS, a SAP application, which in 2010 merged with SAP ADS to form 

POL SAP), whereas Horizon provided mainly management accounting functionality, as well as Point of Sale 

functions for the branches. This dual nature required close integration between Horizon and the SAP systems, 

so that pictures of financial reality given by the two systems were at all times mutually consistent. There is a 

large overlap between the information stored in the two systems, which will be described below. 

Appendix F Functionality of Computerised Accounting Systems 

31 The functionality of a computerised accounting system includes the following: 

♦ To securely store detailed information about all the assets and liabilities of the company, in a set of 

accounts, defined by account codes (in the company's chart of accounts) 

♦ To provide facilities for the input and checking of that information, either manually or from other 

computer systems 

♦ To ensure that the information is always self-consistent, according to the criteria of double entry 

bookkeeping 
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♦ To provide highly flexible output and reporting functionality, which includes: 

♦ Summations of items to verify the self-consistency of the data 

♦ The information required in the annual accounts of the business 

♦ Extracts of the information concerning all transactions made with some external business entity 

during a period (e.g. the information required to bill that entity, or to pay that entity) 

♦ Extracts of the information relating to all the activities of any internal sub-unit of the business during 

a period (e.g. a division, or an individual branch), typically used by line managers who have 

responsibility for some part of the business 

♦ Miscellaneous other slices of information, for diverse purposes (e.g. personnel management), typically 

used by staff managers who have responsibility for some aspect of the business. 

♦ Many kinds of 'drill-down' and aggregation to inspect individual items in the accounts, or small 

selected groups of items - for instance, to investigate anomalies 

32 Most other functionality consists of extra functions provided by particular accounting systems, rather than by 

accounting systems in general. 

33 From this, it is evident that the functions of an accounting system include the input, secure storage and output 

of many types of information, in large volumes (many transactions per day), with rather little computation. By 

far the most important type of computation that occurs in financial accounting is straightforward summation of 

numerical quantities such as money and stock, subject to the rules of double entry bookkeeping. For 

management accounting, some other kinds of computation are needed - for instance, for forecasting purposes; 

but they are usually not computationally demanding or complex. 

34 It would be difficult to exaggerate the diversity and flexibility of the reporting and drill-down functionality 

required of an accounting system. Any person in any management capacity in the business has, through their 

own particular role, a point of view and a focus of interest about the many transactions done by the business - 

and that person may require selected 'slices' of information from the accounting system, tailored and aggregated 

to the appropriate level for his or her interests. This makes for a substantial number of information slices that 

may be required from the system. Fortunately, modem computer technology has highly flexible and easily 

configurable ways of meeting these reporting requirements. 

Appendix G The Architecture of Accounting Systems - Relational Databases 

35 Although computerised accounting systems have been in widespread use since the 1960s, there was a major step 

change in their architecture in the 1980s, with the advent of relational databases such as Oracle. Hence, it is only 

necessary to describe the architecture of accounting systems which, like Horizon or SAP or almost every other 

accounting system now in use, are built on relational databases. 

36 The database of an accounting system is managed by a piece of system software called a Relational Database 

Management System (RDBMS, or DBMS). This is built and supported not by the accounting system developer, 
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but by a supplier of system software, such as Microsoft or Oracle. The accounting software makes calls to the 

RDBMS to store and retrieve the information. 

37 The technology of relational databases matured during the 1980s, and most RDBMS date from that era. They 

are now very mature, stable and feature-rich products. As they are the essential foundation of accounting 

systems, it is necessary to say a little here about how they work. 

38 The information stored in any computer system can be broadly divided into two types: structured information, 

and unstructured information. 

39 The commonest examples of unstructured information are free text, or pictures, or video clips - of which there 

are vast amounts in resources such as Facebook or YouTube. There maybe some structure which is discernible 

to a person in a passage of text or an image, but it is not the kind of obvious structure which can be used by a 

simple computer program. For a computer program to understand and use that kind of structure, it needs to be 

a very advanced computer program, using techniques of Artificial Intelligence (Al). This is well outside the 

scope of accounting systems, which use structured information. 

40 Two familiar examples of structured information are: 

+ A spreadsheet 

♦ A bank statement 

41 The structure of these is visible in the rows and columns. Each column of a spreadsheet contains only one type 

of information (such as a number, or a monetary amount, or a date, or a code). Each row of the spreadsheet 

contains a set of column values (in the 'cells' of the row), which are linked to one another as a single item. The 

different cells in one row contains different pieces of information about one item. 

42 Because of this easily discernible structure, simple computer programs (using no Al) can make use of the 

information - for instance, summing all the values in one column. 

43 While a relational database can sometimes be used to store unstructured information, the main use of a 

relational database is to securely store large volumes of structured information. The way it does so can be 

understood as having large numbers (tens or hundreds) of different spreadsheets (which are called tables) and 

which are linked to one another. Two different tables in a database are linked to one another (in a 'relation') 

when they both have one or more columns with the same meaning and share values in those columns. 

44 A typical relational database may have tens or hundreds of separate tables; each table may have tens or 

occasionally hundreds of columns; and a table can have any number of rows, up to millions if necessary. 

45 One relational database can act as a 'server' to one or more application programs, which are performing actions 

directly visible to their users. The application programs make calls (requests) to the relational database 

management system, which alters or retrieves the data to fulfil the requests. The core service provided by the 

relational database is to securely store and retrieve this information, for the application programs, or for others 

who retrieve information from the database more directly. Both the phrases 'securely store' and 'retrieve' have a 

lot packed into them. 
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46 The phrase 'securely store' implies several guarantees: that once an item of information has been stored in the 

database, it will not be lost or unintentionally changed; and that it is a part of a consistent collection of 

information, whose integrity will not be compromised in any way. 

47 The idea of integrity of information is central to relational databases. When the structure (tables and columns) 

of a relational database is first defined (in a relational schema) that schema defines various types of integrity 

constraint on the data, for instance that: 

♦ certain columns in tables are mandatory, and will always be given values 

♦ There can never be a record in some table (call it table A) unless there is a corresponding record in some 

other table B. For instance, there can never be a record of an invoice to a customer, unless a record exists 

for the same customer. The invoice table and the customer table both have a column 'customer id'; for 

every invoice record, there must be a customer record with the same customer id. 

48 The database management system guarantees that these integrity constraints will be true for all time. If any 

application tries to make a change to the database which would violate an integrity constraint, that change is 

rejected by the DBMS, and no change is made at all. One change to the database may involve changes to several 

tables at once, so that after all the changes are made, the integrity constraints are still true; but part way through 

the changes, the constraints are temporarily untrue. One such package of changes, involving changes to one or 

more tables, is called a database 'transaction'. The DBMS guarantees that: 

♦ After any completed transaction, the database will still obey all its integrity constraints. 

♦ After any completed transaction, the changes made to the database can never be lost - even in the event of 

hardware failures; there are robust ways to recover the information. 

♦ If a transaction would violate an integrity constraint, it is not allowed by the DBMS; no changes will be 

made to any table, so the database will still be in a consistent state, as if the change had never been 

requested. 

♦ When one application is making multiple changes to the database in a transaction, so that the database is 

temporarily in an inconsistent state (when some but not all of the changes have been made), those changes 

are never visible to other applications or users before they have all been completed. Other applications and 

users can only ever see a consistent state of the database (either before all the changes, or after all changes), 

in which all the integrity constraints are true. 

49 This set of guarantees, given by the DBMS, is called 'transactional integrity'. It has been built into the fabric of 

all relational databases and has been relied upon by thousands of applications which use relational databases, 

since the 1980s. Builders of applications can have a very high degree of confidence that their DBMS will 

maintain transactional integrity. Builders of accounting systems have relied on that guarantee. 

50 Selective retrieval and reporting of records is a fundamental capability of all relational databases. All relational 

databases support the language SQL (Structured Query Language), which can be used from within application 

programs to retrieve typically small numbers of records from a few linked tables, filtering the records based on 
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the data values in their columns. SQL is a powerful language, enabling an application to pick out from a large 

database just the few records it is concerned with at any time. The DBMS supports these operations very 

efficiently, using fast indexed searches rather than brute force inspection of all the records in a table. 

51 SQL can be used directly by end users, without the use of any application program, to selectively retrieve and 

display records. However, it is more common for the users to use a general report writing tool, which not only 

retrieves the required records, but formats the information in easy-to-read reports - with appropriate column 

headers, formatting of fields, grouping of records, computations of sums of groups of records, and so on. 

Nearly all the reports needed from an accounting system are created using these report writing products, which 

can be rapidly configured to produce any new kind of report, either one-off or regularly as required. 

52 All these capabilities of a relational database have been present in relational database products such as Oracle 

since the 1980s and have been tested by possibly millions of different applications which use those capabilities 

and rely on them. So, when we are discussing the issue of bugs in an application such as Horizon, the possibility 

that these bugs arise from bugs in the underlying DBMS - particularly when it is the world market leader Oracle - 

is extremely remote, and we shall ignore it. 

Appendix H How Accounting Systems Use Relational Databases 

53 Comparing the core functionality of an accounting system - which is to store and retrieve accounting data - with 

the functionality of relational databases - which is to securely store and retrieve any kind of structured data - 

there is a large overlap between them. For many of its required functions, an accounting application program 

uses the underlying features of the relational database. 

54 Therefore, essentially all contemporary accounting systems are built using a relational database, whose database 

schema has been designed to hold accounting data; and an accounting application program which makes updates 

to the database, subject to the rules of double entry accounting; and a set of reporting and retrieval functions 

which are built using the reporting and retrieval functions of the RDBMS. 

55 Accounting systems use their underlying database to store information redundantly, so that the effects of each 

accounting transaction are typically stored in several different forms, in different tables of the database. For 

instance: 

♦ There is usually some kind of message log, which stores each transaction in its 'incoming form. 

♦ The accounting information derived from each transaction is stored in both a General Ledger - which holds 

summary information about all transactions - and several more specific ledgers, which typically hold 

information at a more detailed level. 

♦ Information is stored in other tables for audit purposes. 

56 Given these redundant forms of storing the same information, it is possible to make many checks of the mutual 

consistency of the different forms. These checks are discussed in the next section. 

57 Accounting systems are used by many different types of organisation, which need to track and organise their 

business in specific ways. To track money and resources in the way best suited to manage its business, each 
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organisation typically has its own chart of accounts, defining a set of account codes, under which all its 

transactions are accounted for Each organisation has its own set of rules for allocating income and outgoings to 

particular account codes. 

58 If the accounting application software was written in a way that depended directly on the chart of accounts, then 

each company would need different accounting software. This would be very uneconomical (in writing and 

testing all that software), and it is not done that way. The chart of accounts is not 'hard coded' into the 

application software. The software is written to work with any valid chart of accounts; and the chart of accounts 

itself is treated as data, stored in the database. In this way, changes in the chart of accounts (which occur from 

time to time) do not require changes in the accounting software. 

59 This is one example of data-driven software - in which any requirement which might change frequently is 

encoded as data, rather than software code. The code is written and tested to work with all allowed values of the 

data, to meet a wide range of requirements by changing the data rather than the code. The modern practice of 

software engineering is to use data-driven software as far as possible. This is not always as far as one might like; 

some differences between companies and their requirements arc best expressed as differences in code, rather 

than data. 

60 Building an accounting application 'on top of a relational database is one example of a layered software 

architecture. Most accounting systems, including Horizon, have a layered architecture. At a minimum, three 

layers are usually found: 

♦ A user interface laver, responsible for presenting information to users, and accepting their inputs 

♦ A business logic layer, responsible for carrying out business processes, and supporting users in doing so 

♦ A data laver, responsible for storing and retrieving data. 

61 Most software architectures are more complex than this, with more layers, or with layers within layers. The 

practice of object-oriented software development, which is now almost universally used for building software 

applications, encourages the use of many layers_ 

62 In a pure accounting system, the role of the business logic layer is comparatively simple - in that it does not 

involve long or complex sequences of business operations. Complex business processes are either manual or are 

done by other applications. When updating the accounts, the main role of the accounting business logic layer is 

to accept business transactions, ensuring that they obey the laws of double entry accounting, as reflected in the 

chart of accounts for the business. Every incoming business transaction is classified as one of several allowed 

types of transaction. According to the type of transaction, the items within the transaction are mapped onto 

account codes in the chart of accounts, in a way conformant with the laws of double entry bookkeeping and are 

passed to the data layer for storage - usually for redundant storage, including for instance audit information. 

63 Similarly, for the retrieval and use of the accounting information, the role of the accounting business logic layer 

is in principle simple, compared to some other applications. Much of the business logic consists of selecting and 

arranging information that is useful to users such as line managers or the finance department. This is typically 
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done using data-driven report writing software, rather than bespoke application code. The other role of the 

business logic laver is to carry out many kinds of check, both internal and external, on the accounting data. 

These checks include the trial balances of double entry bookkeeping. 

64 The user interface layer of an accounting system includes the many reports it can produce, and typically includes 

a modcrn Graphical Uscr Intcrfacc (GUI) uscd for a wide range of purposcs. In the case of Horizon, the user 

interface also includes a Point of Sale interface, for use in Post Office branches. This interface is best thought of 

as part of the Horizon Point of Sale application, rather than the Horizon accounting application. 

Appendix I Checks Built into Accounting Systems 

65 Computerised accounting systems are perhaps the most widely used type of computer application in business 

and are also the most widely relied upon. It is therefore an essential requirement that they should build in 

sufficient checks on their working to justify this reliance. The following sub-sections illustrate these checks. 

Appendix J The Double Entry Check, and Other Accounting Equations 

66 We first illustrate, in a simplified example, the basic check built into all double entry bookkeeping systems. 

Suppose the chart of accounts of a company includes, amongst others, two ledgers - a cash ledger, listing various 

holdings of cash held by the company, and an accounts receivable ledger, listing amounts of money owed to the 

company by its customers. 

67 An initial snapshot of these two ledgers is shown in the table below: 

cash accounts receivable sum 
30 100 
50 20 
10 15 

30 

sum 90 165 255 

Table B.7 .1— Double entry example 

68 In practice, each of these ledgers would hold more information. For instance, the accounts receivable ledger 

would list the identity of the customer who owed each sum of money, the date on which it was due, and so on. 

They would also typically have many more entries. These details have been left out for simplicity. Each ledger is 

just a list of items, with no necessary link between the two columns. The fact that some `cash' item appears in 

the same row of the table as some `accounts receivable' item is just an artefact of this simple table and has no 

significance. The sums at the bottom, as can be verified, are simple arithmetic sums of the columns. 

69 Now suppose that the customer who owes £20 pays off £11 of his debt. These £11 are added to the holding of 

cash which was previously £10, giving £21; and, at the same time, they are subtracted from that customer's 

outstanding debt of £20, leaving £9. This leaves the ledgers in the state: 
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cash accounts receivable sum 
30 100 
50 9 
21 15 

30 

sum 101 154 255 

Table B.7 .2 - Double entry example 

70 Therefore, the sum of each ledger column is altered - but the sum of the two sums (L255) is not altered. This is 

because £11 has been added to it, and at the same time £11 has been taken away. 

71 The constancy of the sum £255 is the fundamental check of double entry bookkeeping. It can be made at any 

time, in a trial balance. 

72 The double entry check is just one of many accounting equations, in which two separately derived sums must be 

exactly equal at any time - and therefore the changes to those sums in any time period must also balance. The 

check is only a check because the data are stored redundantly - with at least two accounting entries for each 

business transaction. It would be possible not to store the data redundantly, but to calculate each of the 

matching figures from non-redundant data, in a way that would guarantee their equality. However, that would be 

single entry accounting, and is no longer done. 

73 Similarly, for many other accounting equations, where two figures should always be equal, it would be possible 

to store the data without redundancy and to compute the figures in a way that was guaranteed to match. That 

would not be a check on the data. In practice, however, accounting systems store data with a high degree of 

redundancy so that the checks are meaningful and will detect an error in any one of the redundant data items. 

74 This redundant data storage increases the number of independent data items which would need to be altered in a 

coordinated manner - for instance, by a bug in the software, or by fraudulent activity - to make some change 

which was not detected by the arithmetic checks. 

Appendix K Checks on Data Entry, Including Double Entry Checks 

75 We note various aspects of how double entry bookkeeping is implemented in a computerised accounting system, 

and the checks that are built in: 

♦ In practice, a company's chart of accounts will contain many different account codes (such as for the two 

ledgers above), and the company will have rules for how each type of business transaction is to be allocated 

across different account codes. These rules will all respect the rules of double entry accounting, in that each 

business transaction of any kind must be 'zero sum' in its net effect on all accounts (as seen in the general 

ledger, when it is balanced). 

♦ In the example above, the item in 'accounts receivable' which changed from L20 to £9 does not have a 

single date, because it is composed of at least two separate events (the incurring of the debt and paying off 
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a part of it). There is usually some more detailed ledger in which every item is dated, and there is a separate 

consistency check between the more detailed ledger and the accounts receivable ledger shown here. 

♦ If a discrepancy in the trial balance were to arise, it would be possible to drill down to the most detailed 

ledgers of time-stamped items to find out exactly when and how it arose. However, other checks in the 

software make it extremely unlikely to have arisen. 

♦ In a layered software architecture, with a business logic layer and a data layer, there would be double entry 

bookkeeping checks in both layers. In the business layer, every business transaction could only be packaged 

up into a set of related postings to accounts (in Horizon's case, a basket) which had zero net effect on all 

accounts. In the data layer, the software directly above the RDBMS would only accept packages of updates 

with zero sum and would reject any other package. This practice is known as 'defensive programming' - 

where the different parts of the software architecture are each built defensively, to protect themselves 

against possible errors in other parts. 

♦ In this respect, the periodic trial balance of the general ledger is the third line of defence against accounting 

errors. 

♦ Once a package of updates has been passed to the RDBMS, it may involve several different updates to 

different ledgers, whose net effect does not alter the balance, but which do alter the balance temporarily 

when only some of the updates have been done. The transactional integrity of the database guarantees that 

either all the updates will succeed (so that all of them are securely stored, with no net effect on the balance); 

or none of the updates will succeed, again with no net effect on the balance. In the latter case, the user will 

be warned of the failure, and may need to redo some work. 

♦ The database also guarantees that while a sequence of updates is being done for one of its client 

applications (e.g. for one branch) - so that the database is temporarily an unbalanced state - that unbalanced 

state is not visible to any other client application. At any time, all client applications can see only a 

consistent, balanced state of the database. 

♦ Once accepted, any update to the accounts is guaranteed to be secure and recoverable against nearly all 

possible hardware errors - certainly it is guaranteed against any single point of failure. 

76 The net effect of these measures is a powerful form of error repellency, in the following sense: each business 

transaction is split into several different postings to the accounts, which obey the double entry zero-sum 

constraint. This package of updates is created in the business logic layer, is checked to be zero sum in that layer 

and is delivered to the data layer - where it is checked again. Then the different updates in that business 

transaction are 'scattered' by the DBMS to many different parts of the accounts - to different tables and rows in 

the database - and are redundantly copied to other parts of the database. From that point onward, any software 

error, which could lead to an erroneous computation from any one of those elements, is most unlikely to lead 

also to a compensating error in the other elements, in other parts of the database. This would be like lightning 

striking twice, in two precisely coordinated ways -which is vanishingly unlikely. Therefore, any such software 
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error will lead to an error in the trial balance - and it will probably do so frequently. Such an error is very easy to 

detect. 

77 An error in the trial balance is the most serious kind of error in an accounting system. Any such bug should be 

found and fixed in testing, or at least very early in the service life of the software. So, it could not persist over a 

long service life. 

Appendix L Checks in Retrieval and Reporting 

78 The trial balance is by no means the only check which applies to an accounting system. The many forms of 

redundancy built into an accounting database (for instance, between detail accounts and summary accounts, 

which must tell the same story) all lead to consistency checks - which can be made either automatically in the 

software, or manually by users, by comparing numbers in different reports from the system. These are all checks 

in the self-consistency of the data, and many kinds of software bug would lead rapidly to violations of these 

checks - so the bugs would be quickly detectable and would need to be fixed immediately. 

79 The reporting tools used with accounting systems have powerful facilities to 'slice and dice' the data - to produce 

many different selective subsets of the data, which are vital daily information for many managers. The managers 

closely inspect these reports, and then 'drill down' and cross-check to find the origin of interesting or suspicious 

figures. These cross-checks are a part of regular management activity and include both internal and external 

audit. This constant inspection by many pairs of eyes will soon reveal any software bug which systematically 

distorts the figures. The accounts matter too much, and matter to too many people, for them to be allowed to be 

systematically wrong. 

80 Some important examples of the cross checks include: 

♦ Hierarchical comparisons: Many large organisations have a hierarchical structure of business units and 

sub-units (such as divisions, regions, and groups) with managers at each level. Data from the accounting 

system is a vital tool for the management of this structure, in dialogues between line managers and their 

supervising managers. This requires hierarchical breakdowns of the figures by business unit, with the 

figures for each unit being the sum of figures for its constituent units. These figures are the subject of 

intensive discussions between line managers, and they are often linked to personal remuneration, as 

incentives. Any inaccuracies in the figures arising from software bugs would be rapidly detected and loudly 

complained about. 

♦ Time-slice comparisons: At any level in the line management hierarchy, managers are expected to 

understand the time dependency of their financial results - how the full year figures break down into 

monthly figures, and so on. They rely on various accounting systems to provide all this data and scrutinise 

their outputs carefully. As a simple example, weekly time-slices of figures may be compared against 

monthly time slices of the same figures, taken from the same database or from a different database. If the 

sums do not add up (if a monthly sum does not match the sum of its weekly sums, including part-weeks) 

questions will be asked. Any underlying software error would be rapidly exposed. 
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♦ Functional slices of the business: Overlaid on the hierarchy of business units and sub-units may be 

another functional structure of specialist skills or cost centres such as human resources, marketing, 

distribution, manufacturing or R&D. This structure has its own management with financial targets and 

responsibilities. All those 'staff managers need reports from the accounting system showing the financial 

performance of their cost centres, over time and in other dimensions. The managers regard controlling 

these figures as the essence of their jobs, and the figures may be linked to their remuneration, so the figures 

are all closely watched. 

♦ Forecast versus actual comparisons: Any business is required to look ahead rather than backwards, and 

managers are required to produce plans and forecasts for the business units under their control. All these 

plans and forecasts are stored in the management accounting system, and their comparison against actual 

performance is a subject of keen management interest. These comparisons occur through a wide range of 

reports from the accounting system. 

♦ Audit checks: Audits may be carried out for a variety of purposes - external audit for shareholder, 

regulatory or taxation purposes; internal audits of performance, or audits to detect fraud. For all these 

purposes, the accounting systems are required to hold extra (redundant) copies of financial information, 

and comparisons with the extra information are a central part of the audit process. Financial fraud may 

involve skimming off money in tiny amounts, so these audits must involve very precise comparisons. 

81 In summary, diverse types and summations of figures from an accounting system are carefully scrutinised by 

many people on every working day of the year. If there were systematic errors in the figures from software bugs, 

these errors would be rapidly noticed, and the bugs would need to be corrected. That is one reason why 

accounting systems are highly reliable. 

Appendix M External Checks with Other Organisations 

82 So far, we have addressed mainly internal checks, within the organisation, of the consistency and accuracy of its 

own accounts. There is another important class of checks, which are made between organisations - and are just 

as unforgiving of any software bugs which would distort the financial picture. 

83 Whenever two companies do business together, they need to agree what has been transacted between them - for 

instance, what goods have been supplied, and what money has been paid. A failure to agree these facts is a 

serious breakdown of a business relationship, and potentially a breakdown of trust. So, it is important to avoid it 

whenever possible. 

84 In order to know the facts of what has occurred between two businesses, each business relies on its own 

accounting systems. It does not necessarily trust the other business's accounting systems. For instance, to issue 

an invoice, company A looks at its own accounting system. To know if an invoice has been paid, company B 

looks at its own accounting system. A can continue to do business with B only if these two versions of the facts 

are in agreement. Therefore, the managers involved, in both businesses have a keen interest in knowing that they 

agree, and in avoiding unnecessary misunderstandings - which would consume management time and reduce 
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trust. The processes for comparing these two versions of the truth, and detecting possible discrepancies, are in 

all but the simplest cases automated using the accounting systems or data extracted from them. 

85 Therefore, for most large businesses, their accounting systems are required to make selective retrievals of the 

accounts- extracting all the data about their business transactions with some other business - and to compare 

that data with a corresponding set of data from the other business. Possibly the comparison is made by other 

applications, using data extracted from the accounting systems. This process of reconciliation, between the 

versions of truth held by two independent accounting systems, is a powerful check on the accuracy of both 

versions. Any discrepancy must arise through an error by one or the other party, and it is in both of their 

interests to find out where the discrepancy arises and correct it as soon as possible. 

86 This places an extra premium on accuracy and lack of bugs in both accounting systems. Any bug in either 

system, which distorted the financial picture of what had occurred between them, would typically lead to 

repeated discrepancies which, in the absence of any other account for them, would need to be diagnosed and the 

bug rapidly fixed. 

87 This consideration extends a point which we have made previously - that the purpose of an accounting system is 

to track external reality as accurately as possible, rather than to change it. The true health of the business 

depends on external reality, outside its accounting system - such as cash, obligations and physical stock - rather 

than on the contents of its accounting system. Now, however, we must extend the idea of external reality, to 

include the accounting systems of other businesses that it trades with. In modern financial networks, financial 

reality is defined by a network of computer applications, and a network of trust which they embody. 

Appendix N Traceability 

88 One of the purposes of an accounting system is to detect financial anomalies; and they have a variety of means, 

including very flexible reporting and cross-checking. for doing so. 

89 As soon as any anomaly is detected - which can be as simple as a figure in some report that a manager does not 

understand, because it looks too high or too low - it is important to be able to understand the origin of the 

anomaly. So accounting systems have powerful facilities to drill down, decomposing any figure down to its 

constituent parts, if necessary, down to individual business transactions. 

90 Having drilled down to an individual transaction, which may have caused an anomaly in whole or in part, it may 

be important to answer the question: who or what was responsible for that transaction? This might he a person 

within the organisation, or an IT system within the organisation, or even some data from a partner organisation. 

In all these cases, it is essential to be able to trace every business transaction to its originator. 

91 Therefore, accounting systems need the means to identify and authenticate every user, and to record the user 

who initiated each transaction. This usually leads to more redundant copies of data, and more possible cross-

checks between them. The need to identify and authenticate users is a necessary protection against fraud. 

Appendix 0 Errors Impacting Financial Performance 

92 We have so far discussed the general potential for errors in financial data, including errors arising from software 

bugs. A conclusion of this discussion has been that many classes of software bug would lead to widespread 
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discrepancies in comparisons and in tests with known results, such as the trial balance of double entry 

bookkeeping. The consequences of these software bugs would be very obvious and intolerable, so they could 

not last long in the service life of any accounting system. 

93 We next discuss errors which are subtler in effect, and do not trigger a rapid alarm such as a failure to balance 

the accounts. Arc there some of these errors which can alter the apparent financial performance of the 

organisation or parts of it? 

94 We say the 'apparent' financial performance, because the actual performance of a business is not defined by 

numbers in its accounting system - but is defined by external reality such as physical cash and stock, and bank 

accounts. The purpose of an accounting system is to track that external reality as accurately as possible, using 

periodic checks (reconciliation) against all types of external reality, to ensure that the tracking remains as close as 

possible - and does not drift away from reality through a series of errors. 

95 If some input error introduces an inaccuracy in the accounting system, that is usually only a temporary 

inaccuracy. Some later checking process will discover the inaccuracy, and it will need to be corrected. 

96 So, for instance, there are many types of erroneous input to an accounting system which can lead to a transient 

over-statement of profit. When the error is discovered and corrected, there will be a related transient depression 

of profit, leading to an accurate cumulative profit after the correction. 

97 Similar transient effects can apply to any item of the accounts, such as a cash holding. If some collection of cash 

is mis-counted in one month; this will lead to an inflated estimate of the cash in hand; but an accurate count in 

the next month will correct the error, with zero long-term effect. 

98 These are errors arising from erroneous input to the system, which naturally obey the principle 'garbage in, 

garbage out'. It is important to note that although the input is erroneous, it still obeys the principles of double 

entry accounting, because the accounting software forces it to do so. A balancing double entry is made, but it is 

an incorrect balancing entry. So, it does not trigger a failure to balance, or any such major alarm. 

99 What, then, is the potential for software errors (bugs) which distort the financial performance (even in a 

transient manner), but do not trigger major alarms such as a failure to balance? 

100 In a layered software architecture, there is potential for this kind of bug in the user interface layer. If the user 

interface displays a cash amount of £3000, while erroneously storing internally a cash amount of £300, and 

passing £300 to the business logic layer, then: 

101 The user will think the transaction involves an amount of £3000 (whether that amount is a consequence of his 

typing it in, or of some automated data capture), and will approve the transaction on that basis. 

102 The effect on the business logic layer would be exactly as if as if the user had made a mistake, entering £300 

rather than £3000. 

103 This error will get passed on, in double entry, to the data layer and to further retrieval and reporting software. 

104 After this error occurs, it could only be corrected by some later checking process - which will inevitably be done. 

For instance, if the £300 represented a cash amount, later counting of the cash would reveal a discrepancy of 
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£2700. Or if the £300 was a cheque, clearing of the cheque by the bank would reveal the same discrepancy. 

Whatever the checking process, the net effect would be a temporary upward bump in assets recorded in the 

accounting system, followed by a later correction to the accurate figure. Because of the checking, the effects of 

the software error would be transient. 

105 Software bugs in the user interface layer have an effect very similar to a user error - causing a transient 

inaccuracy in the apparent financial performance, which is later corrected. 

106 Similarly, there is the potential for software errors in the business logic layer - but mainly only up to the point 

where the business transaction is split into a set of double entry accounting postings, with zero sum. 

107 Up to that point, there is potential for a bug in the business logic laver which converts 0300 into £3000. But as 

soon as the transaction is split into two or more pieces - with £300 going to one account code, and -£300 going 

to another account code, then it becomes very unlikely for there to be a software bug which converts the x;300 

to £3000 and makes the same change of -£300 to -£30002. Nearly all software bugs after the splitting into a 

double entry set of postings would destroy the zero sum, and so the transaction would be immediately rejected - 

leading to a rapid investigation of the cause of the bug. 

108 There is also a further check in the business logic layer. The business logic layer 'dismantles' each business 

transaction into a set of double entry postings to different accounts. The ways in which it can do so are 

constrained by the chart of accounts. This chart is defined in data - not in code - so the splitting of the business 

transaction is almost always defined in data, which drives generic code for all business transactions. The chances 

of bugs in the generic business logic code are quite remote, since it is exercised and tested by all business 

transactions. Similarly, the chances of errors in the data defining how each type of transaction is split are remote - 

because that data is compact and is subject to simple static checking that it obeys the zero-sum accounting 

constraints; and any other error in the data would lead to robust and reproducible errors for that type of 

transaction, which would soon be detected in testing. 

109 Again, however, even a bug in the business logic layer could only lead to a transient error in the recording of 

financial performance. Just as for a bug in the user interface layer, some later checking would inevitably take 

place, leading to a correction. 

110 The chances of an error in the data layer which distorted financial performance, and was not rapidly detected, 

are even more remote. 

111 First, the data layer defensively checks any package of postings to accounts, to test if it obeys the zero-sum 

constraint - and rejects it if it does not. 

112 Then, it scatters the different postings to separate parts of the database, with almost nothing to link those 

postings to one another except their timestamp. The chances of any software error which systematically distorted 

all these figures, in such a way as not to destroy the trial balance and trigger several other alarms, are very 

remote. This is not least because the DBMS software has been continually tested by many thousands of 

applications which rely on it. 

2 This kind of bug is very unlikely, but not impossible. 
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113 Next, DBMS software has matured to the point that it offers strong guarantees - for instance, that once a 

transaction is committed, no data in it will ever be lost. 

114 Finally, the data layer makes redundant copies of the data in many different formats - for instance, in a message 

log of each transaction, and in special forms for audit, and for recovery from hardware failures. There are 

subsequent tests of the consistency between these forms. 

115 Therefore, the chances of bugs in the data layer introducing even transient distortions of financial performance 

are very small. 

116 Finally, we consider the output parts of the accounting system, on the 'other side' of the data layer. Much of this 

part consists of generic, data-driven reporting tools, which, like the DBMS itself, are relied upon and tested daily 

by a vast range of organisations, and so are unlikely to have any serious bugs. Configuring these tools is 

straightforward - much simpler than coding - and any faulty setting up of the tools will soon be detected by 

users. The rest of the accounting software on the output side, the part which does need to be coded - is 

specifically designed for automated checking of consistency. This software could in principle have two kinds of 

bug: 

117 bugs which find a discrepancy where there is none (false positives) 

118 bugs which fail to find an actual discrepancy (false negatives) 

119 Bugs of the first kind are very easy to find and correct; they will'leap out of the page'. Even modest amounts of 

well-designed testing will find the second kind of bug, by 'planting' discrepancies which the software should 

find. In conclusion, software for checking is easy to test, and after testing, is unlikely to have serious bugs. If it 

did, its users would soon detect them. 
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Appendix P HARDWARE AND SOFTWARE RESILIENCE 

120 This appendix provides additional information to supplement section 6.5 of the report. 

Appendix Q Branch Hardware 
121 Each branch uses a standard PC at each counter. These PCs run the software that provides Horizon 

functionality to the SPMR and their staff. 

122 Many branches have more than one counter and the failure of one (for example through equipment malfunction 

or loss of power) does not prevent the use of other counter systems. 

123 In the original Horizon system, PCs installed in branches with just one counter were fitted with exchangeable 

hard disk units, as well as fixed disks. If the PC failed, the information held on the external storage could be 

moved to a replacement PC. 

124 These arc examples of reliable and redundant hardware (RH\V). 

125 Each PC is equipped with peripherals such as a touch screen, a customised keyboard, bar code reader and 

printer. Peripherals can be replaced more easily than the PC itself. Workarounds are also available for many of 

the devices: 

♦ Keyboard - many transactions are driven entirely from the touch screen or other peripherals and require no 

use of the keyboard. The software can display a simplified `soft' keyboard. The clerk can touch the relevant 

area on the screen to simulate pressing the associated key. 

♦ Bar code reader - all transactions that use data from the reader also allow it to be manually entered by the 

clerk. 

♦ Printer — the PC software includes a `print preview' facility for all reports including receipts. The clerk can 

use this and then copy the screen contents manually onto paper. This is a slow process, but it does provide 

fallback if necessary. 

126 The hardware failure most likely to have an impact on branch accounts is the loss of a PC. This loss may be 

temporary, in which case the PC is simply restarted. All the data that had been secured prior to the failure 

remains available for use. 

127 In the original Horizon system, important data was stored locally on each counter's PC. Using the Riposte 

software (described above), this data was replicated across counters - to the exchangeable disk in a single 

counter's PC - and to the Correspondence Servers in the Horizon data centre. 

128 If a PC could not be restarted and was replaced, the data needed to continue trading was retrieved from one of 

the replicated copies. In this way, the new PC could continue where the old one left off. 

129 On HNG, all the important data for each counter is secured centrally. Therefore, a replacement PC simply 

connects to the data centre and continues as if the previous PC had been restarted (e.g. establishing the working 

data storage needed to service customer transactions and support the rest of the branch's business operations). 
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130 The procedures for recovery from PC failures depend on the user. If they are in any doubt as to whether a 

transaction has been completed to the failure, they can use the transaction logs to confirm the position before 

taking any further actions. If any transactions are lost, the user should re-enter them. 

131 In exceptional circumstances, there is the possibility of a transient impact on branch accounts. For instance, in 

the original Horizon, if there was a network failure followed by a PC failure, there was a slight risk that 

transactions in the intervening period could have been lost. Similarly, there were issues in single counter 

branches if the PC failed and was replaced before it had replicated to the Correspondence Server. 

132 The impact of such cases should only have been temporary because the principles of double entry accounting, 

transactional integrity and accounting checks built into the system (and described above) would have detected 

and thereby prevented any long-term discrepancies. 

Appendix R Data Centre Hardware 

133 The counter systems used in branches are supported by data centres known as campuses. Each campus contains 

many substantial hardware platforms. In the interests of simplicity, these use the minimum number of different 

equipment and operating system types. 

134 In Horizon, the platforms supported servers and gateways, PO corporate systems, and management and help 

desk systems. HNG upgraded the servers and storage devices, introducing newer technologies. 

135 For resilience, both generations of Horizon have relied upon two physically secure campuses (the robustness 

measure RHW). Originally these were located at Wigan and Bootle, with each providing fallback for the other. 

The campuses had a similar network configuration and servers. Each, and all the equipment in it, was sized to 

be capable of running the entire workload. The simplified diagram below illustrates the replication and 

redundancy of major components that help to avoid SPOFs: 

Figure 8.1— Redundancy of major Horizon system components across campuses 

136 Disk mirroring is a technique used to protect a computer system from loss of data due to disk failures. It is a 

form of backup in which anything that is written to a disk array (on a single site) is simultaneously written to a 

3 Description based on littps://uww.techopcdia.com/defnution/25959/disk-mirroring 
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second disk. If one hard drive fails, the data can be retrieved from the other mirrored hard drives.3 This is 

another example of RHW robustness. 

137 

138 The resilience strategy for the Host Central Servers (shown in Figure 8.) involves replicating data between the 

two sites. Thus, following a site failure, the servers at the other site can quickly take over the entire workload. A 

single disk array is used in each campus. Each array supports internal disk mirroring, with automated recovery 

from the mirror in the event of a single disk failure. 

139 In HNG, both data centres have been relocated to Belfast. One campus supports the live operation while the 

other provides disaster recovery (DR). Under usual operation, the DR Data Centre is used for testing. Some 

`Live' elements of the solution are operational at the DR Data Centre where this is required to support DR. 

140 Each data centre can support the entire branch business and is configured so that no single failure leads to loss 

of service. Data is replicated from the Live Data Centre to the DR Data Centre to ensure that, in the event of 

disaster, there is: 

♦ No loss of transactions received from the Branch estate where those transactions have been committed to 

the Branch database. 

♦ No loss of the audit trail 

141 Switchover from the Live Data Centre to the DR Data Centre is manually initiated. 

Appendix S Branch Software 

142 Fujitsu has selected mainstream infrastructure products such as Windows, Unix and Oracle4. These products 

lead the market, because they have proven to be robust and reliable. As far as practicable they tolerate faults, 

thereby providing a degree of resilience to the solution. 

143 The software running within each branch is now quite different to what was included in the first Horizon system 

prior to the year 2010. 

144 In original Horizon, the key software was Riposte. This provided the user interface and messaging 

infrastructure. 

145 Counter clerks rely mainly on EPOSS, which allows them to record that some goods have been provided to a 

customer, calculate prices and accept payments. 

146 As explained more fully in section C.1 , resilience of the branch PC is supported via replication (and automatic 

recovery) of transaction data across nodes in the network. 

147 One of the Horizon architecture documents includes the following principle: `Applications should be designed 

and built defensively, so that they can handle any type of unexpected conditions in a controlled manner' 5. In 

other words, Horizon software has been built to detect errors and respond appropriately — rather than fail. This 

is defensive programming (DEP). Any exceptions in lower level components are trapped and handled within the 

4 Unix and Oracle are used on servers at the data centres, rather than in branches. 

5 Technical Environment Description for the original Horizon system (TD/ARC/001), section 11.6.3.3 
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calling software. Errors are logged, with event notifications directed to support staff so that they can analyse the 

problems encountered. This is resilience through redundant storage of data (RDS). In our experience, there is a 

limit to the application of this worthy principle. As error handling is an overhead that can adversely affect 

performance as well as development costs, it should be included in software judiciously. 

Appendix T Data Centre Software 

148 As we have explained earlier in this report, Oracle databases and the associated tools have been widely used 

across Horizon. They provide a resilient platform for the most important applications. Riposte components 

ruining on servers also formed part of the picture for tolerating and recovering from failures. 

149 In 2001, Oracle introduced Real Application Cluster (RAC). A cluster is a set of connected nodes (computers 

used as servers) that work together so closely together that they can be viewed as a single system. RAC allows 

cluster of computers to run the DBMS software simultaneously while accessing a single database. By 2006, in 

the original Horizon system, RAC had been used to provide resilience in the Network Banking Service but the 

software is more central to HNG. 

150 The most crucial component of HNG is the Branch Database (BRDB). Without it, branches cannot trade. 

Therefore, its design must support non-stop trading during core hours. 

151 BRDB is built on RAC with a four-node cluster, which provides high availability. Each node has four 

processors, which also provides high performance. The database has no single point of failure. Multiple nodes 

also reduce the probability that a set of simultaneous failures can cause a complete loss of service. If one node 

fails, the remaining ones carry on running and the database remains available for use. A standby database is 

maintained automatically; this allows very fast recovery if a fault takes the live database offline. A disaster 

recovery site remotely mirrors the data. The mirroring of data is synchronous. This guarantees that no data is 

lost if there is a catastrophic site failure. All these are examples of the robustness measure RI-LW. 

152 The connection from the counters to the Branch Database is through the Branch Access Layer (BAL) as shown 

in the diagram below: 
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Figure 8.2 - Oracle RAC in the tiered architecture 

153 The resilience of application software is underpinned by isolating components across the tiered architecture (as 

described in section I?z -.mi; R ), by the resilience of the platforms supporting them 

and by the discipline of defensive programming. These are all aspects of the robustness measures RHW, ARC, 

and DEP. 

Appendix U Networks 

154 

155 Computer networks are built using a combination of hardware and software elements. Examples include 

gateways, routers, firewalls and virtual private networks (VPNs). 

156 The following diagram provides an overall view of the Horizon networks: 
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Figure 8.3 - Horizon network overview 

157 In the original Horizon, the WAN was built on ISDN6 connections, although a VPN service was also used 

between the branches and campuses. Branches could continue to trade with no WAN partly because the 

connections at that time were less reliable. This feature of the architecture reduced the need for resilience across 

the Horizon system. 

158 By 2006 many of the ISDN connections had been upgraded to ADSL7. Branches located too far from an 

exchange use VSAT8 satellite technology and mobile branches used EDGE9, GPRSio or 3Gi1. 

EDGE/GPRS/3G is also used as a backup for ADSL. 

159 The communications infrastructure carries networking services over several types of connection with different 

bandwidth, depending on the needs of the services using that link. Resilience is improved by replication of most 

networking components with alternative routes being provided, where appropriate, in case a primary route fails. 

These are the robustness measures RHW and ROC. The branches have network connections that can use either 

6 The standards for Integrated Services Digital Networks were first defined in 1988. 

7 Asymmetric Digital Subscriber Line 

8 Vern Small Aperture Terminal 

9 Enhanced Data rates for GSM Evolution: GSM stands for Global System for Mobile telecomtunications 

10 General Packet Radio Service 

11 Third generation of wireless mobile telecommunications technology 
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data centre. Either both data centres are connected (using more sophisticated connections) or one data centre is 

connected normally with the branch able to use the other data centre if there is a problem_ The VPN software in 

the counter connects to multiple VPN servers at both sites to provide resilient encrypted tunnels. 

160 The PCs in each branch are connected with each other and to peripherals using a Local Area Network (LAN). 

One of the local PCs is designated as the gateway through which the branch systems communicate with the rest 

of Horizon. 

161 A Wide Area Network (WAN) connects branches with the two campuses and the Horizon data centres with 

PO's clients. 

162 The key services that must be supported by these networks include the following: 

♦ Transfer of files to and from remote systems; and 

+ Access to business applications and information running on remote servers. 

163 Messages from branches are transmitted to both campuses and their Correspondence Servers. Messages from 

Correspondence Servers to branches are directed to the IP address of the Gateway PC in the branch, which is 

known to each Correspondence Server. 

164 The ISDN card in the Gateway PC enables it to behave as a normal LAN connection. ISDN call set-up is done 

automatically when the Gateway PC sends a message over the link. Similarly, a call is set up (if none exists) 

when a Correspondence Server sends a message to a branch. To avoid too frequent calls, Riposte only sets up a 

call when an urgent message must be passed in either direction, or when a normal message has to he passed and 

a "handshake" timer expires. The timer starts at the completion of the transfer of the previous set of messages. 

If there are no messages to pass, no call is made, so a small branch may not catch up until the end of day. Once 

a call has been established then all waiting messages are transferred in both directions. The call is cleared down 

on expiry of an idle timer with a default setting of twenty seconds. An implication of this process is that all 

communications traffic between the branches and the campus must go via Riposte. There is thus usually some 

delay between a message being created at a counter position and that message reaching the campus. 

165 With HNG, network connections are more reliable. Nevertheless, network resilience remains vital to system 

availability. 

166 A LAN subnet is used between the two campuses. The principal need for this is where a single IP12 address is 

used by client applications to access a service that runs on a server at one campus but may fail over to the other. 

For the single IP address to be able to follow the service, the two servers must be on the same subnet. This is 

implemented by bridging the two campuses to create Virtual LANs (VLANs) spanning the two campuses. 

Failure of Communication Link — original Horizon (ROC) 

167 When a branch lost its communication link or the Gateway PC, business could still be conducted. Nevertheless, 

counters could not communicate with the Correspondence Servers, and vice versa. Riposte message replication 

12 Internet Protocol 

Subpostnasters v Post Office Limited Expert Report - appendices d42.docx 



FUJ00082226 
FUJ00082226 

CHARTERI 

would not operate. The branch became progressively more out-of-date, and the campuses had no record of 

transactions that had taken place in that branch_ 

168 Certain operations that would normally make a real-time connection to the campus would time out and the user 

would put in a call to the help desk. When the link or the PC was repaired, Riposte message replication brought 

the branch and the Correspondence Servers back into line. 

169 At first, this was not a significant issue. The software running in branches was designed to detect failures and re-

try communications until some limit was reached. The clerk may have needed to take actions, guided by the 

system. 

170 Starting in around 2005, an increasing number of applications relied on being able to contact the campus. 

Banking and debit card handling were the first two such applications, but more followed. In response to this 

requirement, two improvements were made to the branch-campus network. 

♦ A Counter Network Information Monitor (CNIM) was introduced. This monitored the status of the link, 

and if it was not available it informed the user. Once the link was re-established, this indication was 

removed. 

♦ A new data network was introduced, which enabled more heavily used branches to be permanently 

connected to the campus. 

Network Failure - HNG (ROC) 

171 All HNG branches detect WAN connection failures, and switch to an alternative connection type without the 

need for users to restart their application sessions. 

172 A network failure on the LAN is much less likely because of the relative simplicity of the network. If the LAN 

fails, business transactions for all affected users will be prevented, so users will report the problem to the help 

desk who will deploy an engineer to repair or replace the faulty hardware. 

173 The counter business application is aware of the state of the network by interacting with the CNIM and will not 

offer services to the clerk when no WAN connection is available. 

Appendix V Business Continuity and Disaster Recovery 

174 Wikipedia defines and distinguishes these terms as follows: `Disaster recovery involves a set of policies, tools and 

procedures to enable the recovery or continuation of vital technology infrastructure and systems following a natural or human-induced 

disaster. Disaster recovery focuses on the IT or technology systerirs supporting critical business functions, as opposed to business 

continuity, a hid, involves keetiiny ill essential aspects of a hut/nest finetioning despite significant disruptive events. Disaster recovery 

is lheiafore a subset of bioiiiecs roeriurliity.' 

175 Clearly the biggest risk to continuity of Post Office's business is a disaster affecting the Horizon data centres, 

but the loss of a complete branch has also been considered. 

176 A branch could be lost, for example as a result of fire, flood or the theft of counter systems. In the original 

Horizon system, there would have been two key implications: 
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♦ The payment of benefits to customers could have been delayed. However, contingency arrangements were 

built into the applications that would enable benefits to he paid at any other branch. These were known as 

Foreign Encashments. 

♦ Any transactions that took place within the branch, but were not replicated to the campus, would have been 

lost. Where the equipment, rather than the branch as a whole, was destroyed then any outstanding 

transactions could have been reconstituted from the paper records. Each of the printouts includes the 

transaction number. When the equipment was replaced, Riposte enabled the system to identify the last 

transaction number secured at each counter. The remainder could have been manually re-keyed. 

177 HNG applications include a wider range of contingency arrangements, commensurate with the additional 

services provided before any disaster occurred. Because the BRDB is held centrally, the loss of a branch or 

counter is less problematic than in the original system. Any business being transacted at the time of the disaster 

is likely to be lost, but all of the previous work will have been secured. 

178 DR for the data centres is discussed in sections 6.5.2 and C.4 above. 

179 Disaster Recovery depends on a range of robustness measures, including RHW, ROC, TIN, and RDS_ 
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Appendix W SECURITY AND USER AUTHENTICATION 

180 This appendix provides additional information to supplement section 6.6 of the report. 

Appendix X Authentication 
181 Authentication seeks to verify the identity of a person (or system component) seeking to gain access to a system 

resource. Authority may be established using a set of credentials, most commonly a username (or ID) in 

combination with a password. 

182 User authentication is required at specific points within the system architecture. The following types of users are 

identified: 

a) Subpostmasters and counter clerks in branches; 

b) Counter PCs that must authenticate when establishing a link to the data centres; 

c) PO operations and support users; 

d) PO managers, who need to access Horizon and its associated corporate systems. 

183 Counter PCs are encrypted to prevent unauthorised access, particularly if they are stolen. See section D.4 below 

for further details on encryption. 

184 In the original Horizon system, the subpostmaster gained access using the Post Office Log On (POLO) process, 

with authentication provided by the Microsoft operating system (Windows NT at the time). This required the 

subpostmaster to insert their memory card into the PC keyboard and enter a PIN. The authentication process 

validated the PIN against information stored on the card. If that was successful, the POLO process used 

information from the card to decrypt the PC. 

185 Login was controlled by the Riposte software, supplanting the basic Windows NT system to improve login and 

logout times. 

186 The counter clerk submitted their user ID and password via this screen. Riposte used standard Windows NT to 

authenticate users, passing on the passwords to be hashed and compared with the value stored by Windows NT. 

187 PCs operating in branches need to authenticate themselves when they connect to the campuses. Section C.5 

above summarised Horizon's networking technologies. In the original system, the gateway PC13 in each branch 

periodically established a link with a campus during which all outstanding messages in either direction were 

exchanged. ISDN-connected branches originally used Microsoft's proprietary Remote Access Service (RAS) to 

authenticate themselves. However, this method was superseded by a mechanism known as VPN, which provides 

an encrypted channel (or tunnel) between the counter PC and the campus. Sessions are established using a VPN 

key distributed by a central server. The ability to initiate and respond to an encrypted connection using this key 

proves the identity of the branch. 

188 The processes described above are used for counter PCs only. Where users needed to access the Windows NT 

servers or workstations located in the campuses or support centres, conventional Windows NT authentication 

methods were used. Similarly, servers such as those running Sun Solaris supported standard login authentication 

13 One of the PCs in each branch was designated as the gateway through which communications flowed with the rest of Horizon. 
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provided by Unix14. 

189 Horizon's access control policies stated that people accessing Horizon systems had to identify themselves using 

hand held tokens if: 

♦ they were at sites remote from the Campuses and could update the operational systems (for example, for 

management purposes); 

♦ they had access to PO business data (except at branches); 

♦ they were authorised to update system data (such as reference data), which can affect the running of the 

main operational systems. This included anyone with system and database administration privileges. 

190 Horizon used SecurlD tokens (from Security Dynamics) as tokens. All accesses authorised in this way were 

audited. 

191 Oracle DBMS authenticated either via the underlying operating system or directly by the Oracle database itself. 

Direct login to the Oracle database applications was restricted to Oracle support. Each of these had a unique 

user ID and password for the database (as well as separate Windows NT credentials). 

Appendix Y Roles and access control 

192 

193 Access control is achieved by verifying that a particular user is only able to access a given resource in an 

approved manner. It is defined in terms of roles, each of which defines a number of functions that a user can 

perform. A user may be allowed to assume several separate roles. 

194 Roles were initially defined as follows: 

♦ Post Office - including manager, counter clerks and auditors; 

♦ Operations - provide the means to control the Horizon systems during normal running; 

♦ System and Security Management - provide the means to maintain and monitor the system, including 

adding new software and users; 

♦ Support Roles - such as engineers and applications support. 

195 Control of access by other computer systems is as important as control of access by people. 

196 Firewalls make an important contribution to access control by protecting one part of a computer network from 

another. They only allow traffic to flow between a defined set of network end points on either side of the 

firewall using specific services. Firewalls also perform other functions such as: 

a) Preventing certain users or machines from accessing certain servers; 

e) Monitoring communication between networks; 

f) Eavesdropping; 

g) Controlling what can be sent across the firewall. 

14 Unix is the most widely used operating system not owned by Microsoft. 
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Appendix Z Virus infection 

19 The threat of virus infection in the original Horizon system was relatively low: 

♦ Although the counter PCs were equipped with diskette drives, these were disabled except where they were 

required for transfer of encryption keys. 

♦ There were no e-mail connections to external systems. 

♦ Microsoft Word documents (which could contain Word macro virus) were rarely imported. 

♦ Operational files transmitted by file transfer contain only data (rather than executable code) 

♦ The main processing platforms were Unix based, which was less vulnerable to attack. 

198 There was, nevertheless, a need to protect against the introduction of viruses from the following external 

sources: 

♦ Executable files introduced for maintenance purposes; 

♦ Microsoft Office documents; 

♦ HTML documents containing user Help information. 

199 All workstations other than those in branches had virus protection software installed, which was updated 

regularly as new definitions and software versions were received. 

200 All executable code was virus checked prior to being imported into any part of the system. 

201 All Microsoft Office (and HTML) files were vetted for macro viruses before they were imported into any part of 

the system_ 

Appendix AA Encryption 

202 Encryption is the process of encoding a message or information in such a way that only authorised parties can 

access it. Information is encrypted using a key generated by a special algorithm. An authorised recipient decrypts 

the message with the key provided by the party who sent the message.15 

203 Horizon used encryption for three main purposes: 

♦ to protect data on communications links that pass outside the control of Horizon, its suppliers or 

customers; 

♦ to protect the integrity of individual messages from creation to use; 

♦ to protect the confidentiality of data stored on physically insecure systems such as counter PCs. 

204 A widely used encryption scheme is known as public key infrastructure. PKI uses asymmetric cryptography with 

pairs of keys: public keys which are shared widely, and private keys which are known only to their owners. This 

accomplishes two functions: 

♦ authentication, where the public key verifies that a holder of the paired private key sent the message, and; 

15 This description is based on the following reference httos:/ / en.wikipedia.org/wilti/Fnctyption. 
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♦ encryption, where only the paired private key holder can decrypt the message encrypted with the public key. 

205 In a public key encryption system, anyone can encrypt a message using the receiver's public key. That encrypted 

message can only be decrypted with the receiver's private key. 

206 The original Horizon system used five types of encryption: 

a) Symmetric encryption - for files stored on counter PCs 

h) Asymmetric encryption - to seal messages for integrity, but it was not used to encrypt data 

i) Digital signatures - a digital signature is a code (generated and authenticated by public key encryption as 

described above) which is attached to an electronically transmitted document to verify its contents and the 

sender's identity. A valid digital signature gives a recipient confidence that the message was created by a 

known sender (authentication), that the sender cannot deny having sent the message (non-repudiation), 

and that the message was not altered in transit (integrity). Digital signatures are commonly used for 

software distribution, financial transactions, and in other cases where it is important to detect forgery or 

tampering. 

j) One-way encryption — where the results could never be decrypted, e.g. for passwords. The original value 

is one-way encrypted, and the result is held within the computer system. If a user supplies a value that 

yields the same encrypted value, then it can be assumed that the data supplied was the same as the 

original data. Another use for one-way encryption was to generate a seal for a piece of data. A hash value 

is generated which is dependent on the entire content of the data to be protected. If the hash value is re-

generated later, and found to be different to the original seal, then it can be assumed that the data has 

been tampered with. 

k) VPNs - all traffic flowing between branches and campuses was encrypted using a variant of asymmetric 

encryption. 

207 Horizon key management was based on the ISO 11770 model. 

Appendix BB HNG 

208 Many important principles of security were established in the original Horizon system, as described above. While 

HNG honours many of those, the architecture has been rationalised in that the choices are based on an updated 

assessment of the risks faced by the system. The security architecture has been developed with the aim of 

ensuring that there are no single points of failure and that each area of risk has more than one technical or 

management control working together to mitigate that risk. 

209 The solution has been architected using the control objectives in ISO 2700116 as a guideline. 

Encryption 

210 HNG still makes extensive use of cryptography and digital signatures for the protection of data, both in storage 

and during transit. AES17 or TDES 

16 ISO 27001 provided requirements for an information security management system - a systematic approach to managing sensitive information so 

that it remains secure. It includes people, processes and IT systems and applies risk management techniques. 

17 The Advanced Encryption Standard is a specification for the encryption of electronic data established by the U.S. National Institute of Standards 
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211 18 encryption keys and RSA19 signing/encryption keys are now used. Messages from the counter to the data 

centre are protected by a combination of VPN technology and SSL2o. These transaction messages are also 

digitally signed. 

212 Connections to third parties are protected through the use of encryption where the contractual agreement 

requires that. 

Identity and Access Management (User Authentication) 

213 The authentication of users is performed by a directory service. This includes Unix operating systems as well as 

Microsoft Windows. This is achieved using Active Directory as a master directory service with the 

implementation of a separate authentication module on non-Microsoft platforms. This enables the non-

Microsoft platforms to appear as objects in Active Directory and facilitates central access management. 

214 All users of the Horizon system are individually identified, through a process controlled by the Security Team. 

Every administrative user uses strong two-factor authentication when logging on to the system and it is not 

possible to directly access any Horizon system without such a token. 

Payments 

215 HNG meets the requirements of the Payment Card Industry (PCI) Data Security Standard (DSS). The PCI DSS 

is an information security standard for organisations that handle credit cards. It was created to increase controls 

around cardholder data to reduce credit card fraud, and it now provides a comprehensive framework of good 

practice. 

and Technology in 2001. 

18 TDES is an abbreviation of Triple DES (or Triple Data Encryption Algorithm), which is a symmetric-key block cipher that applies the DES cipher 

algoritlmm three times to each data block. 

19 RSA forms part of a PKI, providing asymmetric encryption. 

20 Secure Sockets Layer encrypts data sent via the Internet. 
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CHARTERIS 

Appendix CC ANALYSIS OF EELS
Appendix DD Purpose of this appendix 

216 This appendix contains some tables of KELs which are referred to in the report. The tables are: 

a) A sample of 30 randomly selected KELs (selection of every 100th KEL in an alphabetically sorted list), 

with commentary on the robustness countermeasures which acted in the case of each KEL, as well as its 

potential financial impact. 

b) 62 KELs mentioned in Mr Coyne's report, for which I have also analysed which robustness 

countermeasures applied and analysed the possible impact on branch accounts. 

c) Eight KELs which were mentioned in the claimants' outline of 17th August, which I have had time to 

analyse in more detail than other KELs mentioned in Mr Coyne's report - but without analysis of 

countermeasures. 

d) A further sample of 50 randomly selected KELs (also every 100th KEL in an alphabetically sorted list) 

which I have analysed for possible financial impact, but I have not analysed for robustness 

countermeasures. 

217 There is some overlap of KELs between the different tables, because of limitations of time in preparing this 

report. I intend to present a fuller analysis in my supplemental report. 

Appendix EE My 30 KELs with countermeasures 

218 In this table, for some KELs we can say there is no financial impact on branch accounts_ In those cases, the 

entry under 'financial impact' is 'No'. In cases where financial impact is possible or likely, the entry is 'yes' and 

we have quantified it, as in the next section. This usually results in a very approximate estimate; but where the 

estimate is very small. 

219 For some of the KELs. it is not possible to say definitely that there is no impact on branch accounts, but we 

have found no evidence in the KEL or related Peaks that there is any impact. In those cases the entry under 

'financial impact' is 'no evidence', and we have not attempted to quantify any financial impact. 
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and title, and Peaks Date Range Extracts from KEL or Peaks Analysis Robustness summary 

CHAR 

Financial 
I 

ERI 
m 

P 
a 
c 
t 
a 

3L 8/11 - Replenishment delivery information is sent In this case, an automatic process (the remming Manual workarounds applied No 
10 to branches i Iucs from APADS. in of cash) was failing in amanner (WOR). 

ice pouch barcode not /1 evident to the branch, and so the 
recognised at newly- 3 If the branch is not Open in RDDS >, t 1 it, Munch had to do the process If these were not done correctly, 
opened branch point the file is processe htd  I IS, rnanuallc. fhe KF,i. contained advice UEC would later correct. 

the pouch contents will not he pat to help them do this. 
86 into the Replenisltnicni llc n livc Double enter of the pouch value is 

table on BRDB and so the pouch The error only occurred in rare cases (newly DUE. 
contents cannot be auto-remmed opened branches) over a short period 
in_ of time. An error file was created, possibly 

The branch should rem in the cash etc by ROC/DEP. 
manually - NBSC can advise them If the branch remmed in cash manually, then no 
on the process_ Note that the`- are error was introduced. Even if the 
prompted to enter two values, the branch failed to do this, the ennr 
total pouch value and then the would be evident in the monthly 
same amount again as branch balancing process and would 
confirmation, be corrected then. 

S 3/12 - Three postal order reports should be The KEL refers to the APOP host, so it is about No 
11 produced on Sunday nights, every a report produced at the centre. In this case, a reference data check 

ORD RT1 00000 reports /1 4 or 5 necks when the date was implemented (BFC). 
produced by 2 match(,, the The lack of any such reports has no impact on 
APOPX016 APOP_ACCOUNTING_PERIO branch accounts. 

DS end, by APOPX016 / schedule 
17 APOP—PD—REPORTS. 

Reports not produced end March 2012 
because accounting period end 
date \Na, Alontlav not Sunday 
(H H  n tr;). Ref data check 
implemented to try to prevent this 
in future. 
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ers525P 5/05 [ there is a complex analysis of why a counter The counter could also hang for any hardware Normal recovery oI a roue a a No 

may hang. in certain conditions] fault, and normal recovery is designed dcpen<ls on'I IN. RI)5. 

hangs during EvW to handle this without any impact on 
transaction 

If a PM phones in abou t i his problem, they 
branch accounts. ~~ C H k 

r  ~y 
L R 

should he .>nlcised to reboot, and to ARC. 
lo.) Lack in io l,c couutvr as soon 
a5 x>sihle Si) Thai any incomplete WORwas applied. 
I I"II1tiaCl1<>II 1,  atil<> it i.e lcally 

recotrmd. :hr % "hr: I1 Lids is BFC - a fix was scheduled in 
hal>1icnin4 Iir<luc'ni ly .+t any one release S90. 
silt, send call io SSC. 

allend230Q 9/10 - 8/11 Call to a web service fails, with an OSR log OSR = Online Service Router — the component Standard architecture for web No 

ception - Serious sysl en: entry of the form: in the Branch Access Layer that services has to be robust 

error: Unexpected ERROR... Serious system error: [ connects again5l cnn1n,nnicaiion 
lurC,S imcouts, Message Body ... 404 Unexpected Message the Counters to Agents 

.111<1 i 
which happen a the Not Found Body<IDOCTYPE..... note IROC,ARC,DEP) 

34 Web services ere I v-picdly used I<> all an 
The erroris part of the remote WEB Service exicriitl dicnl. 'fhec arc capected to 

response. lu~>c mu i on son>e occasions, with no 
The C)SR handles it in this way ethic on hrulcli accounts - because 
because oils is unexpected system design oust not allow for 
behaviour and shouldn't happen. It them to ti>uc out. Getting a different 
is an exception case which by error message instead of a timeout 
design would result in a timed out message should make no difference. 
response on the Counter. 
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ArnoldA1229L 10/09 While inspecting the code we have observed The date of the Pcal. (Septenibet 2'' ' l :aucl IIic I indiiig ilie error in ias1inh trod No 

FOR UPDATE missing that there could be problems with uir"cl release (I I'1C,-A (. 11Z022) asses ii c '.1s inrporranee 

race conditions such that one in,plY hat this teas a !aul tbnnd ill 

25 user's change could overwrite testis not in live use. ~ _ 

L 1-1 AA R 
 ~ 

C k another user's change without 

warning. There are a number of Beceuse the error condition ore'vcre un ikcl\ io 'r11rro1riately, is TGP. 

cases where SELECT statements happen' it was given a loss priority (D) 

should be SELECT for T"PDATE ;rod is not expected to affect branch 

to ensure that multiple counters in accounts. 

a Branch can't interfere with each 

other before the row is t pdated. 
The SQL statements affected are; 

• SelectPSBarcodeCollectionStatelnSettle 
meet 

• SettlePouchDelivervPreCheck 

• SUTransferOutPendingStateQuery 

This is very unlikely to happen so can be 
deferred. 

ArnoldA4855N 10/09 In order to cal ract data from tltc DWH and TES = Transaction 1 .ntlniry Service. To assess BFC, we need to see the No 
TES data availability - tt <nr ii i<, i lic D\(. f ir rcportni 1 1 g This is a cen Cral repot lee issues, with no impact 

Peak. 
2nd su ortinrequest PP $ put p<scs < n I1 ;S 1 i i.i :Ac,ailabil ty on hrandt accounts. 

dt a uu, a i i S failure condition we It appears to be nothing more than 
PCO177950 need i o I dd a low priority change. 

"It )'i'Al  ,_A15C OV i R_ABS_T,1 
\11'1" iii ii,' I  Data lvailabiliuv 
ear rd Itrill! the DWHHost 
system. 

This is a low priority change which should 
be done when resources are 
available. 
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AshokP134G 11/09 Raise a B priorityTFS call and send it to the This is a brief and cr, pi is hEL, with no Little evidence. No 
BRDB HNG DBA Support TFS Stack for assoaaicd Peaks. 
PR( P\G ATION investigation. 
PROCESS: ABORTED 1propagation refers to transferring data from 

Sonic olh<r SV I C iii 0tar's trills to C El i\ C. 
r
i

No Peak. BRI)lt. One such sv,Icn1 Svc; OCNIS; Robustness of u-au,tcrrinp data 
if that propagation was being referred bctsccen databases 
to, the data had no connection with incolccs I IN, which 
branch accounts. 13RDIi Ir,te. 

In any case, if a propagation process was 
aborted, this world stop transferring 
data, rather than transfer erroneous 
data. ['here would need to he a 
recoi en- process to ensure that all 
data was transferred correctly, so 
there is no possible impact on branch 
accounts. 

bakert2250I 11/09 A problem was identified where a reprint of a This bug was found in testing and was The bug was found in testing, No 

receipt was not re-printing the corrected. The condition, for it to which illustrates TGP. 
Template Structure wrt correct duplicate of the original arise meant that a user would have to 
caching (raised internally because it was picking up data change stock unit and then ask for a 
by Dev - Peak 17311 6) front outside the printable object reprint — not a likely scenario. In any 

(e.g. SS\-stem or date functions). case, incorrect printing of a receipt is 
unlikely to lead to the user 
subsequently making a mistake. 

bakert58K 10/09 Replaces Bugzilla 1676 The Peak shows that t this was a bug detected in The bug was found in testing, No 

Call Type changed to Enhancement 
testing. It was subsequently changed which illustrates TGP. 

move viewport stuff to 
Request(E) 

to an enhancement request. 
UI PLAF 

Moved to Deferral stack, but need 
This indicates that it was not regarded as a bug 

PCO172530 
to be individually checked at some 

which could impact the branch in any 
material way. 

oint 
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BFoscr28Gh 10/00- Counters Windows NT event log displays the u$ As this was  ii Ill a inntanu' .lnd should Theb was drtcucd as [I runtime \I' 

12 following "The specified persistent not attect the counter' there eau be no error, I' el rrsnit of 

The slxritIII) perS[sI l 111 /0 object was not found, impact on branch accounts 
object teas not l esid, 0 (OxC102001D).... ~) 
RenloveOhjecl I x: ~ H R E R
Runtime error 450 defensive programming -

"A problem has been found is DEP 

PC54767 C. A S I P( )RR I : \'Products.exe 
whercht the r1)111itic The event log illustrates RDS, 
wllicll br%t idies tad removes NM
Prodticl(IIIliics entries r>Ider 1)11111 
90 lots will ah,uav s Lail<br>witll a 
VII crmr sr llenever it finds 

something to remove... 

A fix for this problem has been produced 
under PC005 1279 for CI4R and is 
goingthrongl 1 Icst lug. This 
problem is III ii' of In 111noc.nlc, 
and should not el reel 1bc operation 

of the couulcr. Ill - [1I)r:-I Iix 
released in \\'P9951 CI4.\ I I 

BSheldon311OK 7/05 When counters are migrated to SRO, with the Warning events should have no effect on branch Warning events are DEP, MID. No 
S80 ref date loaded. "Iwo tv9nlinl accounts. 

SPSupport warning events are raised relating to 
events SPSupport every time the Desktop 

is loaded. 
PC122737 

These events can be safely ignored, as there 
sl)nuld he 1111 issues with 
Sl )Rllpp)rl 1101 I)('111/ 11)11' to hod 

tills d:,tj al,cad r ide' SVIR dill 
dclive' , 1s the SSOR delivery vi)] 
prvsunniblc be Illy Iirsl I imc Ilse 
I&I menu hul los, arc del 0(111). 
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carkIc3335It 

Vodafone Teat Pack 
Vouchers being declined 

PCO184509 

7/09 Vodafone C10, £15 and £20 Text Pack 
Vouchers are being declined. 
However Vodafone C5 Text Pack 
Vouchers are being authorised 
successtidly. 

The reason for ilii Vodafone Cl( I), x15 and 
1,20 I no P.ach vinclicra being 
declined b, epay. is because they 
were dc,iciivated on request by 
Vodafone. 

System correctly refused to do a certain kind of 
transaction. There can be no effect on 
branch accounts 

The extent of the problem was 
rapidly identified by 

1 A C t R 
iuspccl iI he DRS 
daialrass' (\IID) 

The problem ,ras easily fixed by 
updaiiing reterence data 
(BFC, DDS) 

No 

 E 

Chaha1S1943S 12/06 - Samba is a unix program that allows This is a back end batch problem, not affecting The problem was rapidly revealed No 
1/ filcscnrns eyported from [,nix any epccillc branch. tioluuons were by service monitoring 

Bootle_NPS_Cluster on 07 hoses in be mounted on \Windows proposed, which presmuabl% let the tools and alerts (DEP, 
SBONPS01 Based on: sI seems. A\ idun the APS cluster back end processtl lu proceed. In the MID) 
SBONPSOI.VCS alert cnnllauraf ion samba is used to absence oh am IM-Iher cyirlena- (tin 
(SAMBA) upon the all and ,AIcu-on Pcakj u n can assume it did not sheet 

Operational solutions were defined 
No Peak 

dircunrics ic, the appropriate branch accounts. 
(BFC) windows plattoi i i is. 

CharltonJ4634R 5/10 - The accounting period reference data for the These branches needed assistance to roll over. When it occurred (though user No 
11 named year is missing from die There is no evidence that it caused error) the problem was e 

Unable to roll over - /1 counter_ This is most likely to be problems in their accounts, immediately obvious v 
Reference Data Error 5 because the data has been end- (UEC, DEP) i 
message dared and removed from the d 

working day set. Fixes to the problem were e 
PCO198818 identified, which only n 

This may occur when the P:Als fail to rollover involved changing c 
the counters in a timely- manner. reference data (BFC, e 

DNS) o 
To correct the Branches which are running in f 

an old/expired Financial Year, the i 
SSC Team will need to perform a m 
chargeable activity p 

a 
c 
t 
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ClaudV 3471 . 3/16-2/ IS thealcri alxxd()1 ..A1 12cOmen,, The mentionol ( )rack impliesil,s is. ,ihackend This w+s .anolx•r:aiioualpr<,bleni N, 
:Alana'cmenl Set ci is riot reported pi l:lrni. A\ Ink [he re niiph' be a rcccaled h% moniiorii p e 

OL\I I 2c Oracle as ulp - tins is [h r eh iNerface for ca ,[sal chain to a(liuing branch 
Mat:a(,c.nerut Serveris users tologon to OEM acco[uus, a would >e obscure And ~~ 
not reported ;~s up llbcrc is no cviulencc. lin it here. c l f R. [, R 

tools (DEP, MID) v 
No Peak It was an operational problem about starting an i 

application, not a software error Operational so! ui .ons were defined d 
ill (.) e 

n 
C 
e 
0 
f 
i 
m 

p 
a 
C 
t 

CroshawM323S 3/10- 12/10 ReadRegistry returned Win32 Error. 2 Analysis by the support team concluded that the The problem was identified by No 
Description: The system cannot event is harmless and can be ignored system monitoring tools 

CS -H21584300101- find the file specified. (DEP) 
LockdownMgr-
Function: ReadRegistry Appears to be a registry error, but not known FJ failed to identify the cause of 
returned Win32 Error exactly what causes it. Only the error,  (I i..hn-c of 

occurred once on the counter BFC?). 
PCO195344 specified in the PEAK. 

ItvV,lssufticicn[l\-loo Iniori ~, 
taiih no bnnincs, imhscl 
and infrequcni 
occurrenee, ;1, in ncc[l 
no IurIlinr no nst ilI oil. 

DDutton3615R 10/05 A Critical NT event was seen at 16:14:44 on The hostname MBOCOR01 refers to a back end Critical event seen by :\IID No 
18/10/05, Hostname: machine, not in a branch. Failure to 

The PSEXESVC service MBOCOR01, Source: start a back end inaclune would not Unexplained event, no Peak, Failed 
failed to start due to the Service_Control_Manager, affect any branch accounts.. BFC? 
following error: The 
system cannot find the Further investigation was done - 
file specified we do not know the 

result. 
TFS 510180747 
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DG rit l e lis3514T 

aruts_cAClll3: data 
extract itonl omdb 
returned an error 

TI'S -112041211 

12/04 Very little detail and no PEAK. OMDB = Operal ioiial \1:uiagen~ect Database. 

OMDB is a hack-end sestcm. Openitional 
u in, cincnl isucs circnc up 
ttcqucnil , and should not affect 
branch accounts there is no evidence 
that this one did. 

Error detected by MID; little else 
in the KEL 

{ A R 

No 

E R. 

DV cwI n i rc 1048N 09/03 NWB Eacrr Server monitors bad alert on NWB is the DRS specific abbreviation for This is another one-day KEL with No 
MWIVPNI2 Network Banking. no outcome, like the last 

IP address prohibited to @09:16Communication to ip address two. Illustrates MID. 
local security policy 3.2.24.1 prohibited by local security policy. The alert came from a back end server, saving it 

NSID type UNKNOWN is not supported could not connect to an IP address, 
TFS 309120456 This is a back end issue which would 

not impact on branch accounts 
DSale346S 11/05 When a Satellite outlets is rolled out after S60 A data ferret is A SVS \I\N process used to Another one-day KEL, a problem No 

the Data Ferret for the Boot<br>Server popuLi i c i u t ern a l I abl e s with data detected by MID. 
Data Ferret queue DELIVER tasks fails with'Value for from e.,:icrii~il sources. T% pic:J1.\ used Whatever the outcome, 
showing ERROR for ISDN_PSTN_TEL_NO not available, to ensue chat data (x), that iii iv arrive we are hardly likely to 
Satellite sites, after ai sclie(hi lec'. process P(x) has see it from the KEL. 

The ISDN_PSTN_TELNO which used to been qucued, would be ;as ;ailablc 
PC105471 be the name of the boot server file has been before 'Pit.)' is c.tecuted Ti-om ATOS provided a solution. (WOR) 

replaced by the H number. The document 138142123) 
ISDN_PSTN_TELNO is no longer required 
as an argument and as such any Data Ferret This is a prohlcn i Setting up a connection to a 
for the Boot Server DELIVER that is in 

n('vb'  i ell ite branch.. So if not fixed, it 
ERROR should be set to COMPLETE m u ii stop the branch being set up - 

hu t chat would not affect branch 
a Ccounis. 
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dsed4621K 5/07 In this cast (lie otllce htd done sonic (Nu t.
'Chailan<I 

'Ilais seas a transient problem -whichin any case Aone-dayKEL. No 
invualei iii 13ahi and 'ucw'IIII key was only a fault in a printed report. If 

The balance repori lira during the balance period. The office that had induced the PM to make a 
shows Ie g.0 iv e values 

for loo n u<, loo n 

had zero holdings of these t ie rencies when it 

balance. l 
mistake which affected branch 

~ ~ i~ ~ one or lint'. cauae in iloi the irnl o r some accounts, a laterTP balance would 1\ E 
currencies ceasuiui, ilie auf u>ma is ciurcncc revalual tops have revealed it, by hand count of Trial balance is UEC. 

Thai sloould have taken place vv lieu the trial foreign currency. So there was no 
balance 'an produced diiin'i happen. There permanent effect on branch accounts. Audi) logs are RDS, MID 

should litter been a 0.87) revalue up for 

'1'hailsnd Rahn toil a I .4H revalue up for New 'It sorted itself out' is UEC 
t urkey  l .i a. Could see roihing in the event 

nr audit lops io cvplsiin why these Rare circumstance. No Peak or 
revaluations did not occur. <BR> <BR>The TFS for use to 
P bl didn't notice anything was odd and investigate further. 
carried on with the final balance. It wasn't 
until the nexi trial balance was produced that May nor have been investigated 
the auto revaluations occurred and the further by SSC if it did 
negative values were cleared from the report. not recur 
It sorted itself out in other words. 

Forward call on to the SSC if this is seen 
again as we may need to investigate further to 
find out why the revaluations didn't happen. 
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DSeddon-'611, 10/04- Theuashaccounl linrs11111nhaicl,irg'-`'P"'-1 Tlik appears to have been a one-off effect in Triggered by reported differences No 
01 (1 P5( 3GN,A yeas rr r111 ,g I] le r nccs !III a" one branch, caused bya corrupt file (RDS, MID) 

Line issing on /0 office. 14>r 1 hree ( A lines 1111, hose 1 11 11115 which was replaced. Therefore no 
counter c oli acc<xuti, 5 etit i(d hw t h1, counter arnou11K didn't. effect on branch accounts. C H A R E R possible Reecyits and hr.•;11r Thc prinllrl cash 1CCOunI 
Paym ents nxisnaich produced at 1him otllce vsas ntissi❑<g 1111, sank 

lines sux9 the Cash;Accl.ine ntessures for GlobalObjeets.dat file was 
PC109692 their line were Missing lions the reference data (t)1S), 

mu 511111 . <br><br>\o error messages rapidly fixed (BFC) 
had been written to indicate missing 
mappings.<br><br>In one case, the missing 
lines included the Balance due 1n PO (line 

085) and PAYMI(\" 1'S line (! 7UUl. 'fhis 
caused a receipts and payments mismatch, 
reported on TPSC256 

The reason for the missing lines was found to 
be a corrupt GlobalObjects.dat file, 

From the Peak: 

Have replaced the corrupt copy of 
GlobalObjects.dat with a valid copy. We'll 
see what happens when they produce a cash 
account this week. 

The counter produced a'perfect' cash 
account this week so replacing the 
corrupt GloablObjects.dat obviously worked. 

G1347 9/00 - This a system feature and the Memo icon will No possible effect on branch accounts No 
I I remain unavailable until they receive their 

No Entry sign on Memo / 0 First message. Once a message has been 
icon 0 received by the counter, the No-Entry sign 

kill disappear. I1 is believed dial no messages 
null be sent unlit all counters have been 
successfully migrated to CI4. 

This is a feature and not a problem. 
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GCSimpson317T 9/00 - Aut AI'S cheat 11";`cO u>n Ille liv. 1..101 to be No fault in Horizon. Patrol alert is MID. No 
11 sent clue to h tail lug i alidatiou. "Chi, is shown 

Validate andresendan /0 by the lingeringpresenc" ('I : Ilk' oil Ii .1 (.1~ 
APS file 9 extension which will be alerted on by Patrol. R} 

From the Peak: Advice to customer is WOR 

Resolution Details: Update he (:all . trine 
Ohms;: Categoti- 62 -- FinaI — ~~> lint in 
produci: Contents of file 1 1 X001053 looks 
'normal' and so should not have canscd the 
Client any problems in receiving it _ There is 
no fault in any part of our h'ujitsn'sl systems. 
Ma- advise to the customer is for them to 
contact CSC who handle AP client files 
before they are sent finally to the prospective 
Clients. 

Gllaxwarll 1659N 10/05 PM reports hat the flails T&T Despatch This was a performance issue found in some No 
Report takes a long time to run (20 minutes hranches when ;a new facility was 

Track and Trace at a 14 counter site). Performance issues have introduced. No impact on branch 
Barcode Scans & also been reported when scanning a T&T accounts 
Despatch Report Slow barcode - these taking in excess of 3 minutes 

to process.<hr><hr>Notc - this has heen 
reported at Pilot sites 0099-'11 & 062941 

GMaxwe11574P 7/03-8/03 S40 commit was regressed after rendezvous S40 was a new release. This was a problem Rendezvous failures are probably No 
failures:... moving in a nmtw eelmsisc because of a RDS 

An expected build build lailurc it the hranclhms. Staying 
component object was with an old, proven build would not 
not found (OxC1130011) introduce errors in branch accounts 
GovindarajS3617U 9/16 - 8/17 This alert observed from l .l'RPR,C)002, Archive log backup is back end, and very The alert is MID. The log backup No 

upd.ile on , CI ''S ,A 1 G5u8,5- 1 11110 ;Accent I Iri. 
remote from branch accounts - can is RDS. 

Has never been run This error is rclatcd io archive log backup in have no effect. In any case the error 
PI.I . dalahase. this error can be ignored as 'can be ignored'. 
backup le,in, l ike backup ihrotigli R.Al \\ 
tool not S \P hnool that is the reason backup 
status is not v'0111lc from S \1' level. 

hawkesc 30501 10/13- 3/14 Onl, a! ecls hnutches using ISDN in dial-on- 'Chi, is a type of performance problem (slow No 
demand anode C 24). running) which does notin itself 

Branches on mlial-on- (i i athect ant t) pi, <,i transaction on all affect branch accounts. Sometimes it 
deutand ISDN report counters at the branch. may trigger a fairly normal error 
slots ruuninh„ or Mlat be reponcd Ill mane ways, such as: slow recovery situation, as of interrupted 
transaction I '.nieouts running, aausact ions iahe a long tune u' communications. No effect on 
neetling Iii tics comp)ciC, transaUion, t ime snit anal need it, accounts expected. 

be re x'alet9, iniertnhtenl slot, running etc. 
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Hu]n,eH2659M 8/17 (:ous[ nn<ent inuuactionsslunvincorrect An error in a printed customer receipt does not Detected by MID No 
uni[ Alice on counter rclrasr 16.24 affect branch accounts. 

Cousitcutent 
transactions show 'I is ai '.ioiuu charged to the customer is still 
incorree. I. unit price (>n correct. C H ! e,
counter release 16 24 

A 16.24 hotfix is being considered. 
JAnscomb223N 2/05 This job runs at 04:00 and checks that This was back end performance issue. There is The check is DEP No 

TES_COHARV_MON is at<br>a state of no evidence it did anything wrong, 
TESX368 taking over an succ. other than run slowly 
hour to run 

The cause was the problem was largely the 
analysis was too extensive and on too large a 
sample. 
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Appendix FF Mr Coyne's 62 KELs with countermeasures 

CHARTERIS 
220 Mr Coyne mentions 62 KELs his report. In this table, I have analysed for each which robustness 

countermeasures applied and analysed the possible impact on branch accounts. 
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Para KEL id Peak or doc Ids Expert Issue addressed Analysis Impact 

5.10 wrightm33145J 1- receipts/payments See my detailed analysis following Gareth Jenkins. DEA in the BRDB did £20,000 -
• 

CHARTERIS 
not catch it because the BRDB operation was not double entry. reimbursed 

5.21 acha1233J 1- cash management Analysed previously (as a pound KEL, containing 'AT). Problem affects -
cash managemcni , not bruxh accounts 

5.22 acha1717T PCO202239 1-cash management To the Peal:: :Ann (,hstmbers Cave't !gatcd and found a p lssilale explanation -
ollhn j2-10 from a human errr. (:Allll) The SP."1 accepted this. 

Analscd already in report. Errors in cash remmin>g, in and out are 5.23 acha621P 1- cash management -
frequent and obvious in their effec iNca- are a ially corrected byTCs - 
but it it, will be corrected manually. (UEC) 

5.24 LKiang3014S 1- cash management dn;arsed already in report. Small 
Since the problem was obvious to SPMs if the amount was significant, and 
there was then a simple workaround, it is not expected to have significant 
effects on branch accounts (\FOR) Small effects might not be noticed. 

5.24 MScardifield2219S 1- cash management Analysed previously. the KEL also says that' These will in turn show up - 
as future inconsistencies (e.g. nothing gets lost in the end).' 

This refers to the fact that any remaining inconsistence will be corrected 
in monthly balancing, lending to a correct position. ([ NC) 

5.25 DSeddon5426P 1- cash management Problem was detected by system events (RDS), would have been detected - 
in POI S,AP (DlAì and corrected he a 'fC (I IL). Iii any case, INC 

probemu t 55 .15 11rcnnincnt to the SPFI, wy1to wo ld ensure it ocas corrected 

5.26 acha194L Stubbs WS 1- cash & kiosks Analysed pre siously. the business impact of the error is on cash -
manayement and delivering cash - that is, the cash needed at a 
branch may be incorrectly estimated, leading to ';ate or 
insufficient cash deliveries. This is not an effect on branch 
accounts. 

5.30 DSeddon314Q 1-ref data Reference data - Q°.wens hirthdav commemorative coin - an error in -
reference ds;ta caused In a rare circumstance 
Impact was a ret n a t t i t ng error, lice a manual remming error, which would 
get fiend by a 'IL (UEC) 

5.31 jolmbascoG5222H 1-ref data 'liar' 1.E1. s:ic, ' ;\dditionally, the reference data is verified and there is no -
client accounting code with 3046'. So, there was no t-ault in the reference 
data. The fault vas imlxnssible to reproduce, and so not understood. 
bailure in complete a transaction would not produce an error in accounts -
a double entry transaction would either all succeed, or all fail (TIN, DEA) 
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5.32 achal OL 1- ref data This was a fault in reference data, corrected the next day. 

C H A I~ T [ ..:- 
I .uiluire io complete it transact ion woul<~, not produce an error in accuuuls -
a double entry transaction would either all succeed, or all fail ([IN. Dl Al 

5.33 Nf rightl458Q 1- ref data This was caused by a user error - failure to rem out products when tl lee 
were withdrawn. The reference data was not at fault - it was chanpc<I 
correctly, but later the user was unable to rem out the products. 

This left the user with a problem she could not solve herself but needed 
PO support to do so (W0R). The result was no error in the branch 
accounts. 

5.34 wbra5353J 1- ref data Already analysed. 

This was a fault involving a kiosk, which resulted in a customer being 
debited three limes, after which the session was cancelled, This 
would be a recoverable transaction because it involves a credit 
card; cancellation and subsegueut recovery would lead to no net 
eftecl on the branch or the customer. 

The fault appears to result from two causes: (a) faulty reference data, 
which was easily corrected, and (b) a fault in the kiosk software, 
which came from an external supplier, and was outside 
PO/Fujitsu control. 

5.38 GMaxwell3651K 1- duplicate transactions This poses little threat to branch accounts because: 

• A back-end error like this, sending duplicate transactions to a client, 
would probably involve several branches in the same way - an obvious 
lrai tern, not the branch's fault 

• I sually one would esuccl the client to detect the error by manual 
inspeu ton - as happened in this case (MID) 

• Tf not, it would lead to reconciliation failures with that client. 
Investigation would show the same pattern for several branches- i.e. 
not branch error (RDS, M1D) 

• Tn lie last resort, audit data would show what each branch actually did, 
we h no duplicate transactions (RDS, SEK) 

So, it is handled by some combination of RDS, MID, SEK - as it was in 
this case. 

5.38 surs357P 1- duplicate transactions Same incident as previous KEL - same analysis. 
KEL also says: As no customer accounts have been debited twice no 
further reconciliation is needed. 
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5.41 jharr832S 1- failed recoveries 1111s si]. jusi notesiieat recocerab'.s transactions its ccnuplex,and, -
hecntsr b y arc rebtivcly ii tiiliar to clerks, prone in Inunan error. 

CHART R. . 
Generillp, human errors in recoverable tr,tns.tctions (i.e. failure to recover 
propene) hod later lit a TC with the client ;i i i ected, and to correction in 
branch accounts of tic impa❑ of i lic I iilurc. I tEC). 
The I(EL rctcrs io an ;Aun (;hat;ihcrs note which I need to see. 

5.42 cardc464Q 1- failed recoveries This KEL does not indica c :ic soliware error, just a failure to recover a -
transaction involving a timeout at the BAL 

Normally, any failure to recover a transaction results eventually in a TC 
which corrects any error in the branch (UEC) 

So there is no impact on branch accounts, as Mr Coyne acknowledges 

5.43 seng2037L 1- failed recoveries Tins is .t complex h l 1, which describes who to do in a number of possible 
circus is t a t ices in network banking reconeiha i ion. 

Some of titian are described as needing manual recovery, but it is not clear 
whether or no, withtnil manual recovery, they would laterlead to TCs 
with an opporiunitc to invest t ale suul correct any error. 

Needs further an;ticsi:. 

5.43 acha959T 1- failed recoveries This is another complex KEL with strong overlap with the previous IEL. 

Needs further analysis. 

5.44 (Ised4733R (no 20) 1- failed recoveries This KEL refers to a failed recovery report (report of failed recoveries), 
and some unexpected items in it 

The existence of the failed recovery report is evidence of routine 
robustness countermeasures (RDS. .\HD) to deal with failed recoveries. 

In this case, the unexpected behav!nitr seems to have arisen from faulty 
reference data, which one would expect to he corrected quickly (BFC). In 
the meantime, utititril eorrectious were testis' (\V'OR). 

So, there is expected to be no impact on branch accounts. 

Subpostmasters v Post Office Limited Expert Report - appendices d42.docx Page 54 of 89 



FUJ00082226 
FUJ00082226 

5.51 PSteed2847N 1- failed reversals This cicscrilees a solw;ma  lil t Thai resthcd in ii leilinv in reverse a -
rcnu in i i- i i i< i. ;A, wiili all oiler -c :iii errors (indudinz; hwnan 

CHARTER  1 ; 
errors), if there results a (lisrrcpuncc hcit\ccu pinsical cash and i lie 
Ilorizou record, Out disercpauct will be corrected in balancing at the end 
of the TP, with no adverse eili•ct on branch accounts. (UEC) 

The discussion in the KEL appears to be about correcting the error 
before this backstop seat nestled 
Tlie software error was fixed in about two months. 

5.52 cardc5756 N 1- failed reversals This was an error remming in a pouch and trying to reverse it. As the 
clerk appeared to have followed the correct procedure, it may have been a 
software error, but it could not be reproduced 

As with all other returning errors (including human errors), if there results 
a diccrcp:mcv between physical cash and the Horizon record, that 
discrcpancp will be corrected in balancing at the end of the TP, with no 
adverse effect on branch accounts. (UEC) 

The discussion in the KEL appears to be about correcting the error by an 
earlier TC before this backstop was needed 

5.54 GCS i i i 1p,c en 401. 1- unclassified Foreign currency doubling up - very brief KEL, under investigation. Need -
to see the Peak for subsequent history. 

Generalh, Iwiii to errors in handling foreign currency (leading to 
discrel r,incics beiova—il in I lorizon record and physical cash) are 
corrected in ux,ntbh hal.ntcing and rollover (UEC). 

So, if a soft ware error had this effect, usually one would not expect it to 
have and permanent t ile-ct on branch accounts. 

5.55 MHarvey3527I PC113202 1- unclassified fhe K! ! : sa s: ';\s this is, at the momenta one-off event and clearly no 
further progress can be made at this stage, I have therefore closed 
PC1 13202 as "insufficient evidence". However, ens further occurrences 
should be sent to APS Counter Dee for investigation.' 

Clearly in a highly complex system, there are occasional one-off events, 
caused by circumstances not fully understood or observed when ihey 
happened. At this later stage we cannot understand them ncarh as well a, 
the support team could at the time and should not read any significance 
into them. 
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5.56 CObengl123Q 1-tmcl.issilic<i this 0~a5 a inenuxy loss issue which appears to hair been perplcxt t a,r 
hr trine. I s1:1(051 scatchcs 51111' 1(11101 or ntenu>ry lox, is,ues in the 

CHARTER  1 :
release under rest at rite rinne, and only one vs as bend and explained. 
Occasional perplexing isores, such Ills orie, arc to be expected in 
complex systems. 

If this was perplexinh ai the i ime, to investip,ar ors familiar with Horizon, it 
must be more perplexini I , the experts now, and we cannot draw any 
conclusion lion it winch will assist i he ann r. 

5.57 DRowe1625K PCO084116 1-unclassified KEL not found. Archived? 

5.68 dsed525Q 1- hardware; pin pads This seas a lal ilty PIN pad. It prevented rite SP.A1 Irou, doin,i soli e -
transacuons - lit ii rlrs would not corrupt branch ,account,. Normal 
countermeasures reps st hardvv:nr; faults would apply - urn this case, that 
either a complete transaaction vi ould be recorded, or urine at all (TIN) 

5.68 surs3941P 1- hardware; pin pads This was an apparent dr it i nr ot' a PIN pad. In this case it appears to have 
been caused by n-u itw, rc, use a credit card fora balance enquire- which it 
cantx>t do. A fairly a run unou rue condition, with no suggestion that it 
might affect branch accounts. 

5.68 BrailsfordS2239K 1- hardware; pin pads T\ po in KEL id in Coyne report. 
Appears to he a fairly common fault in a PIN pad - fails to read characters 
correctly. No suggestion of impact nn hranch accounts. 

5.69, 5.135 earde219R 1- hardware; pin pads A PIN pad issue coniectcd with an older PIN pad (Hypereom) to be 
replaced by a newer one (Ingenico). 

The KEL suggests that the failure might lead to a failure to reverse a 
transaction. 
It thins score the case, later reconciliation and a TC would correct any error 
in brae tchi accounts - contrary to what Mr Coyne suggests. (lJEC) 

5.92 dsed4733R 3 - robustness The failed recovery report showed a recovery which had failed, for a -
reason which was not entire] clear. Investigation showed it was caused by 
a mis-named recovery script. 

This incident appears to show chat the robustness countermeasure of the 
failed recovery report was doing its job - allowing FJ to detect failed 
recoveries raid correct thew. (RDS, NM) 

Even if this robustness mechanism had not worked, the backstop of 
reconciliation and TCs would have corrected any remaining error in 
accounts. (UEC) So no impact on branch accounts. 

Subpostmasters v Post Office Limited Expert Report - appendices d42.docx Page 56 of 89 



FUJ00082226 
FUJ00082226 

5.93 obenge5933K 3- robustness This is tlirrls.r evidence of the tailed recovery report doing its jolt -
sttertitid I I to li,iIod rec<,veiies, so they can investigaic ihei„ and Husky any 

CHARTER -. 
necessary corrections to accounts (RDS, MID) 

This was ca used by a complex 'nrev' communica t iou, 1 a i 1 ure wl t ich could 
not be,-eproduced - so diagnosis was not complete Was this a failure of 
ROC 1n complex circduastauccs? 

The KEL gives no reason to suppose ii i a i, even if this condition had 
persis'IIcd, the hscksiop ol'rcconciliation a iii Its would not have 
corrected am- resultitu, errors in accounts. (I LC) 

5.116, 5.118 wrightm33145J 4 (a) (b) (c) - multiple issues This, and the next KLL, is the receipts/payments mismatch - analysed at 
length by Gareth Jenkins, and in my report - see above 

5.117 ArnoldA2153P 4 (a) (b) (c) - multipleissues This is .shout withdrawn I>roducis, stopIoing rolling over. This clfecl 
would he obvious to the SI'V1 (\l II)),  :u,d a to was proposed (reinstate 
I Iii v it lidrawn prod ucn, he t of c i he .: ( !fu t cd stock unit is rolled over.) 
("t( )Ih 

No impact on branch arcotuus 

5.118 ballantjl759Q PCO194381 4(a) (b) (c) -multiple issues lists 3 conditions which may cause ;t receipts/pevmenrs mismatch, some 
referring to other KELs such' as wrightm33 I 45j. One is only in training, 
so has no effect on live branches. 

Acknowledges that these may need manual correction to avoid errors in 
branch accounts. 

As receipts/payments mismatches are very evident to the SPM (MID), 
any large one will get investigated and corrected - as GJ's reports imply. 
smaller ones (e.g. less than f300) may slip through. 

5.120 acha1357Q PCO208335 4 (a) (b) (c) - multiple issues Complicated to analyse. small 

A one-year effect, when the same TP came around again, after some 
products had been withdrawn. Peak created to fix it. 

Su-u plons tare obvious to the branch (MID), so in most cases the branch 
will ask for help and be givcu the workaround in this KEL, and in the 
next KEL acha3145Q ('FOR). 

So only small occurrences can have financial impact, if the branch ignores 
them - or rather, chooses to take a hit in balancing and rollover. 
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5.121 acha3145Q PCO198927 4 (a) (b) (c) - multiple issues Cited in thr Iwrevin, i, 1.1.1.. A rch I I, ce prolheun (,cock l>r,xicce,- su~a11 
not stamps etc) but nor cawed by wirhdrove In<xluce. - caused hr clerk 

C H H A R T €h i. ..: ER
doing some uncommon sequence. 

\rill a hears be noticeable to the branch (\'IID), so ibis K  sl deer detailed 
Ae,crii>tion of what o do ('\ OR) - and as the previous 1iRL, it is unlikely 
to Produce errors iii branch acconnis. 

K Iii , sr vs: 'Since this is a business issue, NBSC should be able to advise 
P \1 s of wl r r i in do'. So, it is not clear whether or not this was a bug. 
Check r lie 're l<. 

5.129 allend1645p PCO209755 4 - data entry Horizon 1 - I . Lnwed the clerk to do something strange - select 'Debit card' -
as a mci hod of i>ayment and start doing a debit card transaction, and later 
switch to'fasi cash' - i.e. a user error. 

Not preventing this may be seen as a weakness of the UI, as Coyne 
regards it - but not a serious one, as ii was a rice form of error. (DUE) 

Did the Peak fix it? 

If there was any impact on branch accounts, like of her user errors it would 
be corrected by a TC or monthly balancing (I I lC' - so no impact on 
branch accounts. 

5.130 acha621P 4 -data  entry An error in remming in was provoked by a Eric sequence of events -
(outreach branch, system logout or inactivity logout before completion). 

Software error which was fixed - workaround in KEL before that. 

Al] renuning errors produce a disarhancv between plhvsical cash and 
I horizon cash, y,Bich Ica corrected >ii inondily balancine or hefi,re (IJEC) 
So no impact on branch accounts_ 1(; con_ments at)our correcting branch 
iccorini, arc thcreforcinappropriatc. 

5.132 EJohnson3937R PC96606 4- data entry ' Wlu]>t rcu tit t ing in currcnc r ii !s possible to create a transaction with a -
positive quantity-and a zero value' 

See the Peak for whether it was fixed. 

A zero-value transaction has no impact on branch accounts. So, this 
weakness in the UI is an irritation for users, not relevant to the causation 
of shortfalls. 
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5.133 PSteed145J 4- data entry '1'hanton1 ssiles' c:nsed by Ir.mhv.ire problems - fix byreplaciii,, hardware. -
sota(latacnIr, Inohlcn1. 

CHART ppR i...:: 
If not detected by clerk, might result in over-charging customer - not a 
loss to the branch 

5.133 pcarroll1235R 4 - data entry Instructions on how to deal with screen freezes. 

JC says 'it is not known how widely these were distributed to SPVMs' -
implying that they should have been. They were distributed to those who 
called for help, via this KET.. Since screen freezing is a rare problem, it is 
not obviously appropriate to send instructions to all SPMIs - overloading 
them with information. If that was appropriate, why not send all KELs to 
all SPMs? 

No impact on branch accounts, any more than any other hardvva re 
problem. Horizon must be robust against these. (RHR') 

5.136 jharr1323L PCO254169 4- transfer Fishing rod licence rearrest nor sent to Hnvironment :Apence. Only -
detected n.udi later. 1:1 ooh keep PODG records for 30 (l o s, so could 
not check against what E said. 

I mat agree vi ith 1(. that nnrvic l 51)l)G record, sI ould be hel l or longer, 
for better MID, BF'C.Trade-oats? are PODG tiles very big? 

'No impact on branch accounts - PO would need to send requs•st to I ';,A 
ag2iin. Attributing in ilie branch would be i Nick office barman error, 
prevented by abilii': in read data that slu>vvs the icuieh did nodilllg wrong 
(RDS, SLK) 

5.137 MArris3433I (no 46) PC95051 4 -transfer This was a software bug which allowed a transaction to be recorded twice -
ifrera session transfer. A fairly rare circumstance? 

Peak should record history of fix. 

Impact on branch accounts: as with a human error of recording a 
transaction twice, this should produce a visible discrepancy (either in cash, 
or in reconciliation with some client), which appears in a TC or at 
monthly rollover, and has to be corrected. (UEC). 

So, no ultimate impact on branch accounts, if the amount is significant 
(SPM may accept small amounts) 
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5.139 CharltonJ2752T 4- transfer Sotl'a';nr bnip at ;AUC scripts (reference ii a), ,\ Lets user corrects an -
err<,r,,sing the ixceious Pc). ( it atewroilp iansaction. 

CHARTER _ 
Fix quickly released to live - sounds like reference data (BFC). 

As previous KEL - wrong transaction produces a discrepancy in cash or 
cl ient reconciliaa ioa, w loch ,,('eels to he corrected for monthlc rollover 
(I 'I (;). No itnp.tet or. branch .I cc011nts, 

5.141 SSur343P 4- transfer \n error to network banking can-as- the customer's account to be debited -
tithough rise 1'\ failed at the hl inch. 

Cause not diagnosed so it was escalated at BIM. 

JC says it was an error in data transfer, and I agree. Poor ROC? 

Probable branch accounts were correct (no T3 - correction would 
require onh° central action by PO, in response to customer d iscm er., . 
Only possible effect on branch accounts is if PO incorrectly at t rihatc to 
branch error - very unlikely here, as PO realised it was not (RDS, MID) 

5.142 1 i ans326ht 4 -transfer Similar io nest CLL SSur5 310P. - 

Two aw hl>rsai ica l atpeni, active at once - only one should have been. 
Credited Phone 1(10 twice. 

A back-end problem, outside branch accounts, which would need to be 
corrected by PO cen i ra lC , and wou'd l)nly a ffec i branch accounts by a 
TC, if it were mis-diagnosed as a branch error. 

Because of extensive u se, intornlation and diagnosis (RSV`(', 171D' this did 
not happen and is unlikely. So, no impact on branch aecouui s 

5.142 SSur5310P PC103096 4 -transfer As the KEL above. 

'The cause is usually as network problem where there are delays between 
he auth apeuts and the correspondence servers. This maybe because of 

maintenance work I i rt weekend....' 

5.165 pothapragadac4359R PCO208292 6 - bug fixing Branches able to decl t m nl ock which they cannot transact - this might Small 
PCO209602 produce an error in branch accounts relating to those products. 

Two fixes were issued - see Peaks. 

Some impact on branch accounts cannot be ruled out, although it is small, 
herniae Spll, v) otdd note, IIv lamer el lert and pct it corrected (\71D) 

Subpostmasters v Post Office Limited Expert Report - appendices d42.doca Page 60 of 89 



FUJ00082226 
FUJ00082226 

5.165 Marris4123N PC92832 6- bug fixing This was a prol'k"nt observed in D icier Kecoyer, , !,,r l)\ 1 ,;1 
i ransaciious - a eerc rare eircunsiance, whiel should he hndlrc] 

CHARTS 
correctly, but nevertheless has no impact on branch accounts in routine 
use. 

:I . 

5.186 acha2230K 6 - bug fixing Two new checks have been implemented at the counter. This KEL is 
about how to respond if some SPM sees an alert raised by one of the 
checks and calls to enquire. It is not clear from the KEL whether any 
SPM ever had rung in about them. 

The new checks are to spot inconsistencies 'that should never occur' -
and there is no evidence in the KEL that they ever did. 

Therefore, the comment from SSC in the KEL, cited by Mr Coyne, that 
'This shout(] never happen - something has gone horribly wrung' probabh 
refers to a hypothetical sit nai ton, not to any real event. i.e. SSC mean: 'this 
check vi]] ouhv rinse an alsn-m if something has gone horribly wrong'. See 
the KI .1, to undcrstaud this context. 

No imp-act on hnutch accounts, from extra checks in the system. 

5.187 dsed2049S 6 - bug fixing \lama taniilia,o ckenueNs - rolt(rccr, withdt-awnproducts. - 

\V!ihrlr me, n product..hi,: Ii] lit' rrnuncd out by the SPM (sent back to 
PO), so tic is uut holding stock he cannot sell. 

If he does not do this, he is left with a loss at the next TP rollover; the 
stock <iets converted to cash, as if he I  lxxie,ht it petsonally. 'L'hereason 
1 i,r t his was not clear to SPMs; a fix was made, to make it obvious to 
them. 

Any loss was fixable by NBSC; this KEL is to instruct the SPM what to 
do. 

Coyne implies this was a hop oclich took 6 months to fix. It was not; it 
was an inuprovcn,cni in the LI, to help SPMs who had made a specific 
error. One nuIhl claim the Ul should always have done that (poor DUE), 
but it v.as a small l I issue. 

No impact on branch accounts - except possibly for small amounts where 
the SPM cannot be bothered and takes the lit. 
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5.189 acha3250R 6- bug fixing This seas an issue ocitii hack end reprnros, caused by I iininp issues
tra l lSa e [lulls a rt \iilp a rl.iv l a[c) \Nhic li were outside PO/I uptsu control . 

CHART R i...:: ER
J Ids caused discrepancies in certain reports, which could however be 
understood by looking at other reports (RDS, MIID) 

'Mils issue may, as JC implies, have complicated the reconciliation 
processes. A tic was considered but appeared too complex - a typical 
development Ira Ic-olf. 

No impact on I n a i tc I a accounts, unless it forced some human error in back-
cud reconciliation pri,ccsscs, atirilmme some error to a branch. Because 
Ilse prohlcnt was I:ao',an and there were sulilcientreports to undersiaed 
its occurrences (RDS. MMID), this is unlikely. 

7.6 acha1941L 14 -info for SPMs The KEL says: 

'This is not really a problem, it is just confusing when investigating a state 
4 call. The Disconnected Session receipts will show all the transactions in 
the session. The successfully recovered transaction 
needs no reconciliation.' 

This shows that any misleading information went not to the SPM, but to 
someone in PO or Fujitsu investigating a state 4 call. The KEL is not 
relevant to issue 14. 

As there is no reconciliation needed, there is no impact on branch 
accounts. 

7.7 sursl 147Q 14 - info for SPMs This KEL seems to be about SPM inability to log on in cen a i n 
circumstances; it is not relevant to issue 14, reports available to the SPM. 

As JC notes, the advice to the SPM in the KEL is somewhat counter-
intuitive, of the form 'do nothing, wait for it to time out" 

No implication of any impact ,on branch accounts. 

7.9, 7.41 wrightm33145j 14 - info for SPMs Yet another repeat of the same hEL shove, involved in the 
receipts/payments mismatch; not clear why it c es it here. He mentions 
prompts and warnings to the SPM. 

9.5 RKing5147Q 7 remote access Tivoli This KEL is only reCcrenced by JC hi a Ihrn note, and lac appears to draw -
❑o conclusion from it, other Iliac that Ticnk was in use, (iii renuNc 
control of branch terminals. 

No implication of any impact on branch accounts 
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9.12 boismaisons1328M 7 remote access A, vyiIII the precious hI-]., ibis rcla cs purelyto the use ofTivoli for -
rcnx,ic dcces; to III( couNcr. 

CHARTER. .. 
JC relates it to FJ's ability to access disc space sizes. Disc space sizes have 

not io clo with branch transaction rlata, which in any case at the time 
(2012) was not stored in the branch. 

No implication of any inipact on branch accounts. 

9.13 acha2026Q 7 remote access As the previous K I a .a, i 1 i is KEL only supports the idea that Fujitsu could 
access the couno rIhroni* Tivoli. 

9.14 Mi.11erK1837J 7 remote access This is about pt' I'. i l ing help reference data to the counter. - 

JC notes only biat some of these files could be deleted remotely. This 
seems to he an obvious requirement for remote provision of help files and 
is not surprising. 

No implication of any impact on branch accounts. 

9.49 SeemungalG519Q PCO192868 7 remote access - TIP repair About transaction repair, so may be complex and could possibly impact possible 
branch accounts. 

Investigate further. 

9.50 MHarvey2255P (no PC125333 7 remote access About balancing transactions. Complex back end stuff, which may have possible 
64) impact on branch accounts. 

Investigate further. 
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CHARTERIS 
Appendix GG Mr Coyne's 8 KELs without countermeasures 

221 The following table includes eight KELs, mentioned in the claimants' outline of 17th August. Therefore, I have 

had time to analyse them in more detail than other KELs mentioned in Mr Coyne's report - but this analysis 

does not include countermeasures. 
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C'HARTFR 
KEL id, title and Date Extracts from KEL or Peaks Analysis Financia 

cited Peaks 1 
I 

c 
t 
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acha1233J 

Incorrect cash 
declarations 

received by 
Cash 

Management 

errors 
relating to 

cash rem out 

PCO218835 

6/12 The branch have been told by Cash Management that their declarations are very This appears to he au eero; so>nucwhere bclwccn I Iorizon No 

inaccurate, and have been so for several months, and they are not and POl S;AP, so i I,aI POl SAP's record of 

processing their remmed out cash correctly 

When the br,i ~icli dechi,, c All for each of then- slocl:units, any cu lt inpouches 
should not be included. At the end o: the i %ading day, I Inrizon adds 

together all the deel.irai ioiu and trios inns than in a.coh tile. 'lhis also 
inchnles a Genet>iicd cns figure, based on cash movements dur ng the 

dat , winch does include Cash in Pouches. 

Information on cash movements into pouches (rem out), and pouches leaving 

branches (pouch collection), is included in the .ble files which are fed into 

POLSAP each night, containing all Iransactions done at the branch during 

the day, so POLSAP should know die balance held in pouches ai the end 

of each trading day. 

The cash declaration received by Cash Management matched what the branch 

declared each dm-, and what was sent out of the Horizon system in the 
cash on hand fi le, FIXCRPT for the [90 hanlcnore (product 655). It 
appears that somewhere after leaving Horizon but before getting into the 

cash management system, an adjustment is being made to add the branch 
Cash in Pouches overnight figure to what they have actually declared. 

But rather lhan using ihi, ucalur or iii' correct Inidinit day-, It is using iii' value from 
the previous day. I knee the declarailion, hcirg used ht Ilse Crash 
Manapeuueul syslcnI do not nlalch lice' czsl actually in the hrinch. 

From the Peak: 

NBSC states has gone through all checks and confirmed the PM is following the 
right procedure and choosing the right dates. 

This doesn't sound like a Horizon problem - the cash on hand data is sent in the 

.cols files to I'D] SiAP, and docsn'I include- crash in pouclus. Dcuai,s of 
pouch collection from branches arc srnl in .poe files. 'Checc nuisl be a 
feed out of POLSAP into the cash cnauagenient system (this information 
could also be based on financial data which we send to POLSAP in .ble 
files). 

CHARTER 
cash rennncing ii . and out was incorrect - some 

entries had the wrong date. 

Cash Management depend on POLSAP, and therefore 

tlmy Ihcwtthl the hr.inch was do ll, sonceihii;ig 
wrou<" 

However, if lice' branci . iiad done nothing wrong, their 
physic,d cash would ncalch svrhal was in the 
1311])13, ,cad therefore dierc would be no 

imbalance for the SPM to correct at the end of 

a '1'P. 

If Cash Management had been sufficiently concerned to 
invesligate The branch lin-rite,, then examining 

the core audit iecrnds (which were not 
involved in the bug) would have shown that 

the branch had done nothing wrong. 

The effect of this bug was to raise unwarranted alarms in 
Cash Management, rather than to affect branch 
accounts. 
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acha1717T 7/10- The branch complained that the~- I'lad a loss ofC240 on one day. NBSC had been There is nothing in Ste l~l-1. 1oin,l icaleili:,i h its wi a Nit 

unable to find any reason for the discrepancy so the call was sent to probleuo lit 1 101IZOn - mcrcly an luuul,L.iiuctl 

Branch reports an Horizon to check lot system errors. 

unexplaine From the Peak: " 
T I 

d Cash 'teas declared al 16:19 on I~ri 23rd, with a discrepancy of -[40.34, and then at error beinginvestigated. 

discrepancy 12:20 on Sal 2411,, ilus uinc with a discrepancy of -1 240.66. 

I have checked very cater idly between these times for any sign of a system problem, The Peak shows that the error ss as it  iii i ed, by :Anne 
PCO202239 but even'rhin~ appears correct. There were no Umeoats or recovery. C:hauibcrs.. No fault sv as litund in I loriztu. A 

possible accoulu of the discrepauccy vVas round, 
However I noticed session -151576, completed 16:51 on Fri 23rd. This session arming 1i )ni ,, user error. [he SPNI v; as happy 

contained an A&l, withdr iv ,d of 1200 at 1646 and CAPO withdraw limit for t he call hit he closed. 
of [120.90 at 16:50, settled to cash /320.90. 

Given the gait between the i ra l os,i c 1 i o i n, I wonder if these withdrawals were done 
by 1wit sclorale rush/inlet's, any'. the lu-s1 was 51ve0 iTT)) nd the second 
[320.90 (the slack 1ot,ti ? fills would curse .a loss 01[200. 

I have spoken to the lit  and explained ihccc are no indications of any system 
problems, but this session could possibly be the source of the loss. She is 
going to investi ate further and is ha for this call to be closed. 
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acha621P 10/15- A cash pouch was received at an outreach branch and scanned into Horizon. The This is a case 'acre I l ori,oii , ]I,ui ed a user t o u ru he an En 

manual process was followed and 2 Delivery Receipts printed. Then the en-o, renunin in cash - ('II ii  in the 5.11111] 

Cash remmed in at clerk pressed Enter to complete the process, and a Rem In slip was 

outreach printed. They were then able to press Enter again and another Rem In ~+ y 
C. Fl 

branch was slip was printed - and the same amount of cash was recorded a second 
ouch several tin u , p . recorded time. They may have repeated several times before using Cancel to 

multiple 
escape, resulting in much more cash being recorded on the system than 

Asa result, cash recordc(I in I I o -iZon would not match 
times 

they actually have. 
physical cash. 

After the Rem In slip is printed, the Remits ances & Transfers Houle screen should 

PCO246949 
be displayed. If there o as a ss°,tcm logout or ii,uci:vlO luuiaout earlier, As above, when pin'sical cash is counted ar-d monthly 
before the user had lo,—L d on billy and all lilt, I,vtst -1 u,. iii checks b  cur a is done, any out will be corrected. 
cony>leie(l, :hen tilt, Rcua In so-cell is displayed .i;bain ;diet d he Rem In So il ute is no permanent effect on branch 
slip has been printed. The user presses Ltiter to in in exii ; eaclr time the accounts. 
pouch value is rci iinedin again. 

PCO246997: Fixed in CIlt_:APla_X1288_V646, released to live via The Peakiml>lics chat the problem mac have been around 
COL v'lL t Al'P 77_7. for some time. Some Sl \ls spot tc(1 it and 

Roll Out to live estate commenced overnight Tuesday Jan 12th 2016. reversed the error immc Ii,, cic. 'Chose who did 
not spot it would see tlie discrcpu: ice la i cr, 

The cause of the problem is being investigated but it will not retrospectively correct -, lien they counted cash, axtd have to correct it 
the accounts at affected branches. in their monthly balancing. 

From the Peale 

This is not an area that has changed for several years so it likely to have happened Cash remming in and out must be proof against user 

before but we have no record of it having been reported to us. I can only errors 

check back two months; I've found 4 other instances (outreach branches 
214869, 106444, 110444, 207828) and all but the last removed the 
discrepauci b completing a rein out for the excess, which corrected the 
system cash holding. Branch 224843 may be able to do the same but 
NBSC should advise on this. We are continuing to investigate the 
problem (PCO246997), but any fix will not retrospectively change the 
branch accounts. 

acha194L 11/14- A Post Office branch may report that cash declarations from kiosk(s) are not being error in ! Ion zon hailed In do sontethiac, No 

automatically passed into the Horizon system so they are having to auton.oi ically. If illy 811 \l noiiccs, lie caul do ii nrnnu_illt. 

Kiosk cash manually_ declare cash for the kiosk(s) directly onto the horizon system. If lie does it'll, sliest is sn inyr.acI on cash managcnu-ni 

declaration Use of incorrect daiatype can result in the Transaction Amount check failing when 
and delivering cash to the branch. 

s failing it is act n ,ll,- t orre( t -
The business impact of the error s on cash mina upenieui 

Missinc, c ish decl a uions Loin ldosks means no info is sent to POL about any cash ai:d dcliverin,, cash roar i,, tic cash needed at 
PCO238702 held ,it the brancht, and can inip.ici cash management and deliveries. a branch nice he ateen-recil', estimated, leading 

Clough since kiosks declare a iiil v iiliin a shared stock unit, it is unlikely to laic or insu! licient deliveues. This is not an 
ihai all tills will he ntissut . ;Afb-e:ing ar<,und 15". of kiosk brunches each i l ii'ci ou branch ac<ounu--
dar. 

From the Peak: The Peak unplics that the iauil: was not in Horizon, but in 

Venn ;Ananaallc Confirmed that this Incident may be passed to the external the kiosks nt,inaged hvv an cxiernal conip.uny. 
company with the attached evidence. 
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LKiang3014S 11/02- The system seems to be generating a discrepancy ("DDP -3438") that matches the 
cash declaration Decld rather than calculating 

Cash declarations do it.<br><br><br>Developmenr have been unable to determine the root 

not match cause of this problem (PC0084116). Instead new trace has been 

Cash in the introduced to Dataserver in BI 3_S30. Now when Stockunit Balance 

Trial reports are actioned all transactions trawled in are summarised whenever 

Balance 
a search is requested. There will be a'before' and 'after' trace appearing in 
the audit.log. 

PCO084116 
If the cash in Ilie'frial Balance is different to II.al declared by Ilte P\'1 and. he 

diserepane\ (\\Inch rail lx Inn id b\' lllte'rrng:iliiig Ihe I r,insdclioil Log: 
DDP orDD\) matches the last cash declaraline Ihlire thenthis couldbe 
the problem. circuuivcut ion k io redo the cash declarations using the 
same ,m inn as abrade Lena rid 

From the Peak 

Development have not been able to determine the root cause of this problem. But 
more trace message has been added to Audit logs in BI3_S30 for future 
investigations. However there is a circumvention (as described in KEL 
LKiang3014S) which is to simply redo the cash declarations using the 
same amount as already declared. 

This was a problem in the monthly balancing I >roces,, Small it 
wrhidi m} pears Io have happeneel only oiler. 

CHARTER 
Allen iuve,ligalion, an extra check vvas put in 
the audit logs for future iuvcsugatlou,, and I 
have seen no evidence of these 

Fujitsu could not find the cause of the problem ,and 
suspected a fault in the Riposte software. 

A simple sir1 miii nd was suggested for auv SPMs 
atlecicd. 

Since the prohleun en obvious Io 5P\1, il' the amount 
was sigtitleant, and there was then a simple 
workaround, it is not expected to have 
significant effects on branch accounts. Small 
etIects might not be noticed. 
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MScardifield2219S 7/05- A cash declaration was made in "Stock Balancing" for the amount displayed on the 
Snapshot. When the Cash Variance was checked afterwards a Gain of 

Multiple cash £45.05 was displaved.<br/><br/> *<br/> May get PMs calling in to 
declaration stating that they've been declaring cash but have been getting varying 

discrepancies reported even though they've been declaring the same 

causC 

amount of cash each time. Or that then nice done a transfer but are then 
getting a discrepancy equal to the aniouni of the transfer, or that the incorrect 

figures in 
system h a m' ut transferred the cash n i o i the stock unit. 

Discrepanc 
y, Variance The underlying problem is that we cache the current t riding position 

!or a Stock 

and Unit and1 rely n u t i>>cdiaiiisni in R:po'w) io uoulc us ofnew 

Balance 
transauion, across the oiulci to keep this cache up to 

Reports 
date. ki .br/-.\\hen in t oils ii iflccl, Discrepancy, Variance and 
Balance Hd pens and i n, the oiled of I>resentina ibc Jerk vi iih incorrect 
inforuuuiou. The vt ill be potentially conlusin{t and mac lcurl inn Li:' clerk 

PC121925 making unuiecessarr corrections. lhesewillin Will show up Al iuntre 
inconsistencies (eg nothing gets lost in the end). 

The Declare Cash problem clears itself overnight. 

From the Peak 

I've added a sample trace Isle line one of (hr test rigs where once '. 7(0)) I ransnctions 
were applied; it wr multiple this up Iii i , hactor of 3 (number nl dlan s) 
times 3 nuurber (ii rigs = 153000 trsnnsncturns generated. On of iIIis I 
have seen ONI . lailure, sr going on this statistic shore is, ohviouu,ly a 1 in 
153000 chance ofiit tiug thus problem. ,alas this otoblcur is still rclatedto 
some temporirc resourcing problem (the one I wittnessed seemed lobe 
down to a pries rids its lockup?), bw the system did go onto recover but 
leaving the lig,urs siai1nd ill in nu'nuxy. 

The Peak implies I ii:) this was .i sere rare problcur,which No 
could onlc be open nu n  tr ilh dlliculty 

CHARTER 
The KEL states that this problem may lead to the clerk 

making unnecessary corrections - which could 
lead to an incorrect cash position on Horizon. 

However, tine KEL also says that' These will in turn 
show up as future inconsistencies (eg nothing 
geu lo,t in the end).' 

This refers to the f act that nay, remaining inconsistency 
will be cotton Len  in niontlsic balancing, lending 
to a correct posit ion.(countermeasure UEC) 
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wbra5353J 4/14 Review of the message log shows the session failed due to'Invalid Basket state - This was a faith iuvoh ing a kiosk, which resuhcd in a No 

en'or 1201' eusionmr being, debited three times, after 

HBS Error 1201 
Invalid Thought to be a side edict of bad reference data for parcels to Singapore etc which C H A R T E RBasket was fixed on Tuesday 15th April. which i he session seas cancelled. This vv ould be 
State (state a recoverable tratus.iaion hcc;iusc it involves a 
4 DCP credit card; canceller ion and subsequent 
report) Therefore the implication is that a card pa t uicr.t has been taken even though the recovery would lead ,ono net effect on the 

basket hasn't been suceessfullt settled as it was subsequently cancelled. brunch or the customer. 

PCO233011 
Or there me'\1 have been a subsequent successful settlement in the same 
session; check usage of the PAN on the DRS workstation. The fault appears to result from two causes: (a) bad 

reference daia,which was easily corrected, and 

Call returned to?MMSI for progression with POT, as to the way forward with (b) a lack in the kiosk sotlware, vt Bich c,aune 
reconciling what appeaas to he a fault with the kiosk. from an external supple, ,nul was ntnsale 

PO/Fujitsu control. 

From the Peak: 

Note the repeated use of Sequence number 229 by the kiosk, which HBS has 
interpreted as a resend of a request and so we have effectively returned 
the previous response each time (though I see with the 
Tra; as a c t ionTotalRequest we call the response a 
Tra , isactionTotalResponse which is not what I would have expected). 

This explains why we returned an error of Invalid Basket State to the first call of 
Ill S'I endcrAdd. 

I see that there have been 3 attempts to settle this to Plastic. I?m not sure why you 
have allowed this, but it seems to have resulted in the customer having 
their card debited 3 times and the session was then cancelled. 

jsim5530K 8/10- PM states that she remu:ed out her cheques twice by mistake so she spoke to the This condition (not being able to reverse a mistake) is No 

NBSC who advised her to reverse the addtional transaction session by visible to the PM, and leads to a discrepancy between 

Remmed out doing... Horizon and reality in cash + cheques -just like many 

cheques BackOffice > Admin > Reversal > Existing Reversal 
other human errors in handling cheques. 

twice by When the PM attempted this the following message was displayed... Monthly balancing will show a discrepancy, which the 
mistake 

PM will understand, and correct the error. 
and unable 
to reverse Reference data controls which transaction modes may be reversed, in this case the 

reversal of a cheque rem out transaction is not allowed. It is not recorded whether the reference data was 

PCO203153 
changes, to allow a double rem out to be reversed. 

The reference data is controlled by the Post Office so this is a business issue to be 
progressed by the NBSC. 
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Appendix HH My 50 KELs without countermeasures 

CHARTERIS 
222 This table contains a further sample of 50 randomly selected KELs (also every 100th KEL in an alphabetically 

sorted list) which I have analysed for possible financial impact - but I have not analysed them for robustness 

countermeasures. 
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KEL id and title Date Extracts from KEL or Peaks Analysis Financial 

CHAS 
• 

Ertl ' 
m 

P 
a 
C 

t 

JBallantyne4231 Q 2/05 Having looked at the module, what it does is when it Maestro is a job scheduler, so this was a back end No 
sees the C12 parser has <br>been st upped, it goes and performance issue - jobs nnnning too 

MAESTRO job DRS_EFT_C12_PARS.DRSC312E checks for one last time for an,- new m ran'action slowly, but correctly - which would have 
did not die <br>and laths-c counts and uhdaies the "\lo:iitor" no influence on branch accounts. 

table before exiting with <br> success. <br><br>So 
the module wasn't hanging it was j' isi doing the final 
processing for the <br>day. 

jenningse2856P 10/09 the result was that the Quen-Handler_exe was running ARQ is a process u>r retricviug audit Baia, and has no No 
at 1010 CPL usage affecting the platform chic t on branch accounts 

Audit - QueryHandler.exe running at 100% CPU performance and causing an upgrade to fail (due to a 
usage locked DLL). 

Believe iliac something had happened to a particular 
(BRDB orientated) AR 

jenningsg4223J 3/15 On the new V2 platforms Access by the Archive Samba is a unix program that allows filesystems No 
servers to the MAEARC$ share via the audit external exported from Unix hosts to be mounted 

R12.01 - samba log guest user Access denied on IPC$ user is generating a symbiotic error for guest user to on Windows systems. This is a back end 
the TPCS share (which does note exist in the smb.cont). access issue. 

2 x errors per plarform are generated every day at Access to these logs is very remote from branch 
approx 1.1:00 when the accounts - no effect. 
B_IUDIT_STRTI.M:IES_IUDITB and 
W AUDIT_STRTl.1lAES_AUDITW jobs kick off at 
14:00 

JonnalagaddaN236N 3/11- Attempt to set time which differs by more than 12 This is a back end server problem, and there is no No 
hours aborted. evidence:lc:m i it hiss an, iuq,act on 'cinch 

Time synchronization Error accouu.  horizon I ris rim be designed 
If no event seen, SMC need to raise a P5 call and pass it d c.l:., ts i v el , 'ii 1imam .i I?ach cud johbeing 
to HNG NT team (Platform Owner / SDU) team to alx,ncd lie sir reason (suds :as a Isumlu arc 
restart ice windows time service, no need to contact on l i t re-: ) will not have any effect on branch 
call out of hours, an email to our team mailbox will accounts.. 
sufficient . 

jsim255Q 10/08- These are Bureau Pre-Order APOP reports that are This was a fault in producing a report file to a client No 
created and sent to EDG every 15 minutes. organisation (First Rate). 

BPOSRT201101 BranchOrdersYYYYMNII)DHHM 
MSS.xml moved to failed directory The Peak PC0167591 established that this was a It seems to have happened only occasionally, and the 
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1 pi then wii Ii sending foreign exchange transaction solution was a manual re-send of the file. 
data to I'irstlite: 

l'r,iusactions will be posted to APOP with a status of 
pa 1. 

l r R~C H AR 
pp
I i. 

The APOP SQI, P,liract process will run on a 15 Even if there Bart heen es ,1010c1 on branch 

1010111/' c)'cII I hroucgiuxti the working t'la}', to produce a account, (which was 1101 cv ldcllt troll) the 
tile ol records ytilt a status o( Paid and to cbange the peal:, and wllirh is tdikel,), Iaier 

Kaluso1c5i reel cd records homP'aal to Ave iii hle,The t'econcilialiottwithFirstRatewouldhave 
SQl , extract will produce a tile in XMIL forrnal . corrected it 
. Ike APOP FTMS service will make files available to 
EDG 

EDG will forward the file to First Rate via SFTP 
First Rate will process orders placed before 2pm on 

Day A, shipping 
currencc / travellers cheques for the Customer to be 
able to collect from the originating branch on Day B. 
Orders placed after 2pm will he shipped for collection 
on 1)ae C. 
Therefore it would appear that First Rate are the 
customer in this case. 

The final status was' Closed -- Advice after 
Investigation' 

JSimpkins4251 P 9/99 - During the migration of a new counter it was found Some products not being available does not lead to No 
that non-core items used by that office were not errors in branch accounts. 

"Migration Special" required for missing products available at the counter 

Some reference data has not been provided by POCL 
to activate those ro<lucls at this office. 

KalagampudiS19llJ 10/15 These ciwi~ were CIUSL-d by the builds of This was a back end hatchperforur.Inceprolluiu. No 
1prpbsl301+302 enablingpmce data collection from all The lint: to hi tch accounts wou':d he curs 

CRON 100: pmcc_collect: ERROR: start_collection 4 arrays. This put extra load on the arrays and indirect, and I 1 1e1P Is no e iclence there was 
returned error code 60 interfered with the collection tl-om the current servers, any link 

1prpbsl20l+202. Unix team have now disabled the 
collection on BSL301+302. 

KalagampudiS5733K 9/13 There is little in the KEL beyond the title. A problem e: iih l ie data cent re l..AN is very renu,te No 

Item hr>urch accounts. Itutigh' interrupt 
PIIINSWO04 sent to neighbor 192.168.21.2 4/0 ' PIIINSWO04' is a network switch - see document son, pro(t•ssinl", so some appl ications 
(hold time expired) 0 bytes 138062002. 1111/it have to recover, and Inusi he 

designed II) recover Ihoni nei'eorl: 
hardware (cults. 

RMGA = Royal Mail Group Account KennyA2520K 6/10 Changed the iKEY password unable to log on. No 
Send IKEY to Bracknell for RIGA Sect n-ity Ops to 

iKEY locked out after Password change rectify problem. People being locked out of applications - for 
instance, because they have lost their 
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R\1G \ securii.\ rose i.,ke actious defined in local work password - is a regular event, and delays processing 
instruelion, to silos tcnt lx tru) access, rather than introducing errors. Systems 

CHA ERI 
mint ISe designed to be robust against the 
introduction of error's. 

kiang1230J 4/14- It seams that the contposiie product This is an inconvenience that stops counters No 
COG N' I'I R_X1 005 failed to install AGT_IPPSA processing some kinds of transactions 

TivoliServiceMonitor:Service Not Running - correct l s-. (ARC), but does not introduce any error 
TMSIPPSA - Restart Count Exceeded into branch accounts. 

IPPSA is the Ingenico PIN Pad Serial Adaptor Agent 
introduced on Counters to enable ARC (Asylum 
seekers Registration Card) processing. 

If the counter keeps throwing this alert and it needs to 
be resolved then a counter replacement can be 
requested. 

There are other ways of re-instating, but, according to 
Dev, they are tricky and un-tested, so replacement of 
the counter is the safest option. 

KrishnaC2131K 7/11 PM performed APADC recoverable transaction and Issue was a recoverable transaction, and may have No 
added the transaction to basket and counter got caused an error or induced the PM to make 

CIT R5 Drop 3c CTR 05_0_3_63 - Recovery crashed due to some problem and settlement didn't 
successful when ADC Recov script fails to compile happened. At the time of counter recovery process, 

an error. 

APRecovery got kicked off and attempted to execute Human errors in recoverable transactions ;ore quite 
ADC recovery script which has compile error. Then corntnon, ns the recoacry process is not 
counter displayed compilation error message as rout ir.c. Kerns er.thle f ransact mss only 
expected and pressing continue over that printed need iii he rccnv CCL tl heel t isc a 3rd party 
recovery successfull receipt, which was wrong. client is int olsed- I I the SP\1 is misled or 

makes a III istake, reconciliation with that 
From the Peak PCO210980: client will Career IIre error - 

' Q'hat live problems will there be if we do not issue this 
fix? 
--II the fix is not released, recovery failure due to script 
failure, .ulds a 
rumor.\ line to h tsket and prints receipt as rcan-crc 
surces. .nut ntisl,:ttls t iscr as recovery happened, but in 
actual it didn't ha p> xncd. 

KumarR2346P 6/11 If snit nitre, 'ti tle front" or "time to" value when This may well be a report for an SPM in a branch - I No 
se tind criteria Iii r a Ir.insaction lt, report, rhea the need to check. 

Missing Time To/From Criteria when Building vat ues entered disc ppe,t r lint t u e t ra nsaction log 
Transaction Log Query. history as you enter more criteria. Generally, errors in reports to SPMs do not directly 

influence branch accounts. If a misleading 
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report induced a PM to make an error, then monthly 
balancing would generally correct it. 

LeavesleyC5224K 3/11 Event text: (103) Horizon_Remove - failed to delete + 
folder C:\cryptography\RecCode E 1]r 

Cl !S. 
E" ~f I
GNio(103) Horizon Remove - failed to delete folder Severity: Critical 

C:\cryptography\RecCode Alert group: InstallSW This was an application installation problem, which 
has no direct effect on branch accounts. 

From the Peak PCO209342: 
As the Peak said the events could be ignored, the 

Since the messages in the app event log and the entries impact seems to have been no more than a 

on the Tivoli website both indicate that the installation misleading message. 

succeeded am-way, and there are no other associated 
errors, these cvcuts can be ignored. 

mansfielda2957Q 02/13 If a file arriving on the PODG external server is found A spuriot is i i tessagc in a log will not affect branch No 
to contain a virus, messages similar to those below will ,Ic.ct,t1„1, 

PODG attempts to continue processing a file after a be logged to the application log: 
virus check failure .... 

A spurious messn ge 'S a I i n,) 'An attempt to move the 
file failed' is logged le si sc PODG continues to try to 
route the Ills even iItongh ii has been moved to the 
quarantine direr tor. 

maxwellg251H 08/11 An attempt to load transaction acknowledgement data This problem was not caused by any defect in No 
from TPS to BRDB has failed. Horizon. It was caused by a taint in a file 

BRDB_TA_FROM_TPS.BRDBX003_TA_FROM_ sent to Horizon by a client (Logica) 
TPS_n Abend The "ORA-00001: unique consi mint 

(OPSSBRDB.ITAD_PK) viol.uccl" errors occurred 
bccausc a ira!tsaclion acltnow ctl~ununI Ill" l)reseutcd 
to I ulilsu I i I , Ica c<niciin, rcler"nic v:alees which 
aheatv eel's in Intl), or contains more than one enure 
will) .a given rcicre nice . 

maso e11g83I Lvrnt dcscrip! inn - DC(AT not error "The service DCO11 is probably the Microsoft Distributed No 
caunoi he sinned, cin e r her use it is dt,al>led or Component Object ;Aiodel.It is referred to 

Critical DCOM Event Id 10005 because in Iris nu en ihled desires tssoaatcd with it. ° in 138061661 ' Proactive Monitoring IL ix 
aticmlNing io ;1an the scrv':ce SI iNS Will, arguments "" Supporting Agents' 
in order io run the server 1,D3938,AI30-3S9D-I 11)I-
81)1)0-(10 AU04,ll3D5E) As the KEL says' the event can be ignored', there is 

no expected effect on branch accounts 
I eevent can bei ored. 

MHarvey1422M 12/03 SS( _BO_GATI I.SSC_BO_DRSSUP schedule was This is a performance and scheduling problem at the No 
overrunning because all files in back end. These may occur fairly 

SSC_BO_GATH.SSC_BO_DRSSUP is overunning m_db_srv:/bvnwdl /drs/trans/drssupport dated 29 frequently and there is no known link to 
and 30th December were timing out with "file in use by branch accounts. 
another user" while attempting to copy to 
MBOSSC01 \repository\host\drssuppo 

Subpostmasters v Post Office Limited Expert Report - appendices d42.docx Page 76 of 89 



FUJ00082226 
FUJ00082226 

fhc problcnn i, not kills' un(Icrsioorl hui seas s'vcnluallc 
clr.ucd b, n tcl c of o': A'1130SS(,) 1 '1 tilts a1)1)rirs to be 
an isol tcd incident and a rcbooi i' probable the 
,un1)lesi rcn)lulionil onlyone client isatlkcued, 
however :f it occurs ri'ijnsiith' then migiu be ad, is,11c 
i o >ish lDv'1' to advise on how to get some 
diagnostics 

C H A R 
~^ 

E R 

MithyanthaJ2129R 4/10- The error "Exception Will] sr executing action - The ICEL and the related Peak are rather No 
java.leng.NullPointerPxceptiol" will occur due to unsatisfactory, as a Java null pointer 

Counter APP - Exception whilst executing action - various reasons during the run time of the application. exception can arise for a wide variety of 
java.lang.NullPointerException reasons, and will generally stop a program 

In this call, java.lang.NullPointerException occurred from doing what it wets doingg. The KFI.: 
within Post Mail Items whilst the PM seas messing and the Peak do not identify` the root cause. 
around with postcodes. "V'ISG90025: System Error - 
Error Code, 0291" was displayed. The description of the activity taking place, 'messing 

around with lost codes' seems to be 
The Peak was categorised as closed, and non-critical. detached Ii out si ns' business transaction, so 

it is uniikeir ii have sans effects on branch 
accounts. 

Had this condition occurred with any significant 
frequency, Fnjirsa would have had to 
investigate it lurdicr. The fact that they did 
not implies that it was an isolated incident. 

mudundis3439Q 3/10- User is getting logged out automatically. The Peak directly referred to arose in testing, not in No 

live use. However, the Iwo other Peaks do 
Counter froze while settling Local collect Release and The saute barcode is used for Release or Return refer to live use, and contain advice to Shls 
Return i ieins with~rii gel inq sensed Burins ,Accept(stillin Basket). It to avoid the problem. 

is throww'ung uni(pte corstrainl (()PSSBRDB.BPB PK) 
violated as it is t 'inb to af, xl l ie Iwo states into a single 'S $ Counter freezing can arise foes variety of reasons, 
cell ss I .Chin and OULUtOflire state at same time, and the system must be designed so it has 

no effect on branch accounts. 
PCO21)2466 - I spoke to the PM at the branch that was 
generating this went, whc) told nnc I hey weren't PCO205976 illustrates that the effect is an annoyance 
experiencing any operational problems. to the SPM - freezing, requiring a 

workaround- rather than an error in branch 
PCO205970 sent to 411 line as this problem is seen in accounts. A low priority fix was required. 
live rcgclarh', and ii sht)uld be con;icicrud or a low Had there been am impact on branch 
priority tlx. accounts, it would have been high priority. 

PCO205976 says: 

For the previous Monday and the Tuesday there was 1 
hr rich that tceunrd on hots , clays li'(Kh so Iliad a 
look at the lot, for the :Alondac and thus shows a 
Consis, tinneni to Austraiha wits'. G bar 
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codas scanned, ll,ei, a k packet no <ritiara' services 
se'd'ci 'd but the ociept csauairircl a latcoc'te chat was 
scanned in the consiPnnrc.rt its is uuespected and 
possihlc cause old iii kcc violation. : AI ihought this uitlY R E
be em-uronnun ~.I the code needs to be robust enough , 

R

to avoid suck instancics. I its can be scheduled as a low 
priority fix. Attacluntt logs nit 137002. 

MWright454P 1/02- There are two User Maintenance/Stock I'h nit j llcic'te This was a cosmetic user interface issue - no impact No 
messages that appear to be hard-coded . 't'he first one is on branch accounts. There was 'insufficient 

Errors in Stock Unit Deletion messages displaced if a stock unit has pending transfers. of Ccct on the live estate' to warrant [- a ther 
`Stockurut' (all one word) needs to he replaced by wrk 
`stock anit'.<br><br>The second needs to be changed 
by removing the text `.-\'151'F:N'IION found not delete 
stock unit SS as' so that it matches the other message. It 
then becomes:<br><br>Stock unit nn counld not be 
deleted — it has been used in the current Cash Account 
Period. 

I'his issue is having insufficient effect on the live estate 
to warrant the investigation of the fault and production 
and application of any subsequent 
fix.<br><br>Should the problem recur and prove to 
cause a major impact on either the support community 
or the end user then the status of this fault will be 
reviewed. 

NarayanS1133K 8/11 Server Name : LPRPBPLA01 Being an overnight event on a server, this is a back No 

anti '.'site vt hich takes place outside 
Windows cannot find the machine account Event Text: Windows cannot find the machine business hours. Tucrefore any connection 

account, The clocks on the client and server machines to branch accounts is remote. 
are skis ed. 

This alert is triggered during the BPL server reboot 
which takes rlaccoverni hi . 

NStreeter1458Q 6/00- All counters and all users were unable to attach to a Inabilii v to at itch Iii a dil Icrent 'locd turn will No 
tint and different Stock Unit. The attach key - is g rey -cd o 

prC'Velll ntiel'ti f(>Ill ('illei'ing at iv sinessI bu 
All Users at PO unable to change SU Attach Button the F3 key does not work. 

, 

t ra matt icxis or nil] tees i he si oc k unit, 
Grey rather than allow crroncous iransactt ion to 

The problem is caused by a corrupt stockunit object in take place. 'Therefore t here is no cCfcd on 
the uressagc store, it will be missing hanks when branch accounts. 
compared with ,dwt stock unit nres=agcs.Ihi,causes 
EPOSSStocknni, sclll io fail and maL,, the :A each and (check the Peak) 
F3 kits nnavtilnblc. 

OAgboola448S 8/05 ilia' the ti lts reached a near full cap:,ci:c on the This is a back end server performance issue, and has No 
see vet, anckl h is taken almost all Ihr spaces lip on the no effecton branch accounts. 

The file system / polfs/ads has reached capacityof said ,tory (, I zhr .h -: - \ basic hou,ckccpiug activity 
96 c 6 on show p(l I A deleting icrcicvant lilts should rcsolvc this. 
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P.rose5349G 7/03 Critical I ;rrorr<'I,r>'Error [condition encountered] Very little evidence provided in the KEL Need to No 
Ptuxuon:clsP.LN1I', see TFS 307211017 

Error Encountered 
PawasheC4544Y 12/09 Server: LPRPOES001 Date / Time : 27/11/09

536 AlertKey APS2 AlertGroup OEM Alert:- C 11 20: 1 : : tt .. 
APS2 Session 330 is blocking 30 other sessions Summary: APS2 Session 330 is blocking 30 other This is a server issue which the KEL says 'can be No 

sessions. ignored'. So there is no effect on branch 
accounts 

This is some( ping that occurs at the same time as the 
TPS Hydra teed it doesn't cause an issue, so can be 
ignore this alert between 8pm and 11 pm each night. 

PCarroll4137R 11/00 VPN does not get initialised until Polo has This raises a risk of human error (not ensuring that all No 
eompleted.<br><br>See Kin GCritchley4855L•htm transactions are up to date) when replacing 

NT Polo Reset does not work on Gateway for a full explanation.<br> a unit. 

If and only if this is a CI4 gateway system, then Box In that case, the usual methods for correcting human 
Swap is the only answer. error (monthly balancing and rollover, 

transaction corrections) would apply. So 
The referenced KEL says: there is no potential for introducing 

permanent errors in branch accounts. 
Counter has been rebooted and it has presented the 
normal Windows NT logon box - instead of the Polo 
login screen 

Replace the offending unit. <br> Obviously care must 
be exercised to ensure that all transactions are up to 
date otherwise we may lose some!!! 

PorterS2059K 02/12 Clerk may not be able to log on to the Counter as the This causes the counter to be unable to process No 
CounterApp refuses to appear on the screen; Counter custonur tro :,sactinns, tel does not 

CounterApp Windows NT Alert desktop is blank introduce any erroneous ones. 
0221.re£erence.data.local.checksum.mismatch 
PSteed3244P 6/02- Detailed description of symptoms. 'Host figures' refers to a back-end reporting problem. No 

TPSC268A: Reversals for end-dated products are not This is a reporting error. Since the cash aiccouut produced at the counter is 
included in Host figures correct, i here is no adverse impact on 

Cash account produced at the counter is fine. It's just lutuicli ucc(,nws 
the host processing that is at fault 

\l:u 2004: The solution to this prnhlcm, detailed 
alcove, has been reversed by the fix to PC00Y'311 
(KI'.Ls AChambers3558Rand DSeddon 361(1"). If 
th(•re are regular occurrences of this pro')]cni then we 
will need to think about getting it look,,(! at again he 
ticvc! II orient. 

RAloneftis5l llJ 8/05 in ;!] r.iisrd by EDG as the Bureau De Cliange Margins This problem seem, to be a delay in lncxiucing a No 
lilt' receivc(1 MRG (13DC-_AI)coutains incorrect report at the hack end or for a client. This 
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I'rohlent wi h BD(::\1 file header marked as being infortnst ion and sites are trading with the incorrect has no impact on branch accounts. 
for a Iii i i i rc (la l c prirc groups. 

Followiw) investigation by Unix the file received on
that ltat ocular cl is cIlllalnCd an incorrect I Icadrr avhich 
insiri ic'is RD\I(. In load ' lie tik'' l r%on 3(1 1ti1.2(1O5 
which is a dale in the titterc. 'Ilie file has been placed in 
a "\K .1 I" C Is.(,"  d i roc i ory and nail be processed by 
a>>r<)s0835 tonlonowabr>ntornin . 

RamaswamyP4748M (60) 6/09 A't k Sil innara page & A'l'b States page is not opening ATE = No. 
in Tivoli \X eb Pages. 

ATE Summary page & ATE Status page is not 'Tivoli web page' moans that this issue is connected 
opening This problem will not be resolved under Horizon (it is with Tivoli distr-ibra ion of software 

more than likely a issue with the version of IE 5.50) updates, not to do wit h business 
transactions. Internet Explorer 5.50 is 
failing Io display- some information, and 
there is a'-orkaround. Therefore the 
connection tie branch accounts is very 
remote. 

RColeman4719K 01/03- Events on Boot Server:<br>Event ID: 2002 The Boot server is used in configure Outlet PCc No 
"CreateFile (cfgpipe create) failed."<br>I.vcot ID: daring the insialtai :on (cress.. (doe 

Boot server: CreateFile and ReadFile failed events 2003 "ReadFile (cfg pipe read) failed. 13814( =13) 

The (;onfigRequestHandler service rsea a pipe to pass Therefore this fault' nnld load to dit Ilculty setting up 
ISD\ details to the FindDtls program. zAbr>\X'ithooL a counter PC, rather than ail, inaccuracies 
this pipe Boot Server Files will not he pioccs,eel 'alien in hranch accounts. 
a FAD dials in. 

Stol't and start the Cont iiRcdur'O I Isindlcr nn [lie 
of tinted Booi Server.<hr> If this does not work then 
relic II t l tc hoc ii Sera°er. 

renwickh411K 12/10 Received minor alert (n) 13/12/2010 17:35:07 on The reference to Oracle shows that this is a back end No 
\XS',SI\V IO2 issue. 

ORA-00257 alert being seen on various platforms/ I .cent 'I csc 
events 1'he I l: cis.. is at or near capacity. You may need to It is an operational issue of keeping the hack end 

delete sonic flies. systems running, rather than anything 
which cou''d corrupt branch accounts. 

IBM stated:- Horizon. , riust be designed so that 
opera[ ional problems like this do not 

This is an Oracle error that indicates the di,l< wlter`' threaten the integrity of branch accounts. 
Oracle writes its redo archis a ,  lot, i, lull and the relive 
process is stuck. 

To resolve h is problem, free up space on the disk 
where tic redo archive logs are stored. Do not delete 
logs [hat Ii VI' not vet been areins ed since coil a onid 
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not be able to recover transactions in those files if your 
database were to crash. 

RKing212D 11/03 A Real Time E-Top Ups Expedited Confirmation TMS 
Interactive Agent on one of the Bootle DCS 

SERVER Monitors: BAD Alert Shows For 1 Authorisation Agent Servers is not running for some 
MBODCAO<n> High Level Monitor For reason. This is an operational issue of keeping the back end No 

ETXCONFRT<n>_0_ISC Monitor. systems running, rather than anything 
which could corrupt branch accounts. 
Horizon must be designed so that 
operational problems like this do not 
threaten the intcgri of branch accounts. 

RKing4032H 11/03- This Monitor shows a BAD Alert if the DCS Another operational issue, which is very unlikely to No 
Authorisation Agent Server is unable to provide the E- alien t bru tcl i acawnls. :Af.lt slop branches 

CRITICAL Service Monitors. Monitor(s) Showing Top Ups Authorisation Service, processing some t\1ies o.' I t.Insaction, but 
Bad Alert: ETAUTHO_<B><W><n>.SERVICE. not process them incorrectly 

RKing5642K 10/05- Soap errors generated on LPRPPLGO01 indicating This is an issue with web services connecting to No 
issue with connection to 3rd party Track and Trace / client syxlcus_ Cherclorc its nrtsunnn, 

LPRPPLGO01: 'Soap errors' events raised (Track and SntartPost / RMGTf(Mainframe) service run by 3rd impact i; to prevent br.ulches processing 
Trace agent) party/ ATOS scert.lin types ottruts.tction,, r.ultrr than 

to process anv incorre llr. Ao impact on 
SOAP errors in this pattern indicate an issue with the branch accounts. 
Track and Trace Interface (IT_Inf) agent connecting / 
passing requests to the 3rd party. 

This may because of persistent problems in the 
network between the Agent and the EDG / EDG Web 
Services layer, OR ben it se of problems at the EDG / 
EDG Web Services liver. 

PCO210096 is being invest igsted to see vvl tv we do 
occasionally get a set of these errors !usnailly 4, but 
could he in to 110 ,111 ii iii  a second or so; but 
illA' eel1g',l l loll' sit at 0tugest I his is just .1 11 ,lnutent 

failure and the sou, uless.iges are resent succcsslidly. 
RRo1l2214P 01/03- Durittg rollout of new connt:,ricounterincrelsej the This fault would temporaril~v prevent a new counter No 

wino r red screened at ul i he l olovying errt,r rco-ls seen from operating at all, rather than make it 
Critical Error 2045 'sub Res ondToBootRe uest ... P q operate in l h e vent lnq ' Ill - ' 'ut l ~ nrecocu lhle error no. erroneously. 
%9999 2045, 'st1, Respond tollnotRcrlucst: Counter PC pals an 

uiu spell Id bar code.'_5b9999 Please contact your 
support deals 

Reboot the gateway PC. If this does not work contact 
SSC. 

SBullen821S 3/06 Interstage server was unable to terminate the DVLA This appears to have been a one-off event. No 
Suit .c e work tuns, is loch vacs restarted by die server. 
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INTERSTAGE unable to terminate Reason Code All OK. 
(30) 

(`onlirni ilia resian evrnI has bccn seen. If persistent 
Ji Iilen1,thcI: IlicI Iierimcsiiihi Iin :irccommened. 

C H R 1 
~~±±
E I SekarK5025D 3/10- As !n u d b!one y SSL,'t ic exception was as caused bythe 

Transaction Correction Tool (BRDBXO 15) not having This was aback end server issue, involving an No 

ORA-29283: invalid file operation ORA-06512: at per . nis.ion to read the input file. The exception can be exception message which 'can be ignored'. 
"SYS.UTL_PILE",line 488 ORA-29283: invalid file i uorcd. S there is no expected impact on branch 
operation accounts. 

ShenoyG4856U 02/10 Very little further information in the KEL. There may be some information in the TFS. No 

CRON 100 : latch: shared pool average wait time is This appears to be purely a performance issue, with 
170 no impact on accounts. 
SParker1754N 04/00- Event ID: 4006, Source: VP\ heymg, Key set for IP Events can be ignored - no impact on accounts No 

address nnn.nnn.nnn.nnn which belongs to /C=44 
VPN key negotiation events (:v=1' /'1 \=(0.')0a /L=P /P\=]000. 

(tAcccl>tnt)'b I ',ccni 1D: 4006, Source: VPN Keymg, 
A kcv negotiation yv as started by nnn.nnn.nnn.nn 

These events are expected and can be ignored. 
SPar:;er95"I 01/01 ' icuviev)in,cvrni lo6,nn.inolbcr=vsicuI illc A minor problem viewing event logs - a record of No 

foloci ing i, rlispl rd ill Iiii' event ti si_ l_br><br>The past events -will not impact branch 
The description for Event ID (nun) in source descup ion h>1 vent ill (nun) in once (xxxxxaxa) accounts 
(xxxxxxxx) could not be found. could not be found.<br>Itcoiu.iins the Ibllowing 

04/06 
insertion shim c .. 
Very little detail in i his KEL Stephensonui5042R May be more in the TFS. No 

SNMP Service Terminated Unexpectedly. It has done SNMP = Simple Network Management Protocol 
this 15 time(s). 

Appears to be an operational network problem. 
Horizon must be designed to be robust 
against these. 

surs2432R 02/10 PM states that she has system freeze/slow on node 2 A counter performance problem does not result in No 

faulty accounts. 
Failing to download Helpfile refdata Checked the event log and noticed the that the counter 

was failing to download the Helpfile refdata and 
retrying after 15 minutes. This download process was 
carrying on throuth out the business hours. I suspect 
this has effect on counter erfornraoce... 

SwamiG2738R 7/16 The events triggered as a result of a MSC being This is an operas ion.d b.ucls end problem, and is No 
actioned to presented new dish- d rives Io Ilie servers. expected to have no effect on branch 

The driver has detected that the multipath group accounts 
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associated with LUN UUID 
TatugutlaP3518J 2/18 Server: LPRPKSN202 This is an operational network problem at the back No 

Event Text: The Nelv.work Connection Broker service 
The Network Connection Broker service terminated terminated with the hallowing error: A device attached 

fu 
1 

to the scsteua is not nctioring. t t 
end, wit I i no impact on accounts. It was 

Issue with User user logging off the workstation locally. elassi lied as 'cu I ignore' 

Single instance of this alert can ignore. 
TurrellC2435P 11/10- Engineer on site to open a new branch but the office is Failure to open a branch simply stops it doing No 

unable to rollout. business, rather than making errors in its 
HNGX New branch fails to open accounts; 

Complex discussion of how to work around the 
problem. 

VictorV1636P 12/09 This was under investigation and not resolved. There was some problem checking the integrity of No 

the software on TFS. Little is known about 
SMG_Execute_Tripwire_Client - Software Integrity it. 
Check failure. A copy of report C:\Program 
Files \Tripwire\TFS\report\LPRPDEA001- Need to look at the TFS 
20091105-200204.twr has been sent to the DIAG 
server. 
vincentn3446M 11/09- HNGXMemoMlonitor on RODS vas t eying to open a p s business impact was reposed Iii be low, expect no No 

database link to RDIIC, his was failing corn once c f~cct n lie sel l ..,counts. 
APEX RDDS Exception I INGN004 ever, few days to twice in one day, This procedure is 
HNGX.blemo;Vlonitor Failed in open cursor run rivers' few minutes, so I He business impact of an 
cur NEWMEMOS occasional failure is very low. 

vincentn849L 09/12 Secuirty events seen oon LPRPRSH003 RDT Solarios A back end operational problem. No evidence it had No 
Server aup impact on branch accounts. 

PAM: Authentication failed for illegal user root 
Events as a result of P It t ch ii ig work being carried out Check TFS 
on MSC 043103458'2-02'fide: EXPEDITED -
Applring :Alanufacunrrs Secnrin' IPiichesin the form 
of Ils-cl,ne- to the RDT Rip. Contents to be provided 
b\ R.'lc,ise Note once available from Release 
Df  t ripe  i sent. 

wbra3336L ci i accessing TPM ') all users presented with: An operational back end problem which was solved. No 
Invalid itsernatlle or pass\\'ord. Re-cntur the 

ALL users unable to log on to TPM / WAS service infornrt Lion and click Lop On. for ALL users 
hangs. 

Looking at the log on 
/opt/sus no/loosjtpm_process_check.loo can no that 
the service Isailed clue to 1, e1: of spaaC. "f'ns was u%ached 
down to iIv laousekccping,':Pill pp, on i lied.tilv hacP p. 
l liese have heal tidied and the 1)112 and "R)S services 
msianccl (akin to a tt•hooi itlaout taking do„n the 
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Appendix II CLAIMANT ANALYSIS - DETAILED MATHEMATICS . 

CH RT[RIS 
223 
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Appendix JJ ANALYSES NEEDED IN SUPPORT OF MY OPINIONS 

CK RT[RIS 
224 
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CHARTER IS 
225 The purpose of this appendix is to substantiate with evidence how Horizon incident management works in 

practice by examining sample Peaks with their corresponding KELs. My emphasis here is on the processes used, 

rather than the substance of the problems. 

Appendix LL Peak PCO202239 

226 

227 The call was opened on 29 July 2010. The SPM had rung the NBSC to complain that they had lost £240. NBSC 

was unable to find any reason for the discrepancy so the caller was referred to Horizon to check for system 

errors. 

228 The call was taken by 1st line support, who checked the event logs for any sign of a system problem but found 

none. It was then referred to 2nd line for deeper investigation. 

229 The investigation was carried out the following day. The most likely explanation of the loss was that the 

customer in question had inadvertently been given too much cash. The investigator called the SPM and 

explained there were no indications of any system problems, but the customer session could be the source of the 

loss. The SPM was going to investigate further and was happy for the call to be closed. 

230 KEL acha1717T was raised on 30 July, as the original call was closed. This includes a description of the 

problem and possible causes, and advice to the various support teams as to how it should be investigated and 

solved in future. The following extract illustrates part of the advice: 

`SSC: Ideas for investigation: 

• Have they Declared Stock by mistake? (see KEL acha31.450) 

• Use SmileyDesktop21 Declaration Events, to find Declarations and Variance Check messages (the 

latter only if the PM uses the Variance Check button or an individual stockunit. May be some entries 

for stamps too). This may indicate a day where there is a significant change in discrepancy. On the 

other hand, many branches frequently have big differences between the declared cash and what the 

system expects them to have, and we have no way of knowing if there is a good reason for it or not. 

• Use SmileyDesktop Session Data by Product, for product 1, to get all cash lines for the Balance 

Period. If you sort this in date order with the declaration events in a spreadsheet, you can calculate 

the system cash position after each transaction since the period start, and confirm that the variances 

/ discrepancies reported are correctly calculated. 

• Check with MSU (or check on Peak) whether there have been any reconciliation calls relating to the 

branch. 

21 A support tool written by Fujitsu 
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• Check the application event log for any log4j events. Timeouts or IOExceptions may indicate 

CHARTERIS 
problems contacting the data centre, and could have resulted in confusion with incomplete sessions 

/ recovery. Check session data / recovery data / rep events / postofficecounter.logs to see what 

happened. 

• Investigate any other unexpected log4j events 

• See KEL acha522T for a user error that can cause a loss. 

• Check for withdrawn products that have been converted to cash (see dsed2049S)

When responding, if they have given specific examples that you can explain, do so; otherwise make clear it is not a 

system problem (assuming you have checked that everything adds up). See PCO229446 for an example 

response which may help with the wording.' 

231 Note that this advice refers to three other KELs (including dsed2049S) and a Peak (PCO229446), which may 

help agents to formulate the wording of the response to SPMs. 

232 In my opinion, this example demonstrates an effective support process: 

♦ The original incident was investigated and resolved promptly. 

♦ The knowledge base was enhanced, taking advantage of earlier entries and other existing documents. 

Appendix MM Peak PCO195672 

233 

231 This call was opened on 05 March 2010 as a result of testing on Postal Services. The user was incorrectly logged 

off by the system after accepting barcodes. When the user logged back onto the counter, the system recovered 

successfully. Therefore, this fault was merely an annoyance with no impact on branch accounts. 

235 KEL mudundis3439Q was raised the same day to provide advice in case this problem occurred on the live 

system. 

236 On 08 March, the Peak records that the QFP (Quality Filter Process) review was complete. 

237 Preliminary investigation determined that the problem was transient and not straightforward to reproduce. After 

consultation with the Design team and a system architect, it was attributed to an environmental problem - i.e. 

caused by a specific set of local circumstances, which would not apply most of the time. 

238 On 03 August, Peak PCO202466 was raised to investigate an automatic critical alert from the live system. The 

symptoms were immediately matched to KEL mudundis3439Q, discussed above. When the relevant SPM 

confirmed that they were not experiencing any operational problems at the branch, the Peak was closed on 09 

August. 

239 Peak PCO205976 was raised on 01 November in similar circumstances to the previous Peak. The new Peak 

records that `Progress was delivered to Consumer', although it is not clear from the evidence that I have seen 

what the user's experience of the issue had been. 
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240 By 04 November the problem had been investigated in the light of the previous two Peaks identified above. The 

CHARTERIS 
investigator saw the need to improve robustness and concluded: 

`Although this may be environmental the code needs to be robust enough to avoid such instances. This can be scheduled as a low 

priori fix.' 

241 In due course, according to its low priority, a fix was developed, tested and rolled out on 03 May 2011. The 

corresponding Peak was then closed. 

242 The original Peak PCO195672 was finally closed on 29 November. 

Commentary 

243 This example shows the value of Horizon's service management processes and their associated records, stored 

for example on the Peak and KEL systems: 

♦ The record of a problem originally observed during testing was used to inform the investigation of two 

live incidents. 

♦ Both live incidents were detected through active system monitoring 

♦ A wide range of expertise was brought to bear on what was a relatively minor issue. 

♦ Because the software fault had no major impact on SPMs and certainly not on their accounts, it was 

treated as a low priority, which was nevertheless eventually fixed. 

244 In my opinion, Horizon's support records are fit for purpose and compare favourably with equivalent 

documents that I have seen for other systems. 
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Appendix NN ,,' DETAILED RESPONSES TO MR COYNE 

C HART[ RIS 
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