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From: Rob Houghton 
Sent: 17 February 2019 17:50 
To: Rodric Williams; Angela Van-Den-Bogerd 
Subject: RE: If you get chance... 

Been through all this and would like to see legals consolidated response. I've categorised them below, Unfortunately 
FJ haven't given opinion — which I think they should as to whether they agree or disagree so I've had to infer to be 
able to determine the extent of the challenge. See below. Discussed with Angela as well so comments below for 
Angela. 

My view is that FJ have robustly defended or Coyne has misunderstood: 
3.27 Receipts and Payments 
3.43 Suspense account 
3.56 Remming in 
3.67 Remming out —also note reasserts key point that there is only one version of software in network 
3.84 Recovery issues — I thought this was serious but FJ say "No instances of this issue would cause impact" 
3.129 Counter replacements 
3.132 Withdrawn stock -
3.148 Phantom transactions — robust — user error 
3.154 Reconciliation — NFF 

Agreed with his analysis??: 
3.34 Callandar square 

Pointed at POL or needs POL backup: _ ~> 1 OU 
3.46 Dalmellington 
3.99 Reversals 
3.140 Bureau discrepancies— POL or APADCI And this is 2017!! 
3.174 Branch Customer Discrepancies 
3.185 Post and Go — limited impact but FJ point at POL 

Impossible to tell!/ needs more work: 
3.78 local suspense 
3.106 Data Tree 
3.119 Girobank 
3.179 Concurrent logins 
3.191 Recovery failures 
3.197 Transaction corrections 
3.211 Fix Regression 

_ 0 Rob Houghton 
® Chief Information Officer 

• 

Ground Floor, 
2017 Winner of the 20 Finsbury Street, 

AQ Global Postal Award for London EC2Y  
Mob _ GRO 

Customer Experience 
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From: Rodric Williams 
Sent: 15 February 2019 18:16_
To: Rob Houghton'  GRO 
Subject: RE: If you get chance... 

Rob — I attach a zip file containing Fi's responses on the 22 "issues" raised in Coyne's Supplemental Report. 

The Legal team are working though these to put them into a more "court-friendly" format. That is a work-in-
progress, but please let me know if you would like to see that work product, either now or once they are more 
developed. 

From: Rob Houghton 
Sent: 14 February 2019 21:34 
To: Rodric Williams! - - 

. 
GR-O 

. . . . . . . . . . . . . . .- l

Subject: Re: If you get chance.. 
_._._._._._._._._._._._._._._._._._._._._._._._._. 

thanks - can you send me FJs responses as well so i can see it in the round. I dont get any of that stuff. 
R 

From: Rodric Williams 
Sent: 14 February 2019 13:46 
To: Rob Houghton 
Subject: RE: If you get chance... 

HI Rob — I attach your mark up. I also have the hard copy original if you'd like that back to work from or refer to. 
Rod 

From: Rob Houghton 
Sent: 14 February 201912:55_ _ 
To: Rodric Williams c GRO 
Subject: If you get chance...

Can you send my scanned comments back to me please before Monday —Al and Paula would also like a copy of it. 
R 

_ n Rob Houghton 
Chief Information Officer 

Ground Floor, 
2017 Winner of the 20 Finsbury Street, 

Global Postal Award for LondonEC2Y 9AQ._,_._.
Mob:;_____ GRO__ - __ 

Customer Experience 



POLOO107155 
POLOO107155 

11

CLAIM NUMBERS: HQI6XOI238, MQ17XD2637 & KQ17X04248 

IN THE HIGH COURT OFJUSIICE QUEEN'S BENCH DIVISION 

BETWEEN: 

ALAN BATES & OTHERS 

CLAIMANT 

AND 

POST OFFICE UNITWI 

DEFENDANT 

SUPPLEMENTAL EXPERT REPORT OF JASON COYNE 

01 FEBRUARY 2019 

OCCUPATION: PARTNER 

SPECIALIST FIELD: IT SYSTEMS 

ON THE INSTRUCTIONS OF: FREETHS LLP 

ON BEHALF OF: ALAN BATES&OTHERS 

ASSISTED BY; SIOBHAN FORSTER 

Jason Coyne Tel; _. . G R O
IT Group UK United
Unit 5 Lockside Office Park EmaHL_" _._._.__. GRo ._.-.__._._._ 
Lockside Road Reference: 181024581935 
Preston 
P92255 

191024SR1935 01 February2019 pageH of IV 

Appendix C.......................... .........................................».................... 264 

Appendix 0............ _.... ............................ ... . ................ ....  269 

Prepared by: Jason Coyne 
O5upa500: Partner 
Specialist Field; ITSystems itg ro u p 
On the Instructions of: Frecths LLP e»

181024581935 OlFebruary2019 Pagei cf is 

Table of Contents 

List of Annexes .....................,...'..-........ -.--- ........-........................Ill 

List of Appendices.................... .. ........ , ........................III 

List of Figures............... -.... ,, .... -............lv 

1. ExecutiveSummary ................................._....................................1 

2. Introduction ..................................................................................4 

3. PEAK MSC and Privileged User Log Analysis................................

Analysis of the PEAKS -1100305 Issues...»......_......._.........................».......8 

Managed SIMce Olenge DlRcla.n :................................»...................... 84 

Privileged User fog Disclosure ...................................................................... e6 

4. Defendant's Responsive Witness Statements ................................89 

Torsteln Olav Godeseth ............................................_.................................. 89 

Tracy lane Wendy Math"....................._............................................... 104 

Angela MnrgaretVan Den 950enf..» ..........................__................_............ 106 

Stephen Paul Parker ....................................................................._..... 110 

Paul Smith .........................................»............................................._..... 114 

S. Dr Worden's Expert Report........ .. ...........................................116 

Introduction and Oveeew ...........».» .............._......._......» .... .... ..........116 

Sections 3,4 & 5: Eusblesc Applca900s & Nodzan.......____._.._......._..~.....123 

Section 6: Countarmeasurne............. ................................................»...».133 

Boston 7: Rabonlescs of Hodoan ................................................................ 172 

Section 8: Effect ors Hertzan Bugs an Ranch Accounts ..............................180 

Section 9: ReeenelilsHon &Trensactlon a rrecdons........ .............................. 214 

Section 10: FadEdes avalable to Subpastmasters.................. ..................... 220 

518505 11; Fadil les avalab;eto Post Office a, fOLtsu._ ................................230 

6. Expert Declaration .........................................»..........................256 

Statementof Tmth ...................................................._...._.._.................... 258 

7. Appendices..........- ........ . ._.................. ...... .........................259 

Appendix A ....................................................................»............»»».. 259 

Appendix e ......................................................»...._......._....._.._......_.... 260 

Prepared by: Jason Coyne 
Otxupanee: Partner 
specialist Field: TTSystoms i tg ro u p 
On the InsSso ono oh Frecths LLP v . 0,

1818245:1935 01 Febn try 2019 Page Al of Iv 

List of Annexes 

AnnenA Archive of Requests Tar.nfonna0on 

List of Aooendiices 

Appendix A Loderfram WED re Pdvlieged User Legs and MSCings 

dlsda5ure. 

Appandlx E HOG-X Menu Hierarchy 

Ap➢end:x C USERID's Pound In Horfmn Privileges Access Logs 

Append:eD Amendments to First Expert Report 1805038193501-91 

Served 10 October 2018 

Prepared by: Jason Coyne
CeespoOne: Partner 
speclailet Held: IT Systems a ' I.g r®u P On tnnInstme00ns of: Frecths LLP



POL00107155 
POL00107155 

~e V\ r c - ) 
oç S1 

Q1 ecLei . 

- -~ -rte ~ 
 ±

(~r over K ev s op 1 ~ 

j o1

® r (( 

& *



POL00107155 
POL00107155 

r (° 

C i 4 L up 

Lk cJI 

Q O 

H 4 ( 2

bD S l c1' 
c~y  

e

2  o 1Le eve ~' 

Jc 

( e-v 
SO



POLOO107155 
POL001 07155 

LA 

(p 

~,-

I Cm o~J~S 
` ,Q cad ~. t a 2 0 d 

Pc 'rjc 

-- ----- h 1L t Zo
C- _ l pNt$tS  ~'~   

CN a  lr ) .._ .~ 
✓ Ina oCts~l~f2c3v \ 

C c 1 a13tt J a 
~t7~ NBC f r 4- 

c 
4 

C%l --- }too t c~u t 

emu'' j 
0c3 O z 

93 

Ir s L ,rye 

® - K -- r L S r



POLOO107155 
POLD0107155 

181824591935 01 February 2819 Page Is 01 10 181024581935 01 Feboe ry 2019 page 1 af265 

List of Figures 

Figure 1 Illustration nf[denlifed rdaOonship between: Master 1. EXeeUtIVe SUMMarV 

PEAKS, Release PEAKS, PEAKS and KEIs 15 I provide this supplemental report In relation to the agreed Horizon Flgure 3 Exeeiptrmm design doaument HMGX Menu Hierarchy 
and eg es 

issues which I addressed In my first report dated 16 October 20x8. The 

Rgurc4 
ee 

legary+ Horkan and (urthu Au able Adivitles dr't purpose of this report isto update the Court with my opinions I7 relation 

Flgure 4 HOG-It and furtherAuditable Adivitles to those Issues, having now had the opportunity to consider further 

Flgure 6 Graph detailing the average lass per month of each documents (in particular further PP.010, Managed Service Change logs 

datman: against the leegnt of their tenure (from or and Privileged user access logs) and further witness evide00e, and to 
Wordoa'o Expert Report) respond to the opinions expressed by Dr Warden In his report, dated 7 

Figure 7 Graph detailing the numher of dolments with losses per December 2018, 
g rar Or warden's Expert Report) 

1.2 1 consider that Horizon Is less robust than as edginafly expressed h my Flgure a 
ph scam 

Graph showing 0veralr losses per year (Jr— Or Warden's 
Expert Report) first report. My primary reasons for this are as follows:

a. Access to modify the Horizon branch database was not as a43t't 
restricted as It should have been; 

b. Whilst said to be governed bye documented policy, the actions 
were that were actually being undertaken by support staff were 
unaudited; 

c Post OOire do not consult the full audit data before ruling on a 

discrepancy, Instead using third party client reconciliation data or 
subsections of the audit data from within Credence or HOFilce; 

d. The PEJtics areconsiztentwlth many more bngs/errors and defects 

shown to impact breach accounts than the Initial three 
acknowledged by Past Office; 

e. PEAKS show defects have lain undetected In Horizon for extended 

periods without defedion; 

f. PEAKS confirm PostOficeeften only becoming aware of bug/errors 
and defects when Subpostmasters report problems, suggesting 

that Post Office detection methods are not as good as initially 
suggested; 

Prepared by: laser Coyne 
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Reid, 
r:w group Onedaltee teneo no of, ems 

On the Instmdlons af: Frearhs LLP 
. 

r 

Prepared by: Jason Coyne 

5pedalist Held: IT Systenes 
O 

I tg r®U p 
On the Insbuabans of; Frenirs LIP

131024581935 01 fbruary2019 Page 20265 181014581935 61 Febraary 2019 Page 3 of 265 

g. PEAKS confirm that Post Office have suspended active 1.4 DrWorden's report focuses on Horizon having 'countermeasures'whlcls
Investigations Into known discrepancy causing bugs due to he opines make it robust Dr Warden's countermeasures are simply {t 
Subpostmasters not reporting Shortfalls. basic cements of practical system design and In many respects Dr X 

i 
1.3 Other Important matters which I have identified and considered which Warden's cplelons are based on design aspirations. {}

ImDack the robustness of Horizon and other issues before the Court are t,. 4 1.5 Outside of the bugs, errors and defects admoodedged by PostOtflce, 0r-
us follows 

p ~
).gn.amn Worries has not reported on evidence which show how additional bugs,

0. Evidence erdsts which displays that Horizon has suffered from t,} b c gy m' and defects in fact arose and impacted branch accounts. ff 

bugs, errors and defects that have impacted breeds acccunra. tY".~~ lr.°" 1.6 Dr Worden's cansideratian of the financial impact of bugs, errors and I~ 
These bugs, errors and defects number menymore thatthe three  '^ defects Is based on assumptions which are shown to be faulty when 
acknowledged by Post Office and some eldsted for extended technical evidence is considered.
periods before they were detected. (Horizon Issues 1,3,4,5)

b. Evidence exists which displayed that Post Office (via its N01C " sfl)"
' 

subcontractors) modified transaction data which impacted branch n, 
Ct9/`'r 

l 
accounts during the course of supporting the Horizon System. "C 

C. Evidence exists which shows that Post Office (via its 
,f 

subcontractors) was aware that wider access that was permitted
to the Horizon branch database and that users could and did access 

the Horizon system databases. The actions from such access was +D ) net recorded In the audit logs. 
rr11
YrC~as -` 3 

d. Evidence exists which spews that It was often a Subpostmaster 
who first detected the Impact of bugs, errors and defects and 

reporting their existence to Past Office, rather than Post Office to CWYVIOn 
tyn 

L. 

detecting such bugs, errors and defects themselves and preventing
such branch Impact from occurring. ._ 

e. Whilst there are audit logs available to Post office to assist it in $ 
ytt{1~ 1 determining the Impactof Horizon issues on branch accounts, the 

SS 1/ ISM complete picture is only available by requesting the full audit logs 

ri/ 0 which are not typically accessible to Post Office but are stored by 

[L. Fujitsu. Based on my review of the evidence Post Office rarely 

requested these full audit logs even in the Inowledgethat they are 
required for the complete pldvre. 

Prepared by: )aeon Coyne 
Occupation: Partner 
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2. Introduction

2.1 Since my first report I have been provided with the following 

documents: 

a. Supplemental PEAK disclosure, received 31 October 2018, 

comprising 3,886 documents which ware responsive to keywords 

for privilege and as such had to be manually reviewed by Post 

Office. 

b. Defendants responsive witness statements dated 15 or 16 

November 2018, and exhibits namely: 

1. Torstoln Olav Godeseth (second statement); 

I. Tracy lane Wendy Mather; 

III, Angela Margaret Van Den Bogerd (second statement); 

Iv, Stephen Paul Parker; 

v, Paul Ian Michael Smith; 

A. David Malcolm Johnson (second statement); 

vii. Andy Dunks; and 

a Dr Warden's first Expert Report dated 7 December 2018 and 

supporting documents. This disclosure Included 4 documents 

describing the Horizon System Architecture, a report prepared by 

Fujitsu describing the operational services provided to Post Office 

and a document estimating the value of losses experienced by 

Claimants In the Group litigation. 

d Privileged User Lags and Managed Service Change logs 

following loiter from the Defendants dated 21 December2018. 

e. Second witness statement of Claimants' witness Richard 

Roll dated 16 January 2019. 

prepared by: Insert Coyne 
Occupaeon: Partner 
Spedagst field. Ir Systems itg ro u p 
On the Inatrudlons ef: Feovths LIP
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3. PEAK, MSC and Privileged User Log Analysts 

trhOdudlen 

3.1 PEAKS are generally a valuable source of information as they are 

documents that are created when Issues which need further analysts 

are reported. Ganerelly, PEAKs conclude with the determination of the 

root muse of the Issue and supporting guidance for closure of the 

record. Others conclude with the determination that a previous Known 

Error lag (KEL) has already recorded the Issue and that, by following 

the known oradvised course of action, anyfurherinddents an bedealt 

with utilising Information within the KB.. 

3.2 KELs do not provide a comprehensive view of the specific impact to 

branch accounts. The KELs am generally a summary of an Issue arerror 

that has been Identified within Horlmn and provide Information to other 

support users on Interim woriarounds and how to assess the problem 

In future should another support at be raised. 

3.3 The KEts provide en overview of the symptoms and the Interim 

resolution of the lssuewhiist the PEAKs relate more to the inveu0000en 

and Identification of the root cause, Its Impact on a particular branch 

along with any furtherdetall (such as whether any account modiflcafon 

Is required). Often, one KELwii ba referred to by many difforent PEAKS. 

3.4 Therefore, KELS on their awn are not suffident for establishing full 

branch Impact in relation to analysing bags/eners and defects or 

discrepancies as they do not contain isolated, branch spa c, 

Information in the way that PEAKS generally do (see Horton Issue 1 

PEAK observations at paragraphs 3.d0 to 3.63 of this report), 

3.5 Additionally, review of certain PEAK records have highlighted that 

known bugs/errors and defect records were closed with no remedy, but 

to provide a workaround from advice via a KEL for any future 

occurrences of the same (or related) issue, rather than detailing a bug 

The, It is not dear how or if such PEP.Ks were transferred to a log or lost 

of Issues to be addressed at a later point Where this is known to occur 

Prepared by: Jason Coyne 
Occupatiam Partner
Speeialfat Odd: IrSystems ) lg ro u p 
On the Insbuetinnr or: Fraems LLP 
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f. Additional documents referred to In the Defendant's 

witness statements following a request by the Claimants' 

sallcha rs for disclosure. 

g. supplemental Kell disclosure, received en 17 January 201.9 

following a requestfromthe Ciaimants'solidtors, comprising those 

KELs which had been deleted and net provided In the original KEIS 

disclosure In March 2018. I have also been provided with KELs 

dated from March 2018 to date. 

h. Operational Change Process documents (OCPs) were 

disclosed on the25January2019, but due to theproxir ltyofthese 

to the report deadline these have not been reviewed. 

2.2 very shortly before deeloing this report I was provided with a further 

responsive witness statement from Mr Parker, dated 29 January 2019, 

responding to the second witness statement of Richard Pall. My 

attention has been drawn to paragraphs 27 and 32 of that statement to 

relation to remote access, but I have not otherwise had an opportunity 

to consider the contents or that statement or Its exhibits before 

finalising this report. 

2.3 I have also had more time to search the 222,254 PEAK records which 

were disclosed by the Defendant on 27 September2018 shortly before 

my first report submission dated 16 October 2018. A further PEAK 

analysis including those received within the supplemental PEAK 

disclosure, In addition to an analysis of the Privileged User Logs and 

Master Service Change logs referred to above, Is set out in section 3. 

2.4 I understand that the Claimants' solicitors have requested further 

documents referred to in the Defendant''s witness statements, by letter 

dated 22 January 2019. 

Prepared by: Jason Capon p 
Ottupadon: Partner 
Spedafst rield:Irsysttms Irgroup 
On the Instructions OR Freeths LIP n w 
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in other PEAKs It Is usually stated In the detail that the issue will be 

rectified in a later fix. However, many records appear to just be dosed 

without a documented future. resolution. 

3.6 I have Identified from my analysis of the PEAK disclosure that 

Operational Change Process documents (OCPs) are the records In which 

changes to LIVE data are recorded. I believe that Managed Service 

Change (MSC) data is useful to analyse as they dbamentwhat agreed 

changes should be made to the Hadzen service. I understand that MSCs 

replaced OCPS5 although the date at which they did so is not explicitly 

dear. 

3.7 I received the MSCs on 21 December 2018 sot have not been able to 

review them In great detail. My Initial review is contained later In this 

suction from paragraph 3.307. I received the OCPs on 25 January 2019, 

so I have not had time to ender them as part of my report. 

3.8 The Defendant has also provided 'Privileged User' lags upon request 

Such logs should record where Fujitsu supportteems have gained (more 

advanced) access to that of a typical Horizon user within the horizon 

system. Privileged User logs were provided with the MSC disclosure on 

21 December 2018.1 have set out my findings In relation to these from 

paragraph 3.316 onwards. 

3.9 In this section of my report I sat cut the analysis which I have been 

able to carry out; 

a. the PEAKS disclosed shortly prior to publication of my first report; 

b. the PEAKS contained as part of the supplemental disclosure of 

PEAKs provided after my first report; 

e. the MSC documents recently disclosed; and 

d. the Privileged User logs recently disclosed. 

t  (firs vatneee s:atsroent sire rete:n aav eede000, dated 27 5eptember2014) 

Prepared by: Jason Ceyoe 
Ottupatien: Partner 
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Analysis of the PEAKS— Horizon Issues 
3.10 The Initial request for disclosure of the PEAKS was originally made via 

email on 203uiy 2018. On the 27 September 2018, 218,367 PFAKs were 
disclosed by Post Office. At that stage, my report was in an advanced 
state and therefore only 1,262 («0.5%) of these PEAKS were 
catenoriend/reviewed by the deadline for my first report submission. An 
additional 3,887 PEARS were provided in a supplemental disclosure en 
31 October2018. Same PEAKS detail the first observations of a problem 
reported by a Horizon user recording user activity detail (what keys 
were pressed, snreens viewed etc), the specific branch that encountered 
the issue (via a recorded 'FAD' code) along with the discrepancy value 
and the concerns communicated by the user. 

3.11 Other PEAKS are 'cloned' from en original. I have observed that this 
typically ocatrs when a PEAK needs to be sent to another support 
department for further analysis or where another Incident (i.e., In a 
differing branch) has bean Identified in relation to the same problem but 
has its oven individual circumstances. 

3.12 Despite the usefuhtes of PEAKS to identify mounded Horizon issues, 
they are not without their limitations and I have observed several 
reoccvrdng thematic issues. 

3.13 For example, It appears that PEAKS are often dosed or suggested to be 
dosed If analysis lies passed or has not uncovered a full diagnosis 
despite the Subposbnaster and/or Past Office not having a conclusion. 
It Is also not always dear whether a Suhpostmaster was Informed of 
any action (e.g. modification of branch account data) or Impact, 
fntnwing the raising and consequent resolution of the PEAK. I haveseen 
PEAK records that are dosed despite support not being able to diagnose 

a root muse whist acknowledging that there dearly is some form of 
error occurring within the Horizon system. 

3.14 Additionally, it appears that analysis and resolution can be delayed 
between Post Office, ATOS and Rdlisu, especially where there H a 

Prepared by: ]anon Coyne 
Oceupa5:   Perrier
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cantzlned within a Master PEAK may, individually, reference completely 
different KELS (see illustration below as an example and paragraphs 
3.60-3.62 of this report for further detail). 

F9see 2lnoefndo, ofree,.bred e,-,ew rKP bebrew: Nearer PE.4irs, debase P50(0, 
PEAKS end KSs 

3.19 In my opinion the PEAK system Is expansive and, whilst useful, Is not 

without limitations or flaws. However, ultimately, PEAK records provide 
more comprehensive Information In relation to Identified bugs, errors 
and defects and their specific branch Impact than what Is provided,or 
can be determined from the KEL records. 

3.20 I have now reviewed more of these records using text search criteria 
and filtering. This has enabled me to address some issues more 
thnmughly and has enabled a more In-depth analysis in relation to the 
extent of the Horizon issues and the overall robustness of Horizon. 

3.21 For relevance, I have grouped the observed PEARS In order of which 
Horizon Issue I believe them to relate. Due be the high number of PEAKS 
disdosad, it has not been possible to review them all, and therefore the 
PEAKS captured below are not an exhaustive representation of the 
potential bugs, errors and defects within Horizon. Not all efthose PEAKS 
Shove reviewed necessarily feature in this report, since disclosure was 
provided of PEAKS relative to LIVE environment Incidents ('Quality 
Centre" PEAKS and others relative to testing have been excluded). I 
have provided Or Worries with a list of PEAKS I was dealing with at the 
time to asslstwlth his analysis. 

Prepared by: Jason Coyne 
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disjoint In the understanding of which party should be providing the
evidential data or analysis/resolution of the Issue.

3.15 I have also observed that certain PEAKS contain limited Information so 
It Is not always possible to Identify which particular issue they relate to. 
In other Instances, the root muse is inconsistent throughout different 
PEAKS. PEAKS arising from the same broad Issue (i.e., deletion of 
session data) have their Root Cause' diagnosis as both 'General —
User' and 'Gen — Outside Programme Control' which in my opinion 
makes It difficult far the reader to dearly understand what the actual 
mot muse diagnosis was. 

3.16 The fact that PEAKS are doped muses further difficulties bemuse there 
is no succinct way to identify ALL PEAKS (and danes) that relate to a 
single bug, error or defect or bowman bugs, errors and defects them 
are In extsteneeand recorded within thetotal PEAK platform. Thefarrnat 
of the PEAK disclosure provided requires that one must read through 
the entire PEAK to Identify at potential related'dones (if they have 
been cloned for further analysis). This Isexplained furtheria in Schedule 
6 of a letter dated 28 July 2016° and Is discussed In the next section of 
this report. 

3,17 I have also discovered "Hooter PEAKS' which often documentthe PPAKs 
that may be related tea particular issue but do not necessarily capture 
all actual related PEAKS (forexamp!e, the Master PEAK in relation to the 
Receipts and Payments mismatch bug FCO2047653 did not Identify all 
the PEAK records of affected branches (only smote of them) see 
paragraph 3.28-3.33). 

3.18 There are also Release PEAKS' that document the bug fix detail and 
those P AK5 In existence that may be fixed by the resolution 

documented (note: they may not always contain every arrival related 
PEAK that might he resolved by the fix). Further, related PEAKS 

1(Leker¢reespense trees rose Omer, soseouue 6: 0000rrAtop.etLEG177aNEAGt7Nsr 
N00125N, 28 July2016) 
'PEAK 112204265, 255eptember 2010 {POL-0374542} 
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7a0017aWeryfl g; Errorsor sefecis loated a Lie P50Kew dewed 

bug, error or Defeai 
Referred tease 

Horleun 
Iense 

EvIdencoof 
eraneh rmpom 

Paragraph Page 

Rswiptoredyopeentnldarn.sd, 2 Yes 3.27 12 
Callender Square/ Faliddt 2 Yes 3.34 12 
Sespenre A,Cpust o ug 1 Yes 3.43 25 
erneoi9eRsrdhlave 
(Deimelingten) 

I Yes 3,45 39 

Remmmg In 1 Yes 3.56 32 
Rcmmia9 Out 1 Yen 3.67 26 
Loral Seapesae Issue 2 Yes 3.75 30 
R er,riy sues 1 Yes 3.84 32 
Myosins Yes 3.99 37 
Data 7reeeuild Felure 
Drscrep.edes 

I Yee 3.106 38 

Glroearkolseepandes 1 Yee 3.119 41 
Counter Replaeemeetnswes 
(oslosd / One Sided Tr nsamens) 

1 Yee 3.129 44 

w.dldrawnswdsilsaepartdes 1 Yee 3.232 45 
esrmatxdcepenaas 1 Yea 3.140 46 
PeantomTranamew 4 Yes 3.148 49 
Reronmiaben Inws 4 Yes 3.154 50 
sweats euetnmer Dlraepandee Yes 3.174 54 
ecmmeent 10gg:00 4 R. 3.179 55 
Pea: 160/TA disxnpendez N 
POLSPP 

4 Yes 3.1as 56 

Raosery Falisres 4 Yee 3.192 5a 
innreCaa ferallon [sues 4 R. 3.197 so 
eugr/Er-s,see'rdulniedured try 
previously apx;ed PEAX Flxa 

10 Yes 3.211 63 

3.22 In relation to Issue 1 or the Horizon Issues, I opined in my previous 
report at paragraph 3.1.(Page 12) (and as agreed In the Experts'7olnt 
Statement) that bugs errors and defects within Horizon have caused 
discrepancies within branch accounts. The PEAKS referred to In this 

section reinforce this opinion. 

3.23 Review of the PEAKS has hlghlghted records provided from 1997 to 
2018 Illustrating varying  bogs throughout the lifespan of both legacy 
Horizon and Horizon Online or'HNG-X' as Itis often referred to. 

Prepared by: Jason Capon 
0ecupation: Partner 
Specialist field: If5ystems o itgroup 
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3.24 It should be noted that its possible that other PEAKS detailing bugs 

/errors and defects did cause financial discrepancy in branch accounts 

but are not detailed here as: 

a, It has not been possible In the time of reporting to analyse all 
220,000+ PEAKS; and 

b. It is not always documented dearly within the PEAKS whether a 

Subpostmaster had a discrepancy, what its value mlghthave been, 

or how it was resolved. 

3.25 PEAK documenting typically focus on  the bug and its mot cause 

\,\f and not necessarily Its full Impact or financial resolution (PEAK records 

,, are part of Fujitsu's Investigation where the financial resolution Is 

5 {t determined by Post Office). They rarely depict all other related 

✓f  occurrences ofthessme Issue. However, several PEAKS I have reviewed 

`,. \n(. dearly record an encountered financial discrepancy. 

Arknowldged Eons' (Horizon 5555011 
7 / 3.26 This subsection Initially deals with the PEAKs which I have identified and 

which relate to the three Initially acknowledged bugs (In Post Office's 

letter of response) and the Dalmellington / Branch Outreach Issue bug 

which I addressed In my (list report, and which Is now dealt with by Mr 

Godeseth and Mr Parker In their responsive witness statements (which 
I separately respond to atsetion 4below). e 

Receipt and Payments Mismatch Bug(Horizon Issue l) C 2 M OI 6 2 "fz" 0~`'•c—+ .-~ 

I TJtn e7  
3.27 ThIs bug Is acknowledged by Post Office' as affecting 62 branches (37 

R ` of which were Subposhnasters as opposed to Crown offices/multiples) 

with the majority of Incidents occurring between August and October

CVU~~ X 
2010 within Horizon Online. In summary, when users followed certain

process steps, it resulted in a differing acteunbng position between

r1V1►~£ 1D0  •  lxCiat was held In the branch and what was held on Post Office's back

D tD 7f( office figures In POLSAP and POLMIS. The effect of the bug meant that 

N a(TC a (Lcher of Response ton. Post sinus, SCHEnwE6: A®IJFTALOFAIIEGAT ONSAIAINST 

r9N`( VWIZ 
RORIZON, 2 1b' ) 

Prnpernd bus 3000,1 
(.s2 S.5 Occupadany 

wire 
Parbher

specialist Field: ITSy4ems tg ro u p 
On the Insbtitnons of. freethsLLP
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discrepancy vetoes `disappeared' from a Subpostrnaster's view of their 

account. 

3.28 I have Investigated the PEA(5/KE s within both the deamentation 

referred to In the responsive witness statement of Mr Godeseth' (who 

documents the details of this bug) and documents Identified by Dr 

Worden In order to determine whether said documents capture the full 

details of all 37 Subpostmasters affected. 

3.29 The results of this Investigation are set out below: 

•eorrtarn Accownes f 0 11ald d7 s r 
solo (refereed to by Mr e.deedhl 

PEAK/KEL Pat. Odsernuons 

905214765 26september It 501.5,0 In thedoasnrntabwe thatthIsPEAK shau:d 
(PO40374542} 2010 'weird all afecedbtanches: 

1010001 deadyses that there are 37 Witches 
raferrnud within this PEAK. 
Perm t0 KELwriuhtm33145) a botand1759Q 

9052o4253 13 septeman' Records tedoiral Issue reported by trans (FAD) 002014 
{POL-0374051} 2010 Refers In KELn chltk2b91953M & ba'Jentj1759Q 

900303504 025eplrrnber It lone d rto mewhich brand, sunaffe¢ed In tics 
{PO4W73654} Zone Instance, the brand, Idenbarr is not represented by a 

FAD code as with other PEAKS 
Inters In lets wdghbn33145J, 8 9sfon]51305 e 
vnighlm3314M 

neenlnwpoorr two Odes' u"3'L-02fi3na1 00154 1614cr
woNenl 

PEAKfifEL Data obserndans 

P03204253 As above As above 
{PD40374051} 

P00204765 As above Ara ebevn 
(POL41374542) 

s (second Warner statement nfTotal W Olav Godnnntb. l6 Nnvembv 2018) 

Prepared by: 32000 Coyne ,./-Occupation:Partner 
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3.30 In respect of the above bug, It Is Important to note that whilst Post `Q  case. Therefore, In my opinion, It Is very unlikely that a result on the 

Office acknowledged that 62 branches were aff~ted (of which 37 were 
b~ 

basis of those assumptions will be accurate. 
♦

p 
Subpostmasters), In Mr Godeseth's responsive winless statemenN at -•." Cailendar5quare/Fai51kk Sop (HorizonIssue l) [~.00,5 (#() cE(E' 
paragraph 42 he records that this bug affected 60 branches. 1 3.34 This defect is admowledged by Post Office' as being discovered In 2005 

(fixed March 2006) within Legacy Horizon. Ibis reported by Post O(fice 

~/  

11' • `~ 

~_ n t that the Falkirk anomaly came to the attention of Fujitsu when a 

~ M  ? subpostmaster In the Callender Square branch highlighted the Issue. 

f R ly ' (,,OCI The symptoms of this defect resat[ in stack transfers not being "seen" 

r -- " by other counters within a branch, due to data cononunicatlan errors In 

r 4AF~ S (Q® Riposte. This leads to a discrepancy in the branch accounts since the 

2 double entry principle of accounting is not applied. 

Using the documentation referred to In the responsive witness 

statement of Mr Godeseth and those documents Identified by Dr 

W}~-•~4~ Qt Weston, I have investigated the PEAKs and KELs they set out In relation 

to this bug and whether the documents referred to capture full details 

of all branches affected In the table below. 

3.31 I have not been able to Identity all Subpostmasters affected by this bug, 

nor to what extent they were affected due to the limitations above. 

Namely: 

a. Mr Godaseth and Post Office have different numbers of affected 

branches; 

b. PEAKS and HELs referenced by Dr Warden and Mr Godeseth (or 

within the documentation they rely upon) do not equate to 37 

affected Subpostmasters nor their discrepancy figures. 

3.32 Dr Warden has estimated "an statistical grounds" at paragraph 656 of 

his report that the not quantitative Impact of this bug was E20,000 

across 020111,030 branches. The only figures I have seen (aside of 

those discrepancies documented within the three PEAKs above) are 

contained In the document referenced by Mr Godeseth:'

"ores,, rases en far Identified them In one for 330,611.16, one for 
t~ 

£4,926.00 and the restart en loss than 1350. 

Vve been unable to work out yet if these are fosses orgefnsf' 

3.33 Therefore, the true extent of this bug in my opinion is not fully 

confined. I have reviewed the basis of Dr Worden's estimates to 

section 5 below, and particularly In subsection 8. In summary, Dr 

Worden's estimates are based on assumption which are inaccurate as a 

matter of technical principle and as a matter of fact In relatlnn to this 

'(Stoned Wanaa sStatement ofTanteln 01w e,dnselb, 06 Nwember2e19} 
I34295M 9PConecdnl 3555515 for lc;t nseepandas . 102000790-00Lptt, 00,100010 
A6ea00ts for Soot' Okaepandes, 29 September 7010 (POL-0030769) 

Prepared by: 3sene Coyne 
Ouupation: Partner 
Spndatlst Hid: IFsystems itgrou p 
on thelrubeectiuns P. Frceths LLP .," .e ... 

Documents Referred to be Mr Godeseth 

PEAK/1tCL Data obseNetons 

P03125042 155ep0embte 2005 @,arch 160958 (ltote C2aendar Square brand,), 
(POL-0295514} eerars In R'.pe4e causing class rtns48A69 be 

be stoned by sires 50.1,,. 

No IrB.referenced, PEAKdetaOatates'w,able 
to fidwt nrfer. 

Pf9126376 215epte'nber2O05 Smash 160E60 (Nate this lathe same are 
{Pal-0296043} referenced above, Cal1en0ar5quare where the 

Issues was Hentned In 2005), 040100 045.40 
less,'amthcrv>xurrens affasr wcrX 
emblem.' 

Referenmsthl.n ]balhntfne5245Ke 
JSImphlns338Q 

(letera' Resporsa from PartOMca, 2001ta)VLE 6: RQIOrrAIOFALLCC,ArlON5AGA7N5T 
eovazof.7H ]oily 2016) 
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as part of the responsive•e witness ev;dencr. (see also unredacted 

version")). 

3.47 'Dalmellington is the name of the branch which reported the Issue In 

2015. 

Parana to by Mr Parker 

Pest/xe4 Date Observations 

aelw621P Raded 1s Mtextre.'ersto thelssve asldentLOed 
(P01.0040340) October 2015 for Dilme0:ncton twodt 

last updated 
14 Cannery 
2016 1We aeon Pa246049 

3.40 Mr Godesath states In relation to the Dalmellington bug that he 

understands from Gareth3enkbis (no document Is referenced In relation 

to how) that the problem resided In branch to brabch remittances. 

Whilst cash patches were seen to be going out once from the care N

branch, they could effectively be accepted multiple times at the other .rjJ{'p(Z 

side o e nsa on, 

3.49 Mr Godeseth refers to ExhibitTOG2 pages 13 to 27. Upon review of this 

docsment(and asacknowledged byMrGodeseth) ltidentifiesthatthere 

are two potentially separate Issues at play within this bug. In total, 

Initial findings of an audit found 112 Occurrences of duplicate pouch IDs 

affecting 88 branches over a five-year period (some branches Impacted 

up to five separate times). 

3.50 1n rourmstances, me doamentabmre records that catcectin"edss2tiL
to be anfirmed". Therefore, it is not dearly determined whetherthase

ubp3~astrrlasters hard the finandal cost. The range of the Impact en

branch accounts was between 00.01 and £25,000.

3S3 In summary, It Is not dear whether the branch outreach Investigation 

progressed further than` initial findings', earls it dear how, In the four 

{ 

381024501935 01 111rv0ry2019 reye21 of265 

1 
t 

1k 
cases still to be confirmed, Sudpostmasters might have been `
recompensed far a 006200 generated Issue. 

3.52 MrParker refersto Dalmellingtonis respect of KELacha621P bemuse it 

was Identified In my first report. He states that Past Office issued

Transaction Corrections or advised Subpostmasters how to take

connective actions to remove the discrepancies. He does not relate any

further Information as Mr Godeseth Is responding to the KEL It is 

Important to rate that the KEL referenced does not Identify the fun 

Impact ofthLs bug (anehas to know thatthe Branch Outreach document 

is related In same way to oats a fuller understanding of the impact). 

HELM7R01P bovffim cz 

PEAK11o:L Date Obstevadeas 

ad'zStIF Raboddls 703.0e5tre.'ersta ft lovee aslderteled 
{POL-0Oi0340} D:tber2215 for Dalmelfagsen branch

last updated 
1430e0005 

j 

2016 ReferenennFt0245949

3.53 Similarly, It Is Important to note that Dr Warden does not address the 

Dalmeliingtgn bug, but states in relation to the KEL (in response to my 

repeat paragraph 5.130): 

All remmb:g errors preduce a £aaepa00y between physkai rush and 

Hereon ashy Which gem corrected atMenthly balancing orbefore NNW 
So no Impaeton branch accounts. Mr Coyne comments about currgNng 
branch accounts are therefore lnap➢ropriate.' 

3.54 In summary, Ida not agree with Do-Warden since It Is evident from the 
1 doamentaten produced by FujitsulPOst Offi thce at Impact for four 

branches Is still to be confirmed and in constdera on t az tOts but 

spooled for five years without detection,
pUt .Ec qt ONL"1 . 

s Ouheadl0LE Exaaa rted:ngsv6 D91215.Dpb4 grant On m0rh1esne (lnakiRndrga), 10 
Deanmbar 2015 {POL-0220141} 

Prepared by: damn Coyne CS Prepared by: 30005 Coyne 
Occupifant Partner ad Occupation: Partner y 
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Dr Wooden KCLs with further PEAK Analvs!s 

3.55 In this section I have looked at some of the (81.s Do-Warden has listed 

In his report in the context of further detail discovered from my review 

of the PEAKS 

Remmfng In'(Horfzan Issue 1) 

3.56 PCO203085°' dated 17 August 2010 references KEL ache4221Q0J and 

documents a bug that allows a user to rem In" a ash pouch on two 

different counters, subsequently resulting In a loss far the 

Subpos[master as this should only nccursuecessfolly once: 

'A cash pouch was rammed In OvIce atbrench 126109: 

Pouch banoda 399347057204 

2p rein £60 

SOp coin £150 

Sp In £100 

Suntan 1-35037916/09803010:08

Session 2-15522616/09/201010:09 r 

The PM cennotrevena the irransoctlen since rem reversallenRpltotved. 

late is No; anotterexample or the duplicate rem problem that we have 

ssn fsrcj,'n the past where raa el the Fresbayacvotedthntirue pouch 

138171. In 1115 case the pouch was processed unbent cowten:... 

09:05 el getpeech etatue, reideve pouch det000 

09:06 Cl getpouch sblus, retdavnpoech dete0s

09:06 czse10e pouch deWery 

09:09 a cattle Pouch de0very  

Them were some printer problems an meeter 2 which probably explain 
why this was done. 

as PsAI0+00103665, 17 Avguot 2010 (POL-0372670} 
I, KEL adu4221Q, 2 Marra 201D last updated 3 May 2611 (POL-0038476} 

('h Der 517 
~L_ L 

01 Fetmary 2019 Page 23 orals 

Please send 815100400 FOL via SIMS, because the branch now been lily, A qti 

shortage of £410 as a result of this doable rem in, and will need a jJ l fie' 

correeNon. Than return the all to me 000 13! get revebpmrne a her 'j`}} {1 (av C) 

sMetherltlswarklg as Laterded.-  ,p..r fj,y r r tf 7 

3.57 It Is stated further within this PEAK: 
1I u""'LtYP1 

`Gareth Jenkins thinks that itshould nothe possible to complete the rare 
/non both taunters. Please fevestlgate.' 

3.58 However, as the Investigation continued, a likely muse was established

and fixed around 23 January 2011 (some ten months after the 
1 cr 

referenced Kawas raised) concluding mat indeed, a rush pouch mold 

be'mmmed In'twlce, erroneousy. 

3.59 This bug was only brought to the attention of Fujitsu/Post Office 

following notification from the Subpostmaster. It Is alsa my 

understanding that this Is potentia8y a different manifestation of me 

Dabnetlington bug. 

3.60 Tee rotated 1<81. 15 this PEAK, acha4221Qaa is dealt with by Mr Parker 

in his first witness statement Appendix 210 and Cr Warden at table 04 

of his Appendix D. Both Dr Warden and Mr Parker state that the Impact 

of this defect (in relation to KEL acha4221Q) led to an £80.00 shortfall 

thatwas dealt with eiia a Transaction Correction and was subsequently 
_•! 

fixed 19 April 2010. However, Or Warden refers to PEAK PCO195580'0 
Id~v 

1f-L

in relation to this KEL, which relates to a differing manifestation

resulting from the same care bug. In this case the PREY key Is pressed a _led

musing the same discrepancy as I outlined shave (PCO203080n)• J̀~,

3.61 Note that PCO253005 arose in August 2010 and PC0195380Jz April

2010. 

3.62 This displays that Dr Warden and Mr Parker have not considered this In 

Its entirety, since further manifestations record a cumulative shortfall 

11103 adn42210.2 March loin lastvpdated 3 May2011 {POL-0030476} 
v {w,meet Statementof Stephen Paul Parka; 16 November 2016} 
as PEW PW199sD, 2l-lord, 2010 (Poi-036S2657 
a PFpx 1CO203095, 17 August 2010(P5I.0372079) 
'a PEAK F=195390, 2 March 2010 (P0L-0365265) 

Prepared by: Jason Coyne Prepared by: Jason Coyne 
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looter 524510 Original date 02 Relates to Ripest, non,. 
(P0L-0444056) N00eneber2000-

reAsed 07251/ 2005 
0010 nnas aranda 334032, PEAK P00003101 
and Me. JS5ep005338Q 

Mint dn5338Q OdainoI date 10 May Relates to Alpert, epee notes 
(POL-0444055} 2002-redden data 'Feb 1003: $eerrg a few of 00000 odoR week' 113anuaIV 2010 relent to PE00c P0086212, 

'June 2004: 201000-not wn 9ke roe 10 ta,Mm 
enc0'rofers to P0AKP10103064 

'Sept 2015: Thk pwlonn, ksoll cewnfrg every' 
a&, move rase at the same site en2 

wver.p.  a weeks. /10126375 sent /o 
eta vefopment: 

'Update: 11/01/2010 P0410193012' 

DneemenM referred to by 19, 020,000 

1BoIlantyna5245K Asabove AS 1b001 
(P040444056) 

35Mpl505330Q 1,5 above As above 
(POL-0444055) 

PCO075B92 02 May 2002 02001 (FAD) 312511, 5111ca1 event raised. 
(POL-0249574) No assodated 103. 

PM083101 27 Oeeber 2002 Rani (FAO) 323329, old¢I event rased. 
(Pat-0256175) 

Relerenres cat 30al10ntyne5245k & 
1ea11ontyne15sek 

PCOOS5222 24 3555ary 2003 ,rant (FAD) 211001, reuerded as no 
(POL-0258908) tL5010p000y 00000100, 

On KEL referenced. 

P00005064 03 3u0e 2004 ,ranch (FAD) 281300 022,290.00 diseapenry 
(P0L-0275503) Relaxn¢s l033Smp4ss33eQ & 0oben0ID351. 

P00126042 As above Au above, Cafkndar Square booth. 
(P01-0200014) 

P00125376 Asabove 0005,5,, .1.eesonde®evencc at Cal lend er 
(POL-0296043) 5q0a2 brand,. 

P00193012 09 ...vary 2010 PeAK dowmenong the rood to stop end 00,15,0 
(P01-0202363) 00 0,00190 00190 SerWee 

References tan 25lmpldns330Q & 
05ben92020L 
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resolved, despite Its symptoms requiring error notices to be sent to the 

branches 00 05 discrepancy. 

3.42 In this instance, It Illustrates that the 'Collendar square' bug was 

(') operating and resident in the system (and had been far years already) 

without any comprehensive linkage being observed ty Fujitsu, since 

various occurrences of it were subsequently being recorded under 

ffedng KELS and PFAKs boot were net identified as related, and PFAK9 hot were not identified as related. 

Suspense Account Bug (Horizon Issue 1)  

3.43 This bug Is admowledged by Post Office" as occurring from 2010-2013 

YR~ within Horizon Online, Post Office sets out that this bug Impacted 14 

n tt61}~ l..n~7 

V`^d

branches (4 crown and 10 Subposbnasters). In summary, the bug 

lvw mused suspense account figures from 2010 to be erroneously 

(~ 
"~f1"~"" reproduced In those branches' suspense accounts for the same monthly 

W Jt~ ct ,  s^^ trading periods In 2011 and 2012. Post Office states that, despite the 

t ttf,) lL [ J 
Subpostmasters querying this In 2012, the cause of Issue was not 

Identified 0n01 2013. 

TC~
Ss,rerno P Se ' 0L-044400 erred en Sn 04, Gtr and or

P09K/the. note ebserv00ons 

TNsPUAZ ift estedvitt5n the 2211—h PFN(detay llustraeasthe 1e2auing bombes 
da0rment 2(00005 to tenon 2013 Were Imneeed: 
and not oeplidtlyby DrWorden BRAU6. AFFECT133 AMOUNT Dr Mr Gede50tn TRADING 
P00223075 PERIOD 
(POL-0393303) 002647 9 -6.71 

002840 9 140.61 

010007 9 .0.01 

011458 10 -9,799.89 

012004 9 16.12 

054011 9 3.34 

101832 9 5.84 

104937 9 -49,62 

"(Lotter of Respamc from Pnstot!Im, SQ1®00E 6: R00037A1 OFA10EGAIDOMSA02lP ST 
i6OR1ZOM, 203019 2016) 

Prepared by: Jason Coyne 
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3.36 It Is Important tussle that whist Post Office acknowledge this bug to 

have been discovered In 2005, that appears to only pertain to the ,.,W 
partialarincident at Callendar Square. In actually, in my opinion, it is C C 

likely this bug appears to have been In effect since year 2000 (this Is \` ) 

supported by Dr Warden at paragraph 660 of his report).

3.37 Mr Godeseth states In his second witness statement that In all, 30 
~r 

{ 

branches were Impacted by this bug. I have not been able to determine 

which 30 branches were Impacted as per the witness statement of Mr 

Godeseth, north, extent the diserepandes.

3.38 1 have Identified the following PEAK appears to be the Incident 

documented In KEL3SImpklns338Q:

June 2004: This event can glue rise to Sonsfe, errors' 

3,39 FC(1038041 created 3 )une 2004 relates to an issue In which a 

5ubpostmaster Incurs a discrepancy due to a stock transfer bug. The 

PEAK datall states: 

'Contacted Auditor lobe, explained that SSC dkwvered how the error 

onvrred and they passed detalk to 501 00 that an error notice can be 

Issued, Auditorwanleda n00ct00. farPOL dept who Issue errernodces, 

addend that wedo nethave a no. for th0mand thathe sheuldgo through 

NsSC AudltorhapDy With Information provided 
 

s

3.40 However, the root cause of this PEAK is recorded as 'General -

Unknown' (where other PEAKS Identifying the same bug are recorded I O

as 'Development - Code' [P0011667010)) and the Call Status Is 

recorded as"Oased - Unpublished lmovm errs!". li

3.41 Despite support acknowledging that this Issue Is a few In Riposte and 

questioning whether It should be routed to Fscher fora fix, there Is no 

detail provided as to whether this was, and the 'Call Status' does not 

record a fix at future release. Therefore It Is unclear how this bug was 

PE43(PD)103864, 32,00 2504 (P01-027303} 
ac PEAK P05110070,24 P0000,5 2050 (POP.-0288202) 
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155025 9 -113.14 
156715 9 11.55 

211044 9 -41.77 

243242 9 .0.51 

265410 9 3,135.70 

207611 9 160,92 

References133- arhar2sO( 

.eha2230 etEAnodiet St hen Pau Parker Witness 6050es,enn

1005223510 Raisedle Thereis mthing toldennff AAM, the Kl3 

/201-0030100) 2013100! 2013 
10X1 the. 005 KEL rakers perOeiiely [c the 
previously IdoelOed suspense account bug 

updated 25 aside tram It refee0500sthe PEAK 
!Maher P00523070 (referenwd In 01r2onidne 
2013 retort). 

3.44 Whilst Dr Warden records that 16 branches were affected, and this is 

the number of branches shown In the table within the 'local suspense 

note' produced by Gareth Jenkins), I have noticed that In another 

document (the 2013 POA Problem Management- Problem Review dated 

11 February 2015 -(POL-0138981)) only 14 blanches°' were referred to 

as having been affected..

l

Investigation 

u\tot' 3.45 In summary, this bug could have Imputed 

br9F#

1i4, a. in 2012. Therefore, it is unlikely ® 

Branch Oubroda Issue/'Dalmell;nylon°(Hordrnobeue l) tO 

3.46 This bug relates to the Issue which arises when trying to transfer funds
,,
.,.enf~-•a`-i 

''"'"-'-e' 
''

  to outreach branches. Not previously acknowledged by Post Office, but 
//
LkMa:C~ 

~ 4 L 

Jnowreferred to in the Witness StatementsofMr Godeseth and MrParker 

In relation to KEL, acha621P5  (identified In my first report, paragraph 

5.23 (page 47) and In the exhlbltl1 referred to by Mr Godeseth provided 

"2013 PDA Problem Menasement - Problem Redety, {Put-0130981} 
I0 KEL Acn05621P, 15 October 2015 last updated 14 3aa,ary 2016 {POL-0040340) 
to OOC 152040134(1) .h Outie. OLEEAaa nndings 56091215.pdI, 9anai Outrcaeh 70:00 
(Ienal Fh 0nooe), 10 0000011c 2015 (POL-0444070) 
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value higher than the one £00.00 example they Identified. Also, Mr 
Parker records that the Inddent was fixed on 19 April 2010 yet there Is 
an associated PEAKt0 this KEL raised 23 April 2010 (and August 2010) 
that Identifies a further discrepancy. Note there may be other PEAKS In 
relation to this bug that may reference a differing associated KEL (knee 
application of the KEL reference is dependent on the support member 
applying the relevant one tram the database). 

3.63 It has not been possible In the time available to Investigate and analyse 
every single PEAK that is possibly related to KELacha4221Q,00 However, 

upon a preliminary search. I have Identified the following potentially 

relevant PEAKS as they contain reference to 'acha4221Q' and noted 
similar preliminary observations. ~--" 

2000.32210 nlee,102 '40,43,2010 -Tort 004000delM 1011, 
Aw -

PPAK(exnlidIN eaeunrntrd I, ehreO dneumrntas0000n00aa

Rekrenur p£4iCXeyr NarterPFAK(NP); Aekasc Feak(RP); on erPeak(OP) 

PEAK Gate Created Reference PEAK Obsereatleeo 

PC0195380 
POL_0365L_55} 

02M0Mt2010 (RP) 515005901 
POL-0315808 

£80.00 shadhil- Branch 506246 

PCOi95511 03 March2010 (OP) PM100360 1 
025,000 sherthii - Branch I 

(POL-0365416) (P01.-0365285) 069062 6 

PCOIS5120 17t10011 zoit N/A £500.00 shonrall - Branca 
(POL-0365033) 109013 

500195106 16 March 2310 (OP) P00195380 E2104.025honrail -Branch 
(P01.0365046) (POL•0365295) 506246 (furthe, Incident lee 

P0010536D above) 

Pr21196671 29 Harty 2010 N/A E99005horefa0-north 00590? 
(P01-0366555) 

'19397032 3l M1,012010 N/A £25,000sh.rdoll-Branch 
{POLiexies } 013004 

'10197034 31 Maren2010 N/A Nevaluedecumrnted-Banc& 
(P01-0306917) 214405 

v KnLaCM42210, 2 Marc, 20101000upd,ted 3 May 2011 (Pet..e03n476) ei PEA5P00155301, 2Narch2010 (PO1-0365287 
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record whether It was fully called out strays the estate as at 19 April 

I C . •{ K , ~y 13 
rM&-Le ' 

[3.65 

2010 (the date given by Mr Parker In his witness statement). 
AD L 

Iu 
The Release PEAK In relation to the fix for PCO203005je (alternative 
PEAK related by reference to KEL acha4221Q) In the table abase Is 

0 w.' documented as P0020746632 created 4January 2011. 

3.66 Therefore, it Is not clear from review of the KEL reference alone, what 
the full impact of the bug/error/defect referred to within the KEL was. 
Nor can the (ix be clearly Identified In relation to It, since different 
manifestations of a bug would be linked by a KEL reference (and may 
not just be limited to one KEL reference) which, In tom, had several 
fixes applied. 

'Remmfng Out' (Hortzon issue 1) 

3.67 PC0143435a' created 12 Feb 2007 relates to Issues when remitting out 
coins. Its associated KEL Is documented as adta508S1f which I note has 
been referred to In Mr Parker's witness statement Appendix 230 and 
within table DS of Or Warden`s Appendix D. 

3.66 Neither Mr Parker nor Dr Warden appearto have performed anyanalysis 
In relation to the PEAKS associated with KEL acha508510 (aside from Dr 
Warden referencing PCO14343512 which Is documented within the KEL), 

Whilst Dr Warden documents a Slagle Impact of £1,500 In relation to 
this KEL, he has not considered the PEAKS below. 

3.69 Further, Mr Parker has not provided any substantial analysis In relation 
to this KEL but states that the Issue was fixed In April 2007 and fully 

rolled out by June 2007. 

ra PEAK PO)203065, 17 409th[ 2010 ('640372879) 
o PeulcPe207466, 4 January 2011 (POL. 0372202) 
a' PEAK PCC143435, 12 February 7007 (POL-0313783) 
u KB_acha508S, 12 February 2007 last updated 15 rebreary 2007 0'M.-0035513) cur (Vn0,eae Statement of Stephen Pall Parkon 16 November2.018) 

603.. acha5086, 12 February 2007 lest updated 15 February 2007 (POL-0035513} 
" PEAKPC0143435, 12 February 2007 (POL-0313783) 
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500197601 12 Apd12010 N/A Not Hcdeon Error  -nand, 
(P01-076740c) 135002 

P00197651 037p41 2010 N/A £22,000 ehonoil - branch 
(P01-0357524) 159713 

Px0197753 0505111 2010 N/A £120.e05romall-0 reh 
(F01-0367623} 060925 

POo197823 16 Ap 72010 N/A £1680 sh.dhl-eand,436217 
(POL-0257697) 

nr0097a37 16577 X110 N/A £5500 crerth¢- Brandt 225107 
(P01-5167706) 

P0097000 16Aert loon N/A £7000 svortra0- enrich 605207 
(P0L-0367707) 

P01197022 00/43,02000 N/A 01500 shade¢ -bane, 167246 
(POL-036/741) 

Pcesonn73 19 Ap7Xl t0 N/A £144.87 shatfa!r-Branch 
(P01-0367742) 294300 

P15190115 23 Apn12010 N/A £13,0005r,entill-82nd, 
(eeL..0367979) 183323 

50250000 17 August 2010 (RP) PCO207456 £410,00 shortfall - branch 
(POL-0372879) (5040377202) 126109 

(OP)P0019150 

P15220230 0731002013 N/A PEAKatatec ̀ 7p appears lots 
(POL-5395717) 71VO dll'elrnrpmblerns desrnbed 

1n 5.410 call andthe detaikam nor 
Very dear. P.'eate 1830 asparate 
eelinmypP,1M ltll detalioofthe 
pmoiernJoP 
'119,11 1, dosed, 

715246020 255eptember N/A 5.111.1 larar 
(POL00415562} 2015 

PCO251052 14 June2016 N/A Refersto remmaw miser ah;e 
{PC40420451} notes- Ins00!dent Nrtherdetall. 

3.64 The Release PEAK In relation to the fix for PC0195300i9 (referenced by 

Dr Warden and Mr Parker In relation to KEL acha42ltQ) does not 
document every PEAK that would be Impacted by the fix or reference 
that the fix specifically applied to KEL echa4221Q. It also does not 

ee PJJC P15101300, 2 He" 2010 (POL-036520) 
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3.70 The table below Identifies PEAKS that reference KELacha508S. Note, R 

Is entirely possiblethat other PEAKS may exist In relation to this problem 

but have been assigned a ddferent KEL reference. 

Ad,c saes nrrn 51 045n,Thry SOl7 ally.

EA brit d e.ted In ty, rotc. do P00043400

R-r  ,rx7 PEAKKey° NostePPEAK(/9P); Rolease Peak (RP); Olher Peak (OP) 

PEAK O-I. treated Refareneed PEAK Obscrvalese 

PCOL4343S 12 Fehrnary (AP) P15140020 0100.0605001811- torch 
{POL-0313783) 2007 (P01-0311187) 175113 

(AP) P0110826 
(P01-0311184) 

lot PC0140281 
(P L-0310641) 

(OP) P00141892 
(5OL-0312240) 

(OP) P15042106 
(P01-0312469) 

(0P) P00143494 
(POL-0313042) 

PC3143440 12 re-brnery (OP) PM141892 130160 balandrg ermr.0ran,Ir 
(P01.-0313708) 2007 (P01-0312248) 020323 

PC1143410 12 February N/A 0406.6050000trerl-0r00019 
(PO1.-0313814) 2007 450300 

515142006 13 Febvery (OP) P15143439 -05.7)1106erpkte swnmades 
(POL-0313147) 2007 (PO1-0313787) report- fi nch 305201 

P00543100 13 February (OP) 020143430 K. 1alees /orvmerted -
(POL-0333048) 2007 (50100313783) Incanplete 10ere09e5 report 

10ech0o mug's branches 
054946,080025,085109, 
086929, 094005 &095131 

P15143501 13 February (OP) P15143502 No Values dounnanted -
(PoL-0313649) 2007 (P0L-0313600) Incomplete slmmanes repair 

affecting magpie branches 
108006, 111840,122014, 
134912, 152406 

Pe0343502 13 February (OP) P15143420 Seems t0 be dep9mt.N 
(POL.0313859) 7007 ('01.5303703) P00143501°' 

le PEAK P00143501,13 February 2007 (POL.0312049) 
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9 045503 13 February 1190 50151 
(P81.0313851) 2007 Lwmpletesummarlcs report 

.nttdlg multiple 59090096 
362620,173519, 175113, 
175644, 176904 

900143504 13 February 141A 24val35doomosnd-
(POL-0313852) 2007 54555p:1154emadesrpon 

aff.cdn9 mublple 0ran0103 
170343, 179546, 180114, 
190547, 101513 

900143100 13 February (0P) PM2435LS 52 values does086led-
(POL-0313854} 2007 (POL-0313863} mwmpletesummadesrepam 

a6-1,g muNPlo bwnchea 
196504, 205539, 223939, 
227555, 271201 

PCO143507 13 February (0P) 900143515 No va0.11 documented-
(POL-0313855) 2007 (P01-0313803) nlomplete 100190008090700 

affeetng motel?le braedtas 
249225, 257540, 260641, 
273004, 274007 

PC0143506 23900,509 N/A No values 200101ntd-
(POL-0313096) 2007 mcomple)esummadesrapwt 

affecting multlplo brmsdlea 
283235, 293340, 301321, 
305613,310519 

PCO143511 23 February (OF) P00143431 Novabesdaoamentd-
(POL-0313859) 2007 (9040313783} I045m71010 summaries report 

a 112050 multiple brandies 
3172.56, 329642, 248311, 
361420, 367642 

P00143513 
(POL-0513081) 

13 February 
2007 

NfA 505811185 010185855011 
locamp14. 8011084e8 report 
zF,""rg mu¢robbrarahas 
373311, 377136, 421135, 
443420,500227 

000143514 13 February N/A £900 Amrifd0-5rafdl 231201 
(POLL-0313862} 2007 

900043515 13 February N/A £500 alw0h8-eiandr 201170 
(POL-0313563) 2607 

900143539 14 February N/A 85566.5.00056084090.. 
(901,403130077 2007 0690np8ete summada report 

1611144509035/0980004 196205 

900243602 19 February t1/f, 0011 shortfall-Enndi 149546 
(901.03140253 2007 

900343839 23 Febmary N/A 8040010215.85.2184-6650703 
(906-0314186) 2007 -056040 253340 
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3.75 The call record Is closed with the mot cause documented as"Genera) -I 
bry 

Unknown" despite the P041<4900.) recording how the Issue could occur. 
`

3.76 This incident caused the value that could not be rammed out to be 

written to the Subpostmaster's Suspense acco m la of 

alto ler Horizon generated discrepancy, an a similar theme to the 

ramming out Issues above, but a slightly diffeeent manifestation and 

different associated PEAK. 

POL00107155 
POLOO107155 

• i 
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900144933 02115412007 (07900144537 1300osha46.11-06154251632 
{PO40315272) (P01-03102711) 

900144937 02 Apd12007 (OP)P00144933 ° "° ' " 251632 
4POL-0 

3.71 

3.72 

3.73 

315276) (POL-0315ZT2) I TTTh 
Having Identified the related PEAKS above, and the observations within 

them (Including the values, where recorded) In my opinion Mr Parker 

and Dr Worden have failed to consider the full effect of this Issue. 

toots that Dr Worden states thatsince remming issues will always be 

visible to the Subposbnester, they will always be reported and 

Investigated and correctly resolved. In my opinion, it Is not correct to 

make such broad assumptions. As with the Dalmellington issue above, 

It is entirely possible that not all Subpostmasters would have the ability

to ragnose a .ronn genera error a era s.. or discrepancy or S(

be able to pursue It to ensure that Ills correctly dealt with. Therefore,

os me Subpostmastew would risk hearingthe cost of the discrepancy. 

PCO1209371f created 13 May 2005 (referenced KEL GMaxwell853P) 

records en Instance where a Subpostmsoeer Incurs a branch shortfall 

stoats a lack of system control preventing the input errorieraiat)anto

rermming out coins. The issue arises from functionality that should D D E j
he available  (but Is) when the Horizon system is under load. The PEAK 

detail records:

-Weighing up the £000 400 risk 0500 attempted lie against the fact that ,®.®--~ 

this her only been reported now, Ida not boiler, that we should make

a ode 002 1f500herhrcldents ofthb problem are reportedwe can review

this 403101.0. Gayhasretoada 014,00 retumingfordasure as 'Published

pawn Ef r t' 

3.74 Subsequently, 10104011400 that KB. GMaxwell3853P" Is to be used as: 

-Ghxa the frequency of the problem 8 the apparent risk Involved in 

Lboducing cords fir the eel. should be adequate.-

0'91314 9C5020537 03041r465545 {90L47211445) 
"KEL GNma1138s'3P, 37 May 2155 last updated 101090 2005 (POL-0034666) 
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3.77 These related PEAKS illustrate how a bug that manifests In slightly 

' different ways can be analysed and diagnosed differently amongst the 

~•t varying technical support members. Different KELS appear to ho applied 

I
t~,A~' to various PEAK records which results in potentially different advice 

#t! • given to the Subpostmasters In each occurrence of such a bug. The fact 

that fixes are applied across many retease5 of Horizon and yet ~, J

Subpostmasters still encounter Issues Is indicative of the differing .'`V _J

/// 
software versions In action across the estate This lack of versloning 61~41 ®_ 

N t ~'
cons is ency resu In itsu repea a y ealhng with errors vrhich are V -' 

known to be In existence.

Local Suspense Issue (Horizon Issue 2) L fi t s 3. Q.NC tj
3.78 KEL acha5259'Q" raised 22 April 2010 last updated 30 April 2010 Is ,,,.-

referred  to by both Mr Parker in Appendix 2 attached to his witness 

statement- and Dr Worden within table D5 of Appendix D to his expert 

report This 013. relates to a local suspense issue that affected the cash

figure on the balance report cousins a discrepancy In the new trading 

period. Note that Ills not relative to the Suspense Account bug above 

(or least not identified within the documentation as being so). MrParker 

states that this only appeared to affect branches balancing In April2010 

and 33 Identified branches were Impacted) itwas resolved In 7uy 2010. 

Dr Worden Identifies (in assodafion with this KEL), P00198077. 

'.KS, 546052150, 22A711 20101,31 updated 30 Apra 2010 4FOL-0537450} 
- jwatness Statammt olStephen Pad Parker, l6 Nevemter2®18} 
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PC0107400, 900107707 and P00254396, and records that It was fixed 

in September 2010. 

3.79 itis importanttnnotethattheic .states"mereasan forth, exrep000 

Is understood (PCO19740(P"/ KEL PortaSI99P"J.' 

3.80 

3.81 

This eowmplifies two KELs each with differing associated PEAKS relative 

to the same hug, error or defer 66 13 interesting to also note that In 

one of the examples below (PC0194700) the call was first logged 17 

February 2010 and yet even by 5 March 2010 the detail of the PEAK 

suggests that Post Otice/Fujlsrl did not knew who should be 

Investigating this type of Issue. This demonstrates the complex 6d 
relationship between PEAKS and KELS. 

My observations and findings In relation to the chose K2s are as 

follows: 

PSA1(3 referencednv PEAKS PEAKSTi1AT PEAKsTNAT 
KELash05259Q° referono dBY 

KEI. 
r54000300 P.EL 
ac1,012590 

eeferance KEL 
P01t005199P'a 

P000031199P 
(recelvdln 
latest`tldctcd 

adlsdL arur ) 

900197409 P901074p4 900197409 

{paL-031143e7} {POI-0367287} 

960600)77 90100077 

{P05-0367545} {P81-0367945} 

P00157757 P00150006 900194709 

{901,0307006) (901.0107534) 

900100577 PCe397600 

{POL0l65532) 

P00010070 

5 011406 P00197440, 7 April 2010, (POL47367297) 
°e MLNdor5195P, 0011401l2510 lootupu,001 21 April 2010 {POL-0440589} 

103 ed+a52560, 3209412050 I40op41000 30 APd170I0 (901.0137435) 
°cam P0ter5199P, loApol 2510 Iasttpdated 21 Ap16 2010 (966-0448509) 
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J ot..os- - - - -

P12190259 
(Pei-0441045} 

PCC2043% 
{POL-0441123} 

3.82 I note that (stowing Dr Worden's analysis of the KEL, he states: 

`Irstble to brooch, and Fujitsu seem to ,bare known aboab all lnsbnaes.' 

3.83 in his report, Dr Worden refers to the spreadsheet attached to 

PC8197797aa. However, the PEAK disclosure provided to me did not 
Include any attached or embedded documents that the PEAKs refer to. 

It ts therefore not dear how Dr Worden has satisfied himself of this, 

either: 

a. Dr Warden has been able to review the attachments and 
embedded documents and is satisfied It captures all the branches 

affected as per the PEAK, and is satisfied the PEAK detail L 

atturatel or 

b. Dr Worden Is just re-stating the position as per the text within the 

documentation. 

~{j`f 0 Recovay issues (Monzon Issue 1) 1e,e "11 { o 

3.84 PCO197769'a created 15 April 2010 refers to a problem withrecovery 

~t ~Jb whereby the wrong Trading or Balancing Period may be updated. It's 

associated KEL isL is acha 65(L44 (raised 26 April 2010 last updated 17

December 2012). 

) 3.85 1 note that Dr Warden and Mr Parker both comment an this Issue. Or nr~~ ~ 

t,v Warden states within table 04 of Appendix D to his report that" oo 
teandal Impact" would be Incurred from this issue. Further, In Mr 

Farker's analysis of the KEIs (Appendix 2 of this responsive witness 

stotement),u he maintains that since this Issue would result In two 

t 
`'t r1 r  t1 

c PEAK Fm197797, 16 Apn12010 (POL-0367666) 
PEPK0 0102250, 15 Aridt 2010 IP01-03 6763 9) g1t `~ MKEL adW56beL, 26 APN 2010 la01et5ed 120e0ember 2012 {POL-0039245) 

Q'-1 .. 

~C~ 

00 (Wirarne starunentafnophcn Paul Parke,, 16 Novembv 2010). 
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commun:catiens with the datacentre and then the recovery procedure 

eel. The PEAK further states: 

Jots rem very failure war reported and ln0e0eigated byes. Please see 
Peak rail P{0256502 which war closed an I6/0I/l7 alersupprying the 
necessary reconcliation lnfarrnahan to pOL We have informed POL about 
this recovery failure and also edvbed them to do the necessary 
remndna0e0 for tMs sum of cash (Cash withdrewal for £244). We have 
no way of knowt,o the Internal Pot pmass Oslo when they wit do the 
remndrlatboo If natdane already.' 

3.88 PCO256SO2 (fine PEAK referred to In the quote above) created 16 

January 2017 acknowledges the discrepancy In relation to branch 
197327 above. However, It states, (In terms 5f Impact): 

'Na Impact PEAKratsed fathee leraetlgeBan of tmnsadiee(s) In a state 
atherthan final as shewldg In dallyReeaeelllaroe report-.. 

3.89 This Is despite further referring to the need for manual reconciiatlon. It 
therefore appears that the Initial issue for the branch was logged under 

this PEAK as requiring manual reconciliation, to be passed back to Past 

Office but In the meantime a second call Is generated by the 

Subpostmaster due to limited Information regarding the discrepancy. 

3.90 The resolution of this Incident Is not recorded within the PEAK detail as 

lids would ultimately be down to Post Office to Issue a Transaction 

Correction, whether they did or did not has been deemed out of scope - -

by Post Office. 

3.91 Further Investigaticn of the matter above documents that KE1. 

acha959T12 applies (referenced by the PEAK above). This KEL was 

referenced within my first report In relation to failed recoveries or an 

Incomplete transaction awaiting recovery at paragraph 5.43 (page 53). 

It has since been responded to by Mr Parker(AppendiK 2) whom states 

(in relation to the KEL acha559n; 

n K13.achx959r, 20 February 2910 test updated 190rtober 2017 (Pd.-0041091) 
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discepances cancelling each other dui, there was no long-term Impact 

on branches. I disagree for the following reasons: 

a. The solution for KEL acha5650L states: 

.was tile teansacttae ever tnUadad to a balance (t.e. did tb,eiork any 
eubsequentlyroglnta the IF/OP thatthe rransaetmas were written fnlo7). 
lino, 40250 e7tlxe0 say reatthe pmbtem oeidhave eaeoad a dao,epancy 
hn periodxrJxrbutan rqualbutoppesite discrepancyfb pedad yy/yy, en 
ovemtl there is no effecters the branch accoentt. lithe trznsadroas were 
hen Into a perfedoatredalready been balanced (e.g. 1/1 butstcek 
unit war already ha 1/2), are bataere pH iOd that did oat exist far the 
stunt nniq Intone 97MS to say that the recovered lrzrssareim hair not 
been lnclodcdtn the branch accounts and will have caused a d,srrepanry. 
Haenverthe date has bean sere re PotM1/ POLFS (aeeausa. thatignorer 

the 7P/DP lntormatbon). 

Therefore the position'No Impact' Is not correct. 

b. There area further 23 associated PEAKS (arising from a search of 

"atha565OL') of which I do not believe Dr Warden has analysed in 

full. Of these PEAKs, by randomly selecting one, I Identified that 

PEAK PC019835246 created 2 May 2010 resulted In a discrepancy. 

The PEAK detail states; 

'Recovered to written to 7P 12 RP t, butthe stock unitwas In TP 12 SP 
2. Into mused a ofi enu anry of ,380.00 for CE In 00 12 OIL Please 
infarct Pot.. This pmbtem caused a lass at the branch for which they 
shevld net be liable.' 

3.86 It Is my opinion that with additional resea(ch, further financial 

discrepancies woods be likely In respect of ths some KEL Issue. 

3.87 PCO256565 created 17 ]anuary 2017 refers to a reconciliation incident 

whereby the Subpostrnaster processed a transactlnn that did not appear 

on the transaction lag. The settlement failed due to poor 

`s PEsKPe019a352, 29 APd12010 (POL-o366212} 
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'There weuid be no impact If the user strewed the recovery proeess 
presentedhy Itadaant 

3.02 However, PCO256566 Illustrates the opposite, Fujitsu Identify that since 

the'AVTI-ORISED' receipt was printed In relation to the transaction, the 

Subpostmaster should have handed the money over, but then the tact 
that the transacrlon was lost fmm the transaction lag would have meant 

they had a cash discrepancy as no value was recorded to balance the 

cash out 

3.93 Further, Dr Worden states In his analysis of the KELs at Appendix D 

table 03 "This Is another complex 1<11,,.' as the extent of his analysts. 

3.94 1 have the following observations: 

K9. edra95ST alsed 28 February 2010 last updated 19 Octnber2017 
-The meats a lramadien lo eeeomed en TES cad/or at tile Fl, tint lee tmreaeLbn ha: nat 
heen eanpteted pmperly-at the branrhflo the9Rno.' 
`Rus161e abuses; 
a) remvuyha.hted 

b) irarea5Ieo not completed, a1v0i500 recovery 
c) lransa#fan was declined by pinpad beeeeerereised. Sae iELmidO195 

0) PM premed Canal on muster manenrs crier d-temer had entered PIN, see KEL 
dsnd4Drnn'a) eery the mveraal lnromaehed the dots rentre-
Not -TSis 71ame010e&pufry Se,rlre andP31F,nandallrmheLOe 

eeferenees other GATE observaelans 
KELe/PEAK0: 

103.atdeal9R Raised ll Hay TNs problem elates to t2madines that 
(refezla PCO210052) 2011—last 

updated 31 
anent mrerrad to Inc and eesovt 
deopioe bang declined by the phped (14 

0c10ber2013 associated PEAKS). 

lryladenslztes dN's 1in1`lxterremndi:adtn and elf would car,neteny ermrin 
branch amuers.' 

dent40106 Raiso212arazry TNs probiemmiatlstod'saepaades 
(refers to PCO223229) 2013 -lase addrg due to earodtag apnpad 

updated 20 tranoai;on at the same tune It le Lyon 
Ncvea,ber 2015 b erth outhodp}lon (l aherassodated 

PEAK). 

'Other pinKs and eels that reteleera'aenoOs9T' 

Prepared by: 3o0m Coyne 
000epSpree st 
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2,473 different associated 2010-2011 utlllalro'attnvsfr•as the keyword for 
PEAKa search In the supplemental PEAK 

disdoatre. 

1C305e02640M Raised 01 March Failed eeoyery due to porter issues 
(rte cos PC0193463) 2010-updated 01 rendadeo recovery u mbieta prince 

905102010 ntelotdue too oadaoo. 
214 PEAKS roference this tai 

00d04643 Ral;ed 30 April Failed notoriety spool entry where the 
20101atuptated hanidng transtOlan does not appear on 
12 January 2011 the 705 n the ORS. 

We: 708 - Dart Rewncil011o0 Salle 
aM TES . Traeoo flan Fnqulry Ban42 

326 associated PEAKS 

Orworden states (table b3 Apperi 5)`610w00ly anyfallure to remyara t2nsadton
raeous eventmtly In a Transadlon cnrreddon whtth mrreds any otter In brand,' 

N! Panics Rates: '.201090000 More wasrp ampam o0 iliantltaanttm: 

3.95 In relation to Dr Warden and Mr Porkers comments above regarding 

KEL cardc464Q, I have randomly selected one of the associated PEAKS 

identified related to this KEL and have noted the following. 

101024251935 0)1 February 2019 Page 37 of 265 

Reversals C 2p0,3 r" ` (v 

3.99 PC00699184Aceated 25 April 2003 Is a significant PEAK In which 

reversed •rents" are doubling. Reins are remittances and, In this 

Insthnce, the Serbpostmaster who trying to reverse a rem (effectively 

'undoing' the transaction). However, Instead of reversing the 

transaction to balance off the previous Input, the transaction value 

doubled In the accounts. The PEAK detail states: 

'4have baked at the messagesmre and can see that the SaieValue (and 

QW have been Incorrectly calculated by the oysters... 

.. souring 10 1453. Can MSV please liaise with N85C over this software 

,_, fit ksue. The 

DOC Post Office Is saing to have to balance wth a large dsuepaney 2 nt 

r"nroap~~^ 

,~ ~t
✓r.~ 

(ES,003+ E8,910) =E27,820. IAave spoken to the PM andsaldthatl

Yvrould arrange farsomeeea from NBSC he talk to her ASAP. When the 

remndbbtien esueshave been puf m train ran you please route the rag 

back tame so tear! ran send It on to dovelapneeet (era code fee.' 

3.96 The PEAK Is recorded 00 050 Impact", however the sentiment ofthls Is 3.100 The PEAK goes en to detail that the problem Is to do with the Its 
unclear. This PEAK, and another referenced within it (PCO264632) relate introduced for PC0 0 8 39 5 410, further stating I 

to Issues where customer transactions are part processed) but the `14a)or problem with S30 Cash Account. POL will he aware beaus. eras 
t ansactions are not recorded In the Branch Database (BRIDE) or on the nobeasfarCa roil need to begenented. More shesrvlth ehteprablem 0,0 

Counter. 
r~ ! ~ 

coming outafthe woodwont as era aQ➢ant tlay aoaroa[hes.` .u4rr N( t,' 

3.97 There would therefore be no ability to Bieck the true status of the 3.101 Ik la unclear whether Post Office notified further branches which were 
t ansactlon and end customers could be either charged for something 

~yy~ 
11 1 

tJ I - 
operating on the 930 release of the software about this discrepancy or 

they have not received or receive something they have not been Y"' "t I   it was just left until a discrepancy was Identified and an error notice 
charged for. This would leave the Subpostmaster with a p0)506101 030 I subsequently Issued. 
or gain dependent upon the transaction and method of payment. 

3.102 However, It Is dear from the Introduction of these bugs that regression 
3.98 In conclusion, there are various associated manifestations of recovery testing was not adequately performed when faces had to be rolled out 

•{ 
Issues. Varying KEIs recording varying symptoms. In my opinion, It Is to fix other bugs. s' A
too broad an assumption to make (as done by Dr Warden and MrParker) 

that Subpos7nasters would not bear any Tnancial cost due to these` ty,- 
Horizon generated Issues since the actions of any potenBel recompense>) QDV14K-? 

by Post Office has not been provided as part of disclosure. / 40 P1910 0<0059910, 2s April 2003 (POI.-0200275) 
x PEAKP(Dnn3954, 29 November 2002(PBL-0256933) 
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3.103 The KEL referenced within this PEAK Is PSteed2847N. Dr Warden and 

Mr Parker have provided analysis In relation to the above KEL MrParker 

states thatthls caused only a temporary financial Impact as the Incident 

was visible to the Subpostrnaster and wag connected by Post 0MCe 

Issuing an en-or notice. Dr Warden similarly states them would be no 

adverse effect on the branch accounts. 

3.104 I have not been able to confirm that the Subpostmaster was issued en 

error notice to cored the imbalance as this low-level detail In relation 
to spedfcdiscrepandes has not been disclosed. 

Horizon issue PEAKS CI I I q t 
J

3.105 The PEAKS analysed below are a small portion of the PEAKS I have 

Identified as causing financial discrepancy In branch amounts outside of 

those bugs acknowledged by Post Office. It should be noted there are 

potentially thousands more PEAKS that illustrate financial discrepancy 

arising In branch accounts, this is only a small selected sample from 

keyword searched PEAKS. 

Data Tree Build 9011➢m Discrepancies (Horizon issue 1) 

3.106 PC003312850 (no K9. referenced) createC 10 November 1999 

documents en Issue where the Dugannen branch suffered a 043,000 

discrepancy but the cause was not Immediately known. It Is 

documented that the Branch Manager and ce agreed to amend 

the week 32 cash account figures manually In order to work around the 

Issue. Note that this PEAK does not reference an associated KEL 

Therefore, no analysis has been provided on it by Dr Warden or 1dr 

Parker. 

3.107 The PEAK detail further records of other branches that appear to be 

affected by the same bug with varying agrees o s ortfall: £52,814.29 

at the yate Sudbury eland an at the Appleby 

Westmoreland branch. rl 
Cat+ t. NO 

sat Pcsecpo0331z7a, t0 NovOnbv 1999 (PCB.-022Sa37) 
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3.108 The motcause Is eventually diagnosed as the PEAKdetall states: 

`Data tenor have been failing to buildfully, and Me system hasnotbeen 

detecting this. Coueguentfy, diserepiodes 1n the balancing heve been 

ocmtring.7n that rase ef0ungarnon a whore ➢aymmitnode was missing. 

There bare been a numberefa8s relating 0010106400 of issue.' 

3.109 It Is not dear whether the spedfic references within the detail of this 

PEAK capture the records fertile entire"numberaf calls" referred to or 

If there were further Incidents additional to those. I have identified the 

following P051(10 00 likely related to this hug and provided preliminary 

observations In the table below. 

Rarerevon PEAK Kay: RasterPEAK(MP)f Release Peak(nP), Oere, Peak(OP) 

PPAX Date created Referenced PEAK obsea hems 

PC0033120 30 Nayemaer 1999 (OP) PC0032e01ra 653,000 epa, 0-
{Po1-0221087} (OP)P1b045947 aranddaaaonerttel: 

9PCL.0223 ) 
95M19991110001- 
nntornen&aneh 

( P0L222670) 

Pc0046a11 CO20002eo0 (OP) PC0030631st 1<37.80 dlscepancy) 
{POL-0223226) 521110 ref WWlowt 

n05n00964 17 October 2000 (OP) PCO038631 96w-npanryvalue and 
(PO401230006) bmMo wlmovm 

PC0000161 20 N0vember2000 COP)PL0059497 03236diwepanry-
(Pnte0232oes) (Pot-0732986} 92rclr 140004 

3.110 PC013213300 Created 10 February 2005 (referenced KEL 

MSCardifieId2219Su) relates to a defect that is summarised as: 

'PM statesthatshe had desWcpeaey fsk)tiratseemedto become greater 

~vr® 
over the moose of 20m1n0. Than a few minutes later the demrepency 
(tie) vanished and noenarfigurar remained noonel.' 

't, sn 

,j,[ PW032901not dledos:datone ofwddng Who report. 
Rpcnnnns31 2133,n00694ttnd atnme of6(POL rids repot 
ce PEL VZOar31133, 10Pebtuary 2006 (0<0-0302553) 
n REt utCardlloh22t0g, ssluly2t eslast ups atea27 envembeer2007 (POLatas711) 
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3,111 The muse is documented as folows: ' C 

ert_aiG "Itwouldappearthatw cash warping tutthe  dseeepandasaneeunter 

the yet m has used an aid Hate &ae' ( the anti It used that e eadler 

trial balan ) rather than creatorD a new one so the dsaepandes were 

'1,"2 

` (y"11''^1 
w,ongy caiealated. It warm unai the P14 rater moved to counter l that
a new 'dab tree' was produced and the discrepancies were calculated ' 

1 
cowecuy_- L 

0.a ® 

3.112 Although the Subpostmaster did not suffer an actual discrepancy In the 

PEAK quoted directly above this bug shares similar elements to other 

~

3 22 f 
PEAKS (see for example paragraph 3.115 below) whereby the issue has

caused discrepancy. On this occasion a software bug rot was 

subsequently implemented: 

'Sew versions efsaftware have been released On the /ire estate both ~ 

/to a specific variant of the problem and ato to provide addoianal 
dle5eeetirr to help Identify the mot cause efether r eefznls.

3.113 I note that in relation to the KEL referenced within this particular PEAK 

(MSCardifield2219S) both Dr Worden and Mr Parker acknowledge that 

whilst a discrepancy eras caused, It would have been resolved In another 

cash dedaation made by the Subpostmaster. 
t~ 

O 3.114 In my opinion, tints is too broad an assumption to make as It would 

require the discrepancy reason as being recognised as a Horizon 
~~sy-1~ 

Q V)Lcgr
e
-

generated bug and not one caused by the Subpastmaster, therefore (A ft  J(L j 

requiring a TC that the Subpostmaster would not be liable to settle. 
Vst.,D

3.115 PC0144396m created 15 Mar 2007 (referenced KEL MSCardilleld2219S)

refers toe 'Published Known Issue' In which data held on the rourter to 

provide quicker information recall could cause apparent discrepancies 

in ash declarations. 

3.116 The PEAK concludes, 

'ibis S anyan issue with the figures dsplayed bythe oeueterthe values 

actually Seth behlned the scenes are can-ectand nan be updated either 

u PIAKP®1.43386, I5 %larch 2007 (POL-0311727) 
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3.121 The diagnosis furtherstates: 

'The TeX the this L^sue sneuid address all art-off repenting, not Just 

Girebeeirreporrs.' 

3.122 This therefore ndlates that the bug could apply to many circumstances 

not justwhen performing Girobank transactors. The bug fix appears to 

have been Issued in July 2000. 

3.123 It Is noted that the above PEAK references KEL MWright531P." Whilst 

that Km. does not appear to have been disclosed, a search utilising is 

name returns the following associated PEAKS: 

PEAK bate Created Pusher Observations 

Rolereeom 

P10014232 0514a92000 (OP)PC00441atra £5050tsaepaney-neerrh 
(POL-0222723) (OP)PeL0492e0 nnwtcwn 

(POL-0224421} 

PCCCM418 17201y 2000 N/A E427.E6 dscepeney- B2rrh 
{POL-0225562) n- Closed lrbufOdant 

erdeeee 

PCOOEM61 213uly2000 N/A Okcepanry(amaunt 
{POL-0225998) uNmown) - BRrrti urm.wn 

P1055275 13 Septemha' N/A 840 dtoeeparry - nronch 
(POL-0220029) 2000 uNmown 

P10052704 18August2000 N/A £363.94d150ep001,-er000s 
(enL-01175+2} oMmown 

P10 C12104 21 August 2000 N/A ess.rw CSaePen[y-Branch 
{WL-02276+3) unknwm 

PCZS197S In September N/A £10.00 Aowepen0/-Brandt 
(POL-0223029} 2000 un:axwn 

P02054846 205eptembV 559.l3dis¢eparer-Branch 
{POL-0229671} 2000 UM uwn 

3.124 Appearing to document the same Issue aver a different timeframe, 

PCO068633" dated 27 July 2001 relates to a bug that caused a Girobank 

ro KLL Mwd0h1531P rot disclosed et time orwrttlno this report. sr P00044101 not diedased at brae ePwrldng this eepas. 
"P02000033,2?  3dy 2001 {WL-0242631} 
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by aging off and back en to adif rent counter or' waldng far  the 

eovemlgntrun ro cause Itto etch up. )L°_' 
Thin/en mown problem andis documentedin KEL FI5Cardhfieid2.7.495. ®K 

3.117 Despite the 'Root Cause' being identified as 'Development - Code" It 

appears this P0AK record Is dosed on account of the KEL advice being r ~ 

available to provide to Subpostmasters, with the assurance that values 

held behind the scenes are correct. However, it clearly Introduced user 

inputerror as the KEL states: 1) 

'Thos will he potentially con/ lop urn may lead to the deck making 

unnecessary earreed00s. These will In tam show up as future 

lncnns/steades (Op nothing gets last/n the end).' 

3.118 his not dear whether this bug was scheduled for a later fa from the 

detail provided within this PEAK record. However, it Is Important to note 

that the Km. above Indicates this Issue was fixed In 2000, yet this 

occurrence was 2007. " 

Gbabank Discrepancies (Horizon Issue l) (.Q(.J [./)AVM Qp j ?P 

3.119 P10344232" dated 5 May 2000 (ropy from PCO044101 [not formally 

dsdosed]) references KEL MWr1ght531p, Is a PEAK In which the timing 

of certain process operations is found to be the cause of discrepancies. 

The PEAK records: 

`Ibis difference (£50572) between the Cash Account and the Daiy 

reports is explained by KEl:HNrlght53IP.hmr There was a giro for this N U7

°'pamount that was entered an the 13th Apr then reversed AFTER arloff 4 

then re-enteredagaln and reversed again. The Daily report would have t~ 

shown theonglnal1505.72 butme dairy reports neveronew reversals. It
rn7 

would be nice to dose the call as known error, however while tY to^ 
lnvestfgaling the message store l have)dendRcdanetnerpreblcm...'

3.120 The secondary problem refers to transactions that era counted twice In 

error due to the time they are performed (cnteciding with a art off 

report). 

st PpAKPt0044222, 5 W y2000 (POL-022..'723} 

Prepared by: 2000n Cape rt 
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deposit to be duplicated in a Subposbnasters branch account therefore 

resulting In the Subpostmaster receiving an error notice, 

3.125 It is likely that thIs hug was resident In the system for a period of time 

as the PEAK detail states: 

'I have dupl;cated thIs bog. In (art  It ammo In all roper& that use 

detasarver (I.e. the ma)adty). Ishah new check toner whether or not 

the problem still auunr atnin.` 

3.126 The KEL related to this PEAK is documented as `AChambers4410R"°

..~ Similarly, this KEL does not appear to have been disclosed, therefore It 

'1.VN` jJD has not been possible to ascertain what advice might have been given

(Z4 u^w to a Subpostmastershould they he affected by this bug. 

3.127 Further associated PEAKS that reference KEL AChambe,s4410R are 

provided in the table below. 

PEAK Date Created Fu,thereecoceateo Obserretloue 

ya0073a55 13 February 2002 (OPIPal O75 :L2 .te edbg National S0u'n05 
{FOL-024766e} {POL-0249033} deposits. ratetesanyly, thus 

all record I-,dared logged 
u`{vtmtlent noes
despite referenceoe to to norm 
being applied as resolution 

PCe07snl2 to Apr/12002 (OP)PCOo73855 mro depeslt Onafllasue. 
{POL-0249033} {POL-0247658} DRawe44ORrt rnentloned as 

Ppl'ling 

PCO07SO65 09 Hoy 2002 N/A Ore depaslt eaten Iwo, -
{POL-0240h25} Booth ud,0000 

3.128 The above PEAKS related to Girobank discrepancies are dear examples 

of hugs within Horizon that affect branch accounts byvroynfafioaodal 

discrepancy and Illustrate, by thelrintedinking natures, the complexities 

of the problem records. 

r° A0ha0rber5441ue no, disclosed at lima ur00000g Ohs eopoR 
'r KZL ORaoe44uR, 14 Pabruary 2002 loot updated 28January 2003 (PIXe0033459) 
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Counter Replacement Causing One Sided Transactions (Horizon Issue 1) WQv 

3.129 PC0058528f1 created 24 November 2000 refers to an Instance where a 

receipts and payments mismatch was encountered by the branch 

displaying a £167.12 shortfall. The diagnosis illustrates that following a 

reenter replacement (performed due to hardware error), a transaction 

was overwritten, disrupting the double entry principle and causing a 

one-sided transaction to be written to the accounts. Whilst Fujitsu were 

F e5 '. able to Identify that which was overwritten, there is no further detail 

within the PEAK record as to how ntis was resoivel prandoily for the 

hpestrnaster. 

3.130 This PEAK's associated KEL Is recorded as JBalbntyne53280.a' 

Performing a search across the PEAK disclosure utlllsing this KH, name 

returns approximately 68 further PEAKs. Whilst! have not reviewed all 

of the PEAKs returned In detail, review of three randomly selected 

records Illustrate: 

PeAK CrwtW Date ebservaadoos 

FC0071836 7A November 2001 Branch 214592 had a base counter 
(P0I-0245011) reph0ement as PEPI[ 00000001061 

me^cages were 000w (ten audng a 13.27 
now too d00cs001e0 d!snapan0ymx 
eselW0O. 

P01133032 271darrh 2Q06 Branch 109002 -Caunteravep out aualng 
(rCl-0304212) truescion erre0050e0. 

P00153051 07 Febmery 2009 enrd1154311-paymea's mismatch lave 
(P0L•0324139) - PEAK rem! has multiple references Ia 

different 64.5 Inducting 33ellantyne3728R 
KEI.s 

3.131 In conclusion, since Fujitsu support had the facility to Insert Items within 

the Horizon message shore, without process audit (detailed further 

within Section 4 In response to Mr Godeseth's responsive witless 

statement and Section 5 Sub Section 11), the effects of one-sided 

n PEAK PC0n52528, 16 August 2000 (POI-0227413} 
r K®.1 ea!lanryne532aR, l 0000006er 1000 loot updated 41Wy 2007 (POL-0449249} 
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ardudln➢ there producer from the Deaare Sled' pickier Weald be 
erosible, and i.e step with Hcrtmn.-

3.136 I have not been able to isolate the PEA1<5 for the 60 orso other branches 

referred to In relation to this Incident, 

3.137 In regard to further identifying how all records associated with a 

particular bug are to be Identified, I have requested from Past Office In 

my Request for Information sent 14 December 2016 (Annex A), 

informaton as to how Fujitsu measure and accountthe Impactafknown 

bugs. 

3.136 The response provided by Post Office (17 January 2019) sets out: 

'Itrs notposslble to provide a generic answerto this 00(0000-tee way 

in which She impact of a bug is ..—.d.41 depend on the nature,

operation and ofadsefthe bug.Inf rmaden regarding Me :ways In 004101,
Fuperu assessed the knpact of the bugs refereed to In paragraphs 12 -
16and 34-61 a(Mesecondwitness statementafrars1Nn OlavGode.eth 
dated 16 Noember2Oif is provided In those paragraphs. 

3.139 As Illustrated In Mr Sodeseth's statement where a bug has been 

identified, Fujitsus approach has been to seek to determine what 

branch was affected and to present this to Post Office, a1000 with how 

they were proposing to resolve the Issue. In my opinion, and as 

observed through the PEAK/KEL analysis and responses provided within x  i '"D 

the Defendant's Witness Statements, Identiflotion of issues tivouah e Q.D~' 

recorded branch Impact alone does not appear to suffidegtly enable 

oenofiotion of a full bugs impact, neither proactively or t t~ 

r~ ,~ Y• 

Bureau Discrepant izan Issue IJ

3.140 PEAK PCO261541J0 dated 17 August 2017 relates to bureau pre-Order 

currency transactions that cause discrepancy in branch coconuts. Note 

thatthis PEAK does notreference a specific KELThe PFAK detail records 

thatthe office was left £204.59 short afterHorilon Initially recorded the 

Is PEW PO)261g41,17 August 2017 {POL-0425157) 
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transactions and their applied corrective fixes Is clearly larger than the 

`one balancing transaction"as suggested by Post Office In their 28 July 

2016 letter of response (Schedule 6) 00 
' 

btttMrawn Stock Discrepancies ( Horizon Issue 1) e v,i~ j 1 
3.132 PCO207834'7 created 19 January 2011 relates to a bug in which the 

Subpostmaster encountered various gains and discrepancies. It Is 

reported In the PEAR that 8 other offices faced similar Issues. The 

associated KEL is PothapragadaC4913L (raised 09 July 2010 last 

updated 09 July 2510)." 

3.133 The PEAT{ was subsequently cloned after diagnosis to PCO208292" 

created 9 Febnlary 2011 and Issued to development to investigate a 

bug fix and root cane. The summary was: 

"withdrawn stockitemrmn be re•Intredured lnsostackaymaking a stock 
decoration this can subsequent!/ enlist drscrepaneles at future 

weavers.' 

3,1.34 Release PEAK PCO2069181A subsequently records the bug fix detail In 

which the data Is applied to live 1 April 2011. 

3.135 An associated record to the above bug, PEAK PCO209602i0 created 11 

April 2011 Illustrates In more detall the differences between how Legacy 

Horizon would have dealt with withdrawn stock In comparison to him 

Horizon Online does it Thelmoact Statement within this PEAK details: 

'e:an oause eenfrrsta0 and unexpected (though hopefulh' temporary) 

ducrepancles at branches by ailowtng them to dedare stack which bar 

already been wthdrawn. Additional problems Spring 2011 highlighted 

that at least 60 er so branches managed no do fhb. Although the 
addidanalpwbienushouldbedead befoenmmeproductsare withdrawn, 

'I (taller araeapaese from Post omtt,'0OWO Le 6: 0E0url01 OPAI.105P IOtl5 AGAINST 
IIORQOW, 20 7uiy 2016) 
as PEAK P03207934, 191anuary2011 (PC L.0377152) 

K0. POdlapragbdaO1913L, 91 2010 I(!01, 00376443 
r pcec PCn2cfi292, 9 February 2811 (PoL•o37arls) 
'a PeAKPcr209919, I9 Marcia 2911 {POL-03706333 
as PPAR PM209601, 11 Apol 2011 (POI.6379309) 
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complete currency order but only actually processed one out 01 1.000 

currencies. 

3.141 Upon Investigation, on 23 August 2017 the PEAK detail is cloned to 

FCO26171071 for future development investigatlon which records: 

'03,00 had a nail from darer Asst aigcy they bus problem with bureau 

pre-order. We Investigated and k4 a fault In an ADC script I've been 

trying to get our halpdeat to route It to your helpdeek but so far not 

working vuywelL 

110010 nasty thing with Sneer/al Impact for the branch. Whore best way 

to make sure someone at your endknooe kneads 0e1ng7' 

3.14Z The Issue Is diagnosed as (In summary) being due to a network timeout. 

The subsequent advice Is to return the call to Post Office for them to 

decide what reconciliation or Transaction Correction (It) would be 

required to balance the office (effectively removing the shortfall). 

3.143 No further information as to the advice that might have subsequently 

been given by Post Office Is documented, and have I been able to find 

any other related PEAKS that record Mather information in relation to 

this branch incident. 

3.144 Further manifestations of Bureau/Currency Issues are Identified below: 

3.145 PCO26I4430fseated 19 December 2017 s an extremely lengthy PFAK 

(mainly due to renfnlon regarding the Issue and the support team

attaching the wrong evidence to the record in the first Instance) that 

pertains te a 4500 Earn discrepancy and Illustrates the following: 

a. Despite invohument of Accenture,Atos, Fujitsu and PostOflice, no 

party appears to be able to effectively decipher what has caused 

the discrepancy between the branch's foreign currency account, 

against the figures held by POISAP and Cash Management, 

7' PEAKPO26170, 23 August 2017 (POI-0419314) 
"01.5< P01265443,19 Ocrember 2017 (POL•0432a29) 
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b, The PEAK details the frustration felt by the Subposrmaster's Area 

Manager who chases resolution of the Issue over a three-month 

period: 

'You mentioned an 0th Mardi thatfoo teen aiming On getthls resolved. 
As you con see below, with the exception ofMatthew andAndrew I am 
gaffing erhemeyhusteoted by the total lack of respormelam getting in
this request 

finally don [mink Isle ecepmbie that i should have to send 40+ email 

over3 mention andattend 2 x 1 hnurbng conference rail to resolve this 
love. dill an, asking k that we find out and rectify why my branches 

figurer do natmatch those thatAndme, Kelghley has. 

T recognise that everyone thinks if theydan taeowerthatlwill eventually 
give up butl am absobtdy notprepared to do this, 

Nobody appears In know whattu do with this queryand Ionnotteli you 
hew 6ustntlng this In getting. 

SOMEONE PLEASE NEtPHI' 

C. Aside from Atos suggesting that the Subpostmaster be requested 

to perform a `dummy transaction of 4500 turns' In order to 
register the transaction that Is missing In POLSAP and causing the 
discrepancy (which appears to be rejected In principle by the 
Subposbnasters Area Manager), the ticket appears to be dosed 
without any detailed explanation as to why Post Office's Cash 
Management Centre recorded different currency values to those In 
the branch for Evros and Dollars. 

3.146 It appears to show that this PEAK relates to a one-sided transaction In 

which the branch had a record of a tutu sale but thatwas not reflected 
In Post Office's POLSAP system therefore musing discrepancy. 

PEAKS that relate to emo In ata rerorggd within h'nrinon (Hneznn issue 41 

3.147 The following PEAKs have been Identified as relevant to Horizon Issue 4 
to Illustrate the varying types of errors In data recorded within Ho-teen, 
arising from (a) data entry, (b) transfer or (c) processing of data, 

Prepared by: loran Geyne
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Phantom Transactions (Horizon Issue 4) 

3.148 PC006502L" treated 17 April 2001 relates to the 'Master Call for 

Phantom Txs" PEAK. This suggests that It was the Intention for all 

phantom transactions reported to be captured within this PEAK. 

3.149 Thefirst Incident recorded within this PEAKdocuments a Subposbnaster 

alleging to have paid out over £1,500 In losses'due to these problems'. 

Further detail within the PEAK states: 

'02/05/Ol 14:12 ukOS2436faformaean: Romcrhare been to site today 

andnttedsalededceb hrgandsuppressors. Romecengineeradvsee that 

ty

`K~ 

he has wlmcrsed further phantom banradions wh17,Y an site. He wad 

cant' out e.etlertests and advise rmnia' 

.:)" 3.150 PCO05202511 seated 9 August 2000 (referenced KEL RColeman211037s) 

~I°~,r! ~~11QQy`A appears to be another record of suspected phantom transactions 
(certain transactions appear to be duplicated eta later time In thesame

p 

order day). Further, the Subposmaster notes that the 'Customer (~ 
Reference' number recorded throne of the British Telecom transactions 
"Is IrXAC LYthe same as the British than trans.' 

g ~$✓ 
C'  n 11' 3,151 Thedlagnosis concludes that the addltlonaltrunsactions were processed 

due to a suspended session on the Counter that was later 'forcefully 
i committed . t appears that Horizon will, after periods of inacdtAty, 

ultimately commit transactions a Suhposemaster has not fully 
completed thoreseives. 

3.153 The above PEAKS illustrate potential for errors In data recorded wilulis iD,
Horizon arising from Hardware failure and nctepted design features. a✓ t 

Reconciliation Issues (Horizon Issue 4) b~ 

3.154 PCO03983276 created 3 Mares  chti (no referenced KEL) documents a 
bug In rdattan to a Subpostmasters Cash AccountPeriad (CAP) in which 
reconciliation discrepancies have appeared but did not feature on the 
expected recondliatlon exception reports. The foilow)ng appears In the 
PEAK: 

The dkrrepaney reported by the reseno'liadar. s.lhvare appears to be 
related to the valve of two transactions (one for fe.Od the other for 
fens) which were actually 'bmaghl, forward' values from vie previous 
week's Cash Account: This being the case, I suspect that the 
recencA eneo software has cols-cakuhted the Table 3 value, radar than 

the Cash Account being Incurred:

3.155 Although the discrepancy amounts are small on this occasion the PEAK 

still warrants a bug The that Is rolled out to the Live Estate rather than 

awaiting a next functionality release documented as follows: 

'Ibsen also notced thatthe Cash Amount renenellletion forthe previous 
week also reported an £8.14 discrepancy on Table 3. Sire the 

retoncllladon presses uses It's fain) on brought (emceed valane for the 

suspense account I suspect that this Issue may well have as mots man 

earlier GAP. Given that this On a flnanefel recondlladon Issue, I Seggest 
thatthle vydlrequire camecden before Q4.' 

3.156 The above raises a concern as neither the Subpostmaster or the Post 

Office noticed the earlier £8.14 from the previous week. 

3.157 PC0039832" (detailed above) was subsequently fixed as part of 
P00047800°' In August 200D and five months after the original PEAK 
was rased. 

7'PEAK PCD039112, 3Marrh200e (POt.n222782} 
"PFAK PCOp39e32, 3 March 2000 (PCL-0222262} n PEAK PO3047955,19 3one 2000 (POL-0223659) 

3.152 The Subpostmaster also notes that Icons on the Counter have changed 
on their own. The PEAK detail references that tEL f(Coleman21100 
applies, however I have not been We to review this cans It does not 

appear to have been disclosed. A search within the PEAK disclosure 
utilising RColeman21107 returns one further PEAK potentially related to 
this Issue. 

n P . KPM065a21. 17 Apnl 2001 {P0404401b2) 
N PevcPOI0olh25. 9 August 2000 {WL-0227es4} 
"Not ¢dosed at the than ofsubn:;nin7 this report. 
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3.158 PEAKs P00075240T9 (seated 08 April 2002, referenced KEL 

00500304E ), P00575415°5 (created 12 Apnl 2002 referenced tEL 

DRowe304L) and P000775Oae3 (created 12 April 2002, referenced KEL 

DRowe304L) all relate to an Issue where a Branch Counter total differs 

from the Host Amount (total generated by Integrity cheddng through 

Horizon processing). 

3.159 The issue predominately relates to a Horizon reconciliation report 
(TPSC260A) that 18ustrates a discrepancy for the branches documented 
In which the Cash Acceeettotals differ by 1p. 

3.160 The summary of the issue is that program code values of 0.01 and 
0.0099 were checked for zero values. The 0.0099 values were returned 
as zero as the code Ignored values after two decimal places. 

3.161 The for Is documented within PC0075415 as a •stralghtforward change 
t0 Cash Amount Common Code.." However, the combined PEAKS 

Illustrate that the fix for this issue was revoked, due to the following 
(PCO077000); 

'The workpatkage WP13953 touted 1100265 55 run VERYsiawl no R 

has been withdrawn. Thatmeens that the problem In this pinld k liable 

to reappear.' 

3.162 Later in the month it appears another bug fns was Issued for this and 
the records are subsequently dosed. 

3.163 PCO049578e created 6 July 2001 documents a bug that restricts the 
reporting setTPSC260 to correctly countthe number of flies read within 
the system. The Implications of this might have affected reconciliation 
as Integrity checks supplied by the report totals would have been 
Incorrect 

N PEACP00075240, 8 Apm 2002 {POL-0248953) 
"err dsdosed at the nme of,,brneifrg this report. 
er PEAKPc0075415, 12 hpdi 2002 (POL-0244128} 
°1 PcAKP00077508, 12 April 2002 {POL-0249130) 
n Pceo{457e, b Ivly 2000 {POL-0224722}) 
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3.164 The PEAKS referred to above can all be classified es errors in data 
recorded within Horizon arising from the incorrect processing of data 
within Horizon, therefore Issue 4 part (c). 

3.165 PC0045847e' documents the occurrence eta message Store corruption 

that resulted in a branch discrepancy of £4462.46. The PEAK states: 

'._The Mr avert 160 Indicate, that at the time oftee balance the Riposte 

system recorded aumcrous errors indicating that there was a comrpdon 
of the message store (CRC faiurc) resulting in the curmnt'query' 0,709 
destroyed. This Is almost certelniy the cause of the missing balance 
retoms arropaver. Passing he EPOSS.FP to detemUne whetherthere is 

anything that can be deco to Improve the system error handle within 
the dataseovar. 

3.166 It is noted that this error must have occurred previously since the PEAK 
further states another PEAK reference and: 

This 1s supposed to be cured an the nearfuwre co dose this as dupgrate 
011.' 

3.167 In summary, this Issue arose from an error in thetra nsferefdato within 
Horizon (Horizon Issue 4) when the Stock Unit In the branch was rolled 
Into Its new cash account purled, the system failed to record the correct 
values. 

3.168 The following PEAKS provide a mechanism far further understanding in 
relation to Issue Sand how Horizon compares transaction data recorded 
by HOH1on against transaction data from sources outside of HnMzon. 
They should also be considered under Issue 4 (errors in data recorded 
within Horteen) and are also examples or how mechanisms were to piano 
to detect and report errors in Horizon (Issue 6). 

u PFN6 PC04544,. 2210,wary 2013 (POL-0223065) 
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3.169 Whilst outside of particular Subpostmastar effect, the following PEAKS 

illustrate the role of external client Input In the reconciliation process 

and Identifying discrepancies In Horizon. 

3.170 PCO236246e0 dated 2014 relates to Post Orlice's client Allpay.net and fl'o'c 
I records that the Issue Is: 17 1p e®q)e 

TT., C71ent T, 0000ton Summary Ire,, 4/8/1415 musing £110,7026.86

when compered m the Ciimt Plle end POlSAP sables.' 
all 

3.171 The Client Transaction Summary (CbS) Is ultimately derived from the 

Automatic Payments Service, (APS) which copies the transactions from 

the branch database In Horizon Online. 

3.172 PCO204872p6 dated September 2010 again highlights discrepancies 

between Cis report figures end external dent figures. The Issue Is 

noted as following: 

The C15repertls racehaddaliyandr cvrnpared with the vendor(re this 

urea Alit) reports. The figures for each dayehoeld match. 

lithe CIS' report Is larger than the vendor figure, the vendaraccount will 
be credited. The credtto.nely shows a couple ofdays lateras a pasture 

dloorepency. 

The e75 repair was showing as being larger than the vendor figures on 

the (allowing dates, although there does not appear to have been any 

couatercredltshewing on the vendor figures foilawlng en from this: 

7th May2010-L75 watgraaterthan vendorOgares byf54.e6. POLhave 
pn (,Ll suggested that this may have been related to an event from 27th 

A~~ February far FAD unos19, 00110558 lee ran 008 00 Birds record of this 

Sr 

~~'~
__/ hem a Reeena2auan perspetfve. 

/ 2911, Jufy2010- C75 was greaterMan the vcndarligoces by£3,258.00. 

Ode addlpanai iahrmedon fs available. 

27th AegustZOl0 - Cr5 wasgreater Phan thavendarRgurnehy£846.00. 

Al. addr500ei Oefeenroeee at available.' 

3.173 It is unclear from the statement above 'although we can find no RIMS 

recordof this from a Reandliet/On perspective"(BINS being a bushhess 
Incident record of where en anomaly has occurred) whether the 
Subpostmaster might therefore also have been Impacted by this 
discrepancy in their branch accounts (given that they would reflect __„ (s)O5. 
different figures than those summarised for the CIS file). I have not 0(v1 
had full visibility of PostOffices processing pollcles in respect of external
Client reconciliation and how they could relate back to specific branch . Cis 

account discrepancies but, as noted above, this reflects Instances where 
measures and controls exist for detecting errors arising in Horizon. 

Branch Customer Discrepancies (Horizon Issue 4) 

3.174 Review of PEAK records have identified instances where the Post Office 

Customer, in branch, may have encountered a dlscr rizon 
shortfalls.

3.175 PC0156246e7, 26 March 2008 details an incident whereby the Financial 
Institution (Fs) contacted Post Office in relation to a settlement 
difference. Although the Subpostmaster declined the transactions at the 

Counter (after recovery of them Initiated) and the transaction was 
therefore reversed (so as to ancel the debit request from the branch 
account perspective), the end Customer's account was still debited by 
the FI. 

3.176 The PEAK detail records: 

'_.So !tat likely mat the branch balanced butthe eustnmefsaaounteow 

needs rectifying for the loss . which Is why Citibank are, showing the
d=mepanry. 

502 am passing this call back 0/101, the note to 91511: that before this

t n y 

Jf
customer's a/cis rectllted lorhis loss erEle .26 thatPOL contactthe PM 
at the branch to double cheek that No money did change bonds for 

ca0011m, before finally ensuring that that nnandal doesepanry to dealt 
with.' 

r1 peAK pW156246.26 March 2008 (PO1.0326529) 

er PEAK P]0796246, 7 August2014 {POL-0405575}) 
r6 PPAK P00204972, 29 septenber 2010 (P01.-0374677) 
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3.177 This occurrence further emphasises the need for sufficient process 

adherence and clarity between Post Office and the support beams In 
order to appropriately identify and correct discrepancies. Whilst there 

may not have been en anomaly in the branch account, the 
Subpostmaster would not have the ability to review the processing 

systems as Post Office have the ability to check. 

3.178 'it is likely the branch balanced' Is not a deat,dlapnosis. This PEAK is 

similar in nature to the indent ditsc shed by Mrs Burke in her Witness 
Statement In Mrs Burke's case, she was able to contact the end 

customer to produce their receipt of successful withdrawal. However It 
would be dliiladt for a Subpostmaster to do this In every event of a 

suspected failed recovery procedure (along with the fact that some 
customers might not be regulars at the branch in u 

ConrlarentLOg)ns (Harriznn Issue 4)? 

3.179 Several PEAK's Identify that Folilsu have to Investigate Issues that are 
encountered due to users logging onto multiple Counters at the same 

time which an Cause transactions to be. abandoned and risk 

discrepancies. it is not understood why this often occurred, In legacy 

Horizon it appears as though the ability to login concurrently was 
dared as an error. 

3.157 PC00275a1aa dated 9 July 1999 provides an example of a concurrent 

login Issue. Despite the issue being passed to multiple support and 

deveiopmentteams no solution was everfound, and the ase was dared 

on 7 February 2002 on the basis that Mr WI was no longer employed by 

the Post Office and the all could be reopened should the Issue reoccrir. 

It Is troubling that Fujitsu won aware, as evidenced bye case log entry 
dated 13 July 2601 by Walter Wright, that there was a 'defidency' with 
Riposte In ailowing simultaneous leggin but did not f0110w this up 

properly v 7th Escher (the case was ultimately closed). 

r' PEAK PCm275at, 91uly 1999 (p0L-0221763) 
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3.161 PC0051327" dated 28 July 2000 also Indicates a failure In respect of 

concurrent logons. The PEAK detail diagnoses thatthe discrepancy has 

arisen ail a result of b failure in the lugon cheda'. 

A message 51ro551001824325 75.2>e Ismt9921 a sues produced on 
counter3 saying thatthaaanelenbznsfer had (011040utL, taetthaleg to . 
succeeded and hence You gate user lugged In to two tennlnals at once.
Thin to o sl[atlan sob cabled forin 51058 rode and hence you get the 

~~• 

later problems already described. If Rte desired to progress this farther 
the hag mast he assigned to the Agent team to gad not why the Slop 
0e0kT10nsfav500vlce felled to prevent the user logging /non c000to4 
and seesegoenb;ydoing the Tmnsf Outwhkh mused the prabkmr)-' 

3.182 The tall record is dosed en 30 November 2000 with the fallowing 

As this anted ata45 men lam happy to dose tin ml/. 

3.183 In respect of the incidents referenced above, It Is not dear what the full 

effects or resolutions were regarding the discrepancies. 
---~~ 

Network Bankhg Bug —~ 

3.184 PCO109020f0 details Issueswith regards to Network Banldng (NWB) and 

Online Services transactions due to en ISDN fault. The issues in 

connectivity subsequently caused an Imbalance In the Subpostmastere 

accounts due to and customer accounts being debited and customers 

therefore requesting the funds. 

P040& Go/ TA discrepancies In POLSAP (Maclean Issue 4) 

3.185 PEAK PCO220393'6 created 29 August 2012 details inconslstences 

between source data received In POLSAP and Horizon which could have 

Impacted branch accounts. The text suggests a dupl(mtan of

transaction from Wincor, the tell reads: 

An ecampie the customer has prseidad stows amounts of 115.05, 
46.68, 52.130 75.23 totalling 289.29 receIved en the We from Wlnros 
and lots POLSAP via 9LE. 

" PEAK P o51327, 2a July 2000 {POL-0216410] 
"0501 PcA109020, 1 October 2004 (POL-02006al3 
°f PEAK Pc0220393,29 August 2012 {POL-03859:6} 
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fi e two unassoctated gloom rot' company cash uwnsacdons - this ten 
known problem (zee P05210752'0), and means me PM Isn't prompted to
orate an associati n. fib: mayneed fixing via 1450. 

Other branches on the report may also read similar action. We have 
found Chet 007313 has been dosed for 18 months, co the PG loan wave 
mkdlroccd, butt dontunderster d meetly whathappened' 

3.188 A bug fix to the Horizon system was Identified by Fujitsu, scheduled for 

Implementation 13 September 2012 after 1800hrs and the Branches 

static was tube corrected at 1760hrs that same day. 

3.189 On the 17 September Anne Chambers reported In the PEAK that: 

'Fallowing a change made centrally to facilitate thin, the soak unit 
anotladorts for the two newPost and Go tem,lnak have been scooted by 
the branch and all the held external data (43 dlferent days) has now 
been processed andpassed through to POLSAP... We altos/go resemmend 
that PC?, monitor the 5ubhllesOnilold re➢ort which Is soot to them daily, 
so that any other extemat terminels with problems an be Investlgatad 
qulcklyIn canto similar correction le needed. 

3.190 A couple of observations on be made from the PEAK. It appears that 

the underlying bug, error or defect impeded branch accounts for 43 

days until resolved and also that Post Office had not been monitoring 

the 'SobillesOrlold report" which Fujitsu sand to them daily. If they 

had of been monitoring It, the fault would not have Impacted for this 

length of time. 

emvery Failures (Horizon Issue 4) 

L . I 3.191 PCO220532'< created S September 2012 documents an Instance where 

a branch (391230)a ages 'rior,0ts caul a loss.The infomtation within 

the PEAK is limited with the concluding tester the PEAKK stating: 

4f further Investugadon by Fujitsu to required, Post Office WE have to
request that the branch transac[ran data Is retrieved from the audit 
Sarver. If there Is any possibi8tythetthls Is required fnr8dgatlon, h mint 

"PFAtPCO218702,13 June2Ol2(POL413aa19l) 
"PEAK lceuzo532, 5 September 2012 {POL-0441342) 
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Thesame (contra) amounts are akoshowleg as being tone teed from the 
branch when the TA has been accepted and am dosed Items In the 

aesaant(netted off to 0.00). 

Hat0000T< mere k another amount of 709.29 evbirh l'dt has the data In 

theenlgnm oat fieid.' 

3.186 A rospcnse from Dave Allen (Fujitsu) reads: 

'Postings on the 715 call refer to a slm0ar p,Naus Incident (01040049 
,a> Peak PCO219432t0), Which was resolved between POL and Kiefer 
Nlydwf,• no doings of this resoInten are available lo an. This f ddentk a 
week old, botany mine to 55C late bastnlght_ The trading-date In tote

all, 2012-00-09, Is three weeks ago which me old for us tone able to 
seathe Incoming ilk tram W,hcertlxdsn=There Isno evidence ofa fault 
1n HNG-X, and Wthaut the Inroming W. from Olnmr Nl rf there to
n0th100 tarmerfar us to Investigate 

We on only suggest that POL do the same as they did wlm At040049, 

andmf the matterto Winter Nixdorf.' 

3.187 This suggests that the matter was reported too late to determine what 

the fault may have been. However, a few days later Anne Chambers 

(Fujitsu) adds to the POSE: 

'Omreh 020521 has many tames In the Subl.'es_onJreld report This 
report should be monitored (by?) to make oven problems a e followed 

up - this sonuldee resolved before 0005ing MIT call. Ae,p,,tAt tE-

Honess kreceh4ng PG data for 6separate PGtilkatthe branch, butonly

4 of them have associated stock units. This causes the entire $ub(Pe for 

the branch to be Held, and the bansareon data k net being sent to CJ(L` 
PO15A1. Howeverthe TA data tarthe 4 ilk whlsh are properyassoclated 
IS being sent through, and I think ink is probably the cause of the ®iytC-~ 
POLSAP anomoteS. 'Q ttAJj(" f 7d 

9 ? 'r PEAK£(0219432, 131uly2012(POL0339009) 7rWv f 
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cameo through the Security (ARQ) route. Otherwise queries ofthts rtatare 
should be soot tie Mark Wardle at POL, and should be routed to the 

rowndcadsn been 10 the first incense. Such requests may be 
chargeable.' 

3.192 It Is unclear (as with most PEAKs relating to possible financial 

discrepancies) what the full resclution or conduslse of the Issue was 

since Post O111ce have not disclosed In detail full Transaction Correction 

Information for all reported dhcrepandes. 

3.193 PCO241242fS created 23 February 7015 relates to a branch (2693232) 

In which poor rnmmuniatlons with the Data Centre resulted le a tailed

recovery ofa Health lottery transaction. Whrfitit Is not 55 e 

this Instance caused the Subpostrnaster a discrepant, the PEAK 

records that support have `asked POL (via ATOS) to authorise us to

remove the Health Lottery bte,.whlch is prevent/op rutteseful `~1, R ~I 

recovey.'

3.194 P0019764336 created 14 April 2010 refers to branch 166948 In which a 

£240.00 transaction failed In recovery. Whilst a table oodles in the 

database to potentially capture failed recovery trarssactions, these then 

have to be manually reconciled. The PEAK states: 

'Looklnp at ma PstlOmseconntercog, the rare 1ptprmted oh for this after 
authorisadan was recelved the recelpt that printed An. the ash 
wthdmwelstater Autharlsed',sole'spossmle that the dark handed over 

the moron,' (sin)." 

3.195 As this was proved to Post O&)ce, his undearwhatthelr final resolution 

was. It Is not documented If Fujitsu removed the transaction and It they 

did, hew they did it. 

3.196 Horizon recovery issues are also noted under PEAKS relative to lioness 

Issue L and llushate there are potentially many recovery failure 

"PEAK P15041242,23 February 2015{PoL-0441712) 
66 PEAKPc0197643, 13 April 20101POL4H67516) 
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manifestations. In many Instances, they cause financial discrepancy 

that ought to be requested by a Transaction Correction. 

Transaction Correction Issues (Horton Issue 4) 

vim - P 3.197 The following PEAKS are relevant to 1100905 00501 15 and how Horizon 

processes and records Transaction Corrections. They provide en Insight 

5 r . In relation to technical flaws surrounding the processing of Transaction 
~ C

,
r
~ Corrections. 

a+l~ 3.198 P13120587°' doted 1 December 2005 relates tsTransactton Corrections 

(TC) and Issues with counter freezes during acceptance of the 

Transaction Correction. it should be noted that SSC were able to 

J  / diagnose the problem after importing the message store (from the 

branch Counter) onto an SSC (Fujitsu) counter. The issue Is 
predominately related to the options functionality of the Transaction 
Correction and length of the Transaction Correction text. PCO13005661
Is a cloned all of PC0129587. 

3.199 The PEAK detail further states: 

"...(d) PEAK P10220409, misad on 500 RE XI reported the soma 

symptoms and dos was found in be mislnafncerrectreferenee dab.' 

'This Is cenafnly a bug In the code but Is given a ehaf'enge with the 

continuous unspaeed text' 

3.200 It Is recorded that the Inability to accept the TCs would impact 
Subpostmasters as they would not he able to 'roll over' Into a new 

accounting period. The PEAK states: 

"1 have raked the Issue formally comb Pot, via June welsh, to ask them 
to stop creating TCs Net, long text. 

Rayhrder has/will be eaal000ag the 6 affected PADS: 010937, 015937, 

182937 262539, 322519 and 559323 to explain the avoidance acafon; 

'r PPaie P®129587,1 neamber 2005 {POL-0300o24) ve PJ6t P01130056,14 December2005 (POL-0300490) 
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3.206 After support dose the all due to insuffidentevidence",thecallIsre-
opened by a customer all and NBSC report that they "...can offer no 

explanation as to why accepted transaction corrections do not show an 
the Processed Transaction  Cnrroclinn report.' 

3.207 However, the 5051 adviser escalates again requesting a valid 
explanation before the Ian will agree to close the call. 

3.208 The PEAK detail records the following: 

"Debt& of7C messages are keptln the 0055 lbr42 days. The, would be 
.by a query beyond a eertala date Is not shawhq the oldest 7C put 

through the system. The fonawing are son available and vhlale fin One 
with net the PN Is repart/ng): 

Dat metafAmaunt 

00/69/201007:51 600024457612542000 A40 

22/09/2010 07143 600023979612542000 £10 

25/6912030 07:49 00 0027030112542000 6136 

00/10/1010 09:02 600028125317542000 £1D ad 

18/10/201000:06000029206112542000553 

however, beyondthat, I w1/I have 0 raquestarchived dab from ourAudit 

Team In ardor to aenfrm those 7C txns 1n July 2010.' 

3.209 11 10 not documented within the PEAK whether the Audit data Is actually 
requested to clarify the position on the earlier TCs (which might allow 

the Subpostmaster to Investigate the discrepancy further). The all Is 
cloned to PCO25567101 with additional detail: 

'One of the Issues the user raise here 4 that fast that the v 11d Data 

Range' on the reenter suggests that there Is dam available for two 

months, e.g. 21/00/2010 to 20/10/2010. AoeurMny to Information from 
BRD&ARCHIVED TABLE, ore retention ported for 71 data In the 

TPS T"_C0RRECT7ON table 1s for 40 days only and as such it is 

a°t Net dledomd et emu ofrepaKwrlena 
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ro/loverall but one stock ualt All wantta rollover on 14/12/O5exreptfor 

262539 (nose wanted to con today 07/17/05).' 

3.201 PCO12045911 dated 04 May 2005 whilst referred In PEAK PC01295870m 

as 'roparted the same symptoms' actually records Transaction 

Correction button functonality Issues fora different branch In which the 

PEAK dataiI states "Confirmed Issue caused by a missing Werkpacoage, 

lost after the rig reset'. 

3.202 This PEAK Is aim cloned to P10118562.f0° PCD118562 dated 11 April 

2005 further refers to PCO114154t00 (dated 181anuary2005). However 
again, these latter two PEAKS relate more to the Transaction Correction 

button functionality presented on screen rather than the system freezes 

referred to In PCO129587 and PC0130056:00 PCO121331101 again 
relates to the same issue, 

3.203 Further Transaction Correction Issue PEAI{5 are PC0130057115

(replication of FAD 102937 Issue under PC0129507) and PC012977406
(again a replication of this PEAK dueto a fade of visibility on Powerhelp). 

3.204 PCO204350ta7 relative to Transaction Correction reports highlights 

confusion faced by a Subpostmaster when trying to Investigate a 

discrepancy. 

3.205 A SRmmary of the issue Is that the Strbpnsbaaster had a 'cash loss of 

amundE80 since 08/09/10..'and would not make good the We which 

he believed was due to a system error, alongside an issue of not being 
able to see transactlon corrections that he had accepted on the system 

In a transaction carredlon report requested for 12/07/10 to 10f09/10. 

as PEAKP00120459, 4 May 2003 {POL-0250969) 
°'• PEAK pxu129587, l Oeeember20C5{POL-0300014} 
aaa PEAK PW12e552, 11 Apra 2005 (POL-02a00Bu) 
rupc,arc PM114155, 18 anary2005{POL-0295697) 
"P061< P01130056,14 Oecerebv noon {POL-0300490) 
°a PEAK PC0121331, 26 Hay 2005 (POL.0291037) 
tea PEAK PL0135C57, 04 e°cernher 2005 {POL-0300491) 
°a' PEAK P10100774,6 Dteember 2005 {POL-03002L0} 
10 PEtit P00004000,04 Seplcor/5r 2010 (POL-0574534} 
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confvslegifthe uav Is presented with a data range whlrh icgreaterthan 

the data thatis arellabte I. be removed.' 

3,210 The further PEAK detail relates to the requirement of changing the 

database retention purled of TCs to 60 days. It e, opt ed ar r+m~, tIoe ~ O

Suhpastrnasters cash dsscrepancy was actually resolved. 
--~~ 

augs/Errors/Defecls Introduced by previous applied PEAK fixes (Horizon Issue 
4 and to an extent 10) 

3.211 The following PEAKS Illustrate applied fixes for bugs, errors and defects 

that have caused further bugs, errors and defects. 

3.212 PCO05316010f created 29 August 2000 documents an EP050 Issue 1 a tw, 
relative to both training and live environments affecting Counters. The .sip

(f111 7 detail of the loose further documents the Its that was applied caused ou 1 

regression bugs, a

3.213 P10098230,"0 seated 301an 20041s a bug suspected asap occurrence 

too fix prevlously ro ed out for 097081.1" This Issue is reported to 

double the value of cheques declared as stock: 

'This result, inn discrepancy between the system cheque 11/am and the 
declared Ogure. Something hat drangad lo the counter rode ronasr ' (I 
think at COUNTFo{-E+OSS 20_3; released end No) whld, cruses the 

dleo'epaney to he recorded wrong//; sa the cheque discrepancy; lnslead 

afbeing cleared; in doubled; and the cash Is also wrongly adjusted.' 
!1r *~ 

3.214 vfhilst this PEAK documents that the Subpostmaster 55as epemong OT' f 
outside of process abngs a Ou oaoxnang: P147E 

'Spoke ie PMand explained that/here inn newsoTwore yrabtem; no/Ian 

what he has been doing for 2 years no longer works. He's happy with 1 ~. 
ere . Also spoke to the aumter who roan aesfte; explained that I had s(AdA 

adviscdhlen notto declare these chequesin thifway-she maormed that

reeyehould beputin the suspense acceant andsaidshe would talkhlm

through the procedures.' 

rr' PEAK PCOO53360, 29 A00ust2000 {POL-0220023} 
°' PEAK P00050230, 13 Ions aWry 2003 POL-0270225}) 
m PEAK p010970ei, 1?Navemb0r200 {pOL-0269113) 
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3.215 Evidence of this 'out of process' working was later provided for the 

Subpostmesters disciplinary hearing however Ills noted that the PEAK 

further states: 

'I'dlketo addthatthiscan otterwhen a shook declares enycheque liort 
of what the system has calculated; the fad that the cWkIPH In this 
Instance was going agai t normal procedure Is imlevant Mu;dpi Obis 
pete0000500everal thnurandr of darns averehere could be an aw(a) lot of 
repair' wok to do when 5501 k/cks In for-1.'  ctKAL"Q " 

3.316 It is undearwhether this banth was operating on the S50 release as a

live trial. However It Is documented that the software fix to fix this hug I Pj Lt.. ® t 
is planned for the S60 release therefore this issue could have happened 4 JAMB 
at other branches. 

3.217 P00352776e13 dated August 2000 refers toe reconciliation discrepancy 

which records: Tots Is eractty the same scenario as PinSCL 
PC0049702. 

3.218 P00049702"' Is dated July 2000 and relates too payments discrepancy 

at Denby House branch, Is summary the PEAK detail records: 

'The prablem was thatthe 99990701 CashAc Line was being lodger at 
with ncgonh o sign wrier it should have been wdtlen outsold, a Dosftfve 
sign. 7hls problem was introduced when fixing P/nICL 900067520 -during 
which even more drastic problems with CashAccllnes were lived? 

3.219 This bug was subsequently coed by a software fix and both PEAK 

records subsequently closed by August and Mld-September 2000. 

Es/dents f i din /Caletion within Brood, Accounts flier/n flier/nan 01050,5 101 

3.220 In relation to Issue 10 of the Hos/len Issues, I opined in my previous 

report at paragraph 9.43 (Page 144) that Fujitsu did have the ability to 
de tmnsactien data. Review of the PEAKS and these referenced 
below 'Deletion of Transaction Data' evidence thatFujitsu could and did 

Insert, inject, delete and rebuild transaction data or dab in branch 
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accounts. Occurrences are evidenced where this was both with and 

without the knowledge and consent of the Suhpostmaster. 

RemoteAccess and Branch Data Alteration (Ho/dean Issue 10) 

3.221 PEAK PC0051855'sa created 5 August 2000 relates to an Inddentwhere 

the messagestore haste be deleted and re-Instated theme mirror copy. 

The PEAK detail states: 

' I was canre,eed that the latest messages from she had not been 
repyoted to the ca pondeace server, but I have found that they are 
in the riposte miner, therefore we can continue to delete the main riposte 
message store.' 

3.222 The associated KB to this PEAK is documented as ORewe5014K, which 

has not been provided In disclosure. Performing a search across the 

PEAKs utilising this K67. name returns three further associated PEAKS. 

3.223 PEAK PC0195962usr created 12 March 2010 suggests that the 

modifcattons by Fujitsu support staff to the Horizon Branch Database 

(0RDB) is not unusual. Within this document Gareth Seemungal of 

Fujitsu discusses making a fix to the transaction correction teal 

templates, the benefit Is described as follows: 

'55C wilt be able to fix 6103 transoWons quicker and with mare 
conadence' and'making It less likely that mistakes will occur when SSC 

''

• 

are trying to resolve problems with tmnsaceons In 0RD0'. 

p?i 
3. PC01289695°a dated 17 Novemher2005 Is a PEAK which was considered 

ti a one-off Issue and closed (after the stock unit data and figures were 
'reset). () The bug then re-appeared In several other branches In the 

applicedan of a fast track fix to the rave environment due to its severity. 

3.225 The PEAK detali states: 

fit., 'wa are pmpasing to newt stack Unit AA back to 708 BPI, se that the 
PM can ruliaverageln, this time with a coned setofdgures. Olsnesed 
with Joann. at MHSC 7ler 2 and be think, It would be a sensible way 

,w PEAK Pc09518ss, SAugust 2000 (P31-0226962) 
ae' PEAK PfTk152776,11 Auhnee 7000 (POL-022i657) to PPAK Pm1959m, 12 Ma ei case {rr1-0365557}

PEAK PCDO45702, 71c1y 2000 (POL-0224540) nh PEAK PW128969,1) No0ember 2050(POL-0259414) 
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!onward. Phoned the branch but the P9/is on holiday. Spoke W a relief 

J pM rod edvkedhunol 1, eel/over Isle another aP cull we beta sorest 

ll( trout 

CCP12300 raked, ewe/deg approval by POt.' 

3.226 It has net been possible to review the detail of the CCP as they were 

disclosed on the 25 January 2019 and, given the proximity of this date 

to the deadline for my report submission. 1 have not had time to 

conslderthem as part of this report. 

3.227 Ills  assumed however that PostOffce app roved theOCPsince the PEAK 

detail furtherstates: 

'The reporlfng FAD has been repaired on I suggest that ova dose this 
PPAKand repeen Fit occurs again coder eicewhero' 

3.228 Other referenced PEAKS relative to this same Issue are noted as, but 

not limited to: PC0130275,"0 PCO130461,ua PC0130855,1e9

PC0135486,505 PC0137766,"e PC0137051.m 

3.229 In summery, the issue observed was stack unit mlovers returning Zero 

values. This resulted In Subpostrnasters' branch reports returning very 

large discrepancies. 

3,230 In P00130275 "'the PEAK detail states: 

t_7h10hae resulted In a gal. af.pp,e01..ta1y 515900. 

We are unable W correct Ne system figures safely. We on however 
provide acwate figures Per what sheath have been In the Anal Balms 
for BB, to enable POL to make the cmrectiun perhaps by using a 
Transaction Comedian. 

FOL need to make a decision en whether they are able W coma the 
problem In this way, however we 6 not sea any other ettamativa 

en PEAKP00130275, 21 December 2005 {POL-0300707) 
ere PtAKPC0130461, 29 December loos (F0L-0300093) en PEAKPC0110855, 12January 2006 {POL-0101284} 
ma pr0/KPCO135486, 52 May 2086 {POL-0305863} 
ere PFAKPCO137766, 2121192006 {004.0306133} m PFAKPCo137031, 20 ]one 2006 (POL-00074253 
m PEgtpm13e275, 21 December 2005 {PeL-03007o?) 
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Cnee=Ove action should be taken before 11th January when the branrh 

I k rise to roll IoW 7010. 

The cease efthe problem Is unknown and is under lnvesagation.' 

2 And further. 

V 'lfwe mecca tile 8/001.5/ before 
to,

omce is/n/led we are able On change 
I obJacis In the mes0ageslere be reset the stakkulk bark be the CAP (fP) 

vol/we, trailer. The PM ran then rollover. PM should get a large shortage 
which e.encelr out the lage gain. 

We don't want W be hating soda  this as making manual changes retina 
essageetare k open to error and each time we have to seek 

author/sadon from POL tomato  the changer. 

Irma pet le the problem after the afhee irroled (as In this hsl/ then we 
are unable to correctthesyetem Rguressarely. It natbeen decided how 
O0. get pre PM sorted not" 

3.231 It therefore appears that aside from Instances where a Transaction 

JJ Correction might have been Ironed In order to re-balance the accounts, 
.13 the alternative (prior to roll-over fix) was to amend the stock unit 1 

messagesiore data. This illustrates that Fujitsu can and did after branch 
data with any consequent errors not being visible to Post Of/Ice or the 

Sobpostmaster unless they were identified and notified by Fu)itsu. 

Cin 3.232 FCo146055 4 and (cloned) PC0146094"' relate to an Issue where a yCGt Subpostmaster has a negative value discrepancy which is diagnosed as 

the reference data for this product being recently removed leaving the 

negative holding stranded on the system and preventing the stock unit 

rollover. 

3,233 The cloned PEAK detail Is quite limited es the root cause and OCP files 

(documenting the actual change detail) are attachments that were not 

provided In disclosure. However, It states 'Opening figures messages 

added using ripostemeesagefile to convert the -1p ROL to cash. It 

5  PEAK PC2146066, 15t/ay 2007 (POL-0316398} 
ass PFAK Pm146094, 16 May 2007 {POL-0316426} 
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appears that this was likely a modification to the data within the branch 

accounts. 

3.234 PC0152014'30 dated 2007 relates to an Issue in which no settlement 
n --• 

value was written for  a product transacted in bland'. This caused a 
discrepancy (as effectively the balancing transaction to net the value to 
zero was missing). The PEAK detail states: 

'The counter problem whkh caused the first issue has been uaeractedby 
leavening a message into the enessagesbnre, far equal but npposte 

vatees/gaantiftes, as aDreedwith POL (OCP 17500). 

Asa resuleofthis carrective aclon, the net erect on 90554 IsZem, and 

PO1F5 figures are In line with the branch. POL4105 received both the 

original message and the cumecth'e message 

Once the problem was corrected, there should have been no impact on 

the branch. However It her been noted thatrhe stock uaitunChada loss 

of $1000, which was generated atterthe carrecdon was mode. We have 

already nailed Gary 8taekbum at Pot (email attached). This appears to 

he a genuine loss at the branch, not a consequence of the problem or 

carrectlan.' 

3.235 Further detail within the PEAK states: 

'Warth rating that the breach did not Penn any esues wRh the 

mismatched trensao6'ans because the was Owed before they did the roil. 

The branch it net aware of torn and 0's aeon that the homeh IS not 

edveed.' 

3.236 This Indicates t'3atthere has been more than one Balax:ing Transaction 
applied within Had7en and also, remote eorredfve actions were applied 
without the knowledge of the Subpostmaster. 

3.237 Tie ';caster PEAK' suggested for this Issue is listed as PC0147357'5T. 
However, It appears the PEAKS actually assigned underthls MasterPPAK 

us PEAK P04112614, 7 December 2007 {POL-0322311} 
m cunic P0147157, 7elune 2007 (POL-0317552) 
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3.240 Further PEAKS relevant to PCO152014 (not listed Is the Master PEAK 

above) are Identified as 90014113630m, PC0176680", PCO175821 
"and PCOLS17181a", 

3.241. PCOLS1718 Is the same Issue as PC0152014. 9C0140063"° and 
9001766803' 3 detail how the corrective fix would apply to POL FS 
accounts but does not document any branch account Impact. 
PC0175621 Indicates further balancing transactions were added to fix 
the branch accounts for the branch affected in that particular PEAK. 

3.242 I have noted that Inputting the KEL reference returns many more 

related PEAKS (and dons so where other KEIs are referenced for other 
tugs) than those acknowledged in the Master PEAK. I have not been 
able to review all of these In the time available. 

3.243 PEAKS PC0159445i11 PCO15970211Land PC0159759"a relate to an Issue 
where various branches feature on reconciliation exception reports. The 
Issue Is diagnosed as due in changes (CP4461 and CP4616) to the TPS 
Harvester (Transaction Processing System that harvests branch 
transactions). development had to produce scripts to repair rejected 
transactions and apply them to the live environment '( 

3.244 The PEAK detail goes an to state how certain missing transaction data
attributes had to be invented" In order to process the transactions 
where the data was missing. This was authorised through an OCP 

^ 
.1 \' 

request

3.245 PC0159759 states: \if 

'That stupid me& code emitted mandatary fields Startdate, 

Start7kneFmcdon Endoate and EndOmeFmctian (mm faurressages. I 

or PEAK Pss140.063, 10 055ober 2006 {POL-0310423} 
Pu K PlD176500, 4 March 2009 (PO1r0346044} 
P t3C P2017601; 19 FabNary 2000 {POL-0345494} 

+°k PEPK904151718, 27 November 2007 {POL-0322019) 
ku PEAICPco140063, i0 October2006 {POL-0310423} 

FEWPcn170590. 4 Maw 2009 {POL•0346044} 
4+ pvxl( PN159445. slur, 2008 {PCL044n631} 

lea' PEN pc011o702, 635ne2005 {PCL•0329973} 
++1 PaaXPCO159759, 9 lure 2600 {POL-0]30030} 
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are fer different manifestations Of the issue (but however suspected as 

ultimately the same cause for PC0152014100). The detail records that 

the PEAK is considered low incidence (despite support acknowledging 

that this bug causes erroneous transaction data to be written in the 

accounts) and could potentially be an Esther bug for which there Is no 

Escher support contract. Therefore, the suggestion Is to create a K01 
and close the all record (It is dosed as ̀ Programme approved — No fin 

required). 

3.238 Further affected PEAKS listed In the Master PEAK are; 9C0152203,'°', 

900151724,"0 FCOi09649,"r PCO109772,11' PCO114129,sa and 

PC01339333'a'etc'. The majority of these relate to anomalies relative 
to transactions missing a'model attribute therefore being caught by 

the TPSC254 report and would not Impact the branch accounts as 
PC0152014if0 did, where the settlement was missing, It therefore 
appears that PEAKS are grouped and related by KEIs despite the bug 
presenting different symptoms. 

3.239 Further, PC0151724'a records thatthe fix applied to the data using the 
Transaction RepalrTool (TRT) (for PC015162811') was Initiallyset to the 

wrong Transaction Mode ID although It is later stated that made Is

irrelevant, and all FOL FS data Ls raw correct 

na PEAK PCo152014, 7 Dammbcr 20117 (PCL-0327311) 
r' PFAK PCOM203, 14 December2007 {PtL-0322499} 
>'° PEAK PC0151724, 27 NSve,0ber2007 (POL-0322000) 

PEAKPCo109649, 16euauer 2004(POt-0291236} 
m PEAKPCm097R, 180daber200:(FOL-07913923 
'n PEAKPC0114129, 19ianuary 2005 5672) 
u+PEAK PCO133933, 27 Marti 2050  (
"' PEAK PC0152014, 7 Oe u.Nxr 2007 {POL-e322311} 
'' PEAK 900151724, 27 Novne50r2007 (201-0322025 
k" PEAK P0012025, 01 ri •nb02W7(PCt-0321900 
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have used the reran Insertaulwhle valets, 7hay should gate POL this t t~ ' 

evening.' f 

3.246 Otis not dearwheh'sul[able values were applIed using the TranseWon ra ~i
iC{  nS Repair Toot (TRT) in this Instance or what process would set out how 

supportwereto derivethevaluesof data thattheyhad to acute. Again, 

the authorisation to modify data appears to have been granted from 11'yV 
Post Office by an OCP request, as aforementioned, these have not been t~~e 
considered as part of this report due to the timing of their disclosure. 

3.247 P06172041 coated 830nua 20 refers to a defect where If a branch 

does not poll (send Has data and transactions through Harizoo to Post 
Office), then any transactions after 36 days could potentially be lost. 

rf 
~t

• () S 
The PEAK detail states: a d h 

LVhatdoestheosereave rods to getthlpmbiem7A000-panl000ranrh

80th tans older than 36 days w01 potentally lost buss If any reuult In

exceptions. How does it affect them when It ocmOr7 550 have to

manueiy rebuild the SQLlenantstatema0t, risking data due to beg.sand 

m6bker moire via sot.'of  , 

3.248 The PEAK 'hove therefore indicates that Fujitsu support had the 

capabilities to manually rebuild data.

Data Rebuilding 

3.249 P00057909147 dated November 2000 refers to an Issue occurring as a 

result of a branch's counter base unit replacement A base unit Is 
effectively the computing machine that enables the Counter In branch 

to operate. The Subpostmistress In this Instance Identified that some 

transactions were missing upon printing reports after the Installation 

and therefore re-added the transactions. After re-printing, the'missing' 
transactions had appeared and therefore the Subposbntlstress had to 
reverse the Ones she had added. 

3.250 Five days after opening the call record and theSubposhnistesschasing 

for an update four times, a support team member who cannot 

"00000 PC0157509, 15 November 20M (POL-0232732) 
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understand the discrepancies states, "PM has not been contacted, 

dosing as Insufficient evidence." The defect and root cause Is then 

updated to "40; General -User'. 

3.251 The call Is re-opened (and cloned to new PEAK PC0058435u') three 

days later and the diagnosis for the missing transactions end their 

sudden re-appearance is confirmed as a communications defect 

between the main counter In branch (the gateway counter) and the two 

other counters In blanch falling to synchronise the correct data. 

Therefore, In my opinion the evidence suggests that some Issues that 

are diagnosed as "user error" were the result of a misdiagnosis. 

3.252 Desplta the diagnosis there still appears to be unknowns queried by the 

support team member. 

'Con development please lnvesdgate on whether more tea deilelencyla 
Riposte and what an be done is stop this happen!og again. Al., need 
advice on how to get the ressogestores in sync and to Include the 
mfsainp tansaeons. 700epeetwa tvl6 need to trash the maseagestores 
an counters 2 and3andirsertthe missing messages onto counberl (or 
an the PM Oat away with inputting the mansadrans). Same or the 

transactions are APS. Alto how will this affect their balancing, 7hcynrc 
currentry in CAP 34.' 

.t 
3.253 I assume "trash the messagestares' to mean delete them end )ri 1`SR 

potentially rabuild them. `•~ a2

3.254 After another five days the Suhpaslmistress calls again for another 

update due to concerns about balancing. The following Is stated: 

"Note to be pasted ant, customer for balancing: this problem has 

occurred with repllcetlon be(are (In essence due too falure In Riposte (a, 
whatever to replicate bark demo). It should be pew Wy OX to continue 

balancing on Nod 2 car 3 but nolan (viol node I where the failure 
occurred. 

Fora the Riposte point of viewthere seems to be a mgfordsagreement 
an what the contents of em/el ><Num=S1041b> foraboutSO messages 

"sPeAK Pc00r50435, 15 Nevenrber2to0{Pm.-0272733} 

Prepared by: lason Coyne 
S eupedtF: Perkier 
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3.256 Whilst this PEAK was dosed 12 December 2000 as a duplicate of 

P000528231e5, there are further peaks that result from hardware: 

3.257 PCO052923 Is a different PEAK focusing on the technical Issues at the 

heart of the bug. 

3.258 Meanwhile PC0058435'is cloned to P00059052t in which thesuppurt 

team continue Investigations. 

3.259 It appears that the Subpostmistress followed the advice regarding 

repeating the Automated Payments (AP) Recovery, as this PEAK then 

goes onto state: 

The ➢M has roiled averand theme in C4P37. 

However, because she had to recover 2 AP transactions in order in 
balance herosh scorner, the2 ntsmmers have beenpafdhwice in error.' 

3.260 The PEAK concludes with support querying whether the customers have 

been paid twice and P1511-Incident Management stating that they see 

no reconciliation errors and to dose the calf. 

3.261 It is therefore not possible to determine whether the customers where 

Indeed paid twice or how the Subpostmstress recovered from her 

imbalances. 

3.262 It should also be noted that the Subpostodstress raised this query In 

CAP (Cash Account Period 34) and thereforewould have had three Cash 

Account Periods potentially with a discrepancy whilst the root cause was 

determined. 

3.263 PC0197987m created 20 April 2010 documents; 

3.264 `Unable to ennnecttaeounter to adeenptmanuai rebuldasmunteris on site. 
Action requfredAdvfte PM carts trade at➢resentae he is at rick ofdaa los -

Nede31 bdngdhcooatcnadmeaeothe mbrorserv*ceisnotworking andfailure 
of the main dirk could leave him without a backup if Me unit has not teen 

,•, PnAKPm052a23. 21 Au 2000 {PnL.ntl77nt) 
r1AXpc0056435, 25 Novcrobcr 2oso (Pm--Ov27.11) 

u, TTK PCD059052. S Rooember 20W (POL•0232734) 
m PEAKPC0h57987,20 April 2010(POL-0nulosi) 
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should be Them are minorgbteher here and there but this seems to be 
the major discrepancy. Thereto Ila the heart of the mattock tbatthera 
are EPOSS7mnsaalions prancer on node 25 viewpo/n5 but what appears 
to be AP Recovery messages en node J. Its blows my whale 
understandno of what Ripashe should be handling on our behalf i.e. 
repllmlfon netderlatiee across redes. P005Mg to QFP for onward routing 

to Sneer-One.. 

.„ I should also add that they should repeat the AP recovery lfthay can. 
The trouble with this scenario is that EPOSSTransedians have ocurmd 

an bath sides of the dint/n, both apprantiey an Cade 1. OF? might also 
want to seek theadNce of the APS tae. on this also who mightdteegme 
with the above. The EPOSSr noentans on counter 2 cannot easily be 
auterecovered, whereas Me APS ones ve their temvery tools might be 

better equipped. Whatever happens, this bug should end up with falter-

3.255 On 11 December 2000 details Gareth Jenkins states: 

'idon't know dull anaddanythingurerulhere. 'Our is another example
orrecavery having gone wrong after a box swap. It would appear that 

CeunterS (the gateway) he/been working normally and communicating 

with countar2 op undl a log out an counter 3 x111:44 an 14/11. A new 

box was Installed at about 12:04 that day and for same reason It teas 
recoreredfmm the Daly Centre (which lartsynchrontsedat11:24) minor 
than the Stave. This resulted In about 50 messages being lost. The 
gateway did not eammunkate with the skive ondllthed wdden at least 
50messages(10 on5115130 with the gatawaythstbektgusedat 15:09).
For this reason Mere war on Error indadeg a Self Ordglnadnp ('ale) 

message Oct00 aund.l also note that having allowed the user m use the 
gateway from 15:09 oath 15:20 thegatevay was rcbonted and the user

e logged neat 1S30.Other than pursuing the known problem of haw do
we handle fasted up recovery (covered by Pin7CL 52823), I don't think I ,e 
end add anythbtg mother to this piniCL endue It m1gh1 as wellhe rased.

I assume that the missing treasadfeos have been secaveredmaenaffj` 4
}

Prepared by Jason Coyne J) 
Occupation: Partner 
Spedapst Feld: ITT5yatemo 
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mpEating with the CAR servers, Amuse forengmeer Is visit sic to replace 
mirror drsR' 

3.265 The fact that this PEAK states'_to attempt manual rebuild' Implies that 

there was the capability and process of doing so in relation to branch 

accounts. 

852sf/ n of Date 

3.266 Relevant to Horizon issue 10. PCO241528m details an Issue requiring 

deletion of session data: Laid I~ 

`Place ntrea7t-s sell w;th ATDSand ukPlJito formaly authorise ur 
to delete this Health Lotterysesslen so that umce is able tome  inuredi P -II)I UD 

again. Thiewil! enable Me tests na see No/e:1 again qu'wld v 

3.267 It has previously been said by Post Office that whilst Fujitsu could 
`} 

nndify transaction data to perform corrective fines, they would eothave J jD}' j) 

delete capabilities (see paragraph 9.24 efmy original report). ! r' ci f'(

3.268 This PEAK also exemplifies a tackofcommunicattan between Post011lce 9tjT 

and Fujitsu in thatthe requestfor deletion ofsesslnn data be be granted 

was actually also for a secondary branch Imparted by the Issue. 

However, Fujitsu and Post Office appear to spend days (impeding the rb 1'(O 

WSnbpostmasters ability to operate the Counter) discussing and clarifying 

which branches actually needed the corrective action perforrnlua C (Z~ q

against them. (NRG~. 

3.269 The typical response from Fujitsu where such issues as raised in this 
f+

P0611.2115015: 

"11 there was an uncompleted summer session (basket) when the 
saunter was removed this might head to a 110005 kb discrepancy. We 

armor ben whether them was each a eusinmer session, and Fuptru 
Services wilt net accept responsibility for any potential financial 
diraapemy one re ukofddedng the usersessian.' 

mu PEAK PcD241s15, a Ma:C, 2015 {Pm.-0Cs5607) 

Prepared by: Jason Coyne 0 Prepared by: 3ason Coyne 
Orcupa00n: pates' Occupation: Partner ('
Speclagst Fields ITSystenrs ltrogup 5paiallst Pied:IrSystems I rtn I-g roup 
On the Instructions of: Fenerhs LIP  On the Lot—alms oh Freeths LLP
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3.270 PCO23478615e Is a similar PEAK to that above relating to a failed session 

requiring Fujltsu to perform deletion of session data however this PEAK 

detail does not conclude whether the deletion occurred. 

3.271 PCO263716'51 Is again a similar PEAK In which the fix requires deletion 

of data. The PEAK detail specifically documents the command used to 

delete the recovery transactions and session data from the Branch 

Database In order to remove the data that was restricting the 

Subpastmastor pram 'railing over' Into the nexttrading period. 

3.272 The PEAK states: 

'Due m the dreemstances at the branch Ntssesslon can be removed but 

Olin brand, wreathe made aware that lfthem are any lasses/gales from 

removing It then they will bailable.' 

3.273 It is not fully dear whether "they will be liable relates to the brandy 

Post Office Cr Fujitsu. 

3.274 However, whereas my previous report opines at paragraph 9.43 (page 

144) that Fujitsu did have the ability to (potentially) delete transaction 

data. Iepiee that Fujitsucould and did deletotransactlon data (netleast 

by the deletion of session data which Contained transaction data), and 

there is evidence thatthis occurred on several occasions (not limited to 

the PEAKS referenced above). 

3.275 PCO197592'se dated April 2010 details en error whereby rollover cursIng

be completed due to system error. Gareth 3enldns of Fujitsu states; 

'Whatwe eaedta do kthe fallareingr (Iknaw the SQL ---ag,deboqu9 

Mast team can sanest it and Bll In the gaps.) 1. Update 

BRDB_EOANCH_STOCK.UNITS WNERE lad_hash = ??? AND 

Brancls_aanuntlog_wda - 314642 AND stcdk tlNt = ?DBP7 setting 

tradkrg,paried to i1 2. Doleh BROB SU_OPENING..PSGURES WHERE 

fadurash = 712 AND Brand&eecausbaa..mde = 314642 AND stock-Unit 

- 7DEF? trading,-period = 12 (Anna asserts that them is one such mw 

u< PEAK Pc0234706, 11 June 2014 (POLA404158) 
PFAX Pa297ae, 26 O10ober2017 (POL-043121n) 

'-"peals r"Cei9]552, 12APre 0510 Q'OL-0357467 

Prepared by: ]asap Coyne 
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attached under the MSC Malt•DOV.omvfousy provided sdph, such as 

the Tmnsaetlan Correctton Too, arc written to run under the SSC role 

ananee I5Ol t0 the audit io➢r.' 

3.280 I understand Mr Beardmore to be explaining that APPSUP should not be 

used to across the branch database. Itwas oniydesigned for emergency 

amendments to the live branch database but adeinwiedging that such 

action whilst logged Is not audited, Mr Beardmore advises that 

'auditable amendment tools' are available to SSC. 

3.281 From the privileged user access lags I can see that APP$UP usergroup 

was used 2175 times between 2009 and 2016 vrih users cameo: 

191024501935 01 F6roary2019 Page77 of 265 

with zero talon farprodJd -1. Isaggastthatthis k checked by doing a 

SELECT Brat. 

Whatthis wgl do Is re-align 50 BFP7s TP wsh ehatofthe Branch. Itshould 

than he OK to rolloverthe Branch again. BROB Hest will Br thk by OCP.' 

3.276 This Is indicative that Fujitsu, by creating SQL scripts, could delete

relevant records in order to negate previous operations. Whgst this Is 6 .11'Yp1✓1r t+- 4 

not necessarily d n of tansartinn data, it is the nsdifi®Lion to

operationsoyaratlriuit/tliat are all lntnnsic to transdcton accounting.

Peshsntliit.toajdgsce,si Remoee.kcenyjlaed000 Issue 111 
01! P,L i 

3.277 PEAK PCO208119's'r dated S0 March  titled "SSCDatabasesusen 
 L

ud`Mrr l` `̂`

~ Jdo aothave correctpermissfons'. It records Fujitsu concerns that "SSC 

userseffeded have more access than Is required to database resources. 

This Is contrary to security polity' and further, "The customer Is Oct 

aware of this problem er change 

3.278 The PEAK Includes a comment from Anne Chambers; 'When we go 9
oflplste We use apps up.' 

3.279 'Appsup' sI descdbed brlafyle thesame PEAK (also lndud(no a warning) 

by Andy Beardmore In 2011:

'she opdonal We 14555W" is extremely powerori. The original BRDS 

design wee that3rd Bac svppartsheuid be given the 'EEC' rote (whkh Is 

sdecg-any_talk + seteet_eatalogue) and only given the optional We 

APPSUp'tempomdy (bySecudbops eat arlsasan) if requked to make 

emergency amendments In DRUB, L̂ge. 5/ore than Host-Dew have 

dehve'red a'sedes of audlbbia amendmaot took Al known SSC data 

amendment eperatloas In li ve, and these are assigned by IS to 

lndioidua155Caeeraamunex Assueh SEC should eatrequiea (Ira A00500 

role In BROS, unless there is an unforeseen update re0u)ed to Live. 

Transfentng to Steve Parker far reel /assessment It k a semd.'y 

breach if any user worth areeeek sot audoted as Bmnctr Database, halm 

the emerge cony cy11haestaessir,aymoueharaeauuina logs 

50 PENC PcO206119, 1 Fcbruury 2011(POL-0441177) 

Prepared by: Jason Coyne 
naupason: partner 
spedaltst Reid: 
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In relation to compliance of policy adherence in rsspe2 of receipt of 

authadsatlon from Post Office. 

3205.  It appears the above restriction in respect ofl puiring authorisation and 

`iG evldenceetltIsnot eserclsed at all times 
B
EAK PCO234267°r dated 22 

May 2014whtch also relates to the aementto delete a usersesolon 

jt552' n data does not evidence an alts ant of authorisation granted from 
°{t4N Post Office. It appears that FpjItse delete the session data an NbSC 

l"T  ~J 
Ld  

branch support verbal ail val rather than requesting evidence be 

emniled and uploaded thesystem.Thetypical process that should be 

exerdsed Is dow rated En PCO239932:1f 0

"ACHAMOI, 3CHAR01, CTUR , n 0 ors. The evidence  t' 1 
~'GreDw_6rVy~ 

suggests the following: 
''
yy9`~A 

t Fvq" 
te r 

a. They were mafdng emergency amendments to the five branch t "A.e

database; 

b. There actions when logged on would not appear in the audit logs. 

3.282 The PEAK specifically references the use of the Transaction Correction 

Tool and the access to this and other scripts should be reduced. rV gug9\~ 

PolicyAdhereace (Horizon Issue 11) ml 

3.2
, 

3 It appears from review of thePEAKS that require deletion of session 
1,

data that Fujitsu typically will not proceed until authorisation Is given

and evidence of that authorisation Is plated onto the system. 

3.284 PCO254133 5'dated 225epte,her2016, details:

'Ono mitedsesslon farFAO 266329 Node3 removed fromaROB, paelcEL Ic 
surs3213P and HOC Tank 043TD052285.Authcdsedby Mark vmad(Debt 

N ON 
rt 

ad SOD) .). 5i
Of 

55 eutage,Papletn, ats5 Saab a reaaatvg akspear(Favtsu 

SSQ SSCacitoan complete: dosing Peak and re6rming sag to TlS.' 

3.285 It Is noted however, that not all PEAKS that relate to deletion of data  Qfrom the BROB provide as much detail as the one above, specifically not

_ 

al PEAK PCO254133, 225eptember 2016, (POL-0422459) 

Prepared by: Jason Coyne 
Ocwpatlon: Partner 
Spedallot Field: IT System, 
0n the Instructions an Freeth0 LLP 

'..POL wig end to authors, SSC to clear the iocomplUe user session. 

The authensaUon needs Sc say; 'Authorise to delete Sailed sgsron'. 

X e asuiradsasoa Is being sentby email then the odglnal email needs 

to be sent In SSC duty manager FenRru Services will not accept 

r eponnEOlt'tyAvanyfinandal dsueepancynea resultefddeting the user 

session.' 

3.287 Further observations in relation to Fullstu permission controls are 

documented in Section 5, Sub Section 11, Issue 11. 

100 ThilDflihSd4c 9 v.01' -

3.288 Whilst the PEAKS have provided a further view of bugsjerrors and 

defects recorded Within Horizon, observations arising from the PEAK

records that ought to be caveated are as follows: 

lmited Detail 

3.289 PC0037445Y41 dated November 1999 documents an Issue where a 

Suhpostmaster had a gain 01d3564.35 In cash and £964.23 In stamps. 

The Subpostma.ster had an eu-screen message reporting memory loss 

whilst trying to balance. 

3.290 The PEAK detail states: 

:'a FEW Pm234167, 22 May 2014 (POL-a403643) 
' PEAX PCO239932, 24 1etember2014 (POrr0409273) 

"pc/ac PLa037445, 6 Novembar 1999 (POL-0121890) 

Prepared by: lanes Coyne 
Occupad— Partner itg ro u p Spedallst Flebd:ITSystems i l  soup 

re 1"n 1 1 
On lheInstmCUone oil FrceNs LLP vr~.wa•r ~...+ 
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1 have looked through the EventLogs; 816 apparent that there was a 

Vitotai Memory error menage entree on the dare the ON was logged. 
Development, please ignore the duaepancy part of the call and 
Invasdgate 'Memory Lass' event EVeettogsandMCeagestareanarhed.' 

3291 The position appears to be that the event logs were only locked at 

following the report of a discrepancy by the Subpostmaster. If the 

Subpostmaster had not noted the discrepancy arreported the Tacit then 

ibis likely that this defect weuirrsroaveiaeoscietected.Itlsthe,erace T 
undearwhat the toot cease of the discrepancy actually was, and there 

IS little detail regarding the causation of the memory Issue, the PEAK 

~ a'

 t1~" 
defactrausels updated to 14: Development— Code" and subsequently 

dosed In October 2000. 
,r,k~atA't~y' 

' 

3.292 There is no detail regarding whether Information was provided to the 

Subpootmaster or haw the discrepancy was further Investigated. 

Inconsistent Advice 

3.293 Another dimension to the risk within Horizon and branch account 

integrity relates to how Issues were handled and or resolved. 

3.294 PCO2259951w created 30 May 2013 (referenced KEL ahengc3348L) 

relates to a hansacdon that initially occurred 28 May 2013 and 

appeared In reporting as an unmatched reversal 29 May 2013. The 

transaction was reversed by the recovery process due to a counter 

communications Issue. The Initial diagnosis states: 

'PM was doing this ten on 28/5/13 @16.58. 

However the fstcash settlement filed due to poor comes!; comae Lien 
timed out Counter produced rem vain disconnected session receletr. 

The dereonoeded sesshn receipts e,d;oted no money should have 
Changed bands. 

On 29/5/13 @16x52, when PM lagged into The system the reMvery 

(system COnamon) started. The recovery reversedrhe ton and stmnpely 

enough advised PM to pey£eeO to molesters 

3Q P".AK PCO225395, 3b May 2013 {POL-0395484} 

Prepared by: ]axon Coyne 
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discrepancy in branch, This PEAK Is opened 2 July 2015 with a target 

dosure date of 7 July 2015, 

3.298 The all relating to this PEAK appears to have been dosed on the same 

day It was opened after a suitable K8. Is found to apply. However, the 

PEAK Is subsequently reopened by a customer call. It Is recorded that 

ATOS requested POLs authorisation forthe fa to be applied 2 July 2015. 

Authorisation was not granted until 28 July 2015. Meanwhile, the 

Subpostmaster would not have been able to roll aver the stock unit In 

order to comply with POLs procedures. 

Reliance on Third Party Fixes 

3,299 PC003745800 created 01 November 1999 documents a bug relating to 

APS transaction receipt prints that causes the system to 'crash' thus 

forcing a Subpostmaster to 'reboot' the Counter. The PEAK was raised 

In November 1999 and was subsequently diagnosed as follows: 

"The background to all, problem to the, In live, counter heap 

oc®smnally. Omer PIsIQs have been closed as dtplicates of this one, 

The symptoms arc:-1. A Please wait while recelp6 are printed" 

message, or2. A Printer tablet with -Printing' message. In bath cases 
the menage doeoeatge awayanda reboatls accessory. This hasproved 

extremely dlfftmit to reproduce at 0,111 and, despite Brian's comments, 
there Is no guaranteed formula in, doing so that 1 can and. However, it 

seems to happen most often while a pairofAPs receipts are being printed 

during an APB ttansaullun and something goes wrong with the rally 
printer(a.g. out ofpeper). Hearing in mind the large volume tFAPS tens 

that are done an a daily basis, trio  eat surpdsing that such a problem 

wouldbe found More.Ihave no idea what Eocherhave purported to have 
fixed. Unfodenateqr I cannot test this out forAPStmeeansaar in Obelisk 

lest envlronment because of the score nature of me APP 011. AP5 In 

unavattable In me. However, the 'fix' does not seem to have had any 
adverse effect on EPOBS recelpt/repert printing and I a.m unable to
induce the symptoms describes' 

ran PsK P00037459, 1 November 1999 {Pte.-02]]067} 

Prepared by: Jason Coyne 
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Pfaare ante thatthe Initial hot on 20/5/13, acxerdtng to printed rere!<tr

shouidot have exchanged any cash. However the automated rerevery f 

reversaladrkedPH to pay the money out. I(PHpard the moneyoutthan r>
there weed be a each shortage 0F0ta same amount ,, h 0 J 

CClF
tsttspact thls Is a software enerwhere the Initial Mt had p,s -nssed Err 

,J 

enough m the database hich housed thls 8260 reveisel eetse ll panted 

out)nitlal careened aenlon receipts with zero valuef 

3.295 Otis not until four days later after the all has been escalated to 4" Line 

Support that the actual diagnosis of the Issue Is provided by Gareth 

Jenkins of Fujitsu. He states: e 

Isn't this case of RofbacrRecovery75n that —a the Recovery receipt 

wound Indicate mat money should be returned, but as the customer 

was0'rpresent there Iron  one to give Rao. 

Van): Please confirm Met this was a canoe! Rollback recovery from the 

lags. 

rareeptthatforRolback recoverywe produce,a eormalaaeovaryrecept 
and It maybe a bit conftrslon (sic), but mat is hew frees always been 

and -oferme to the specs lathe Recovery HID (DPS/APP/IRD/a083 I  ty, 
thNk].'

3.296 Therefore, It appears that not only was the process confusing for the 

support teams to appropriately diagnose and Inform the Subpostmaster ( +G 

but It Is possible that misleading advice may have also been provided 

to them on that basis where other support team members potentially 

might have also misinterpreted Horizon procedures. 

Delays awaiting Past Office authorisation 

3.297 PCO24463920 (amongst others) Illustrates the delay Incurred when 

applying fixes due to the multi-party support team's Involvement and 

the delay In gaining approval from Post Office that Fujitsu state Is 

needed for deleting session data where It may cause a Onandal 

1'°PEAK P0024f638, 71try 2015 (P2L.0013670) 

Prepared bye Jason Coyne 

spedat,[Aeld, II'Systems Itgroup 
On thelnsbuctlons of: Freethu LIP " 
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3.300 In August2000 the bug Is therefore assumed tc have been fixed by 

E.cherand the defect muse is updated to General —In Procedure" with 

the call record subsequently dosed. It Is noted that due to the length of 

the call record being open, the PM (Subpostm3ster) was not contacted. 

3.301 lI ls acutely that this issue caused adlscrepancylost It lo on Instance of

error In processing data In Horizon. It further Illustrates the risks 1?" 

Introduced w in  Horizon t erjunta tare

unit

e for 

EPOSSteam to  test fixes Introduced by error.

3.302 P00068699 i1Srefers to a "known Esther bug" that duplicates cheque 'J 

values and related PEAK P00068231" Is "...fixed In Build 223 Update 

31 which Is designated ferslO, e. 

PEAK dosure without Identified resolution 

3.303 PC0063914s'o created 15 March 2001 details an Issue that has been 
4~w

reported by several branches whereby opting to press a "preview" 

button for the trial balance report results In a stock unit roll over to a 

new cash amount period. It Is recorded that: 

'This type of problem has been reported from more than are PD. 

please see PInlCL: PC0056780, pc0063057 and a XEL: PS0ee034T.htoe.' 

3.304 R appears that the support team do not understand the problem: 

'Having spent a few days on this (as has ARx Al— he previous 
Ineamatfaa of this problem) I here na choice but to pan back as 

'lnsufadmtav;dence'but would ask that EOSC keeps an eye out to see 

Ifanypesemsarlse eraeysign of the problem oltuallybetng reproduced 

at wild Clearley (sir) we need to keep an eye on bits type of problem. 
The systems we have tried to rproduee on eonmins additional bug fixes 

which might be preventing un to reproduce the problem. On the other 
hand when there aeesare releasedte PD'sMna problem mlghtgo away.' 

3.305 1 have previously seen this terminology where the support team claim 

en Issue cannot be Investigated due to Insufficient evidence provided by 

cos PEAK PC5069699, 4 Av9,ct 2001 (POL-0242869) 
+OO PEAK Pm065531, 20 leap 2001 {POL-0242467) 
en PEW 500063314, 15 Marsh 2001 {POL'0235446} 
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the caller (Sobpostmaster or NBSC). However, it is implied here due to along with the limited analysis that time has allowed elsewhere in this 

rep (e.g. sections, subsocflnns 10 & 11). Is u etlgaUOns not being able to Identify the root ®use or replicate the 
~ 

332 I have taken MSCCamplete DalaTOA.xisx and searched forthewords Issue, 

3.306 Further, It Is unclear how many other problems the support team were ~~~y1~~~3~~1 'BRbe' or'message'. There are 183 lines that relate to Fujitsu working 

unable to replicate or diagnose due to their systems operating bug  
on the Branch database and/or Its related hardware platform, 

that might obscure a sRedfic Subpostrnastee's issue. This Is significant ~" 3.313 I have then searched for "FAD`, used by Fujitsu and Post Office's to 
as failure to diagnose a problem will likely result in the Subpostmaster 

1a
2~~ reference to specific branches. 39 records have FAD In the title, whilst 

having to deal with a branch account anomaly. 0.r tha majority of these appearto be unrelated to this dispute a few titles 

Managed Service Change Disclosure warrant further Investigation, If time pennitsl 

3.307 I understand that Managed Service Changes recorded agreed changes 
men309901 needs aeO8 ra-,n0100 to alcw breath to,etwvade newly' 

to the Horizon system nod service. Following a letter dated 21 December 

2018, I was provided with 20,826 Managed Service Change logs. 'FAD 104937 needs 8015 oaeodlen to claw branch to retese'Into ne.TP' 

'FAD 379704 needs 0000 eomeaion to oleo, breach to roilase1I nto naealp' 

'FAD 010007 CURvvrr TRADINGT@I0o far stock unit DEF to ha cheered from 4103' 

'FAD 009641 CURRB4r TRADING PEVOD far stock unit DEF toba charged from 4 to3' 

-FAD 311201 CVRRbts TRADINGg'ta IODforswde unit DEF to be changed fm04 to3' 

3.300 By requesting the MSC data, my Intention was to review any significant 

changes to the Horizon system that might Indicate where changes had 

been performed due to hug/errors and/or defect fixes applied to the 

Live service. 

3.309 I received Instruction In relation to how to Interpret the various files 

(see attached at Appendix A). However, these Instructions were 

Insufdent and, upon recelpt of the data, the analysis I have been able 

to perform was limited by the following: 

3.310 The logs are new difficult to read, the first document received"' starts 

with 00030160460 dated 2006. It Is not dear if these records should 

have started at 1, but this is the first In the list provided and It relates 

to "RequesWo 04370060460". This Ole also starts with a reference to 

04330060460 and then contains 679,051 lines of text. The third 

document received- also starts at 04330060460 and contains 303,109 

lines. 

3311 Given these difficulties, I have not had adequate time to fully analyse 

this data. However, I have carried out the following select analysis, 

Ira MSC ceespletq,pab,PD&Idly NasrerSeN;re Grange bgs4PnL-00441025 
to MSCJnTL-Mn a_POA(1),av, 3ha0eeS—ite Cnange loyr(POL-444104} 
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3.314 I have searched for PCO* (typically PEAKS start with PCO) in the 

'OriglnaterOwl' column. tissue Identified that 455 of to, MSC's retards 

contain a reference to a PEAK. This may be cons'stent with Horizon 

changes as a result of PEAKS. 

3.315 The following may be of Interest but have not been fully considered; 

'Meexal cur Gsh Dedantaee for Deleted storkedts'- minting to PEAx pce199654 and em, 
arh933474 refer taut 5.424e of this report 

'Acdams to really Streams ospetate Data Fmrs'- relating to PEve P002O0596 

'Bread[ Database -Tidy-up Brands Declared es that are alderthan 014AN-2011'-relating 
to PPAKPCO211510 
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'Gmemte e,issng 'ran for FAD 070911 [POL tern Ordyl" Relating to PEAK Pceo20393 and 2017 17 da(ereea amen 

M500433035958 and Imebed the SQL Imotion of 'dewey t—offiens' Into the aranch 
oatabar 2000 (No logs aRcAr02010) 39 difr,e0000nes 

Privileged User Log Disclosure 3.321 'ihe rdatively low number of dlRerent access times Suggests that these 

3.316 As aforementioned, Privilege User logs were provided by the Defendant accuses are [ye human, but there Is no evidence in the logs to display 

following a letter dated 21 December 2018 (see Appendix A). The  
what Changes were made during any the access session,

purpose of the request was to answer of Issue 12 (how often facilities  3.322 The user OPS$OGGADMIN Is said to have: 

were used that could alter branch accounts).  °wide ranging access o.g VPOATEANY TABLE (/.a aliN ty to update any 

3.317 Following a letter from the Defendants dated 21 December 20191 was 

provided 81,958,608 lIneset0 of Privileged User Logs. 

3318 The letter provided by the Defendant sets out that Privileged User logs 

have only been provided bade to 2009, as Fujitsu cannot provide data 

prior tD that The letter further sets out same typlol USERII)s and their 

capabilities: 

3.319 005989.30 userls stated In the letter as pertaining to the aser schema 

that holds the data tables that hold branch accounting data. 

3.320 Review of access has Identified the following; 

2009 14S dlnerent time 

2010 1033 dinerent Cores 

late 435dlf;ere0tomee 

2012 3t5a71feuftth0m 

2013 309 dd`erant Notes 

2014 Bdnfere,eamts 

2015 99 dinerestdmes 

2016 31 different times 

"Here POL-'.tie Ion-Ire the ales POL-o444105.1Kto POL-0447287.0# 

\ cv Gable Mi hLn the database, kvenpedfve of the eoe%solema rag anything 

v.Q
\

' 
I®

`
In OPs$agbu) 

DELETE ANY TABLE (f.e ahlld)' te delete (rem any labia within the 

database. Irrespective ofte rser/scheme e.. anything In OPS$B4DB' 

3.323 From my analysis I have determined that the logs which Start in 2015 

display access was provided to the OPS$OGGADMIN user In the 

fo➢owing years; 

2015 88231 dlfrerem limes 

2016 141954 different times 

2017 141622 dlnerem times 

2019 (No lose anaeApra 2816) 67086 dafereottimer 

3.324 The high number of different access times suggests that the many of I e 

the accesses are likely by an automated process, but them is no

evidence In the logs to display what changes were made due to any

such access. 

3.325 b. The user LVBALUSERS to sald to have:

'N.Won Level of aocess.~ndtly INSERT & 5ELECT pdvlkges an the 

OPs$BRBo tables same UpDATEabllityandDELETEeblatfy ea 4 tables' 

3.326 The logs which start in 2009 display that access was provided to the 
"rr

t
~

c

U'J"

LVBALUSERS users frequently. The letter of the 21 December 2019 

Suggests that Users are 'coming In from the 050 applications on the 
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840 platforms, and clearly many accesses appear to be automated. 
However there are two accesses that appear to be from support team 
users, one In 2009 the other In 2012. There Is no evidence In the logs 
to display what changes were made during any such access session. 

3.327 The lags do have an Indicator that may suggest that it was a human 
(ratherthan anothersystem) that was accessing with privileged access. 
This Indicator Is called 'Terminal' and If present displays a 'ptsl' e 
number which I bottle relates to the specific terminal used to gain 
privileged access to the Horizon. In the logs there are 80 different 
privileged USERID's that had accessed Ho42an atsome point or another 
since 2009, the lags do not show what access rights they had or what 
actions they completed whilst they had access. Fujitsu should have a
record of what access rights they have today (possibly even historically) 
but it is unlikely that they have any log of what actions were taken by 
the human users. This USERIDs are recorded In Appendht C 

3.328 I have not had time to fully Identify the most relevant USERIDs which 
would Indicate specific privileged access dates and times where 
UPDATEJINSHtT/DELETE operations were performed In relation to 

branch accounts, Provided more time, I maybe able to Identify these. 

Prepared by: Jason Coyne 
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4. Defendant's Responsive Witness Statements 

4.1 I have received the Responsive Witness Statements produced by the 
Defendant In relation to the Horizon Issues trial and Insofar as they fall 
within my area of expertise and experience, and I believe it may assist 
the Court, In this section of my reports comment on thosestatements 
below. 

Torstein Olav Godeseth 

Callender couare r Falkirk 

4.2 In the second Witness Statement of Mr Godeseth 5'°dated 16 November 
2018, at paragraphs 12th 13.9 he discusses theYallenderSquare" bug 
occurring in 2010.1 have set out my observations with regards to the 
Callendar Square / Falkirk bug, and the documentation provided as 
referenced by Mr Godeseth 08 13.34 of this report. In summary, I note 
that Mr Godeseth references six documents relating to this bug 
comprising of: 

a. Two PEAK records: PC0125677°71 created 8 September2005 and 
1C0126376'°5 created 21 September 2005; 

b. Charles McLachlan report dated 10 October2010;'s' 

S The Witness Statement of Gareth idds 3enkins dated 08 October 
2010 (prepared for the criminal prosecution trial of Ms Seems 

M'sra);a' s and 

d. Twa KHs 351mpidns333Q ' and 39allantyne5245K1". 

"(Second ,-reran Stetr,vrr t cetn, tee sloe Godese8a, 16 Has—tm 2016} 
l':iX F(Zr15672, a Septe.:,1er2055 {POL-0256154} 

+n F''JsPLC126376, 215eptembe: 2005 {POLL-0226043} 
+' Float mci,, of Cha0e5 MaSToyresa0100, 30 September 2010 {PnL-0011254) 
x'=s WYncs Statvnwt of eamor SIC, ]rn&ns 000,3 00 OROber2010 (PDL-00t70e4) rn 60319m-y'.iv i30q 10 May 2005tast uprand it lamnry 2010 (P0LL-0444513} 
"on srotantynrS245{ 2 Ravember 70001ase updated 73uty 2005 (P01-0445e56) 
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4.3 My observations to respectof the documents and information referenced 
by Mr Godeseth are as follows: 

a. MrGodeseth references the witness statement OFG`areth)enkino°0° 
In relation to the description of the Calendar Square issue however 
the majority of the rest of his testimony relies upon 'Speaking' 
with Mrbenldns, which does not refer to anysupportive documents 
thatl an review and analyse. Forexample, at paragraph 13.5 Mr 
Godeseth reports that he Is aware that Subpostmasters were 
presided with advice (which he has notseen) and therefore which 

I cannot review. 

b. Within the Witness Statement of Mr 3enkins (upon which Mr 

Godeseth is relying), there are no recorded PEAK or 001. 
references, Ills therefore difficult to understand how M4r Godeseth 
Identified those related PEAKs and KELS that he has, or assessed 
the references provided captured the full extent of the Callendar 
Square Issue. 

S I note that the KELs referenced by MrGodeseth mono rot pravkled 
in the Initial KEL disclosure which I reoe,'ved on 10 May 2018 and 
were only provided as responsive evidence. 

d. MrGodeseth explains that the CallendarSquare•bug" occurred In 
2005. Whilst that Incident at that particular branch may have 
occurred In 2005, the REELS he refers to to association with the Issue 

span from 2000 to 2010. Further, the absence of a full Impact 
Assessment In relation to this bug Indicates to me that It Is highly 

likely the bug could have been Impacting Branch Accounts prior to 
2005. 

4.4 In relation to the Callendar Square bug Mr Godeseth further sets out at 
paragraphs 15 and 16 that he understands from Matthew Lenton (of 
PWlstu) that this bug affected thirty branches, resulting in mismatches 
at twenty. He does not Identify the branches, provide the dates) they 

r1' wish Statement of Gareth Witssdriniroldnndatnd 08 O05ber2010 {POfA0170e4} 
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were affected, or the sums concerned. He also does not state how the 

Slhpostmasters were advised at the time or dealt with the subsequent 
m'smatdu imbalances. I Irene noted that PC012637617° states that any 
duplicate transfers made as a result of a Suhposbnaster retrying the 
bansders would be dealt with via a Transaction Correction, but I have 
not seen any evidence that this was cone or when or what 
Stbpostmasters were told. 

4.5 Mr Godeseth does not dearly explain the process by which the affected 
branches were Identfied. He states that event logs and reconciliation 
processes would Indicate an Issue which would in turn flag a PEAT( and 
be visible to Fujitsu, but It Is not clear from Mr Godeseth if this means 
that itwouid only have been visible if the Subpostmasterhad Identified 
Rand a PEAK had been created. MrGodeseth does notprovidethe PEAK 

references forall affected brandies asldeftom the two he references at 
paragraph 13 of his witness statement (FC0126376+C0 and 
PC0126042+1r), which do not seem to account far30 branches which he 

describes as being affected. 

4.6 it is also unclear how (of the ten trendies which did not display a 

mismatch) any reconciliation measure would Isolate those In relation to 
such a bug or make them Identifiable to the Subpostmaster, via a 
receipts and payments mismatch (paragraph 13.6), when symptoms of 

the underlying bug did not always manifest In such a way. 

4.7 I have previously requested from Post Office (via the Rt1 — See Annex 
A) further specific detail In relation to this bug, such as how 
Subpostmasters were Informed and whether there was a full Impact 
Assessment available in relation to this (and other) bugs. However, in 
response I was referred back to Mr Godeseth's Witness Statement: 'it 
Is not possible to provide a generic answer to this request — the way in 
which the Impact of a bug is assessed will depend on the nature, 

-'PEAK PC0126376, 215eptember 2605(POL-0296043} 
Ills PENT PC0126376, 21 0aptember2005(POL-0296643) 
°r+Pnfx PCAL26042, 15 September 2o0S(POL•9296514} 
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operation and effects of the bug. Information regarding the ways In 

which Fu)ifsu assessed the Impact of the bugs referred to in paragraphs 

12 -16 and 34-62 of the second witness statement of Torsteln Olav 

Godeseth dated 16 November2018 Is provided In those paragraphs. As 

Illustrated In MrGodeseth's statement where a bug has been Identified, 

Ft5ltsu's approach has been to seek to determine what branch was 

affected and to present this to Past Office, along with how they were 

proposing be resolve the Issue.'Thts has not satisfied my request since 

Post Office have not communicated how Suhpostmasterswere Informed 

and Mr Godeseth's Witness Statement diverges from my findings which 

Illustrate that In actuality, the bug was likely In operation prior to the 

Callendar Square Incident 

Payments Made to Incorrect Customer Account 

4.8 At paragraph 25 of his second Witness Statement Mr Gedesethfd1 refers 

to this bug In relation to the Interface between Riposte and the barcode 

reader. Thesymptoms of the bug were that differenttransactions would 

ultimately go to the same client account. Mr Godeseth does not Identify 

any documents which might relate to this problem, the Impact of the 

Horizon code change he refers to, or dates of any events. Without more 

information, Shave not been able to analyse or opine on Mr GedeseWs 

account that this bug would not have caused a shortfall in branch 

accounts. ( have however, (In my further PEAK analysis) reviewed a 

PEAK In relation to phantom transaciens whereby the same customer 

account number for a BT payment was recorded against a British Gas 

transaction. See paragraph 3.150. 

Global erenrhes 

4.9 At paragraph 30 Mr Godeseth responds to statements made In my first 

report regarding Global Branches, 

4.10 Mr Godeseth states: 

at (Second wlmeltutetement errarston Oha Gauleetu, in sees eber2016) 
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4.15 Whilst document ARC/SCL/ARC/006t1' dated 2009 (referred to by Mr 

Godeseth In his first witness statement) states: 

'The intention Is that Global than: will be managed by 1159 staff, thus 

unlefng the existing Help Deakmealran cmr tar controlling the activities. 
A Gkbai Lhar AdwMktralan appllcadon h• required to enable Global 

Users An be managed and also to support the rapabBRy of resetting a 
Local Branch Managers parnvad should lithe (orgotten. Ibis proposed 

thetthtsh achieved bydepleying one armors standardWG-X counters 
In the Help Desk location. From an infrastructuraperspedive, this wiffbe 
managed as a normal Branch. However them will be eoostralnls on 

the use ofthe Bench to canon that no trading can take place at 
that Branch and that it is dedimted to Global User V/

Adminiseratfan.'(EmphasirAdded) 

4.16 Despite the intention expressed In this document for thereto be these 

contsrzints, I have formed the view that transaction capabilities were 

possible from the global branches situated within Fujltsu's work space, 

for the reasons I explain below: 

4.17 Frsdy, the evidence of PEAK PCO205725n's dated 2010 states: 

'Jan: When you sort out the review comments on In DESIGE9rJSPE/Dn07, 

pieasa an you ransldvthe PoRawingr 

1. Need to add a statementaemewhem (pmboblysecfiun 9) as to what 
roles can tag an where I ba laoa the antes are (and Info It whevNlrele le 

one,): 

a. ADMIN can only Log On In Glebalfranch 

b. All other Roles can Les On to any type of Breath (en amoral CIO, 

Global)_ 

4.18 Further, review of design document Dlis/GEN/SPe/0007 6.21°1

(referred to above and also within ARC/SOL/ARC/006 version 6.2 dated 

post 2009) Illustrates al Section 9 'Access Control': 

ru ARCSOLARC0050l.docH,P,fdwhtecfu,e-GlobalG w, l5 hty 20a9(POL-0440076) 
115 Peak pp0105725,250605er2010 {POL-0375491) 
In DF9atNoprose7_e3.det, NAGXMenu Hk,erohy and 14—Des, B April tole (P00.5051 500) 
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'Mr Coyne' allegation at paragraph 9.16 of his expert repent that An 
Panteece ofa gfebel bmnch would a Mw FuJdsu to create global users and 

to input transaceans within rare Horizon systems as though they had 

Anna entered from a phyekal branch' In net conuL To enter a 

traeeactfen fora physical branch would mean that FbJltsu would have to 

be phyekelly prasontat thatbranch. 

33. Similarly with paragraph 9.19 of Air Coyne' eopertreport, wham Mr 
Coyne alleges that 90/0 entirety passible that IevesHganae could be 

further conducted by Post Omce to Identify any bansadieos held within 
the BRDB renlalning the Branch Codes 1.1. $uch would identify when 
and what transactions had been perlaraned by F iSec global branches 
and not a Subpesemaster. This agegalion Is mmeelogleee because to 

cetera rransa¢lon a nfabal userh. be bephysblrypresentata branch.' 

4,11 Reading l4rGodeseth's reading of my firstreport, I realisethere is some 

ambiguity and I will therefore clarify and explain further the points I 

intended to make in my first repent 

4.12 Global Users may perform transactions whist physically situated In a

brooch,I.a. those of an Auditor. The actions which have been performed

by a Global Userwlll all be audlteble In the Horton systems. 

4.13 Further, there are Global Users whom have administrator capabilities, 

that may log an to a global branch as though R were the physical brands 

counter, to perform certain remote administrative activities (not 

V transactions). 

4.14 The document `HNG-X Counter Business Application Support GUldenu 

(as referenced to my original report) sets out how AOMIN Users may 

use global branches to remotely Interact with a brands Counter to 

perform Stock Unit and Branch User Management activities and how 

theywill berecorded within the Horizon systems. sewlth Admin 

capabilities can perform Admin activities within the global branch. 

to DIYAPPSPGDD17-7.1.doc, HHG-X Coantnrnealness Application suppof e#ride, a January 2014 
(PnL-0134653) 
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Table 4-User Roles Login Table 

rknre 2 aWXMAYgavedeaanmr H.sh-X t:enarfiRrcny and YAaagas 

4.19 This tablets Indicative that transaction capabilities (amongst others) for 

branches could be performed remotely from global brandies If logged 

en under the role such as 'Clark' (and/or potentially others that permit 

transactional input). See Appendix B for the full list of ̀Role Capabilities' 

documented In DESGENSPEO07, Section 9.2. 

4.20 I appreciate Mr Godeseth says this Is not possible, but I have not seen 

any document which reflects a change to the planned design In this 

design document above, or any other documentary evidence for the 

restrictions that Mr Godeseth says were In place. 

4.21 Regarding paragraph 9.19 of my first report (page 139), no records 

have been disclosed which reveal the transactions carried cut at global 

branches or any of the global branch codes. Mr Gadeseth states that 

branch WAK01, Brunch Code 999993 (which Mr Godes=_th didn'treferto 

in his first statement- but I Identified for my first report) Is no longer 

used and was dosed In September 2016 however, further information 

about this branch, e.g. It's full period of operation, is not provided, 

4.22 Paragraph 9.19 of my first report was Intended to Identify that there 

should be records available, that are Identifiable by the global branch 

ID, In order to establish the activities performed by them. 

,a (Witness Statement of Torstain Olev Godeseth, 27 septemter 2018) 
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Receipts and pavments Mismatch 

4.23 At paragraph 34 of his second Wfinessstatementlr Godeseth3A6 states 
that, in addition to the Callendar Square Issue, he has been asked by 
Post Office to explain how the following three bugs came to light and 
were resolved (payments mismatch, local suspense Issue and the 
Daimellington(branch outreach issue). 

4.24 I have assumed at paragraph 35 under the heading "Receipts and 
payments mismatch" that Mr Godeseth is dealing with the 'Payments 
Mismatch' bug acknowledged by Post Office In their Letter of Response 
(Schedule 6)a" sins Mr Godeseth states (which aligns with my own 
opinion): 

At the outset it sbaoid be noted that while I understand that this bug 
has became known as 'the receipts and paymentr mismatch bug', a 
re Wilts and paymanls mismatch k ectueiiya symptom of  I000.' 

4.25 Firstly, I note that whilst Mr Godeseth states that this bug affected 6D 
branches, the Letter of Response (Schedule 6) document provided by 
Post Once in rotation to these bugs states that 62 branches were 
affected. 

4.26 Mr Godeseth only refers to one drevment authored by Gareth Jenkins 
dated 29 September 2010"0 In relation to this Issue in his attempt to 
explain how this bug come to light and how it was resolved. 

4.27 Within this 29 September 2010 dominant there Is other Information 
which Mr Gndeseth has not Included In his witness statement that in my 
opinion Is importantto take into account 

4.28 At Section 3 of the document (Identifying Affected Branches) itstates, 
'Processes should be In place such that SMC 

puck up these evenis and 
raise a peak for each accunence of these events then there Is a 

ra {5emnd wines satemmt orTasten olav Gadeseth, 03 Nevemher201a) 
' {laner nt cmooeun hem Pont OOlet,'saicliunem RBV[TA' OFALLEGAY[ONS AGAINST 
180II05', 28luly 20:6) 1 3429 sot up chrwoung Amounts far last olenepuedn -102000730-CDl.pdr, Cueenieg 
escorts car "tuC oionepanses. 23 Saptemter2010 {POL-0010769} 
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Office through "the problem management mechanisms`. I haven't seen 
any records which show how or when this was done in this case, 
although I would expect this to be documented. 

4.33 There is also reference to the value of the dlscrepandes which had been 
Identified by that date, which erenotse➢arateiy fisted, butere descslbed 
as'one forf30,611.16, one f0r44,926 and the rest are all fdrlute than 
f350', there is then a comment (again Mr3enidnsspedlc Input) 'Lire 
been unable to work nut yetif mere are loses orgainsl'. 

(((
4.34 To conclude, I cannot he confident, due to the limitations regarding the

documentation set out above, that the full extent or Impact of this bug 
was suitaby assessed. 

Local s =pens Lssu 

4.35 At paragraphs 46-54 of his second Witness Statement, Mr Gadeseth 
refers to the 'Local suspense issue' that was identified in 2013,by 
reference to a note prepared by Gareth]enidns headed'Local Suspense 

Problem' (which In the exhibit has a date of 16 November 2018, but I 
understand this date Is Incorrect) and PEAK P00223070°" dated 25 
February 2013 (which Is referenced within the 'fond suspense Issue' 
document by Mr]entdns). 

4.36 This 'local Suspense Problem' note provides further Infomation about 
the problem and Identifies the affected branches. It appears from this 
document that there was a specific Investigation Into this problem and 
that other documents were created (Including a preliminary report) but 
time are not Identified by Mr Godeseth. 

4.37 There are some very Important points which arise from Mr Godeseth's 
description efthis bug, Including that: (1) R appears that PostOffice did 
not take any steps to Identify the valise of the problem when It first 
arose, or tell Fujitsu about It (2) It Is apparent that Post Office and 
Fujitsu were reliant upon Subpostmasters Identifying this problem 

PEAK 000022070, 25 Febrvary2013 {POL-0393369) 

comment (by Mr )enkins), 'I don't believe that this has happened and 
Is le needs to be lnvesdgatod further. 

4.29 I have not been able to Identify 60 PEAKS relating to this bug from the 

total set of PEAKS disclosed, which may be because 60 PEAKS were not 
created, or may be because the PEAKS which were created were not 
clearly identified as relating to this problem. Mr Jenkins in his report 
refers to only three PEAK records which are recorded in his report as 

follows: 'PCO204765 and PCO204263 (and also PCO203864 which Is a 
duplicate nfPCO204263).' 

430 1 have set out my observations further in relation to this bug at 
paragraph 3.27. Unlike Mr ]euldns, I In not Identify PCO203850391 as a 

duplicate of PCO204263592 as it references a differing impacted branch 
and values. Also, nested within the PEWICs referenced by Mr Jenkins, I 
have Identified further related PEAKS to this Issue. PCO204537,1" 
PCO204889114 and PCO205076P° I have also identified that KELs 
wr1gh1n3314521 e and ballantl17590"" are referenced within the PEAKS 

4.31 At section 4 of the Jenkins document (Analysis Required for each 
Affected Branch), iris set outthat several Items need to beascer ained 
such as dates, values and whether a call was raised by the branch. This
Is the sort of analysis I would expect to see as part or an Impact 
Assessment (as I stated Previously, I would have oxpected to see one 
for Casendarsquare also), but I have notseen any evidence of analysis 
or the results thereof documented by Pant Office or Fujitsu In any 
detailed level. 

4.32 At section 6 of the some dncamentve (Communication with Post Office 
Ltd) there Is reference to Fujitsu communicating the problem to Post 

rrt PcnKRD203864, 25eptember 2010 (POL,0373654) 
PFAKP02204263, 13 September 2010 IPOL-0374051, 
956KPCO204537. 17 September 2010 (P0:.0374316} 

' ; PPAKPc204ea9, 305ep105rber 2010 (POL-0374564) 
PcurcpOsldso76, 6 nester 2010 (POL-0374049) 
I03u71gham331451. 23 5eplember2010 lastupdated 1 April 2016 (POL-0048409} 

"h ICJ.6alang17S9Q, 12 Pehtuary 2010laat updated 17 May 2011 (P0L-0039506} 
"' 3429 SM pa Carrtd1 Acmuna for Lear um000pandes- I020Cp790 -cas.ptlq mRemrrg 
Ahrens for'last' Olreepandas, 29 Saptemba2010 {POLA010769} 
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ratherthaa any Independent monitoring of branch accounts, and (3) It 
appears thatthe mason the affected Subpostmaster was ablate Identify 
the problem was bemuse the discrepancy value was so high in his case, 
but the fact Is there was an effect on other Subpostmasters that was 
not Identified by them or Pest Office in the first Instance. 

4.38 The way In which this bug arose (as described at paragraph 48.2 of Mr 
Godeseth's Witness Statement) indicates that there was a lack of 
effective regression testing of talc fit. 

4.39 At paragraph 52 Mr Godeseth states thatthe old records which caused 
the Issue were deleted but does not explain the process used to delete 
these records, i.e., whether it was by privileged user. No records have 
been disclosed which show how these deletions ware made. 

4.40 Atperagraph 53 Mr Godeseth states that furtherdiecks were Introduced 
during the balancing process to Identify recurrence and raise alert, but 
there Is no description of what those checks were and again no 
documents have been disclosed which describe these. 

4.41 I note that within the'inml Suspense Problem' note there is drafttext 
of a letter to be sent to the Subpostmaster. Mr Godeseth does not say 
within his Witness Statement whether this letter was In fact sent and I 
have not seen any copy of any communication to the affected 
Subpostmasters from Post Office. 

4.42 Ina Requestfor Information (RIO) document sentto Post Office (Annex 
A) I have previously enquired as to how Subpastmaslers were notified 

about the Local Suspense Account problem. Post Office responded on 
the 8" August 2018 stating: 

'SPMs were n°Efied about the 'Local Suspense Accaunt'Issue.' 

4.43 ' those provided fuller observations in respect of this bug at paragraph 
3.43 above. In summary, since Fujitsu did riot investigate this bug when 
it first arose In 2011, there is endear record of what the full Impact of 
its effects were. The documentation referenced here only relates to the 
Incident that occurred In 2012. 
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pebenlbnoion / drench Outreach issue 

4.44 I referred to the Dalmelington Issue In my first report (paragraphs 5.15 

to 5.19 pages 45 to 46) after Identifying some 'malls relating to a 

problem affecting this branch where a cash pouch was remmed In to an 

outreach branch multiple times causing a £16,000 discrepancy In 

Subpostmaster's branch accounts. It appears the bug was related to a 

`log off Issue" but not one caused by any Sutpestmaster user, this Is 

supported by Mr Godeseth who states that the stock unit in question 

timed out and logged off due to Inactivity. 

4.45 This was not one of the bugs which Post Office had acknowledged In Its 

Letter of Response or to my knowledge, otherwise In these 

proceedings. Mr Godeseth now deals with this bug in his witness 

statement and refers ton Fujitsu presentation dated 20 December2025 
headed ̀ Branch Outreach Issue (Initial Findings)'. 

4.46 I have also, through my own analysis found related PEAKS to this Issue. 

PEAK PCO247207101 states that this Issue may have existed within 
Horizon for. 

"3everal years so It likely to have happened before but we have flu 

rarest of It having been reported to en. I an only check bark two 

months; 02e found 4 other inrlaaas (aetrach branches 214969, 

106444,190444,2070040...' 

PEAL( PCO246949'03 (October 2015) further states: 

'Note: PIDSC has canfumed that they fbiowing dsarssfans and sheds 

with the seer that thlrr k nota urar errorJrrue, hater borne ab le the 
system requhingpojltrufnvesusaffaa. 

4.47 The investigation antes contained Within PEAK PCO246949 also illustrate 

the potential for misunderstanding between Post Office and its 

fur (Letter of ReePonse from Past 0000, SCHEDULES: RFeur7AL OFALLEGAA0N5A6A!NST 
HORIZON, 28 Sviy2e663 
'at PepK P40047257, 2u 000oar 3015 (PO4a4teala) 
fir PEAK Pm246949, us October (POL-Oe15840) 
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subcontractors since entail exchanges outside of the PEAK detail states 

that Chesterfield (Post Office) have previously been aware of this 

bone ?t0

4.46 Whist Post Office agreed that this Horizon bug needed to be fixed, the 

Issue is logged as a 'Process" Issue and NBSC staff are advised how to 

workaround It. 

4.49 The 'Branch Outreach Issue (Initial Findings)' presentation- referred 

to by Mr Gedeseth Indicates that an audit identified 112 occurrences of 

duptczte pouch tools relation to this Issue Overall, of which 108 were 

corrected "at the time"elther by aTransaction Correction Issued by Post 

Office or the Subpostmester completing a reversal. I do not know the 

dreunlstances which led to Transaction Corrections being Issued to each 

of these Subposhnasters (where this was done) and whether this 

required the Suhpostmaster to Identify the specific problem to Post 

Office. However, It seems likely this was the case as the records Indicate 

this Is what happened at Dalrnellingten. I note that Mr Godeseth says 

that In the case of the Dalmellington branch a Transaction Correction 

was Issued prior to the completion of the Branch Trading statement on 

29 October 2015 (paragraph 60).3p3

4.50 Many branches experienced this effect on more than one occasion, as 

Is apparent from page 10 of the Branch Outreach Issue presentation, 

which lists how many occurrences each branch had. 

4.51 Whilst Mr Gedeseth states In hiswitnessstatementthat there were 112 

Incidences of duplicate batteries Issued, he does not explain that of 

those 112, the presentation refers to there befog: "4 flames 51011 to be 

cenfrtned' and 'No correction records obvious In database Post Office 

to advise If any corrections etc raised t This suggests that there were 

four occasions of duplicate pouches affecting b which were not 

email thread betwaeaATOs and COOS, 23 Dexter 2016 (e-00a5343} 
'a Outreach me Extract Findings v609t21e.pplr emneh outreachlssue (INtral mxnraej, 10 
Daaember2e15 (W L-'220141} 
ms csec008 w00050 Statement or Torwein UILV Godtsath, 16 November 20183 
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corrected atthe time either by a reversal or by a Transaction Correction. Post Often Account Customer Service MoneoarasontP d 

The detailed preliminary findings within the report refer to two of these 4.55 In my first report I referred too document entitled 'Post Office Account 
'unknown' occasions occurring in 2013: Customer Service Problem Management Procedure'°' dated 12 ]sly 

a. FAD 157242, value £25,000 (on 18 February 2013); and 2016 (which was version 5 of this document). Mr Godeseth In his 

U. FAD 209311 value £Z500 (on I March 2013). ,A statement refers to a later version of the some document, dated 15 

I t}`g September 2017 (version 5.2). I had anticipated when preparing my 
4.52 In my opinion. I believe It should have been relatively easy for Fujitsu 

or Post Office to review the branch data for those branches (Indud;rtg 
g ®t 

e9 \ 
first report that the procedure would have been implemented, because 

branch trading statements) to Identify how the amounts were resolved 
the rationale for the process was to `measure effectiveness of the 

grog and drive performance the ess and e ntl seryiL.w to 
or otherwise treated In the accounts i.e. whether they were settled 

general'. However, Fir Godesath's Witness Statement says the 
centrally and ultimately, IP so, the Subpestmaster was held liable for ,.t~ procedure was not Implemented, but does not explain why, otherthan 
Lha.cit Is not dear from the Fujitsu presentation or hir GOdeseth's ~sl1e

to say 7 understand fto Steve (Bonsai] that Saheed 5alawes 
witness statement whether there was In fact further communication 

de creases thdidnetwish 
I 

Inured ion n 
with those Subpostmasters or If any previous errors were corrected 

hi implementthedran rroo In

decreases the extentto which measures and controls existed in Horizon 
following the audit referred is  

J to prevent any bugs/erroror defects as an issue was recognised and an 
4.53 1 have searched the disclosed PEAKS relating to these FAD codes and Important measure and control was not Implemented. 

although I have found PEAKS relating to other issues for those 
4.56 At paragraphs 64 to 65 Mr Godeseth sped6es that during Legacy 

brandies, none of these PEAKS appear to relate to the dates and 
Horizon, Problem Management was reported in a specific section within 

amounts which are Identified in the Fujitsu presentation as being related 
the Service Review Book (SRO)_ In his next paragraph FIr Godeseth 

to the Branch Outreach Issue. 
states that there was no Problem Nanzsemeet reporting betvleen 

4.94 I have looked at the "2015 POA Problem Management - Problem September 2010 to September 2014, but chore were annual Problem 

Review' dated 6 July 2016,''' which refers to this problem with code Review Reports produced fortheyears 2014 is 2017 which MrGodeseth 

A10821106. This records theta 'regression' test forthis type of failure has Identified. 
Could he nun en new releases before they are "released into the Live 

4.57  scrutiny ofthe contain  raagemtrics ent
environment" and that ̀ a regression test has been added to the LST 

I it 
4 

( rte
obl msdo wh ich a se,at pr ce

envisag which aroost or
 

the management process 4ehkr wasm
testsuite to validate forthls scenario In future releases'. agreethat 

was appropriate to Improve the regression testing once this error was 

`cam 
'a,

envisaged by the Post  Attount Customer Service Problem Office

Identified but the fact that this error arose Indicates that there were i,)0 ~"~ f~ Management Procedure. An example of the level of scrutiny contained 

\\\ ,4 l 
C°

within these reports Is the way that the Branch Outreach problem Is 
Initial failures In testing. destdbed (en mentioned above), where e.g. the numbers of affected 

branches, the time taken to Identify and resolve the problem, and the 

m' sVMssresR3a37 S.eeCm, 2015 pay Prabiem Manauarient - Preblea r Restew, 6]uN2a16 "r SVHSaHPR00075_S.dac, Post Odke Amtrunt Cletamer5earu vmbYm N.ae9emeat 
JM1,41466455] Poead'x,123Wy 2016 (p0401467e7) 
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prospect of there being affected branches without resolution, is not 

Identified at explained. 

4,58 Paragraph 67 refers to the "Problem Review Treckrr'. This document 
was only provided to me en the 11 January 2019 so I have not yet had 
an opportunity to consider It in full. However, I do refer to specific 
problems reviewed In the tracker at 5.144, 5.177 and 5.281 below. 

4.59 Paragraph 68 refers to the Major Account Control team (MAC), and a 
related process 'Flow for Incident Lfe Cyde'. These are very recent 
documents, dated November 2018 and August 2018 (they were not 
disclosed prior to Post Office's responsive witness statements), and It is 
not dear to me why these processes were Introduced or what changes 

these documents Introduced. 

Tracy Jane Wendy Mather 

Credence 

4.60 At paragraphs 9 to 17 of Ms lather's witness statementaea she deems 
with her experience as an end user of Credence. She states at 
paragraph 14 thatshe has never heard of a bug in Credence in her time 

et Font Office - I explain below at 5.54 and 5.131 how Credence is used 
by Post Office to attempt to validate branch accounts but contains 
Insufficient audit data far that purpose. 

4.61 At paragrph 15 Ms Mather states: 

`Locking at the Helen Rose report rekmed to In paraq eph 3.49 of Mr 

Caync's report, post Office war able to use Credence to identify that

S0050s00nasrer had reversed a transaction but had also taken £76.09 

payment from the customer. In reversing the transaction, the 

SObpaotm0ster had elfaedvely removed tee payment he British 

Telecom., ('sl 3  making the boll unpaid." 

10 {vhtnese statement of Tare lane Wendy Mather, 16 November 2016) 
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APO Reaueslo 

4.65 Ms Mather states at paragraph 18: 

"J understand that Mr Coyne has alleged that Post Office staff wire 

deterred from ,nalu'ng ARQ requests because at fees or➢enaitles.' 

4.65 Ms Tracy Mather does not reference a particular paragraph of my first 

report, trio not believe this is stated at any point within IL 

4.67 In hcrstatement bis Mather references the numberef ARQ requests per 

year. 119.10 correct that the contractual limit of 720 per year has never 

been exceeded except for this litigation, then in my view Past Office is 

not utilising the audit data sufficiently and certainly Is not checking the 

audit data prior to Issuing Transaction Corrections. 

4.68 In 2011/2012 using the figure that Dr Werden produces at his Table 9.3 

(section 9.6, page 208) there were 107,583Transactien Corrections but 

only a fractlon2u of these were validated by the audit dab. This is 
consistent with Cr Warden's position at his paragraph 1086 where he 
states: 

rWhee pestOffice is fnvestlgaing anomalies reported byGvbpdsimastere 

they use Credence and thetr other management systems in the first 

instance - but, when they need to confirm the transaction handled In a 

branch, they can also ask fe)itsu to retrieve the cones➢onding data from 

audit' jtsea Hadean Issue ejjrn 

Angeta Margaret Van Den Dogerd 
4.69 Mrs Van Den Bogard has provided a witness statement'" commenting 

on Individual cases and various disparate factual matters, which I do 
not attempt to corn ment an In detail here.! note the following discrete 
paints: 

zu Low than 0.67K orthe total Tn eadkn arrecdane maid have been tnswogored w!15 Full 

~dis If less than 720ARQs ware renowned by Pot. 
(Wlrness statement orAndy Dunks, I6 November 2016) 

te(second Whits StatementsrAScle HargantVan Den Bused, 16 No ker2018) 

Prepared by: Jason Coyne 
Occupation: Partner 
Specialist Field: IT Systems iig'ro u p 
On the tr/stoocbonsof: Fmeths LIP s

181054SR1935 01 February 2019 Page 10501201 

4.62 Firstly, the comments from Gareth Jenkins Wi°thin the Helen Rose 

report," convey 01101 11 Was a system reversal, not a Subpostmaster 

Initiated reversal, The feedback further states: 

"It lent clear what felled, but tf It crane cntnms error, then the system

would have printed a disconeaueedaession recdpt and the Clerk shou.'d 

have given the emn,enerf86 and told him his Bit was unpaid. The taut 

Loot therek eu Indlmoon of such a reeelpt to the events table suggests 

the counter may have been rebooted and no perhaps may have rmuhed 

In whkh rase the dark may net have been told eta any whatta do.-

4.63 Therefore, the contemporaneous evidence Is consistent with the 
f t 

lT00P 
determination that Horizon Initiated the reversal, NOT the  i 
Subpastrnaster. In my first report I had explained (at paragraph 4.61) t ? 1•F ? '

that the Subpostmaster had not reversed the transaction, this had been
a reversal generated by the system as part of recovery. Credence data 2kYd°° " 

appeared to show (or was Interpreted as) being a reversal Initia e 
the Subpostmaster. This difference of position arose from Post Office 

Pit y looking at Credence data and Gareth Jenkins of Fujitsu looking at audit

J 'T1 
past data and system lags. This demonstrates two positions: 

a. Credence data, most commonly used by Post Office for their 

Investigations, Is either wrong or does not provide sufficient 
Information to complete the full picture; and 

b. It was only after the Subpostmaster involved an external forensic 
accountant that the Audit data was requested. 

4.64 The conclusion of the Rose report Itself does suggest the possibility of 
losses eccunirg as a result of this Issue and Subpostmasters being 
considered liable fora loss that ultimately arose from a Horizon lnRiated
event The report states that a change should be made to the system \) Si 

.1D ? to makesystam created reverses eery Identifiable to both Fujitsu and 
/ 

rnrmrnrnnsurmrncsrnthiw/4ra wahin Urn Helen Rose rtpert 
ae eo,rwe data Leptsn SPSO 193320 CONl30ENr7ALDOCt. ikrtron data. lepton Less udcos0, 
12200e 2013 {P5ll-0221677} 
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ntom Transa 

4.70 At paragraph 13 and the further dscussan of potential - The Phantom 

Transaction" In relation to Mr 51ngh (paragraphs 35 to 50). P have seen 

evidence of phantom sales recorded In the disclosed documents. PF.AKs 
PC0065O21oas and PC0852025a,s (documented in further detail at 
Section 3, 'Phantom Transactions (Horizon Issue 4)' above) refer to 
phantom transactions In branches, the former which was observed by 

an engineer on site at the branch and the latter which refers to 
dlsaepancy arising from them. 

Transactions not assatlated with a Subnestamster's ID 

4.71 At paragraph 18.4 Mrs Van Den Sogerd refers to transactions Inserted 
by SSC as being "clearly Identifiable In the audit trail as having been 
Inserted by $SC. I disagree that transactions Inserted by SSC would 
have been dearly Identifiable by a Subpostmaster or other person 
Inspecting the Subpostmasteh's accounts. Mr Parker in his second 
witness statement says: 

'Tnnsacuans Injected Into a counter would appear on the transaction 

loan avallabte on Horizon as If It had been carried out by the user that 

was logged Into the counter at the time.' 

4.72 Even If the transaction had a counter position over 32 (because It had 
been Inserted at the correspondence server (as stated by Mr Godeseth 
In his first witness statement), finding this would require the 
Subpostmaster/Inspector of the accounts to revte'N the relevant record 
where this Is shown, to know what tlme/date such an activity occurred 

or if this had occurred at all, and to know the significance of the counter 
position. Jf the transaction had been Inserted at the counter, appearing 

at the normal branch counter position, this would be very difficult far a 
Subpostmaster to find without specific, precise knowledge of what had 
been done and when. Finding this would require the action and process 

uaP&Xp00065b21, 17 April 2001 {POL4H41162) 
sss PFAKP05052025, 9 dnius.' 2000 {PU.-0227094} 
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of dispute/investigation to be conducted and ultimately likely that the 4.75 ( I am not dear eo what the process was for disputing arty Transaction 

audit Me would need to be consulted farthis precise period to fled what l Admowledgements, or haw a dispute would have been investigated, 

had happened.
Failed Reversals 

Forelon Currency Transactions 
4.77 In relation to system reversals, Ms Angela Van Den Bogard states: 

4.73 At paragraph 19 Mrs Van Den Bogard refers to foreign currency 'tbe concerns werebased an thefactBwtreversalswere ncrbeldgshawn 
transactlons, I have located evidence within the PEAKS that Horizon has on the pardeolar data seer reviewed / reports typleely can by 
suffered from bug/errors and defects musing Bureau discrepancies. Subpostmasters In breach an Harlan, 

These appear in this report starting at 3.140 above. Branca fan raversaf date ran be. extracted from Harlon; 

FurtherTerhnlrel Issues the Issue was therefore surrounding how the transaction revesale were 

dhpleyed/accessible In branch and thatthem was no boon with Morison 
4.74 Regarding the various references to the recovery process In relation to itself. 

Mr Singh (paragraph 53), Mr Tank (paragraph 78), Mrs Burka 

(paragraphs 103 to 110) and Mrs Stubbs (paragraphs 118 to 119) it is 
There is therrtare no Nd;maian that fire reversal wan not canned to the 

apparent that several Subposhm5ters had problems following 
Subpostrnaste,r. When recovery war orated out a discontinued session 

reeeiptnenld have beau pdntedandmasages would have been clad,' 
tonnedirdty Issues and also following the recovery prows described by duDlayad to the user in branch daring the recovery pmcas." 
Mrs Van Dan Bogard. Inddents In relation to recovery and Its failed 

procedure are documented above at Section 3 ('Recovery Issues' and 
4.78 As dealt with above at paragraph 4.62, the wrcerptfrom Gare ine 

the within the Helen Rose report indicates at there wane evidence tithe that 
'Recovery Failures, 

creation of a disconnected session receipt, unless further diagnosis 
4.75 I note that In relation to the Transaction Acknowledgement process for (which I do not believe has been disclosed to me) has since been 

lottery Introduced after 2012, Mrs Van Den Bogard describes a data conducted and reviewed by Angela Van Den Bogard. I have reported on 
entry error by Post Office affecting Mr Latif which caused the stock of what was diagnosed contemporaneously by Mr Jenkins, particularly: 
scratch cards to decrease rather than increase (paragraph 98). This 

example Illustrates the potential for occurs In branch accounts to be 
"Howe✓-wMtiwasgbhto he frommylookatlivedataacouple 

of weeks ago acrd Is also hail in  underlying raw tags is mngm'atlon . 1 lire 
Introduced by the Transaction Acknowledgement process. The same thatthe2versal wasgenerated by the system (endnetmanualybythe 
potential Is evldentforTransaction Corrections as the two processes are use?. What might also be available In the undedying lags !s whether er 
similar In operation and Impact:. Mrs Van Den Bogard says that the not the system was re-boated- I suspect ltwar but have as eOX Onve 

Subpostmaster could have noticed that the Transaction one wayortheoth-(eodRtsnYh whatwas extraarathls rime ddre)" 

Acknowledgments were not far a positive number and could have 

challenged them at that point, but It Is not clear to me how obvious It 

would have been to the Sobpostnaster that the Transaction 

Aolmowledgement was incorrect, or what the dispute process was in 

relation toe Transaction Acknowledgement. 
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Stephen Paul parker with a numberofthese points. There arefactual disagreements between 

R.smote Accgg 
Mr Parker and Mr Roll which I have taken Into account when preparing 

this report.Tvo potentially Important points In relation toremateaccess 
4.79 In Mr Parker's witness statement dated 16 November 2018" at and Legacy Horgan are: 

paragraph 19 Mr Parker states: 
a. Mr Parker at paragraph 20.2 says that 50m0 members of Oil, Sec 

that Fap6uedited or deleted bansaaran data h not (and same remain) able M insert transae0ae dal,. SSC access
d Llhsuogatbn 

In LegaeyHarfoon ltwasnotpasalbletodelete ar edltmessages 
,f~ privilege gave the ability m Inject transactions, but appropriate change 

ad beencommRted to the message store.' QU" t controls were in place and no such insertion mold have happened 

4.80 1 have provided excerpts from PEAK records that Illustrate edits and o. 1 without rompfring with those enrols." I Understand this to be a 
U deletions of messagestore data within the PEAK analysis (Section 3, ( reference to the Operational Change Procedure, which required the 

'ENdenteofInsertions/Deletions within Branch Accounts (Horizonlssue 
1Lr~\fir 

\ mention ofan'OCP°. Post Office disclosed theOCPs on 25)enuary 

10)' above). p)`-' 2019 and, given the time constraints due to this proximity to my 

4.81 It should be noted that PEAK PCO051855 r (and others referenced ~~  report submission date I have not considered there In this report, 

further within this report from paragraph 3.266 onwards) document I will provide a further analysis at a later date In review of these. 

activities of deletions In relation to messagestore corruptions and b. Mr Roll in his second witness statement states at paragraph 20 

Issues. Whilst there is a redundant copy of the messagestore (also that transactions were injected by SSC at the counter In such a 

known as a mirror) that data could be re-Instated from, I consider way that they would appear on tine e transaction lag as If they had 

indeletion ofessagestore items to be deletions of messages (which held been insetted within the branch. Additionally, It Is claimed by Mr 

transactloi_al data . V jC Rail that the method descrbed In Mr Godeseth's first witness 

4.82 Mr Parker's statement here should also be considered with these of Mr statement of Inserting at the correspondence server (which would 

Torstein Godeseth from his first statement at paragraph 35 where he result in a counter position greater than 32 being shown) was not 

states: always used. 

^risers reilhawgdentaeeeeapennlrslane neeid fnfaetaddiHarta)messag- 
,. r1. a""7/-~ c, In tine process of finalising this report, I have been shown a further 

ice, data)atthe carrecpandearu server' witness statement from Mr Parkere9 dated 29)anuary 2019, and 

myattention has been directed to paagmph 27 of that statement 
4.83 Much of Mr Porkers second witness statement Is directed to factual 

where Mr Parker In fact agrees With Mr Roll that this was possible 
matters relation to the first witness statement of Mr Richard Roll —and 

and was done, but hesays that he believes lathe majorityof cases 
Fujitsu's ability to edit, delete or Insert transactions or the possibility of 

Injecting at the correspondence server was the default option. I 
bugs and errors affecting branch accounts during the Legacy Horizon 

period. Mr Roll has also served a second witness statement which deals 
have notother wise had the opportunity to consider this statement 

from Mr Parker in detail, given Its timing. 

aaa (Witness 5tatemeM ofSepheu Not Parker, 16 Negernber2nte) 
rn PEAK PCWSI 855, 5Augt2000 (POL-01265n2) 
oar (Wl:neas Statement M Richard RON, 11 July 2016) UP(Second Wares Stnemmt dinushm Paul Paarv, 10 Jantnryoo19) 

Prepared by: Jason Coyne 
Oteapatfene Partner 
Specialist Meld: IT systems deli ra up 

Prepared by: bacon Coyne 
Occupation: Partner r 
Speclalist Hold: IrSystems i tg ro u p 

On the instmctlans of: Procter 000 _ ..e.  On thematrudfons oh Freetbs LIP ~ti _ p 



POL00107155 
POLOO107155 

0 

16102455935 01 February 2019 Page 112 of 205 

4.84 My findings In relation to remote access facilities available to 
Fujitsu/Post Office are detalled within Section Sash section 11 of this 

report) and are Inconsistent with Mr Parker's statement in many ways, 
particularly, as I explain from paragraph 5.406, In relation to the 
capabilities surrounding Insertion/Mi(ection, edit and deletion of 
transadfons_ 

4.85 At paragraph 40 of Mr Parker's statement, he refers to all wlumes In 
relation to response codes allocated to Incidents (PEAKS) reported 
between January 2010 (I believe this to be a typographical error and 

the Intended date to be 2001) and 31 December 2004. In doing this, I 
understand Mr Parker's Intention to be to refute evidence by Mr Rolls 
(firstwitnessstatement) regarding "fire fighting coding problems within 
the Horizon system.' 

4.86 However, MrParker's figures denote that the largest percentage of calls 
were indeed relative to performing analysis In relation to known issues 
and wodarounds, which in my opinion, seems morn to supportMr Roll's 

evidence. 

Puvments and Rooaiaas Mismatch 

4.87 With regards to Mr Parker's paragraph 42.1 (of his first Witness 
Statement). in which he maintains there have been 735 live incident; 

referring to Payments and Receipt mismatch', I have submitted a 
request for information (Opt) — See Annex A). Particularly, to identify 
the specific PEAKS relative to those, so that I may assess the types of 
errors diagnosed atthe heart of the mismatch In question. 

KLtz and PEAKS 

4.88 At paragraphs 60 to 61.10, Mr Parker describes the process for the 
Creation of KEL; and PEAKS. There are many limitations In the process 

relating to KEL; as he has described It, for example: 

a, no mandated rules for when a KEL should be created (paragraph 
61.3); 
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Paul Smith 

4.92 MrSmith's witness statements 0 provides Information shoot volumes of 
disputed Transaction Correction and success rates. It is diffictdt to 
comment an this Information because there are no source documents 

provided for theftgures. Furthermore, Mr Smith does notexplaln either 
the process by which Post Office or the Individual teams decide to Issue 
atransaction Corredlnn, or the process by which disputes are resolved. 
rare figures also do not guru the value of the Transaction Corrections 
concerned. 

4.93 At paragraphs 30 to 33, Mr Smith responds to paragraph 6.66 of my 
first report, where I stated that there was both a credit and a debit 
Transaction Correction for £910,000 for the same branch, Indicating 

that the Initial Transaction Correction may have been in error. I do not 

know the source of the further Information provided by Mr Smith (no 
further documents are exhibited), so it Is difficult to consider his 
explanation fully. 

4.94 At paragraph 23 of Mr Smith's Witness Statement he explains that in 
the Financial Year 2016/17 Santander reported 19,491 'Errors" to Post 
Office, These errors are likely relevant to Horizon Issue 5 (how, If at all, 
does the Horizon system Itself compare transaction data recorded by 
Horizon against transaction data from outside of It). 

4.95 Mr Smith's analysis appears to show that these "Errors' lead to 

Transaction Corrections being Issued to the Subpostmasters. When 
these Transaction Corrections were received 2,890 of them were 

disputed by the Subpostmasters and 2,222 (77%) of these disputes 

where upheld by Post Office. 

4.96 This evidence suggests tome that: 

a. Reconciliation data from Santander received Into Horizon was 

Incorrect 

"° $Wl:ness seasoe,olef Paid ran eediod swirly 16 November 2016) 
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b. KEL not considered the definitive source of all Information 

(paragraph 61.5); 

e dates given In KELs not precise (paragraph 61.6); 

d. no tread routine far the review of KELs (paragraph 61.7); 

e. duplicated Information is present In the KEL system (paragraph 
61.8); 

I. not all current KEL; are still relevant (paragraph 61.9); and 

q. KELs do not record all PEAKS they are relevant to, and no 

requlrementto update a KElwhen Itls reused to provide guidance 

en a different Incident (paragraph 61.10). 

4.89 I would certainly agree with Mr Parker's observations with regards to 
5115, in that they are difficult to navigate and KEi. to defect 

relationships are difficult to understand also noting that PEAKS refer to 

the same Issue but different KELs. 

4.90 This, in my opinion, makes any investigation of a bug/error or defects 

full Impact very dfficult to assess. It is also one the reasons why I 

believe OrWorden's statistical analysis In relation to the financial Impact 

of bugs/errors and defects Is uitimats'y flawed. 

4.91 At paragraphs 62 to 62.9 MrParkerdesrn'bes an overview of the process 

of PEAKS. I have explained In the PEAK analysts section of my report 

above why, although PEAKS are generally a bettersource of Information 

about a particular problem than 10 s, them are bmltattons also With 

this system, Including; because the content recorded within PEAKS Is 

variable, the cloning of PEAIfs Is problematic and It appears that PEEKS 

are dosed prior to resolution being reached or the Subpostmaster being 

Informed of the outcome. In my opinion the way In which PEAKS are 

authored and controlled would limit the ability for Fujitsu to identify the 

full effect of a particular problem, which problems may be linked, and 

to carry out any trend analysis or audit of the problems or fixes. 
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b. Post Office Issued Transaction Corrections to the Subpostmaster 
based on this Incorrect Santander data before checking Its own 
audit data. 

c. Post Office only checked its own audit data once a dispute was 
raised by the Subpestmaster and therefore upheld the dispute. 

4.97 It is not clear if post oRjce, on discovering that a high percentage of the 
Santander data was Incorrect, checked with other Subpostmasters' 

branch accounts whidt did not dispute the Transaction Corrections that 

they received to check If there were In fact further IneorreetTCs which 
Subpostmasters had mistakenly accepted. 
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S. Dr Warden's Expert Report 

Introduction and Overview 

5.1 In this section of my report, I respo d to the expertrepert of Dr Warden, 

dealing with each Section and set of Issues as grouped by him in the 
body of his report (which are slightly different to my own groupings 
within my first report). 

5.2 In this Introduction, I provide an overview below of some Important 
points of agreement or disagreement between us, and where Our 
approaches have differed. 

Herioan Oyenderu 

5.3 Or Worden's report covers business applications In Old Horizon and 

Horizon Online. In many respects, the factual matters Identified by Dr 
Warden are non-contentious. I believe that Dr Warden and I have each 

attempted to set out the extensive Horizon estate and Its business 
processes in a way which will assist the parties and the court Where 
my understanding or opinion differs from Dr Warden on these Issues, I 

have stated so and why, although the substance of our disagreements 
tends to arise in relation to the substantive Horizon moues so Is 

addressed In Intersections. 

Robustness 

5.4 Section 7 of Dr Warden's report addresses'robusthess', dealing with 
issues 3, 4 and 6, and of which he says (at paragraph 48) that In his 
opinion he considers the most Important to be Horizon Issue 3 (to what 

extent Is Horizon 'robust' and extremely entirely to be the cause of 
shortfalls in branches). Dr Warden then concludes, Horizon was 'very 

robust' (paragraph 49.1), relying In particular on his 16 defined 

countermeasures. 

5.5 I do not agree with Dr Wardens analysis of these countermeasures for 
reasons I explain In response to hIs section 6 below, Butt also disagree 
that the most Important focus of the enquiry should be by reference to 
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Whitt Dr Warden does not consider a number of other bugs within his 
report, In his assessment of robustness, his focus is very much on the 
three bugs originally admdwledged by Pest Omce In their Letter of 

Response, without really engaging with the Impact of the other bugs 
which can be identified from the documents. Further, where Or Warden 

does comment on the acknowledged Post Office bugs, his review Is 

largely limited to what Is said within the Responsive Witness Evidence 
served by Post Office, rather than the further work to Identify related 
PEAKS, which has been an Important part of my analysis. 

101024502035 01 February 2019 Page 117 of 265 

"robustness". This term Is relative, One system may be more or less 

robust than another, in different respects and with different 

consequences. It is not a well defined or accurate term to use as a 

benchmark. In my view Issues 1 (possible or likely for bugs, errors and 

defects), 4 (potential for errors in data) and 5 (measures and controls) 

are practically the more Important Issues, because they are more 
Camete issues which can he assessed with more certainty. 

5.6 In this respect I note that, Or Warden states at paragraph 52 of his 

report that robustness Involves ensuring harmful events do not have 

harmful consequences but, where they do, that they are kept within an 
acceptable limit. I don't know what Dr Warden would consider to be 

`acceptable' on the fads of this case, where financial consequences may 

fail directly on an individual Subpostmaster, who has not been party to 

designing the system. 

5.7 My experience of othercommerdal technology disputes is that often the 

Court is asked by the parties to determine ifa mmputersystem was of 

satisfactory quality, was fit for its Intended purpose or if the parties 

exerdsod reasonable skill and care in the system's implementation. My 
experience of these disputes is that the parties are, often, the system 

vendor and purchaser. 

5.8 In such disputes, there will often be a Service Level Agreement (5LA) 

setting out acceptable levels of defects, levels of system uptime or 

availability. Post office may havesuch a doarmentwith Fuitsu orATOS, 

butI do root perceive such agreements will have any relevance far this 

dispute. 

5.9 It Is a matter of fact that Post Office acknowledge that Hodzon has had 

at least three bugs/errors and defects that did Impact branch accounts, 

with a number of bugs/error and defeds having been undetected for a 

temher of years. A significant difference between Or Warden and 

the extent to which we consider and assess the importance of other 

bugs/errors and defects which did or may have Impacted branch 

accounts, in much the same ways as those acknowledged by Post Omen. 
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b. To have cahfidcvice that the detailed designs were followed during 

the build one would need to see quality assurance documents 

displaying that the designs aspirations where checked against the 

aotvaldelivery. 

f  Q .Li.° Oc. The 19,842 release notes suggest that Horizon has changed 
x̀ r"K ~ frequently since Its Inception, without the detail of these release 

tt Q 4 notes it would be Impossible to knew the impact of each change to l  
thoHcrizon system throughout Its lifetime. 

d d = is that 11 bl lth • -
5.10 Regarding those acknowledged by Post Office, Dr Wordere's review Is 

largely limited to the statements of others taken from Responsive 

Witness statements. 

5.11 The Horizon system has been operational for at least 18 years and many
aspects of Design, Build and Support have changed multiple times V!/ 
throughout Its lifetime which makes providing any definitive opinion as 
to Horizon's state (or'Robustness') over any period a challenge. 

5.12 As part of his assessment of robustness, Dr Warden daims that Horizon 

Is a "green fields development' "essenbally unencumbered' by any IT 

legacy (paragraphs 57 and 336). However, I believe this is Incorrect, as 
the Initial project commenced in 1995 was Initially going to be the 
benefits agency system, and only when this failed was the seftware re. 
purposed for the Post Office counters. 

5.33 As I have said above. Dr Wardens position on robustness Is In many 

respects based on countermeasures, which In tom am based largely on 

the designer's aspirations. He states that "It is passible to classify the 
types of counter measures, to assess how each type was applied in the 
bWlding of Horizon'. Whilst Dr Warden Is correct, his possible, some 
obvious limitations of this approach are as follows: 

a. To have confidence In your opinions you would need to study the 
detailed designs of all the elements of Horizon, not just overviews. 

d. 'the Hodzon eslgn ciam.n are ova a a are a er. 

I. At a high level, recording the broad design aspirations of the 

Horizoa estate, with very little detail of how these design 
aspirations am Implemented In each aspect of the horizon 

system (which Is clearly required to rule out gaps In design), or; 

It. At a detailed level, recording how an element of the horizon 
system should be built, requiring the review of hundreds (If not 

thousands) of detailed designs to achieve confidence in one's 
coverage of the design aspiratiers into the specific elements to 

provide an opinion of Horizon as a whole. 

e. Whatever point in time Dr Warden may selects design document 

to analyse, that design may only be valid for the time the design 
was Implemented until the Horizon system was later changed, 

P. The detail ante what changed within Horizon and when, largely 

unknown to us as technical expertwLnesses. The detailed release 

notes documenting the 19,842 changes have not been provided 

(although I did request them on 123u1y 2018) 

5.14 911th the above points In mind, I find it difficult to understand why Dr 

Warden would select the methodology that he has. Essentially, utilising 

broad das:gn aspirations at a single point in time of Horizon's service 

lifetime. 
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5.15 From this methodology, Dr Warden opines that Horizon would have at 
all practical times adhered to those designs and fertherwhere designs 
are flawed, the Impact would have been caught by largely manual 
processes or that such failures are statistically Immaterial. I disagree 
that this Is an appropriate methodology. 

5.16 Dr Warden says that he has used the risk assessment methodology 
contained within the Pdnce2 project management framework and 
applied It retrospectively (paragraphs 53 and 362 of his report). Iam a 
certified Pdnce2 practitioner and will often apply its R sk Management 
principles In my Irdelivery projects. Prince2 is good at assessing likely 
risks In dioaete IT projects howeverI do not believe it Is designed or 
appropriate to homed to retrospectively assess historic occurrences of 
bugs/errors and defects. In Prince2 practice, one would consider each 
of the possible risks or failure modes then attribute a measurement of 
how likely It would be that this risk could trigger. The very definition of 
a risk In project management, using Prince2 as a management 
framework is an uncertain event or condition that could Impact the 
project. honking back using this methodology is largely meanmgless as 
the risk has either triggered or It has not. My approach In tackling the 
assessment of the extent of robustness was to lock at occurrences of
bugs/errers and defects actually recorde n e so s matador in N 
order to assess whether these errors were of significance to branch yTvtxr
account Impact, I would then traverse upward, in trying to understand V ( In, i }tr 
the resnlutian of the bug/erroror defect in orderto assess Its magnitude 

ra
2e,Q coL-t 7MI 

Car , tsansaanrmas tC d?N Jkt 
5.17 Section 6 of Or Warden's report is titled "Architectural Topics Across Old 

Horizon and Horizon Online', but much of this section of his report is 
Identifying and commenting on what he describes as 'robustness 
countermeasures'. Dr Warden provides a table at paragraph 60 of the 
three letter acronyms to explain what he has characterised s 18 
countermeasures (he acknowledges that these acronyms are not 
common Industry terns). I respond to each of the countermeasures in 

1BL024SA193S 01 February 2019 Page 12101 265 

my response to Dr Warden's section 6 below. Fundamentally, where he 
and I differ Is that I believe Dr Wardens countermeasures are basic 
elements of pmrdical system design, and In many respects he Is relying 
an design aspirations, rather than evidence of how bugs and errors in 

fact arose and were resolved by Post Office and Fujitsu. 

5.18 increasing the number, type or position of the countermeasures, may 
indeed Improve the Index of relative robustness at a point in time but 

Dr Warden and I agree, that no combination of design aspirations or 
'countermeasures' can provide an Infallible Horizon (or any other 
system or service), but differ on the relative effectiveness of the 

countermeasures individually or together. 

5,19 A numberofthe countermeasures identified by Or Warden (Bug Finding 
and Correction, Manual Inspection of Data) are singly that a human 
(either Post Omce, or Fujlmu or the Subpostmaster) would likely spot 

the impact of the errarand therefore have it corrected. WhIlst It Is true, 
human checking is a form of system check, describing a Subposbnaster , , n
spotting an error as a countermeasure Is stretching the definition of a

countermeasure torts very llmt y starting pointwould be that where __________ 

It It c-Tessa:' ar ii postmaster to identilythe problem, that li. OPT 
means that the system is lacking robustness, and countermeasures 
within the system have faiied, -his •countermeasure'is also dependent 

on subpostmasters' knowledge and understanding of Horizon and their 

accounts, which I expect nil be variable between Subpostmasters 
depending en e.g. age and experience, or how and when the problem 

arises. 

5.20 1 have dealt with the 'robustness countermeasures" as defined by Dr 
Worries in more detail at Sub Section 6 afthls report 

I(EL and PEAK analyses 

5.21 As part of DrWordens analysts he has looked at a numberof KELs,and 

he states that his analysis of the KEis 'implies to me that the 
countermeasures In Horizon worked well In the live use of Horizon'. I 
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have set out my opinion and further observations In relation the 
weaknesses of eatsing KEIs alone to Identify the full effect of 
bags/errors and defects within Section 3 of this repurt'Anaiysis of the 
P541<5' and also Identified these at Section 4 above, noting the 
limitations Identifled by Mr Stephen Paul Parker In his 16 November 
witness statement. I also disagree with Dr Warden's assessment of how 
well his countermeasures have worked, as I have explained. 

5.22 KELs are by their very nature 'known" error logs and are often created 
as a result of Fujitsu Identifying multiple branches who experience the 
same bug/error or defect to enable support the detection of new 
occurrences of the same bug/error or defect. 

5.23 In my opinion, Or Warden does not give sufficient consideration to the 
information which Is contained within the disclosed PEAKS, which furthe 
reasons I have explained In section 3 above, are every Importantsource 
of Information, nor does he realistically assess the prospect of bugs or 
errors adsing which are not picked up, do not become the subject of a 
PEAK or KEL, but nonetheless cause discrepancies in branch 

Financial Analyses 

5.24 In contrast to Dr Warden, I have not performed any financial analysis 
on any Claimant data. Whilst I have focused en the extent It was 
possible or likely for bugs/errors or defects to cause 
disaopancles/shortfalls and undermine the reliability of Horizon to 
accurately process and record transactions, I have not been concerned 
with the value of such disaepanees/sharfalls other than to note that 
the discrepancy range across branches Is often wide. 

5.25 For completeness, I have reviewed Dr-Warden's analysis in this regard, 
and I believe that his assumption that bugs affect all claimants equally 
Is technically flawed. In summary, there Is no techn;el basis to assume 
that bugs/errors or defects Impact all users or branches equalay either 
In frequency or quantum, In fact there Is greater evidence available 
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which shows that this assumption is Incorrect In relation to the Horizon 
system. 

Sections 3,4 & 5: Business Appllotlens & Horizon 

Section 3- Hadzan Online (2010-Prwsent davl 

5.26 Within Section 3 of his report, Cr-Warden sets out the various business 
elements of Horizon. I believe that Or Warden has adequately set cut a 

summary of the high-level requirements pertalning to Horizon that 

provides additional Information to the Business Scope I have set out In 
my first report at paragraphs 1.7 to 1.8 (Pages its 2). 

section 4- Leaaey Harmon (1998 - 20101 

5.27 Within Section 4 of his report, Or Warden simplifies the Horizon 
architecture for readability, which I am largely in agreement with, 
however, swish to add or disagree with the below points: 

5.28 Dr Warden references at paragraph 147 the nature of the Riposte 
functionality. He states: 

'Riposte gnaranteed that the same data would be available on the 
campuses - although If the eederlyMg nebvork was neragable, It might 
take some time far Riposte to deliver this guarantee. Repllcasae 
guaranteed that despite any netxork fallums, no change re data made at 
abreact would On omitted atthe campus or made mare than once attic 
campus.' 

5.29 Dr Warden, In my opinion over emphasises a 'Riposte guarantee'. He 

does not reference that It was Indeed the replicative nature of Riposte 
that was often attributable to errors and defects that occurred in 

Horizon, see for example, PEAK PC0056435a'r referenced at paragraph 

3.251 of this report. 

as PEAK p50050435, Ssrcrtmberzaoo(POI.-o1927si) 
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5.30 Further,latertn Dr Warden's report Appendix D he provides an example Further, Dr Worries has acknowledged In his report the Balancing 

where the nature of the bugferr or defect has arisen due to a Transaction (BT) admowledged by Post Office, whom an equal but 

deficiency within Riposte (KEL L)(iang3014Sxa). This same KEL is also opposing transaction must be manually Inserted due to double entry 

referenced in my first report at paragraph: 5.24 (Page 47). principle failures in Horizan occumng, therefore it cannot be said it is 

Hardware andSuffware in Branches Impossible. 

5.31 With respect to hardware and software In branches, Dr Warden states 5.35 Dr Warden further states (regarding recovery) that: 

at paragraph 151 of his report: 'lo these morn, the terwon the counterwouid be gelded through ashore 

'... there were sunup measures built Into Old Horizon to ensure that set of recovery steps, to produces canals-teat aerosum result which 

hardware fat/urns and cem,eaeteatlon failures  could not advaaMy affect reflected wnethad happened. It was, of course, possible for the usw to 

branch amouns. make soma mhtaka In these steps, which maybave been aefampiar. In 

these cases, the mistake would often be detected laterby a recandilation 
5.32 Dr Warden than references external literature that discusses theoretical r pmceo0,whirh wouldtyplagyleadnea TG This rebus/nose measureeras 

availability, disaster recovery and date communication papers that have a arnNan ofuseremrs(UC-C).' 
no specific relevance to Horizon or Its own design documents that might 

5.36 Dr Warden points tattle peuutblllty of user mistake here yet he does not 
set out the measures he refers to as 'strong" and 'built Into". Whilst 2 

considerthat there is evidence of recovery failing electronlaiiy (i.e. not 
do not disagree that Horizon did Indeed have measures built in that 

a user mistake) or, the ambiguity of advice provided within the recovery 
were designed to ensure branch accounts were not adversely affected 

steps that meant a Subposbnaster suffered a shortfall (See Section 3 
by communications and hardware failures, there Is significant evidence 

of this report'Recovery Issues for an example PEAK or the Witness 
of PEAKS within this report trot set out that these measures d.d not 

Statement of Angela Burke . 
always prevent such acosrrences. 

5.37 Additionally, such activities leading to a TC are ambiguous and the 
5.33 Further, at paragraph 155.3 of his report, Dr Warden sets out his view 

PEAKs those analysed do not support the assertion that 'the mistake 
on transaction integrity. I disagree with his statement thatt 

would often be detected la/achy the recandPatlon process, which would 

^firs tanracdonailntegdtywas enforced by the Riposte lnfrastucture_ typically lead toe TC This robustness measure was a correction of user 
Therefore, It was impassible In any event (such as hardware Mecca) far errors (BCC),' 
a part completedsetof updates lobe  recorded In the breach and then 

replkated to the back-office systems.'(emphasis added) 5.38 I am not aware that Post Office has set out what TCs were Issued due 

to Horizon generated Issues compared to those issued due to user error 
5.34 This was Indeed a design aspiration for Horizon but In live operation it 

across the whale Ilfespan at Horizon. On this basis I do not understand 
was not the Casa that transactions would "..,elthersrcceed completely 

where Dr Warden has gained his assumption from. 
or would fall cempletelyand have no impact"as there is evidence within 

the PEAKS documented within this report that the recovery procedure 5.39 At paragraph 156.4 of his report Dr Warden comments an applications 

(which was designed to provide the above Integrity) was flawed, driven by reference data. Whilst I agree with his summary of the 

m tH.Lieery001ao. 27November20521aeupdated 22 Febmary 2002 (PCL.0a35520) as (wnMss stotemeet of Angela noose. 28 September 20185 
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benefits of reference data as opposed to hard coded values (of which spreadsheets may potentially besubjectto manual error the likelihood 

though there werestll some within the Horizon system), reference data of which Increases the mate they are handled. 

changes were often the cause of discrepancies and disruptions within 5.43 Whilst I agree with Dr Warden's findings at paragraphs 166 and 167 In 
branch accounts as detailed in my first report and further supported by respect that reconciliation allows for the detection and correction of 
the PEAKS Illustrated In Section 3'Withdrawn Stack' tot this report errs made at the counter (or elsewhere, in the processing of data 

Back EndArchlbecture within further transmission and ldorizon processing systems) where Dr 

5.40 At paragraph 164,3 of his report, Dr Warden makes reference to the Warden states: 'If there were anysuch software error, Itwa old pro bably 

Management information System (MIS) and It being a robustness ecarwith such hiphfeguency, andoavrunifomllyacrossa!lbranclreS 

countermeasure. From the Witness Statements of Torstela Gedesetha' giving rise to so many 7Cs, that Post Office would soon suspect a

and Paul Ian Michael Smith0e I understand Credence was utllced as software evidence ?ts

one of Post Office's Management Information Systems. shave set out does not support such a statement

the Iimilatlons of utllgies Credence as an error proof source of 5.44 whilst it is true that simple emnrs may Impact Suhposntnasters 

determining financial Integrity in my first report at paragraphs 5.174 to and these maybe high frequency and occur uniformly, other 

5.182 (Pages 88 to 90) and also, within this report In response to the bugs errors _ Impact a few branches an multiple ocasions. 

Inaccuracies within the Witness Statements efTracy Jane Wendy Mather My analysis and review of the PEAKS has Identified that many of the 

OSrand Angela Van Den Bogard e3e(whlch dispute a system reversal begs/errors and defects recorded in Horizon were initially Investigated 

however ultimately refer to the fact that Credence did not detail because the Impacted Suhpastrnaster who suspected a Horizon 7,50 

sufficient Information In respect of a disputed discrepancy), generated error made a supportcoll. I do not believe that Post Office or 

5.41 Dr Warden Continues to state that: Fujitsu Compile any kind of statistics measuring whether Horizon 

generated errs were first initially Identified and/or Investigated by 
-Many palm of eyes are Inspecting the outputs of the MIS, In hundreds 

ofdlfferencreportr e,spreadsheets: thennselves, orthe Fujitsu supportteam or Subpastnasters. 

5.42 Dr Worden does not explain what he means by his phrase 'Many pairs 5.45 DrWorden opines broadly at paragraph 169 of his report that Past Office 

of eyes' and provides no analysis of the effectiveness of any such would have checked that It was paying external clients the correct 

processes which he is intending to refer to. Within the PEAK analysis amounts of money for services Conducted. There is contrary evidence 

above there is reference to Fujitsu reminding Post Office that they In the witness statement of Mr Paul Smith that Santander, one of Post 

should be looking mare curefully at the daily reports being provided to Omce's external clients reported 19,491 'Errs' to Post Office In 

them as bugs/errs and defects which should have been spotted in the 2016/17, 

reports,ware missed by the Post Office (please referto paragraph 3.191 5.46 2,222 of these 'Errs' Past Office Initially claimed were due to 

eadter in this report). Further, any handling or manipulation of 5ubpostmaster mistakes and therefore Issued TCs, but when disputed, 

Post Office appeared to accept that these were not Subpostmaster 
v, (tsteessStatement er fasten niea nedesee,, 275eptember 2018} 
oar (wlmrssstatement an Paul Ian MI hoer Sndd,, 16 November 2016} mistakes. It is not dear where Post Office ultimately determined the 

r (Wlth000tatement enTrta Jane Wordy Harrier, 06 November 2019) 
rr (Seroed adleners statement of pngda Margaret Van DM eagerd, lit November 2016) 
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mistake had been made, or If similar mistakes had been seen as TC 
dispute records only started to he kept from 2016. 

5.47 Further, there are several Instances where other external clients have 
raised Issues over discrepancies and where such have been identified 
due to Horizon defects and Issues, or misinterpretation of reports and 
values by Post Office staff. This Is exampled In relation to KFL 
acha474SR't' (referred to by Mr Parker In Appendix 2 of his witness 
statement brand Dr Warden within table D5 of Appendix D to his first 

1B1024SR1935 01 February 2019 Page 129 of 265 

5.52 
report, in which client reconciliation reports were not being manually 
processed correctly. 

<< 
Audit Tnform'dien 

~V , 5.48 At paragraph 173efhis report. Or Warden refers to theauditdatabase. 
its 

~i~ 
not the case that this Is a record crony activity which can afieet 

—be 4T o ' ' V branch accouo Branch accounts can affected by Fujitsu, Post 
Office and reconciliation data not entered at the counter but Inbound 
from external clients. 5.53 

5.49 The audit database Is only a record of "what was entered at ten \ j 
counter10 with the exception of certain taunter entries which are not 

sj , 
g~ t 

Committed to audit logs bemuse of known failure conditions.231
V Rq 

~' ' 

5.50 After consideration of the above reduction In scope of what Is recorded
In the audit data, the record of when it Is recorded Is Important. All of 
the data Is written to the audit database once a day, In the early hours 
of the morning.

5.51 Whilst I have not found any evidence to suggest this occurs In Horizon `  F7tt~ ,S 
It Is technically possible that after the transaction is completed at the 1
Branch counter the record could be tampered with prior to its 
commitment to the audit database some hours later. I believe that Is

an Ira adia47456, 302uly 2012 tart updated 15 May 2017 (pOL-0040845) 
tar (wtr nreS in.in eoer siephen Paul Parlous, 16 November 2018) 
9r Outreach DLE eftrar Findings 56 091215.ppex, Branrb Outreach tenon  (Fnidal 
Findings), 10 Demmber 2015 (POL-0220141) 

HedmnnslnebutaintegrNJat-riot, Noreen ONne Oats 3nregrily M1A.1 O Lard? April 
2012 (FOL•002aoa3) 
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trot instance, before performing their own analysis on Gzder:re which 
previous evidence has Illustrated, did not provide the full picture of the 
Harken situation. 

AudtabghTy 

5.55 I note that Dr Warden at section 4.4 paragraph 173 of his report states: 

The Retinue system includes an audltdatabase (Technical Environmoat 
Desofpa'an, 22Odober2002, {POL-0444095}), w,5kh lean enwo,nto and 
Immutable roeord of any,,tfNly which tan cuffed Ne bmnth acrounts 

Otto my opinion that this statement Is Incorrect As is explained above, 
the audit database does not reCo ALL activities that can affect the 

ranch accounts. Dr Warden does not consider the wider elements of 
Horizon processing. Not all elements of operations, or transaction 
modifications were recorded via the audit server. Where modification to 
em nsactlans eondudetl by Fujitsu suppertteams were carried out, there 

-___--> becomes additional elements to the data that would not have been 
captured in the Initial audit log sent to the audit server. i.e., where 
transaction correction tools have been used or direct SQL scripts 
executed on the branch account database. The auditabllity of any 
comecdve amendments/operations or deletions once the daily 
transaction data was committed to the relevant database tables and the 
audit store would need to be Identified elsewhere within the Horizon 
system. 

3Tt Mk7 
Vrwry 

what Mr Richard Roll refers to In his second Witness statement at 
paragraph 18. I have seen this first hand In a banking investigation 
where banking staff had changed the sort code, account number and, 
on occasion, the monetary amount figure on transactions whilst 
transactions were In this pre-commltted state between submission 
from the counter and processing (in this particular scenario to another 
branch) and later Into the banks audit logs. 

With regard to how useful the Audit database might be as a 
countermeasure, I do notdtsagree that it Is possible for Fujitsu to review 
this audit database to enablea comparison to be made to other records 
In the eventefa discrepancy, butiargely the requirement forsuch would 
have to be Initiated by Foot Office or a 5ubposmaster raising a query 
and Insisting that the full audit are examined. The First witness 
statement of Tomtein Godseth (paragraph 31) shows that that on 
relatively few occasions was the fug audit data requested from Fujitsu. 

It Is not clear at which point In the discrepancy Investigation process 
any ofthe audit data Is unsuited, In consideration of the Dalmellington 
/Branch Outreaclslssuesdealtwith In relation to the responsive witness 
statement of Mr Godeseth that details two specific Horizon defects had 
112 occurrences which impacted 88 different branches slnce 2010. The 
findings were discovered by retrospective analysis of the historic audit 
data, suggesting that It was not spotted at the time. The same 
document records that whilst the audit data has been consulted there 
are years (2012, 2013 and 2014) where the audit data has been unable 
to assist and that "unknown outcomes' are noted for a number of 
specific branches. 

It Is also appears to me that (based upon my own Investigations and 
from review of the responsive witness statement of Mr Paul Smith and 
the table of ARQ's actually requested from Fujitsu) that Post Office 
would not typically check the Audit database before raising a TC In 
relation to external client transactions, electing Instead to rely on third 
party client reconciliation data brought In from outside of Horizon In the 

Prepared by. Jason Coyne 
Ocarpaenn, Partner t Spedallst tidd: rl 

Systerns I F tq rO U
On thelnsbrudl. s of: Fiesta, LLp ,mow y 

381024551935 01 February 2019 Page 131 o1265 

5.57 Further, It should be noted that the audit log reflects branch counter 
data, therefore, It a counter error caused a transaction Item to be 
duplicated prior to Its submission to the database, then the audit log 7 7 

would contain a replication of this recording, it is not to say that the U
audit log could therefore not hold erroneous data In itself. 

5.58 Utilising the same Images as Dr Warden references at Figure 4.3 of his 
reportb' I Illustrate the auditabllity constraints from the Initial Branch 

m He.4mo COeOAudt Process. V1 O.PP4 Harbnn Core Alagr P100500, 303anuary 2014 (POL-
0216333) 
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Database/ CounterAud:t File capture In Legacy and Onitneversions of 
Horizon, where complex processing systems handling the data AFTER 
the in:eal Audit File capture would not be reflected in the Counter Audit 
Fle. 

R 

Oa I 

5gtrc , Itgau/rcr6an ana fudherAudl4ab'nd,ividc 

Fguw 4 f!W-rand rurtherAuaibae dooedes 

5.59 At paragraph 178.3 to 179 Dr Warden states thatthe integrity measures 
with regards to recovery and audit Information are well designed. As 
aforementioned In this report, design Is not always an accurate 
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rep, noontatlon of actual build or operation. Whilst from a design 

perspective the principles are theoretically sound, In operaton, there Is 

evidence that both (I) recovery and (ii) journal sequencing (des! nedta 

increment sequentially to ensure Integrity of audit (ties) were 

susceptibleto erroras detailed In myfirst report at paragraph 18.8 Page 

214 which references K61.. Mlthyentha31937Sao (in relation to journal 

sequencing) documenting thorn flxwas not released forapproximately 

six years. 

5.60 Further evidence Is documented within K9.. Maxwellg5223La and 

PEAKS PCO240992335 and PCO2 5 3 0 9 619e and In respect of recovery In 

Section 3 'Recovery Failures' of this report. 

5.61 11 should be noted that the above references are not fully exhaustive 

evidence of Issues In relation to audit and recovery processes but a 

sample of Instances In addition to the PEAK referenced within Section 3 

'Recovery Issues' in which the recovery Issue was Identifled as 

impacting branch accounts subsequently causing financial discrepancy. 

Section S- yorftonOnline 12010- Presentl 

5.62 Within Section S of his report, Dr Warden simplifies the Horizon Online 

architecture for readability, which loon largely In agreement with and 

have done similarly In my first report from paragraph 4,35 (Page 26) 

onwards. 

5.63 However, whereas Or Warden focuses on the replaced elements of the 

branch Software, my first report notes the reuse of legacy hardware (at 

paragraph 4.37; Page 27). 

5.64 At Paragraph 202 Dr Warden refers to his defined Countermeasures, I 

explain pry summary position in relation to these above and In more 

detail below at 5.65. 

M r4lthyantha11937s, 06 May 1010 loon updated 09 6,3000 231 6 (POL- 0040509) 
IC3 Hamel g5213L, 30 tune 2010 last Updated 21 March 2011(FOL-0036402} 

Or PEAK Pc0140992, 15 February 2015 (POL-0410169} 
PEau PCD253096, 8 0U0000 2016 (POL-0421502} 
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aware of failures or limitations In respect of the operation of that 

Countermeasure In Horizon. 

eo50term0050eo Explamtlonas provided industry Accepted General 
as described by or by Dr Warden Acronym, or Ob5ervatbn5 
Wordee Typreotorendard er Evldmro 

f®0000 Once offailum 
system Omlgn7 within 

Horizon. 

atllebie and Redundancy guards against Acronym No, Paragraph 
Redundant many types of tiardware Standard, Yes. 5.152 to 5.108 
Har6 0een tennis htlum Emmpine: PAM, 01 00,10 report 

dlscz, dlsaYer recovery 
sCsI SOftWara I0 d W fined 
In many ways to be robust 
03,1010 hardvaro failures 

Robust daft C0mnnolret00 systems and Aeoeym Na. Paragraph 5.20 
m0Nca5mand protocols are0ed0n0d to Standad,Yes. amvarde oftids 

ropilatlen (ROC) recoverf—and protect report 

agalost manyiirdsar 
esnne0 rtatlan far ore. 
Examples: TCP/IP, Riposte 

Transaedanai Databacemamgement Artery. No, Paragraph 

Integrity and systemspronlde many Senedad,Yss. 5.104efth15 
database recovery faditim so that numerous report 

(TIN) kinds of fellure oval lave 
the data m an Inernsotem, 
unu0abla state, or lose any 
data that hove been 
pwsiawdy smmd 

DnFerdve Sofvnmiadlslded Into Aeo.V. No, Pamg.mph 

Puegrammbg (CEP) SnatisdFcWdlned standard, Son. 5.112 or thin 

nnaeden,wHen de net repot 
essroea Na t attar medWes 
are wOeS, bur defend 
themselves by ncvddng 
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Section 6: Countermeasures 

5.65 Within Section 6 and Section 7 of his report Dr Worden refers to 18 

countermeasures which he has described and miles upon as part of the 

robustness of Horizon. I respond to what Dr Warden says In relation to 

the Individual countermeasures In this part of my report. 

5.66 shave expioined from paragraph 5.17 above, my views generally on Dr 

Warden's self-defined countermeasures in relation to Horizon. Namely 

thatvrhatDr Warden describes are generally basic elements of practical 

system design, that these design aspirations In themselves do net show 

that Horizon was particularly 'robust', and certainly not that It was free 

from error or prevented errors from going undetected In branch 

accounts. 

5.67 Whilst Dr Warden acknowledges these acrgnyms are mostly not used In 

Industry, he has used them throughout his report which gives the 

Impression they have a standard meaning and scope. However, as an 

example, 'Later correction of user errors' ('UEC') is so very widely 

defined to include any check curried out by any person (e.g. a 

Subpostmasterls own checks when balancing, ore Post Office or Fujitsu 

automated or manual process at any time) that the use of an acronym 

to group together all of these different factual scenarios is In my view 

not very helpful, 

5.68 1 deal with each of the countermeasures Individually from paragraph 

5.69 below, but for convenience, I have set out a table which Identifies 

each of Dr Warden's Countermeasures and the explanation as provided 

by him, and recording: 

a. In the third column, my views as to whether the Countermeasure 

is an industry accepted acronym and whether what Is described 

feature in general IT Industry design; and 

b. In the fourth column, Identified the paragraphsof this reportwhere 

I comment on the countermeasure including examples where I am 
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thtirinp06 and mirIng 
aienseady 

GenWc, data ddven 0150,0nt use eases for Acronym No, Paragraph 

000wemo (DOS) aurtwme attar, have much In Sunderd, Yee. 5.140 oMl, 
n. S00were Is VMtfen report 

gNadeally rube 0010 00 
hoeduthedileruc00000, 
gong relermce data to 
decor which use use Is m 
be handled. Example: 

vadadonsin PestoMcn 

client produces handled by 
reference data.

Secure kernel When a large complex lT Ae000ym-006 Paragraph 

hardware and 05500001560010016 threats, iypleellyapp100 to 5.135 or bile 

0000,are (sIn) the dedgn may Include a 'sewdty rePart 

0,0011, eel tooted and Enfaramnmt Kemd' 
cue bowel 04Ud,10 proof and 10 1, 00,100 to 

against 10tas0 threats, aeotemrw00000e 
F mples sower keme'sof and te510al 
openung ryrtrms. Medoon cempmmts ale 

re audit Process system. The Harlan 
cure Aedto pmoeve Is 

net en instance era 
senile kernel. 

standard 'Yes. 

Redundantdata In large Insyste000 and sets AwonyaONn, Paragraph 

teenage and orsyst.m., data am stared standard,YaL 0,1100fthis 

cumpudry, with rodundnn6y In several report 

Ooss-decks (RDS) plenoe and routine 
eperelens cheek 
enlemetally that the 
different eupio ti the dete 
emetn consistent 
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Ocuble-entry Aetaunengsysteno,, operate Aemnym No, Paragraph 
ree000rg (CEO) by the pdndphs of doubts Soandsrd, Yee. 5.100 0f this 

entry book 0000fng, to Oat apart 
Day change to the aC tees 
meat be made In a 

tmnsatdon whase.ermmed 
Wert on ail aemuMals 

re. Tneoolaooa whkh do 

net obey this Corstralr[ are 

releded 

Early detealot or At thepnlnt orower lrp~k, as Aawym No, 5.69 of this 
Once —re louel mary cheda as possible are S:andold,Yex report 

mate 0(00, rnmsne000f 

the Input -no that the 
sys:am 009 not accept 
00ren015 input aM may 

warn the tour or moos 

Latvermcdam,f Nomrmdngrystnsu,the Aaeaym No, 5.69.1this 
user emrs (050) sy0.em'00es'm of reality is Stanch d, Yet report 

pededlrabychodred agaioen 

00000001 cr0005 orreal tyr 
and temeded Ifwrong. 

Examples: task bol9ndng 
100t000ver, reconmlatian 

andTCe. 

Manual workarounds 5000000rany part of Aannym No, Paragraph 
(WOR) 0010 Cores not work as Standard, NO.terlae 5.170eft040 

required, there may be manual wont report 
patendal to 060,00 and apply grounds are often 
manual warkaraunds required title 

0951015 runwonabty 

is 005denr good 

Industry predce 

deterrdnea 01000 
nuatwademunds 

are usually the parts 

of thesYste. that 
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am bolero well.defined 
standards told, dear 

lete.7ays. 

QwPky and Orange Systems arsmere robust if Anonym No, 5.150ey his 
Caned (Qru) qucGN lslrbn nL This Is Sta,Oerd,Yes report 

adimed by 0000440109 
prop edy the people 450 
bald, 0,6e0al0 aM 0p051e 
the system, by mareg,e 

them no) and by goveowsg 
aria[ they do tivoatS 
rig.—b 4 aTeatNe 

pneewea.Asystemwlg 
arty evNnue to be roboot If 
0000900 are 000000050 loan 
waythatenhaneea quality 
0:00050 unnecesary 

adminlotraaan 

Managing clan- Robustness is Improved by 45000,0 Yes (0010 5.199 of this 
loocuvnal paying daseaueeton m Non-fur tonal report. 
rsquirements (SPA) nomNndleeal r0010rements Requirements), 

and the 0000ttaled •dibes' sandaad,Yet 
each as maergeabllty, 

supportability, 
eralntaln00ltty and 
adiptabnity 

Securi15(5101 Any system that 00010 00 Anonym Yes (SEC Is Paragaph 
cooly subverted would at often an 5.154 & 5,154 
be reboot. Hodmn 10 abbreWadan of of this report 
seared mainly through seevdty), Standard, 
'acpamtlan of titles', hoar Yes. 
authrntiradee, access 
control and audio. 

5.80 As above, Dr Worden seeks to rely on the 18 countermeasures he has 

Identified (In Section 2, 6 and 7 of his report) as evidence of the 

robustness built Into Horizon. 11 00 myvlew that these countermeasures 
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need 000000000 
avoid. 

Testing good The parpose otsysteon Aetanynt Na, pangrapb 
p00000 (TGP) Orating Is not to prove that Standard, Yes. 5.150 of Ws 

Oh. system la ewred, 00010 report 
provethotle is mcomedln 

any way Pasdbb. 

E>amp10: 000000:00 

ersdna, aser 000009, 000000 

00100000. 

Manual t00pe2on of Anyl rge butnau IT Awnym No, Paragraph 

data (Moo) ayeem is used by oeaTy Standard, Yes, 0.024 0(1100 

people,vir00v;ewi0s0utputs report 
tart dletk [1:000 000kat 
oath othtrformte:Rency, 

and aralne tbtratxr 

torsoAedgeof the butnrss. 

Subpaslmawers, wattling 

thor brand, amon5, were 
okay mmpanmt 0t 0010. 

Bug FM.ng aM w'Coaevar the ry*em otnwa Armnyrn N0, PamSmph 

Conedlan (aFCI any ao-malous behaKour, Standard, Yes. 517565.170 
that Is (n..It1gatad, its 

®uses found and mrtected. 

interim 040rkNaae00150 
deployed. neon rhe000 may
be added to ensure that 

other almaarthreats art 

handled cerrdtly. 

1090 50010 lT In any large Restate, Av0nym No, 5.1450rih0 
architecture (ARC) principle' 0flT 2mhltecture St00t000,Yea. rep.k, 

0000000 10 arbieve 
robustness -such as uaing a 

distributed netwadc of 

leosly 0009100 sub.aystereo 

00114 0)000y dstletulshed 

fundlons.Tbe sub-system0 
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represent a framework of principles and each rely on the presence and 

suitability of other core elements such as systems, processes and 

human Interaction and only provide a view on robustness when all of 

these features are considered as a whale. For example, Identifying a 

countermeasure •bug Finding and Correction (BFC)` is Itself not 

particularly Informative. 

5.70 The Important questions are: 

a. which bugs arose, how were they Identified and how were they 

corrected? 

b. what can we tell about the way the sy5tenl worked and was 

managed from the way In which these bugs arose? and 

C. how effective two the PEAK and KEL process for Identifying trends, 

and also correcting and preventing repeats of events which had 

previously given rise to bugs? 

5.71 Horizon has changed an Immeasurable amount over Its lifetime. Dr 

Worden has not considered at what appropriate points In time, certain 

countermeasures might have been In place or If such Countermeasures 

where correctly positioned. Instead Dr Worden applies them generically 

over Its whole lifespan, and the entire estate, without consideration of 

the potential inadequacies In relation to each specific piece of 

architecture or conflgumtlon in place at Its relevant time. For example, 

any countermeasures for detecting an Issue with the branch database

1 ~ 

In relation th Legacy Horizon (where the database Itself was In position

In the branch) would be different to any countermeasure for detecting 

an Issue with the branch database (8RDB) for Horizon Online, where It 

was one central database far all branches, situated Ina data centre. 

5.72 Dr Worden performs analysis In relation to the KELs at 7.5 within his 

report and opines on what countermeasures were at play In the 

Identification of It, or which failed. In my opinion, the reasons why 

hugs/errors and defects occurred (as identified within the KELs) Is 

because; the countermeasures referred to by Worden were not 
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appropriately configured for that paint In time and therefore did not 
apply, or were not positioned correctly within the Horizon system, or if 
they were, they were flawed In some respect. 

5.73 In the main Dr Warden's countermeasures are little different then the 
design aspirations for a motorcar, each of which are welcomed and go 
some way to reduce certain types of failures that lead to accidents. 
Motor cars now might have Adaptive Cruise Control, Emergency 
Braking, Blind spot Detection, Parking sensors, Lane assist, Electronic 
Stability control and such like. Eadt of which will seek to reduce certain 
types of failure. As such systems mature over time, typically from an 
Iterative process of failure and learning, they will Indeed reduce the 
types of accidents to which they ware designed. They will not remove 
accidents because new and previously not considered situations arise 
over time, certainly as now featuresifonctioris are added. 

5.74 With the knowledge of the molar cars "countermeasures" and the fact 
that same accidents have already occurred, it would be unsafe to 
declare that accidents would be unlikely. 

5.75 I have responded below to each of the countermeasures Introduced by 
Dr Warden In the order they appear at Section 6 of his report. 

User Error Detection and Prevention IDr Warden's "Detection of User Errors' 

5.76 I would expect to see facilities for 'Detection of User Errors' In any IT 
system. Such elements typically consist of the Implementation or good 
design and tight configuration  fenteren to prevent either entry of 
erroneous data orwarnings at the point of data entry. 

5.77 I agree that a large number of measures were Implemented within 

Horizon to proventuser error as stated by Or Warden at paragraph 222 
of his report, where he displays a generic list of Interface design 
aspirations. 

5.78 I agree with Or Warden's paragraph 230 that requirements for detection 
of user errors would have been a priority for Post Office, But from my 
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review of the disclosure the Indications are that Post Office were 
primarily focussed on minimising any potential loss It might incur and 

Suhpostmaster ener was a secondary concern. The example of not 

implementing the double entry and cress check principle in 2808 (as 
referenced below with the Peter Laycock report paragraph 5.80 below) 
displays one such scenario. 

5.79 As Identified In my first report at paragraphs 5.129 to 5.132, pages 75 
and 76 (in relation to errors arising from data entry), there arevarious 
KELS demonstrating counter level system controls that should prevent 

user Input error that failed or did not exist In the system in the first 

place. Moreover, an external information security review document 
referenced In mypravlous report (paragraph 5.126, page 74) attributed 
the high level of transaction disputes due to a lack of source data 
Integrity I.e. values entered once witheutvalldation.This failure In dots 
validation in my opinion exacerbates the potential for human error. Dr 
Warden makes the case for the need for Horizon to have this 

countermeasure built Into Its user Interface and I fully agree with this 
view. However, In my opinion and for the reasons outlined, I do not feel 

this was necessarily reflected In how Horizon had been configured. 
Moreover, the mnfigua00n of Horizon changed many times during its 
lifetime. 

5.80 in 2008, a report and series of recommendations was provided by Peter 
Laycodo.eor This report specifically records the Issue of'mis-keying' by 
Horizon users at branches This Is evidence that the particular 
countermeasure suggested by Dr Warden was dearly not in place or 
was not providing sufficient coverage at this point In time. The 
recommendation suggested In the report that the level of improvement 
could lead to an '8045 reduction in disputes and dafms- saving 4800k 
peraeaum'. The business benefits are said to be a "Ma,'orlmprovement 
ofpofnt oftansactlon data Integrity. The recommendations appear to 
be simple, that the Subpostmaster Is asked to retype the monetary 

fir summary 01 10 Eevkw,doe,summaryefinvawew, 20064P2L-0210516) 
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value of cheques and thatthetwo vetoes should be equal. This appears 
to be reasonable and lean see how this would damatially reduce mis-
keying where the impact of the err-or could certainly be significant 

5.81 'Mks-Keyed Project — Feasibility Study' dated 15 May 201200, (as 
refereed to In my first report at 5.173 and by Dr Warden at 226) —noted 
that 'mis-keyed Banking Deposit transactions amount to over 60 PER 

WEER'. The same report further states, 'A very large value mis-keyed 
transaction wilt put the viability nfa branch In deuhe". The 'Hlghtrevel 

Business Requirement' (section 3.2.1 of that report) Is documented as, 
"to devise a way which will prevent coun let celleaguesin Branches from 
ills-keying stock and fafancial transactions. Many counter colleagues 
are not aware of the arnlffations ormfs-keying transactions 

5.82 The recommendations which wore made lithe above reportdisplay that 
the type of countemneasere suggested by Or Warden was dearly act In 

place or was not providing sufttdent coverage across all required 
aspects of the Horizon system by 2012. 

5.83 Further, as these 2012 reportrecommendations are sin/tar to the 2008 
recommendations (paragraph 5.80 above) it does suggest that Post 
Office either a) did not Implement the 2008 recommendations orb) did 

not Implement them widely enough to provide the protection that Dr 
Warden suggests was In place. 

5.84 MrSmith'switnessstatemenlP", atparogaphs30-3l also supports my .Sec tt 

opinion. A Subpostmaster recorded a deposit of £900,000 (rather than ...I 
(.CY 

£90,000) causing an £810,000 shortfall In his branch. In my opinion, 
this could have been prevented If the recommendations suggested In 
the 2008 report had been Implemented by Post Office. 

5.85 In paragraph 251 of his report Dr Warden concludes that "Horizon 
Incorporated accepted Industry practices far detection of user errors, 
and /a my opinion did so effectively.  'I agree that In a number of areas 

fir Feasiblllty Siudy - Mls-keyed se 1.000. G-231 bets-ireyed Prefect Feasia.'lIq S r,s 15 May 2012 
{POL-c21775a} 

t vOler5e swlemenr of Paul Ian lOrhadsmithdeted 16 November 2014 

Horizon did attempt the detection of user errors and did detect some 
user errors, boric other areas it dearly failed to detect them, even in 
specific areas where studles (as far back as 2008) had previously been 
conducted and where suggestions had been set out which additional 
areas of detection required attention but had net been Implemented. 

5.86 Or Worden explains at 472 that requiring the user to enter the some 
data twice may not be a good choice. I agree, the design of such a 
validation should he triggered only when the monetary value exceed a 
certain amount (perhaps 67000.00) or If the monetary amounbdlsplays 
repeated digits (consistent with ̀ keyboard bounce' where the user adds 
a mistaken extra digit) so that validation would not be required for 
£123.45 but would be required for £1233.45 as It is possible the 3rd
key bounced and was pressed twice. Such an Improvement to the 
Horizon system would have reduced user error and continued to deliver 

an efficient process. This would have removed the error that was 
reported In Mr Smith's witless statement (at 5.84 above). 

5.87 Dr Warden's opinion at 476, Is that Horizon was 'well designed in 

respectofdetecfing useremvrs, andtheneis no sound basisfarthlnkfng 
it could easily have been!mproved.'I have not had sight of the testing 
carried out against the detailed designs, Dr Warden does not make it ^ Ii r ~T 
dear a be has. I have out had sights, the detailed user bnterface t~ / 
des(gns,t'm natsure that Dr Warden has, but if not then the best that ar~'

one could possibly say Is, 9f the user input capabilities shown an the
design are implemented in the Horizon build, provided they were 
designed appropriately, than a good detection of user errors would be 

seen'. 

5.88 WhIlst restrictive Input in user Interface design could be considered a 

robustness countermeasure through the use of menus and buttons as 
opposed to free text Input (it Is a common predtal design element In 
most aspiations), I disagree with Or Warden that this ensures 
"Detection of User Errors". RestridNe Input certainly assists In reducing 

user errors but the facility of such (i.e., selecting an Item from a menu 
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as opposed to typing In a specific value) does not functionally detect 

possible error. There Is no Intuitive functionality built Into Horizon that 

ensures a Subpostmaster selects the right menu or button erldentltes 

and detects where they might not have done. This appears to be later 

agreed by Dr Warden at paragraph 231 of his report where he states 

'There Is In principle no way In which Horizon could detector prevent 

many of these usnrerrors.' 

Or Warden's - User E pr Correctttgn [•IIK1 

5.69 At section 6.1.2 of h's report, Dr Warden states his opinions on `User 
Error Correction' as a robustness countermeasure. Whilst I agree 
shortfalls and discrepancies have occurred through user error, I am 

unclear how Dr Warden can than state as he does at paragraph 232: 

'As Charm teen, there are probahiy several eheoeaed sane an-en made 

at the counter everyday.' 

5.90 Dr Warden does not explain where he might have 'seen' thousands of 

such user errors occurring at the counter. 

5.91 I note that at paragraph 236 of his report and in relation to the 
complexities of the Horizon recovery procedure, Dr Warden States that 
'typically the error is trapped later In reconciliation with the external 
party and is corrected bye TG' 

5.92 I agree with Dr Warden that this process Is less familiar for the users 
who will often be faced with a high-pressure situation, withouta working 
Horizon system, and therefore user errors might occur. 

5.93 However, the witness statement of Mrs Angela Burke— demonstrates 
that when the Horizon system Is suffering wider problems, recovery 
processes can lead to losses being suffered by Subpostmasters which 
were Incorrect and arose only because of a Horizon bug,ermr or defect 

5.94 Errors appropriately diagnosed as 'user error' should be singular in 
Instance and would only be seen within the branch In which they occur. 

-n wWrcss statement of Mgda Burke, 28 September 2018, Paragraph: 20 
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Intrinsic Error Prevention 

5.99 The 'Intrlrtsle Error Prevention' techn'.ques discussed  at Section 6.2 of 

Dr Warden's report are bony opinion, all comman elements ofstandard 
large-scale tr system design. Design is often not fully reflective of 
operation, and whist the robustness measures Dr Worden refers to did 

protect Horizon processing to a certain extent, he himself acknowledges 
failures of them In his KEL analysis (Appendix Dot his report). 

Double Entry Acrountinn i'DEA"t 

5.100 'Double Entry Accounting Is an Industry standard Incorporated In most 

if rot all enterprise software padmges. However, the Implementation of 

double entry or Its principle alone does not prevent errors or ensure 

robustness as a countermeasure entirely since It Is largely reliant upon 

the person creating the accounting system ensuring the appropriate 

configurations to ensure adherence to double entry principles are 

applied correctly. Dr Woden  acknowledges at paragraph 467 of his 

report (In reference to the Payments Mismatch bug) that not all 
operations In Horizon adhere to the double-entry constraint Without 
understanding, In full, where within Horizon each of the specific 
opercones covered by the Double Entry principles actually Is, one 
cannot have confidence that this is an appropriate countermeasure. It 
is also likely (as with all such Dr Warden countermeasures) that the 
position has changed many times over the life of Horlron. One such 
example of these Inconsistencies between the various aspects of double 
entry can be seen Ina Fujitsu document "Correcting Accounts for'iost' 
Dlscropancies'e't authored by Gareth 0enk1ns notes the following: 

'If the User doesnt check their finel Balance Report carefully they may 

be unaware Of the iaeaeohue there lean expgdtmeoeage when Receipts 

end Payment m/ematch Is found on the Final balance (the Usrr 1s only 

prompted when one ie detected during Trial balanoe) The Local Suspense 

win heve no knowledge of this spec flcEfsvepanry' 

tar Cannon 1550e0 Dowmuds e_9 
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Large number of Subpostmastems (and their employees) could not all 

make the exact same cream across many branches within Horizon. 

5.95 Tharefore, the risk In mis-diagnosing a wider Horizon system error one 

singular useremor has significant Implicatons. Its extremely Important 
to ensure investigations Into wider system errors are adequately 
performed to rule out Implications for branches. 

596 Corrections foCowicg an earlier failure of Horizon should not be 
considered to be a user error correction countermeasure. 

5.97 Corrections by Post Office to user errors are also part of theTmnsaction 
Correction process (as Dr Warden identifies at paragraph 477.1), so 
assessing Horizon robustness In this area requires consideration of Post 
Office basic office process In which Transaction Corrections are Issued, I 
do not believe that Dr Warden has considered the adequacy of such 
processes In his analysis. 

5.96 Ida not believe either expert has been provided a complete audit that 
identifies In each Individual circumstance of error the Investigation 
performed In relation to the discrepancy and the decislon/mncluslve 
evidence that a Transaction Correction ought to be Issued and the 
evidence of the subsequent Transaction Correction being accepted by 
the branch. The whole process of correcting user errors Is wholly reliant 
on: 

a. The discrepancy being appropriately Identified in the first Instance; 

b. The Investigation of the discrepancy being wholly adequate and 
\\\

sufOdenti 

c, Communication channels between all Investigating parties being 
completely aligned so that Information Is not lost between; 

d. The Subpostmaster being satisfied thattheevldenceconciudes an 
appropriate diagnosis and resolution. 
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5.101 As admowledged by Post Office In their letter of resporse,zcr It has 
prevlensly had to sanction a balancing transaction In order to rectify 
failure of this countermeasure.

5.102 Further, In conslderatien that In legacy Horizon, all SSC uses could use 
escalated privileges to carry out modifications there have been 

3(
,.9 

potentially many more rues applied due to the failure of the double ` 4,n ̀  
i ~,~ft>~ entry pdndple that Post Office may not even be aware of. 

5.103 I have also Identified further evidence of encountered one-sided ~l 

transactions which I have documented within Section 3, 'Counter 

Replacement Causing One Sided Transacdorts' and further within 
'Evidence eflnsertlanr/Defeffons hellish, Branch Accounts (Horizonlssue 

I0)', In which one sided transactions were written to accounts, a further 
example of a failure of double entry accounting. 

Transactional Intai rity and Raoovery f TIN') 

5.104 At paragraphs 246 he 247 of his report Dr Worden provides an amount 

of'Transactional Integrity and Recovery' which he describes asa core 

element of Horizon and therefore adding to a systems robustness by 

providing an effective robustness countermeasure. He states: 

'uneause transactional Integrity Is a fundamental lei built Into all 
dalabasa managementso/twara...and It Is necessary, for any relational 
di tahare, to describe In It55chame the IoteDrlly constralntswhich n mast 

obey at all times, transactional Integrity was applied Wail after many 

databases ofMaadal leiormaian In the Herten system - lndudiag the 

BRDB, the POL F9 darabasa, and many others (rechnlcal Environment 

Oescrlp000, 22 October 2002, {POL. 0444096); Horizon Solution 

Architecture Outline, 7ADrI12o16, (POL-0444099)). 

7010 means that any compound package of updates, applied to any of 

these databases would have been eppled as a single tansacdon as' 

Ynccers unit'whlch wouldeithercompiererysucceed, arcompletelyfaied 

tee ¢corral eesporsa to fiecthe, 20 SIn 1016 (Paragraph 5.16,3)) 
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leaving no race. It would be impossible to leave any of these databases, /ennrs and defects unbeknownst to Fujitsu or the Subposmaster. It Is 
1000 lneonststeeterate, neree0 rytwglwlntegdtyeanstraler.n evident (rem the PEAK analysts that often bugs gay undetected for 

5,105 Dr Warden's views as recorded above are expressed by reference to 
~ s 

~f1V` weeks,  or years. Where a Subpostmaster might have unduly 

high revel design documents but this does not mean that these design / V`p4411 9e. k 
~qJ months 

f `put the funds In' to balance a cash shortage (believing an error to be 

aspirations were always effectively implemented In practice. Database 
a 

G `t) o 
it.)* ' their mistake rather than Horizon) Incidents that caused these 

Integrity requirements and validation rules are ultimately tailored and 
((

rlf l S (fy discrepancies and bypassed alerts or were unnoticed events would not 

Implemented In accordance with defined business process rules by the 
p 
y ff~  t/ m l be detected as everything would effectively "balance" and therefore 

system designer and database administrator. (~0 
,~ 

, -„ "User ErorCorrection" would not capture all software errors where they 

5,106 It appears that much of the transaction Integrity Is applied at Database 
t' 

{t
 

t

might necessarily be. 

Level, ensuring that database records are committed eppraprietely. \t~'~0.109 Further, In relation be the 'many software errors resembling ever errors 

Transactional Integrity does not provide full coverage at the logic level were also corroded' Or Warden does not evidence which software 

within Horizon as is evidenced with certain transactions being classified errors were resolved correct user errors. Or Warden provides the view 

as 'recoverable' and 'non-recovembie' when Horizon suffers from a thata proactive approach to correcting user errors by Post Oltice/Fujlstu 

system fault and tries to re-process or rollback transactions. Some of ( 
Is effectively the countermeasure here. However, the evidence 

the transactions are inconsistent or Incomplete and therefore careful ( (j~1 illustrates tome (by reviewofthe PEAKS) thatit Is more often than not, 

action needs to be taken by the Subpostmaster to understand these 

transaction Inconsistencies. As was evident In the witness statementof 

„4r (\ r( 

j ~` r 1 .i1~ ( 

the Subpostmaster reporting the error in the first Instance, which 

prompts Investigation, and ultimately resolution of what Is Inddantally, 

Mrs Burke, Horizon oself misrepresented the correct state of the 
,, 

y 17+ fundamentaify a software bug. Therefore, It Is largely user 

transactions when recovery was invoked. e„p̀

,d~ c̀

dtspute/Inuestigatien, that prompts this error correction. Where the 

emorts not effectivel known no ceredhn could occur Thts Is evident 
5.107 Whereas Dr Warden says (at paragraph 250 of his report) that he has 

seen evidence of the pervasive presence of transactional Integrity In all 
Horizon subsystems he has examined, he gives no Information as to 

which subsystems beta ridenfi g to here, or which exeminatlons he has 

ca rried out. I note he does not acknowledge any of the instances of 

failures which are apparent In the documents, as I have identified 

above. 

Measures to Correct User Errors — Which also Cancel the Effects of So@eYatc 
Errors ("DU U )DUE""UEC"1 

5.106 At paragraphs 251 to 257 of his report, Dr Worden refers to the concept 

of "User Error Corection" enabling the facility of careening many 

software errors. Itshould be noted that this would not apply to any bugs 

y 
from the analysis of the "advtowledged' bugs within Section 3 where 

bugs, emirs and/or defects were reported by a Subpostmaser, and 

retrospective analysis ultimately uncovered more Incidents overvarytng 

years prior to the Sebpostenaster raised Incident that led to the actual 

full discovery. 

5.110 Aside from the above limitations In respect of Identifying software bugs 

through correction of user errors, I do not dispute that Horizon Integrity /9 
1) ores and processes did exist and capture, identify and enable the processes did exist and capture, identify and enable the ,~T! 

rectlFlcatlon of many occurrences of bugs/errors and defects, whether 

dun Ia ourr or so _are/hardware fault However, In my opinion It Is 

1mpactor o Consider that theca are not always effective, and It Is 

difficult to quantify how many errors are not corrected when the system 
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ta~t operates as it does, where Subpostmasters may have put the funds In 

to correct user or software errors which had not been Identified as such. 

Defensive Pmarammino rDEP") 

5,111 Dr Warden identifies "Defensive Programming" as a modem 
countermeasure programming technique for checking and validating 

data sent between different modules to prevent and detect hugs and 

erors. I concur that this Is an accepted typical modem industry 

aspimdan for enterprise software packages, but this does net In itself 

eliminate or assist with the detection and prevention of all errors and 

bugs, and it is wholly reliant upon the adequate constraints being 

applied at the user interface of the application/platform. 

5.112 At paragraph 262 Or Warden references specific design documents of 

which he opines satisfies evidentially that Horizon was defensively 

programmed. The decumnrt'° has a paragraph of defensive 

aspirations: "Database applications should be designed and built 

defhnsfvely, so that they can handle any type ofunelrpected conditions <Iy 

[\

In a ceutrolledenanner.. ". The statement Is generic and asplmtional but V

t7~does Oct audit the actual Horizon systems built. 

5,113 The second document referenced by Dr Woden  In this paragrapher" Is 

the design overview far Horizon Online but It does no: explicitly 
reference any"Defensive' aspirations in Its programming. 

5.114 The third document referenced by Dr Worded" Is a further design 

overview for the next generation of Horizon Online ("HNGA"), the 
document does not expressly reference any defensive programming but 

does Include (at7.1.A.2) an expresswaming that the lava programming 

languages defences would be Ineffectual in certain ̀ Cede injection" 

circumstances: 

era T1Aesm4.e.eoe, 7eean:®t p ad,enment Deserlptbn, 22Ceeobrr2e02 (peL-0440Q96) 
hrr , ARCSCIauceun:.pdf liarhansohdreeefi-- ere 010000,7APd12016 {POL-0444099} 
era AAep1440l 9~,doe, Af!:G-X A hf.'c3vre - Ce.aew'O.e!nesApptnsren, 4 Argece 2017 
{roL-044405op 
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-.„there le still the pennlb8rry cfnode being cumplled en eneeenrmxalne
and be Injected In the eventofa vaunter being eompromtsed._ene has to
assume that Ifthe JAR files me be compromised, that the policy vie can _ai 

{Li 
also be comprbed (sic) making thle defence reeffavinel." eft 

5.115 As the next generation Horizon Online (HNGA) Is built on the same

technology as Its predecessor (HNG-X) it Is therefore likely that this risk 

of a lack of defence from 'Code Injection" was also apparent In all 
versions of Horizon Online, but perhaps was not discovered at the time 

of its design and therefore the earlier design documents do not have 

the same express warnings as the more recent arms. 

5.116 After seeing the express warning about the risks of a tack of defence 

and the lack of any real detail In the design or evidence of where this 

defensive programming is actually used within Horizon I am surprised 

that Or Warden Is satisfied that Horizon Is actually defensively 

programmed. 

5.117 Or Warden explains at 443 and 444 of his report that some of the KELS 

show that Defensive programming was used. The opposite position to 

this, which must be considered Is where defensive programming was 

net used, the bug/error or defect likely slipped though undetected and 

was not caught. 

Redundant Sterane of Data ("ROT"Mloh 

5.118 Dr Warden describes general principles of "Redundant Storage of Data" 

at paragraphs 263 to 266 of his report, and the fact that there were 

multiple redundant copies of the same data within the architecture of 

Horizon. I agree that redundant cop`.es of data are a robustness 

countermeasure and this provides a means of Integrity checking data at 

various points In the system. 

5.119 However, for the countermeasure to be fully effective, It requires all of 

the varying data sets consulted to contain complete and fully accurate 

data. I have previously stated my opinions In rasped of Boors 

potentially Introduced from consulting only a subset of the available 
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data when dealing with brands discrepancies in relation to the Helen 
Rose report at paragraphs 5.174 to 5.181 (Pages 88 to SO) of my first 

report, and the limitations of the Credence Management Information 

System. 

5.120 Post Office, when Investigating issues reported bySubpostmasters have 

a number of different systems In which they can access data. The 

systems I have Identified as most regularly consulted are: Credence, 

HORice and POLSAP. These systems have different data (a subset) from 

those which Ftditsu has access to. 

5.121 Fujitsu has access to the data that Post Office does, but with additional 

data at a lower level. This will Include (but Is not limited to) system 

audit logs, database monitoring information, user access logs, PEAKs 

and KEL databases, plus the ability to Investigate and identify the 

possible Impact of work that they have performed whilst supporting the 

Horizon systems. Port Office only has access to this data if It expressly 

requests It from Fujitsu, which It appears It rarely does according to Mr 

Godeseth's witness statement (see paragraph 5.127 above). 
tilt

5.122 it is orgy when all data is considered (notthe subset accessible by Post 

Office) that redundant data storage can truly be of the value Cr Worden 

sugge-ote. 

5.123 Dr Worden explains at paragraph 456 of his report that "KEts provide 

many examples of where RDS was used", KELC are Fujitsu documents, 

not Post Office documents. Consequently, Post Office would not typically 

view KEIs, and there,`cre it Is not a countermeasure that would apply 

for them In understanding reported Issues. Further, KELs typically do 

not reference the findings from correlations of redundant data storage 

Inspection, solo my opinion, do not evidence such a countermeasure. 

5.124 Or Worden refers to `Manual Inspection of Data" (paragraph 463) as 

being: 

.._.one of the mast lmportaetmuarannzasures In Xorhon." 
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accurately. I don't think it Is possible to say however that because the 

ARQ was not consulted R did not need to be. 

5.130 In the Fist Witness, Statement of Mr Godesethi'a dated 29 September 

2018, he explains (at paragraph 31) how rarely used it actually was. He 

displays how many requests for data from the audit store Post Office 

has made of Fujitsu since 201.4 (which I believe Is the first time that 

these records were kept Therefore, from Horizon inceptor, to 2014, it 

Is not possible to Identity how often Post Office made such requests. 

Ynar Number of ARQ monihc eequocted. (the newborn 
represent 1 months' worth of data per branch), La, if 
Punt ORlce request atackpoel data ton lone and July 
2010 thatvroerd boson ARQ Months. 

2504115 729 

2015)16 103 

2016/17 323 

2017/18 364 
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Whilst I agree in principle that the scrutiny of data has an important 

,~.. ruin to play In any commercial 0' system; It Is my opinion that Its 

r Importance as a countermeasure Is overstated in Dr Worden's report. 

5.125 It assumes that the person srrutnising the data is able to Identify the 

correct source of data to be relied upon, In order to rule out what may 

V or may not be erroneous in the first Instance. Additionally, Its utility as 

a cguntermeasure is heavily reliant upon the person scrutinising the 

data already knowing there is an Issue that requires data inspection. 

Finally, it relies upon a human element/input which Is difficult to 

measure I.e. does that person have sufficient skills or knowledge to 

Identify Issues when sc rillnlsing data and is also prone to a degree of 

mistakes. 

5.126 I have also commented earlier In this report (Paragraph 5.40) on the 

limitations of uti0s10g some of Post Office's Management Informatlon 

Systems as an error proof source of determining financial Integrity. 

fl1'eq~a,pat~ Audit Svstern ('SEK"RDS"i 

!'~~~'~L 
5.127 Auditabihty limitations have previously been dealtwith within this report 

from paragraph 5.55. What is fundamental to measuring whether this 

(A) was an effective robustness countermeasure is not whether audit 

+jam facilities existed, but, how effectively they operated, and how often they 

wereconsuked to Investigate and assess the events of bugs/errors and 

defects in measurement of Horizon's robustness. 

5.128 At paragraph 270, Dr Warden states that the evidence he has seen in 

the KEL4 Indicates that the use of ten audit database was a backstop, 

and rarely used - because other comparisons of data were usually 

enough to diagnose the problem. He also says at paragraph 452 that 

the comparative lack of KELs using the audit system provides 

confirmatory evidence that the ether countermeasures were effective 

5.1.29 1 would therefore say it is possible that in some cases, ransultng data 

other than the ARQ resulted In problems being diagnosed/ resolved 
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Initiated by the Subpostmaster. This position changed after Past Office 

requested that Gareth Jenkins of Fujitsu should lank at audit data and 

system logs, which he did and explained that he could see that the 

reversal was in fact conducted by the Horizon system, not the 

, 
Subpastmaster. This demonstrates two positions, firstly that the data 

fr, r, s most commonly used by Post Office for their Investigations is either 

wrong or does not provide sufficient Information to complete the full 
\ 

picture. Secondly, It was only after the Suhpostmaster sought the 

advice of a Forensic accountant that the full audit data was requested, 

indicating that disputes had to be upheld by Subposbnasters to get to 

the correct Identification and resolution. 

5.133 The conclusion of the report suggests the possibility of losses occurring 

` because of such issues, and that 5ubpostmasters might be considered 

liable fora loss that ultimately arose from a Horizon generated event. 

5.134 For any part of the audit system to be of proper use, the position 

presented must he consistent, If the position differs depending upon 

which auditfile you view, then the audit process Is unsuitable. 

5.135 Dr Warden Includes 'Secure Kernel Hardware and Software' as a 

countermeasure and references this In various points in his report, 

5.131 At paragraph 32 he Explains that he isnotawareefanylnstances where 5.136 The term 'Secure Kernel' in industry, is typically associated with 
data retrieved from the Audit Store differs from other sources. Whilst software/hardware components that enforce basic security procedures 
that Prey be correct, It Is the case that the data avallableto Post Office for mntrolling access to system resources. 'Kernels' Implement access 
via Credence and other management Information systems (including provisions based on resource/tunctlonal capacay.'ihey.  do net comprise 
basic ARQ logs) Is only a subset of the complete data set and may 

i T ,..i_ (as suggested In Dr Wardeni's use of the phrase or acronym) an entire 
Indicate a different outcome to that when viewing the more complete security policy or safe guard against a lack of process control in respect 
audit cafe only available to Fujitsu. This Is Oct out In the Helen Rose of access rights. 
repert,In 

5.137 Dr Warden states at paragraph 452: 
5.132 In that report, the author explains that audit data available to Post 

Office appeared to show (or was Interpreted as) being a reversal 
"Because the core as ste was a backslap ccu arm—re, rvhfnh 

roes only used when o ways of Investigating our  anomaly had not noes,' 
p

given an unambiguous resull It was only rarefy used, and the lilt, 
t0 (Wltneno Statement efTbiahln, Olav 6odeeoar, 27 September2010) 
r°r Hodmn data Lepton IPSO 191320 COBRDEMIIALoem, Herten data - tepion 5P5O 191320, provide little evidence of Its one. This eempararive tack of irELs using the 
12 June 3013 {POL-0221677} 
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audit system provides confirmatory ewceece that the ocher 
countermeasures were effective" 

5.138 It is Important to note that there are several limitations to the above 
statement Namely: 

a. The KEis alone cannot be relied upon for a complete view of the 
complete Investigation of a bug/error or defect nor for drawing 
Inference as be how often audit data was requested as that was 
not their purpose; 

b. PEAK records Illustrate that consultation of ARQ data was 

commented on Internally by Fujitsu support staff In soma cases, 
although it should be further noted that it was notaiways provided 
and In some cases it was either: 

L lengthy In the time taken to provide It for analysts (delay cited 
as due to prosecution evidence backlogs, (See PCO070364246

and PCSO7349234r); 

11. not available or net documented as being provided or findings 

concluded and the PEAK ticket subsequently dosed 
(PCO220532oaa above, PCO228049,0  PCO198838'sa and 

POD1205111°9; or 

Iii. did not contain fully accurate data (PCO211833354 and 
PCO206932a0s). 

c. Post Office themselves would not consult K51s or PEAKS when 

taking decisions on Subpostmaster branch accounts, 

5.139 Auditahillty has been dealt with further In this report (see Paragraph 
commendng 5.55). 

aaa PEAK PCn070364, 20r[aher 2001 (PM-0440173) 
oar PEAK Fra073492, 29 January 2002 {POL-0450178) 
as PEAK Pm720532, 55eptamber 2012 (POL-0441342} 
sa PtAKPCD228049, 30 August 2013 {PO7.-0397525) 
n= PEW Pdriga838, 1t May 2010 (POL4136a6a7) 

PEAK PCOa20511,5 May 2005 {Pct-0440395} 
PEAK PCO211833, SAugust 2011 (P0L-0441214) 

viz PEAK PCO206932, 6 Decamher2010 (POL-0376676) 
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from standard software. An example from the 'Atos / Fujitsu Problem 

Review Tradcer'i7 (POI.0449089} oxplains an Issue first identified In 
September 2010 was brought to Post Offices attention an }fin 

December 2012 where It was Identified as being a Reference Data bug. 

Post OhTce dosed the coil on 27n November 20L3 overthreayears later. 
Otis not dear from the tracker ifthis Impacted branch accounts. 

gfivare Cod 5torv/ dsand_ T Arch tedore ('ARC'I 

5.145 Or Warden In his report relies en software coding standards during the 
development and besting of Horizon (see 6.2.8 Software Coding 
Standards (ARC), paragraph: 278-281) as a countermeasure. 

5.146 The software code of Horizon has not been provided to the Experts, so 

it is not clear to me haw Dr Warden would know if ft Is coded to any 
standard. I perceive that Dr Warden is basing his opinion on the design 

aspirations for Horizon. 

5.147 Or Warden makes a generalised comment at Paragraph: 281 that 
`Informally, compared with many other large IT estates I have seen, 

Hoc/ma appears to have been a tightly-tun sh1D."It Is not clear what 

information Dr Warden is basing this opinion on. 

5.148 WhIlst I do acknowledge the Importance of system ardhitecture In the 

design of any IT system It Is my opinion that this cannot and does not 
In itself prevent the occurrence of bugs/errors & defects and Issues In 
any 1T system and Is a design aspiration with no guarantee of an 
infallible system. 

5.149 Dr Warden deals with recondllation, transaction corrections (TC) and 
admowledgements (TA) et paragraphs 282 to 294 of his report and he 

concludes that they are "a very important part of the robustness 
countermeasures built Into Fortran, particularly for UK'. I have 

=weekly update 26062818-F1KLsx, Atas/Fe uss PNblen aoves.Tradrer, 2eAaw 2018 
{P5t-0445009} 

OaM Driven S021argj'DD;1

5,140 Whilst I agree with the general principles behind the concept of"Data 

Driven Software' that Dr Warden discusses at paragraph 272 of his 

report, data driven software contains many disadvantages as well as 

advantages In the respect of how this applied within Horizon. 

5.141 Reference Data is critical far the correct operation of a large variety of 

elements within the Horizon architecture as outlined at paragraphs 4,19 

to 4.20 of my first report, Whilst Dr Warden Implies that the,,,,,,////// // 
"Cimplementation of data driven software is In ltseif an effective 

robustness countermeasure, the managementofthe essential reference 

data has proved to be the cause of bugs/errors and defects within 'uJr. 

Horizon. As commented on by Mr Parker In his second Witness 
< 

/l 

Statement (paragraphs 11 and 12).?"

5.142 An Inherent limitation of data driven software Is that it Is reliant upon

the reference data itself being correct and controls and procedures for

ensuring It Is effectively managed and maintained must be stringently 

controlled. Often, reference data, and the fact that It can be so 

frequently manipulated, enhances more risk within a system due to Its

frequency of change. 
/ v 

5.143 Ant Identified in my first report at paragraphs (4.21, page 24 and 5.33 

to 534, page 50) errors with Reference Data could and did Impact on 

branch accounts. 

5.144 Dr Warden atparanraph448 of his report recognises that'KEtsshnwa 

significant number of Faults arising from faulty reference data', but 
(t~Q 

downplays the possibility of them affecting branch octave' 

suggests they were always easy to diagnose and fey cond ng overall 

that"the countermeasure ODS has been highlyeffectiva'. I agree, they 

typically are easier to fa as only partial data needs to bred but 

the Initial identification and Impact of such faults on the operation of 

Horizon, including the passible Impacton branch eccountsisno different 

oat {second W pion statement eeso.phea RLd Parker, 29 :.worry 2019) 
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addressed usererrorcorrectlons (Dr Worden's`UEC') at paragraph 5.89 
aboveErrorl Reference source not found., and deal mare fully with 

reconciliation and related tapirs In sub section 9 below. 

5.150 in my opinion consideration of the robustness of the Transaction 

Correction (it) process as a countermeasure to correct user error 

requires consideration of how mismatched data Is Investigated and 

corrected before a TC Is Issued, the Information available to a 

Subpostnraster before accepting a TC, and the way In which disputes 

an be raised and are resolved. The fact of there betng a TC praeecs Is 

not In itself evidence that R performs as a robust countermeasure 

against error. I have seen tviderce Indicating that the TC process is 

Itself prone to error, which introduces the risk that rather than acting 

as a countermeasure, the process of Issuing TCs could itself Introduce 

errors Into branch accounts. The process of investigation before Issuing 

arc and when a dispute Is raised Is not made clear in the Defendant's 

witness evidence and I do not know how extensive or thorough this 

process has been. it is also the case that the TC investigation Is 

completed by Post Office on the subset of data available to it and world 

exclude the audit data available to Fujitsu. I have commented on this 

further In section 9. 

5.151 Similarly, the robusthes of theft process requires consideration of the 

processes by which TAs are Issued, the Information available to a 

Subpostmaster before accepting a TA, and the way In which disputes 

can be raised and resolved. Again, I do not have full information about 

the internal Past Chico processes to know how carefully these steps are 

managed to avoid the risk of Subpostmasters being Incorrectly Issued 

with TAs, or disputes ahoutTAs being resolved Incorrectly. 

Hardware and Software Reslinvee f"RHW"_t 

5.152 DrW'ordue defines "Reliable and Redundant Hardware'asa robustness 

countermeasure against a fault or malrundinn which causes en entire 

system to stop operating, He relies generally on hardware, software, 
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Infrastructure and networks, In addition to qualities of recovery from At section 9 of my first report, in respect of remote access, I identified 
failure, transactional integrity and security, The topics which Or Warden 7jr I. that whilst this Is an Important tool In supporting large enterprise 
deals with here are highly generalised, and I have addressed them

( 
systems it also represents a potential security risk and weakness with 

elsewhere in my first report or within this report. 1 '

any type of security setup. I deal with remote access and the relative 

5.153 I do agree that generally, the Horizon hardware appearsto beadequate -y absence efcontrols In relation to remote access further In subsection 11 

(although Subpostmasters hove reported many problems wl brae Q 
j 

below. 

gopter g5y(25)erlt). However, I do not believe the software to be rL~ 5.158 I also explain the audItability limitations earlier In my report (see 
'resilient'. There are thousands of references to bugs and defects In the V 

(/
v paragraph commencing 5.55) to demonstrate that the aucit database 

software code and reference data and high numbers of release notes, \ does NOT record all activities and therefore from a security perspective 
whilst the detail has not yet been disclosed It Is suggested that 19,842 cannot be fully relied on to provide a complete picture when auditing 

changes have been required through Horizon's IIFeUme-some of which Qf 

~~ 

transactions. 
will be to include new functionality, others of which will be to fix 5.159 And finally, Post Office did not make good use of the audit data logs, 
bugs/errors and defects (see Annex A). either far Subpostmaster acGSdty, neither did they enforce or seek to 

Security and elver Atehentlmrlgp rsi'i'i validate the actions of Its contractors Fujitsu, Able or others. 

5.154 Dr Woolen has Identified is range of design principles and policies In 

relation to security, and Identifies general points about the Importance 
of user authentication, data Integrity and audit, which In principle I 
agree are Important aspects of the security of a system. 

5.155 However, Dr Warden has not considered In this section the adverse 
documentation which Indicates that these controls were not well 
Implemented and there were risks In the way the System was operated. 

5.156 I identified In my first report at paragraphs 5.179 to 5.181 (page 89 to 
90) and 9.65 to 9.67 (page 149) that in 2011 Ernst & Young had 

Identified In a letter to Post OfBceor the lack of Internal control with 
third-party providers adding to the risk of unauthorised and 
inappropriate changes being deployed. I note that Dr Warden mentions 
this letter In his report (at paragraph 503), where he says that he has 
not seen evidence of whether Fujitsu and Post Office Implemented the 
corrective ast;ans which were recommended. 

es FOLpanagement lerterFl"Ll—e, Henagvment kfterhr theyear oid27uaNr2011, 
August 2011(Pin-00092t0) 
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through to the live Horizon system. I deal further with Testing Good 
Practice as a specific countermeasure Identified by Dr Warden below. 

H0d390.Sg.50ke 

5.163 DrWorden comments one number of high-level Issues In section 6.7 of 
his report. My overall view Is that Or Warden's approach is simplified 
and overly optimistic, honed upon there being defined documentation 

(paragraph 338) In addition to containing very generalised comments 
about the skill sets of support teams (paragraphs 340-341),1 have not 
found the Horizon documentation to be sent maintained and have had 
to rely upon many 'draft' versions of documents provided within this 
disclosure. Often there are Inconsistent naming conventions across 
documents that are documenting the same thing. 

5.164 I do consider the process by which PEAKS and gas were managed to 
be Important, and whereas Or Warden gives a very positive account of 

this process, I have addressed what I consider to be Important 

limitations In respect of them from paragraph 3.277 above. I have also 
noted the limitations which appear from Mr Parker's description of the 
process, at paragraph 4.88 above which In my view are significant 

Robust Data Communication and Replications ('ROC"t 

5.165 There are a number of separate transport networks for data 

communication within the Horizon system. The branch counters 
communicated with the data centres over telephone and broadband 
networks. Then, within Fujitsu's data centres, the data travels between 
the various servers using local area networks. If appropriate, the data 
would travel to the various external clients, such as banks, Camelot, 
DVLA, etc via wide area networks. Dr Warden has focused on Riposte, 
which provided the mossages which travelled across the networks 

between the branch Counter and Fujitsu data centre. The scope for 
communication errors In Horizon is far wider than Riposte atone. 

5.160 Within section 6.6 paragraphs 310 - 311 of his report, Dr Warden 
comments positively on Post Offices organisation and governance and 

within Appendix C.6 (paragraph 325to 329). His views are largely hosed 

on organisational charts, and high-level aspirational documentation. 

5.161 As to qualityin the development, testing and support (addressed by Dr 
Warden at paragraphs 312 to 318 of his main report), Dr Warden relies 

on the 2005 Business Management Policy and 2006 Programme 
Assurance Management Plan. These are very high level, generalised 

management documents, and are the type of policy documents which I 
would expect any large organisation to have. 1 do not consider them to 

be particularly helpful In considering the Harrzon Issues overthe whole 

Ofespan of Horizon. 

5.162 I am in agreement with the general statements made about the 

kcportanceeftesting inprineple, assetout In within tar Warden's report 

(paragraphs 320 to 329). It must be adaaowledged that however good 

the development and testing was, bug/errors and defects made it 
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5.166 1 have challenged Or Warden's view an Riposte's reiiabifdy earlier in my 

repert(seeliaragraPh 5.29)whirh rovers the period up to 2010 (Legacy .4 

Horizon) One example Is PEAK PCO027001°" which documents a ^ 
specific Riposte fault observed by a branch in 7u1y 1999 where the U

Subpostmaster was found tube logged onto two counters at thesame e vaC 

time, logging on and off was controlled by Riposte. This was thought to 
be impossible butwas tested and later confirmed to be fault allowing it
to be possible. The 'fault' was reported to Escher (the authors of 

Riposte) in February 2000. It appears that In September 2000 rocker 

confirmed that a fix would be forthcoming. By]uly 2001 it was recorded 

that Eseher had not provided any fbr. The PEAK concluded without the 
fault ever heing recorded as being fixed (certainly coils the PEAK). 

5.167 POst201O, Horizon Online used a differentdata c0mmun1mti0n method 

(web service Interface) to Riposte but on the evidence of the PEWS 
Identified In my first report (paragraph 5-46 page 53) there continued 0. 

' to be remmuniatien issues with Horizon. 

5.168 Mr Stephen Paul Parker does not identify a specific point In time but

explains in his witness statement (paragraph 36) that pow data 

communications kept Fujitsu support busy, 
,\~` j,a 

O. c-.1 ~)' 
" ere wee times when Ole sscwasverybusy, (orernnpfe, networling Th V 

problems amino application Issues across the whole estate and dab J f`.1 ~e/ 
0 mcentre autis , f~to 

Manual Workarounds l WOR'$ 

5.169 At section 7,7.12 of his report Or Warden discusses the manual 

workarounds applied within Horizon. Dr Warden claims that the Manual 
Workarounds were effective as a countermeasure. 

5.170 A manual workaround Is ultimately a setof steps adopted to circumvent 
a process that Is not currently supported within the system. Use of any 
sort of workarounds should he a temporary measure and reliance on 

vs PEAK pceuan581, 9 July 1599 (POL-0221763) 
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workarounds for critical system processes does suggests that Horizon Is 

less robust than It should have been. floral workarounds typically are 

less precise and often it Is the manual workarounds that Include a 

greater risk of human error from mis-keying or failure to follow the 

Correct steps. 

5.171 As opined In my first report (paragraph 5.97, page 66)rellanceon manq

workarounds are Indicative of a lack of robustness. In addition, I have 

a previously idenbfled In my first report(pamgreph 5.10, page 44) a 

KELaso which records "Office has a Nan gem Trading Position 

(Recelpts/Payments mismatch)' a wuraraund is suggested but It is 

recorded that "Unfortunately the workaround cannot he done after the 

problem has occurred at the office/ In this case the branch accounts will 

need to be corrected,"This creates further complexity and additional 

risk of error arising from out of process activities that may not be 

adequately audited, 

5.172 Also see 5.256 below where Post Office workarounds are highlighted as 

a concern and a risk by Post Office's external auditors, with the 

comment •Widespread nun-conthrmance to Post Office policy and 

processes bybranches, with an fnstftudanalised acceptance thaterrom, 

workarounds and non-conformance extsts.'9a 

5.173 Richard Rollin his second witness statementL1zatporagraph 18 explains 

the problems with workarounds used by Fujitsu not being considered 

when Horizon updates where applied and mused previous functionality 

to stop working.

5.174 

~b:m

it Isvery difIIait to view manual workarounds as positive 

9res and that their existence actually reduces robustness 

reun7usttvn5 en February 2019 Page 165 01 265 

Bag rI l[o ifc, and Correction f"BFC"i 

5.175 Bug Finding and Correction Is Identified by Or Warden as a specific 

rauntermeasure, but the definition of this countermeasure is very 

broad. For example, it encompasses manual workarounds above, this Is 
an example of the loose and overlapping nature of the countermeasures 

which Dr Warden has identified. 

5.176 Dr Wordea's analysis of this caunWmeasure at section 7.7.14 is based 

an his examination of KELs and reference to Mr Parker's witness 

statement that Incidents with known financial Impact are treated with 

high priority. I have provided my comments In relation to this analysis, 

and my own analysis of the PEAKS and KELs In this report at In section 

3 above also commenting on the evidence In relation to the bugs en 

dealtwith In Mr Parker's firstwitness statement at paragraphs 4.79 4.88 

and refer to those sections of my report 

5.177 The vast majority of the evidence considered by Dr Warden presents 

only the Fujitsu process and that Is only the later element of bug finding 

and cnmection. A Subposhnaster reporting a problem first needs to 

convince the Past Office helpdosk that a bug existed before It Is passed

to Fujitsu for further examination. Evidence is available that shows that 

Post Office did cat always proactively seek out fault resolution with 

regard to bug finding and correction, Ina weedy ATOS/Fujtsu Problem 

Review Trackers one defect Is identified that causes a direct Impact on 

branch accounts by way of a receipts and payments mismatch, Rather 1. 

then seeking to understand the full Impact of the bug, the document 

displays 'Past Office are currently not actively Investigating as no ')

branches have reported any lasses". This is consistent with a reactive ~S 

mtlrer than proactive approach to bug finding and correction by Past 

Office. The earlier bug analysis suggested that branch accounts would 

be impacted, and Transaction Corrections would be required. 

au K:.. uriah+n331453, 23 Sep:rvnbnnlnru ion updated 1 ADeS 2006 (POL-0040409) 
M1PAAssal 100023-050 nreh,daedoa, fraud and :.os-uedornrnv:e 

O,nlirnntn and Recornrn:erations,tartaber.  233 {PO1-0216105} 
rents Pas: One; 
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5.178 Richard Roll In his second statement explains (at paragraph 14): consideration of the size of the Horizon landscape and the amount of 

"J believe there were likely many cases whore subpostmastws would changes applied over its lifecycle, In my opinion, Dr Warden's 

have been held responsible for problems which had notatthe ffma been assessment is largely generic and assumptive.

idendfied as sodware errors, either because they maid not ldendtf the ~ cf 5.182 Computer systems of this scope are never totally bug hee, no matter 
n ' 4problem and did

n 
nofpasue these will Post Office aria jitsu, arbaause how ngOrous the testlna reoime.7hs s 1n line with opinions expressed IT 

whe eywere aIsed we(Fujitsu) were uAlmatefy unable tp fdenUytha th 
in my original report (paragraph 5.83, page 63). Testing In my 

problem atthe lima' 
experience tends to Centre around key milestones. For example, 

5.179 The above accords with my own understanding of Instances where a rigorous testing will take place as part of any system Implementation 

Subpostmaster may have Improperly been liable for discrepancies (e.g, the first roll out of Horizon) and any subsequent releases or 
arising from a Horizon generated error. upgrades (e.g. Horizon online). 

Testing Good Practice l"TGP"i n 5.183 Similarly, any bug faces should also barlgorously tested; both of the fix 

Itself and then to guard against regression (testing to ensure previously 
5,180 At 487 of his report, Dr Warden refers to his review of Fujltsu's testing 

practices. I have considered Dr Wardens Section 5,6.4 'Testing' review 
developed and tested software still performs after the change/the),

and note that Dr Warden comments on the "evldena I have seen on 
Outside of these milestones I would not expect much, if any, testing to 

take plate and therefore the development of test scripts is effectively 
Fujrtsu's testing processes Indicates it was well managed and 

stagnant during these non-active periods. Otis therefore possible for 
effective...: Dr Warden does not explicitly reference any specific 

bugs to ,amain dormant for long periods either because they have ,sot 
documents here and further refers to Appendix C of his report. Within 

yet been Identified or no test scripts have yet been created that test the 
this Section C6 Testing' I note that Or Warden appears to be referring r 

scenarios leading to the bug presenting IselfInthefirstplace. 
to genericastalrationaIlifecyclephaseswithregardstotesting.Iagree ~~

1t
~y" 

that these are typical lifecyde stages and components that, If followed Inn example can be seen in the Branch Outreach which 

Iteratively, should reduce the number of development faults within r' ŜQs~ T✓ v` codrnse highlighted a spedficwmbbtatlon of events Impacting on code produced 

stied

Horizon prior to It going live. Since Dr Warden does not provide any for HNGK (Horizon anise) that went live In 2010. The cemb!natlon of 

spedfic Horizon document references, I am unclear on how Dr Warden events was not picked up as part of any of the testing phases by the 

has seen and run verify such test scripts, or to which aspect of Horlacn

rp

time multiple fries were applied In January 2011.

they apply. 5.105 Other examples are an occurrence of the Suspense Account Bug 

5.181 Shave separately seen evidence that Fujitsu did apply Integration and (detailed at 4.37 and 3.43 of this report) - which was first logged In 

Testing Stateglea within various changes to the Horl2on Iandsapezu) 2011 but the bug was not located and fixed until 2013. 

and agreethatthese appear to be In linewith standard Indushy process. 5.186 At Dr Wardens paragraph 488 he suggests that serious bugs are rare 

However, the low-level results of tests, bow any failures were managed In the KBL and PEAK records. I agree, they are rare in the K . . records 

and re-tested, test pass percentages have not been easy to Identify, In 

Outreach DIE exbad Finflnte vs ua1215.ppar, &end, Oubead,Jaue (Irtltial rend nse), to 
au D&SAPPWn2274 0.3.DOC, cCs dung-s to take en AMEr, 14 March 2014 (POL-0130502) ceeemaer Sons {Pct-0220041} 
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because the purpose of KEL's are to Inform support personnel how to
deal with historic problems, the PEAK's however do shaw many serious Ii111
u s as I have set out In Seaton 3 above. Where Dr Warden states at 

paragraph 469 that I have not Identified any bugs, this Is untrue. 

5.187 As aforementioned, KELs cannot be relied upon solely to Identify a hug 
or Its Impact. I only obtained the PEAK disclosure within short proximity 
of serving my first report. Thatsald, there were dearly bugs/errors and 
defects Identified within my first report. 

5.188 I have dealt with a sample of Dr Warden's and Mr Porters responses 
With regards to certain Identified KELs within Section 3 of this report'Dr 
Worries KELs with further PEAK Analysis.' I do not believe neither Or 
Warden or Mr Parker have considered the full appropriate set of 
documentation surrounding any bug/curer or defect but rather 
exampled Instances where they both claim no financial Impact has 
occurred. 

5.189 The second statement of Pilchard Roll dated 16 January 2019 Indicates 
at paragraph 15 budget pressures and redundancies Impacted on 
system development and testing. He states: 

?he test team felt they were under enammos pressure to ccmpieie 
testing within certain ermesaiec which .negaowni,. aK cued the rest 
regime'. 

5.190 Mr Roll continues to hlghlight furtherpresseres In relation balancing the 
amount of timespont on the various streams of work (testing fixes/new 
features and development). At paragraph 18 he also highlights a 
common Issue which should Ideally be picked up as part of any 
regression testing. This was where updates released to fix specific 
Issues caused other functionality to cease working. An example of this 
Is documented by Gareth 3enklns"r which Identified the local suspense 

OOC_152e49967(1L61 lanai Siapenar nate.OuC4 Lanai sageese Peb;eny 16 November 
2010 (POL-044002) 

Prepared by: 3ason Coyne 

Reid: 
r ar tgroup 0.Spadallut Hdd: I f., Fors

On theleshudionsah Freeuas lip 

183025581935 01 February 2019 Page 170 of 265 

5.195 In my opinion Dr Warden's approach in this section of his report does 
not demonstrate that the Issue of qualitysurroundng Horizon has been 
effectively managed. it appears tome that he has largely relied on high 
level documents recording Intended processes rather than analysing the 
spedtkoperatlon of those processes in practice. 

5.196 There Is evidence of defidoncles In change management, as recorded In 
the 2011 E&Y Letter (referred to at paragraph 5.162 of my first report). 
This executive summary of thIs letterstates: 

'nAMfn the LT eavlronment our end:t work has again Identified 
weaknesses mainly relating tame maims anvronmentepemted by Post 
Ofdce''e third party IT suppilers. Our key reammendaderrs can be 
summadscd into eke follow fig fourareas: 

Improve governance of aeleourdng appffalfon management 

Improve segregation of dudes within me manage dtange process 

Strenpmnn the change management protons 

Strengthen the review ofpdiVeged oeaana' 

5.197 I note the detailed Information which Is set out in the table at section 2, 
at points 12 to 15 concerning points made In the previous year, and In 
section 4, the IT specific points made for the cement year, In particular 
point 3, where the recommondatlon Is made to strengthen the change 
management based on the testing which had been carried out (the 
rating for this was high'), I do not know the terms of reference for 
Ernst &Young In the conduct of thIs audit, but I envision theywill have 
looked at the IT environment and processes In greater detail than I (or 
Dr Worries) could have done given the access provided. 

5.198 Also, as I Identified In my first report Post Office apparently Chose not 
to Implement recommended m:tlgagon of risks Identified by Ernst & 
Young relating to "the communication by Fujitsu of changes made to 
the Hodson system' (Risk and Compliance Committee minutes dated 
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bug as being an unintended consequence to changes made In respect 
of archiving strategy changes 

5.191 I have not had sight of testing documentation covering the entirety of 
the Horizon estate through its development, suit is dlfacuitta offer any 

firm views an this. Dr Warden outlines In his report appendix at C6 

paragraphs 341 - 344 the various Industry standard testing phases but 
It Is not known the extent of Fujitsu testing documentation he has 
reviewed to farm his opinion. 

OuaIltt and Chanoe Control MOCC-1 

5.192 Or Warden explains his quality and change control countermeasure at 
section 7.7.16, where he Identifies quality control tedrntques employed 
In Horizon as 'producing documents In accordance with standards and 

templates'/ 'reNews of specifications, designs and other significant 
documents and •festfng of software, Including changes: Again, Dr 
Warden has identified and relies upon a countermeasure which is 

assessed by him at a very high level. 

5.193 At paragraph 498of his report Dr Warden maintairs that hats satisfied 
Fujitsu appropriately assured the quality of Horizon, claiming to have 

reviewed many of the thousands of documents produced during the 

lifetime of Horizon. I have not had sufficient time to carry out a review 
of documentation against the standards as referred to by Dr Warden. 
However, from the documents i have reviewed, I have had to rely upon 
draft versions, often the latest Issue of the particular document not 

being formally disclosed until provided as part of responsive witness 
evidence or Dr Warden's report. Where this has been the case I have 
set It out In this report. 

5.194 In relation to the Managed Service Change (rISC) process (referred to 
by Dr Wcrden at paragraph 502), I have set out my conclusions In 
respect of the process at Section 3 and Section S, subsection 11 of this 
report. 
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18 September 2013, as referred to in my first report at paragraph 
516Prr). 

Manaafna Non•Functional Reau:remenas reopen 

5.199 At section 7.7.17 (paragraph 505), Dr Warden IdeaUlles 'Managing 

Nan-Foncttona/ requhemenrs' as a countermeasure, encompassing 
rsilarce 'RHW and security SEC and he relies on Kills as Indirect 
evidence of successful NFR management. 

5.200 It is difficult to understand Dr Warden's reliance an this as a 
countermeasure: A non-functional requirement Is a qualitative 
requirement Iii this case fora system. Where functional requirements 

specify what something should do, a non-functional requirement 

specifies Its qualities, and how It should be achieved. Coaldemtion of 

the system's non-functional requirements (system throughput 
requirements, platform capabilities, security elements etc.) are modal 
design elements to be considered in creating the system as per the 
specifications set out by the designer. 

5.201 In Dr Warden's countermeasure table (Paragraph 391 of his report) he 
refers to the 'ilities' such as manageability, supportability, 
maintainability and adaptability when explaining this countermeasure. 

5.202 I agree with Dr Worden that direct evidence for management of non-
functional requirements 'is unlikely to be seen in vmridng documents 

such as Rios (enfess some NJgts are lnsuffrden , and problems adsn 

from that)' Although, many of the KELs do Indeed Illustrate where 

technical failures have occurred. 

Effect of Mun0e1a Counternaaseres 

5.203 At section 7.7.19 Or Warden espressos his opinion en the effect of 

mu;tiple countermeasures, which he says Is his most Important 
conclusion on the robustness of Horizon, 

an RicC Mnntes 10th September2013dner, ahk and rnmplance Cemndnee (nest)  see: 
fiaCC/Hf tjsW17, an aaytemter200a (POt.-02179701 
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5.204 ado not consider his statistical approach at paragraphs 515 to 516 to 

be helpful at all, as It Is the facts of individual bugs or errors which will 

determine whether one or more countermeasures are likely to prevent 

impact In my opinion the evidence of the Individual countermeasures 

Is not as strong as Dr Worden suggests (as I have dealt with above). 

The Information which Is available, particularly from the PEAKS, 

indiotes that there were bugs/errors and defects affecting branch 

accounts The way In which these arose and the systems for detecting 

and correcting thesa did have deficiencies, and Horizon should rat be 

described as °a highly robust system" as Dr Warden concludes. 

Section 7: Robustness of Horizon 

view 

5.205 After considering the additional PEAK disclosure documents and 

responsive witness evidence, my opinion alto the robustness of Horizon 

has changed since my first report. 

5.206 I have reached the conclusion that Horizon is less robust than I Initially 

considered for the following main reasons: Ric 

7h a. Access to modify the Horizon branch database was not as Vl

restricted as It should have been; j

is I WhILstsaid to be governed by a documented policy, It was actually

unaudited Oslo what actions where be taken whlistthe access wass'^ 
rovided;

c. Post Office do not consult the full audit data before ruling on a

discrepancy, Instead using third party client reconciliation data or 

subsections of the audit data from within Credence or 11O9Ice; 
1/r

0" CJ3 

d. The PEAKS are censistentwith many more bugs/errors and defect 

shown to Impact branch accounts than the initial three 

ac nowledged by Past Office; 

Some PEAKS show defects have lain undetected In Horizon for\ 
no

extended periods without detection; (j ~¢'v4J 
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5.211 Shave set out my opinions In relation to Dr Warden's countermeasures 

within Section 5; Countermeasures. In summary, It Is my belief that Dr 

Worden has applied broad, design aspirations and generic principles, 

defining them as robustness countermeasures and applied them In 

relation to Horizon as a whole, not considering or measuring their 

adequacy or suilabllltythrouglroutthe varying changes within Horizons 

lifetime. 

5.212 I dispute the validity of retrospective risk assessment Dr Women has 

applied (paragraph 362 of his report) In relation to assessing the risk of 

bugs In Horizon Introducing errors to branch accounts for the reasons I 

have set out at 5.16 of this report. in summary, risk analysts Is a 

forward-looking technique, for an uncertain event or condition that 

could Impact the project. Looking back using this methodology Is largely 

meaningless as the risk has eithertdggered or has not. 

5.213 Dr Warden states at paragraph 366 that Horizon was a '"green fields" 

development, 'essentially unencumbered" by any IT legacy. As I 

understand It, the Initial project commenced in 1995 and was Initially 

going to he the benefits agency system, when this failed the software 

was re-purposed for the post Office counters. Further, Horizon Online 

Inherited many legacy compan0nts. Hardwarawas re-used, processing 

systems were re-configured to fit in with Horizon Online, and many 

more adaptations were applied. This is illustrated in my first report 

(Appendix 8- Figure 3 — Page 180 — Horizon and HNG-X System 

Overview). 

5.214 In relation to paragraph 375 of Dr Women's report, I note that Dr 

Warden appears to relate robustness to risk management from a 

software engineering perspective. He states that there Is a well-

established practice for "discussing robustness under the heading of 

'risk management'.ThIs In inadequate. Robustness mechanisms need to 

c00sidar the tadhnical foundations, the business processes In use, 

amongst many other aspects and physical components of the system. 

One should not limit the measurement of robustness to software 
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f. The PEAKS confirm Post Office often only becoming aware or

bug/errors and defects when Subpnstmasters report problems, V /

suggesting that Post Office detection methods are not as good as 

Initially suggested; 

g. PE Ks confirm that Post Office suspend active Investigations Into 

known discrepancy causing bugs due to a Subpostmaster not 

reporting shortfalls. 

5.207 Dr Worden and I have taken differing approaches In relation to Horizon 

Issue 3 with regards to the measurement of the extent of Horizon 

robustness. In summary, Dr Worden has (1) Identified robustness 

countermeasures and assessed how well he considers they have applied 

(I have responded to this earlier In my report), and (2) performed a 

statistical analysis based upon figures and percentages which he 

suggests an be derived from the evidence I do not think It Is possible 

to curry out the type of statistical, theoretical approach which Dr 

Women has carried out, and I do not believe Shove the information or 

expertise to assume en the percentage chance a Subpostmaster will 

report a particular discrepancy which Is what Dr Women has done. 

5.206 I have rat ca rded out a financial analysis, as I did not interpret my 

Instructions as requiring me to do so. Instead, in order to gain an 

understanding of the extent of Horhan robustness, t have taken a 

"bottom up" approach, identifying sources of evidence where 

robustness (or Dr Warden's countermeasures) have evidently failed. 

This differs from the °tap down" approach of Dr Worden. 

Poh cfn ss~ n of Hudson• D Warden's doinlon — Korman mesa 3 

5.209 In this section I set out my opinion in respect of Sections 72 to 7.8 of 

Dr Warden's report and subsequently addresses Issue 3 of the Horizon 

Issues. 

5,210 I disagree that Or Warden has performed sufficient analysis utilising a 

sample of the I03. disclosure alone dueto thelrhmitabans, which Shave 

set out at paragraph 3.2 of this report. 
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engineering practices alone. Nor does risk assessment validate any 

robustness measures. 

5.215 In respect of Dr Warden's Interpretatlan of robustness at paragraph 381 

of his report; he takes the term to mean "manage the risks of 

imperfection so they are acceptable'. In then trying to define what 

constitutes "acceptable' Dr Worden suggests the possible use of 

applying simple probability theory which In the context of Horizon he 

states might be°the probability of a sofhvare bug causing a significant 

shortfall In any branch accounts in any month". I have not seen 

evidence of any numerical risk analysis of probabilities like this being 

carded out by Post Office of Fuj'dsu. I do not agree with Dr Women's 

suggested possible approach to this In the context of Horizon. It Is In 

my opinion unsuitable to use this approach to quantity a "slgnifiant" 

shortfall as any approach ought to take other factors Into account. For 

example, a shortfall of 15 affecting several hundred branches Is no less 

significant in my opinion than a shortfall Of £1000 affecting a single 

branch. 

5.216 Dr Worden and I agree that robustness does not mean pemectlon, and 

therefore, the key is to determine whether when Horizon falls, It falls 

safely. from soy review It Is clear that hugs/errors and defects which 

are located In the PEAK logs show that Horizon has failed in an unsafe 

manner and has Impacted branch accounts. 

5.217 I have not been able to sufficiently identify the full Impact of all 

bugs/errors and defects, due to the limitations In the disclosure as net 

out within Section 3. However, I have Identified a number of 'not 

acknowledged" bugs/errors and defects where Post Office appears to 

have not considered the Impact of a number of issues. Further, where 

Post Office/Fujitsu have attempted to state the impact of acknowledged 

(and other) bugs, I havefound fawn and Insufedendes In their analysis. 

5.218 Section 3 PEAK, MSC and Privileged User Log Analysis of this report 

documents instances of Horizon generated shortfalls, outside of the 

prepared by: Jason Coyne 
Oceapation; Partner 
Specialist Held: rn systems i tg rou
on the Instructions of: Freeths LLP ............ .... 



POLOO107155 
POLOO107155 

EI 

181024581935 01 February 2019 Page 07600760 

bugs/mars and defects acknowledged by Post Office (that aso resulted 
in Horizon generated shortfalls). 

5.219 , I disagree with Dr Warden's assertion that bugs can he classified into 
the groups he Identifies at paragraph 405. Dr Wooden bases his 
classification upon the visibility (or ImrisibllIty) of the effects of the bug 
to Subposbnasters, but In my opinion this Is fundamentally flawed. 
Subpostmasters would often not be equipped to knew that an error 
message or a discrepancy In their accounts was in facta bug and may 
not know that this was a possbility. Also, the lruornetren needed to 
Identify that any particular discrepancy which had been Identified bythe 
Subpostmaster was In fact caused by a bug would only be available to 
Fujitsu. Finally Identifying the discrepancy as having been caused Info 
bug/error or defect and resolving It depends upon Post omre / Fujitsu 
carrying out a full Investigation, making all necessary enquiries, 
including consultation of the ARQ data which Dr Woolen relies upon 
(paragraph 408). 

5.220 Dr Warden's analysis from paragraph 406 Is dependent on his 
dassiflation which I do not agree with as above. Further, Dr Warden's 
focus In an the possible evidentiary data available for Investigating 
bugs/errors and defects but does not consider what actually happened 
In practice. The human elements of the processes which Dr Wooden 
relies upon are fundamental In any assessment of whether the system 
worked to appropriately Identify and correct bugs/errors and defects 
and thekimpact. These human elements maylnclude forexample, what 
Subpostmasters were told by the Post Office heipline if they Identified a 
discrepancy In theiraccounts, Ifand when ails were escalated by them 
for Investigation by Fujitsu, the degree oP investigation then canicd oat 
by Fujitsu which data sources were consulted, and the process for 
Issuing and disputing Transaction Corrections and Transaction 
Acknowledgments. 

5,221 Although Dr Warden callus upon the Core Audit Database (paragraph 
409), he considers that Post Office did not consult audit (or ARQ) data 
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5.226 I do net think that I have sufficient Information or that it is within my 
expertise to make the type of assumptions which Or Warden makes 
aboutSubpostmasterbehavour in reporting anomalies to theirmonthty 
balancing, which Dr Warden does at paragraph 415. 

5.227 In my opinion multiple unreported occurrences of a hug where the 
discrepancy Is e.g. less than £50 may be no less synificant than a single 
reported occurrence involving 13000, especially considering that 
Individual branches may well be affected by the same bug en multiple 
occasions, 

5.228 Paragraphs 417 to 421 supports my opinion that bugs/errors and 
defects which manifest wIth low flnancFal Impact to the Subpostmaster 
may therefore be left resident within Horizon unidentified. I have not 
seen evidence of Past Office noticing the effects of bugs to their awn 
eccsunts and this leading to the correction of errors In branch accounts, 
which Dr Warden seems to suggest might happen at the end of his 
paragraph 417. 

5.229 Furthermore, even where Issues (identified by Subpostmasters) may 
have been given an Initial high priority, high priority does not 
necessarily dictate that fu1 and properthorough analysis was conducted 
or If It was not later downgraded In order to pdorltlse other Issues. 

5.230 In relation to the KEL sampling performed by Dr Warden and his 
observations at paragraph 425, I dispute all points he makes (with 
exception of 425,5), as in my opinion, big not possible to provide such 
opinions or Inferences based upon KEL sampling alone. I do however, 
agree with Dr Warden 0t425,5 that them were other cases of regression 
of fixes aside from the one or two cases as set out by Mr Parker in his 
Witness Statement as I haveseen this within the PSAKs i have reviewed 
(Section 3 above), 
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because there was lackof a need to (l.e., resolution through other data), 
but this was insufficient in my opinion, 

5.222 'Ihe Core Audit Database was stored at Fujitsu and required Pest Office 
to make a formal ARQ request for data to be exported. Something that 
Post Office has done very few times since records were kept (See the 
numbers of ARQ requests taken from MrGodeseth's statement at5.130 
above). From myreview efthe evidence Itseorns thatwithoutreference 
to the care audit data, Post Office will revert to other sources of 
reference, typically third party client reconciliation data or that stored 
within Credence or HORice. I have set out the limitations of such data 
sets previously in this report 

5.223 Or Warden discusses at 411 the Issue faced when bugs/errors and 
defects impact Subpostmasterbranch accounts, but tiis factls noteften 
evident until monthly balancing. K13-'s are net designed per the capture 
of such enqubes. However, I have found that some PEAKS do recant 
such discrepancies tithe Subpostmaster has managed to convince the 
Post office helpdesk that Horizon Is, or may be at fault. Again, I would 
emphasise the human processes are Important to consider with regards 
to how bugs would be detected and corrected in practice. 

5.224 Or Warden (at paragraph 412) refers to the local susperue account bug, 
and the docurnentproduced by Gareth Jenkins Nr in relation to It, which 
I also address earlier In this report at paragraph 4.35 onwards. 

5.225 Or Woolen goes to some length In attempting to extrapolate and make 
Inferences based upon the number of reported branches affected try this 
bug and the discrepancy amounts In the Individual case. I do not think 
that this Is a u50011 exercise or that any meaningful probabilities can be 
derived from this example, particularly since I am not confident the full 
extent of this issue was ever truly captured by Fujitsu or Post Office. 

OOr1528e967(1) O Lnolsusporue natnDOCX, Local Saspees,Prabtem, 10 havember 
2018 tpui.oea4082) 
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5.231 In relation to Dr Worden's assessment of how well countermeasures 
were applied, I have provided my detaIed response to this In Sections 
5 and 5'Countemneasutes'. 

5.232 Further, I have provided my observations on Dr Worde 's analysis in 
relation to certain bugs we have both analysed to Section 3 'PEAK 
Dsdosere', spoeiflcally above at paragraphs 3.22 onwards. 

5.233 In relation to the variability of Horizon over time, at paragraphs 528-
529, Dr Warden states that "Harizon's regntrements, design and 
arrhltecture have bean verystable overlts lifetime. 'fiisin ltselitmplles 
that the robustness countermeasures have been similarly stable,' I do 
not agree with Dr Warden's analysis because the introduction of Horizon 
Online and network banking accommodations both forced slgnM ant 
requirement, design and architectural changes across practically the 
entire Horizon estate. Mr Godeseth supports this In his witness 
statement in which he states: "..Hadzon has constantly evolved and 
changed since Jun rollout in 3999..' I also think the implication that 
countermeasures have been stable therefore Is incorrect. For example, 
Dr Warden calico upon "manual Inspection of data' as a 
countermeasure, but facilities and processes for that have changed over 
time. There have been other significant process changes such as In 
relation to remote access and auditing of It, which Is set out at 
subsection 11 of this report. 

.flente4—Tq wl,gt evtnn,thosthaw been oatantiar for errors and data recorded 
(thin i4er1,an to arineir fat data entry. (bl ionnster or fg) precesdno of data 

in Horizon? 

5.234 In relation to Issue 4, in section 7.9 of his report Dr Woolen sets out 
his difficulties in Interpretation of this Issue and concludes that Issue 4 
is at a subset of Issue 3, which he refers to and essentially repeats. The 
points I have made above In response to Dr Warden's assessment of 
Issue 3 therefcre apply equally to Dr Warden's assessment of this Issue. 

Prepared by; Jason Coyne Prepared by:lasan Coyne 
occupatlen: Partner Occupation: Partner 

Fl ] rg r0 u p 0. the I  t dd; ITsystenu itg ro u p Spedadlst Field: 1TSystems On the mtmdfans nil Freeths LLP ..~ Co theInstmetions air Freeths LLP w' ' 



POL00107155 
POL001 07155 

1 

101024501935 01 February 2019 P00e100 of 265 181024SR1935 01 February 2019 P150201 01205 

5.235 However, In my view I do think that different issues arise In relation to 

Issue 4, from paragraph 3.148, I have sought to evidence specific 

PEAKS outside of those analysed In relation to Issue 1. In summary, I 

have Identified further Instances of hugs/errors and defects that In some 

instances may not necessarily have mused financial impact to a 

Subpostmasters branch accounts, but further demonstrate that 

bugs/errors and defects evldentwithln Horizon Indicates lackof system 

robustness. In., Horizon functionality was operating outside of is 

expected behaviour (e.g., report sets used for financial consultation 

were erroneous or defective. 

5.236 It should be noted however that those PEAKS referenced in relation to 

Issue 1 do still apply under issue 4 definition as they relate to errors in 

data recorded and processed within Horizon. Dr Warden has not 

considered that bugs/errors and defects that did not primarily muse 

financial impact in a Subposhnasters branch accounts, might ultimately 

have done so in a secondary capacity, in that they affected Post Office's 

view of accounts and ultimately the human elements of decision making 

in rasped of Transaction Corrections, 

5.237 My conclusion In relation to Issue 41slot out at paragraphs 5.153 to 

5.154 (page 82) of my first report, where I Identified that whereas It 

has not been possible to measure the full extent of errors In data 

recorded Within Horizon, It was however, clear that significant errors 

have occurred. The additional analysis I have canted out provides 

further evidence of the extent of such errors, contained within Section 

3 ̀ POST s that relate to errors in data recorded within Horizon'. 
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Fundamentally, robustness countermeasures have to be designed in 

accordance with the specific architecture and processing rules In 

operation at the time. Any change In architecture or processing rules 

can renderspec8c countermeasures ineffective. 

5.241 Overall, Dr Worden appears to take the view that countermeasures have 

been successful with a few limited exceptions. Although, Dr Worden 

accepts the fact that Horizon was sub;eet to a large amount of system 

change throughout its lifetime and that this may have Impacted the 

robustness level (Joint Statement paragraph 23, page 8). In my 

opinion, the two are Inconsistent as I do not consider that a single set 

of generic countermeasures applied across a large, changing estate run 

accurately demonstrate that it was therefore robust 

Appendix H to Dr Wont n's reoer` fre5nndIilg.tO my flrst reoortl 

5.242 In Appendix H of Dr Warden's report he responds to a selection of 

documents or points made in myortginal report.' provide my comments 

on this Appendix H here, because Dr Worden relies on his section H 

analysts at the end of Section 7 ofldu report (paragraph 588). I respond 

below by reference to the sections of DrWorden's Appendix H. 

5.243 Fusty, In relation to KELs, and section H.2 of Or Warden's report, I wish 

to Identify the following points: 

5.244 At paragraph 485 - KEL dsed4733R1L0 (regarding mis-nerved recovery 

scripts) there are seven associated PEAKs. Referenced In this KEL is 

P00272860,20 raised 13 August 2019 with the original KEL raised 25 

July 2013. Clearly the ocarrrence of "bad' recovery scripts was an 

ongoing Issue and has happened on more than one occasion. In my first 

report this was provided as one example of many to demonstrate the 

possible impact of failed recoveries on transaction data Integrity. Once 

a recovery falls it is usually no longer in the hands of the Suhposirnaster 

"1<91. 05e047330, 3528f 2013 (PoL-0019442) 
nopEAKPrb272963, 13Aug53 2018 {POI.0443958) 
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5.238 At section 7.10 of his report, In relation to Issue 6, Dr Worden sets out 

the difficulties he has In interpretation of this issue and relies upon 

subsets of his conclusions In relation to issue 3. 1 have responded to

what Dr Worden states in relation to Issue 3 above.

5,239 My conclusion In relation to issue 6 was set out at paragraph 5.199

(page 95) of my first report where I concluded that due to limitations 

found within the Horizon disclosure It had not been passible to establish

the full extent of measures and controls within Horizon to ensure system 

integrity, however, of those identified, there were many instances of 

failure. Since (Ra ouldences~ggg¢yrLthatlly9sj€yrrors and defects were 

often dealt with on a Costjheneflt basis, risks of errors arising was not 

reduced as for as possible. I remain of this view and have found further 

supporting evidence of such In the further analysis I have conducted In 

relation to the PEAKs contained at Section 3 of this report

5.240 To the extent Dr Worden relies upon his Inherited opinion (corn Issue 3,

thatHorizon did have countermeasures and controlsthat ware designed 

to ultimately reduce risk and the Impact of errors, I agree, such 

countermeasures If implemented and positioned correctly across the

relevant aspects of Horizon should reduce the risks that the design

Identified. Risks that were notidentfled by the designs were unlikely to 

be reduced and Dr warden does not appear to Consider If the 

countermeasures were in fact implemented and positioned correctly. Dr 

Worden does not propose that any further countermeasures might have 

been designed for Horizon. Countermeasures In existence for legacy 

Horizon which had completely dderent non-functional requirements 

than Horizon Online are treated the same under Dr Worden' view. 
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to rectify and the Subpestmaster is reliant on othercountarmeasuras to 

pick this up. 

5.245 At paragraph 486 — KEL obengc5933K (regarding Communication 

faliores),1'1 similarly to the example in the preceding paragraph, has 

seven PEAKS associated, with the latest PEAK (PCO272175+00) being 

raised on 16 July 2018 alter the KEL was raised 12 May 2010. In thIs 

case only partial recovery of the transaction was achieved. I disagree 

with Dr Warden and do not believe In these circumstances that 

communication failure Is rare. Further, consistent recovery failure Is 

symptomatic of a lack of robustness In not being able to address the 

underlying issue and is also Indicative of a failure of the "Robust data 

communication and replication- countermeasure. 

5.246 DrWorden atparagraph 487 states thathorizon has robustmechanisms 

to detect and correct these errors In transaction recovery. However as 

highlighted In my first report at paragraph 5.48 Post Office 

acknowledges In 2012 under the heading Of'process and system gaps' 

that there existed a tack of automated controls and significant amount 

of manual Intervention which In my opinion goes to the heart of the

question of whetherHa run mold be considered robust 

5.247 In relation to PEAKS, and Appendix H.3 of Dr Warden's report, 

5.248 At Paragraph 489 — PEAK PCO063227i12 -this appeared in my report 

at paragraph 5.143 (page 79) and Appendix A (Page 160) regarding 

Horizon robustness In relation to transfers of data. The PEAK Indicates 

a Riposte data transfer failure affecting 401 transactions valued at 

611,708.09. Fortunately, in this Instance, the bug was fixed before any 

heunch accounts were Impacted but In my opinion is still relevant when 

v1 IEL obenQe5933K, 12 May 2010 leer updated Z9 December 2010 {POL-0038204} 
5'1 PEAK PCb772175, 10 Ouly 2018 (POL-0119168) 
na Deax PC0c®227, 28 February 2o18, {POL-0237798) 
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analysing robustness and Is Indicative of a failure of the 'Robust data 
cammunkatlon and repliration'countereneasure, 

5.249 At paragraph 489 - PEAK PCO06372327e- this appears In my first report 
at Paragraph 5.57 (page 56) under regarding "Un®tegorised 
eugs/Errors/Defects". I covered this in some detail and the PEAK record 
is associated with KEL D0owe1525k115 and has 51 other assocated 
PEAK records. Reading the PEAK record PC0084115" raised 23 
November 2002 Indicates the Subpostrnaster was angry and frustrated 
that no explanation could be gluen for his trial balance discrepancy. The 
final entry on the log dated 20 March 2003 states that Development 
have been unable to determine the root cause of this prablem. Whilst a 
workaround was used to remove any Impact en the branch account; 
both the frequency and the fact that the cause of this issue was and 
remains undetermined challenges Horizon's data Integrity. 

5.250 Art paragraph 489 -PEAK PC0098844777 - this appears in myfirst report 
atpamgraph 5.28 (page-49) and AppendixA under Errers with Financial 
Impact ThIs PEAK deals with currency exchange discrepancies arising 
when carrying out reversals, Contrary to Dr Warden's assertion I do not 
believe this was a rare occurrence and on the contrary, an associated 
PEAK (PC0102404170) involving a discrepancy of £200,000 
recommended a fix forthe underlying cause of these currency exchange 
differences as part of 070 release, This PEAK may not have been 
considered by Dr Wooden who claims this was a rare circumstance and 
not a fault In Horizon with serious Impact, which on the evidence of the 
latest PEAK I strongly disagree with, 

5.251 Atparagraph 489 -PEAK PCO203131979 -this appears In myfirst report 
at paragraph 5.59 (page 30) and Appendix A underEmors with Financial 
Impact As stated In my report this was a pre-migration bug (Legacy 

' Peak F0003723,10 Nardi 2001, (POL.a238257) 
975 Not dlsdosed at the ume of subm0drg Olin repo,, 
''' Peak PCIOa4115, 23 November2002, (POI.olse969) 

Peak PC0099944, o6 Febwry 2000, (POL-0270979) 
77e PeakPC6102464, 23 Apd12004, (POL-0274132} z7 Pe.kPD)20a3131, 18 August 2010, (POL-0322925) 
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5.256 At paragraph 591 Dr Worden opines that the use of workarounds are 
evidence of three countermeasures (Redundant data storage and 
computing, with anus checks, Manual Inspection of Data and Manual 
Workarounds). In my first report I offer my opinion an the use and 
implicotlons of the use of workarounds at paragraphs 5.97 (page 66) 
and 5.171 (page 87). Dr Wooden claims no evidence has been cited In 
respect of the opinions given In my first report. This falls to take account 
of the Independent report cited In my first report at paragraph 5.171 
(Duties NetRevenloa') which highlighted amongst other things Post 
Olfrce's: 

Rnstltuttanalaeceptasee thatenom workarounds and non-ronlannanre 
0010k" 

5.257 This suggests that workarounds were an accepted business process with 
the Post Office rather than an Infrequent and temporary solution to a 
bug or process failure as suggested by Dr Warden. 

5.258 At Appendix H,5 of Dr Warden's report, 

5.759 At paragraph 492 - 496 Dr Worden addresses my Interpretation of the 
response by Post Office (refer to my RFI; Annex A) to the number of 
reconciliation exceptions which they confirmed as being 10,000+ 
transactions per week that had to be 'F99'd', in my first report at 
paragraphs 6.33 - 6.40 (pages 104 - LOG) I highlighted the Data 
Reconciliation Service (DOS) and the components required for 
transactions to be automatically reconciled and moved toe 'complete' 
status In addition to the F99 process which processes the 'resolved' 
unreconciled records and moves these to a 'complete' state. 

0290 In order to address Dr Warden's opinion that It Is misleading to portray 

the 10,000 events per week as error-prone interventions I need to
clarify that these events represent transactions that could not be auto 

70 £00A1297100007-050 ORtt.doedocy, fiaud and hbnoanf mlavm In the Pon: onto; 
Caeiarons and nemmrneeuor4es, i Odoher7a13 (FOL-0216106) 
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Horizon) and a failure of the system to correctly ®iculate volumes. In 
the absence of further PEAK records this does appear to be correct and 
the bug no longer presented itself In the Horizon online (HNGX) 

confirming the Incident occurred with migrated data and new 

data/transactions would not be affected by the bug 

5.252 At paragraph 489 - PEAK PCO203676700, PCO2634517' 7, PCO266575"0
and PCO273046205 at, appear in my first report at paragraph 5.46 (page 

53) and Appendix A under Errors with Financial impact Viewed In 

isolation these PEAKS could be cansldared minor however, they form 
part of the recurring failed communication Issue which Impeded on 
recoveries and branch accounts which Is Indicative of a failure of the 

'Robust data communication and repllotion' countermeasure. 

5.253 AtAppend)xH.4 of Dr Warden's report: 

5.254 Dr Worden addresses the Issue of"MIS-keying at paragraph 490 tut he 
does not deal with the points I outlined in paragraphs 5.125 - 5.127 
(page 74) of my first report. These focus on Internal and external 
reports h151hghting the extent and cost of dealing with data entry 

errors. it Is again worth noting the Infosee comment following their 

2008 review and shown at paragraph 5.126 (page 74) of my first report: 

"The pooceffice, his agent, dlerxs and banking partners are suffering the 
censequences ofa high kve7of transaction dupuees and customer claims 
across many financial, and all banking products due to a lack afsau-ce 
dataa lntegdty, to. values entered only once rvfthoerealldapon' 

5.255 This Is clearly at odds with Dr Warden's opinion that the Horizon user 

Interface had all the usual measures built In to Identify mis-keying. It 

also supports my opinion that 'Eady Detection of User tears' as a 

countermeasure did not necossarily support Horizon's robustness. 

77o peakPm2e3675, 31 August 2010, (POL-0373467) ern P05203450, 19 odober 2017, (POL-0430957) ac POh265575, 261anuary 2x18, (P0L-0433904} 
510 Pm273046, 05055w: 2019, (P040439981) 
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reconciled and therefore appear as an exception on the N9102 report 

requiring either a corrective action or a IC. Each of these exceptions 
will have on associated state which Is outlined in the Network Banking 
Reconciliation and Incident Management Process document715 In 
almost every case each of these states will require Investigation and 
analysis by the MSU followed by either of the following actions by Post 
Office: 

I. If It Is a "value' transactor It will require a financial adjustment 
(all); or 

Ii. If is "non-value" transaction Confirm F99 authorisation via 00145 

return 

5.261 It is therefore my opinion having read the process document there Is 

always a manual "human" element (MSU and/or Past Office) In deciding 
the corrective action In order to resolve these exceptions, This human 
determination on such a large volume of data per week represents a 

significant risk and potential Impact on branch accounts. 

5,262 At Appendix H.7 of Dr Warden's report, 

5.263 At paragraph 500 - 506 Dr Warden addresses the Ernst & Young 
report"' whkh I Identified at paragraph 5,162 In my 0r5t report Whilst 

I accept that the 2011 Emst Or Young Management letter contains 
recommendations and not obligations; in the opening line of the 
executive summary they acknowledge that the Post Office had 

addressed many of the Issues raised In the previous year's audit 

5.264 Regarding the specific recommendations In the 2011 audit It Is my 

opinion that the key recommendations directly Impact on some of the 
18 copntermeasures outlined In Dr Warden's report and therefore are 
relevant to the question of robustness of Horizon since they offer an 
opportunity to Improve these countermeasures which It appears Fast 

vas Netvwk taming Recondtstbn and Indium Management Prorassres, 36 reamary2003 (Pot. 
5132341) 

Pot Management l01IV FINALdaox, Management letter for the year ended 27 March 2011, 
August 2011 (POL-02192]8} 
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Office chase not to take.. I have listed halve the four key 

mcommendatlonsand in bmdcets which muntermeasure(s) these could 

Impact: 

a. Improve outsourcing application management; (Quality and 

Change Control, Managing non-funGi0nal requirements, Testing 

good practice) 

b. Improve segregation of duties within the manage change process; 

(Quality and Change Control, Security) 

e Strengthen the change management process; (Quality and Change 

Control) 

d. Strengthen the review of privileged access. (Security) 

5.265 At paragraph 507 Dr Women challenges the relevance of the POLSAP 

System Controls document2°r referenced at paragraph 5.170 (page 87) 

of my first report but I disagree with his position. The fact that the 

report references the Ernst & Young audit and access controls within 

Horizon makes it a relevant document 

5.266 At paragraph 508 Dr Wonders questions the relevance of not Following 

the recommendations of the 2013 Ernst & Young audit'" Identified at 

paragraph at 5.161 (page 84). I accept that audit findings are usually 

recommendations as opposed to obligations however as the Pink and 

Compliance Committee meeting minutes Is a redacted document, I am 

unable to comment further on the reasons and analysis behind their 

decision. However, In my opinion since the Issue (communication by 

Fujitsu of changes made to the Horizon system) Is relevant to the 

Quality and Change Control countermeasure, It could therefore Impact 

on the Issue of Horizon's robustness. 

xr'AR12.037.ppt,atvsi_w cFKeySy remfmtmkinF@SAP, Nevereber2m2 (Pei-0217341) 
an pyp5p. lath Sepmnber 2013.doah RktandeamPE e'eaanatea (ancC) un.'aren¢: 
dOCCPo1S/5913, 18 5ep[emaer 2013 (enr.0m7378) 
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5.267 Dr Warden bases his opinion on statements regarding generic IT Risk 

reduction counter measures and where such genertc counter measures 

have bean observed In the Horizon designs. tamp opinion that falls to 

consider: 

a. Was the design Implemented? 

h. If so, did the counter measure provide adequate coverage across 

the whate of Horizon? 

c. The Horizon system changed frequently, there is no way to 

ascertain retrospectively that the designed counter measures 

(even If Implemented initially) continued appropriately following 

each and every change to the Horizon system. 

d. Evidence from PEAKS and Kas show that bugs/errors and defects 

within Hortzan were not always prevented by the counter 

measures. 

e. Evidence from PEAKS and Ka show that bugs/criers and defects 

that were not prevented by counter measures ware not detected 

until years afterthe events. 

I. Evidence from audits that weaimesses existed In Horizon and 

related processes. 

Section 8: Effect an Horizon Bugs en Branch Accounts 

Issue I To hat er,tgtt was It emafole or f keb, for tunas, errors or defectsSr(
the  o,bnnature aliened at 6623 and 24 of the GPOC and forced to In 49 49 to 55 
of the Generic Defence to have the tential to (a) cause apparent or alleged 
discreo odes or shortfalls relatlna to Subs rte' st rs' branch etCeants or 

of o'zo 
and to record t an octlone as aliened 0h824 .t GPOC7 

5.268 DrWorden and I have approached Horizon Issue 1 In different ways. Dr 

Warden has primarily set out a financial analysis, focusing on the 

financial Impact of bugs, errors and defects based en a small sample 

KEIs, Claimant data and values from Post Office acknowledged bugs. 
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He cedes an statistical analysis from section 7 (by reference to e.g. 

percentage of suhpostmasters who would likely report a discrepancy). 

He uses his analysis to conclude that`Hodzon cannot account for even 

a small part of the Claimants' shortfalls — either for all Claimants taken 

together, or for any individual Claimant" (paragraph 573). 

5.269 I did not consider financial Impact In detail, because I addressed the 

question literally My analysis alms to address it Is '!))rely" or^passible' 

that bugs in Hon agn could have caused the apparent or a aged 

ei crepanees (as opposed M lilian i,huucial Impact). I have used a 

'bottom up' approach by Idendtying sources of evidence where actual 

bugs, errors and defects are recorded Dr Warden's approach Is based 

en assumptions which, In my opinion, are technically hawed. 

5.270 I have seteut the basis for these opinions In the following sections. 

Unknown Bums in Horizon 

5.271 Or Warden's overarching opinion In section 8.2 of his report Is that the 

likelihood of them being any unknown bugs In Horizon was "very small 

indeed", and that the associated Impact of those bugs could not have 

been large "._because of the robustness countermeasures bolt Into 

Horizon. 

3.272 At paragraph 579 Dr Warden states: 

'579. Part of the propane of robasmess In any rfnandal system K to 
ensure that far-reaching a,mm to aunts do not ocatr, An rmpaaoatsr 

part of thts is to encore that If errors should occur, they are re➢idly 

detected - and do not➢ersat, unknown, for long periods. Hadran coca 

rypieei ibrandal system in this respect In my opinion Its robostnesr 

cwrntatmaasures worked yell' 

5,273 As a general principle I agree that systems are built to be robust to 

prevent errors in accounts. However, as a matter of technical principle. 

It is also tom that bugs Ina live system are typically discovered because 

of a set of circumstances that was not foreseen during the various test 

phases. Therefore, ills very unlikely thaka system as Large and complex 
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es Horizon would contain robustness measures that allowed one to 

assume that significant  orrars could not occur because they have not 

been discovered. 

5.274 1 have noted that DrWorden appears to agree with this, as he states In 

paragraph 650 that the Recelptsi'Peyments Mismatch Issue was a bug 

that was: 

:triggered Papa rare dra,mstanee (which no would not expect to be 

avarekad In testing) and which had an off Finn brand, avnunts.-

5.275 Additionally, Dr Warden and I have agreed In the Joint Statement that 

'Each time any IT system (induding floraan) Is changed there 1v the 

potential to introdaua new bugs/anew/defects.' 

5.276 Further, the second wlmess statement of Mr Stephen Parker, at 

paragraph 17 discusses that testing did not result In the Identification 

of all errors and his opinion that: 

The same could be said efeva,y eamprrtersystam In the world' 

5.277 It Is also a matter of fad In this case that certain hugs did persist, 

remaining undetected for tong periods of time. 

I 15.278 Each bug was Initially unknown in the live system and was then 

discovered later. Therefore, in my opinion, the most likely scenario Is 

that there are (and have always been) bugs that have not yet teen 

discovered. Whether or not those bugs will have a significant financial 

GI
Impact Is net known, 00 1< would be Incorrect to assume that would be 

•-- Insignificant. 

~ -iofj 5.279 Addivanally, the PEAKS I have been able to review suggest thatthe mot 

cause of an issue was not always correctly determined when Initially 

Identified, Where this Is the one, it is not accurate to assume that the 

Issues were or was not the result of a bug — we know that there was a 

problem. 

5.280 In paragraphs 580-569, Dr Warden sets out his opinions about the 

likelihood of a discrepancy being reported by a Subpostmaster based an 
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the value of Its Impact. I do not believe that there Is any Significant 
value in these assumptions because (a) as I have previously explained, 
I do not believe there Is suffl:lent evidence far either me or Dr Warden 
to make these sort of assumptions and I do not think they are within 
my area of expertise., (b) two discrepancies may appear In the same 
trading period, I.e., the first of £850.99 the second of £-868.13 whilst 
both are signllicant, the net Impact on branch accounts (E-17.14) may 
be judged as insignificant (c) Or Worden himself refers to these as 
"weak Inferences" In Paragraph 582. 

5.281 Additionally, the "Problem Review Tracker" shows a defect opened on 
18 January 2017 titled "Products ended retnlspedively leading to 
Receipt a Payment mismatch". This detect Impacted branch accounts 
and "transaction corrections" was the recommended remedy. The 
tracker further states (24 February 2017): 

'part Once are currently not actively fnvestfgatlug as no branches have 
reported anylasses ..

5.282 This Indicates that, whilst Post Office was aware of an Impact on branch 
accounts, It was awaiting the branches to report a loss before It 
Investigated whether the cause was as result of a bug, error or defect 

Impact of Bugs on Branch Accounts 

5.283 At section 8.3, Dr Warden's overarching opinion In relation to the 
potential Impact of hugs on branch accounts, Is that this Is to be 
assessed by reference to countermeasures only. He says (at paragraph 
593): 

7allow102 myanahsk afsebusmess In section 7, kWHInow be rlearthat 
the amwer to thk quesNnn depends on the r0b055ners ofNo,tuao -sot 
an how matgbugs Mare were, Our an how well one oleos orthese bugs 
were countered and mitigated by the aebusMess Countermeasure, to 
prevent them from Creating dsaepanelec or shnMalr in branch 
accounts.-

arc Weetdy Update 26002015-H (POlC4490a9) 
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5.288 During my Investigation, when more than 5100 KELS were reviewed,

the focus was on understanding whether there was evidence of bass, T/ 
errors or defects In Horizon which could have been the muse of !1 

d;screpandes and shortfalls in branch accounts. In my opinion, there is 
significant evidence to show that theywere the cause. 

5.289 I dsagree with Dr Worden's opinion that my first report did not 
sufficiently consider the effect of robustness countermeasures (a term 
which is Introduced by Or Warden In his report). The tugs, errors and 
defects I focused an are the ones which were, by definition, not 
adequately prevented by countermeasures. 

Measures of Extent 

5.290 Section 8.4 Is focused on Dr Warden's explanation of his Interpretation 
of Issue 1. 1 have noted that In paragraph 604, Dr Warden states: 

7ftime to sparrconsidedag these bugs with non-zero but Inlulal nnandal 
Impnn, it might dWertattention from considering thesmaller number of 
bugs with signircanr rwandni Impact, which could have mado a more 
Imporrantdiderence to Clahnants'bmn h amounts. Focus on the hnaenlal 
lmpnceaf buys will help in oarrow.g Mesmpe of enquiries' 

5.291 Ida not agree that disregarding bugs, errors and defects on the basis 

of their net financial Impact Is the correct approach to understanding 

the extent to which bugs could have mused discrepancies. This Is 
bemuse, assessing how bugs have arisen and how they were resolved, 
whatever their value, Is Informative about the risks of other bugs 
arising. Additionally, for example:

a. The fact that a bug has a small Impact In one case does mean R (1 ii" j 
cannot have a large Impact In another case. 

b. A bug could have a small Impact In many different ases. 

tJf 
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5.284 If Or Warden Is suggesting that there should be no consideration of the 

number of bugs, then I disagree with this position. 

5.285 Dr Warden describes my approach as "a simple counting ormtnloguing 
of bugs" (paragraph 594). Ida not agree with this description of my 
approach, because I have analysed the evidence relating to bugs which 
reveals Information about the system and the potential for other similar 
bugs to arise. This In my opinion is an appropriate way to assessing the 
answer to Issue 1.I have provided my detailed comments In relation to 
Dr Warden's reliance on countermeasures earlier In this report Dr 
Warden's overarching opinion In relation to this point Is that assessing 
the financial Impact of bugs: 

"...depends en the robustness of Maclean -apt en haw many bugs there 
were, but on haw well the allot of these bugs were countered and 

mitigated by the robustness Countermeasures, to prevent them from 
creating dkcrapaades arehorHaiie I. brand, accounts.' 

5.286 Or Warden sets out a summary of the picture which he says emerges 

from the KELS (paragraph 596), and conclusions note the robustness 
of countermeasures (paragraph 597). Ida not agree with either ofthese 
positions for reasons Shave explained earlier in this report 

5.267 In paragraphs 599 & 690, Dr Warden states: 

'599. Therein M my opinion, bemuse the robustness countermeasures 
worked vneywei, there were veryfew bugswhich Intmdmed Inaczu,,adc 
In branch ameonts, and Meirenanrial lmpartarress Post Office branch 
network was varysmail. 

600. Mr Coyne's report appeared In imply otherwise But he had not 
anofysad the KEte arPeais to eufldant depth to madder the effoule of 
rebusmess muntermeasvres. 7herafore, his report mntalned G•de ereo 
analyek w contradict my opinhn. I have aenminad 62 of the Irene he 

relied upon, and obey confirm my uplalon. Sole anISeed is Shawn in a 
table la Appeedir G Myaendurians an mbeab,es, as demenstrotsd by 
thosa 1595, are mar coed Ln sedan 7.6' 
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5.292 Thestatistial analysis as carried cut by Dr Warden in this sectionofhts 

report Is not within my expertse. However, Ida not agree with it in 

principle bemuse (1) It reflation assumptions/approaches which Sloane 
explained above I do not agree with and (2) it relies on further 
assumptions Introduced by DrWordee In this section. 

5.293 At 622, Or Warden states: 

'Jr seems bep100eible be me that Mere k some spec.) hctor about 

Claimants' branches, wAkh makes them much muse prone to bugs M 
Hatless - bugs which one would expect to strike any breach atnndom. 
Nevathe'ecs, f have vensidared thopossilI6iy carefuuybedppmdtcF i 
have shown Mere Mat Mere k no sgnifieest dfferenm hahveen 
Claimants' branches and other branches, in proneness to bugs Jo 
Marian.' 

5.294 Shove noted the following observations In relation to this: 

a. Dr Warden has based his analysts on the assumption that bugs j " ,(i, 
would affe& all branches equally. However, as explained below J
(see my Response to Dr Warden's "Qualitative Analysis', starting 

.s

f"'~l 

at paragraph 5.319), this is not correct. As a matter of technical "n a 

principle, bugs do not affect all users equally and, as a matter of VV

fact in this case, bugs have had Significantly different effects for 
different users (see paragraph 5.322). 

h. Dr Warden's calculations In his Appendix Pore based on numerous 
assumptions about matters for which there Is no evidence, such 
as: 

1. Claimants are more likely than non-delmants to make errors 
(paragraph 435 In the Appendices document). 

It. Estimating probability of bugs occurring In a transaction with 
human error agabut the probability of bugs occurring In normal 
transactions (Paragraph 437). He assumes that, bemuse the 
system was tested, the probability of bugs occurring in a 
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finding the bug (684.4). In my opinion that could not be diagnosed as: 

'rapidly diagnosed and corroded'. 

5.310 I have not seen evidence which Is sufficient forme to conclude whether 

all Subpostmasters were compensated fortheir tosses, which Or Warden 

says "the evidence appears to imphc'(paragraph 689.4). 

a - 

5.311 in section 8.7, Dr Warden a mathematical approach by which he 

estimates the what he says is the maximum financial Impact of all 

known bugs on Claimants' branch accounts. I disagree with the 

approach taken by Dr Warden, which rests on many assumptions I do 

not agree with, as I have explained above. 

5.312 Dr Wardens approach also relies very heavily on KEIs which are not a 

complete source of Information. 

5.313 Many of the KELS did not contain enough Information to determine 

whether the root cause of an Issue was a bug/error or defect or 

otherwise, or what It's financial impact was or could have been. I have 

previously explained the limitations of KELS in section 3 of my report. 

5.314 Whilst I do not comment on the actual statistical analysis which Dr 

Warden has carried out, In summary, my opinion Is that the analysis In 

this section (amongst others) of Dr Warden's report Is unlikely to yield 

an accurate result bemuse It Is based on numerous assumptions and 

Inferences which often have no technical foundation and which In some 

cases are factually Inaccurate. 

5.315 The correct answer to Issue 1 Is that It Is absolutely possible that bugs, 

errom and defects In Horizon caused discrepancies and shortfalls. This 

Is known because, as a mortar of fact, I have Identified a number of 

bugs, errors or defects which have caused financial discrepancies, and 

it is extremely likely that there are (and have always been) unknown 

bugs. I do not know the exact financial Impact: of all of those bugs, 

amar5 and defects. However, I do not agree with Dr Warden that this is 
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dear these comments are all subject to my general objection to this 

approach and Its underlying assumptions. 

5.320 At paragraph 804, Or Warden states:: 

'The total claim Is rake a Herd, divided Into 32,000 pfe6'(monthry branch 
aaoonte) a(appreelmatalyeeual area. Bugsln Horizon are like raindrops, 
failing randomly and unl(ormly across the field. One vrouid expect 
approximately the same number ofratndrops to fall an each plat (each 

._._. setaf monthly branch accoaat), apar(rom random B6cbia05ns." 

1.321 In my opinion, this is not a technically accurate representation of how 

GRO I bugs affect an IT system. Bugs, errors and defects typically arise In a 
-, O~ )e vA 

live envlronmeatas the result of a specificsatof factors which were not 4
s~~t

', 

considered (usually due to being unforeseen) when testing the system, 

These factors could relate to anything, but Ills very unlikely thata bug 

~t~'° 

I' ~1 

'~' 

would arise as a result of some combination of factors that would be 

utilised by all Subpostmasters as this would likely have been foreseen 

and fixed during testing (prior to go-live of the system or shortly 

afterwards). 

5.322 Therefore, ltwould bevery surprising for bugsthatadseln a livesystem 

to affect all users Ina uniform way (Or Warden's "Raindrops Analogy"). 

Additionally, there Is evidence which shows that lids was not the case

In relation to Horizon. For example, the"Branch Outreach Issue (Initial 

Findings)' document0't dated 10 December 2015 states on page 10:

'88 differentawnches had duptoata pouches oearihe past5years 
o~•
,een

Z branches have hadSamrr ,ences 
41'

 `. / 

I branch has had 4 occurrences /JJ 

/ 

2branches have had 3 oaan-m a s 

9 hmnchm5 have had 2 occurences 

74 branches have had I aecvrrenoe• 

ss' Outreach BLEBfdraa Ondin00v5 091215.pprx, Branch Outreach Issue 150001 Findings), £0 
December2D15 {tOL-0220141} 
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something which can be Inferred through unsupported assumptions and 

an extrapolation of a very limited sample of the available evidence. 

5.316 In 8.8.1 of Dr Warden's report, he sets out a summary of his conclusion 

In his section 8.5. I have set out my responses to this section above 

(see 'Seating of Financial Impacts of Bugs' starting at 5.292 above. I 

do not agree with his canclosious bemuse they are based on a number 

of assumptions which are nethertedtnlcaliy sound norfactually correct 

5.317 to the remainder of his section 8.8, Or Warden sets out his review of 

several alternative sources of Information to use as a basis for 

estimating the financial loss Incurred by Suhpostmasters as a result of 

bugs, errors and defects In Horizon. I do not comment further an these 

sections which are variations of Or Warden's previous statistical 

approaches, again based on numerous assumptions which I do not 

believe provide a good foundation for the calculations he then carries 

DUI 

Jmeact OF Buns an Individual Claimants 

5.318 Section 8.9 In Dr Warden's report Is an extension of his statistical 

analysis In relation to the financial impact of all bugs, norms and defects, 

to apply this to a single Claimant This analysis is not within my 

expertise, but It Is based on the same assumptions I have previously 

explained I consider to be flawed. 

Qa ~R.'.7+fSK~iL•7fF.igF.litR7a'iF.lh pit 

5.319 In this section 8.10, Or Warden provides further statIstical analysis of 

the Claimantr' dabns and shortfalls. All of the points I have made above 

apply. I do not think this Is the right approach. I provide further 

comments on this section to the extent it may be helpful, but make 
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5.323 'fills document discusses two'potentlal separate Issues' within the 

Horizon source rode wh'dh appeared to start In 2010 and were 

scheduled to be fixed in January 2016 and reviews the branch impact 

ever five years. Dr Warden's assumption Is Inconsistent with the fact 

thatthese bugsenly affected 88 of the possible 11,000+ branches, with 

14 of the branches suffering multiple occurrences of the Issue and 74 

branches only being affected once, 

5.324 The same document aiso Illustrates that there was a range of possible 

financial branch Impacts, from £1 for some branches to £25,06(1 for 

others. Again, this tonal consistent with Or Warden's opinion that bugs 

affect all users in a uniform vray. 

5,325 As was set out In my first report at Paragraph 5.6 (Page 44), the 

Receipts and Payment Mismatch bug Impacted 62 branches with the 

majority of Incidents being recorded as occurring between August and

October y o. 

5,326 In summary, there In ro trachninl basis to assume that bugs errors or

defects impact all users or branches equally either In frequency or 

quantum. Additionally, the evidence provided to me suggests that this 

was specifically not carrectln relation to the Horizon system. 

5.327 I comment In this section on some of the graphs and analysis which Dr 

Warden has included In his report In relation to Claimantlesses, where 

I believe there Is relevant opinion evidence Icon provide. I make dear 

that I do not hold myself out as having expertise In statistical analysis, 

and do not suggest that my comments below are a comprehensive 

response to this section of Or Wardens report. 

5.328 At paragraph 812, Dr Worden sets outthe following graph which details 

the average monthly value of a deimant's loss against the total number 

of Claimants who loste smaller average monthly amount. 
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transaction with human error could not be more than 4 times 
the probability of bugs occurring in a normal transaction. 

c. Dr Worden has not considered any factors which could Increase the 

likelihood of a bug's occurrence other than human error. For 
example, he has not considered the following (non-exhaustive) list 
oralterla: 

e all

ubpostma~thQsamaa ~~as~t ealt ~dlsbibutlon 

t  1-+ izon softw
~'' 

7\T (
. 

il. Not a s ea~3 R wi  f 

e~ A~ 

/<" ` 

transaction types (e.g. SubpestmasterA might sell many lottery

tickets and Subpostmaster B might sell only a few, 

Subpostmaster C might not have any lottery terminal In the 

branch).

it. Certain Subpostmasters may have busy periods (even If their 

overall number of transactions Is smaller) or may deal with a 

larger volume of very low value transactions. 

3 ,'C/ V

Iv. Internet connectivity varies wildly depending on things tike No 

oeosraphkai location, local service providers and more. It is a l
t' 

matter of fact that this has caused Issues with Riposte (see " U 

paragraph 5.165 In this report). 

5.295 Additionally, Dr Worden assumes that, because a branch carries out 

fewer transactions in a day, it must be less likely to suffer From bugs 

than another 'larger' branch. In my opinion, this is not a technically 

sound assumption. As above, there are many other factors which Can 

Increase or decrease the likelihood of a bug's occurrence. 

5.296 As en example, if there was a bug, error or defect which was triggered 

as part of a transaction associated with selling a stamp then, unless 

Subpostmaster A sells a stamp, the chance of that bug occurring Is 0%.

If Subpostmaster B sells a stamp, then the chance of triggering a that 

bug Is higher than Subpostmaster A, even if Subpostmaster A carries 

out 1000 times more transactions per day, Subpostmaster Bstill has a 
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higherchance of triggering that bug, because the bug is associated with 

selling a stamp. 

Three Errors Cited by The Claimants 

5.297 In thissection, Dr Worden sets out his review of the Receipts/ Payments 

Mismatch Issue, the Callender Squara/Falkirk Issue and the Suspense 

Account Bug. I have noted that he has not given any consideration to 

other bugs, errors or defects which have not been formally 

acknowledged by Post Office (e.g. he does not give consideration to the 

Dalmellington / Branch Outreach Issue (see paragraph 4.44) or the 

many others that Shave set out at Section 3), 

Receipts / Pavments Mismatch Issue 

5.298 I have set out myviews in relation to the Receipts / Payments Mismatch 

Issue In the subsection headed `Receipts and Payments Mismatch Bug' 

above, starting et paragraph 3.27, and also when Commenting on Mr 

Godeseth's second witness statement 

Callendar Soaare f Falkirk Bug 

5.299 3 have set out my opinions In relation to this bug In the subsection 

headed 'CallendarSquare/ Falkirk'starting at paragraphs 3.34 and 4.2 

above, and in relation to Mr Godeseth's second witness statement. 

5.3C0 At paragraph 668, Dr Worden states: 

'Because Fu)ltsu had deelpeed the sonata, sell are assuminy that 
PJpr,:ro r?, licaHon worked correct}; and maid apt antelpate in what 
ways It might not work, In Ins' opIrlon it would have have very diflltek 
forrajitru to fie the problem or Correct it Fe/ISO were reliant on ocher 
to fie the problem; had apparently Eschcrdld nntdo this far years.' 

5.301 It is e concern if Esther did not antler years and PostOffice and Fujitsu 

were unable to do anything about if. I also note that Horizon is made 

up of ninny more 3r° party components, outside of Riposte that faded In 

this particular occasion.. 
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5.302 In paragraph 669, Or Worden summarises his conclusions on the result when trying to understand the extent to which it was likely or 

slgnlilcance of the Callender Square bug: possible that bugs In Horizon could have cause the alleged or apparent 

a. In 669.1, he notes that this bug was not detected immediately by Issues. 

'countermeasure DEA', but sets out that (669.2) that It was 5.305 Iris not comment on Dr Wnrden's statistical analysis by reference to a 

eventually detected by `countermeasure SODS and MID'. He scaling factor at paragraph 686, because again, this is outside my 

concludes that Horizon's robustness worked well. I disagree with exper'nse. 

this position. From the period of at least 2000-2006, the bug was

notdetected byanycountenneasure. 
DrWorden's Opinion on thelhree Identified Boos 

Cl 

b. In 669.3, Dr Worden concludes that the possible financial Impact ~t< 5.306 At paragraph 688, Dr Worden states: 

on claimants' branch accounts was "Very small Indeod'. This ~ Rae experts'havenothad thesmeta do fats deepanalyskformorethan 

appears to be based on his views explained earlier at paragraph a few  errors, lnd++dlny these, and R would be rmrwOsuc to expect the 

567 that: "I would expect the Subpostmaster to be left with a readarto undersfand these to the same depth.' 

shortfall 'I.e. not compensated) in onlya small m4wrAy of rases, ` 
{
!
t, 
?.307 I agree In that It Is very unlikely that either I or Dr Worden have found 

If any cases. In my opinion the net shortfall caused by at 11s    all the relevant bugs, errors ordefects that exist in Horizon which could 

occurrences would be possibly zero, and In any event at most a ~ have potentially caused the alleged or apparent shortfalls. However, I 

few thousand pounds.^Again Dr Worden is making a number of have noted that Or Worden has not attempted to consider any bugs 

assumptions for which there Is not sufficient evidence..  Other than those that were acknowledged by Post Office (tar example, 

Suspense Account Bun
he has not done any analysis In relation to Dalmellmgton). Since my 

initial report, Shave located have Impacted branch 
5.303 2 have set out my opinions In relation to the Suspense Account Bug V 

several others which 

accounts, these can ho reviewed In the table at 3.21 above. 
above (see thesecthsns sorting at paragraphs 3.43 and 4.35). The facts 

5.308 At paragraph 689.1, Dr Warden concludes: 
are as follows: 

'171,a mndusfarul drsw from anaiyslns there three bograra:]78ere are 
a The bug caused historic suspense account figures from 2010 bo be esteauh a robustness muntermeasurvs in Ronan., of many types — so 

transposed into hranehes'suspense accounts for trading periods In that even In the rare case of bugs like there which are not handled by 
2011 and 2012. the Nally automatic caunhmreasur , manual aentemeasuru enable 

b, When Suhpostmasters discovered errors in their accounts they 
the boys to be rapidly dlageuoed and corrected as coon cue they are 

first queried It In 2012. 
known about' 

5.309 It Is not clear how Or Woolen has come to this conclusion. He states 
e The cause of Issue was not identified by Post Offrce until 201.3. 

the previous sections that CallondarSquaro was active from 2000-2006 
5.304 In addition, I have noted that Dr Worden focuses on those instances'nf and that the Suspense Account Bug was not detected by automatic 

the Suspense account bug which had a large financial impact on countermeasure at all and that there was a delay of a year in manually 
claimant branches. In my opinion, this will not provide an accurate 
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5.329 At paragraph 815 Dr Wooden states In relation to this graph: 

'TAIs graph on 05 000 calk into qu0560n the Idea that meet OF the 
Claimants' cia ruled ;asses were caused by bugs In iladzon - becuse one 
Wald etpectbugs In Cerhen to heveaffe00ed all Claimants equally, apart 

(ram random hactualons, Thfs would acre ed to all Cleknssts suftenng 
ma st' equal lasses per month -00000  a 'law tall' of Cialma06 

wlm vesysmall losses per month, are. 'high fall' orClalmanes wkh very 
high Iosses permonth. since the graph shows both a law to11an0 a high 

tan, it mnbadlts the hypothesis or random Hadzan bugs Imp  ail 
Claimants. It is, however, ronsistentwith the Idea of lases being mainly 
caused by human error- with a wide range In the soles afhoman error 

In edlerentbranrhes." 

5.330 I disagree with Dr Worden in relation to this conclusion In three ways: 
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'equality'. For example, because the evidence shows that It Is 

possible for a bug to result In different values (e.g. paragraph 

5.324), It would be more accurate to say that each claimant has 

an equal chance ofa triggered bug that results Ina small shortfall 

or large shortfall. If this were correct, then Dr Warden's graph at 

813 would actually be consistent with the Idea that bugs were the 

primary cause of Issues since there Is a consistent trendline from 

the Raw tall' to the "high tail', which suggests that each claimant 

has an equal chance that a bug will result In a large or small 

shortfall, or somewhere In between. For the avoidance of doubt, I 

do not conslder thH measure definition 4f'equaliry" to be a goad 

analytical method; It is a comment upon Dr Wardens analysis 

which, In my opinion, Is flawed. 

5.331 In paragraph 816, Dr Worden sets out the following graph which details 

the average loss per month of each claimant against the length of their 

tenure. 

Average loss per month 

17229 
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orthelrtanwe (from Or waoshna 6pen Reps!) 
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a. 'This graph on itsown calls Into question the Idea thatmostofthe 

Ca/moats' claimed losers were caused by bugs In Horizon -

hecesae one would evpect bugs In Horizon to have afforded all 

Claimants equally, apart from random fluctuations..' —There is no 

technical foundation for this assumption. An Issue caused by a bug 

could arise from any number of factors and any combination of 

faders (technical or otherwise). Otis therefore unlikely that bugs 

would affect all users In the same way, since all postmasters would 

not use the Horizon system In exactly the same way. 

b. "...fill would have led to all Claimants suffering approximately 

equal losses per 500n70.' — Even If It was assumed that bugs 

affected ail Subpostmasters equally, It Is wrong to conclude that 

this would mean that the value of losses per month would be the 

same for all claimants. Bugs, errors and defects are, by definition, 

issues which cause unexpected results in software. Additionally, 

the impact of a bug, error or defect which affects (or arises as a 

result of) a transaction will likely depend on the value of that 

particular bansactan at the time. Therefore, there Is no technical 

reason to assume that there Is any correlation between the 

likelihood of a bug's occurrence and the value of Its effect. When 

Horizon falls due to a bug, error or defect it is typically the value 

of the transaction being processed at the time which determines 

the discrepancy. Furthermore, Dr Warden's assumption Is 

InconsIstent with what actually happened (see, for example, 

paragraph 5.324). 

c 'Since the graph shows both a low foil coda high tall, it con0adicts 

n the hypothesis ofrandom Horizon bugs Impacting all Claimants. It 
(,\. \ is however,conslstentwith the Idea oflossesbefngmelnly Caused 

,7,)•3F 
by human error- with a wide the lutes of human error In 

dsffuent branches." — As above, I don't agree with Dr Worder{s 

position that bugs would affect all claimants equally. Additionally, 
nfAl \\I Ills notdearwhy DrtVorden has chosen these specific metrics for 
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5.332 In Is0la8on, this graph does show that there Is a correlation between 

'average loss per month' and 'months of tenure'. On this basis, Dr 

Wooden cenclodes: 

3919. This chart is equally not mrslstent with a hypothesk that losses 

Dense from bags is Rorhon. Cn that hypothesis, the mean foe permonth 

would nut vary with length of tenure, as 8does In the chart, 

820. One passlale interpretation of the chart Is that Claimants with to „ 

shorter tenures worn less experlmned, and so were more prone to make

human errors whine caused losses." 

5.333 I agree that 'less experienced users" Is one possible. Interpretation of 

the data within this chart However, I would observe that another 

'possible Innerpretatien" Is that there Is a caretatlon between the sae 

of shortfalls which do not have a conclusively determined root cause 

and the Likelihood that a Subpostrnaster would remain In post (i.e. a 

Subpostmaster with a higher undetermined loss Is more likely to leave 

or be removed) irespec9ve of whether the shortfall was caused by a 

bug, error or defect For the avoidance of doubt, I em not suggesting 

that this is the correct Interpretation; I am pointing out that this data 

does not necessarily imply that claimants with shorter tenures were 

causing shortfalls due to Inexperience. 

5.334 In paragraph 921, Dr Wooden sets out the following graph which he 

states shows the number of claimants who were claiming losses per 

year. 
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5.335 If this data is correct, it appears that between 1999 and 2008, there Is 

en upward trend whkh shows that moredaimants were reporth:g hoses 

over a period of 10 Seals. This is not consistent ((rom an IT systems 

perspective) with Dr Warden's condoslon that the vast majarity of 

loses were caused by human error. As a general principle in iTsystems 

Impiemeatatlons, you would expect to see more human errors when the 

system is first implemented (because It will be level, veers), but for 
these to decrease over time as users become moreaccustorned to using 
the system.

5.336 I unprecedented In my experience for user arrays to Increase over a 
period 09 10 years. 

5337 It is also true that you would erect Issues caused by bugs to decrease 
over time. However, this will not necessarily be the case if, system Is 
subject to large amounts of change or if bugs, errors and defects are 
not dealt with effectively (If, for evample, they remain undiscovered 
because the cause of an Issue Is Incorrectly determined to be the result 
of a user error or If providing a fix in one part of the system creates an 
Issue elsewhere). Where this Is the case, It would not be surprising to 
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5.342 Or Warden fortherstotes: 

'the broody fat eaaure of the graph, w,'th random-leaking nuduarnns 

far year to year, qualitatively Oxatmdkls the oadon, as waspuehnwM 

by Mr Cayea, That Hordon sometimes had 'ears pearads' in which 

robustness raoeeermeeoores did sat wok well, sad Cfabnaote suffered 

large tosses as a raeo equen re In m y o pinion, any ueeh 'bad padod' we uid 

extend aver two or three years, white Felines grappled with widespread

plvbrems. The crepe deer netshaw rays pattern.'

5.343 I have three observations in relation to this position: 

a. •the broadly fat nature of this graph, with random-icoldng p \ } 
fluctuations'.' this graph is not flat, so I do not understand Dr
Warden's reason for stating otherwise. 

b. "Items graph) cantraG•ds the notion, as was put forward by Mr 
Coyne, that Horizon sometimes had 'bad perlads' in which n~ 
robustness countermeasures did not work well, and Claimants ,VJI 

suffered large losses as a consequence." — As above, this graph 
contains obvious fluctuations, from as low as "£150k In 2002 and 
2017 to as high as e875k In 2010. 

C. 'In my opinion, any such 'bad period' would extend over five or 
three years, while Fi{jllsu grappled with widespread problems. The .T 
graph does not show this pattern" — there is no technical reason
why a `bad period' would need to last 2-3 years. This Is not
consistent with my experience and I can think of no plausible 
explanation as to why Dr Warden would take this position as a 
general principle. 

5.344 Dr Worden further states: 

825. There was an obvious spike In Claimants' reported fosses in 2010, 

which one might interpret as arising from the Inirodndian of Harman 

Online, and teething problems In the new system. In Angela Van Dan 
Bagerd's Wleness Statementatpamgmph 193, shosald that there was a 

mandatory cash check In all branches before the change to Horizon 

Online, which may have caused a temporaryspike in declared lasses. If 

find that more users are affected over time because they will gradually 

follow the series of steps necessary to trigger the bug. 

5338 Therefore, In my opinion, the numbers In this graph are Inconsistent 

with OrWorden's conousion thatdaimed losses were much more likely 
to be caused by human errors than by bugs. 

5.339 Purtherin paragraph 821, DrWorden sets out Use following graph which 
showsoverall losses peryear. 

Overall fosses 
tr,nchmo 

Lessen 

renoma 

nooses, 

e; aver 

sro,xc 

s°ox 

nIl I liii Ii 
~k',s°3' ^,S''F'

Fg:ue a Grapaaeosbr overalt kisses peryear(bum orwo was Expert Aepad) 

5340 Or Warden states: 

'i de net knew the louses ofeerladon in particular years, but It it near 
thatshortfalis were claimed to have been evpedreeed Imm both Horizon 
and Horlmn Online, lean Seam of their eperetlan. Much of the varfallon 
mayjaetarka from random floelualooe,' 

5.341 I agree that the variations Could theoretically have arisen as a result of 

'random fluctuations', but this could also be explained by the fact that 
bugs, errors and defects would not affect every ciaiemst In the some 
way. 
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this is correct, to might account for the spike In 2020. Sloan many 
Claimants showed a pattern ofeeereporringbseaorareelendedpeaads, 7t 

followed by large Sumps' of loan, rots second account appears more

likely.` 

5.345 In my experience, a major change too platform will almost always lead 
to an increase In bugs, errors and other Issues. Therefore,i do nota9ree 

//l/~~t~.
that the mandatory cash check was'more lkely' to be the cause of the .Qoi 
spike in 2010. The most likely scenario Is that both of these were 
factors.

Dr Werden's'Ouantmtrve Analysis' 

5.346 in Section 8.10.4, Dr Warden sets out his conclusions based on his 

analysis asset out In Appendix E. He states at paragraph 827: 

5.347 Ida not comment on the statistical calculations which Dr Warden has 

carded out, for reasons I have already explained. However as I have 
explained previously, I comment below an facts or assumptions where 
I believe this may assist the Court. 

'!fall the Clalmant,'dafinedshoMals arose from bugs in Hurizan, or 

even If large partof them did, one would eaeevpectto see a Sow lam of 

many Cfelmants with small monthly shortfalls (as in the chart above), 

much less than the average sharlfa0 of£350 par month, as dalmed by 

e11 the Claiman5: 

5.348 From a technical perspective, there Is no basis for the assumption that 

the likelihood of a bug's occurrence correlates with the value of a 

shortfall. By de5nitian, a bug, error or detect Is an Issue which causes 
an Invalid or unexpected result, so Itis wrong to conclude that bugs will, 
on average, result In larger shortfalls. As set out In the example at 
paragraph 5.324 above, It Is entirely passible for the same bug have a 
small impact on one branch and a large Impact on another. 

5.349 Within Appendix E, Dr Wooden has made a lot ofassumptlons far which 
I believe there Is no technical or factual basis, for example: 
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a. At paragraph 379, Dr Worden assumes that bugs accurat random, 

and there Is nothing about the behaviour or circumstances of any 

claimant which makes them more or less likely then any other 

claimant to suffer In any month from a Horizon bug which affects 

their accounts. I have set out my reasons for disagreeing with this 
assumption in the preceding sections. 

b. At paragraph 380, Dr Worden assumes that, if ltwere claimed that 

some factor led to a higher incidence of bugs, then It would be 

necessary to show that claimants with high monthly losses were 

subject to that factor, and claimants with low monthly lesser were 

not. However, as I have set out In previous secdens, there is no 

technical basis for assuming that the likelihood of a bug's 

occurrence is proportional to the value of Its effect Bugs typi®ily 

arise in live systems as a result of a specific set of circumstances 

which was not foreseen during testing. Thera Inns reason thatthe 

effedef a bug needs to be large for Itts beconsldered a bug, error 

or defect. 

c. At paragraph 381, Dr Worden states that human errors would not 

affect all branches equally en average. I agree that this Is likely to 

be the case. 

d, At paragraph 383, Dr Worden assumes that bugs affect all 

branches equally In terms cf"amount', except forsroail statistical 

fluctuations. As I have set out In previous sections, there is no 

technical reason to assume that bugs would have the same effect 

In a8 roses. In relation to Horizon, it Is a matter of fact that this 

was rot the Case, as set out In paragraph 5.324 above. 

e. At paragraphs 384 and 389, Dr Worden assumes that claimants 

with the smallest monthly average loss are the ones with the 

lowest level of human error (pares 384 & 389) and that, on this 

basis, these claimants give the 'best' measure of the level of 

shortfall in their accounts per month from Horizon bugs. As above, 

them Ions technical reason to make this assumption. A bug, error 
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above, Is a position with no technical foundation and is factually 

Incorrect In relation to Horizon, 

I. In paragraph 401, Dr Warden assumes thatthe uncertainty caused 

by factors such as variation In the size of branches Is small. Dr 

Worden gives no basis for this assumption. 

5.350 In my opinion, ills very unlikely that an analysis which uses these 

assumptions as a basis will result In an accurate conclusion In relation 

to the percentage of losses that were likely to have been muse by bugs 

as opposed to human error. 

or defect could theoretically account for 100% of a claimant's 

claimed monthly loss (if, for example, they property dealtwith any 

human errors during their tenure). 

f, At paragraphs 385 & 389, Dr Worden assumes that a sample of 

claimants with low monthly avenge losses can he scaled up to 

accurately represent the proportion of total losses caused by bugs 

across all claimants. As above, there Is no reason to assume that 

bugs (or even any given bug) will affect all claimants equally. 

g. At paragraph 385 Dr Worden assumed that losses from horizon 

bugs were never, or very rarely, cancelled out by gains from 

human error. No basis Is given for this assumption. 

h. At paragraph 387.5, Dr Worden assumes that bugs have an equal 

average effect on any given -claimant month. There Is no 

technical foundation for this assumption, especially given that 

Horizon was continuously updated over the coarse of many years. 

1. At paragraph 393 Dr Worden assumes that, by taking those 

claimants with the lowest monthly average loss, Dr Worden has 

selected those claimants ,oho were 'lucidest In not suffering In 

bugs from Horizon". 

j. At paragraph 393, Dr Worden assumes that 'good months" 

compensate for 'bad months', so the amount of fluctuation 

between claimants Is small. There Is no technical foundation for 

this assumption as bugs could vary wildly In their effect. 

Additionally, this contradicts Dr Warden's graph (Figure 8.4) In his 

main report, which shays major fluctuations In overall loses from 

year to year. 

k. At paragraphs 397&398 Dr Worden assumes that there is a'lucky 

claimant effort' which means that the fluctuations arising from the 

random nature of bugs cannot be more than a factor cf 2. This Is 

based on Dr Wardens assumption that bugs, errors and defects 

impact all claimants In the same way which, as I have set out 
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1 e cwtredual arrangements behveen Post Office and Fujitsu so I am 

,~y~t("  unable to provide opinion as to what the casts of Fujitsu fixing faults 

`ems might be, In my experience, fault determination and resolution costs 

can be many times that of administration and therefara the cast benefit 

analysis exercise could be different to that set out by Dr Worden. 

} 5.354 upon review of further material disclosed In relation to the responsive 

witness evidence I wish to make the following poloist 

5,355 It should ha noted that Mr Paul Smith sets out in his 16 Novemher 2018 

witness statement— the percentage of transaction corrections that 

Section 9: RecondlfatlOn &Transaction Corrections 
weresuccessfully disputed. Bysuccossfolly disputed I take this to neon 

that Post Chico initially believed that the Subpostmaster was liable for 

Ovv'ervfew 
r 

the discrepancy but when the Subpostmaster contested, Post Ortce 

5.351 In my first report (at paragraph 6,38, page 105) I set out that 

Pestr.4v~,

_ i,l{ investigated further and found this was not the case and therefore 

Office had explained, m a response to my Request for Information, that corrected the position.

10,000+ transactions per week suffer tram problems and are not  Ihad originalyconsIdered theta Transaction Comactionwas onyfssued 

automatically reconciled, I also explained that It was Post Office's view by Post Office after It had validated Its liability assessment with all 
thattheze Reconciliation Errors were dueto system faults (page96 pats technical mechanisms and had examined data available In the Horizon 
6.2) and thatsuch systemfaults are corrected on a "cast benefit basis'.  audit logs. Only following these chests should Post Office believe that 
When suds reconciliation errors occur, Post Office utilise a largely ,~' the Subpostmaster must have made a mistake. 

7

manual process to resolve them. 
r~1~t~~

 )5.357 However, on the contrary, 77% of 2,890 Transaction Correction 
5.352 Dr Warden and 1 both refer to one of the same documents In our V0 ,) . - disputes were upheld In 2016/2517 hr relation to Santander Manual 

respective reports 0" Deposits .

5.353 5.353 Cr Worden, at paragraphs 920 to 926, sets coals cost benefit procas 5.358 Fallowing this. it is difficult to conclude anything other than Post Office, 
that Post Office might consider. His explanation Involves considering 

administrative costs and balancing those with the reconciliation 

dusaepancies. Whilst that might be one cost-benefit consideratien for 

Post Office, I was Instead making reference (paragraph 6.3, page 96) 

to Pmt oulce'sfix of Hortson system faults on a cost-benefit basis, then 

Post Offce will need to consider Its spend with Fujitsu, which I assume 

may be larger than administration costs, 1 have not had sight of any of 

211 SVMSnrAPR00012 - Recondiladun and Incident Maeotemant Joint Working Ooammtdoc, 
femnuiadon andlnodent i400a5emeatJarntwerkbg uxaaneo4 18 March 2013 (POL-02[9591) 

after initially claiming that the Subpostmaster was liable for the loss, 

concluded that it had attributed liability incon ectly and thatthe loss was 

due to another undeclared reason (Post Office client mistaken. Horizon 

system fault or Post Office process fallure, or others) — only after the 

on (Wrisess Statement of Paul Ian Michael Smith, 16 November 2010) 
all 10"b of .115antarderl7anaaota, eavecuaru svaessfully disputed. As ca!Mated bi or 
warden (1) at pan 991, taken from Nrsmithnwlmesn statemem 
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discrepancy had been contested by a Subpostmaster prompting Post 
Office to Investigate further. 

~t C 
5.359 Therefore, In summary, the above is evidence of Post Office assuming h 

; the Subpostmasterls liable and issuing a Transaction Correction befcre

G RO completing an examination of all data available in Horizon, including the 

L.---------I Horizon Audit Logs. 

5.360 Compounding this theme, data provided In Paragraph 31 of MrTorstein 
Godeseth's 27 September 2016 witness statement" suggests the 
position that toot in 4.66 above, that only a fraction19 of Transaction 
Corrections are valklated using audit data. 

5.361 Mr Paul Smith explains In his 16 November 2018° witness statement 
that: 

'Past Office NLoduced a case management system that record each 
Individual challenge to the 1C In September 2D18'and that, "lndHfdual 
challenges to TCs were eenrernrdtng prior ee this and therefore It It not 
possible to state what pmparttan of ito have been challenged 
hlstodeaity' 

5,362 The Transaction Correction dispute Investigation process Is set out in 
more detail In Ms Philips' witness statement of 28 September 2018.°" 
She explains that the process of documenting Information about the 
dspute by telephone, email or letter has only been In place since 2018 
with the Introduction of a 'thatch Dispute Form". She explains, 
however, that the process had been in place since November 2015 but 
was undocumented. Otis not stated what process was In place prior to 
November 2016. 

'ao (uy,Mse statement of Tme2dn she Godeseth, 27 September 2018) 
'rs I.ess than 0.67% of the total Tramactlen Casedlens could have been inveedgated wth Rol 

alt If Its, than 720 ARgsear. requested by POL eec (mtoess Statemtlu' of Padhn P.idheel Srtuth, 06 Nevernter Yale) 
eq (Witness statement of Dew, tows. Chips, 28 September 20103 
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Whenever the eomperisen revealed any d saepanry, there appeared to 
Inn h::man process or deddrog where m alfeeate reopensfanty far the 
dsercpancy. 

This had to bee human process and was therefore subjectto comer, 

If responelblgty eves allocated to a broach, it raculcr lea TC which the 
breech mightaccept or query before it entered the branch accounts. 

There was also reeondRat oo of cash ree,med from branches to Post 
Office conk management orin the revese drecttee 

5,366 I find nothing contentious with what Or Warden has stated, which 
avoids with my understanding. 

7s ve 15— HOW dkl Ijpn1ngIipmOfsn andtor recordT coon O cHon 

5369 Dr Warden accepts that the Transaction Connection process could lead 
to Transaction Corrections being Issued in error and that when 
disputed, some Transaction Corrections are retreated. 

5.370 Dr Warden explains that in his view, Double Entry Accounting and
Manual inspection of Data would provide some level of control of the If W

Transaction Correction process,  but as I have set out above 01 4.64 and , 
5.35710 reference to the witness statement of Mr Paul Smith; if 77% of 
the Santander Transaction Correction disputes are upheld It does not 

appear that appropriate central is exercised by Past 0flice, or that such 
controls do not work 

5.371 Or Warden explains at 924 and 925 that the administration costs of 

dealing with disputed Transaction Corrections would often exceed the 
amount of the Transaction Correction Involved. I have not had sight or 
any Post Office administration costs for dealing with disputed 
Transaction Corrections and therefore cannot agree. 

5.372 Dr Warden also sets out a number of different ways Past Office may 
choose to motivate Subpostmasters, this may not be as simple as Dr 
Warden suggests as the PostOffice"ootseurces" a numheref thecentsai 
support costs, hnlydesks as well as Horizon Investigations to either 

181024581935 01 February 2019 Page217 ̂ _f265 

5.363 Therefore, it Is unknown if the appropriate information required to 

conduct a review of a disputed Transaction Correction was gathered 
prior to November 2016. 

5.364 Similarly, it cannot be clear if the percentages of Transaction 
Corrections successfully disputed in recent years Is the same far the 
earlier years of the Horizon lifetime. 

Issue 5 —How. If at all, does Horizon systeni Itself cearoare transaction dote 
recorded by Horizon aeabmt transaction data from outsides u 

0.360 Reconciliation, the process by which the Horizon system Itself compares 

transaction data recorded by Horizon against transaction data from 
sources outside of Horizon Is dealt with In my first report at Section 6 
(page 95). 

5.366 in summary, reconciliation is a large and complex fadllty. It Involves 
many differentstreams of electronic processing from both Fujitsu data 
centre computing components, multiple 'external clients', Port Omre 

and Fujitsu business process departments and manual Investigatory 

procedures (where corrective fixes arc applied, If necessary). If the 

reconciliation process Identified a differanca between the sources being 

compared, then manual steps are taken to establish and correct the 
errors and potentially Issue Transaction Corrections, or provide 

payments to external clients (where a negative discrepancy might 
occur). 

5.367 Dr Warden and I agree en the basics of iecunciletion with him stating: 

Permost of➢eerOtlea4 dlaeee (terwAam Pos1Olfire branches carry act 
agency bueriness) them Is a regular aatomated process of comparing 
(rerandfing) the trancdeeae as recorded by Post Once, wfbh the 
beasactans ac recorded by the dfentarganaadon. 

]Test e..parrseae might or might net be reread eon within Herleon 
gtsdty both, any even , be®use afthe lame volume eftrensactons, the 
compadr00 had to be automated. 
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ATOS or Fujitsu and therefore the costs and motivations will likely be 

more complex. 

5.373 Dr Warden explains for his calculations in paragraph 931 that: .One 
may assume that any erroneous 75110 likely to be dsputed'. I do not 

agree with h this assumption and this is at adds with that which Or 

Warden expressed early in this same section (at paragraph 923) where 
he explains that Subpastmastets will take decisions "on a cast-benefit 
basis designed to make besteese afh)s oem time :There are many other 
factual considerations which 1 thlnkwoutd need to be taken into account 

before deciding how likely It is that an emmoieousTC would be disputed 
e.g. the evldes,te provided and how easy or diliicuitthe dispute process 
is. 

5374 From paragraphs 935 in Dr Wardens report he calculates a value for 

the likely hepact an Branch Accounts of Incorrect Transaction 
Corroctions and a numberof assumptions are mada which t belleve are 

unsafe

to make. 

5375 For eample, at paragraph 936 whilst Santander may not account fora 
large proportion of the Transaction Corrections they may be relatively 
high value Transaction Corrections. Camelot does indeed account far a 
large number of the Transaction Corrections, but I could envisage that 

Camelot Sansactions may be relatively small (National Lottery tickets 
costing £1), when compared with Santander transactions. 

5.376 Additionally, at paragraph 943 Dr Worries explains that the Claimants 

branches are on average three times smaller then the national average, 
hosed on number of transactions per day, it is my opinion howeverthat 
the likely Impact of incorrect Transaction Cerredlom on branch 

accounts would also be weighted by both the types of transactions and 

values of the transactions being processed when exposed to the 

bugs/errorsand defects within Horton andthererore must be taken into 
mns:deration. 
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Conciuslons 

5.377 In my first report (at paragraph 6.38, page 105) I set out that Post 

Office had explained in a response to my Request for Information that 

10,000+ transadlcns per week suffer from problems and are not 

automatically reconciled. I also explained that it was Post Office's view 
+t 

That these reconciliation errors were due to system faults and thatsuch (Z o . J 

system faults are corrected an coa "cost benefit basis'. Since my first 
~1 `~

report, I have  oar no dt - on that It is also pcgib!e a number of these 

reconciliation errors might be caused by Incorrect reconciliation data 

from external dients. It is also my opinion that Post (Slice are Issuing 

transaction corrections to the Subpos`master to attempt to modify 

branch accounts to correct these reconciliation errors before all of the 

possible checks are complete. 

5.378 When such reconciliation errors occur, Post Office utillse a largely 

manual process to attempt to resolve them. Such manual checks would 

typically not Include an Audit Request Query for Fujitsu to look at the 

audit logs and Is sub)ed to human error. 

Section 10: Facilities available to Subpostmasters 

5.379 My OV.nian In relation to this section is set out at paragraph 7.40 (page 

125) of my first report and has not changed upon review of any further 

material provided In additional disclosure. 

5.380 I have noted that at paragraph 954, Dr Woolen has listed a number of 

assumptions he believes were made In my first report and then 

concludes that these rest on an unrealistic picture of how commercial 

IT systems are built, used and supported. Dr Wordan does not set out 

where In my report these "assumptlonse are made but, for the 

avoidance of doubt, they do not accurately represent my opinions. I 

have clarified my opinions In the table below: 
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to the users. about Hadren hots,ea itImt dear 

955.5, mnenann' 
to me were OrWordenhastaken 

system gIrs results, 
this "aawmptten" lam. 

Whllhpualelts users At 7, 1510 my fuse report, Istatedl 

(ferany cause), further .,b pardae Jo1nt7pere, statement, 
automated massages doe extents whkh nMlrsyaem 
flew thesyatam era only o, dsoradtafyalartas leersm 
,fished help loran,. bugs wohin rhovyatemfaellb 
They need support from ne«xsady nmeum.` 
a hummbelng. Who cosy 

need 10 00000 a¢ount of iha b rdlerztrd at pam9mph3.4. 

the dramaanas and As above, my report addresses the 

bring to bear, wide queattanaboutthe e44enttovhlch 

nouns/c' knowledge Hanlon e3e0 alerted Subpostmastus 

efbugs, e,mrsand der000s (not Ions 

Nstfuded be do In Maus 2). 

954.3. in the acre of an 955,6, Anomalous needle THs to not an aeuerate 

erumale, Itwos may ads, far a wide re resentatlon at my opinion. 

Inambent on the variety of reemns - from There Is nothing In my report width 
subportmaster to human error, to errors In 

suggests oevii*9 line aides. loin 
dispute the ausa or the pmosdng attha bade pat dear tome haw OrWmdenhas 

namely vdN post 0(000. end. understanding the Cape to this senduslon. 
was depends 
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between the mne,(ume reportl haveseeaut thepecasa for 

knavesvtut he rid) and °°osl s a Transadlan Correctloa, 
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mud, more about hark- net sggest) that It ou.Incmbent 

end ayear").To gamey on a sabpaspm dispute 

mthis aperedon as a at the cause ,fan ananaiy In all 

dispute a rundementaty hommoss' 

misleadmg. 
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OrWomen'e 
Interpretation of My 

Opinion 

Or Warden's Response Mpnespomse 

eit.l. It would have 955.). R Janata good This is net an areumte 

Sorb a goad thing to thing to give the saes representation of my opinion. 

p,nsldeSuhpostraaters Infamladon about part, Ata.et a my arse repot, i state: 
Wm more 000mrathen of an lrryotea'viadt 

aboutthewpdMgsof thayefoneteomunterin '5„paosanas;a5 hadaoreama 
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I. do -o out. 7tury 11, be cape¢ m see ,hen dot 

pemlemd spin. Subpostmostersatetha eeserecfrhe 
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not typamoy an gNrnaasas to 

aayrnllg echoed what was ocmonory 

PorNem taearryoutraerr'a tr ess 

as us.Pl' ark Wes.' 

This Is eoototid In my mnd.aoa at 

9,20. 

There loot point in my report where 

I surreal that Itvmuld be e'geod 

thing"ba supply subpostrnasteavdth 

IrFennodan abase the bmerveddenn 

d Horimn, and I have sped&aNy out 

out Nat this Ia not the case (at 

above). 

My condtlOon a that, 000 flatterer 

het, Subpeemasters did at have 

acct- to the Idarmatlen that would 

have been required to Identify the 

cause of a discrepancy It that 

dlserepency was caused by a system 

ruse. 'solo Is part d my answer to 

leaves. 

954.2. mires was, 955.4 whin the mull eaten console 

rauRNHodton, Olen dmd,persdan or repruenbtlon oftnyepinla. 

stradd have been come eyeramd', +xrsome 
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554.4. N dung so. 953.2T0 anadpate the This b not anam,00te 

fiubprrAnastetsoadd amaoprepardasdrases mpresentauaa ofmyopinlon. 

usendy use lnfanrmtlan where the Rsystem Isle See my response to 96e.L 
aboutthaback-end eaa05t 0,a is no pdrtln 

systems a(liodmn to trying to edeete oil tire 

Infrthataemta cutely uses Ndebla and 

was caused by a bug In ter0aroiony orthe 

Horlmn. system wWeh soli never 

noes them. 

508.3./b O'system, can 

give its users useful 

wandngs and error 

menages Is. variety or 

Ctuatieres, butnene,ally 

not he the rase an 

prenouely u dlomsored 

hugsm thesystena 

954.5. eeause 5557. Staff one Th e n," ea aavoate 

Subposhnarters ad not dr9atkeadanewlm J representation ofmyapINam 

have all thislnrormadeu. support anlrsystem As amatter of fact, there wet an 
but Post Office did, them have a sbonglroendua asymmetry oflnmrmanen. Or 
was an asymmetry cf to understand bugs and woolen appears to agree vIN this 
InIaenebdn between to get them coed, to given that, as above, ha has stated: 
Subpostmasters and Post reduce Ndrfuture 

Office -whIhFeet Omce vaerldoed. 7heyhava ne 'fsfonolouoodthing tagr+e the 

used to unfairly attdbute Interest In leaving legs aormlolivoadov aboutparts,fan 

the anew of bugs In unysed, so the same Hararem Wilco theyda not 

Hodson to human error prklers keep redartng. enmumerfnehefrdafywvk' 

by the Subpost esters. I have never segg ested that Pese 

Office used the aspxeuaWN,f 

Information to'udaldy cr0050s 

bugs in Noun to human marbly 

rile subpestmasters' 

I have stated mat Past canoe had 

access to doe Information required to 

identify he eabteaa and causasd 

bugsin Horton and a 5ubpostm550er 

515 601. This Is matter of fact and It 
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relationship to be between an IT 
systemssupplier and a user. 

reliant on Past hobo to Identify 
Wane insets thatwxre mused by 
bugo7Nsis not a mnlroversial 
ponder. It ion  maoo, of fact based 
on the information that was avaliable 
to each party. 

Furthermore, I did not svgpent that 
neon and a ganlnatla s have an 
bhterest in laving bug. unfixed In 
my pavlousfopart. However. I 
agree that Rte typioty the axe that 
nrgantoauenxdl leak an resolve 
defo n a.sasa as peadble. 
However, Fast amlot au6oarad the 
fang Of bugs to Fatitsv and the 

anagementofrefemna data to 
ATOS,vmlel, could meen thorn was a 
eostassodated wth certain activldes 
tented to bug•htMg. The could have 
led to the postponement options In 
carton butanes (eg. if hags woud 
he rued In an upmgilflg 
petddrelease, ar Ifa manual 
wodamrmd was prefeaed). 

5.381 Dr Worden reiterates these •assumptions in paragraphs 961-979. My 

opinions remain as they are setout In the table above, and I have noted 

the following additional points. 

5,382 In paragraph 968, Or Worden states: 

Issue 2 appears to be asking - could Post 0810a have attest in, 
Subposfmasters automated support to Hadzon, In the place of human 
euppaoel" 
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- The evtent to which any lrsystsm one autamatially alert Its anus to 
hugs within the system hair l5 necesadiy ibnired. While Horizon has 

automated checks, which would detect cep bugs, Mere are types of 
bugs which would not be detected bysnch becks-.' 

5.389 I have also noted that Dr Worden suggests at 89,7 & 955.7 that 

olayporters of an Irsystem have a "strong Incentive: to understand bugs 

and to get them frked'and then further at 974: 

7n my experience any ampetentlrsupport aparahka igaeteiri to Its 
arses, when they draw M, aftention to any problem which an be Axed 
to reduce the future ausbrafsuppart' 

5.390 1 agree with this as a general principle. However, Post Office outsourced 

the fixing of bugs to Fujitsu and the management of reference data to 

ATOS, who were likely to be operating tinder a Service Level Agreement 

("StA') which could result in a charge for Post Office whenever Fujitsu 

and ATOS needed to carry out certain activities. This could have Led to 

fuzes being postponed in certain Instances (e.g. If bugs would be fixed 

in an upcoming patchlrelease, or If a manual workaround was 

preferred). 

5.391 In the remainder of this section, Or Worden reitertes his opinion that 

he would not expect Subposimasters to have detailed knowledge of the 

system. I agree with this position. 

Issue 9,-5fubsusdobnstof Ability to Identify Eststnoce & aus ot'Discreyamnties 

5.392 The maladty of this section reviews the information that was available 

to Subpostmhsters which is notwntroverslal. 

5.393 Dr Warden's overarching slew reiterates the position In the Joint 

Statements: 

-The muses o1 some types of apparent Or alleged dbcrepandes and 
50ortfalts may be identifled (mm reports crtramnatten data available to 
Subpostmasteeo. Other causes of apparent araileged dlscrepancb:s and 
shams Its may be more dtfeultorlmposs/ble, to ldapfy Shorn repass or 

transaction data avaiiahle, to Subpaslmasters, because of their limited 
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5.383 This is not my understanding of Issue 2. For the avoidance of doubt, I 

have not Interpreted the question In any similar way to Dr Worden. I 

have taken It literally and Investigated whether the Horizon it system 

Itself alerted Subpostmasters of bugs, onrors or defects as described In 

Issue 1. 

5.384 At 969 Dr Warden has stated:

'Sfmiiarly, thereseems a beau assumption behmdlssues Pond 14 that, 
Shea enough automated infaanaton, Subpastmasiero could somehow 
identify Me oeuses of shaHf ie (deep Inside Halton), and might hev. 
the lmawtedge and perslstaace to 'dspute' them with Fujttsu support 
atoll, whose Job Into to Saab atsuch boons, and who would have a deep 

know/adgeofHarfron intemais.' 

5.385 Again, I have not made any similar assumptions or interpretations. I 

have taken my Instructions literally and answered the questions with a 

view that they do not need any changes based on my own 

interpretations. 

5.386 At paragraph 973, Dr Worden states: 

'A final assumptian to he addressed here to that the support itrndlan 
Would abWays start by a050ndag than any pmbiem had anise fmm en 
error in the brunch and would not give eufgdent credence to the 
posiblity that it might have aroses ham a snnwaon term' 

5.387 Shone not made this assumption when answering Issue- 2, 9 and 14. 

Again, I have taken each question Iiterallyand answered Itonthat basis. 

I have not attempted to add any of my awn Interpretation to the 

meaning of the Issues. 

Issue 2 -Did the Hodzon_IT_System Itself alert Suheastmasters of such bunt. 
errors ordefeds. 

538E Or Worden's overarching conduslon In relation to Issue 2 is that 

'Horizon did not In general, alert Subpostmasters to any signbfcant 

bugs or atherdefads In the system itself.' I agree with this, as well as 

with the extract from the Joint Statement which states: 
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knowledge of the c,mpiex back-end systems. Fdentiaaton requires 

aepemtian of Post Ofoa staffandSobpashnastee.' 

5.394 I agree with this position. 

5.395 In addition, I have made several other observations in relation to Dr 

Warden's con0iusions-

5396 At paragraph 958, Dr Worden concludes: 

"Fn my eptakn, from amparing human errors with software agar notes ~`\ 

In Horton, raostdiscrepandes are caused by human error. The funrrrans 
..11ble (toot Hanson, when awed in acard... wild Post office 

' 

•`` 

guidance and pwcedares, enable 5ubpoebnastus to Identify the ausee 
. r s„ I".., sfsarh dlsunpandes_' 

7~.. 5.397 1 do not agree that this conclusion Is based on a solid technical 

foundation, as I consider Dr Warden's analysts In relation to software 

error rates to be flawed (see my response to Dr Worden's Section 8 

above). 

5.398 Furthermore, Dr Worden's analysis does not appear to account for 

issues caused by 3i° parties, which may well Include human errors, that 

Subpastmasters would not be able to Identify. Additionally, this 

cenciuslon does not consider Issues such as the one highlighted in 5.23 

(Page 47) of my find report which states: 

'Them is also evldenee of rash declaration discrepancies arising from 
ninth dupbatng smfltantetn 700sad10a5 rRM-In7 beauseofwmep 
massages being presented on the Horizon counter mote (acha621P). 
This would resultin lneonect cash, amounts being declared.' 

5.3S9 Where this Is the rase, even If a Subpostmaster followed the cored 

procedures, they would not (or at least not necessarily) be able to 

Identify the cause of that discrepancy because the system would not he 

showing the correct information from which they could carry cut that 

process. 

5.400 1 have noted that Or Wordens conclusion Is based on the calculations 

set cutln his Appendix F. As I have set outat 5.349 above Or Worden's 
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cekulations In Appendices E and F are based an an assumption that 

bugs affect all users equally (both In terms of frequency and impact). 

In my opinion there is no technical foundation for this assumption and, 

in this Case, it Is factually wrong. 

5.401 Dr Warden further concludes at paragraph 92 (in relation to issue 9): 

'In my opinion, most discrepancies are mused by human error. The 
funmvns aealiable from Morison, when used 1, —dance with Past 
Office guidance and precedures, enable Subpastmasters is identify the 
eau ,s ofsuch dtsuepandes. S ibpaubnaetaue and thei—OVit. a the best 

placed to Inyesdgate such dfscrepande , because they are the only 
people who have first-hand knowledge of whathappensfa tteirbrandtes 

Part Office and PLptsu support teams can only use their knowfetlge of 
systems and the dabs stored within them; whereas the Sebporbnaafa' 

can one their knowledge gf what happens In branch.' 

5.402 In my opinion, this Is not a complete picture Although the support 

teams may not have been physically present when a discrepancy 

occurred, to practical barons they still have access to the same 

information as a Subpostmaster because that Subpnstmaster could 

share the Information with Post Office and additionally, Fujitsu has 

access to the full audit logs, With thin shared knowledge, Post Office 

should then be In the best position to Identify the muses of 

discrepancies (whether mused by software bugs or human error), and 

to advise on how to use the system to rectify the situation. 

5.403 Additionally, it is noteworthy that Subpostmasters were not the only 

staff In branch, so It Is also possible that they would not have been 

physically present when a discrepancy occurred. 

5.404 Or Warden's overarching opinion In relation to this issue is that R Is a 

matter of fact because it addresses how Horizon dealt with certain 

issues, which Or Warden has set out the specific subsections. My 

observations to each of these are: 
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5.405 In Section 10.5, Or Warden comments on my report. There Is nothing 

substantially different between his comments hr this section and the 

above section, so my opinions are as set out above. 

Section 11: Faellitles available to Post Office & Fujitsu 

OVerylow 

5.406 In this section Or Worries has grouped the Horizon Issues differently to 

the groupings I adopted In my first report Far the purposes of 

readability,] will respond as per Dr Warden's group?figs with regards to 

dealing with Issue 8 In this section (I did not group Issue 8 with the 

remote access issues In my first report), However, Issues 7,10,11, 12 

and 13 all relate to remote access elements and permissions and are 

inted'mked and I shall therefore group those In my responsive analysis. 

5.407 I feel It is Important to note that In cons derallon of my opinion In this 

section: 

a. Throughout my review of PEAK records within this dispute, I have 

noticed that the procedure for Fujitsu to perform modifications to 

branch data was often subject to an 'OCP' request, sent to Post 

Office for approval. i have requested, several times (RFI Appendix 

A), the OCPs In relation to financial accounting corrective fixes 

applied within Horizon, This was provided 24 )an cry 2019 but I 

have not had time to censiderthis. 

b. in radiation to the Transaction Correction tool Referred to within 

Issue 30 of this report I have requested the audit file of its usage, 

in order to support or disprove my opinion that this tool has been 

used more than once. Note that even If has Indeed only been used 

once, Balancing Transactions could still be conducted by Fujitsu 

SSC (in Legacy Horizon) and through Privileged User access in 

(Horizon Online). 

5.408 I feel it is also Important to note that In addition to the conclusions in 

my first report (paragraph 7.40, page 125) In respect of Issues 7,10, 

11, 12 and 13, additional material disclosed, and review of the 
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a. 10.5.1 In Dr Warden's Report (Comparing Stock and Cash) - Dr 

Wardens account of this Is high-level but ills not controversial. 

b. 10.5.2 In Dr Warden's Report (Resolve Discrepancy) - Again, Dr 

Warden's review In this subsection Is high-level but, for the most 

part, it Is not controversial. I have noted his position is that the 

process for disputing a discrepancy Is said to be outside of scope, 

but In my view this process does have to be considered as part of 

an overall analysts of the facts. I have set out the process far 

disputing a Transaction Correction at paragraphs 6.61-6.63 In my 

first report. 

C. 10.5.310 Dr Warden's Report (Recording Disputes) - A above. In 

addition, I have noted that Dr Wardens statement that a 

discrepancy is not recorded as a debt or credit in Horizon 

contradicts the agreement document produced in the Common 

Issues Trial Flowchart 1 - Transaction Corrections which states 

that, following the Issue of a Transaction Correction, opting to 

`Settle Centrally' results in: 

'A eoresp000:05 dnblr or credit is made In the SPMt cusmmer eKOant 

with Pont office. Ira debi4 this will be treated as a debt by Pest Office 

unless the 5PM contacts 6050 to lodge a dispute, which should sus➢end 

roflecean ondl the dispute b resolved.' 

d. 10.5.4 In Dr Warden's Report (Accounting Statements) - Dr 

Wardens review In relation to this point is not conboversal. 

a. 10.5.5 In Dr Warden's Report (Continuing to Trade) -I agree with 

Dr Warden's position in paragraph 1041 or his report (i.e. I have 

not seen any specific evidence that the Horizon system prevented 

Subpostmasters from trading until they produced a Branch Trading 

Statement). For clarity, the statement at 739 In my previous 

report relates to restrictions Imposed by the business process 

rather than a technical constraint. 
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Responsive Witness Statements have furthered my understanding In 

respect of the following points: 

a. Mr Godeseth (and subsequently Dr Warden) state that only one 

Balancing Trensactlen has been performed (using the Transaction 

Correction tool) by Frditsu, However ills evident that mare than 

one Balancing Transaction has been conducted by Fujitsu. More 

decal] in relation to this in provided under issue 11 In this report. 

b. The PEAK and Responsive Witless Evidence has enabled me to 

conclude that there are gaps in the evidence elbow those bugs 

acknowledged by Post Office were handled, and I cannot say with 

confidence that I believe they were Investigated appropriately, or 

as efficiently as the Witness Statement of Mr Godeseth or the 

report of Dr Warden suggest. 

8 Pent Office Ability to Identify ldwnlifrLlha Enastast 9 Can Canne of noismevenrlas 

5.409 Dr Warden has limited his review In relation to Issue 8 by interpreting 

the word 'alleged' to mean that only shortfalls reported by 

Subpostntasteen should he considered. I have natiimited my analysis In 

this way. 

5.410 Dr Werden's overarching opinion Is that by virtue wilts rate In the end-

to-end business, Post Office has access to information not available to 

Subpnstmasters and vice versa. 

5.411 I agree with Or Warden's opinion that Post Office had access to bench 

transaction data and that Post Office had access to data width would 

not have been available to 5ubpostmasters. However, it is not dear 

what Information Sabpostmasters would have access to that could not 

be obtained by Past Office when trying to determine the existence and 

muses of shortfalls. If Or Warden Is referring tc information obtained 

by Subpost rasters through their day-to-day responsibllilles of running 

a branch, then he Is correct In the sense that Post Officewould not have 
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the same first-hand knowledge of what happened In branch. However, 

In practical terms, Post Office would be able to access the Information 
available to any Subpostmaster because they could communicate with 
that Subpostmaster. Additionally, It Is possible that Subpost lusters 
would not have been physically present fora given transaction because 
they would not necessarily be the only staff member operating in 
branch, so they themselves could be missing thatgranular level detail. 

5,412 In relation to Issue 8 overall, Dr Warden suggests that all events are 
accurately recorded and properly actloned. See, for example, paragraph 
1087 the statement that Horizon 'generates events Whenever-
something unexpected happent..and prompts actions, either 

automatically or manually by operations staff.'. Although this Is the 
Intended outcome of the Horizon system and is likely to have been 

correct In most Instances, there Is evidence that bugs, errors and 

defects have occurred which were not noticed until a Subpostmaster 
reported an issue, Indicating that attention to events maynot havebeen 
sufOtienly paid. There Is also evidence that reports were being Issued 
with erroneous data due to software bugs. See, for example, KFL 

CCard2053P z.r where the totals gnu Sales Report were reported to be 
higher than the number of transactions listed on the corresponding 
transaction log or office snapshot. This was due to recreated stack units 
doubling up on sales reports. 

5.413 In the previous paragraph of his report, Dr Warden asserts that when 
Investigating anomalies reported by Subpostmasters, Post Office use 
Credence and their ether Management Information Systems In the first 
Instance but when they need to confirm the transactions handled in a 
branch, they can also ask Fujitsu to ratrleve the corresponding date 
from the audit. 

5.414 As I have previously stated, there are limitations with this procedure, 
Post Office might be satisfled that Credence or their other Information 

as COA2o53P, 21 snetmber2oas, (PCL'0035339) 
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Icmm 10 - Whether the Defendant and/or Fuiitcu ha a had the ability/thrifts
to: litlrnsyrt.1nn ct. d' ord ' t transaction data car data In ra tit m ruts• 
fill 1 r mry~ nc1 Horimn that had the eetentlal to affect trnenan5oe data 
or data In branch accounts• er (III mould branch transnd:lon data, of at all, bit 
without the knnsdvnt of tit c .boot m5st r in a rasp si - d ) vhha t tit 
consent of the Subeastmaster in a lnstlog? 

5.419 At paragraph 1093 of his report, DrWorden statesthat he has examined 

the Second Witless Statement of MrGodeseth and where It addresses 

Issue 10 finds Itconslstentwith how Horizon works. I note however that 
the majority of Mr Godeseth's opinions that might relate to issue 10 
(Inserting, Injecting editing or deleting transaction data - Fujitsu) are 
actually contained within his first Witness Statement, In which, I have 
previously documented that I have found Inconsistencies (see Section 
4 oefendant's Responslve Witness Statements - Torstein Olav 
Godesethaw). 

5,420 I agree with Dr Warden that'inject' means the same as `Insert'. 

TCs and TAs 

5,421 Within this section (11.5,2) Or Warden considers TCs and Transaction 
Acknowledgements and states that he does not class them as'lrretted' 
transactions, 

5.422 I disagree with Or Warden thatTCs are not Inserted transactions, which
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Systems reflect the true account of the data and subsequently advise 
or make a decision on a TC that the Subpostmaster Is liable to settle, 
based an an Incorrect derision as the underlying data set was not 
comprehensive enough in the first instance (Helen Rose 6mmple) 

Issues 7 - Were Past Office and/Or Fujitsu able to access transaction data 
recorded by Homo motel, file., not from within a branchl 

5.415 Dr Warden limits his review of Issue 7 on the basis that his 

interpretatlon of Issue 7 defined 'access' as ̀ access to read'. I have 

considered access' In Its technical sense (as inn computer system to 
'access' memory) to mean both read and write However, I agree w:th 
Or Woolen's statement that bath Fujitsu and Post Office were able to 

read data remotely. I also agree with Dr Warden In relation his 

consideration of what constitutes transaction data however I would also 

include any transactional products received from Post Ocoee processing 

departments such as Cash Pouches (the value of which would have to 

be Input to the branch system). 

5.416 Additionally, (as not out In my first report). It was possible far Fujitsu to 

perform modifications and deletions as they could run commands an the 

counter machines In branches accessing and querying the hard disk, 

which they could do through remote access. 

5.417 Fujitsu also had the capabilities of performing modifications and 
deletions within the branch's database (latterly the BROS for Horizon 
Online). This Is expanded further under Issue 11 commencing at page 
249. 

5.418 It is agreed that remote access and remote control facilities would be 
required for Fujitsu support purposes. 
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a dispute Is accepted, a compensating Transaction Connection Is 

Issued, therefore, the Subpostmaster has no choice but to accept 

an Insertion Into their accounts. 

c Prior to TCs, I do not consider manual entry of error notice 
amounts to be Inserted transactions, as the Suhpostmaster Is 
responslb!e for enterIng them on their system, which differs from 
its as they are resident within the accounts electronically. 

d. TAs are considered to be acknowledged Insertions. Since they are 
visible to the Subpostmaster, as With TCs, they are electronically 
received and Inserted into the accounts upon acceptance. 

5.423 Fundamentally, there are two principles to the above, Fujitsu have the 
ability to Insert transactions to fix errors outside of the Subpostmaster's 
knowledge and without their permission which may not be visible to the 
5ebpostmaster (see paragraph 3.235), and secondly, Post Office have 
the ability to electronically Insert transactions that are acknowledged 
and visible to the Subpostmaster, In the form of TCs and TAs. 

5.424 A few examples of Fujitsu editing and deleting records from the Horizon 
branch database are set out In 21 December 2018 disclosure of 1.152 
records; 

a. Contained within the MSC Documents provided- the lines 
I w0510 cotegorioe as follows: 

}J.. ` • serfallsed with the cedes 04330262492, 04330264270 and 

a. Transactions Inserted by Fujitsu NOT obviously visible to the 11  e\\~ °~ 04330265130 record the steps followed to resolve "The Business 
Suhpostmaster (Le. balancing transactions Inserted Into the ¢ ` Problem: To prevent us having to talk unhappy Phis through the 
MessageStore / BROS and at other points within Horrzan complicated workaround described in KEL acha3347Qaoa we need 
processing systems post the Counter). ` to remove any declarations belonging to stock units deleted since 

IS. TCs - whilst these are visibly acknowledged and accepted by the L 
15th May'. These steps display the command "delete from 

Subspostmaster, they aresull Inserted Into the branch accounts to epsSbrdb.bnib_braric dad' which I believe wig delete records 

correct errors. Although Subpostmasters may be able to dispute from the branch database. The document suggests that this will 

them and delay acceptance, this Is ultimately In terms of liability 
forwhether the SubpastmasterIs responsible forthefuMs.Where era 

 osc i' maJOMt)m,MSffRTIAaowogPOA(rot-0444113) 
xB, adv33pq,5FebNary20101ant apdatea 2 Septembrr2010 (POL-00377a7) 
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address errors In the branch database caused by an early Horizon 

bug. These MSC records are also recorded in the PEAK reference 

PC0149654.'a' 

b. Document 04330265683 records the steps followed to resolve; 

'Clamant Business Position: There are duplicate rows coming 

through from BRDB Into SRSS,fract cause isyet unknown.". These 

steps display the command "DELETE FROM 

ops$brdb.brdb_paadLcolL delafls" which I believe will delete 

records from the branch database. The document displays a 

question; "Does this change need to be assessed by POL7:" the 

answer in the document Is shown as 'Ne.Tnvoives BOSS only' 

e. MSCO4330355958 records the 'SQL Insertion" of "Dummy 

Transaction Acknowledgement' Into the brands database to 

correct a fault within Horizon that was later fixed. This record 

suggests that the same process had been completed previously 

under record MSC04330348236. 

Global Users 

5.425 Global Users are clarified further to my Initial report at paragraph 4.11 

to 4.19 of this report in response to points addressed by Mr Godeseth 

In his Responsive Witness Statement In summary, MrGodeseth states 

that a person must be physically present In a branch to enter a 

transaction for that branch. Dr Wonders makes the same statement. 

However, I have reached a different understanding (as set out at 4.11 

to 4.19 of this report). 

5.426 Dr Wonders Implies at secticn 11.6.4 of his report that DBAs would not 

misuse their power in carrying out tasks they should not. The issue is 

'(c fi.' whether Fujitsu COULD Insert, editand delete transacton data, to which 

4"''- the answer Is yeslcedd. I do not believe that Or Warden has 

r ~ ^^r  reviewed or observed Fujltsu's process compliance In the event of all 

such activities because to do sa would be an extremely lengthy task, 

"room Pco199654,2a May2010{POL-036946a} 
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5,433 BTs entered directly into the Branch's Database would only he 

Identifiable as a transaction an the day that the corrective action was 

performed. Therefore they would feature within a different Audit File 

than the odglnal erroneous transaction. 

5.434 Using the example of the one BT that Is acknowledged by Post Office 

and in the Witness Statement of Mr Gedeseth contained in PEAK 

PCOt95561:s0' 

5.435 On 02 March 2010 a Transfer Cut 01£4000,00 doubled up to £8000,00 

due to a Horizon error, the suggested correction by Gareth 3enld55 

(Fujitsu) was for support to use the Transaction Correction 1001a0, to 

Insert two records Into the database to negate the duplicate Transfer 

Out. The PEAT( record documents thatsupport performed this corrective 

action on 11 Mardi 2011. Therefore, It would not be until the 11 March 

2011 that the additional inserted corrective transactions would be 

Identifiable within audit records. 

5.436 Shove already setout my opinion on this point In response to Mrs Angela 

Van Den Bogard 4.71 above. Further, aside from Sohpostmasters 

allegedly being able to Identify it as a transaction carried out from 

Counter 99; for it to he'dearly Identeable" to the Subpostmaster, or 

anyone Inspecting the branch amounts It would require: 

a. The Subpostrnaster/Inspector of the accounts knowing which 

particular transaction went awry In the first place (this might not 

be Immediately visible In a branch processing many transactions 

per hour); 

b. The Implications of the incident and error fully known by both 

support and the Subpostmaster/inspectorof the accounts in order 

to Identify where any corrective action might be applicable or 

identifiable; 

rw PEAK PC0195561, 4 Marco 2010 (PDL-0365465? 
her DnVAPPLLe0142.doe, hest ARDS TNnsacilon Cerrorten 7aerLow covet Design, l3 November 
2007 (POL-0032966) 
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For example, Ills stated thatFtditsu cannot alter any branch transaction 

data vtithout permission from Past Office. From PFAKohservetions, It Is 

clearthat sometimes this is requested via an OCP which Is approved yet 

other times it appears to be granted by a different method (such as 

textual agreement in the form of an email or a comment — see 

PCO256213aa) and Fujitsu proceed upon that basis. I do not believe Dr 

Worden has audited every single transaction amendment to ensure that 

policy was followed In every instance. 

5.427 Also, It Is not (in my opinion) a question of whether DBAs misused their 

powers, It Is mare Important to consider (in respect of their actions) 

whether they might have erroneously (without Intent) modified data. 

Balandng Transactions 

5.428 Dr Warden and I agree that Fujitsu SSC had the ability to Insert 

Balancing Transactions (BTs) u; ng the ̀ Host BROS Branch Correction 

Tool' into certain tables In the BRDB (Horizon Onlne Branch Database). 

5.429 it Is Important to note however that SSC would also have the ability to 

perform balancing transactions via direct SQL operations (using a 

command line type Interface) to perform corrective transactions an 

other database tables within the BRDB outside of the corrective tool 

usage, via the use of Privileged User access (Horizon Online). 

5.430 Where Dr Warden proceeds to state'Branch Trading Statement' within 

this section, I have Interpreted that itis typographical error and should 

read "BT' or Balancing Transaction. 

5.431 At paragraph 1113, Dr Warden re-states Mr Godeseth's evidence that 

8T's are dearly visible In the transaction reports that are available to 

Subpostmosters. 

5.432 It is important to note that In my opinion, Ills not quite so simple or 

obvious as Dr Warden or- Indeed Mr Godeseth set it out to be. 

s11 PEAK pco256213, 29 aerember 2016 (POL-0S2433a} 
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c Support and the Subpostmaster/ Inspector of accounts knowing 

the specific date and timeframe that any corrective actions were 

performed, how they were performed, and their Impact In order to 

redress the reports or logs In which It might he reflected as 

rectified. This would be largely dependent upon: 

I. Support communicating to the Subpostmaster nepector of the 

accounts how they were going to Implement a to and when 

(where the error was known by the Subpostmaster or If not 

known, informing the Subpostmaster in the first instance of the 

error); 

li. Support ensuring that the corrective fox was performed 

correctly, 

Ili. Suhpostmasters Indeed knowing what a Counter 99 

transaction was. 

d. Pos1Office being fully awarethatthe errorwas Horizon generated 

and therefore not the fault of the Subpostmaster or Issuing a 

Transaction Correction to remedy the imbalance. 

5.437 I note that the OCP (Operational Corrective Procedure) for the above 

corrective fix has been disclosed by Post OBicefO' but contains limited 

Information (In respect of the requirements I have listed above). 

5.438 In summary, Ibis myep:nion that more than one BThas been conducted 

by Fujitsu, 'sr-the following reasons; 

1. PEAK PC0195962sw created 12 March 2010 relates to the 

Transaction Correction tool and states: 

The Tmnsadlon Correction tool hanaeu been usedla pea. The templates 

reruse with this teetered to be updated to roneepeeme details, Gareth 

Seemangal is aware o(tee ma-adcoev needed_ 

ne OCP 256x2,10 March 2010 {POL.0440067) 
m PEAK PCD193962, 12 Harth 2010 {Pat.-0365657) 
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..The proposed On would correct and update due 5R00 transaction 
rarreedon teal templates, making Itless likely that mismkes wh) actor 
when SSC are tryinD In resolve problems with trsnsacdarw 1n 8RD8," 

This suggests that the modifications and balancing transactions 
conducted by Fujitsu support staff within the BRDB is not 
unusual. 

II. Fujitsu were able to Insert balancing transactions outside of 
u5llsing the Branch Correction tool referred to above. Balancing 
transactions ware not limited to Horizon Online. The PEAKS 
detailed In the Horizon Issue 10 PEAKS at Section 3 above 

Indicate which of those that relate to balancing transactions. 

Iii, One of the deleted KBls, ardc2625ao1 under the heading 
'Snlutlon — ATO5e Includes the rather matter of fact statement; 

'fie transaction Correction tool should be used to correct it (this 
will need an OCPand probablyPOL approval too)' It Is not dear 
If the suggestion is that ATOS should use the transaction 
correction tool, or if ATOS are suggesting to Fujitsu or Post 
Office that they should use the transaction correction tool. 

Transaction Injection in Legacy Horizon 

5.439 In relation to transaction Injection in Legacy Horzon, Dr Warden relies 
further upon the first Witness Statement of Mr Godeseth. Dr Warden 
acknowledges thet in Legacy Horizon, SSC mold also Inject transactions 

Into branch accounts, which I agree. 

5,440 Ina similar vein to detecting balancing transactions In Horizon Online, 
Dr Warden therefore concludes that SSC users could update branch 

amounts without the consent of the Subpostmaster, but not without 
their knowledge, since the Counter 13 would be greater than 32. For 
the reasons set out above, at paragraph 5.441 below, I disagree that 

the visibility of the modification would be so simple or obvious to the 
Subpostmaster. 

°' tilt r04e2625, 9 Hart, gala lestpdated 4 May 2010 (POL-0640597) 
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Cane011ve action should be taken before 1111, January when the Oman, 
In duo to ran mm TP10._ 

Ifwegetto the problem before the algae Isralledwe are able to change 
obJeCM 1n the messdgesthre to reset the stovhu tit back to the COP (7P) 
nl7aew ore Pe. The PM mu then ,nL'oven PHshooidget a forge shartmge 
svhirh antes not the large gain. 

We desk want to be having to do this as making manual changes lathe 
meseageatore fs spun to emir and each time we have to seek 
authartsadon from POL to make the changer.' 

5,445 Afurtherexample ofdeietion(of which there are more at Section 3) is: 

5,446 PEAK PCOO57909313 dated November 2000 (further detail provided In 

Section 3 at paragraph 3.249) refers to an Issue occurring as a result of 
a branch's counter base unit replacement, and sets out: 

'Coo development please investigate an whether theca 1s a degtleney in 
Rlpaste and what can be done M stop the happening again. Also, need 
advice an haw to get the messagestores ha sync and to lnchrde the 
missing bxnsadiens, I saspectwe wilnced to hash the messagestotes 
an counters 2 and3 and Insert the missing messages onto counter] (or u 
can the PM get away with inputting the hansecdans). Some of the ".q 
tmrssacdone are API. Also how w111 this affect theirbnlansing. They are ~\ 
eunenty m CAP 34.'  

5.447 I assume "trash the messagestoresa to mean delete them and(

potentially rebuild them

5.446 In relation to Dr Warden's comments with regards be the second witness 
statement of Mr Rolpu. I have provided comments on this rat paragraph 

5.402 In relation to Dr Worden's assertions regarding transaction 
Injections and haw and whether these could be identified by user. Mr 

Roll's witness statement disputes this view, and this is furtherevidenced 
at paragraph 4.63b and 5.441 of my reportwhere he confirms that SSC 

ra P161< PCOO67909, 15 dovembar2000 (POL-0232732) 
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5.441 Further, MrRoll In his second Witness Statementdated 06)anuary2019 
states at paragraph 20 that the method which would display a counter 

position greater than 32 could be circumvented. Mr Parker In his 

statementserved In response has now said this Is correct, and rauld be 
done, which In my opinion Is signifiant. Where this was the coon, any 

transactions Inserted as though they came originally from the Counter 
would not be obvious to the Subpostrnaster at all. 

5.442 It Is my belief, that in review of the PENIS documented In Section 3 
'Evidence of Insertions/Deletions within Branch Accounts (Horizon Issue 
in) of this report, that SSC could not only lnjecnsert or edit 

transaction data but delete instances of It (and/or operations ealatiog to 
It, which are of equal Importance) also. 

5,443 At paragraph 1117I note that Dr Warden inherits his Opinion from the 

evidence provided by Mr Godeseth that messages from the message 

stare (in Legacy Horizon) could not be updated or deleted. However, In 
my analysts of the PEAK records at Section 3 ('Evidence of 

Insertlens/oele0o0s within Branch Accounts (Horizon Issue 10), Shove 

demonstrated that this Is not the ase. One example of an update (of 

which further delall an be found In the aforementioned Section 3) Inns 

follows•. 

5.444 PC0130275aes created 21 December 2005 (further detail provided at 

3.230 of this report). states: 

a._7his has resotred Ina gain of epproxlmaleyE1a000. 

We are unable to correct the system rigures safety. We can however 
provide accurate Agures for what shaud have beer in the Anal Balance 
fur 00, to arable POL to make the correction perhaps by using a 
T esetdon ceneetl n. 

POL need to make a decislen or whether they are able to correct the 

problem In this way, however we do not see any other alternative. 

ere' PEAK PCsl30275 21 December2005(POL-0300707} 
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did inject transacts ns at the counter In such a way they would appear 
on the transaction log wa if they had been inserted within the branch. 

Privileged Users 

5.449 In respect of paragraph 1122 of Dr Warden's report, I agree that it 

would be necessary for Fujitsu support staff to have access privileges 

used to edit or delete transaction data In the BRDB, Where Dr Warden 
states that there Is little need to use privileged access to manipulate 

transaction data to resolve an error. I agree that In theory It SHOULD 

be this way. But evidence suggests that this was not the case In 

acWality.

5.450 Or Warden states (at paragraph 1123) thatanychange to a transaction 

performed by a Privileged User would be visible to branch staff. 
(~ I 

~r ?r
However, In my opinion, there are several points to note In relation to 
such a statemmnh 

Sr_

a. Witness evidence suggests that whilst amended transactions ,',

would became visible within branch reports they would any no ~t1 

Indicator that they had been performed by a Privileged user. pv~ 

Therefore, In my opinion, Dr Warden Is overstating the
obviousness of their visibility; '

b. It is unlikely that a Suhpostmaster would know of the audit 

process within Heathen not least be informed to enquire or request 

that Post Office look to that to identify discrepancy; 

c As withthevtsibility of Balancing Transactions, Identitcatianoithe 

ntodiricaUon would require: 

I. The Subposmimasterlinspectar of the accounts knowing which 
particularbansactlon went awry to the first place (this might not 

be lmmedlatelyvlsible in a branch processing many transactions 

penccur); 
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H. The Implications of the incident and error fully known by both 

support and the Subpostmaster/inspector of the accounts in 

orderto identifywhereanycorrective action might be appllcable 

or identifiable; 

iii. Support and the SubpostTnaster/ inspector of accounts knowing 

the specific date and 6meframe that anycorrective actions were 

performed, how they were performed, and their Impact in order 

to redress the reports or logs in which R might be reflected as 

rectified. This would be largely dependent upon: 

Iv. Support communicating how theywere going to Implements fix 

and when to the Subpostrnasteginspector of the accounts 

(where the error was known by the Subposimaster) or It not 

known, Informing the Subpostmaster in the first instance of the 

et Tor 

v. Support ensuring that the corrective fix was performed 

correctly} 

vi. Subpostmasters Indeed knowing what a Counter 99 transaction 

was. 

nil. Pest Office being fully aware that the error was Horizon 

generated and therefore not the fault of the Subpostmaster or 

issuing a Transaction Correction to remedy the Imbalance 

5.451 All of the above is only relevant In the case of transactions that were 

investigated and modified due to a disputed transaction that the 

Subpostmaster was aware of. 

5.452 Fujitsu has no policy, process, procedure or operational practice that 

rolls for It to use Its privileged access to edit or delete transaction 

data?" Therefore, If Privileged User access was being used (which I 

opine that It was) there loon dear Process font This Introduces a high 

fu (wntnsut&ateeamt of Ta,ntain elan 6ode,0th, 27 septemirr2ora) 
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Implement fixes in Horfern that had the poteenai to affect transaction data or 
data in branch accounts 

5.455 Cr Woolen and I agree that fixes Implemented by Fujitsu had the 

potential to affect transaction data or data in branch accounts. 

5.456 I note that within this sadden Dr Warden diverges somewhat from 

assessing what corrective trensartiorni fixes performed by Fujitsu might 

further affect transaction data or data in branch accounts and instead 

focusses on fixes to reference data and software, 

5.457 ?agree with Dr Warden that all of the above could be curried outwithout 

the consent or knowledge of the Subpost rester. Whilst I agree that 

there would not typically be a need for standard changes In relation to 

software and reference data being communicated to Suhpastmasters. I 

believe that In circumstances such as widespread system releases, 

major product changes and any other identified significant modification 

that could affect thelrfinanclal position, In my opinion, It would net have 

been harmful to notify , them. Typically, in Industry, when majorsoftware 

releases are rolled out, end users are notified. For example, a Window's 

upgrade on a personal computer, the end user of that system to 

prompted to accept the upgrade. 

5.458 Effects an transaction data should not only he Considered In respect of 

balancing transactions or transaction data concerning monetary value. 

Financial account accuracy involves much more than just ensuring the 

double entry principle Is applied. A Subposlsnaster's branch account 

accuracy Is dependent upon various other aspects. For example, stock 

unit records being appropriately measured, transaction dates being 

accurate, trading and cash account periods being accurate. Considerthe 

scenario where an asset Is purchased — whllstthe double entry principle 

might have been applied correctly, if the year of the purchase was 

recorded Inmrreetly, the transaction would not feature In the relevant 

accounting period. Therefore, corrective actions performed by Fujitsu 

outside of balancing transactions are also vitally Important to consider. 
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element of risk as users were not effectively governed or constrained 

by any form of compliance for Its use. 

5.453 I understand that prior to July 2015, only log on and log off activities 

for Privileged Users were recorded. It is sued In Mr Godeseths first 
witness statement at paragraph 59.6) that such were recorded In a 

MasterServlco Change (MSC) document Whist Post Off us haveset out 

in their letter dated 21 December 2018 that Privileged User Logs an 

only be provided backto 2009, In my opinion this should still encompass 

approximately 2 years or so of Legacy Horizon Privileged User access. I 

have provided my analysis (and subsequent limitations of It) In relation 

to the MSC disclosure provided to me at Section 3 of this report In 

summary, through the nature of the way the disclosure was provided, 

it has not been possible to determine where within it, or even If within 

it, Privileged User access Is recorded for Legacy Horizon. This could be 

something perhaps furtherexplored In mine and Dr Worden's nextloint 

Statement, seeking the assistance of Post Oce/Fujisu to Interpret the 

complexities of the data, to derive a more succinct quantitative record 

of Privilege Useraccess for Legacy Horizon In the farm of simple numeric 

values per year. Whilst I appreciate that Post Office have set out some 

high-level guidelines In respect of how to Interpret the data, I have faced 

difficulties with the Instructions provided. That, and In combination or 

Its delayed disclosure, I have therefore not had sufficient time In my 

reporting to effectively analyse the data Information provided. 

5.454 I understand that Post July 2035 all access and actions(notiu~l t7 

and log aft) was recorded to an Grade audit be. As efaremee0tced, 
°C 

I have faced dotilculty in iotefprobrg uSe ynvilagid User disclosure, foil

„_ tit details of which are set out at Section 3'Privileged User Log Dlsdesure'. ;y 
..V  

As previously stated, this could perhaps be further addressed In the

second Joint Statement to be prepared by myself and Dr Warden. 
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As evidenced In Section 3 PEAK PC0197592,'" Fujitsu could also 

'coreecdvety' delete stock unit opening balances (which is used In the 

ultimate Calculation of a Sutpostmasters cash and stock declarations) 

in order to "reset" them. Whist the opening balance would not be 

completely removed by deletion here (It is rolling back the trading 

period and It would be possible to recalculate the opening Sauce) since 

Post Office derived the accuracy of a Subpostmasters accounts tram its 

various stock/ ash declarations In their relevant periods, the alteration 

In significant in that It can change a period for which accounts have to 

align_ 

)ate 
Rebuild transaction data 

5.459 In relation to rebuilding branch transaction data, or Worden states that 

this part of the issue relates te a technical robustness countermeasure, 

6 rather than some discretionary change to transaction data. In my 

opinion, the Issue to address here s could Fujitsu rebuild branch 
W11~1~i4td transaction data, with or withoutthe consent of the Subpostmaster and u~(

U .i' In effect, Is there direct evidence to Illustrate that they did. 

NtY7 5.460 Previously within hs report, (at paragraph 1859) Or Warden states: 

C' f{ 5zmffary, farpart (iv) of Jason 10, Fajilsa had the ab1Gry 10rabufW 
tL fansactfea data, because this seas a very nearsary part of the 

aeausmase countermeasures. it is lmpartant to understand carat this 

rebugdlea gown automated process, using a redundandystered copy of 

the transaction data feo5), and did not Involve dscedona,y sooner! 

rehsiiding. 

5.451 Per Worden does not reference any documentation with regards to how 

he gained his undarstanding of the process of rebuilding branch 

transaction data, nor does he state `branch' but merely 'transaction 

data'. 

5,462 PPAKs Identified within Section 3 'Data Rebuilding' Identify to me, that 

manual rebuilding of data did Indeed take place. 

m PEAkrt21197592,12 April 2016 (POI-036746?) 
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5.463 At paragraph 1134 OrWerden states thatdue to the natureofany 33120 
rebuild that might take place: 

In pdadple, the data could be rebWlt whhbut the kro wiedge of the 
50bp0s0masterinquestfon, buttheywuuldbe informed orbemme aware 
that they could use Horizon normally again and w they would know that 
samething had happened. 

5.464 Whilst I agree that data could be rebuilt without the knowledge or 

consent of the Subposbnaster In my opinion, It Is too broad an 

assumption to state that a Subpostmaster being informed that they 
could use the system again Implies that they would know anything had 
happened, not least an account rebuild. 

5.465 In summary of this Issue I disagree with Dr Warden that In Legacy 
Horizon Fujitsu could not edit or delete transaction data.

5.466 I also disagree that they could not do It without the knowledge of di J Subposbnaster. 

Jae 11—If they rid did the Herm system have any nonutootun cunlawlu 
nno the use  such facfl'N and d'd the 3syt000 maintain a loo of such osttoyo
and us ch 0em esion controls? 

5.467 Primarily at paragraph 1060 of his report, Dr Wooden sets out thatany 

alterations of branch transaction data carried out by any central user 

would leave many traces of their activity like footprints In fresh snow. 

5.468 In my opinion Or Wooden largely oversimplifies the actuality of how 

obvious It would be to trace a central users' anions In relation to the 

alteration of branch transaction data. Primanly, branch transaction data 
Is subject to an extremely high level of Interaction within Its processing 

and propagation to POLSAP. To Identify and diagnose manual 

intervention within Its entire journey; at what access level, by whom, 
and what activity they did actually undertake, Is not as simple as 

observing'footprinnts In fresh snow' as there are many more than just 
one set of footprints. I have set out my observations in response to the 
auditablity limltatlans above under Issue 10. 
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queries In respect of further identified privileges not expressed In Post 

Office's letter dated 21 December 2018. 

5,475 In continuation of the MSC process as set out by Dr Wooden In his 
Appendix C: 

a. At paragraph 364 and 355 of the Appendix, Or Warden limits his 

opinion to stating what document the process has been defined In 
and that Its predecessor was the 'Operational Change Process' 

(OCP); 

b. Hedges notsetautwhatspeciflcdocument the OCP process might 
be defined In. It could be that this Is bemuse Mr Godeseth does 
notreference any explicit document In velatlen to OCPs. 

5.476 I have reviewed the 'MSC Managed Service Change Procedure dated 

2014"1 and note the following: 

a. It IS a high-level document, revised between 2010 and 2014, the 

last revision appearing as 14 July 2014; 

b. The document largely appears more relative to large sole system 

changes, and does not clearly orspedhcally detail ad hoc changes 

adopted by Pnslleged Users or SSC relative to change of financial 

accounts; 

c. The "Rates' that Dr Worden states (at paragraph 364 of his 
appendix) 'contribute to operation of the process' are listed as: 

• Change Initiator (Cl) 

• Change Sponsor (normally the service manager) (CS) 

• Change Administrator (or Change Analyst) (CA)❑ 

• Impact Assessors (IA) 

• Change Owner (CO) 

• Task Owner 

all SVMSCMPRO31e4_3.00G MSCMamp001awaeeha0ge Pmrednm Ior Past ogler Ao,w'et 11 
hay 2014 (POL-0136725} 
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5.469 Dr Warden states, (taken from the first Witness Statement of Mr 

Godesethii•) that there are 30 SSC users permitted to create a 

Balancing Transaction (in Mattson Online) and approximately 45 with 

Privileged User access (whom had mare access capabilities than the 30 
above and could not only modify data but delete also). 

5.470 It Is not dear from the wines evidence where those numbers or users 

above might overlap, and Dr Warden does not clarify. 

5.471 Further, it Is Important to note that It Is my belief that there Is some 

confusion to Dr Wardens understanding. Where Mr GedaIeth sets out 

that only 30 users on create Balancing Transactions, he Is Implying 

only thosewho conductit through the use of the Transaction Correction 

Teal, He (nor Dr Warden) does not rellectthe true numberof users who 

could perform Balancing Transactions outside of the usage of such a 

tool (which was effectively for Legacy Horizon all of SSCsupportand for 

Horizon Online anyone with Privileged User access).

5.472 I have reviewed the Host 0006 Transaction Correction Tool Low Level ~ y

Deslgnais referred to by both Mr Godeseth and Dr Warden and I can see C~ 
no Indicator within it that only 30 users could access the tool. The 

documentstates,'the utility will allow SSC to correct transactions'. 

5.473 At paragraph 1141 of his report, Dr Warden quotes from the high-level 

design document for the 0R00316 Support teams will be restricted to 
accessing the 00121 only under an MSC. He further states that he has 

Introduced the MSC process In Appendix C. 

5.474 I have set out my observations In respectof the MSC disclosure above 
at Section 3. In summary, I have not been able to perform a full review 

of the data due to Its complexities and time constraints. However, I 

have set out some preliminary observations and sought In clarify scoe 

an (witness Statement all oaten Olav 6adeseth, 27 Se tentber201e) 
aarWaewrW1aodoe, Nest Bona T ^~•cficn Cnrh-tiev Tool Law lard Dclgn, 13 November 
2007 (POL-0032auo) 
air DEsaynerl )020.eaq Brinell Database Hgh level posse, SAprJ 2018 (POL-➢219310} 
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• Change Manager (CM) 

• Change Approval Board j Emergency Change Approval Board 

(CAB! ECAB) 

• Service Manager 

• Re60lVar 15 

5.477 At paragraph 1142 of his report Dr Warden then goes on to state that 

the Branch Database High Level Deslgnasa goes on to confirm: 

'There ma requfn:meatthatthe SSG will have abl:lty to insert balancing 
iransactlans Into the parstsient objects ofthe 0000. There are reasons 
for SSC having to dean e.g. to racdry 00001000 etc00000g data that 
may have been fagged as a rerun ale Begin the Counter/ SAW.. 

55C wIN have povnoges of only lvsertrng balancing I cerrecting 
banrattbnr to relevant table In the database. SSC will not have any 
prf llrgeste update ardelele records in the database. 

Any words by the SSC to BROB must be audited " 

5.478 I feel Ills Important to note here that In my opinion, the scope of whom 

could Insert balancing transactions into the brands database (Horizon 

Online) Is here reflected as SSC. Not only those who were enabled 

access to the Transaction Correction Tool. This accords with my 

understanding as set out at paragraph 5.472 above. Also, I find the 

statement conflicting as It has previously been acknowledged (by 

Godeseth and Wooden, and as I understand) that SSC (Privileged 

Users), could edit and delete. 

0.470 In relation to Mr Parker's Witness Statement (20.2); 

Some mamba,, of the 590 were (and Some remain) able be Insert 
Lransaetian data. SSC assess prttege gave the ability to Infect 
transactions, but a➢Dmpdare change controls 10610 1, plate and on such 
Insertion would have happened wlthoutcomplytng with Plane controls.' 

li• DnSAPPr000020,doc, i mnah oarabsse Mph 1000! Design, 5April 018 (POL-0719310) 
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Dr Warden states (paragraph 1145 of his report) that this is consistent 

with his understanding of the role of the SSC. I disagree that it Is 

consistent In myopinfoe, If anything, the audit. processes and contra's 

around balancing transactions and whom within SSC had exactly what 

privileges is ambiguous. 

5.480 Dr Warden comments further on the Witness Statement of Mr Parker, 

stating how double entry accounting principles would enable 
Identification of any Inserted transactions within the brands accounts 
performed by SSC. I disagree with both Mr Parker and Dr Warden that 

any modifications would be so readily Identifiable for reasons given 
within Issue 10 of this report and also, consideration of the following 

PEAK evidence. 

5.481 PC0152014"' (full PEAK details provided at paragraph 3.234) detail an 
Instance where SSC have to perform a one-sided transaction that no 

settlement value was written for (therefore POISAP did not receive Its 

value): 

'Worth oaring that the broach did not have any issues with the 

mramate'hed rranead0ns because rev was need befen they did the rail. 

The branch k not aware of than and it's best that the branch k not 

advised.' 

5.482 Where Dr Warden states at paragraph 1151 thatcraatiam oftrnesoctions 

would be dearly associated by their user, I feel it LS Important to 

consider here, the Witness Statement of Richard Roll dated @a January 
2019 which disputes this. 

5.483 In conclusion to this issue Dr Warden sets out(at paragraph 1153) that 

In summary, he helieves permissions to use the facilities described 

under Issue 10 were controlled. I disagree with Dr Warden, In 

conclusion, for the following reasons: 

' 1' PEW: Ptals2at4, 7 December 2007 (POL- a3227tus 

Prepared by: laaee Coyne 
Occupation: Partner 
On demab Rate: Ssyrrene (Lgroup 
On the Instructions of: renews LLP .4_ ., 
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tsnae 17 If the Def ndant and or Fu itsu did have such abuiiy moo often +ms 
that used ifatell? 

5.487 Dr Warden states at paragraph 1164 that 'Branch Trading Statement 

have only been used once'. I assume here that Dr Woolen means 

actually an refer to the one acknowledged Balancing Transaction 

conducted using the Branch Correction Taut. 

5.488 I disagree there has only ever been one balancing transaction 

performed (in consideration of PEAKS evidencing them outside of 

Correction Tool usage) which I have seteut under Issues 10 and 11. 

5.489 The following capabnitles could have Impacted branch accounts. l have 

been unable to confirm how often they were used; 

i. Corrective transactional Fixes Including Insertions, edits or 
deletions performed by SSC (by a privileged user or via the 

transaction correction tool) Cr Post Office (in the form of ICs 

Issued use result of identilotian of Horizon error); 

IL Transaction inserts carried out by Global Users; 

IV. Messagestore or Srendr Database rebuilds. 

issue 13 —To what extent did use of am such fadifty have the potential to 
affect the rytahiiltv of Bra ch s o aosidans7 

5.490 As in Issue 1.3 have interpreted 'extent' differently to Dr Warden and 

Instead have considered to what extent was ti  technically feasible for 

affect to occur on a branch's accounting position rather than assessing 

extent In terms of the probability of financial Impact. 

5.491 i do not Interpret this issue to be solely In relation to musing financial 
impact. In my opinion, the Issue states 'reliability of Branches' 

accounting positions'. 

5.492 Therefore, In my opinion I heliave It is Important to consider with 

regards to affecting the reliability of the branches' accounting position, 

not only Instances where Insertions, Injections, edits, deletions or 

rebuilds might affect transaction data, but also 'data In branch 

181024581935 01 Fe*Nary 2019 Page 253 of 265 

5.484 It Is my opinion that SSC users (whether privileged user or not) were 

notes restricted as they should have been ores averred by Mr Godeseth 

and Or Warden for the following reasons: 

a. The activity Identified from my analysis of the MSC records (as 

referred to above); 

b. The PEAK evidence referenced In relation to Issue 10 (paragraph 

3.220) which records (in contrast be Mr Godeseth s findings) that 

transaction data and related operational activities were edited and 
deleted within Horizon; and 

e lbtemal Audit reports (Ernst& Young 2011 referenced in my first 

report at paragraph: 9.65 and also referenced in this report at 

paragraph 5.154) and PEAK evidence (paragraph 3.283 of this 

report) stating Insufficiencies and non-conformance to policy in 

respectof access rights and capahi ]ties of resources. It is not dear 

If the number of users provided by Mr Godeseth at paragraph 59.1 

of his witness statement having escalated access to data Include 

or exclude the users who should not have had access but did until 

July 2015 when the auditing began. 

5,485 Further, the factthat prior to July 2015, SAC privileged usage was only 

auditabio by record of  log en and log off and contained no detail with 

regards en what actions were performed by them Is to me, not 

controlled. 

5.486 Further, Dr Warden has not reviewed the OCP process applicable to 

Legacy Mcriren er performed any analysis of contemporaneous 

documentation to Identify where there might have been failures in 

control. 

Prepared by: Jason Coyne
Ocapahen: Partner r p
Specialist Field: S ms i tg ro u p 
On the Insbvctioou ns at: of: Freaths LLP o.. µ...,.e 
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accounts". Such, In my opinion, would further Include and comprise of 

data In reiatren to operational actions. 

5.493 Financial account accuracy Involves much more than just ensuring the 

double entry principle In applied In relation to a monetary transaction. 

A Suhpostmastors branch account amiracy is dependent upon various 

other aspects e.g., stock unit records being appropriately measured, 

rollover dates being accurately recorded, trading and cash account 

periods being aligned, user actlaons appropriately recorded, and so on. 

All of which, could he affected by abilities and facilities in place to allow 

FuJRsu/Post Office to perform the actions fisted under Issue 10. 

5.494 I therefore cannot agree with Dr Warden and his calculations In respect 

of paragraph 1175 of his report, since 1 do not agree there has only 

ever been one balancing transaction performed by SSC, save to say 

that the probability of impact would not be one part in 1.5 million. 

5.495 1 annotagree with him fudherat paragmph 1177 since I do not agree 

that KELe could be relied upon to re0actthe true account of an Incident, 

therefore In my opinion, his basis far performing calculations In relation 

to assessment of financial impact is flawed. 

Prepared by: Jaws Coyne Prepared by: Jesse Coyne 
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6. Expert Declaration 

I Jason Coyne DECLARE THAT: 

6.1 I understand that my duty In providing written reports and giving 
evidence Is to help the Court, and that this duty overrides any obligation 
to the party by whom I am engaged or the person who has paid or is 
liable to pay me. I confirm that I have compiled and will continue to 
comply with my duty. 

6.2 1 confirm that I have not entered Into any arrangement where the 
amount or paymentef my fees Is in anyway dependent an the outcome 
of the cone. 

6.3 I know of no conflict of Interest of any kind, otherthan any which I have 
disclosed in my report. 

6.4 I do not consider that any Interest which I have disclosed affects my 
sultabillty as an expert witness on any issues on which I have given 
evidence. 

6.5 I wig advise the party by whom I am Instructed if, between the date of 
my report and the trial, thare Is any change in circumstances which 
affect my answers to points 3 and 4 above 

6.6 I have shown the sources of all Information I have used. 

5.7 1 have exercised reasonable care and skill in order to be accurate and 
complete in preparing this report 

6.6 I have endeavoured to include In my report those matters, of which I 
have knowledge or of which I have been made aware, that might 
adversely affect the validity of my opinion. I have clearly stated any 
qualifications to my opinion. 

6.9 1 have not, without farming an Independent view, Included or excluded 
anything which has been suggested to me by others, Including my 
Instructing lawyers. 

Prepared by: Jason Coyne 
Speupadon:Partnv 
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Statement of Truth 
6.14 I confirm thatl have made dear which facts and matters referred to In 

this report are within my own knowledge and which ale not. These that 
am within my own knowledge I confirm to be true. The opinions I have 
expressed represent my true and complete professional opinions on the 
matters to watch they refer. 

G RO 
Stoned: -- - -- --- --

Jason Coyne 

Partner 

Dated: 01 Febmary2019 

Prepared by: Jason Coyne 
So1dr iien,stH Partner 
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E.10 I will notify those instructing me immediately and confirm in writing I,
for any reason, my ex6tln5 report requires any correction or 

quailfiatien. 

6.11 I understand that: 

a. my report will fort the evidence to be given under oath or 

affirmatlgn; 

b. questions maybe Dutto mein writing for tfie purposes Ofdadtyinp 
my report and that my answers shall be treated as part of my 
report and covered by my statement of tnrth; 

c. the court may at any stage direct a discussion to take plat 
between experts for the purpose of Identifying and discussing the 
expert Issues In the proceedings, where possible reaching an 
agreed Opinion en those Issues and Identifying what action, if any, 
may be taken to resolve any of the outstanding issues between the 

parties; 

d. the court may direct that following a discussion between the 
expertsthata statementshould be prepared showing thosaksues 
which are agreed, and those Issues which are natagreed, together

with a summary of the reasons for disagreeing;

e. I may be required to attend court to be cols-examined an my 4j 
report by a cross-examiner assisted by an expert; 

\I{ 

I', I am likely to be thesubject of publicadverse criticism by the judge 
If the Court conduces that I have not taken reasonable ore in 

trying to meet the standards set out above. 

6.12 I have read, the accompanying practice direction and the Eu:dance for

the instruction of experts In civil claims and I have complied with their 
requirements. 

6.13 I am aware of the grantee direction on pre-action conduct. I have acted 

In accordance with the Code of Practice for Experts. 

Prepared by: Jason Coyne 
Occupation: Partner 
Specialist Field:ItSystems I i t g 
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7. Aupendr_ces

Appendix A 

Looter  from WBD re Priolierird User Leon and MSC Loss disderure 

Prepared by. Jason Coyne 
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Appendix C 

,UUERID's found In F{oriza Pf it ges Access Loss 

SYSTEM OPS$1SIMP0l OFS$1124AR01 OPS$WBRAGOI 

OP5$6RACLE OMDBJSER OPS$VRANAO1 LVAGEN1U50R4 

OPSSBRDB OPS$DSEDDOI OPS$BRSSBTHI OPS$AW00D01 

5 60010 LVBALUSERI LVAGENIU05R1 OpS$RGELD01 

86000901 EMDB_SUP COBEN01 OPS$MOGGBRDB 

TRBALUSER OPS$PCARR01 SSC_TOOLS OPSSOGGADMIN 

LVBALUSER OPS$KMILLOI OU11N XXXX 

OPS$BRDBBLVI OPSSDALLE01 OPS$BROBBLV4 USREIDALIAS 

OPS$SENGL01 OPS$SPARY,01 OPS$WCALVOI U5E6IDAUAS 

OPS$EASHFOI OPS$SSURX01 TWO EXI 

OPS$MWRIGDI OPS$LKIAN01 ORAEXCPLV OPSSNMCKE01 

OPS1GSIMPXI OPS$MCRo501 SQUIRLESCAN OPS$AGISS01 

OPS$CO9EN01 STRMADMIN SQUIRREISCAN OPS$SPEACOI 

RODS OPS$BRDSTR OPS$PS,MP01 OPSSVKONA01 

OPS$IDALLOI O05$IHARRO1 TRBAWSER•.1 OPS$BRtBBlR1 

OPS$GMAXWO1 QLPSTRAOMIN TRBALUSER2 OPSSA0ESTO1 

OPS$0AVEN03 OFS$CTURR01 TROALUSER3 OPS$SNELLA2 

OPS$AKEA01 TR0ALUSER4 OPS$SSATT01 

OBSNMP LVOALU5ER2 PK 

OPSSACHA1401 LVBALUSER3 06910601 

OPS$PSTEWOI LVBAWSER4 

OPS$CCARDOI 

SOS 
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Appendix D 

Umedidj000ts to prst Lard rt R port 180 61959,U1-0156100d 16 October 
2018 

7.2 Page 9 paragraph 1,31 of my previous report should have read •My 

name Is Jason Coyne and I am a Partner at 1TGmup UK LJmlted." 

7.3 Page 84 footnote 150 of my previous report referenced POL-0512874 

which should have read PO1-0152874. 

7.4 Page 92 paragraph 5,190 Footnotes 169 and 171 are 
ms

-referenced. 

Footnote 169 'GCSlmpson2242L.html' should be replaced by 

ma1rwellg52t3Lhtml— and footnote 171 should be disregarded ire 

relation to this paragraph as it relates to API transactions and not ISO 

duplication. 

7.5 Page 67 paragraph 5.99 "Itls common gmund between the experts that 

Tilt each time there Is a change there is a potential to introduce new 

bugs/orrors/defecs." Should read as "...experts that each time there 

Ise change_" 

7.6 Page 131 paragraph 8.13'._thecause nfan i<cnnc thatanseatanything 

beyond counter level (and possibly eves those that anse at counter 

level)."Should read as ̀ the muse 9f any Lsues•. 

7.7 Page 133 paragraph 8.22 "In conclusion, Post Office had access to far 

more comprehensive Information relation to the H9nzon system. If an 

errareewrrdbeyondCaunterieeel, Subpastmasters moldnoted to rely 

On Post Office to identify and resolve the Issue. lfthat Issue Odin was 

not properly ldealfiled for any reason, then the Subposnnaster would 

be at risk of being liable fora Transaction Co won." Should read as 

"tnfonnatfon In relation" and I ssue or its Impact was", 

as KEL.Max",eliy52131, 30 June 2010 last updated 21 March 2011 (POL-00314015 
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