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Confidential and legally privileged G  RO 
Remote Access Rider 

1, ACCESS TO HORIZON DATA 

1.1 At several points in your letter you allege that Post Office has been tampering with transaction 
data, suggest that this was the root cause of shortfalls in branches and that Post Office has 
attempted to cover up this fact-

l + 
2 Before addressing this point in detail, we note that: , "'' 

y aD 

1,2.1 Post Office (ass distinct from Fujitsu) does not have the ability to Irecil iranqe . 6.1 
transaction data without a postmaster's knowledge. [TO BE [IOU CHECKED BY ^ 
DELOITTE) 

~ C 

1.2.2 You have not identified any change to transaction data by Post Office oil Fujitsu that 
was conducted without a postmaster's knowledge. 
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Lla:nrttrts cver a 1b year parted could nor lao IirtppbrrsIarice It ccci have required a 
At Ir r Ex I t r, would be a masslye fraud and no sane 

ms; yvc: coordinated effort between Fast Office and t°r "tsu o'er a Iaria period. The 
, eatery would do it. 
--. ..-....... ......— —.._ . ............. .......... -- . ---

idea that two commercial eat as vaeulc have rage ad in such a fraudulent practice for 
years and for no desirable purpose is absurd,.- _ 

— 
} Commented ftltji]r Vmri015aro  ar 
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ohio such to the ergUT9n:? 
1.3 This line of enqu ry mar cc goof headlines nut h s E sue to ice aim step bat k one or  y 

quickly realises that trim alley at,or is inational and to act tan roor errant- at onto tfalh rr Pool Office 
AP: We wire trying to add a sr, of sc ate — eg, rt wasn't 

branches. 
tot -i fewalip upa ,era rogue employee. Happy to 
eronsider. 

1:4 Since our Letter of Reply, Post Office has undertaken tier I : sic sInc fion ntc tf to satenuards
put in place to prevent branch data being accessed and e fife.:: wttiroul he consent or k ,owladge 
of Postmasters. In summary, all transactions Hcnizea recorded cit that make up the branch 
accounts are either inputted or approved by branch staff khhefora (tray form part of the branch 
accounts save in two limited circumstances: 

1.4.1 Transactions input by Global Users physically present in branches. 

1.4.2 Balancing Transactions 

Global Users 

1.5 We addressed Global Users in our Letter of Response, The existence of Global Users ties 
always been known to postmasters and their -actions -would be entirely visible to postmasters. 

1.6 If any of the Claimants are alleging that a Global User-inappropriately conducted transactions in 
their branch, please provide details'ofthis, Alternatively, please confirm that Global User access 
snot being alleged as the root cause of shortfalls in branches. 

Balancing transactions 
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1.7 We addressed Balancing Transactions in our Letter of Response. Further investigation has 
concluded that any Balm cing Tr'ans art i'vi input into the Branch Database' are identifiable by 
Postmasters as they appear on the transaction log report to which Postmasters have access (and 
which they should rwie w when trying to resolve a shortfall in the branch accounts). The 

transacton user it) will not appear as that of any member of staff at file branch, but appear it the 

format cf " St )PPORTTOOLUS[R99'. 

1,8 The use of L?a€anclr g 'Transactions was dtsciosad to Second Sight d '00 tits Complaint Review 

dr Mediation it .'n'. This, in addition to the fact that Balancing 1 lansaCfio s show, Up in the 

branch accounts, means Ihat there can be -o. steinaL'e  allegation that the existence of 

Balancing I ransacticns was concealed front Claimants. 

I ii Even If the possibility o€ Safer - e Transect ions could be said to have been corceeled, it is 

fanciful to suggest that tIaian q Tharsart nns are ,, fart, if rocs cause of. aortfalls suffered 
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Post Office's statements must be viewed in their full context: . "  in ,i, e, r,<?

First, the questions raised a: uund "rernole access': have changed over time and 
t try y , ro pof.d 1 to the e yl., IOfons. One cannot ihe' fir . , ttrbate a t .- `lt ic„c n<aly~

sisto - > . wmr r ail ,+ l i girls ego ton y or pnred t„day. To do so,would 
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(a) The original "remote access" allegation came from Mr Michael Pudkin who 
alleged (in Spot Review 5) that Fujitsu was running a "black ops contra" from the 
basement of its office in Bracknell. This was checked and proven to ho wrong as 
there was no live connection to Horizon in the basement, 

(b) A different formu'ration of this issue raised by certain i;ostmeetaa and Second 
Sight',vas wttettter Post Office route 'access  Horizon data. Post Office nas 
alwiom bent the ability en "access" (in terns cf road o:;,ly acre=a i tordzei'n data and 
it took some rime to ciaeify with Second Sight what they were aiieging. 

(c) Second Sight also asked whether  Post Office could remotely log on c taO t t ~t 
termina l and conduct transactions  in the name of a postmaster. P o t C}ifice 
Fujitsu can log on to branch terminate; for rupunr Ir asons but canri cone uet z ` 
transactions through this recite. ff

d) Second Sight else questinered  wireti':5r15oe1011tccrccu10 post toiresactions into a 
trend - sceco,nnts wittiest a postmaster's knarvle ga This is the balancing  l% 5"b
Transaction issue that is addressed above and was d.nctosad to Second Sight.  

'+ 

(e) Finally, the, question reached its current incurnallon oh. 'nut changing the  raw data 
in Horizon in such a way as to effect changes in branch accouetn. 

In response to these issues, the responsible parsons at Post Office made due 
enquiries and provided fair responses err what was a highly technical and complicated 
subject matter. 

Second, we're not aware of an allegation that t Post Office made incorrect 
statements before Second Sight began its work in 2012: By this time, many of the. 
Claimants had :::it heir c rarichos and so could not have relied on Post Office's 
allegedly incorrect sta ements. In any event, you have presented no evidence that a 
postmaster has relied on any such statement by Post Office or.suffered a detriment as 
a result. 

T-ours' certain-. t Post Offices stater rents were describing the functions of the 
Horizon system as de mrteu, :not what Horizon could be changed to do or show using 
administrator access. These statements were the fore not incorrect. 

In light of the alcove, Post t Offsia e position is that it has neither committed fraud nor 
ueliberately concealed any relevant mater. Depending on tite particular statements made and 
tire panic , I Glair: it + ,'Osi my those staloesrets This is ben -_ either (i) it has not made 
untrue statements or (.ii in relation, to any ui rrur'. st„t.c, cett_. tines matte chose statements were 
Incas a fide believed to be true wizen made. 

You have made, in general terms, rely serious allegations that Post Office has 
so'irn'iltod trend. Should the flats, ents mini', io our rc this pi nt tuition, those oi, -r rust he 
aer cut rr detailed pleadings f lesdirres err neede_i to identify what IPan✓, an alt; _e 

statement 
was made to a parti urar Claim nt and; if so, how :1 ,at C.laana rt io ud an list nietamer t. 'cat 
Office is not aware of any Claimant that satisfies both these criteria_ 

In any event regardles>, of what has or was not known or ;raid historically, it is again 
=nciful to suggest that aciminlutrator access is, is fact, the root c .rss; of shortf<ails in branch 
xccnt', h ,:,u aI .. 5 5 i th i I r Ise iras iris scd its nor n r t err access sit ter .rately 

create et or , In i-r n b, a, cei s ac . unte, 'his weed he n further a rerietiori of fraud arid again this 
would need to be tuft pleaded ina irri aticn to each Claimant At the moment we do not 
Understand 1ev,' you say Post Office Inc distinct from Fuiitsui was involved this alleged fraud or 
why Post Office would be complicit in this. 

3 's..,, , ,..., _At paragraph 194 you ask whether the Courts have ever been informed about "remote 
access" issues. To answer that point would require a review of dozens of prosecutions and civil 
cases, which would be disproportionate at this stage. 

Ail 3fl3?d809f 

.............. ..... ... ..... ._.... . ...............1
Comnrenbad [MU7]i (; d =nmilil ,te list here all cf the 
h. ~l that✓ a l red to,,, r,. , st , c ,.I .,rinurdies 
ays armw, and in`er tifl':OrO re, to dustraretust tmw I 
ropnssihle It tiaocld be to ce'tnr m lixh a feat'? 

'resur'ier, Or/silts ;gild prone?e the? 

AP: Deloitto are providing this but it won't be ready before 
the letter needs to go,

r✓c) f «~ ° 8. a S i , 

g~'°r 3 a . I s .1E. 
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1~ 20....___.._.._in response to paragfaph 195, Post Office is aware of Professor McLachian's evidence. 
This evidence was put before a jury and !hey round that Seem a Misra was guilty of theft. 

4A_34374509


