
POL00447891 
POL00447891 

Post Office Limited - Document Classification: INTERNAL 

ServiceNow 
Risk Management User Guide 

20240510 SNOW Risk Management User Guide-0.0 



POL00447891 
POL00447891 

Post Office Limited - Document Classification: INTERNAL 

[OPFOF
ST 
ICE 

1 RISK MANAGEMENT OVERVIEW ..........................................................................................................3 

1.1 ENTITIES .............................................................................................................................................. 3 

1.2 UPSTREAM AND DOWNSTREAM RISKS ................................................................................................5 

1.3 RISK STATEMENTS ............................................................................................................................... 6 

1.4 RISK OWNER .......................................................................................................................................6 

1.5 RISK DESCRIPTION .............................................................................................................................. 6 

1.6 POST OFFICE HARM TABLE ...................................................................................................................7 

1.7 CONTROL ASSESSMENT SCORE ............................................................................................................8 

1.8 RISK RESPONSE TYPE ...........................................................................................................................8 

2 HOW TO USE GRC SNOW .....................................................................................................................8 

2.1 REQUEST ACCESS TO GRC SNOW .........................................................................................................8 

2.2 LOGIN INTO SNOW ............................................................................................................................11 

2.3 DEFAULT HOMEPAGE ............................................................................................... ................12 

2.4 CREATE A NEW RISK ...........................................................................................................................14 

2.4.1 How to create a risk .....................................................................................................................14 

2.4.2 Complete a risk record .................................................................................................................16 

2.4.3 Risk Appetite ............................................................................................................................... 16 

2.5 LOCATE RISKS ....................................................................................................................................17 

2.6 ASSESS A RISK ................................................................................................................................... 18 

2.6.1 Notifications ................................................................................................................................ 18 

2.6.2 Initiate a risk assessment .............................................................................................................18 

2.6.3 Start risk assessment process .......................................................................................................19 

2.6.4 Inherent Assessment ....................................................................................................................20 

2.6.5 Control Assessment ......................................................................................................................21 

2.6.6 Residual Assessment ....................................................................................................................23 

2.6.7 Risk Response ............................................................................................................................. 25 

2.7 COMPLETE A RISK RESPONSE TASK .................................................................................................... 27 

2.7.1 Risk Mitigation Task .....................................................................................................................27 

2.7.2 Risk Acceptance Task ...................................................................................................................29 

2.7.3 Risk Avoidance Task .....................................................................................................................32 

2.7.4 Risk Transfer Task ........................................................................................................................34 

2.7.5 Activity Journal ............................................................................................................................35 

2.8 RETIRE / CLOSE A RISK .......................................................................................................................38 



POL00447891 
POL00447891 

Post Office Limited - Document Classification: INTERNAL 

1 RISK MANAGEMENT OVERVIEW 

1.1 ENTITIES 

• Post Office has a three-level risk hierarchy: Enterprise Risks (the Post Office's key business risks), 
Intermediate Risks (sub-categories of an enterprise risk to which they are linked) and Local Risks (sub-
categories of intermediate risks, to which they are linked). 

• Entities in ServiceNow (SNOW) mirror the Post Office three-level risk hierarchy. 
• Entity field is visible in the Risk record (refer to paragraph 2.4.2 for details on how to complete a risk 

record). 
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Post Office Entity 
• Post Office Entity refers to Enterprise Risks. These risks are Post Office-wide and so are of corporate 

importance. Each enterprise risk is owned by a relevant GE member. It is unlikely that Risk Users will need 
to select this Entity. Central Risk provide an update on the management of these enterprise risks at each 
RCC and ARC. 
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Group Level Entity 
• Entities that contain ̀ Group' refers to Intermediate Risks. They are often the key risks faced by individual 

business areas and they are often owned by GE/GE-1 member. Select these Entities only if the risk is 
relevant at GE /GE-1 member level (e.g. Group Commercial, Group Information, Group Finance etc). 
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All other Entities 
• All other Entities are related to Local Risks(Department level). They are often more specific, local risks 

faced by individual department and often owned by Department heads. Select these Entities only if risks 
are relevant at Department level. 
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• If you are an Entity owner, you can see the entities you own under your GE Dashboard. 
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1.2 UPSTREAM AND DOWNSTREAM RISKS 

• Risk hierarchy is managed by Central Risk Team linking Local risks to their related Intermediate risks and 
then to the related Enterprise risk, within the same Entity only. In SNOW this can be done linking your risk 
to Upstream and Downstream risks, depending on the risk level (e.g. if you have an intermediate risk, its 
upstream risk will be an Enterprise risk and downstream risk a Local risk). 

• If you wish to change the risk hierarchy by adding/removing Upstream or Downstream risks, contact your 
Central Risk Business Partner (RBP) by ServiceNow chatbox message/email. 
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1.3 RISK STATEMENTS 

• Risk Statements in SNOW are the Risk categories. Risk Statements can only be assigned by Central Risk 
Team. 

• Each risk needs to be associated to a Risk Statement. There are more than55 Risk Statements 2 (sub-
categories) across the 14 Risk Statement 1 (main categories). 

I Strategy 6 I Financial 11 Security 

2 Governance 7 Commercial 

3 Operational 8 People 

4 1 Legal 9 
Technology 

Sa I Health & Safety 10 Information 

12 Change 

13 
ji Titation al 

14 1 Marketplace & Brands 

• Risks should be classified against the Event not the Cause or the lm pact. 
• ServiceNow risks management has enabled theCentral Risk Team to view the risks not only by Group Entity 

(the verticals) but risk management across risk functions (technology, security, information) to address risk 
domains. 

1.4 RISK OWNER 

• ISO Guide 73 defines risk owner as a 'person with authority and accountability to make the decision to 
treat, or not to treat a risk'. 

• Under the "first line of defence", management have primary ownership, responsibility and accountability 
for identifying, assessing and managing risks. The first line 'own' the risks and are responsible for execution 
of the organisation's response to those risks through executing internal controls on a dayto-day basis and 
for implementing corrective actions to address deficiencies. 

1.5 RISK DESCRIPTION 

• Risks must be expressed in terms of their cause(s), the risk event itself, and their impact: 
o Cause: A cause is an element which alone or in combination with other causes has the potential to give 

rise to the risk. 
o Event: An event is an articulation of the potential adverse or beneficial circumstances that could result 

from the cause— in effect the risk itself. 
o Consequences/Impact: Consequences are the outcome of a risk event materialising. Outcomes can be 

positive or negative. 
A good example of risk description is as follows: 

Cause Event Impact 

Because of the lack of there is a risk the Post Office resulting loss in revenue, 
engagement, approach and experiences prolonged industrial client/customer detriment and 
transparency with the CWU action which adversely impacts its reputational damage. 
members, ability to deliver its short, 

medium or long-term strategic 
objectives, 

20240510 SNOW Risk Management User Guide_ v1,0 
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1.6 POST OFFICE HARM TABLE 

A risk is assessed on both the likelihood of it occurring and the impact if it were to occur. 
The Post Office corporate HARM table (see table below) describes the likelihood/impact scales which must 
be applied, as per below: 
o likelihood score (between 1 and 5) indicates how probable it is that your risk is going to occur. 
o expected impact score (between 1 and 5): impact of your risk in any relevant impact category (i.e. 

Strategic/Financial, Operational, Reputational/Legal, Postmasters and Customers). The highest number 
(between 1 and 5) out of all the categories is the impact score for your risk and the category in which 
this occurs is the 'leading risk impact'. 

o Impact and likelihood are multiplied together to give the risk score (a minimum of 1 and a maximum of 
25). 

63 IMPACT SCALE 
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Ii) LIKELIHOOD SCALE 

• • Risk almost certain to materialise unless action taken 
• Risk could be expected to materialise 

= 1
'>
~ JiJ • Risk likely to materialise frequently if events follow 

normal patterns and mitigating action is not taken, pJI 
p O . °: • Risk could be expected to materialise 

O O 
Risk unlikely to materialise but it is possible 

= C 
• 

• • Risk could be expected to materialise 
infrequently/irregularly/sporadically 

Y w Risk very unlikely to materialise 
• • N Risk could materialise intermittently 

• A remote l ikelihood that risk would materialise 
 • • Almost inconceivable that risk would occur 

Each active risk has 2 ratings namely: 
o Inherent: the level of risk before any control activities are applied. 
o Residual: the latest level of risk considering the effectiveness of the controls currently in place. 

20240510 SNOW Risk IIVIaneernlent user Guide_ v1.0 
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• The residual score cannot be higher (and will almost certainly be lower than) the hherent score. It may be 
equal to the inherent score on a new risk with no controls or remediation activity in place, but you would 
expect to see the residual score gradually reduce over time as the risk is managed. 

1.7 CONTROL ASSESSMENT SCORE 

• Control is any action taken to reduce the likelihood and/or magnitude of a risk. 
• You can use the following guidance when assessing your controls: 

ontrol Effectiveness erformance 
he control(s) significantly reduces the risk, bringing the residual risk 

lithin appetite 
The control(s) has some impact on reducing the risk 

control(s) does not adequately address the risk 

1.8 RISK RESPONSE TYPE 

• You have the option for responding to risk, identified as the 4Ts: Accept (Tolerate), Mitigate (Treat), 
Transfer and Avoid (Terminate). Brief description of each of the 4Ts is provided below: 

Risk Response Description 
The risk exposure may be tolerable without any further action being taken. 

Accept 
(Tolerate/Retain) 

The ability to do anything about some risks may be limited, or the costs of 
taking any action may be disproportionate to thepotential benefit gained. 

By far the greater number of risks will be addressed in this way. The purpose 
Mitigate of treatment is that, whilst continuing within Post Office with the activity 
(Treat/Control/Reduce) giving rise to the risk, mitigation plan is taken to constrain the risk within 

appetite 

Transfer 
Transferring a risk by means of an insurance policy (e.g. a cyber risk might be 
transferred because we have an insurance policy) 

Some risks will only be treatable or containable to acceptable levels, by 
terminating the activity. In these circumstances, appropriate responses will 
be elimination of the risk by stopping the process or activity, substituting an 

Avoid alternative process or outsourcing the activity that is associated with the risk 
(Terminate/Eliminate) (e.g., you can decide to ban the usage of laptops outside of the company 

premises if the risk of unauthorized access to those laptops is too high-
because, e.g., such hacks could halt the complete IT infrastructure you are 
using) 

2 HOW TO USE GRC SNOW 

2.1 REQUEST ACCESS TO GRC SNOW 

• If you require access to SNOW, you should fill a "Request access to GRC" form from SNOW Colleague Portal: 
Service Catalog - Colleague Portal (service-now.com) 

• Contact your RBP if you have any issues or questions. 

20240510 SNOW Risk Management User Guide_ v1.0 
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Roberta Zavaglia  k s L  GRO

First name Phone 

• Select 'Risk' under 'Which area of GRC do you require access to?' 

First name Phone 

-- None --

Control 

Vendor Risk Management 

None

• Select your Risk Group: 
o 'Risk Owner': if you own risks but you do not own any Department or Business Unit (i.e. Entity); 
o 'Risk Entity Owner': if you are a risk owner and you own a Department or a Business Unit (i.e. 

Entity). You should be a GE or GE-1 memberto request this Risk Group; 
o 'Central Risk Admin' and 'Central Risk User' are Risk groups for Central Risk Team only; 

20240510 SNOW Risk (Management User Guide _v1.0 
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o If you are not a risk owner but you need a read-only access to SNOW, speak to your RBP and ask 
how you can have 'Risk Reader' role. This Role cannot be requested through the Request access to 
GRC form. 

• Each Risk Group is associate to a Risk Role and has the following abilities: 

Risk Groups 

• Can rraate manage, risks I 5th r is the Risk owner • Inhedts nsk owner • Inborits Central Risk • ti r isi.i I ,r t tral 
• it Ii by Fen sslo s wit di on permissions Tea n pemnsswns RI be 

• C ,n,pl i ;k iif I is ( i ,l boards, • Manage risk statements ( • C,n delete risks and risk ( • R i i niy a< < s to Iho 
as .essi ents Revs or for their • Initiates Assessments '>1 ' e0 5 Ri k ::alt I 

• Oven r k response tasks i s • Provides risk review/risk ( • C tr 1 hate risks and ( • will

Ca i uy at ctivity • P vi r s profile of their assurance risk Later nts nsk as r sk i -er 
journal F , , ,need ( eon • Retires risks • D I ..I i , J risks 
by to' ns50 ers  • Vi ii ty r-raP  Do not manage risks •Can na res ts/ 

i<inietauo i fix their • Can perform risk da I ,r 
c t nd nevi d' ;k ate_menis on behalf of 

• Vlal ty t o al l ris ks within ~ ( community 
di ins L ic ss un t ni ad 

Can 
others 

departments they work • share risk dashboards 
with business units and risk ( 

J owners

_& 
Risk Rok, 

Request access to GRC 
...... ..... .... .... . ...... .... ..... 

* Which Risk group do you require access to? 0 

Central Risk Admir: inherits the permissions of Central Risk Team_ They can create,, 

delete risks and risk statements. They do not manage risks 

Central Risk User (risk manage,j: inherits the,permissions of risk owners and entity owners 

class {led as risk user Can trrftfate'isk assessments manage risk statements and retire 

risk Oversees the corporate approach to risk management. 

Risk Entity Owner (risk user): the Entity owner will have the ability to review the risks 

associated to their entities using the dashboard. Wilt also maintain the risk profile for 

their entities by keeping track of overdue assessments and mitigation tasks for those risks 

Can create, manage and retire their own risks. 

Risk Owner [risk user): the risk owner wilt create risks, be assigned risks, complete risk 

assessments, and risk response tasks. 

--

.  Select either 'Risk Owner' or 'Risk Entity Owner' as 'Central Risk Admin' and 'Central Risk User' are for 
Central Risk Team only. 

, v .v1d i dyement User Guide _v1.0 
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Request access to GRC 

Which Risk group do you require access to? A 

Central Risk Admin: inherits the permissions of Central Risk Team They can create. X 

delete risks and risk statements. They do not manage risks. 

Central Risk User (risk manager): inherits the permissions.of risk owners and entity owners 

classified as risk users. Can initiate risk assessments. ritanageitsk'statements and retire 

risks Oversees the cor orate roach to risk maraapement _~~ _ 

0 

• Your request of access will have to approved by your RBP. 

2.2 LOGIN INTO SNOW 

• Once you have received access to SNOW, login into the system (you will login with your Post Office 

credentials) 

• If you see the following screen select "Click here for Head Office, Admin and Supply Chain colleague kg in" 

Smart ID) User name 

Password 

Forgot Password? 

Click here for Head office, tbimrn Tand 
Supply chain colleague tog in 

• Insert your email and you will login into SNOW 

tiz I', 6. a ement User Guide _v1.0 
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External login 

users 

Use local login 

2.3 DEFAULT HOMEPAGE 

• The first time you login you should see your Hornepage set as Dashboards, as per screenshot below: 

Dashboards ® ^,. $TsYSrTTrx~rTrssy' rr'> rrvre ~2rrvr t., ..T 

Recent Owned by Me Shared wf t, Me 55 nR Getups •

Dever viewer r♦ oth Wer — i■Ir
~ 0 

It.... - 
- a: i ■lh. 

Compliance Users —.—. continuous Risk Monitorin$Over... ,P: RiskOwertiew 
ovrrxA by C mitrvr An a: Omri ~ ~. ~ 

ot'wr vk"cr I I Comnrmny vieww BRr erddwN Vttmx:+r ' 1

~fr (isPMODirector Dashboard Communities Dashboard .1k. Incident Management 
li, Ii,

~^'~ uFrr .,,e vkwvr » Meae~,a vxm :,~ xeihn,i u .r 

o If not, click on the Dashboard overview icon as per below and you will be redirected to the interface 

o Select 'All' and type the Dashboard that you want to set up as a default in the Search Box: 
■ "Risks Users" Dashboard: if you are a risk ownerand you do not own any Department or Business 

Unit. This will give you visibility of the risks that you own; 
• "Entity Heads/Leads" Dashboard: if you are a risk ownerand you own a Department or a Business 

Unit (i.e. Entity Owner), you can also select this dashboard. This will give you visibility of your 
Entities risks; 

• "GE Group" Dashboard (i.e. GE Group Commercial, Finance, Information, People etc.): if you are a 
risk owner and you own a Department or a Business Unit (i.e. Entity Owner), select the GE Group 
dashboard related to your Business Unit. This will give you visibility of your Business Unit Risk 
profile, Entity risks, outstanding risk assessments mitigation tasks, etc. 

20240510 SNOW Risk Management  User Guide _v1.0 
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Dashboards 

Rerf1 Ouewd byMP Sharfd wathMe AE 

Owner tyo'.~arao.ewrm{t,,,d - . 
Edror 

Dashboards 

;ent OwnedbyMe SharedwithMe All 

G Pfftter AllGmro*   Seatthdashbnard Qd*usa Qx 

Groupfilte, Allt.rcup, .. ♦ Search dashboard La,eatayhawds

Dashboards 

Rc^^cent twnedbyMe Shared withMe All GwuP hrlrl All(,cu,» 
4 

Search dasldeuard Q(gdadLo.. Ox 

GE Oashboo - Gaouphdormatian MVA0b.sd- Group People 6E Revd- Corp AAaea, Comma &8. .d '..

r..::Apa -w tnawermraaaw Coo,. p , ., cnaaraawaae 

. i -;i .: roue CommavciaC GE peshbbard Group rinanca GooupGooICoonorl 

. ~.. . ,, I. . _...rary crrnr+rhxdrrsMsm G d by a.rar th.o" Xaa, 
-:

+YGE ~asht:_nr:i Group Opaatians:5P0 GE pashboord C-roup Bps: Njw&Pond 
rnnrr 

o You will be redirected to the'Risk Users' or your selected Dashboard. When you login 5erviceNow and 
when you click on the top left corner (i.e. HomePage icon) you should always be redirected to the'Risk 
Users' Dashboard or your selected Dashboard. 

20240510 SNOW Risk Management  User Guide _v1.0 
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2.4 CREATE A NEW RISK 

2.4.1 How to create a risk 

• Risks are created by risk owners directly in the Risk application. There are several ways to do this: 

OPTION 1: RISK USERS DASHBOARD 

• The preferred method to create a new Risk is through yourRisk User Dashboard by clicking 'Create a new 

Risk' button. 

Oe Risk Users • 

Create a new Risk 

Create a new Risk 

My Risks

Number Name A Entlty Category Inherent risk Control effectiveness Residual risk Rlsk response 

No records to display 
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• You will be redirected to the following page, where you can fill out and save the details of therisk (refer to 

paragraph 2.4.2 for details). 

Risk 
New record [A&— ,d riskviewj 

Nam e 
...... ..._... .......... _ ...._ .__.... ._.. .. .. 

Number
`.".<...W'..':iia: 'f„:rS, :M'ac$c~!n:

AcrN.

Own~nB6r V ;. tx~~ aaaTxe x~,mw ; SaN aanT~a4,l 

* Owner Q Inheritfr nsk=Wwnt 

Entity  __. .,  Q Risk Statement . 
_. _... _. .. 

OPTION 2: USING THE RISK APPLICATION 

• Write 'My Risks' on the Filter navigator on the top left, click on 'My Risks' under Risk Register to display a 

list of all risks where you are a risk owner and click"New" button to create a new risk record: 

20240510 SNOW Risk Management User Guide- v1.0 
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2.4.2 Complete a risk record 

The following fields must be completed when you create a newrisk: 
o Name (mandatory) - short description of the risk. 
o Risk Owner (mandatory) - person with authority and accountability to make the decision to treat, or 

not to treat a risk (refer to paragraph 1.4 for definition). 
o Entity (mandatory) - mirrors the Post Office three-level risk hierarchy (Post Office/Enterprise risks, 

Group level/Intermediate risks, Department level/Local risks)- (refer to paragraph 1.1 for details). 
o Description (mandatory) - risks must be expressed in terms of their cause(s), the risk event itself, and 

their impact (refer to paragraph 1.5 for guidance). 
o Owning group field is not in use. 
o Risk Statements are the Risk categories and can only be assigned by Central Risk Team (refer to 

paragraph 1.3 for details). 
o Additional Information (not mandatory) can be used to add additional comments on your risk (e.g. 

comments on the reason why this risk has materialbed, if this is because of a change of regulation or 
from an incident that occurred, what policies apply, Internal Audit findings, etc.). 

Select `Submit' button on the top right to save the record and return to the previous screen. 

R 
New record o00 

• The Central Risk Team then reviews the risk and associates the risk to the appropriate risk statement, 
before releasing the risk assessment. 

2.4.3 Risk Appetite 

• There is a Risk appetite tab under your risk record and risk assessment record showing the Risk Appetite 
and Tolerance levels linked to the Risk Statement of your risk (see screenshot below). POL has approved risk 
appetite and tolerance levels for the following areas: Technology, People, Commercial, Legal, Operational, 
Governance and Finance. If there is not an approved risk appetite statement, the risk appetite tab will be 
empty. 

• Within the same tab, you can also see the risk appetite status, if the risk has been assessed before (the field 
will be empty if the risk has not been assessed yet). This shows if the risk is "inside appetite", "outside 
appetite" or "outside tolerance". You have to consider the risk appetite and tolerance when assessing your 
risk and completing the risk response (please see sections 2.6.6 and 2.6.7). 
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tJsa Me bebw a'Vlbu:es (oozflne [hansk@pp_lWZnd lalwoetta rthh BsklOy deLW{,Me appoliblapd{~In"wallpeg r wWeafrom(llRa"daett llekScmiMnS 

O.:omidc gual tat5O nsk 
; a4:iatite 

QrmmH¢ ap¢trc ~tvrea. 
 ~ 

gaautawa t rra,ta 0 

RukappetitastatentrM A0nw Me, In rzrc. dnnw wnnw. wafi.wdly V:ava an rtrarce appaota to 4ein:pn cornp4ant.ekk our ztacutwyand regulamry ebap—(Au 
flan PCR). So, we owl av¢Id taking pretty Mol any Mat in Mla area (Ober, at all poeSbb) any nave an aMrernar, tow appetite ear any new rlRS 
mzterfalistrvg. 

Risk appetite status 

delirdngtUMM attbnatw bring Me'iskwtthltate appebl- 

Qualnmrreappothasnlaws ~to;'w e leis 

2.5 LOCATE RISKS 

• The preferred method to locate your risks is through 'My Risks' section on your Risk Users Dashboard: 

RK0021727 Operational 

() RK0021765 Oversight 

Post Office Operational 

Group General Counsel Governance 

• Alternatively, you can select "risks' under Risk on the left panel, which shows all active risks of which you 

are the risk owner: 

m ksk_ ® search Nonrr r eitl: -'-. 

f p xa> 4aunark Rabarta Zavaea>Statat'>Reprcd 

f J ) E as nption 2C ny  rr a Ntb reaCon;e ! l!+berent naS 

Searrh .w.n rant: ~_,r<li ~ a:cl: Search 

Fr lure td dent:fy 

a RRgt rentaai Fisk (, I rt tl:e 
Rohe; t.~ Il

lsroot,,, 
5[an 

lenpty) 

al.. 
[aYaC~ a I of prat:.. 

(~) ARCII(14➢d.1 PpI P 
RgbS.ttd ih r r(n e. ms6 

~ Za1fdP.4i locale formats stet '̂ '"Zrt'~'.l'~~p~~i 
._._. 

.q,,~. ~. 

B¢ea,se o'ron. 
Sr, naP. S1 

(y) CversRRt  l
RgbJf!'t8 augnmentW the fdLYPIWIIGe Mitlpfe MaNrM pNe:6) 

• If you own a Business Unit or Department, you can also locate your Business Area risks from your GE 
Dashboard by clicking on to 'All active risks' chart or 'Risk Details' tab. 
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All active risks- Group Information 

2.6 ASSESS A RISK 

All active risks by risk rating. Group information 

Slurp LO 

wgh=. . 

Lemptyl=. 44 

All active risks by category - Group Information 

t  is 

Medl ` O T 
o,„ ••• s 

4 

~d 4

leskcount 

2.6.1 Notifications 

• You will receive a notification at important points in the life cycle of the riskassessment: 
o When the risk assessment has been initiated. You will receive an email with a link to the assessment, 

asking you to perform a risk assessment before the due date. 
o When the risk assessment has been re-assigned to you from the risk owner. 
o When risk assessment is due. 
o When risk assessment is overdue (the Due date has passed). 
o When a risk response task is assigned to you. 
o When a risk mitigation is overdue. 

2.6.2 Initiate a risk assessment 

• You as a Risk Owner cannot initiate an assessment. 

• All risks in a 'Mitigate' state will be released for assessment by the Central Risk Team driven by the dates 
aligned to RCC. SNOW Risk Assessment Schedule (including Risk assessment release dates and due dates for 
risk assessments to be completed) can be found in the Central Risk Team intranet pager ,t~ a ice, R( -,K t< 
Compliance Tool (sharepoint.corrr). 

• All risks in 'Accept' state will be automatically released for assessment by the system on the 'acceptance 
due date' (refer to paragraph 2.7.2 Risk Acceptance Task for more details). 

• You can make ad hoc requests for risks that require assessments. In this case request to initiate an 
assessment to your RBP or Central Risk via risk chat or email: 
o If the risk in a Mitigate state has increased or decreased and you would urgently like to reflect this 

within the risk before the risk assessment release dates; 
o If you need to change a risk score before the acceptance due date; 
o If you have a new risk that has not been initiated; 
o If you wish to retire a risk (refer to paragraph 2.8) 
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• if you do not wish to change the scores before the risk assessment release dates, you add can detail to the 
activity journey to note for when you do assess the risk. 

2.6.3 Start risk assessment process 

• You should have received an email asking you to perform risk assessment, containing the link to the risk 
assessment to be performed: 

You have beer assigned a risk assessment for Risk: Risk ownees ovetstate mitigation €RK0020482), Please se ect'Assess' to start the risk assessment 

process and then perform Inharent/controliaesidual Assessment. Select 'Respond' and 'Mark as complete' to move to the next stage. 

The risk assessment Can be accessed by tim following lin sMT0010447g. 

Please update this risk a essrnent by the due date: 15/06/2022 1023:03 05T, 

Referto user guides for further guidance or reach out to your Risk Business Partner. 

Thanks, 
Central Risk Team 

Ur,subscribe I Notification µreferences 

Ref:MSG8640733 

• Log into ServiceNow, load your Risk User dashboard and locate your risk assessments in"My Risk 
Assessments (Ready to Assess)" list in the middle of your dashboard. Working through one by one, click on 
the RASMT number (not the words). 

Number V Risk .Assessable entity Duedate 

r RASM 101201  (7(%Xj Eyber risk and data security. Central Risk 25/01/202121.2253 

• Click `Assess' to start the risk assessment process to the inherent risk assessment. Always follow the green 
buttons at the top right hand of the page as these will move you through each stage of the risk assessment 
process. 

< =

. _ . ....... 
eweym..a s F,F..,,.e...ne.e 

BePYRR „r+'t Ceet, oak 
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fttsF 4 F5015550R
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l ure a 
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• If the risk was previously assessed, you will be asked if you want to bring forward the previous assessment. 
The preferred choice is 'Yes'. 

Confirmation 

Do you want to copy the previous risk assessment results? 

• You can click 'Reassign' in title bar to reassign assessment to another member of your tearry in exceptional 
circumstances (e.g. long term sick): 

Reassign = 

2.6.4 Inherent Assessment 

• The 151 stage of the risk assessment process is the 'Inherent Assessment'. 
• The Inherent score is the level of risk before any control activities are applied. 
• The Inherent score is determined when you assign likelihood and impact rating (between 1 and 5) to the 

risk. The Post Office corporate HARM table describes the impact/likelihood scales which must be applied 
and it can be viewed by clicking Open from the Guidance next to Impact/Likelihood(refer to paragraph 1.6 
for details); 

Assessment Summary Inherent Assessment Control Assessment Residual Assessment Risk Response Activity Journal 

To modify your responses to factors, click*he Back to inherent assessment button. 

Factor 

Impact 

Likelihood 

Response 

Choose here 

Qualitative Qualitative 

weight Score 

100411 — 

Guidance :. ~ F 
.......... .......... ...... .. [.;. 

For assistance on how to respond to this factor, click Open. 

• For existing risks, the inherent score should not be amended, unless something material about the nature 
of the risk has changed. Ensure thatthe inherent score is either the same or higher than the residual score 
(not lower). For new risks with no controls or remediation activity in place, the inherent score may be equal 
to a residual score. If you make any changes to the inherent score, add your rationale in the comments box. 
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Assessmentsummar inherent Assessment Activity Journal _. 

Enter responses for the factor that need manual responses and save the form to view the computed mherenttisk. For automated factors, the respotses are automatically cake ated.~ 

Fatxot Response Qualitative Welght Quatitstiveseore Quantitattnt Store Comments 

oE;, tike0ihood Possible-3 v Q 100% ... rile Add Camm t 

3IK impact Moderate -2 V (D  100% ..., edit Add cnmmenis 

• Click 'Save and calculate' at the top right hand of the page to calculate the risk score: 

Save and calculate 1 Reassign 

Facto* Response Qu tmWntght Qirakitative Same Q damStnen

Like!€hood 

,..—_......_ _ 

Ptxslble-3 
~...... ........... 

_. . . ................ 

~,''; V 
_. _... ;. ........ 

1003n 3.00 /e 

l`' impact NAtxlPate-'2 ' (!) I 100% 2.00 nla 

Results 

::omputed -rrhereint risk 

• Click 'Perform control assessment': 

' • . . - Save and calcul<atr-

2.6.5 Control Assessment 

• The 2nd stage of the risk assessment process is the Control assessment'. 

• Select (tick) 'no mitigating controls to asses' if you are NOT live on the Controls Framework. Add your 

controls in the comment box. 

Assessment Summary ir•,herent Assessment Con[rol Assessment Activty Journa, 

No mitgating controls to 
assess 

Dui; resper;x, 5, ti, tacier,.l'.a-, la65taA..aIr5rpo5565auusavo t55 tarn to!.ca inE co nputt'd cax.to. i::[-.,aooez For 2.amnalco tecta S tro fa spo..;Es era autanatrc:J,

{ Factor Respor- QuaditatiweWtngtlt Qualitative scare Qnarttitairve Sca'arn Comments 

Coot 01 Effectiveness Cl'oo abate  v O. 100% — nja Add Comments 

Partially 
7 t e 

Effective 
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• If you are 'live' on the Controls Framework assess your controls. Check the Related Controls tab for any 

controls and consider if the controls would reduce your inherent risk score. You may need to uncheck the 

no mitigating controls to assess before you can select the Control Effectiveness from the drop-down menu. 

Control assessment guidance can be viewed by clicking guidance next to Control Effectiveiess (refer to 

paragraph 1.7 for guidance details). If there is any change, add your rationale in the comments box.Select 

either 'Ineffective', 'Partially effective', or'Effective' from the drop-down list on the Response field of the 

Control Assessment tab. 
• If there are no controls linked to your risk under the Related Controls tab and they are managed offline for 

example via excel/SharePoint etc, add a comment in the comment box saying that controls are managed 
offline and possibly include control numbers (if you have them) or processes you are using. Once you have 
added your comments, you will need to complete the control effectiveness by clicking the scroll down 
menu. 

• What if you don't have any controls implemented to mitigate the risk? Tick "no mitifpting controls to 

assess'. 
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• If there is any change add your rationale in the comments box 

cam,-,unt 

• Once completed, click 'Save and calculate' at the top right hand of the page to calculate Control 
Effectiveness score. 

rSave and calculate Reassign 

Factrtr Response QualitativeWeigght QjuatitattveScore Quantitative 

Store 

c ControlEffect§veness Effective i 1059a 3.00 n/a 

Results 

computed control 

effectiveness 

• Click 'Perform residual assessment'. 

Save and calculate 

2.6.6 Residual Assessment 

• The 3rd stage of the risk assessment process is the 'Residual Assessment'. 
• Check to ensure that the residual risk not applicable box is not ticked to allow for the risk scores to be 

completed. 
• Before assessing your residual score, check the risk appetite and tolerance under the risk appetite tab. All 

risks should be managed within the agreed risk appetite. 
• The residual risk is the latest level of risk considering the effectivenessof the controls currently in place. To 

complete the residual risk, navigate to the Residual Assessment tab and use the drop-down Response fields 
for Likelihood and Impact to score the risk, on a 1-5 scale. The residual score can remain the same as 
previous assessment if the likelihood / impact has not changed, be increased or decreased if the likelihood / 
impact has changed. Add comments in the comment box with bullet points to provide the reason for the 
residual score being unchanged orchanged after previous assessment. To help you decide you can refer to 
the Harm Table, which can be viewed by clicking Open from the Guidance next to Impact/Likelihood(refer 
to paragraph 1.6 for details). 

• Click 'Save and calculate' at the top right hand of the page. 

Assessment Summary Inherent Assessment Control Assessment 
LiaLAcc cmert

Activty Journal 

Residual risk not applicable 

Enter responses torthe factors that need manual responses and save the form to view the computed residual nsk. Far automated ratters, the n>sponses are automatically Calculated. 

Response ~+ QWfltative Weight Quabta6ve Score Quandtatve Comrne,C= 
sco" 

'..., * Impact Ninon -1  100% ... nja A pnsmen 

c Likelihood Cnlikely-2 ... _.w `') Va Add comments 
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Save and calculate I Reassign 

Factor Response Qteaet1teeWetglt Q attvaSasre Quanaleve 
Score 

MinorimpactD I v 100% 1.00 n/a 

Ic VrketBtsaod Unlikely -2 v ( 100% a,06 n/a 

P, _-itS -4 

rata ttszl .:psid 3# risk 

• The risk appetite status is populated under the Risk appetite tab to show if the risk is within appetite 
(green), outside appetite (orange) or outside tolerance (red). 

,V ,r en, U;pdece Back tocontrol assascment 
= 

Save ani calculxe Reassign sl 

Asses men ppet4 Inherent Assessment. CQnt}BLMSQ;,m R,:Idua[Ascrsment Asti - ty Journal 

_nrc apgaMte .Aver l v) C QuaRtalwe tnisrance C us (<'aoj
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Sac e m, eves, aryu, Is Wiry; lee ewnNlve 
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Appetite status 

Qnalita appeien lotus 0 nsAaappetite 15. (i)' 

UPJate Backtocon[rol assessment Respond >..v. anticalculate tccrtlpjs 

peecleucAsnvee,nencnlO Rvlavaa Cceeecte See, lenses r,ds fa,h- 'I 

• Complete the risk assessment by clicking `Respond'. 

Back to control assessment 

• The risk assessment result is automatically reflected in the risk record and can be located on the 
'Assessment Summary' tab: 

Inherent Assessmerit Control Assessment Residual Assessment 

Inherent risk e+ sal 
 s '-rte

Control effectiveness 

Residual risk 
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2.6.7 Risk Response 

• Risks automatically move to the respond state once assessment is complete, and the 'Risk Response' tab 

becomes active. Select this tab and a Risk Response to the risk assessment— Mitigate (Treat), Accept 

(Tolerate), Avoid (Terminate) or Transfer. 

• Check the risk appetite status under the Risk appetite tab. All risks outside of appetite and/or tolerance 

must have a mitigation plan in place to ensure the risk is brought within these levels and may be presented 

to the relevant governance forums for escalation/agreement of the risk position. If your risk is outside 
appetite or tolerance, select Mitigate or Transfer or Avoid. 

Risk appetite status Risk Response 
Within appetite Accept or Mitigate or Transfer or Avoid 
Outside appetite Mitigate or Transfer or Avoid 
Outside tolerance Mitigate or Transfer or Avoid 

• For all the above responses, a risk response task is created for you to action (refer toparagraph 2.7 on how 

to complete these tasks and 1.8 for risk response type). 

Assessment Summary Inherent Assessment Control Assessment Residual Assessment 

Risk response 
r 

--None-- Y~ 

Accept (Tolerate) 
Avoid (Terminate) 
Mitigate (Treat) 
Transfer 

Update Back to residual assessme nt Mark as complete Reassign 

• Once done, click 'Request approval' button 
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( Riek Assessment-kASMT003D5955 
ri 'F7 Y -  Update Back to residual assessment Reassign000 

Readyto assess J Inherent assessment s/ Control assessment sr Residual assessment J 

Department CISO Q Due date

Risk 

Plumber 

Risk des ripturi 

Respond Aesattingapproval 

Assessment Summary Risk Appetite Inherent Assessment. Control Assessment ResidualAssessment Risk Response .Activity.lournah' 

* Risk response Mitigate (Treat; 

Continents 

• Click `Submit'. The risk assessment moves to a 'Monitor' state and the previous risk assessment moves to 
'Closed' state. A response record is created and will be visible on your Risk Response tab. 

Risk assessments (2) Risk response tasks (2) Controls Indicators Riskevent, Isn,es Policy Exceptions tasks UpstreamR.sks Downstream Risks Content Releren<as 

m Risk IOenosenb search Start data • ,parr li C 1 102sf2 

7 Rr-Trsl trairingOZ 

iJ RRSM1tocln531t2 (jrqupl+g pfe Verringh'Scv'm 2p} Pa-tiallyree<tve'rnre. 2{ Nedium(Score: 6) MTigate(Trezp luiiet Lnnp 
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• Once you have completed all risk assessments the 'My risks assessments ready to assess' in the Risk User 
dashboard will now be empty. 

• If you have not fully completed an assessment to the end state(i.e. 'Request Approval' and 'Submit'), the 
assessment will be listed in the middle section of your Risk User dashboard - 'My Risk Assessments (in 
Progress)' list. 

• Complete your risk assessments in progress and go back to your Risk User dashboard to check that the 
section 'My Risks Assessments (in Progress)' is now empty. 

2.7 COMPLETE A RISK RESPONSE TASK 

• Depending on the response selected on the Risk Assessment the system will automatically create and 
assign to the Risk Assessor one of the following: 

2.7.1 Risk Mitigation Task 

• Scroll down and click Risk Response Task tab, select the new riskmitigation record created (identified by 
Active is true or the latest number or a Work in progress state for mitigation task).You can also locate your 
new risk acceptance task in your Risk User Dashboard - My Open Risk Mitigation Task. 

Rsk ssmentsfll P. sates w r3; Co tot s(11 Indicators Riskeverr Imes Pot ict eptions .' Tasks Upstreatot k Downstream Risks Content References 

,1  State Search C; — Actiorson selected rotes... 

Risk = Test isk r, 

I. Number Risk Assessment instance Name Asslgtedto Created Updated State Priority Task type Active

MGT00043' 1 RiskofTest SI ) _ 10/05/2024 10/05/2024 Work In Risk 
true 

Atorept At S 115102 2024 05/02/2024 She Tpstrisk ! r .. ..e to Accepted . take 
rz - 15:55:44 15:57:33 Acceptance 

Mitigate  
10G Io Shekel

10/05/2024 Risk 0i4:)i.5 F Ml li1136. ::o  Test R 1. za,"g.l :i :28 Cancelled false 
riskrz 

10:23791174;21724 
 11.02:39 Mitigation 

• If there is already a mitigation task for your risk, the system automatically cancels your previous open risk 
response task (i.e. 'Work in progress', 'Awating Approval' or 'Review' state). Risk mitigations in "Closed 
Complete" state will not be cancelled and remain in closed state. 

• You can see your cancelled mitigation task (if applicable) under the "Risk Response Tasks" of your Risk 
Assessement record. 
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Risk assessments ;2: Risk tespo::w tasks 2) Controls Indicators Risk events 0000, Policy Eaceptlors Tasks Upstream Oaks Dosrotrearn Risks Content References 

_ Risk resposne t,sks Nunber • „,nr.+ 1 W 12 
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( M411a02636
Hltlgale Rlsk of lest alintlaod Risk MU91!on 3000/202313:22:9 fnlw 1,050102 

Nlopale Rlsk fT st Wotkti 
( kK.i<W363T 

ra.vng R~ 
et latg Ri,k Nupgatmn {empty) tme 

Pmareas 

• Click the empty MGT number (not the words). 

Ptevfnssnssc, .,:.:U Neared CUrdeott Open (Owes Rhk Rerpaasnraiksll) 

00 Rick Response Fasts Search Numbe: • .Tool. . 1 101010 

Risk 5100000510sks 

P1 1) 9 15 nb,, =Nam_ ®Asstgnedra 951401100 = cutlmeud 11410100 Millgztanl ® Accepbe0000ddate(RistKapla000i =Active =MME 

W7 111gate Rh;k U1 n Roped ]a.aeLi Risk Mlta0on (imp4y)

• Complete the 'Estimated start date', 'end date' (what is the next key milestone of the remediation or the 
date you expect the mitigation plan to be completed by). 

• Now complete the "Plan". You will have to copy and paste your Plan into the new one ifyour cancelled 
mitigation was still open (i.e. 'Work in progress', 'Awaiting Approval', 'Review') or complete the new 
mitigation task with new details if the previous onewas 'Closed Complete'. List bullet points of key actions 
that will be in place or key projects that will remediate this risk.This is information that will be used to 
produce risk reports to your GE member and to the Risk and Compliance Committee, so be as clear as 
possible. This is a good example: 

(= laok Mlhgavan-M010001549 ##0 10110W update allele 

Numtr M101400214 to :.:A Risk Non canyllant'e Wdh GlOffndln43 ® 

Asslgnedla Tim Pakl  -o 1110 3 -Moderate

State CWseoCmylele 001,01 otaet 01,01f202,12:55:2t 

Esllmaled Starr 01,'04f/0102090W Risk asYssment nletwelology 000a004uOrl RnkAotm000'r (5 1, 

00funfed End 
Erbhhtahal

[150011 21,1201021 lOOt Ut 

1001,004 1001/2120900&2 

Noon, polkiesandcwdrols 

Plan LPastolg0 hauetutls0lteof Pn10nutder Support Polities Tln,outeouo)erpinredb5rv{yed proeo,oesand Vateingonlhepnbdonlar PnoUnasterlacing 
ales. 

2 The postrnasier 5e00001mp105n 00001 Proyr0mtno (PSIPI oeiU mxutettaat all processes in SoeWee and Supperl Optimisdton nave been mapped andasoled. 
3. IlpmMOandl Sill dvslssm,#t: (ORV[dc WI 100101004 peek0400dllpby001dpef5 001000 SkfN(f dId 5090015 U5111:54t0I. 
4, there d:e Weekly case fev eta 1etUm5, momflly Ulspune Re50U1oP FPef¢W comNdReesdndd rrpnNlylrldepe:ldent reo1 bR Reiloo Pslel tP plaoe toa000te 

wnpllante WOES 101120 ftredings m detislansmade onhsputes, 

5 I2RI0 20211 Aµvrt• plan too ndptatkrg Uae uyerationao seg asx0or,n0 w01,ol,sot tc l;e dsk amt wrrao:snnatale of ServkeNow Itastxwa e,01erl and lsdue 
to he hbmftted to the 100iotrcr Resins &wnl. 

Custumerrpdate ,00001e: npdxe 

.. Watkhetes Past 

• Once updated click "Update", your risk response will remain in Work in progress state.You have now 
reviewed and update your new plan. 
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• If you mitigation is in 'Work in progresss', You can update your risk mitigation plan at any time. You do not 
need to wait for a risk assessment to be released. 

• Ask your RBP if you need any help. 

Risk mitigation closure 

• You can close a mitigation plan, if the risk is either in an (i) Accept state or (ii) no longer exists. If it is point 
(i) Contact your RBP who will release an assessment for you to complete which will enable you to rescore 
the risk and enter Accept in the respond section (see acceptance response task section below). If it is point 
(ii), refer to paragraph 2.8 for how to retire a risk. 

• Once your mitigation is 'Closed Complete', the risk record will move to 'Monitor' state and it will be in read-
only, so you will not be able to edit any risk details (including risk name, description, statement etc4 Your 
risk record will be editable again as soon as a new risk assessment is released.Your risk mitigation task will 

be also not editable. Please DO NOT close your mitigation if you wish to edit your risk record or your 
mitigation record until your next risk assessment release. 

2.7.2 Risk Acceptance Task 

• Scroll down and click Risk Response Task tab, select the new riskacceptance record created (identified by 
Active is true or the latest number or a Work in progress state for mitigation task).You can also locate your 
new risk acceptance task in your Risk User Dashboard - My Open Risk Acceptance Task. 

• Click on the APT number (not the words). If the risk has been accepted before there will bemore than one 
risk acceptance tasks showing. 
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• The system will automatically cancel your previous open risk response task (i.e. 'Work in progress', 'Awating 

Approval' or 'Review' state). Risk acceptances in 'Accepted'/'Closed' state will not be cancelled. 
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• Enter the 'Acceptance end date'. This is how long you are prepared to accept the risk for without reviewing 
it, and we would recommend that this is no more than 12 months. When the 'Acceptance end date' passes 
the system will automatically release a Risk Assessment to the Risk Owner. 

• Complete the 'Plan' with the event that is driving the acceptance end date(e.g. Our Strategic plan will be 
finalized by the xx/xx/xx which may impact on this risk). The Plan must be relevant to the risk 

• Complete the 'Justification for acceptance' section. This is a short confirmation as to why you have agreed 
to accept this risk for the agreed period of time This would usually be because the risk is within the 
business's risk appetite. This is an example ofjustfication for acceptance: 
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• Click the 'Review' button and then 'Close' button. Do not click any other buttons as this will prevent the 
task being completed to the Accepted state. This is very important as if this is notcompleted correctly, a 
risk assessment will not be released in the future 

Review Close Update 
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• You have now fully completed the Acceptance task. 
• Once your acceptance is 'Accepted', the risk record will move to 'Monitor' state and it will be in read-only, 

so you will not be able to edit any risk details (including risk name, description, statement etc.).Your risk 
record will be editable again as soon as a new risk assessment is released. Your risk acceptance task will be 
also not editable. 

• Go back to your Risk User dashboard and the section 'My open Acceptance Tasks ' should now be empty. 

• If your assessment of the risk (or its controls, or your risk appetite) changes and you no Icnger want to 
accept the risk before the acceptance end date is reached contact your Risk Business Partner who can 
release the risk for assessment. 

ACCEPTANCE TASK DELEGATED 

• When the risk assessment is delegated to someone other than the risk owner, the delegated person should 
request approval by clicking the 'Request Approval' button on the top right The risk response acceptance 
task is moved to the 'Awaiting Approval' state. 
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• Risk owners should not request approval of their tasks. 
• Delegates can view approvers on the risk acceptance task record under `Approvers'. 
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2.7.3 Risk Avoidance Task 

• Scroll down and click Risk Response Task tab if you are still perfoming your risk assessment orlog into 
ServiceNow and load your Risk User dashboard — My Open Risk Avoidance Tasks. 

• Select the new risk avoidance record created (identified by Active is true or the latest number or a Work in 
progress state for mitigation task) 

• Click on the AVT number (not the words). 
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• The system will automatically cancel your previous open risk response task, as mentioned in paragraph 
2.7.1 and 2.7.2. 

• Enter Plan and Steps to implement the plan 
• Click 'Update', 'Review' and 'Close' button, when you are satisfied with the plan. Your task will be in Closed 

state. 
• Once your avoidance is 'Closed', the risk record will move to 'Monitor' state and both risk and response 

task records will be in read-only, as mentioned in paragraph 2.7.1 and 2.7.2. 
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2.7.4 Risk Transfer Task 

• Scroll down and click Risk Response Task tab if you are still perfuming your risk assessment or bg into 
ServiceNow and load your Risk User dashboard — My Open Risk Transfer Tasks. 

• Select the new risk transfer record created (identified by Active is true or the latest number or a Work in 
progress state for mitigation task) 

• Click on the TFT number (not the words). 
• The system will automatically cancel your previous open risk response task, as mentioned in paragraph 

2.7.1 and 2.7.2. 
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• Enter the 'Plan' details. 
• Click 'Update', 'Review' and 'Close' button, when you are satisfied with the plan. Your task will be in Closed 

state. 

• Once your transfer is 'Closed', the risk record will move to 'Monitor' state and both risk and response task 
records will be in read-only, as mentioned in paragraph 2.7.1 and 2.7.2. 
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2.7.5 Activity Journal 

• Your RBP will use the 'Additional comments' box of the Activity Journal tab to communicate with you 

tagging you in. 

• You can add notes/communication in the 'Additional comments' box and interact with your RBP or other 

risk users using the tagging functionality @ and then entering the name of the person you want to mention. 

• You can click 'Post' to move additional comment to Activities stream. 
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• You will receive email notifications in your Outlook if you have been tagged in anycommunication. 

• In the Activity Journal you can also see changes to your risks related to to Category, Description, Entity, 
Name, Owner, Risk Statement and State. 
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• You can use the 'Filter Activity' functionality to choose the kind of communication thatyou want to see in 

your Activity journal (i.e. Additional comments only, risk changes related to Category, Description, Entity, 

Name, Owner, Risk Statement and State). 
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• You can use the functionality "Follow" to follow updates on oneparticular risk; 
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Risk Scoring 

• You will receive notifications on your Outlook if there are any updates onyour risk or if you have been 
tagged in any communication. 

2.8 RETIRE / CLOSE A RISK 

If the risk no longer exists and therefore does not require further assessment or monitoring and you wish to 
Retire or `Close' the risk, contact your RBP. 
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