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ine castiston

From: “lee casteton” < GRO ;
Date: 18 December 20171 13718

Hi Tadge,

i have enclosed the transcripts of evidence given In my case by ndrew Wise and
Anne Chambers.
Andrew Wise is a Post Office Horlzon Tralner. He has had various years of experience in
teaching people o use Horizon.
You will see that he states that it is Absolutely impossible to transact business without you
first logging on to Horizon.
This is because in order (o reach the sales screen you have various secure checks to go
through to prove the person using the system is,
a, The person they say they are, by giving your user code and then a password ooly known to
that person to gain entry.
b, So the Horizon system can allow only access to the area’s that are cleared to that person.
in the paperwork in my file held previously by Amanda Glover vou will see the documents
that the guestions and answers are drawn from.
You will see that £1300 worth is transacted on node one whilst { was not logged onto the
system. But as Andrew guite clearly states this is impossible.
Even though Post Office claim they have no access to the system themselves these
transactions cannot have been transacted by me at that time. Therefore there is either back
office access or the system itself has lost the transactions snd then re-found them at a later
date. Or the transactions are not from my office at all.
Anng Chambers is a Horlzon computer system specialist. You will see in her answers that
when asked about the contact of nodes in my office she explaing that she needs to read up
on the system to answer a question on nodes and there contact. You will see in the
paperwork agaln left with Amanda Glover that the nodes are show as firstly losing contact
and then clearly stating contact has been regained. Nothing unusual in that. But whilst Anne
was quite happy to explain how and why contact is lost when | asked her why further down
in the paperwork the document again clearly states contact to node 1 is lost but then as it
had done before stating contact with node 1 regained was not printed. The document goes
on to show contact with node 1 lost and a further contact with node 1 lost but sgain without
contact with node 1 being regained. Anne Chambers then could not answer. She explains to
the judge that if she had known | was going to ask that question she would have read about
that in the system.
For me | have asked various computer people. Can a system show loss of contact and then
the resumption of contact in the first instance and then from then on just show repeated
loss of contact without any reference to the regaining of contact as in the first case. The
answer is always the same. NO.
A system when working correctly. Will always show the same reaction to the same instance.
i is not organic and therefore has no choices to make.
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Q. So it would be quite a process to actually move through the numerous, 131t three,
screens?

A.  The navigation of the screens is quite quick. It may take a minute 10 log on to the
system but once you're logged on the navigation is quite quick.

(. But the initial log-on itself , how long would it take, depending on how -
A. 1t depends on how experienced the sub-Postmaster is. It can be a relatively quick
8 process. The less experienced ones might have to sit and think about it before they

begin to search for information.

3. Obviocusly you have done this on numerous oceasions and you teach people to do
that in vour job?

Ao Yes,
C
Q. Over that period of teaching, is it possible at any time to actually transact business
without being logged on to this computer?
A, You cannot enter anything on the system. Whether the sub-Postmaster chooses 1o
serve a customer while not being logged on then that’s -
& , :
Q. No, I mean on your -- sorry, | apologise. Let me understand what you are alluding
to there. You would mean under somebody else’s code?
A, No. You can still physically serve a customer without being logged on.
E Q. The computer itself would not see that, would it7

You have to tell the computer what you're doing,

Q. So you could not tell the computer that you are serving a customer if you are not
logged on to that system?

F A, That's nght.
Q. It is absolutely imposéible? o

A, Yes.

(. Could you take out book 11B, please.

G
JUDGE HAVERY: How much longer are you going to be with this witness,
Mr Castleton? 1 do not really want to make him stay {several inaudible words) if it
can be avoided. 1 am not hurrying you at all; I just want to know,
MR CASTLETON: It would depend, my Lord (I am sorry tm" not bemg specific) on how
H far we can get through the questions. p

{

1
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FUDGE HAVERY: How many guestions do you Have, do you thank, depending or
gefting a quick answer 10 each question?

MR CASTLETON: Probably 1 &(73, oy Lord.

JUDGE HAVERY: | think we wifl go on.

MR CASTLETON: I you could turn 1o book 11B, tab 103, page 37035, Have gaa. gve
seen one of those before?

B

4. Ve seen one Once oF ywice. Is it {inaudible} frapsaction? 1 ve never iooked at on
in depth to understand what information is on there.

(. But you can s¢€ generally what that is7

c Yes.
Q. So wecan actually look across and see in this 3705, this is aciually a status repo
from my belief, and this would tell you who is logged on and whe is not logged ©
is that correct?
A. 1t tells you the user and what activity they ve performed and the stock unit that th
o were attached to, along with the time and date,

JUDGE HAVERY: By the user, you mean which terminal, do wou’?

A. The RSPOO1, that relates to an individual. Each individual has a user name.
E JUDGE HAVERY: lses. i expect L.C 13 you, is it, Mr Castleton?

A. My Lord.

JUDGE HAVERY: RSP, whois that?

A, It's Ruth Stammer(?).

¥

JUDGE HAVERY: Yes, Isee.

MR CASTLETOM: I we now just look back in that same book to 3703, 2 February.
we can follow through here from what the actual computer (several inaud
words). Is that correct?

G| A Yes
And we can see who is logged on and who is not logged. Is that true?
A, Yes
H
112
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3. If we continue back sowards actually where we were in the original, so we can flick
through looking down and see whether (inaudible) are connected or various sther
things, but one of the things shat we can actually see is, at 14.24

JUDGE HAVERY: What page?
MR CASTLETON:  Sorry, my Lord, 3705, at 14.24.56.

SUDGE HAVERY: 1see. Do youses that, Mr Wise, six lines from the bottom?

A, ldo, yes.

MR CASTLETON: That is myself, LCADOL, logged on 0 node 2, i3 that correct,
iy Wise?

A, Yes

Then if we go back over to 114, page 3501, under tab 101, in the other bock. Do
you know what that docurment 5%

o

I"ve never seen that one before.

Q. Okay. I you look in the first column, there is ID and itis either a 1 ora 2. Do you
know what that number pertains to? -

A. 1 would guess that's the number of the terminal. 1f there were two Horizon
terminals, it’s either node 1 of node 2.

Is that a guess though?
That's a guess. | don’t know that for sure.

Q.  So you would not know anything that goes across ths tine? If we were to 1ake the
top line where it says {31, LCADOL, stock unit 88 would you know anything
from there?

A. From experience | can pick out what the information is referring to is the stock unit,
the date, the time. The session ID probably relates to the transaction that was
performed. 'm not sure about the next column. The mode is the type of
transaction (several inaudible words). The product, each product is assigned a
product number so that would relate to the product but I don’t know what produet
that is. The quantity is the number of products. And the sale value would be the
sale of that particular transaction.

So, basically, you can transpose every column.

The last five there I'm not quite sure what they would have been: the entry method,
state, 1OOP, results and the last one there.

113

Wordwave International, 3 Merill Communications Company



LCAS0000252_109
LCAS0000252_109

- {several inaudible words) 1 could tell you what those are but to be honest, for the
purposes of the cowt, it is of no relevance o how things are inputted.

JUDGE HAVERY: Let us not worry about things that are not retevant.

MR CASTLETON: Could you tell me, in 3705, on the other book again, 114, if you
look down to the time that I log on, LCAGOY logged on. :

JUDGE HAVERY: It is (inaudible) 41.15. Is that it?

MR CASTLETON: That is actually into node 1, my Lord. If you look further down, |
actually move across inte node 2 which is a¢ 14.24.56.

JUDGE HAVERY: 1see. Do you see that?

A Yes

™

- MR CASTLETON: H you then look across infe the other book, my Lord, and you look
across the seventh colurmn down, you can see { appear there as LCAQDI in node 2.

JUDGE HAVERY: Can you just repeat the numbers of the two documents we are
comparing?

MR CASTLETON: Certainly, my Lord. It is sundie T1B, tab 103, page 3703, and
bundie 114, tab 101, document number 3501,

JUDGE HAVERY: [ have those two, thank you.
£ MR CASTLETON: If you mark on 3705 on 2 February at 14.24.56, you will see that 18
the time that I persenally logged on fo the system. if you then look across to the

other book, you will see the seventh transaction down from the top on 3501 was
placed at 14.21.12, some three minutes prior to me logging on.

JUDGE HAVERY: 1see. No one was logged on at all before then, is that right?

F MR CASTLETON: 1 was logged on fo node 1, the other computer.

JUDGE HAVERY: No one was logged on to 2, is that right?

MR CASTLETON: That is right, my Lord.

JUDGE HAVERY: Isee. It looks like it. There is not on 3703 and 3704,

G
MR CASTLETON: No, my Lord. They are all 1s all the way through 1o the start of
play, | am afraid.
JUDGE HAVERY: [ think the guestion is fairly apparent now. How is it that page 3501,
Mr Wise, shows apparently Mr Castlelon maling some eniry at terminal 2 at
H 2.21.12, whereas he only logs on, according to the other one at page 3705, at

2.24.567

i14
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" A, Ican't explain that.

JUDGE HAVERY: 1 assume it is precisely the same clock that is opersting in both
cases? :

A. 1don’t deal at all with the technical side of the system. I wouldn’t know, I'm sorry.

JUDGE HAVERY: Right. You are asking the wrong witness. There must be someone
B else to ask on this.

MR CASTLETOM: You did say prior to this, | believs, that it is tmpossible fo transact
business withowt being logped on.

A, 1did, ves.
¢ . That is fine.
MR CASTLETON: | think that is fine, my Lord.

JUDGE HAVERY: 1 just have one or two questions for you, Mr Wise. If you could go

back to your own statement, volume3, behind teb48. Would you lock at
o paragraph 9 at page 302. Sorsething I do not guite understand, it may even be a
typing error, but when you are describing what the Postmaster does, you say: "They
then complete a batch conirol voucher BCV in heavy type.” Do you see that, about
halfway dowsn in paragraph 97 -

A, Yes,

E}  JUDGE HAVERY: “Paperclip”, which | assume means something that is attached to an
email, is that right? :

A.  Mo. Bo, the sub-Postmaster will complete the batch control voucher. Wecall it a
BCV. We slways sbbreviate things in the Post Office. And you paperclip that
batch control voucher, together with non-bar-coded and bar-coded TV licence

¥ forms. So for a TV loeence transaction, they would have a physical slip that they've

got in the office and they would paperclip that behind the batch control voucher and
theyre despatched to Chesterfield.

JUDGE HAVERY: Thank wou. And the other ope, would vou furh to page 308,
paragraph 22. Towards the bottom of the paragraph you say, “For example ...” Do
you sec that at line second from the bottom of the paragraph: '

G “For example, if the clerk records an item incorrectly on the system

they should pick this up on their daily or weekly report. However,

if they fail to do so this will be picked up at the processing centre.”

We are now back to Chesterfield, are we, or possibly Northem Ireland?
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‘A, Ifit's & Girobank transaciion it could be Girobank in Bootle, it could be National
Savings in Glasgow; it could be Chesterficld; it could be Northern Ireland. So it
~ A would depend on the transaction type.

JUDGE HAVERY: 1 see, yes. Then you say here: “If an item has been wrongly
recorded, an exror notice would be generated.” How does that happen? That mst
be something that is done on the Horizon systerm, I assume? ‘

A, Yes,

JUDGE HAVERY: So how does the Horizon system itself know that there {5 an error?

A. What happens, the transactions are input on to the Horizon system and the office
would have the docurnentation that should agree with that figure. If they ve missed
something off {so for example they missed off a deposit and they’ve not put that

C through the system} when Girobank receive the dockets they check that figure

against what's recarded on Horizon for that day and if it shows a discrepancy they

- would generate that error notice.

JUDGE HAVERY: Does the Horizon system check that or does it take the word of the
recipient, Girobank or whoever it may be?

1] A. Horizon just relics on what the sub-Postmasters input on there and then Girobank
check the physical work against what the sub-FPostmasters put on the system.

FUDGE HAVERY: The Postmaster regularly sends off the documents in a bag or
something?

A. Yes. They're despatched at the end of the day or week to different departments.

JUDGE HAVERY: So if there is an efror, is it that what is in the bag is invorrect anc
your recipient finds that or what?

A. That's right. What is physically there in documenis is what has got to be correc

and if that disagrees with Horizon - 50 it could be a sub-Postmaster has no
F recorded a document on Horizon, so the client would say, “Your sysiem say
you've done this number for this value but you've sent me documents for thi
value®. So they would say there’s a discrepancy of £100 here and that woul
generate the error notice.

JUDGE HAVERY: I see. Is the ultimate recipient checked by this at all or is jus
assumed that the ultimate recipient is right?

G
A, if an error notice comes through, the sub-Postmaster can challenge it and they ca
request for paperwork to be sent showing what the discrepancy is. So they woul
send copies of all the relevant paperwork and a copy of what was entered ©
Horizon. So a sub-Postmaster can challenge it and ask for evidence to be st
through.
H

JUDGE HAVERY: Isee, thank you. Any other qixgsiians?
116
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A Yes

Q: Then moving down {0 £3.30, and even aften, {here is no notice of node 2
being disconnected. 1s that correct?

A: Node 2 wasnot doing anything & 211 (insudible) antil — the fost fhing
¢ you have fornode2 ixa logonsl 14.24.

Q: Yes.

A: Sonode 2 did not do snything 8t all prior to that which
{his particulas report. v

Q: Butit roust have been disconmected, We have extabl
A Ttcould not say it was éiﬁmweé‘i@ai i it was not working.
Q: Then would it not say that it had reconnected?

A: No, because it was not SVEr disconnected, it was just completely — if
g node is not operational itisnot disconnected, it is just not Wﬁm&i at all.

Q: On recommection surely it would say it was reconmected.

D A: No, because it had not ever been discormected. You do not get that event
jogged. Disconned o4 means that it is Wor iing 88 it gh id be except it is not
communicating with the other sodes. In this case it just was pot Wor ing 8o
it was not a loss of comection and ceconmection, it was just completely down

and then, yes, now it is working.

B B+ 5 Ko on this Jog if af any point node 2 pad become disconnes ted it would

ghow on the log.

R S

s

A: Ifnode 2 had been 0P srational at the ime and that had besn disconnected
it would have said 50, y&8. Yes, 1 believe it would have said §0.

Q: Sobeingnot working but connected it would not show 2 disconnection.

A: Mo, becanse it carmot log anything decauss it is not working.

Q: When you reboot the machine 10 put it hack online should it not show
that node 2 had e ted? Because surcly it knows that it is disco nmected
when it is powered down and taken away.

¢l A Thisisnot what this check is doing and it would only report
. peconnection if it 1yad slready flagged miet diy that it had had
a disconnection and 1t would not flag that if it was just turned off.

Q: If we turn to page 4705, ot 12.41.51, midway through the page —

Ax Yes.

>

.



4~ is that node 1 disconmested?

. That sppears i© penode 1 discormented.

¥
A
Q: Then further down the page & 14.03.42%
A: Node ! has regained its connecton.

Q

. Go that is now it would be depicted.

A Ves, but that would onty be if your counter Was opereing pormalty but
fhe network petween the tWE counters WS pot working properly. 1§ that was

the case you would se2 disconnected and regained cof etion messages.

O So that would be the disconmectiont petween he counters OF HelbwesTt
yourselves and the countet jteelf? -

A: Tammnol 100 per cent BU® of this snd it 18 &m@miﬁgifimﬁm@wﬁ
was going 10 pe asked sbout it 1 would have made sure 1 did know.

Q. Just with it being part of your -

A: This is not part of my gvidence. There is nothing 10 do with this in 1Y
witness statement.

o 1 apologise- My next guestion WS going & be, if you would turn Pack 10
39073, midway Jown the page & 09.20.29 there ia a further node 1
disconnection.

A Yes

Q: ’Ef y@&%’ﬁimw m ugh it ﬁ@ﬁi‘ wm&%iy aayﬁ that node 1 gewﬁ%cis
until it disconnects again 8l 12.41.51.

A: 1casnottell just from thig why that would be.

Q: Right. To have it depicted in one WY hetween where We gee the

reciale ohviousty
ously & question

A Ifnode 2 was not works
1 had become corapletely disconnectsd.

Q: But it does not ghow the reconmection
§?

A Whether it was hecauss
then unplogging them

LCAS0000252
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o

& It does actually ocour in other sress,

A Ireally canmot explain thet, not from this information. 177 looked at it
in corjunction with other things -

HIS HONOUR JUDGE HAVERY: What are these other entries sfier the
entry of 09.20.29 saying node 1 is completely disconnected? The next entry
is three minutes lafer and it says “ID1%, That is node 1, is if?

B &: Yes, node 1 was operati

HIS HONOUR JUDGE HAVERY: If you have this entry for 09.23.23
saying: "Report APS receipt” and the veport printed and all that,
happen if node 1 is disconmected or what?

&%

own?
A: Yes

D} HIS HONOUR JUDGE HAVERY: Isee.

THE DEFENDANT: So the disconnections of node 1 fo node 2 is the only

thing that is depicted in there, it is nét the conmection to the network

Ar Tam not 100 per cent sure whether it is also taking into scoount the
connection to the data centre,

Q: So it could well be that node 1 and node 2 at different points were
disconnected from the system completely?

ar to have been doing {inau

A: Except you appe:
%3 That is Wh&t i canm ¥ mﬁman&

HIS HONOUR JUDGE HAVERY: You are interr
the problem.

THE DEFENDANT: Sorry, my Lord, I spologise.

HIS HONOUR FUDGE HAVERY: Would you mind Snishing the answer,
G|  Mrs Chambers?

A: Yes, I believe it looks like you have mansged to carry on doing online

tions during the moming from your 5y, your counter 1, which

- suggests that the communications between the gatewny and the data centre
were working as they should be and it wes just counter 2 that was not
operating at all.

AR S < e, Aren i

T AR
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MANT: Then would it not say that soumter 2 hes disconnected

A: Mo, becaus & it is counter 7 itself that would report that and counter £ was
not working sp it could not report it.

Q: So why would it report pode 1 was disconmected?

A: Becsuse node | realised it conld not see counter 2. It should be sble
always to talk to counter 7 as well as to the data centre ¢ counter 2 has been
. surned off, or whatever, then node 1 erill say it has disconnected from
the network, We ave talking sbout the network within the branch.

Q: Yes, the local network.

A: Certainly that. 1am pof surs if we are also talking
the data centrs, but certainly within the branch node 1 was
and you were using it but it could not talk to nods 2 becanse
down and ot Working.

¢: 1am just going to turn back to your own statement now. it is under tab
51, page 58,

Yes.
Are you happy with what it says?
Yes. )

What, o mmgﬂ data mﬁ ﬁmé‘?

Yes.

o P e B e X

. That is just something one of our other call logging sysiems ghoves in t0
responses which have ¢hen been cut and pasted —

Q: Sothisisacut and paste?

A: Yes, it is completely irrelevant.

response that I geve o the
which we will be sble to see somewhers in these
iden have been call

Wﬁ?ﬁﬁﬁ)‘?‘?, which gppears 4141, Ifyou ook in there
you will see that that precise sarne text is in there.

Q: Why would it appear 88 m@ém ransaction date end time was provided
for this action using current date and time?

¥
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Could you just explain to me the fifth line down?? What does that mean?

LCAS0000252_109
LCAS0000252_109




LCAS0000252_109
LCAS0000252_109

_ is Hikely, and would be happier if 1 could have SOmE MOTS
hformation on the packground -

' He.l appreciate that.

A: - butit seems highty likely that it was  problem which has ooouwred
very intermitiently over the years to daie where for sOme FEaSOn when they
are doing their balance process on one pounter, one counter is not

communicating property with the rest, you donot get 8 disconnected node

message but it would do its bais
gee later changes that are being made on other ¢
?mb%m. g-t &W gﬁ ?QQ&@ W CEBETR iy b
few seconds and so 1 would expect for any ©
a call raised. Rtis slso very chvious i we have to b wihing

one of these. For this spe cific branch, if it was Calendar Square,

know we did bave problems with this sort of problem with, then yes, We

ghasedon 2 static point snd it will not
. This is s kuown

&%
g
g
59
:
]
p

Q. (naudible) Calendar Square, that i not in Scotland, is #?

. Yes, itis.
- s #?

A
Q
A: Yes, Falkirk.
Q

. (Insudible).

A: Yes, I believe this might be Calendar Square, but 1 pannot remember

L fad code off the top of my head. Yes, Ican,itis 160848, 1 believe, but 1 am
E| e quite certain. Yes, if we arc talking 2bo this branch, they for sIme
reason had this problem several weeks in 8 TOW. As I said, it does happen
intermittently but it is very rare for it to hap epeatedly. i
gave a number of receipts and payments mi use they did

a transferring twice. You can only do transfers, you may siot be aware of this
pecanse 1 believe you aré {inaudible)

: That is true, y&s.

A: - but this transfer problem only ‘happens if you have more than one stock
amit and you transferred stuff from one fo the other. The second counter did
ot realise, did not recognise, that it had been done and allowed it to be done

a second time, which ghould not be possible.

&
A: That gave them both 2 loss and & receipt and payments mismatched.
That was picked up because we monitored for receipts and payments
mismaiches. It was 8lso picked up because there was & flood of events from
this site which we recognised. They had the same thing the following week,
though that week it did not cause them any joss oF gain because they did not

By FEORG mey




do the ransferving teice. B eped & third week and gt that point I got

& call gbout it which I passed on to our development teans. And also we
nassed the information sbout the problem on to Post Offive Limited so thet
they could sort out the financisl implications and 1 believe in this case the
probiem was that (inaudible) information then did gt d out at branch
fevel of Post Office Limited. But from the Horipon point of view, yes, they

had 8 system error which we were very well aware of and I saw o evidence
of & similar gystem exror st your branch. And I would have seen it had it

Qz You ‘@{?ﬂéﬁi have seen that?
A: Ves.
Q: ‘What evidence would that have produced?

ey

conmiononenn R

A: In your system event log, which we do not fhiave here, there would have
been hundreds, if not thousands, of the events, saying every few seconds that
inaudible) is held. So that would have shown that, It also would have
shown in the message store because it would have potentially only included
transactions up to an esrlier point than where you had actually gone to. But
because when you do & balancing it does draw 2 line under the transactions
which it has processed, the following week it would have included in b

what it would have missed in the first week. Soin fact overall, 3z Jong 88 you
do not have this extra transfer problem, which you could not have had, it
would give you some very confusing results as you balence, but it would then
sort it out subsequently. But  really do not think you had that problem. That
is one of the things T was Jooking for.

. Theoughout the process we have I
{inzudible) occurred and what has not oot

various evidence s to what
+ N

Ay Yes,
snapshots on

: why when we produce

: My question has always been

Sundays we were way over in cash and other days we were under? It is not
the type of ~

ink T am going to be able to talk sensibly al
than & system

Q: Thatis fine. I was saying my questi
you say, over, under.

ES
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A: But the cash figure which is used is vour Jast cash declayation that you
made the last time you balsnced.

Q: Absolutely, yes.

A: Adjusted by what
does not then work

Q: No, but ohvicusly by checlang
A: Yes, but I cannot mmmm@m@mm

THE DEFENDANT: No, 1 appreciate that, but those calls were made. 1
appreciate thal you do not see that because that svidense i Cmandibie).

That is fine, I am happy with that. o

MR MORGAN: Miss Chamibers, thres guestions. The first is something that
1 am nof clear on and it is, 1 think, technical languags. What is a Riposte
system?

A: Riposte is the software that forms the basis of the Horizon systom

was written by a third party supplier, not by Fujitss, and which there is

an awful lot of extra stff that has been put around the edge of it, but Riposie
is the sys&emaﬁhchmﬁ@fia Whmmmxmwiwmaﬁwwwm
or whatever, or when you log out (inaud ible) it says "Ripost " across the
front of it.

Q: We looked at the document &t page 255740 and you thought it might be
Calendar Squares and you said that the particular discrepancy or Gifficulty that
arose thers only happ —ned if there were multiple stock units and did not
happen with single stock units.

A Yes.

Q: How do you know that?

A: Because you cannol do & transfer — & VErnen
stock unit (0 another stock unit. That iz what that fimction does.

Q: How do you know that the error only oocurs in thoss CIrCUSIIRG

<hould not have been allowed, that actually vesulted in both the receip

payments mismate h and a (insudible).
Q: You talked about how it would be reflected in the events log.
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