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O.2 Document 

Only integer versions are authorised for development. 

0.1 24/03/2022 Draft Version Created N/A 

0.2 01/04/2022 Amended following review N/A 

0.3 01/03/2024 Amended section 2 to include requests from the Remediation N/A 
team, 
Added a new section (3) for prerequisite activities, 
Added instructions for processing ARQ requests for Legacy 
Horizon (effective Thursday 14th December 2023) to section 5, 
Added instructions for Slow ARQ to section 5, 
Added section 6.1 for Gaps and Duplicates. 
Amended section 8 to reflect the new PGP process for sending 
ARQs to POL, 
Added instructions for closing locked ARQ to section 10, 
Added section 11 for raising PEAKs for Interface Interaction 
Logs. 

0.4 20/03/2024 Amended following reviews N/A 

0.5 09/04/2024 Amended following further reviews N/A 

1.0 10-Apr-2024 Approval version N/A 
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References should normally refer to the latest approved version in Dimensions; only refer to a 
specific version if necessary. 

PGM/DCM/TEM/0001 
(DO NOT REMOVE) 

See note 
above 

®. 

See note above POA Generic Document Template Dimensions 

PGM/DCM/ION/0001 
(DO NOT REMOVE) 

POA Document Reviewers/Approvers 
Role Matrix 

Dimensions 

ARC/SEC/ARC/0003 HNG-X Technical Security Architecture Dimensions 

DES/APP/HLD/0029 Audit Data Retrieval High Level Design Dimensions 

DEV/APP/LLD/0071 Audit Data Retrieval Low Level Design Dimensions 

DEV/APP/SPG/0016 Audit Extraction Client Support Guide Dimensions 

DEV/INF/ION/0001 Archive Server Configuration Dimensions 

SVM/SDM/SD/001 7 Security Management Service — Service 
Description 

Dimensions 

DES/APP/HLD/0123 HNG-X HLD - Settlement Functions Dimensions 

DEV/GEN/MAN/0015 Audit Extraction Client User Manual Dimensions 

SVM/SEC/TEM/5088 Audit Record Query (ARQ) Request 
Form 

Dimensions 

0 • 

AE Audit Extractor 

ARQ Audit Record Query 

FAD Financial Accounts Department 

HNG-X Horizon Next Generation — Plan X 

iKey USB security token used for two-factor authentication 

IRE11 The active data centre in Ireland that replaces the Bootle data centre 

IRE19 The failover data centre in Ireland that replaces the Wigan data centre 

MSAD Microsoft Active Directory 

PAN Personal Account Number. The number associated with a credit or debit card. 

PIN Personal Identification Number 

POL Post Office Limited 
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Amendments following review 

.8 Accuracy 
Fujitsu Services endeavours to ensure that the information contained in this document is correct but, while every 
effort is made to ensure the accuracy of such information, it accepts no liability for any loss (however caused) 
sustained as a result of any error or omission in the same. 

0.9 n ormation Classification 
The author has assessed the information in this document for risk of disclosure and has assigned an information 
classification of FUJITSU RESTRICTED (COMMERCIAL IN CONFIDENCE). 
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This document describes the use of the Audit Extraction Client for the retrieval, filtering and querying of 
audit data in response to Audit Record Queries (ARQs) received from the Post Office. It further 
describes the process of data verification to ensure that the extracted data satisfies the ARQ request. 

The._$ecOi s.i._._._._._._._._._._._._._GRO,_._._._._. team receive ARQ requests from the Post Office Security 

GRO ) and Post Office Remediation 
---------------------------_ teams via email. Requests from the Post Office Remediation team 

are known as Horizon Shortfall Scheme requests and are more commonly referred to as HSS requests. 
Only ARQ requests received from the Post Office Security and Remediation teams will be processed. If 
a request for an Audit Record is received from a Post Office employee, they must be directed to the Post 
Office Security team, who will submit an ARQ on their behalf. 

Below is an example of an ARQ request email received from the Post Office Security team: 
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An example of the ARQ request form received as an attachment to the email is shown below: 
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The following information is required before an ARQ request can be processed: 

POST 
OFFICE 

- The Branch Name and Branch Code 
- The required date range. This is shown in the 'Date Range From:' and 'To:' fields on the ARQ 

request form received from Post Office Security. For the requests received from the 
Remediation team, this is shown in the 'Dates Required' field. 

- The ARQ request number e.g., 'ARQ No.: 519' (from Post Office Security), or HSS2811 (from 
the Remediation team). Each ARQ request is for a maximum of 1 month of data. If the 
requested date range spans more than 1 month, the submitted ARQ number(s) must reflect that, 
as in the example above (ARQ No.: 237-238). If the submitted ARQ request number is incorrect, 
reply to the ARQ request email from POL and request an amended form. 

Note that HSS ARQ requests received from the Remediation team are for Transaction and Event Logs, 
and HSD calls only. However, ARQ requests received from Post Office Security may include requests 
for data in addition to Transaction and Event Logs. These will be stated in the relevant field(s) on the 
ARQ request form. 

Contractual limits and turnaround times for the provision of Audit Record Queries are detailed in the 
Security Management Service - Service Description (SVM/SDM/SD/0017). 

3 Prerequisite vi i i 
The following tasks must be completed prior to ARQ data retrieval: 

- Open the ARQ Tracker (ARQ T; acc no 14-22.xlsx) for each new ARQ request. 
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- Select 'Editing' on the top right of the screen and select 'Open in Desktop App': 
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- Add a new row for each new ARQ request as follows: 
• For ARQ requests received from Post Office Security -

o Enter the new ARQ number in the 'ARQ Ref #' field. This is the number on the ARQ 
request form e.g., ARQ 571. If the ARQ request is for multiple ARQs, e.g., ARQ No.: 
568-571, each request must be entered in a new row: 

hf 

II 

. •ItflS 0 fl  S 

o Enter the date the ARQ request email was received in the 'Date Request Received from 
POL' field. 

o Enter the ARQ request details (Branch Name, Branch Code (FAD Code), Date Range 
FROM' and 'Date Range TO) from the ARQ request form. 

o Drag down the previous 'Number of Days of Data' value to populate this field for the new 
ARQ request. 

o Drag down the previous 'Number of Days of Data (Running Total)' value to populate this 
field for the new ARQ request. 

o Enter 'YES' in the 'Transactions & Events' field if both Transactions and Events have 
been requested. 

o Check the ARQ request form and if 'Horizon Helpdesk call logs' are not requested, enter 
'NO' in the 'HSD Calls' field, otherwise enter 'YES'. 

o If the ARQ request is for Interface Interaction Logs, enter 'YES' in the 'Interface 
Interaction Logs' field. 

o Enter 'N/A' in the fields for 'Call Ref for HSD Calls' and 'Date HSD Calls Returned'. 
These are legacy fields and are no longer used. 

o Enter 'NO' in the 'Witness Statement' field. We do not provide witness statements. 
o Enter 'NO' in the 'Events for PEAK' field. We do not raise PEAKS for Events to be 

checked. 

NOTE - An ARQ request received from Post Office Security may be for 'Interface 
Interaction Logs' only. If that is the case, a PEAK must be raised for the SSC team to 
provide the requested logs. See section 11 for more details. Fujitsu Security team (Sec 
Ops) do not provide 'full counter logs'. If An ARQ request for 'full counter logs' is 
received from Post Office Security, reply to the request stating that we can only provide 
'Interface Interaction Logs' and confirm if they wish to proceed with the request. 
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For ARQ requests received from the Remediation team — 
Enter the new HSS ARQ number in the 'HSS Ref # field. This is the 'ARQ Number' in 
the HSS ARQ request tracker attached to the request email from the Remediation team 
e.g., HSS2811. Each request must be entered in a new row: 

®moo© 

o Enter the date the HSS ARQ request email was received in the 'Date Request Received 
from POL' field. 

o Enter the HSS ARQ request details (Branch Name, Branch Code (FAD Code), Date 
Range FROM' and 'Date Range TO) from the HSS ARQ request tracker. The 'Dates 
Required' field in the tracker shows the required date range. 

o Drag down the previous 'Number of Days of Data' value to populate this field for the new 
ARQ request. 

o Drag down the previous 'Number of Days of Data (Running Total)' value to populate this 
field for the new ARQ request. 

o Enter 'YES' in the 'Transactions & Events' field if both Transactions and Events have 
been requested. 

o Enter 'YES' in the 'HSD Calls' field. All ARQ requests received from the Remediation 
team include 'HSD Calls' (See section 13). 

o Enter'NO' in the 'Interface Interaction Logs' field. HSS ARQs requests do not include 
'Interface Interaction Logs'. 

o Enter 'N/A' in the fields for 'Call Ref for HSD Calls' and 'Date HSD Calls Returned'. 
These are legacy fields and are no longer used. 

o Enter 'NO' in the 'Witness Statement' field. We do not provide witness statements. 
o Enter 'NO' in the 'Events for PEAK' field. We do not raise PEAKS for Events to be 

checked. 

4 Logging on to it Workstation 
There are 6 Audit Workstations located in Bracknell (BRA01) and Stevenage (STE04): 4 in BRA01; and 
2 in STE04. These machines are not connected to the Fujitsu corporate network but have direct lines to 
the IRE11 and IRE19 Audit Servers. 

Access to the Audit Workstations is restricted, based upon the MSAD group to which the user belongs. 
Access to the Audit Workstation is via two-factor authentication: an iKey token and a PIN number is 
required. Insert the iKey token into a USB port on the Audit Workstation and enter the PIN number when 
presented with the screen. 

The following tasks must be completed on the Audit Workstation prior to ARQ data retrieval 

- Open Windows Explorer and navigate to the D drive. If you do not have a folder, create a folder 
with your name to save the ARQ data in. 
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- Copy the "ARQ aaa" template folder from the D drive to your directory, 
- Rename the copied folder to show the ARQ request number e.g., ARQ517 or HSS2738, 
- Open this folder and open Rendme first.rtf'. Edit the document to show the correct ARQ 

number, financial year (e.g., 23/24), and email address (your Fujitsu email address), 
- Rename the ARQ Audit folder to reflect the ARQ request number e.g., ARQ517 Audit or 

HSS2738 Audit, 
- Close the folder and return to the desktop. 

Once the above tasks have been completed, ARQ data retrieval can begin. 

Effective Thursday 14th December 2023, ARQ requests for transactions and/or events for Legacy 
Horizon (dates up to 31 October 2010) MUST be processed using the Slow ARQ method, must search 
across 3 months and filter for the date range in question, as below: 

ARQ Request Date Range New process (specifying the FAD in the Slow ARQ search screen) 

01 January -31 January (or Slow ARQ searching for the range 01 January-31 March (full months) and then filtering 
part thereof) for transactions and/or events for 01 January -31 January (or part thereof) 

01 February — 28/29 Slow ARQ searching for the range 01 February -30 April (full months) and then filtering 
February (or part thereof) for transactions and/or events for 01 February — 28/29 February (or part thereof) 

01 March -31 March (or Slow ARQ searching for the range 01 March -31 May (full months) and then filtering for 
part thereof) transactions and/or events for 01 March — 31 March (or part thereof) 

01 April -30 April (or part Slow ARQ searching for the range 01 April -30 June (full months) and then filtering for 
thereof) transactions and/or events for 01 April — 30 April (or part thereof) 

01 May -31 May (or part Slow ARQ searching for the range 01 May -31 July (full months) and then fi ltering for 
thereof) transactions and/or events for 01 May — 31 May (or part thereof) 

01 June -30 June (or part Slow ARQ searching for the range 01 June -31 August (full months) and then filtering for 
thereof) transactions and/or events for 01 June -30 June (or part thereof) 

01 July -31 July (or part Slow ARQ searching for the range 01 July -30 September (full months) and then filtering 
thereof) for transactions and/or events for 01 July -31 July (or part thereof) 

01 August -31 August (or Slow ARQ searching for the range 01 August -31 October (full months) and then filtering 
part thereof) for transactions and/or events for 01 August -31 August (or part thereof) 

01 September -30 Slow ARQ searching for the range 01 September — 30 November (full months) and then 
September (or part thereof) filtering for transactions and/or events for 01 September -30 September (or part 

thereof) 

01 October -31 October (or Slow ARQ searching for the range 01 October -31 December (full months) and then 
part thereof) filtering for transactions and/or events for 01 October -31 October (or part thereof) 

01 November -30 Slow ARQ searching for the range 01 November -31 January (full months) and then 
filtering for transactions and or events for 01 November -30 November br part thereof) 
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November (or part thereof) 

01 December -31 December Slow ARQ searching for the range 01 December — 28/29 February (full months) and then 
(or part thereof) filtering for transactions and/or events for 01 December — 31 December (or part thereof) 

The resulting files should be collated and shared as per the existing processes. As this new process will 
take longer to perform (current indications are 100 minutes instead of 20 minutes per month in the date 
range), consideration should be made to the likely response time to POL. Any delays that would cause 
the SLAs documented in SVM/SDM/SD/0017 not to be met must be escalated to SecOps management 
for consideration for notification to POL.To start the data retrieval, open the AEClient application on the 
desktop. 

Once started, the application performs several checks to ensure that the environment has a valid 
configuration, and that at least one Audit server is accessible. 

Upon successful completion of the validation, the main Audit Extractor Client window is displayed: 

The Data Centres section on the left displays the status of all configured Data Centres (IRE11/IRE19) 
and lists active ARQs under the Data Centre at which they were created. A green icon displayed to the 
left of the Data Centre name, and the descriptive text following the name, indicates that the Data Centre 
is available i.e., connected. 

An ARQ can be processed as a Fast ARQ or a Slow ARQ (New ARQ). The Fast ARQ form presents 
fewer options than the Slow ARQ form but once started by clicking the 'Execute ARQ' button, the ARQ 
will proceed through the retrieving, sealing, filtering, querying and presentation steps without further user 
interaction. The default for processing an ARQ is to run a Fast ARQ. However, a Slow ARQ must be run 
if: 

- The criteria for Legacy Horizon apply (see above), 
- No data is returned when a Fast ARQ is run, 

To run a Fast ARQ 

- Right click on one of the Data Centres and select Fast ARQ 
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- This will open the Fast ARQ form: 
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Set the selection criteria as follows: 
• 'Requester' - Always select POCL IA, 
• 'Receipt Ref.' - ARQ Number, as per the ARQ request. This should be a single ARQ number 

e.g., ARQ517 or HSS2738, 
• 'Date Received' and 'Date Required' - Don't change, 
• 'Filter Start Date' and Filter End Date' - Set as per the ARQ request. If an ARQ request form 

received from Post Office Security is for multiple ARQs covering a number of months, the 
'Filter Start Date' and Filter End Date' must be the start and end date of the month for the 
relevant ARQ. If an ARQ request form received from Post Office Security is for multiple 
ARQs covering several months, they must be processed one ARQ at a time i.e., one ARQ 
for one month. Note - If this is an ARQ request for transactions and events for Legacy 
Horizon (dates up to 31 October 2010), it MUST be processed as a Slow ARQ (see below) 
with the 'To Date' 3 full months from the 'From Date' (as described at the start of this 
section). 

• 'Extra days for extraction' - MUST always be set to +3, 
• 'FAD Code' - The Branch code, as shown on the ARQ request form or the HSS ARQ request 

tracker, 
• 'Include Events' - Do not tick 
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• 'Select drive and folder for output' - Navigate to the D drive and select the folder created 
earlier (Section 4) e.g., D:/John's ARQ/ARQ 517/Excel 97 Format 

All HSS ARQ requests, and the vast majority of ARQ requests received from Post Office Security, 
require 2 queries to be run: 

- Events - The output shows all counter events generated by the Counter Branch Application at a 
branch. 

- IOPPANBarcodesHashed - The output shows information relating to PAN and client account 
references. Note that this query only provides the hashed PAN and not the encrypted PAN. If a 
full PAN is requested, another query, 'IOPPANBarcodes' which provides the encrypted PAN, 
must also be run. The PAN Management dialogue screen can then be used to decrypt the 
encrypted PAN (see section 14). The hashed and encrypted PANS are only available for 
transactions in a branch before that branch migrated to PBS. Post-PBS, only the 'truncatedPAN' 
is provided by the IOPPANBarcodesHashed query. The tokenized PAN, which POL would 
require to obtain the full PAN, can be provided by running the PBSDetails query. 

These queries are part of a set of predefined queries maintained on both Audit servers. For details of 
these, and other predefined queries available, see DEV/GEN/MAN/0015, section 8.5.4.5.3 (Predefined 
Queries). 

For information on which queries to run for other information requested on the ARQ form (Pouch ID, 
PAN Details and Address for Recorded Delivery), see below (pages 15 and 16). If other information is 
requested in the "Other information" section of the form, for which there isn't an existing predefined 
query, respond to the request email with: 

"There is no current facility to respond to the request you entered into the Other box. This will need to be 
submitted as a feature enhancement via RTQ as it will also require changes to the contract as this is 
outside the definition of an ARQ." 

- Select 'Events' and 'IOPPANBarcodesHashed' queries, as shown in the above screenshot. For 
information on queries to use for Pouch ID, PAN details, and Address for Recorded Delivery, see 
below (pages 16 and 17). 

- Start the data retrieval by clicking on the 'Execute ARQ' button: 

Execute.ARD 

- Make a note of the POIA number (found on the top banner of the FastARQ form). This must be 
recorded in the 'POIA Ref' field in the ARQ Tracker for every processed ARQ request. 

j5 - asWRO POiA48258 — IRE 11 SB) 

rMXRa4uM Vumba.. H brd UII Raf Ewrt 
ARO Drte RaXP One R~Xe - NSD pale HSDGIb Wrt,~eu 

MST XwXiad Ram Xna mX GAD Cade WWry Daysaf OxX Xn H$D ab GFAX Xef rolA Xe! RdX 
P9~ 

I. T~ o1Dxa lawn n[Teta',I ~C.Ib) Ca lu I Rnumed 

When the ARQ is completed successfully, the message 'ARQ completed successfully' will be displayed 
in the status bar and the 'Close ARQ' and 'Exit ARQ' buttons will be enabled. 
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Fite Tao:, Window Hap 

Eagan-PA:,iA7JSW m•Elt j~ •
e Dde Oenun 4P0 V+~d. _. 

U aLREIL IRI Eonreaed 
U U IflE13!Vl1 Cmneoled 

_ 
ReRueslw PoLL W j Recegl R . IURQ4LU 
DU,Receved 22/V.JlAJll • DdeRepied Il/JJ21J22 

Iua _rlae 

• FieSldtDate Fad End Date Ewa oasfaextr~action FAD Coda Irch laE Mt 

• 01171/:021 3 02021 :J 
J 

(tl42:A r I" t' 

SSctdive ddloU., la U UL Duednwt l . 

" dad _ IOFN.E dvicesjA ; sEx 

10F 
IO xeS>Acde sWIFE 

MLeLeb, 
AMy ARD: IOPYANancode: 

2m1 •
4RD44 

IOPPMlBacaderEx 

IUWNdRncade;HastedNu,n 
IOFPMIB,,code.o.,hedJU W: 
IOPPPNBwde,HmhdPCO27 

• 
IUIMA11Ba.code.Han 
IOPPANB,,code:WeWoo eML 
OPPwcMd 
IUP UEsi_SRL 

OupW ladn Id W 5101 =423 <4,300 F-Tr0 f

aaadAled,,,ue,~b - 

Cb ARB EntARO 

, 

. .. User edlrk01......  Dale 71/0.3/2022 

Two Excel spreadsheets, one for Horizon and one for HNG-X, will be generated in the specified output 
directory on the Audit Workstation for each query run. The name for the Horizon file begins with letters 
'Hz' and that for the HNG-X file begins with 'Hx'. If the queries are run for HNG-X i.e., for a date range 
starting after 31 October 2010, the generated spreadsheets for Horizon (Hz) will be empty (12 KB in 
size). However, if the queried date range spans the migration of the branch from Horizon to HNG-X, all 
generated Excel spreadsheets (Hz and Hx) will contain data. In addition, an XML file will be created for 
each query run. This file is not used and can be deleted. 

q' H. Events _..  _.. :a rc*31914041 Mgaego* EUcof W... 4i•9K8 
2?ASP291$14o92 AML Dc m I aW IS 

(}.. W IOPPANBaocadr: 27J*1-2 }8 9E M caasdt feat W.- Z 121 KB 

'~. {4r,JOPPANBa'eodcs 14432 KMi. Decumern 9,115K1 

q
,' Mz,Events 2W13WaLM.14o41 Atecrd.+o 1 Eaeet W— I23 

H _Everts 2f/a / DLL 1 31 soat D®dezrtstdf 4 Ke 

O Ht IOPPANBarcades 2Gil19123R814L41 E.tzansdt t,o& W.- 12 KB 

HE.fOPPANBarcodes 2±"°'09?0E3t8 tA,4 XM& Grrt°um"Kl 1 KB 

If the query does not return any results i.e., all generated spreadsheets are 12 KB in size, re-run the 
ARQ on the other Data Centre using the Slow ARQ process (see 'If no data is returned' section below). 

Once the requested ARQ has been processed, the ARQ Tracker (ARQ Tracking 14 22.xlsx) must be 
updated with the following details: 

• POIA Ref 
• Audit Workstation Used 
• Processed By 

Requests for Pouch ID: 

If the Pouch ID has been requested on the ARQ form, select the IOPPouchld' query: 

© Copyright Fujitsu 2022-2024 FUJITSU RESTRICTED (COMMERCIAL IN 
CONFIDENCE) 

UNCONTROLLED WHEN PRINTED OR 
STORED OUTSIDE DIMENSIONS 

SVM/SEC/WKI/451 
Ref: 7

Version: 1.0 
Date: 10-Apr-2024 
Page No: 14 of 8 



FUJO0243297 
FUJO0243297 

CID AUDIT EXTRACTION - LOCAL WORK INSTRUCTION 

FUJITSU RESTRICTED (COMMERCIAL IN 
CONFIDENCE) 

Fde kow wlwo nap 

J '-V 

1 ■IRt1114 Lt,wC'a (',, 

..J RecsM Ra .~ 4Ot 

Dae Recmpd :. • •j Dae Rch.M ,;,~9p ~: t 

F#.S4q UNe Fhe El Ral. fxwd 441) Earle ,4141 41, 

(w nnrtin- `~1 (ilienrzrtil ~ j°_ ~1 ('~-`a

S( 1 6! aalaww QIy11ml W— 
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~,yy,Aft .14PPai$nrcodns 
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OIM flawalaarweeaE+ela+a+.m 
IIDwalB.coa.:Hsrou~.t1: 
tIDPf'Ml6o vk;Nmhm!!'L91T. ; 
~HFPP.4Ntldn.NetNur ~ --N
~WLLDMnr~ 

ulwo-xx4d 
1 ` 

j ChaeA i MutR. 

Requests for PAN details (credit/debit card details) 

POST 
OFFICE 

If PAN details have been requested, select the 'IOPPANBarcodes' query. This query provides the 
encrypted PAN, which is required for obtaining the PAN details (see section 14): 

fowllw. =ceea;a. . iAn 0119 
s, MK79N9•Eannsisd Rwyeln PoR W .] Rr.M'RA iaAGiUi 

C* 4. ,.d (YM3I2412 :J

)4  r 4t41, rya E+f Dtle. Ewe days la ek aK. ;417 frde IrcAde E.M, 

i011N  i  1.J r - •. Ii ~DM1X1~ 

5.4Ud.n W1tlb—auM W ..lo bv. F 

_ 10➢MM' FWlate 'Irt( 

2o41 - =16PPa:Cac. 
.p

ro4PaI4cna,Ne:nndtI,F 
10tPou8scoM:Redw9CC.1 

IWFPa6Perv.Y..~liu+ 
' 0;44fbticark!'NMP fi sr!( 

GWut ~rtlu .y Yepl y 
..-...._.._.._.......-...._.... 

Requests for Address for Recorded Delivery 

If address details for a recorded delivery has been requested, select the 
`IOPMailServiceSDAddressWithExtraAddresses' query. 

To run a Slow ARQ 

- Right click on one of the Data Centres and select New ARQ 
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- This will open the New ARQ form: 

- Select POCL IA for 'Requester': 

New ARfQ - lRE19 (w) 
Query

Requester jother 3rd Parry J Date Received 20/02/2024 ll 
Other and Party 

C  Date Required 20/02/2024atalogueEr'try PakhwaylA 
Pathway other 

Receipt Reference Pathw SSC 

POOL Oiler
Access Reason POCL Security 

Specify Selection Criteria I Save Request Close j 

- Enter the ARQ Number, as per the ARQ request, in the 'Receipt Reference' field e.g., ARQ517 
or HSS2738. OPTIONAL - Enter the branch name, branch number (FAD), and date range 
required in the 'Access Reason' field: 
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New AR • QlEt i/ iw;Lx-na c. 4< 
Q a_ry  — 

Requester POCL Iq   Date Received 20/02/2024 

Catalogue Entry Date Required x102/2024 _J 

Receipt Reference H=;=..271 

Access Reason 

F.
`p ly election Criteria 3aye R que.,t   Close  j 

- Click on the 'Specify Selection Criteria': 

0 New ARQ - IRE19 (W)

Query 

Requester 
 • r~  ~ii~4 Date Received 20/02/2024 

Catalogue Entry Date Required 20/02/2024 

Receipt Reference SS2719 

Access Reason 

.~F jt}~ y18" aJB t't
- J

'. 

Your request to Create a new ARQ has been invoked. •` 

POST 
OFFICE 

- Enter the 'From Date'. This must be the start date of the requested date range. 
Enter the 'To Date'. Note - If this is a Slow ARQ being run for transactions and/or events for 
Legacy Horizon (dates up to 31 October 2010), the 'To Date' MUST be 3 full months from the 
'From Date' (as described at the start of this section). Otherwise, this must be the end date of the 
requested date range. 
Click on 'Select' on the right-hand side: 
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- Enter the branch code in the Post Office FAD Code field: 

To add selection criteria Select Aadd Point and 5th Fart or inpt Post Office FAD Code, then click 'Add'. 

To remove selection criteria: Select cetera in lal, then click 'Delete'

ied A,de P t C  r,,C,,~

t r t ,i~t Add> Aunt Pont Audit Sub Point FAD Co 

- <Qelete 
ub Poird 

Or 
Post Office FAD Code 

51434 

Clear 
I

Include Events r QK

- Click 'Add' and click 'OK': 

T- add selection criteria: Select Aod5 Point and Sub Pointer ktptrt PostOfftce FAD Code, then cfck'Add.' 

Is, 'rn'.rvo Detection criteria: Select cetera n hot, then click Delete. 

N um: -- 
Li,' 1'Ur's,urdif fu I rlient;il,ria 

r '-------
 

Sub Per2 

Or 
Post Office FAD Code 

131434 

cr 
. _... . . ..... . : 

Incude :; entr — 

nrnpe d. 1 d14;4 he io 'F G'x tdinory la the dales 
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V Specify Selection Criteria for Query - POIA854-D'W on RE!9 (wr) — G X 

eleclirr, Criteria IerARQ Reference PUW.854Dui 

From Dale Ol De rbr .SOT To Date F.1 nr q =1108 

r tPomt arttd f 1Sil ka n 

Audit Pant Audit Sidi Pouf I FAD Code FAD Hash 
TMS CLUSTERZW 191434 

Seleci 

P' t,J Deraila - Requred T _rnplates

Horizon Template 

HNQ-XTemplate 
- 

Select PAN Search for Files Close 

- Click 'Search for Files' and the following message will be displayed. 

Warning: the search dates span an excessive period of: 91 
days. 

This exceeds the 31 day limit. 

This may result in too many files being returned. 

Do you.wssh to continue? 

CC 

- Click 'Yes'. This will start the data retrieval. 
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- — G MarntarnAitQ PGIA8r10'4Y on IRE19 - :: 
ARQ Details Retrieval Cetera Aud t Tracks F4ter r ) Vafdat on and Query fi 15 esenlalion 

Files Names for ARQ Reference P01A8540W 

Filename Size Status 

Fifes Found 0 Select Al r" 
No of Files Selected: 0 
Size of Selected Files: 

Selected File List Contol 

RefreshView Close

Retrieving filenames for selection Criteria- " 

- Retrieving the files will take some time, depending on the number of files. 

Maintain ARQ: P014954C4 on RE19 W) — D X. 

ARQ Details I Retrieval Coterie Audt Tracks Pdr .,iiaaor soil re, ' PrrFntatio it 
Files Names for ARQ Reference P01A854OW 

Filename I Size ! Status 
FN01_TMS_ClusterZW W_1_20080229_4551460U VO01.arc 70282541 Displayed 
FNOI TMS_Cluster2W W 1 20080229_14370500 VOO1.arc 71582061 Displayed 
FN01_TMS_Cluster2W_'d,'_1_20030229—i 3114300_V001.arc 71187624 Displayed 
FN01_TM'= Cluster2'dd'd/120000229_115Cr2400_V001.arc 71040497 Displayed 
FMt TM CI rer t' t 1 t08 !T n 737 00 x007 air. 74487743 Displayed 
FN01_TM Ll U ! J nj1 'IUU UOI ero 73673611 Displayed 
FNOt TM CI rrr ,% 5 1 fP 2R 1 1205 On '9n 'sir' 66758471 Displayed 
FNO1_TM.,_E.L.J01Zv,_••.t 1 J 5t!«b ,h1,0,UU U01 ,is, 67295968 Displayed) 
FN01_TM ILaerCrI'h1 _1_20000228_' 4662008022814%470n',t001 arc 71777812 Displayed 
FP401 iII e2;/ ';.`_1_20080228 68`:3UU '-'US'sic 73311906 Displayed 
FN01_TP:lS_ClusferZ /_W_1_20000228 12044000_V001.erc 73107455 Displayed 

Files Found  543 Select All  r 
No of Files Selected: 1 
Size of Selected Files: 6767 Mb 

Selected Fie List Cordol ---- -- - -- ---- ----

sESTORE Files REPLACE Files j ConfirmSealStatus QELETE Files J

RefreshView  Close _{ 

POST 
OFFICE 

- Click the 'Select All' tick box and click 'RESTORE Files'. Make a note of the POIA number 
(found on the top banner of the form). This must be recorded in the 'POIA Ref field in the ARQ 
Tracker. 
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MaintainAR(: POLA854OW on IRE19 iW) --^   o 

ARQ Details I Retrieval Criteria Audit Tracks ,1

Files Names for ARQ Reference P01A854OW 

Filename Sze Status 
FN01 TMS Cluster2W_W_i 20080229_15514600VOO1.arc 70282541 Displayed 
FN01_TMS Clusler2W_W_1 20080229 14370500 VOO1.arc 71582061 Displayed
FN0l TMS_Cluster2.Y_W 1 20080229 13114300 V001.arc 71187624 Displayed 
FN01_TMS_Cluster2W_W_1_20080229_11502400_V001.arc 71840497 Displayed 
FN01_TM9 ClusterZWJ_W_1_20080229_10325300 VOO1.arc 74487743 Displayed 
FN01_TMS Cluster2W_W_1 20080229 09122100 V001.are 73673611 Displayed 
FN01_TMS Cluster2W_W 1_20080229 18285300_V001.arc 66758471 Displayed 
FN01 TMSCluster2a/W12008022816170600V001.are 67295960 Displayed 
FN01 TMS Cluster2W_W 1 20080228 14564700V001.arc 71777812 Displayed 
FN01_TMS Cluster2W_W 1_20080228 13295300_V001.arc 73311906 Displayed 
FNO1_TMS Cluster2W_W_1_20080228_12044000 V001.arc 73107455 Displayed „ 

Files Found 543 Select All 
No of Files Selected: 543 
Size of Selected Files: 36.82 Gb 

Selected File List Contol -- .._ __. _. _. . . _.. . . . ... _.. •,. 

RefreshView ,.-..~ Close 

- Once a file has been restored, the file 'Status' changes from 'Requested' to 'SealOk'. The 
'Filtering' tab will be enabled once all the files have been restored: 

ARQ Details 1 Retrieval criteria Aud& Tracks ! Filtering I .^,,demon, an-d l:durr, I Erse ,'alien 

Fibs Names for ARQ Reference POIA6540v1 

Filename Sze Status 
FN01_TMS Ckister2W W 1_20080229 15514 V001_arc 70282541 SealOk 
FN01 TMS Cknter2WW_1 20080229 14370500_VOO1.arc 71582061 Sealok 
FN01_TMS_Cluster~ W 120080229_13114 VOOI.arc 71187624 Seallk 
FN01 TMS_Cluster2W_W_1 20080229 11502400_VOO1.arc 71840497 Seal0k 
FN01 TMS Cknter2W_W_1 20080229_10325300_V001.arc 74487743 Sealik 
FN01 TMS_Cknter2N_W 1 20080229_09122100_V001.arc 73673611 Seatk 
FN01_TMS_Cfuster2W_W_7211080228_18285 VO01.arc 66750471 Seatk 
FN01 TM9 Cknter2W W 1 20080228_1617 0 V001.arc 67295968 SeatOk 
FN01 TMS Ckrster2W_W_1 2 0228_14564700 V001.are 71777812 SealOk 
FN01 TMS Cknter2W W 1_20080228 13295300 V001.arc 73311906 SealOk 
FN01 TMS_Clustei2W_W_1 20080228_12044000_VOO1.arc 
t•aM1, Ta.P Y`~....f.. a.♦ , 'N,1N1/YYM ,I1lfr'alAn a.Mr, ... 

73107455 
TT'NMK 

SealOk 
e`_.X1. 

Files Found 543 Select Alt f~ 
No of Files Selected 543 
Size of Selected Fks: 36.82 Gb 

Selected File List Cored 

RESTORE Files __J I R€PLACE Files  Conigm Seal status QELETE Fks 

Refresh 
ViewJ j Cbse 

- Select the 'Filtering' tab: 

© Copyright Fujitsu 2022-2024 FUJITSU RESTRICTED (COMMERCIAL IN 
CONFIDENCE) 

UNCONTROLLED WHEN PRINTED OR 
STORED OUTSIDE DIMENSIONS 

SVM/SEC/WKI/451 
Ref: 7

Version: 1.0 
Date: 10-Apr-2024 
Page No: 21 of 8 



FUJO0243297 
FUJO0243297 

CID AUDIT EXTRACTION - LOCAL WORK INSTRUCTION 

FUJITSU RESTRICTED (COMMERCIAL IN 
CONFIDENCE) 

Maintain ARQ: POIA9525B on IRE1 , (8) — G X 

ADO Details j Retrieval Criteria( Audit Tracks Fntering 1 rai r ~~; Li

Output Type 1A8TH.ACT Or h1th.,ce w-.6atr,is thy- :.electior _-«feria ryJ

Start Date 01109!2008 IJ End Date 30/09/2008 

Post Office FAD Code Ir 

FAD List 281410 
gdd 

Delete 

Save Filter  Apply Filter 

Refresh View  Close

POST 
OFFICE 

- The 'Output Type' box will default to "ABSTRACT - Only those rows that match the selection 
criteria". Change the 'End Date' and enter the end date of the requested date range, as stated on 
the ARQ request form, or in the HSS ARQ request tracker. 
Click 'Apply Filter': 

Maintain ARQ: POIA8525B on IREi1 (B) —I o 

ADO Details ! Retrieval Criteia Audit Tracks Filtering : ,  . . 

Output Type FSTF 5..C- Onb, tho.2cr° r, .f .it mulch i c clecici cl/era 

E,tartDate 01/09/2008 zJ End Date ;30109/2008 

Post Office FAD Code r 
FAD List 281410 ~ Qd J 

Add 

ii ii u i 

AppNyrsg 

Refresh View Close jj

- Once the filtering has completed, the 'Filtering completed' message will be displayed, and the 
'Validation and Query' tab will be enabled: 
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-Itering cantered

Save Filter , Apply Fite, 

Refresh View___] Close 

- Select the 'Validation and Query' tab: 

ARQ Details j Retrieval Criteria Audit Tracks ; Filtering Validation and Query I Frosentatiorr 

Data Source ~ j status 

Sequence Validt' ,,  S e, Dow.' Eoec'uo Query I 

Node I Lowest Message Highest Message I 

Refresh View Close 

POST 
OFFICE 

- Select 'Horizon' from the 'Data Source' drop-down list (this will be the only option). The 'Status' 
will change to 'Concatenation completed', and the 'Sequence Validation' will be displayed: 
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Maintain ARQ; P01A95256 on IP811 18) —I G 

ARQ Details I Retrieval Criteria i Audit Tracks i Filtering Validaticrr and Query

Data Source j SteW: Ccrcatenabnr, corr8leed 

Sequence Validation Select Query I Execute Query 

Node ( Lowest Message 
1.- 

Hi hest Messa e ' r - NONE 
281410 1 1629960 1652009 
281410:2 3541262 3602977 

281410.3 1 4396508 4448639 
281410:4 2304587 — 2316797 DUPLICATES NONE 

281410 34 294128 294366 

281410..35 251077 253537 

28141054  213906  214770
201410:. 154048 157261 

Refresh View Close 

POST 
OFFICE 

- There should be no 'GAPS' i.e., 'GAPS - NONE'. If Gaps are present (see example below), seek 
assistance from Audit support by logging a PEAK and assigning to Audit-Dev (see section 6.1). 

ARQ Details l Retrieval Criterial Audit Tracks l Filtering Validariorr ar-d Query

Data Source ~ , Slalus Sort completed 

Sequence Validation  Select Query I Execi.$e Query 

~ lnaa;C Mc,sage ~ ~,$s5age { 

! 

3424NuJe 

0 
246 203246 27400

1 32 1 270'41 " 
1 142432:1 2 r_ 708342 __...._.t~._.~.-~27Q8343 

;42432::1 2:708342 Y  -~: 4TE9 FOU 72 .08342 D! IPUC NC 

1, 4-'432 :1 2702 53 
, ....... 

27618555 
hc.: m iri Nuel 

424321 270836E 270836 
342432::2 J 1186101 1186102 

342432:3 5134436  5134441 

342432:4 L 4939158 4939720 
3424324 L 4539600 4939632 

342432.:5 4770713 
..._.._ 

4771138 

Relrazh Vie' ' I Dose 

- If there are no Gaps, select the 'Select Query' tab. 
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Maintain PQIA9525B on IRE11 tB) C 

ARQ Details I Retrieval Criteria i Audi Tracks : Filtering Validation and Query 

Data Source rorizori --~ Status Coneatenatinn completed 

Sequence Validation 1,,._SelgctQueq! I Execute Query 
Select Required Query - - - - - - - 

—~---_ Query I ~ 

Retrieve_ 3pen 1 ,. 

RetreshView Close 

POST 
OFFICE 

- Click the 'Retrieve' button under the 'Query' box. Note that the 'Data Source' selected will 
determine which queries can be selected. For "Horizon" Data source, queries beginning with 
'Hz_' will be available: 

Maintain ARC: POIA9525B on IRE? . (B; — n

ru L' r 1 . ._. . .. .. j rl mq ah '-;ti rand 

Data Source tHc_rizon Stab_u f-oncatenationcos feted 

111(11 (B) - Available Queries ss 
Sequence Va

SelectRegr'
Selected liiz Everds.rgl 

Query Available Queries 
Hz AuthCds.xgl 
Hz BFwdandCFwdxgl 
Hz_BQIOPPANBarcodes.xgl
HzBranchTradingStaterncnt.xgl h~ 
Hz Bureau. I 

~,. Hz Events Nunr.xgl
HZIOP.xgl 
Hz 10P DEST SRC.xgl 

• H2J0P Nwn.xgl 
Hz IOP TITO.xgl 

Select  Cancel 

_~ Close 

- Select the 'Hz_Events.xgl' and click 'Select'. Click 'Open' and the query detail will be displayed: 
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Ma1ntainARRPOIA9525B on IRE1 (B) — o, 

ARQ Details I Retrieval Crdeiia j Audit Tracts Filtering 'Validation and Query

Data Source f orizon Status C.:rcatenoon completed 

Sequence Validation Select Query Execute Query, 

Select Required Query . _.. ..... .. 

Query Hz_Events.xgl

Retrieve Open 

x 1uery version .'1.0;
declare function IL',_al:ragdatet$date as xs:stringi as xs:date 

$r  6w. ( 'Jar Feb l~1ar'.'v.pr :"May" "Jun Jul' ye ' UDC"'PJov" "Dac'J 
to TdaiFrr= tokerdze(Vdste, " I 

c tat tdatc>[3J," r a.aeiool st( l,irndcr-of('Ims, 'hs 4ate,;i2Dl. 3 (0_SJ--91$."'<$1'l. 
bJa c4 i i. .r. . Jate 

<F~erds) 

Refresh View  Close 
J 

- Select the 'Execute Query' tab: 

rf Maintain ARQ, POIA95258 on RE11 {8j —

ARQ Details) Retrieval Criteria I Audit Tracks ( Filtering Validation and Quay  FF tatipn 

Data Source Horizon   Status Concatenation completed 

SequenceValidaton ! Select Query Execute Query 

Execute Query 

E xec'ute 

08:31:11 llesb d 
. ...__ 

08:54:39 hfar, 
08.5445 ho' _py sorted 
0904.01 +aoro stena'inq tiles 
09 04:3 Ganr,tvnatian completed 

Refresh View I Close

POST 
OFFICE 

- Click 'Execute'. Once the query is executed successfully, the 'Presentation' tab will be enabled: 
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ARQ Detail; y Retrieval Criteria Audit Tracks Filtering Validation and Query ( Presentation 

Data Source Horizon Status Sorf T completed 

Sequence Validation Select Query Execute Query 

Execute Query _ . 

Execute 

08:54:39 New 
0854.49 File copy started 
09:04:01 Concatenating files 
0904:23 Concatenation completed 

• 09:44:23 Query copied to AR Q directory on Server.  = 
• 09:44:23 Query Submitted 

09:44:36 Query execution started 
09:44:58 Sort completed 

Refresh View Close 

POST 
OFFICE 

- Select the 'Presentation' tab. Select 'Export to Excel' and click on 'Change'. Navigate to the D 
drive and select the folder created earlier (Section 4) e.g., D:/John's ARQ/ARQ 517/Excel 97 
Format. Enter the file name ('Events' followed by the ARQ requested date range e.g., Events 01-
30 April 2023'), and click 'Create Output'. This will generate an Excel spreadsheet and place it in 
the specified output directory on the Audit Workstation. 

Maintain AR4: PO:A95258 on ,RE:1'8i G 

ARQ Detail, Retrieval Criteria; Audit Track: Filtering I Validation and Query Pre:erdation

Export Results to Excel 

I ExpodtoEecel 

{D:\Reportxtsx 
 

Change 

Export Events to Excel 

i` E.;  r I  laa

Create Output 

Rehesh'Jiew Close

- Return to the 'Validation and Query' tab and select the 'Select Query' tab. Click the 'Retrieve' 
button under the 'Query' box to select Hz_IOPPANBarcodesHashed.xgl and repeat the above 
process to generate the Excel spreadsheet for Transactions. The file name should be the ARQ 
requested date range e.g., 01-30 April 2023. 
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If no data is returned 

If the query does not return any results, run a Slow ARQ as follows: 

- Right click on one of the Data Centres and select New ARQ 

- This will open the New ARQ form: 

AF New ARC IRE19 1W) 

Query 

Requester Other 3rd Part ] Date Received [20/0212024 

Catalogue Entry { Date Required 20/02/2024 

Receipt Reference 

Access Reason 

Specify Selection _Qfiteria Save Request Close 

- Select POCL IA for 'Requester': 

New ARQ-IRE19tiWj 

Query _ _._.. . . .. _. . _.. 

Requester IOther3rd Party  Date Received 120/02/20242/2O24 

Catalogue Entry 
Other 3rd Party --~ 
Pathway IA Date Required 20/0212024 .1 
Pathway Other 

Receipt Reference IPathw SSC 

Access Reason 
POCL Other 
PGCL 5ecurhv _ 

Specify Selection Criteria Save Request close 

POST 
OFFICE 

- Enter the ARQ Number, as per the ARQ request, in the 'Receipt Reference' field e.g., ARQ517 
or HSS2738. OPTIONAL - Enter the branch name, branch number (FAD), and date range 
required in the 'Access Reason' field: 
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Nev ARC - IRE19

ne uester 
.--

q iFULL IA .__. Date Received  _U/Ct r'2024 

Catalogue Entry Date Required 24/022I)24 

.. .. .._ . ... . . .. ........................... 
Receipt Reference IHSS271'E 

Access Reason 

Specify Selection Qkeria Save Request  Close 

- Click on the 'Specify Selection Criteria': 

- Enter the 'From Date'. This must be the start date of the requested date range. 
For the query end date ('To Date'), enter a date 3 days from the start date i.e., start date + 3. 
The purpose of this is to determine which cluster holds the data required before the full query is 
run. 
Click on 'Select' on the right-hand side: 
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Specify Selection Criteria for Query - PGIA0540W on IRE1T (W) 

Selection Cnlena lot APQ Feletence POIA8541fW 

From Date 101 December 2007— To Date ! 04 December 2007 

rA PaddlWDetè

Auk Pact  Sub Pont I FAD Code 1FD Hash 

< $elect I 

PAN (J efiw• h;eC{tur0"f r zJa - _. . . .. . -... _ 

Horizon Template 
f~~ 

HNG-X Template 

Select~N  Clare 

POST 
OFFICE 

- Instead of entering the branch code in the 'Post Office FAD Code' field as before, select TMS 
from the Audit Point' drop-down list: 

To add selection aitetia: Select Audt Pont and Sub Point or tour Post Office FAD Code. den c ck'Add. 

To remove oelecbnn criteria: Select aiteaa in Ist, then dick Delete'. 

l 
liar, o. -:electedAud inlP -.'•'lertionC l' s 

r . V_'u's- _: . . 
Audit Pohl Add > 

TESD

~__. 8  _....._—.-.....I  
Qekle 

TIP 
TrvtLI 
Ii 
TPS 
TVLL&T  

rIWELSHW . 
VORKEL

Clear 

Include Events r QK 

- Select and `Add' Clusterl, Cluster2, Cluster3 and Cluster4 Sub Points.Click 'OK'. 
• If the ARQ is being run on IRE1 1(B), select: 

Clusterl B, Cluster2B, Cluster3B and Cluster4B 
• If the ARQ is being run on IRE19(W), select: 

Cluster1 W, Cluster2W, Cluster3W and Cluster4W 
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To add selection criteria: Select Audt Port and Sub Point of input Post 0flice FAD Coda, then click Add 

To remove selection criteria Select enter  in kst, then click Uelere. 

Lill a r.lec;.d A,,,5t For,`. slr. tr n iiAirrs 

rod t p, ,, Ad j Arukt Point Auk Sub Pant FAD Cu 

(TMs------ ~ 
<pelee 

Sub Pomt 

Ckutel B 
Ckrote,l W 
Ckutn2B 
CkroterZW 
Ck,stn3B 
Cluster3W 
Ck,ster4B 

Include Events LA i 

To add selection criteria. Select Audi Pont and Sob Pont of input Post Office FAD Code, Ihen click 'Add 

To remove selection afieia: Select entertain  ist, then click'Delele. 

Lot ml LpyWeiApdm Poor y lecriuri ie,ua 

Audit Pont -. -. dd> .. . . Ault Pont' ,6omM Sub Pond I FAD Code - I FAD Hash 

TMS 
TMS Cknterib 

<Petrie TMs Clustes2B 
Sub Point TMs Ck,aler38 

Ck,ste4B ', TMS Ckuslm4E 

Or 
Pr.cI leer FAT' :;de 

Clear 

lnckude Everts. . . .. E OK 

POST 
OFFICE 

- Once the 'Audit Point' and 'Audit Sub Point' has been added, click 'Search for Files'. 

Specsfy Selection (arena for Query - PU.A8S40W on IRE19 W) — n 

Selecttan Cnrena lotARQ Reieeerrce POIA954OW 

Ftp,o C ,te , 01 Der 7 To Date j04 Decerr ser 2007 J 

Ault Pont Audi Sib Pant FAD Code FAD Hash 

TMS Ckrstetl8 
' TMS Ck,stet2B ~ , 1 
' TMS Ctrjstes38

TMS 0us1et48 

Hotrzon Torn rate

HNG4< TecTQbte 

S►.kct PAN 
~ ~ .__ *~ j _._ _. 
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- — G MarntarnAitQ PGIA8r10'4Y on IRE19 - :: 
ARQ Details I Retrieval Cetera Audf Tracks F4teu VI Validation and Query fi FhesenlaliOn 

Files Names for ARQ Reference P01A8540W 

Filename Size Status 

Fifes Found 0 Select Al r" 
No of Files Selected: 0 
Size of Selected Files: 

Selected File List Contol 

RefreshView Close

Retrieving filenames for selection Criteria- " 

- Retrieving the files will take some time, depending on the number of files. 

Maintain ARQ: P014954C4 on RE19 W) — D X. 

ARQ Details I Retrieval Coterie Audt Tracks Pdr %.,liiaaor soil re, ' PrrFntatio it 
Files Names for ARQ Reference P01A854OW 

Filename I Size ! Status 
FN01_TMS_ClusterZW W_1_20080229_4551460U VO01.arc 70282541 Displayed 
FNOI TMS_Cluster2W W 1 20080229_14370500 VOO1.arc 71582061 Displayed 
FN01_TMS_Cluster2W_'d,'_1_20030229—i 3114300_V001.arc 71187624 Displayed 
FN01_TM'= Cluster2dd'd/120000229_115Cr2400_V001.arc 71040497 Displayed 
FMt TM TI, ter t' t 1 t08 !T a 737 00 x007 'sir' 74487743 Displayed 
FN01_TM Ll U ! J nj1 'IUU UOI v. 73673611 Displayed 
FNOt TM CI rrr ,% 5 1 fP 2R 1 1205 On 100 'sir' 66758471 Displayed 
FNO1_TM.,_E.L.J01Zv,_••,t_1 J 5t!«b ,h1,0,UU U01 arc 67295968 Displayed) 
FN01_TM ILaerCrI'h1 _1_20000228_' 49514'1551  1901 arc 71777812 Displayed 
FP401 iII e2;/ ';.`_1_20080228 628`:3UU '-/U01sic 73311906 Displayed 
FN01_TP:lS_Clusfer2 /_W_1_20000228 12044000_V001.erc 73107455 Displayed 

Files Found  543 Select All  r 
No of Files Selected: 1 
Size of Selected Files: 6767 Mb 

Selected Fie List Cordol ---- -- - -- ---- ----

5ESTORE Files REPLACE Files j ConfirmSealStatus QELETE Files J

RefreshView  Close _{ 

- Click the `Select All' tick box and click `RESTORE Files'. 
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MaintainAR(: POLA854OW on IRE19 tW) --^   o 

ARQ Details I Retrieval Criteria Audit Tracks ,1

Files Names for ARQ Reference P01A854OW 

Filename Size Status 
FN01 TMS Cluster2W_W_i 20080229_15514600VOO1.arc 70282541 Displayed 
FN01_TMS Clusler2W_W_1 20080229 14370500 VOO1.arc 71582061 Displayed
FNOl TMS_ClusterZ.Y_W 1 20080229 13114300 V001.arc 71187624 Displayed 
FN01_TMS_Cluster2N_W_1_20080229_11502400_V001.arc 71840497 Displayed 
FN01_TMS_Cluster2W_W_1_20080229_10325300 VOO1.arc 74487743 Displayed 
FN01_TMS Cluster2W_W_1 20080229 09122100 V001.are 73673611 Displayed 
FN01_TM5 Cluster2WW 1_20080228 18285300_VOOl.arc 66758471 Displayed 
FN01 TMS- Cluster2a/_W_12008022816170600V001.arc 67295960 Displayed 
FN01 TMS Cluster2W_W 1 20080228 14564700V001.arc 71777812 Displayed 
FN01_TMS Cluster2W_W 1_20080228 13295300_V001.arc 73311906 Displayed 
FN01_TMS Cluster2W_W_1 2008022C12044000 V001.arc 

,..~    
73107455 Displayed 

Files Found 543 Select All 
No of Files Selected: 543 
Size of Selected Files: 36.82 Gb 

Selected File List Contol -- .._ __. _. _. . . _.. . . . ... _.. •,. 

RefreshView ,.-..~ Close 

- Once a file has been restored, the file 'Status' changes from 'Requested' to 'SealOk'. The 
'Filtering' tab will be enabled once all the files have been restored: 

ARQ Details I Retrieval Criteria Audit Tracks I Filteri; g ( .'hitch, r ,rid Q.n+ry I Precentatior,l 

Files Names for ARQ Reference POIA854OW 

Filename Size Status 
FN01_TMS_Cluuer2W_W_1_20080229_1551460_V001. arc 70282541 SeatOk 
FN01 TMS Cluster2W W 1_20080229 14370500 V001.arc 71582061 SealOk 
FN01_TMS Cluster2W W_1_20080229_13114300_VOO1 arc 71187624 SealOk 
FNQ1_TMS_Ckrster2W_W_1_20 80229_11502400_VOOt.arc 71840497 SealOk 
FN01 TMS_Clustei2W_W_1 200802291032530- V001.arc 74487743 SeaOkt 
FNO1_TMS CkuterZW_W 1_2W80229_09122100 VOO1.arc 73673611 SeaOk 
FN01_TMS CWtef2W W 1_20080228 182853001 VOO1.arc 66758471 SealOk 
FN01_TM5 ClusterZW W 1_20080228_1617060 V00l.arc 67295968 SealOk 
FN01_TMS_CknterZW_W 1_20080228 14564700 VOOI.arc 71777812 SealOk 
FN01 TMS_Duater2W W 120080228 13295300 VCO1.arc 73311906 SealOk 
FN01 TMS_Cknster2W W_1_20W0228 12D44000 V001.arc 
NIM •. ~a ~ .1...__~I..I , I , MfMMn ,n/M/M ,aM, _.. 

73107455 SealOk
 !`__V'I. 

Files Found 543 SebclAN f' 
No of Files Selected: 543 
Sized Selected Files: 36.82 Gb 

Selected Fie List Contol 

RESTORE Fib: 
I 

REPLACE Files C'onfirmSealatatus DELETE Fps 

RelfeshView Close 

- Select the 'Filtering' tab: 
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JJ Maintain ARQ; POA854OV' on ERE 14 (W) — fl

ARQDetais I RetrievalCeeraI Audit Tracks F,kenng 1vd 0uerj) Pte , i, l 

pe Output i A iRACi ~ the . r t rhd match tl'~ a*cdon .st' 

2/2007 End Dale i72/2 7 

Print Office FAD Code ~y"T

FAD List 28t4i0 

Qekte 

Save Filter Apply F ker 

Refresh
_J

POST 
OFFICE 

- The 'Output Type' box will default to "ABSTRACT - Only those rows that match the selection 
criteria". Don't change the 'End Date'. Enter the branch code in the 'Post Office FAD Code' field 
and click 'Add'. 
Click 'Apply Filter': 

tr'erd fitter. Ptes o ovmt 

ReheshView Close 

- Once the filtering has completed, the `Filtering completed' message will be displayed, and the 
'Validation and Query' tab will be enabled: 
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Fdte ,, 3 completed 

Sava Fiket Apply Flies 

Refresh W. Close 

POST 
OFFICE 

- Open the QueryHandle log file on the relevant Audit server (\UserArea\ARQRef folder) and note 
which cluster contains data (file size is not 0). For example, Cluster2B files contain data, but 
Cluster2C files are empty. 

- Re-run the Slow ARQ using only the cluster that returned data e.g., Audit Point: TMS, Audit Sub 
Point: Cluster2B. NOTE - ensure the correct start and end dates are selected for Legacy Horizon 
queries. 

6 Preparing the files to send for checking 
The data files will be in the output directory specified earlier (D:/[Your Folder]/ARQxxx/Excel 97 Format) 

._ ..............................._...................................................................................................... ........._................................................................................. ... ...... 
This PC a Local Disk (D:) Chris ARQ's : ARQ 236 s Etch 97 Foonat 

. 

,.:: ., ~ .'' ~.. .. ..... 
............................. ............... _......... _... ........ . .::.. ............ . . ......... . . ................:. .. .............................. ............................................ Date moddted ...... ype . 

D E.ents 
,~~ 

x aw ~• .. 

D H.. F.ert 26109/281$14:41 Mkrosoft&cel W... 470 KB 

Hx Events 26/09/28181432 XML Document 7680 KB 

D I is l PPANBareodes 27109(20180818 Microsoft Excel W... 7121 KB 

', Ftx-KIPPANBarcodes 2W09/2018 1432 XML Document 9,115 KB 

D'''. Hz_ mrts 26109/201814x41 Mcrosoft Excet W... 12 KB 

~:. Hz_Events 26+'09,701814:31 XML Document i KB 

Q;', FtrIOPPANBareodes 26(09/201.814:41 Microsoft Excel W,.. I'2 KB 

v HZ_IOPPANBercodes 26109,201814,32 XML Document 1 KB 

RejectedSysman2Events 26108/201814:17 Text Document 0 KB 

i RgectedSysman3Events 26/09/201814:31 Text Document 105,432 K8 

Sysman2Events 26109/20181417 Text Document 0 KB 
) Sysman3fvents 26/09/20181431 Text Documarst 2,160 KB 

- Copy and paste "Hx_Events" and "HX_IOPANBarcodeSHashed", or "Hz_Events" and 
"Hz_IOPANBarcodesHashed" into ARQxxx Audit, depending on which files contain data (files 
containing data will be over 12KB in size). As mentioned previously, both the `Hx' and 'Hz' files 
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would contain data if the branch migrated from Horizon to HNG-X during the requested date 
range. In that case, both sets of files must be moved to the ARQxxx folder. 
Rename the Excel Files to reflect the date range requested: 

• "IOPPANBarcodesHashed" should be renamed with the ARQ requested date range e.g., 
01-30 April 2023, 

• "Events" should be renamed as Events followed by the ARQ requested date range e.g., 
Events 01-30 April 2023, 

- Once completed, there should be 3 files (2 Excel files and 1 'Readme first' Word document). If 
the branch migrated from Horizon to HNG-X during the requested date range, there will be 5 files 
(4 Excel files and 1 'Readme first' Word document). 

ARQ 236 Audit 

Seam 7r. vi 

Thi PC r MyUS8~i t ARQ236Audd 

fJamE Datt modified Type Sue 

61-31Od2D17xffi 1&T2D181M4 MicrosaftEreIW., t,121KR 

f7 Erents 71-31 Qd 2O'...7xhx 28R9,28181k3.4 Miaosolt Excel W.. 473K 

TReadmefirstrtf 28n9RT181a34 RichTextFrmat 45K8 
onnectjoe of 

The retrieved data must now be checked to confirm that the data matches the ARQ request, and that 
there are no "Gaps". 

For ARQ requests received from Post Office Security, confirm the details in the ARQ Tracker match the 
details on the ARQ request form. 

For ARQ requests received from the Remediation team, confirm the details in the ARQ Tracker match 
the details in the HSS ARQ request tracker attached to the request email from the Remediation team. 

The following checks must be carried out: 

Open the "Readme first" file and confirm that: 
a) The ARQ number is correct, 
b) The financial year for the ARQ is correct e.g., 2324 for financial year 23-24 
c) The email address is correct. This must be the Fujitsu email address of the team member 

who processed and is sending the files to POL. 
Open the 'Events dd-dd Month YYYY' spreadsheet (e.g., Events 01-30 April 2023) and confirm 
that: 
a) In the 'Summary' tab: 

I. The correct FAD is shown (The 'Group' row), 
II. The 'Filter Start Date' and 'Filter End Date' match the requested ARQ's date range, 
Ill. There are no 'Gaps' in the data i.e., column D shows 'NONE' under 'Gaps' (see 6.1 

below) 
b) In 'Sheet1' tab: 

I. The 'Filter Start Date' and 'Filter End Date' match the requested ARQ's date range. 
Open the Transactions spreadsheet ('dd-dd Month YYYY' e.g., 01-30 April 2023) and confirm 
that: 
c) In the 'Summary' tab: 

I . The correct FAD is shown (The 'Group' row), 
II. The 'Filter Start Date' and 'Filter End Date' match the requested ARQ's date range, 
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III. There are no 'Gaps' in the data i.e., column D shows 'NONE' under 'Gaps' (see 6.1 
below) 

d) In 'Sheetl' tab: 
I . The Filter Start Date' and Filter End Date' match the requested ARQ's date range. 

If there are other query spreadsheets in addition to the above, the above checks must be carried out on 
those as well. 

Duplicates are reported for Hx/Hz message data, although they are known to be benign. This is a 
consequence of the harvesting software saving the messages twice i.e., duplicates for Hx/Hz message 
data are true duplicate entries and are hence just additional copies of the same entries. They are not 
entries that have been processed more than once, it is simply that the archive store has had multiple 
copies written to it and the ARQ will rightly extract them all. 

NOTE: Although Hx duplicates are checked for, no known duplicates exist; only Hz message data 
duplicates have been discovered to date. 

A gap in a message sequence may indicate that a message is missing from the audit data. If any Gaps 
are shown in the Summary tab (column D), the following steps are to be followed: 

Re-run the Fast ARQ on the other database (IRE11(B)/IRE19(W)). Also run the ARQ using the Slow 
ARQ process (see section 9). Regardless of whether the returned data still has Gaps, seek assistance 
from Audit support by logging a PEAK and assigning to Audit-Dev. Await confirmation from Audit-Dev on 
which data can be sent to POL (revised process implemented Mar 2024). 

IMPORTANT NOTE: If the investigation by Audit-Dev determines that there is a true Gap, then 
this must be made VERY clear to POL when the ARQ response is sent. It will be stated on the 
Summary tab already, but POL's attention must be drawn to the presence of Gaps in the 
covering correspondence sent to POL when they are notified that the ARQ response is ready. If 
any true Gaps are found and the response to POL included such a warning, then this MUST be 
added to the ARQ tracker for awareness by POA too. Fujitsu Legal and the POA DE MUST be 
notified of any ARQ request responses that contain true Gaps BEFORE the response is sent to 
POL so that it can be further reviewed prior to sending to POL. 

Duplicates and Gaps MUST be recorded in the ARQ Tracker. Select YES/NO from the dropdown list in 
the relevant column in the tracker. If Gaps were found and a PEAK was raised for investigation, the 
PEAK reference number must also be recorded, together with any other comments. 

NOTE: If the Post Office wish to view the duplicates, then FLWOR queries can be executed to identify 
them. A PEAK (PC0309288) was raised on 20/02/2024 to add JSN to IOPPANBarcodesHashed which 
will allow POL to immediately identify true duplicates. 

7 File Encryption for checking
The processed ARQ will now be encrypted ready for checking by another member of the SecOps team, 
before being sent to the relevant Post Office team. The encryption method is to create a self-extracting 
PGP zip file using the Symantec Encryption Desktop application. 

- From the taskbar, select 'Show hidden icons' and locate the padlock icon: 
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Smantec Encrypt;on D= 

- Right click and select 'Open Symantec Encryption Desktop': 

Aheut S/m,ntec En.jypton Cektep 

- Select 'PGP Zip' and 'New PGP Zip' 

- Drag the folder for the processed ARQ containing the files into the New PGP Zip window and 
select 'Next': 
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PGP 7p Assistant 

•: 
New PGP Zip

Ti,,, ai,,,  A +t r,x hegp r«. wit  f ea ace rI ,,  & h,. alory. a o-.nare,. ca-a4 ane Gop r wr 
S, .+to fhe boa, a use N+e a+ttoru below to bovsse fiw- roa se~ecnoi 

• Name S,za T•!pe 
0 Gvnntc 01 it C1n )01]   4fi3 KP Mir rncnN Grr.l VlnhshM 

_ cj: Reaem< tirst.W 44.1 KR Rich TOR Format 

©' 01-31 Oct 2017.alsa 2_A7 MR Microsoft E,, Wexkchcet

mmr < ç7 

. 'ct 1 Ce~M1ci 

Select `PGP Self-Decrypting Archive' and select `Next': 

bAee oxgnalz _ J 

r0. 

POST 
OFFICE 

- Enter the Passphrase (contact the ISM or OSM for the passphrase), confirm, and select 'Next': 

- On the next screen, browse to the ARQ folder (ARQxxx Audit created above), name the file as 
appropriate e.g., ARQ 001, and Save: 
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- The file will be PGP encrypted and saved to the chosen location. Select `Finish': 

Finished 
~• 

Yar PCA Zw is seta ed 

O zip 

cI, '., 0,P S .3 L,, ,p1.. Earthly. F.*,0c 01.31 Oa ,1017.,s 

Ei }/ Rporte9 

E, enppt,, with pa o,m 
e Ada Fi-&Fotrtas 

01 4 
♦~!~ 01-310, 2017k. 

E M,01-110<t2017xkx 

L Ii 

POST 
OFFICE 

Copy the PGP encrypted ARQ data to your BitLocker encrypted USB, transfer it to your laptop, and copy 
it to the SecOps team member's folder on the Security Operations corporate drive who will be checking 
the ARQ data. 

The retrieved ARQ data must be checked by another member of the SecOps team, prior to sending to 
Post Office, to confirm that the data matches the ARQ request, and that there are no "Gaps". 

For ARQ requests received from Post Office Security, confirm the details in the ARQ Tracker match the 
details on the ARQ request form. 

For ARQ requests received from the Remediation team, confirm the details in the ARQ Tracker match 
the details on the ARQ request form. 

The following checks must be carried out: 

- Open the "Readme first" file and confirm that: 
d) The ARQ number is correct, 
e) The financial year for the ARQ is correct e.g., 2324 for financial year 23-24 
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f) The email address is correct. This must be the Fujitsu email address of the team member 
who processed and is sending the files to POL. 

Open the 'Events dd-dd Month YYYY' spreadsheet (e.g., Events 01-30 April 2023) and confirm 
that: 
e) In the 'Summary' tab: 

IV. The correct FAD is shown (The 'Group' row), 
V. The 'Filter Start Date' and 'Filter End Date' match the requested ARQ's date range, 
VI. There are no 'Gaps' in the data i.e., column D shows 'NONE' under 'Gaps' (see 6.1 

below) 
f) In 'Sheet1' tab: 

II. The 'Filter Start Date' and 'Filter End Date' match the requested ARQ's date range. 
Open the Transactions spreadsheet ('dd-dd Month YYYY' e.g., 01-30 April 2023) and confirm 
that: 
g) In the 'Summary' tab: 

IV. The correct FAD is shown (The 'Group' row), 
V. The 'Filter Start Date' and 'Filter End Date' match the requested ARQ's date range, 
VI. There are no 'Gaps' in the data i.e., column D shows 'NONE' under 'Gaps' (see 6.1 

below) 
h) In 'Sheetl' tab: 

II. The 'Filter Start Date' and 'Filter End Date' match the requested ARQ's date range. 

If there are other query spreadsheets in addition to the above, the above checks must be carried out on 
those as well. 

Once the above checks have been performed (by another member of the SecOps team), and it has 
been confirmed that the extracted data is correct, the processed ARQ can be PGP encrypted using 
shared keys and sent to the relevant Post Office team via Quatrix. If any issues are found during 
checking, the ARQ must be returned to the originator to be processed again. 

9 File Encrypflon for sending o Post ffice 
To PGP encrypt the processed ARQ for sending to the relevant Post Office team via Quatrix, follow the 
below steps. 

- From the taskbar, select 'Show hidden icons' and locate the padlock icon: 

- Right click and select 'Open Symantec Encryption Desktop': 
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Sts, NEt1xt 

new Loy 
Op , POP'Isevrt< 

LLPdrt<PP~icy 

.,uu.M WAAss

Cuv4wrd F 

- Select 'PGP Zip' and New PGP Zip': 

POST 
OFFICE 

- Drag the folder for the processed ARQ containing the files into the New PGP Zip window and 
select 'Next': 

P Fl ASslztant

~ . . New PGP Zip

Tvs ass'.s'.an N hAp you syrup Spy 555 forte's PD, 5to.ttpe w bavfer. }z9 5,00550 yav 
fies n[o Pte oay, w uze the buttorss below to bov+se far vov .000r. 

Nemc Typc 

Q '... F✓entc ~'.-~1 nr~)(Il).... Snq vR M~rm.rsh F.rel Wnrk~h..t 

tzS Rea6mefi—W 46.t K6 RichTexFo—
a'.01310ct.201>!'~zlr 2A>MB I.Mcrasoh 6cN Wohshaet 

5} 1 4Yr '. 9s'ed IXia,-, 1..1 

=:,.. NeF>  rasps 1

- Select 'Recipient keys' and select'Next': 
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Encrypt 

Ct oose 0 yy you want to envypt to your reds, If teat are ;ware of a p0f9.Aa- option 
ddr..t to sec an no -,ration below. 

A Redpiart keya 
sv. keys On A rrtpents (oast seo,re) 

Paraphrase 
-.- - e keys for akredpKnts, toot  they a$ use Erayptwn Desktop 

PGP SnK-Det ptM Arcdtne 
±^000010 do flat usa forrfDknr Deddpp 

Soon OW 
mate a PGP S natue fie (t  enaypeon) 

'Joe In cpbon ,f von have keys tonal rrr oena (or youi Ertoosd n Desktop keyrnq, a 
keyserver,or the PGP Gtobal Daecta y). It offers too hotest secunty. If the eraypted 
fie n for you, you misthave a keypak created using Encryption Desktop. If you do out, 
bd, nrk to strn e' PGP ZO Ass atant. Ontr Mops! ynirilno PGP Key. 

<8Kk L Neri > CwfltM tttb 

- Select 'POL ARQ' from the dropdown list and click on 'Add': 

PGP Zip Assistant 

Add User Keys 

Enter U$er Keys for reoNAts you want to a crypt to 

Enter du u00rnane or road address of a key 

Add... 

(Unks»ym X509 name) 
CNdDenbak, Fatzin', QUaUtars, OU_UK

Denbaf, Farzin <faran.denbaI, fuj@smcom> 

Fujitsu ARQ 

Fujesu 4902 

uk.fujitsu.cona 

Canon Nab 

- Select `Fujitsu ARQ' from the dropdown list and click on `Add': 
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r 

Add User Keys 

suer K=ys Er re~at'n's /',, M, t, e r.7t t>, 

EnS tl,euse,nr,e or emM and ess nfnkey 

(Unknown X504 name)

CN="Denbab, Ftrut', QU-Uses, QU=UK
Denbafr, Feuin rfarrin.deeba(Vfujitsu.com> 
Fujitsu ARQ 
uphu 

Fujitw Sendces ADK 
POtARQ 

uk.fuptsu.co,n 

Add User Keys 

Use' K<Ye for teryafnts yon nS to encrypt M 

EnS, tlx u rn ,ee ar emS adder of a key 

1 Add... 

F mARQ 
 _._,__ 

Remove 

~tsu Se,wts ADK 

POL ARQ 

Cm:d ttdo 

POST 
OFFICE 

Encrypting the files with the Fujitsu key as well as POL key will allow us to decrypt the files we 
send to POL. 

- Select `Next' and select 'Fujitsu ARQ' from the dropdown list: 
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PGP Zip Assistant 

Sign and Save 
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- Enter the Passphrase for 'Fujitsu ARQ' key, browse to the ARQ folder (ARQxxx Audit created 
above), name the file as appropriate e.g., ARQ 001, and click Next': 

PGP Zip Assistant 

Sign and Save 

Sra , e trc.Ts 

Save Locatron 

C" KISer:ldenbaff'Or D FU OJpeskt p hawse... 

< 9eck .:.-Next > I Canal tktp 

- The file will be PGP encrypted and saved to the chosen location. Select 'Finish': 
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- e-
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L') Zip 

C remng FCP 5elf Decrypting Archive Evenh D1-3t Oct 2017.exe 
9 -t) Rportig 

Encrypting with passphrase 

Q Oi-31 O,t2O17.xlsx 
Q : Events 01 3 Oc 2O17.xlsx 
E'fi R.d—Gf ttrd .. 

Copy the PGP encrypted ARQ data to your BitLocker encrypted USB and transfer it to your laptop. 

10 the C to ffles to t Office 
Once the ARQ files have been PGP encrypted, they must be sent to the relevant Post Office team via 
Quatrix. This section describes the process for sending the encrypted files to Post Office. 

- Access the Quatrix login page using the below link: 
Quab ix 

- Login using the Post Office provided shared account credentials 
(contact the ISM or OSM for the login credentials) 

Secure File Transfer 

®e 

Secure and compliant file sharing 

- Once logged in, click on the 'Share Files' link on the left of the screen: 
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File Eaptorer is - 

caca.t .......   —sw 23 ws.9mv3 aays 

ft ay«s «. mrv»u . 
rroi,maY.rwTw . 1., 0 cao,  131. 

Enter the recipient's email address. This will be '_:___:__:iRo I or 
remediationteam GRO ;(for HSS ARQs). 
Enter the ARQ number e.g., ARQ517 or HSS2738 as the `Subject'. 
Click on 'Add Files' and navigate to the folder the PGP encrypted file was saved in (e.g., 
ARQ517 Audit). Alternatively, drag the file to the grey area on the screen: 

Share Files r, 

back rg 
APQ517 

IS LO:,13113  54313393 

I have shad Nles wityw, pleas'. 31ik 03 tl',e button belay Odavnload. 

/OVd~olrq Shares ~; ==T 

- Once the recipient's email address and the Subject have been entered, and the file added, the 
`Share' button on the right of the screen will be enabled. Click the `Share' button to send the file 
to the recipient. 

This should be followed by an email to the relevant Post Office team to inform them that the requested 
ARQ files have been sent. The following email templates are used: 

- For Post Office Security L _ _ _ _ _ _ GRO 

Hi Steph, 

ARQxxx has been sent via Quatrix. 

This is protected by a private key. 

Please confirm receipt of the above documents. 

NOTE - If any Gaps are shown in the Summary tab, the following line must be added: 

Please note the Summary tab indicates there are Gaps in the extracted data. 

- For Remediation team GRO 

all 
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ARQ HSSxxxx has been sent via Quatrix. 

Please confirm receipt of the above documents. 

This is protected by a private key. Please contact Steph Ball for the key passphrase. 

If you require any further information, please let me know. 

NOTE - If any Gaps are shown in the Summary tab, the following line must be added: 

Please note the Summary tab indicates there are Gaps in the extracted data. 

- For ARQs from Post Office Security GRO i requesting Interface 
Interaction Logs only: 

Hi Steph, 

ARQxxx has been sent via Quatrix. 
This is protected by a private key. 

Please confirm receipt of the above documents. 

Please note that the Interface Logs contain GDPR data (names and addresses). 

Fujitsu has included Interface Interaction logs in this ARQ response. These are not 
"keystrokes" as this is not captured. 

Fujitsu recommends in the strongest possible terms that the Post Office should not 
rely on Interface Interaction records it has received from Fujitsu in any investigation 
of potential fraud, theft, breach of contract or any other impropriety which is 
suspected to have occurred at relevant Post Office branches. Interface Interactions 
were created by and are used by Fujitsu for internal support purposes only and we 
would refer you to Simon Oldnall who has received a fuller explanation of the 
purpose of this content and its use. 

Once the requested ARQ files have been sent to the relevant Post Office team, they have been 
informed by email (as above), and have acknowledged receipt of files, ensure that the ARQ Tracker 
(ARQ Tracking 14-22.xlsx) has been updated with the following details: 

• POIA Ref 
• Audit Workstation Used 
• Processed By 
• Checked By 
• Date sent to POL 
• Gaps (see section 6.1) 
• PEAK reference (for Interface Interaction Logs) 

A copy of the PGP file sent to Post Office must then be saved in the `Encrypted ARQs sent to POL' 
folder in the Security Ops' network drive. 
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11 C'osing the ARQ 
Once an ARQ has been processed, checked, sent to the relevant Post Office team, and 
acknowledgement has been received, the ARQ must be closed to free space on the Archive server and 
the Audit Workstation. 

An active ARQ may be closed in one of 5 ways: 

1. Select 'Close ARQ' from the File menu. 

When opened from the File menu, the Close ARQ form will be displayed with the `Data Centre' 
frame at the top of the form: 

[r n,, Centre 

Query Reference —~~ Show Query Detail i 

Access Reason 

Files Names ...... _...._.. . __._... ._. .:__.. 

I Filename I Size Statusl 

Files Found 0 
No of FilenSelected: 0 
Size of Selected Files: 0 

SelectAll f 

uu 

This allows the selection of the data centre from which the ARQ is to be closed. Select the 
relevant data centre, select the 'Query Reference' e.g., ARQ517 or HSS2738, from the drop-
down list and click'Close Query'. 

2. Click the 'Close ARQ' button in the toolbar. 

When opened from the toolbar, the Close ARQ form will be displayed with the `Data Centre' 
frame at the top of the form (see above). This allows the selection of the data centre from which 
the ARQ is to be closed. Select the relevant data centre, select the 'Query Reference' e.g., 
ARQ517 or HSS2738, from the drop-down list and click'Close Query'. 

3. Right click on the required data centre and select 'Close ARQ' from the drop-down menu. 

When opened by right clicking a data centre, the 'Data Centre' frame is not shown in the form as 
the data centre will automatically be set to the one which was clicked. Select the 'Query 
Reference' e.g., ARQ517 or HSS2738, from the drop-down list and click 'Close Query'. 

4. Right click on an ARQ in the Data Centres window and select Close from the drop-down menu. 

When opened by right clicking an ARQ, the 'Data Centre' frame is not shown in the form as the 
data centre will automatically be set according to the data centre of the selected ARQ. In 
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addition, the 'Query Reference' drop down list will be disabled and pre-populated with the 
selected query reference. Click 'Close Query'. 

5. Click the 'Close ARQ' button on a Fast ARQ form. 

When opened by clicking the 'Close ARQ' button, the 'Data Centre' frame is not shown in the 
form as the data centre will automatically be set according to the data centre of the ARQ. In 
addition, the Query Reference drop down list will be disabled and pre-populated with the query 
reference of the ARQ. 
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- To close a Slow ARQ, right click on the ARQ in the Data Centres section on the left and select 
"Close ARQ". 

- Confirm by clicking "Close Query": 

Query Reference CJIA'7946 Show Query Detail 

Access Reason 

l~! R0401 

IY

Files Names for ARQ Reference POIA77946 ..___  .__.._ ..___. 

Fiamme I SacI Status 
FN01_BRDB AUD_B_AUDIT202102021130D3_202102013_02242... 534562 SealOk
FN01_BRDB AUD_B_AUD!T20210202113002_20210203_02242... 8091531 Seal0k
FN01 BRDB AUDB,,AUDI1 2021 0 20211 3001_20210203_02242... 8161692 SealOk 
FNOt_BRDB_AUD B AUDI120210201113003 20210202_02224_. 6031095 SealOk 
FN01_BP B_AUD_AUDIT2021 0201 1 1 300 2_20210202_02224_. 7890731 9eal0k 
FN01_0EDB_AUD B AUDI T20210201113001 20210202 02224... 8005086 Seal0k. 
FN81_BR08 AUD_B_AUDtT2021013111300120210201 02232 - 1225373 SealOk 
FN01_BRDB̂ AUD_B AUDIT2021013011300226210131_02164._ 1278322 Seal0k 
FN01_BRDB AUD_B_AUDIT20210138113001 20210131 02164_. 8280965 SealOk 
FN01 BRDB AUD AUDtT2021 01 2911 3002_2021013002424_. 7808633 SealUk 
FN01 BRDR_AUD_B_AUDIT20210129113001 2021013002424... 8248821 SealOk

Fdes Found 71 Select Al f.
No of Fie. Selected 1 
Size of Selected Files 522.03 Kb 

Dose Query
._

gett 

Please note: posing will u,ean no Further updates are possible lot this query.

- Acknowledge the message by clicking "OK": 
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ARQ P01A7794B has been closed. 

r An audit log, named:  RFIP01A7794B.txt,' has been created in 
F:\USERAREA 

OK 

- When the Query has been closed click "Exit" to close the window. 

Query Relerence —  Show Querypetads j 

Access Reason 
AP0101 

Files Names Is, ARQ Ref erencePOIA7794@ - - -- - - 

Filename j Size Status 
FN01_BRDB AUD B AUDIT20210202113003 20210203 02242... 534562 SealOk
FN01 BRDB AUD 8 AUDIT2021020211300220210203 02242... 8091531 SealOk'
FN01_OROB AUD 6 AUDIT20210202113001 20210203 02242._ 8161692 SealOk 
FN01 BRDB AUD B AUDI120210201113003_20212202_02224...  6031095 SeaIDk 
FN01_BROB- AUD 8 AUDIT20210201113002 20210202 02224... 7890731 SealOk 
FN01 BROB_AUD B_AUDIT2021 0201 1 1 3001_20210202_02'^24... 800508E SealOk 
FN01- BP06 AUD 6 AUDIT20210131113001 20213201_02232... 1225373 SealOk 
FN01 BPDB AUD B AUDIT20210130113002 2121013102164... 1270322 SealOk 
FN01_BRDB_AUD_B ,AUD1T20210130113001 20210131_02104... 8280065 SealOk 
6501 DRDO AUD_B 4UDI T202101291130022021013002424_. 7008633 Seal0k 
FNO1_8PD@_AUD B AUDIT2Q210129113001_20210130_02424.._ 8248821 SealOk

Files Found 71 SelaclAll r 
No of Fiides Selected 1 
Size of Selected Files: 522.03 Kb 

—`----
•

_- 
Fad i!. 

•' Query Closed No Further updates to this query are possible.

If an ARQ is locked ( ) or requires attention (1), it must be reset using the AEAdmin tool before it can 
be closed. To reset the ARQ, open the AEAdmin tool on the desktop. 

This will open the AEAdmin logon sceen: 

Enter password:  _ __ 

Exit
Change User 

Password 
Continue 

Enter the password and click 'Continue' (contact the ISM or OSM for the login credentials): 
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Administration Audit Extractor Client Version 

Administration 

Auditors 

Requesters 

. Exit .. •

Select `Reset ARQ': 

ARQ details 

AEC ......_......_._...._.................._...._._...,.. _.._,.___...,._. ., 

Checl: connection Check Link 

Reset .y locked 
ARQ Reset ARQ 

Close ARQ 
 
Close ARQ 

View ARQ list ARQ List 

Select a Data Centre: 

EnteARQ reference: f 
L- Show details 

Action instigated by: 

Machine name. 

Last user action: 

Date and time action staled: 

Status: 

Exit Back to MENU 
j 

Clear form 

POST 
OFFICE 

Select the relevant data centre from the drop-down list, enter the ARQ reference' e.g., ARQ517 or 
HSS2738, click 'Show details', and select 'Reset this ARQ'. This will reset the ARQ, and the status will 
change to 'Normal' (D) in the AEClient window. The ARQ can then be closed as described above. 

Once the ARQ has been closed, the relevant folder (D:/[Your Folder]/ARQxxx) can be deleted. Note - 
Ensure a copy of the PGP file sent to Post Office is saved in the 'Encrypted ARQs sent to POL' folder in 
the Security Ops' network drive, before the ARQ folder is deleted. 
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12 Raising a PEAK for SSC r isle the Interface 

If an ARQ request for 'Interface Interaction Logs' is received from Post Office Security, a PEAK must be 
raised for the SSC team to provide the requested logs. Before raising the PEAK, save the ARQ request 
form attached to the ARQ request email received from the Post Office Security team. Compose an 
email and enter the following: 

Recipient: newl GRO — -.-.-.-.-.-.-.-.-.-.... - 

Subject: [ARQ number] [Branch name] [FAD] Request for Interface Logs 

e.g., ARQ 513 Swaffham 052131 Request for Interface Logs 

Body: Hi SCC, 

Please can you provide the interface logs for the attached ARQ request. 

Regards, 

Attach the ARQ request form saved earlier. Before sending the email, ensure your email signature is just 
your name and contact details. Remove all other icons and links to simplify what gets sent to Peak. 
Sending the email will generate a PEAK assigned to SSC and you will receive an automated email from 
PEAK with the PEAK reference number. This must be entered in the 'PEAK Ref field in the ARQ 
Tracker. 

Fujitsu has explained to POL what the Interface Interaction logs are. This is important to note: 

The feature to capture interface interactions within the POC log (`Interface interactions') was created by 
Fujitsu for the sole purpose of helping its internal support teams. The Interface Interactions only contain 
the interactions that the Fujitsu development team chose to include in such diagnostic logs for internal 
support purposes. The logging does not include all clerk interactions and the diagnostic log content was 
not designed to be shared with the Post Office. The diagnostic log content is embedded within the POC 
log which contains log content from many other parts of the CBA and it needs to be carefully extracted 
from the overall content within the POC log. The POC log is only held on the local counter for a finite 
period of time in a flat text file that is not subject to any encryption or tamper controls. It is not backed up 
to Fujitsu's knowledge, and is also lost if a counter is replaced by Computacenter. The content of the 
Interface Interactions has not been tested to validate that it always captures all interactions as it is not a 
required functional part of the Horizon CBA. it is simply diagnostic log content to help Fujitsu support 
staff. 

The Interface Interactions are therefore a manifestly inadequate formal record of the interactions a clerk 
may have at a counter in Post Office branches. 

Furthermore, the responses sent to POL which contain Interface Interaction logs must include the 
following text as mentioned above: 

Fujitsu has included Interface Interaction logs in this ARQ response. These are not `keystrokes" as this is 
not captured. 
Fujitsu recommends in the strongest possible terms that the Post Office should not rely on Interface 
interaction records it has received from Fujitsu in any investigation of potential fraud, theft, breach of 
contract or any other impropriety which is suspected to have occurred at relevant Post Office branches. 
interface Interactions were created by and are used by Fujitsu for internal support purposes only and we 
would refer you to Simon O/dnall who has received a fuller explanation of the purpose of this content and 
its use. 

13 t ri HSD logs
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Access the HSD database using the following link: 

TFS Branch Search (fuiitsu.com) 

Branch Search r Start Date oar nm Oyv fl End Date dd: jYn-Y to Branch Search 

Progress Search: i Start Date (dd/,n, ,,yyry r: End Date::ddr yyry __t7 Progress Search ~ 
f ,

~. 1 Exclude Address Matches 'extSearCh iText Search(DSAR): i ._'; Start Date:iad yyyy End Date di ryyyy 

Enter the Branch code (FAD) in the 'Branch Search' field. 
Enter the 'Start Date'. This must be the start date of the requested date range. 
Enter the 'End Date'. This must be the start date of the requested date range. 

'Start Date' and 'End Date' must be the start and end date of the month for the relevant ARQ. If an ARQ 
request is for multiple ARQs covering several months, they must be processed one ARQ at a time i.e., 
one ARQ for one month. 

Once the above details have been entered, click on 'Branch Search'. 

- If there are no HSD calls for the specified period, a blank screen will be returned: 

Branch Search .e.eu Salt Date?urresreoOn n End Date: n w oe Branch Search 
Progress Sea ch   Start Date aa; m.,, :,or ! End Date d ,m .,y,~  Progress Search 

Text Search(DSARy. '', '. Start Dated  End Datea way ,:v, ~~. ~ Exclude Address Matches [Text Search) 

- If there are HSD calls for the specified period, they will be displayed on the screen: 

t'°', IFS 004300042,0 '.

- Save the HSD calls by clicking on 'Export TFS tickets to Zip': 

'.. '. '' 55itdt`~YtYatribiMe~nx~iiT i6de5l 

Soon, --'. 0.e :MO:d, coo,rc Wdea; 

- The file will be saved to the Downloads folder and will contain the HSD calls in html format: 
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Type Compressed size 

+ 71538 html t icrn,ctii Edge F4TMLDct... I i 8' 

76941 html Microsoft Edge HTML Do... 2 KB 

O 79251.html Microsoft Edge HTML Do.® 1 KB 

O 82727 html Microsoft Edge HTML Do,_ 1 KB 

- Each file can then be saved to the relevant ARQ folder. 

HSD calls after June 2018, must be obtained from TfS. Search for incidents by searching for the branch 
code: 

- - Tasks-Inciden.s k' 

6 resu'.ts for "200465" maple - Use's 1, 

People- Locetons

Tasks - Incidents t4 of 41 

200405-3-7C-0723 01 - [ failed to insert settlement transaction record 

NEXP:200405-t-5°-2308-18:ERR:0303:Uneopected provider response: 1 ~. 

Dataeerrtre Checks Critical on Monitoring tool 

enp~mn 

Files Menges on SAL sonnets 

INC~3A815]t a -~v ~ksd Nwz ri~..mt 

14 PAN Decryption 
As previously stated, the IOPPANBarcodesHashed query only provides the hashed PAN. If a full 
PAN is requested, the 'IOPPANBarcodes' query, which provides the encrypted PAN, must also be 
run. The PAN Management dialogue screen can then be used to decrypt the encrypted PAN. 
NOTE - The hashed and encrypted PANS are only available for transactions in a branch before that 
branch migrated to PBS. Post-PBS, only the 'truncatedPAN' is provided by the 
IOPPANBarcodesHashed query. The tokenized PAN, which POL would require to obtain the full 
PAN, can be provided by running the PBSDetails query. 

To obtain the decrypted PAN: 

- Select 'Tools' and select 'PAN Manipulation': 
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- The PAN Management dialogue screen will be displayed: 

- Select the relevant Data Centre: 

E3 PAN Management 

Data Lenlre 

RI E11(B) ._...._ ..

19 
Ere 1 PA! 

Entry T Fe f tW.sr 
. .~ 

PAN I-

Ha:hed FAN

Exit 

- Select 'Encrypted' from the 'Entry Type' drop-down list: 
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tj PAN Management 

Data Centre [IRE11 (E:) 

Ender PAN 

Entry Type Jclear 
Clear PAN 
Hashed 

Hashed PAN 

Ex R j 

POST 
OFFICE 

- Enter the Encrypted PAN (from the 'IOPPANBarcodes' query) in the 'Enter PAN' field and click 
'Decrypt'. The 'PAN' and 'Hashed PAN' fields will be populated. The 'PAN' field will show the full 
decrypted PAN. The entry in the 'Hashed PAN' field must match the 'Hashed PAN' in the 
'IOPPANBarcodes' query. Save the decrypted PAN in a text file named "Decrypted PAN" and 
provide the file alongside other ARQ data. The Transactions file (output from 
IOPPANBarcodesHashed) MUST NOT be edited to include the decrypted PAN. 

NOTE - A PEAK (PC0309286) was raised on 20/02/2024 to generate a file containing the decrypted 
PAN. Once the solution has been provided, this file must be supplied as a separate file containing 
the decrypted PAN i.e., the Excel file (output from IOPPANBarcodesHashed) must not be edited to 
show the decrypted PAN. This document will be updated once the solution is in place. 
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