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Only integer versions are authorised for development.
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0.2 01/04/2022 Amended following review N/A
0.3 01/03/2024 Amended section 2 to include requests from the Remediation N/A
team,
Added a new section (3) for prerequisite activities,
Added instructions for processing ARQ requests for Legacy
Horizon (effective Thursday 14th December 2023) to section 5,
Added instructions for Slow ARQ to section 5,
Added section 6.1 for Gaps and Duplicates.
Amended section 8 to reflect the new PGP process for sending
ARQs to POL,
Added instructions for closing locked ARQ to section 10,
Added section 11 for raising PEAKSs for Interface Interaction
Logs.
0.4 20/03/2024 Amended following reviews N/A
0.5 09/04/2024 Amended following further reviews N/A
1.0 10-Apr-2024 Approval version N/A
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0.4 Associated Documents (Internal & External)

References should normally refer to the latest approved version in Dimensions; only refer to a

specific version if necessary.

Reference Version Date Title Source
PGM/DCM/TEM/0001 | See note | See note above | POA Generic Document Template Dimensions
(DO NOT REMOVE) | above
PGM/DCM/ION/0001 POA Document Reviewers/Approvers Dimensions
(DO NOT REMOVE) Role Matrix
ARC/SEC/ARC/0003 HNG-X Technical Security Architecture Dimensions
DES/APP/HLD/0029 Audit Data Retrieval High Level Design Dimensions
DEV/APP/LLD/0071 Audit Data Retrieval Low Level Design Dimensions
DEV/APP/SPG/0016 Audit Extraction Client Support Guide Dimensions
DEV/INF/ION/0001 Archive Server Configuration Dimensions
SVM/SDM/SD/0017 Security Management Service — Service | Dimensions
Description
DES/APP/HLD/0123 HNG-X HLD - Settlement Functions Dimensions
DEV/GEN/MAN/0015 Audit Extraction Client User Manual Dimensions
SVM/SEC/TEM/5088 éudit Record Query (ARQ) Request Dimensions
orm

0.5 Abbreviations

Abbreviation

Definition

AE Audit Extractor
ARQ Audit Record Query
FAD Financial Accounts Department
HNG-X Horizon Next Generation — Plan X
iKey USB security token used for two-factor authentication
IRE11 The active data centre in Ireland that replaces the Bootle data centre
IRE19 The failover data centre in Ireland that replaces the Wigan data centre
MSAD Microsoft Active Directory
PAN Personal Account Number. The number associated with a credit or debit card.
PIN Personal Identification Number
POL Post Office Limited
0.6 Glossary

Term

Definition

SecOps

The team that runs ARQs and sends the results to the Post Office.

PEAK

Incident and Release Management system used by Fujitsu

0.7 Changes Expected

Changes
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| Amendments following review ‘

0.8 Accuracy

Fujitsu Services endeavours to ensure that the information contained in this document is correct but, while every
effort is made to ensure the accuracy of such information, it accepts no liability for any loss (however caused)
sustained as a result of any error or omission in the same.

0.9 Information Classification

The author has assessed the information in this document for risk of disclosure and has assigned an information
classification of FUJITSU RESTRICTED (COMMERCIAL IN CONFIDENCE).
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1 Introduction

This document describes the use of the Audit Extraction Client for the retrieval, filtering and querying of
audit data in response to Audit Record Queries (ARQs) received from the Post Office. It further
describes the process of data verification to ensure that the extracted data satisfies the ARQ request.

2 ARQ Requests from POL

The SecOnpsi GRO _____iteam receive ARQ requests from the Post Office Security
GRO ) and Post Office Remediation
teams via email. Requests from the Post Office Remediation team
are known as Horizon Shortfall Scheme requests and are more commonly referred to as HSS requests.
Only ARQ requests received from the Post Office Security and Remediation teams will be processed. If
a request for an Audit Record is received from a Post Office employee, they must be directed to the Post
Office Security team, who will submit an ARQ on their behalf.

Below is an example of an ARQ request email received from the Post Office Security team:

Office Security GRO
ARQ 237-238 - Forest Road - 199002

Hi

Can you please process the attached ARQ request?

Thanks

Steph Balt
Post Office Security Admin Team
Post Office Ltd,

An example of the ARQ request form received as an attachment to the email is shown below:
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Audiy Horord Guery HARGO] Reguest Form

FUSTSL RESTRICYED {COPMMERUIAL i CONFIDENCE}

o plte all ralovant fields (hig in orange).

ARG No.»
Case No.:
Date submitted to Fuiltsy: B

Reguester Name:
Requester Team:
Requester Address:

Contact Telephone Number: i
Signature: T

R R T nforma A T
POL h l_ SR POL AD Code: S S S
Date From: ate To: IR :

o T iy T e i T T

R S T Epy E
AN ARG includes a report of all transactions and events. |

e

‘Relp desk cal logs can also be provided. Ar these
required?

f the date range for help desk call lags i5 differant to

hie mandatory information sbove, piease state -

sthervise leave biank:

Are i
f the date range for Pouch 1Ds 1 different 1o the [
mandatory information above, please state - otherwise | Froms

leave blank:

76 PA required (ie., i
f PAN details are required, please specify. Session 1L

15 an addr Tar
I addr talls 4t ren.

idectifier, |-

- oy -
spegify. rra(mm barcode I i i

of part of ARG & goodwill basis using the ARG

Ars Interfacy red RO 1
Ifinterface Interaction lons are required, please specify: | Mode(g)’ 1 1
[ Date and Time From: L0 1

[ Date snd Time Te. 1 1

Fugitsu juc n thi These drs ot “heystrokes® as s is not capbured.
Fujitsu recomenends in the strangest possite torms that the Past (ffice shauld ot cely act interface intecaction records it has received
froem it i any investigation of patentiat frau, theft, fiveach of contract ar any cther Enprapeety wihich is suspected fo haws

i rfac By and

" this contant anet its use

Please plsted form to CSPO 3RO, from an authorised POL email sender account,

The following information is required before an ARQ request can be processed:

- The Branch Name and Branch Code

- The required date range. This is shown in the ‘Date Range From:’ and ‘To: fields on the ARQ
request form received from Post Office Security. For the requests received from the
Remediation team, this is shown in the ‘Dates Required’ field.

- The ARQ request number e.g., ‘ARQ No.: 519’ (from Post Office Security), or HSS2811 (from
the Remediation team). Each ARQ request is for a maximum of 1 month of data. If the
requested date range spans more than 1 month, the submitted ARQ number(s) must reflect that,
as in the example above (ARQ No.: 237-238). If the submitted ARQ request number is incorrect,
reply to the ARQ request email from POL and request an amended form.

Note that HSS ARQ requests received from the Remediation team are for Transaction and Event Logs,
and HSD calls only. However, ARQ requests received from Post Office Security may include requests
for data in addition to Transaction and Event Logs. These will be stated in the relevant field(s) on the
ARQ request form.

Contractual limits and turnaround times for the provision of Audit Record Queries are detailed in the
Security Management Service - Service Description (SVM/SDM/SD/0017).

3 Prerequisite activities
The following tasks must be completed prior to ARQ data retrieval:

- Open the ARQ Tracker (ARQ Tracking 14-22 xlsx) for each new ARQ request.
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- Select ‘Editing’ on the top right of the screen and select ‘Open in Desktop App’:

S AR Tracking 14°20. 78 S S Sk e votn, el and piee (AR

- Fermuias ' Data s Review' ~ Miew. - Atomats. - Hdp - D

Editing
Make acy changes

N/A NIA NG WO
Ko N/ NS NO NO

N/A NA NG N
Lo AL NA NG HO
A NO NO

200405 01Der07]_ 31.Decb7! 31
181327 01-Dec07] _31-Dec07 31
181327 01-Dec-15]  31-Dec-15} 3
125630 01 Dec07] 31 Decdy; at
01-Jan-08| _ 31-Jan-08! 31
01 g 77 31Aug 22

05-Mar-24
M:

- Add a new row for each new ARQ request as follows:
¢ For ARQ requests received from Post Office Security -
o Enter the new ARQ number in the ‘ARQ Ref # field. This is the number on the ARQ
request form e.g., ARQ 571. If the ARQ request is for multiple ARQs, e.g., ARQ No.:
568-571, each request must be entered in a new row:

o Enter the date the ARQ request email was received in the ‘Date Request Received from
POL’ field.

o Enter the ARQ request details (Branch Name, Branch Code (FAD Code), Date Range
FROM’ and ‘Date Range TO) from the ARQ request form.

o Drag down the previous ‘Number of Days of Data’ value to populate this field for the new
ARQ request.

o Drag down the previous ‘Number of Days of Data (Running Total) value to populate this
field for the new ARQ request.

o Enter 'YES' in the ‘Transactions & Events’ field if both Transactions and Events have
been requested.

o Check the ARQ request form and if ‘Horizon Helpdesk call logs’ are not requested, enter
‘NQO’ in the ‘HSD Calls’ field, otherwise enter ‘YES'.

o Ifthe ARQ request is for Interface Interaction Logs, enter ‘YES’ in the ‘Interface
Interaction Logs’ field.

o Enter ‘N/A’ in the fields for ‘Call Ref for HSD Calls’ and ‘Date HSD Calls Returned’.
These are legacy fields and are no longer used.
Enter ‘NO’ in the ‘Witness Statement’ field. We do not provide witness statements.
Enter ‘NO’ in the ‘Events for PEAK’ field. We do not raise PEAKSs for Events to be
checked.

NOTE - An ARQ request received from Post Office Security may be for ‘Interface
Interaction Logs’ only. If that is the case, a PEAK must be raised for the SSC team to
provide the requested logs. See section 11 for more details. Fujitsu Security team (Sec
Ops) do not provide ‘full counter logs’. If An ARQ request for ‘full counter logs’ is
received from Post Office Security, reply to the request stating that we can only provide
‘Interface Interaction Logs’ and confirm if they wish to proceed with the request.
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e For ARQ requests received from the Remediation team —
o Enter the new HSS ARQ number in the ‘HSS Ref # field. This is the ‘ARQ Number’ in
the HSS ARQ request tracker attached to the request email from the Remediation team
e.g., HSS2811. Each request must be entered in a new row:

o Enter the date the HSS ARQ request email was received in the ‘Date Request Received
from POL’ field.

o Enter the HSS ARQ request details (Branch Name, Branch Code (FAD Code), Date
Range FROM’ and ‘Date Range TO) from the HSS ARQ request tracker. The ‘Dates
Required’ field in the tracker shows the required date range.

o Drag down the previous ‘Number of Days of Data’ value to populate this field for the new
ARQ request.

o Drag down the previous ‘Number of Days of Data (Running Total)' value to populate this
field for the new ARQ request.

o Enter 'YES’ in the ‘Transactions & Events’ field if both Transactions and Events have
been requested.

o Enter 'YES’ in the ‘HSD Calls’ field. All ARQ requests received from the Remediation
team include ‘HSD Calls’ (See section 13).

o Enter ‘NO’ in the ‘Interface Interaction Logs’ field. HSS ARQs requests do not include
‘Interface Interaction Logs’.

o Enter ‘N/A’ in the fields for ‘Call Ref for HSD Calls’ and ‘Date HSD Calls Returned’.
These are legacy fields and are no longer used.

o Enter ‘NO’ in the ‘Witness Statement’ field. We do not provide witness statements.

o Enter ‘NO’ in the ‘Events for PEAK’ field. We do not raise PEAKS for Events to be
checked.

4 Logging on to the Audit Workstation

There are 6 Audit Workstations located in Bracknell (BRAO1) and Stevenage (STE04): 4 in BRAO1; and
2 in STEO4. These machines are not connected to the Fujitsu corporate network but have direct lines to
the IRE11 and IRE19 Audit Servers.

Access to the Audit Workstations is restricted, based upon the MSAD group to which the user belongs.
Access to the Audit Workstation is via two-factor authentication: an iKey token and a PIN number is
required. Insert the iKey token into a USB port on the Audit Workstation and enter the PIN number when
presented with the screen.

The following tasks must be completed on the Audit Workstation prior to ARQ data retrieval:

- Open Windows Explorer and navigate to the D drive. If you do not have a folder, create a folder
with your name to save the ARQ data in.
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- Copy the “ARQ aaa” template folder from the D drive to your directory,

- Rename the copied folder to show the ARQ request number e.g., ARQ517 or HSS2738,
- Open this folder and open ‘Readme first.rtf'. Edit the document to show the correct ARQ
number, financial year (e.g., 23/24), and email address (your Fujitsu email address),

- Rename the ARQ Audit folder to reflect the ARQ request number e.g., ARQ517 Audit or

HSS2738 Audit,

- Close the folder and return to the desktop.

Once the above tasks have been completed, ARQ data retrieval can begin.

5 ARQ data retrieval

Effective Thursday 14" December 2023, ARQ requests for transactions and/or events for Legacy
Horizon (dates up to 31 October 2010) MUST be processed using the Slow ARQ method, must search
across 3 months and filter for the date range in question, as below:

ARQ Request Date Range

New process (specifying the FAD in the Slow ARQ search screen)

01 January — 31 January (or
part thereof)

Slow ARQ searching for the range 01 January — 31 March (full months) and then filtering
for transactions and/or events for 01 January — 31 January (or part thereof)

01 February — 28/29
February (or part thereof)

Slow ARQ searching for the range 01 February — 30 April (full months) and then filtering
for transactions and/or events for 01 February — 28/29 February (or part thereof)

01 March — 31 March (or
part thereof)

Slow ARQ searching for the range 01 March — 31 May (full months) and then filtering for
transactions and/or events for 01 March — 31 March (or part thereof)

01 April — 30 April (or part
thereof)

Slow ARQ searching for the range 01 April — 30 June (full months) and then filtering for
transactions and/or events for 01 April — 30 April (or part thereof)

01 May - 31 May (or part
thereof)

Slow ARQ searching for the range 01 May — 31 July (full months) and then filtering for
transactions and/or events for 01 May — 31 May (or part thereof)

01 June — 30 June (or part
thereof)

Slow ARQ searching for the range 01 June — 31 August (full months) and then filtering for
transactions and/or events for 01 June — 30 June (or part thereof)

01 july - 31 July (df"bart
thereof)

Slow ARQsearchmg for the range 01]u|y —30 September (ful‘lnfﬁbnths) and then filtering
for transactions and/or events for 01 July — 31 July (or part thereof)

01 August — 31 August (or
part thereof)

Slow ARQ searching for the range 01 August — 31 October (full months) and then filtering
for transactions and/or events for 01 August — 31 August (or part thereof)

o1 September -30
September (or part thereof)

Slow ARQ searching for the ranéé "Oy:ly.HSeptemb‘é'l"”— 30 November (full months) and then
filtering for transactions and/or events for 01 September — 30 September (or part
thereof)

01 October — 31 October (or
part thereof)

Slow ARQ searching for the range 01 October — 31 December (full months) and then
filtering for transactions and/or events for 01 October — 31 October (or part thereof)

01 November — 30

Slow ARQ searching for the range 01 November — 31 January (full months) and then
filtering for transactions and/or events for 01 November — 30 November (or part thereof)
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November (or part thereof)

01 December — 31 December = Slow ARQ searching for the range 01 December — 28/29 February (full months) and then
(or part thereof) filtering for transactions and/or events for 01 December — 31 December (or part thereof)

The resulting files should be collated and shared as per the existing processes. As this new process will
take longer to perform (current indications are 100 minutes instead of 20 minutes per month in the date
range), consideration should be made to the likely response time to POL. Any delays that would cause

the SLAs documented in SVM/SDM/SD/0017 not to be met must be escalated to SecOps management

for consideration for notification to POL.To start the data retrieval, open the AEClient application on the
desktop.

Once started, the application performs several checks to ensure that the environment has a valid
configuration, and that at least one Audit server is accessible.

Upon successful completion of the validation, the main Audit Extractor Client window is displayed:

il Towly - Wondewi Mgl

b

=

* B REN (B Covventod
W RSt Coremstind

The Data Centres section on the left displays the status of all configured Data Centres (IRE11/IRE19)
and lists active ARQs under the Data Centre at which they were created. A green icon displayed to the

left of the Data Centre name, and the descriptive text following the name, indicates that the Data Centre
is available i.e., connected.

An ARQ can be processed as a Fast ARQ or a Slow ARQ (New ARQ). The Fast ARQ form presents
fewer options than the Slow ARQ form but once started by clicking the ‘Execute ARQ’ button, the ARQ
will proceed through the retrieving, sealing, filtering, querying and presentation steps without further user
interaction. The default for processing an ARQ is to run a Fast ARQ. However, a Slow ARQ must be run
if:

- The criteria for Legacy Horizon apply (see above),

- No data is returned when a Fast ARQ is run,

To run a Fast ARQ

- Right click on one of the Data Centres and select Fast ARQ
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- Set the selection criteria as follows:

¢ ‘Requester’ - Always select POCL IA,

o ‘Receipt Ref.’ - ARQ Number, as per the ARQ request. This should be a single ARQ number
e.g., ARQ517 or HSS2738,

o ‘Date Received’ and ‘Date Required’ - Don’t change,

o ‘Filter Start Date’ and Filter End Date’ - Set as per the ARQ request. If an ARQ request form
received from Post Office Security is for multiple ARQs covering a number of months, the
‘Filter Start Date’ and Filter End Date’ must be the start and end date of the month for the
relevant ARQ. If an ARQ request form received from Post Office Security is for multiple
ARQs covering several months, they must be processed one ARQ at a time i.e., one ARQ
for one month. Note - If this is an ARQ request for transactions and events for Legacy
Horizon (dates up to 31 October 2010), it MUST be processed as a Slow ARQ (see below)
with the ‘To Date’ 3 full months from the ‘From Date’ (as described at the start of this
section).

e ‘Extra days for extraction’ - MUST always be set to +3,

e ‘FAD Code’ - The Branch code, as shown on the ARQ request form or the HSS ARQ request
tracker,

e ‘Include Events’ - Do not tick
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e ‘Select drive and folder for output’ - Navigate to the D drive and select the folder created
earlier (Section 4) e.g., D:/John’s ARQ/ARQ 517/Excel 97 Format

All HSS ARQ requests, and the vast majority of ARQ requests received from Post Office Security,
require 2 queries to be run:

- Events - The output shows all counter events generated by the Counter Branch Application at a
branch.

- |OPPANBarcodesHashed - The output shows information relating to PAN and client account
references. Note that this query only provides the hashed PAN and not the encrypted PAN. If a
full PAN is requested, another query, 'OPPANBarcodes' which provides the encrypted PAN,
must also be run. The PAN Management dialogue screen can then be used to decrypt the
encrypted PAN (see section 14). The hashed and encrypted PANs are only available for
transactions in a branch before that branch migrated to PBS. Post-PBS, only the ‘truncatedPAN’
is provided by the IOPPANBarcodesHashed query. The tokenized PAN, which POL would
require to obtain the full PAN, can be provided by running the PBSDetails query.

These queries are part of a set of predefined queries maintained on both Audit servers. For details of
these, and other predefined queries available, see DEV/GEN/MAN/0015, section 8.5.4.5.3 (Predefined
Queries).

For information on which queries to run for other information requested on the ARQ form (Pouch ID,
PAN Details and Address for Recorded Delivery), see below (pages 15 and 16). If other information is
requested in the “Other information” section of the form, for which there isn’t an existing predefined
query, respond to the request email with:

"There is no current facility to respond to the request you entered into the Other box. This will need to be
submitted as a feature enhancement via RTQ as it will also require changes to the contract as this is
outside the definition of an ARQ."

- Select ‘Events’ and ‘IOPPANBarcodesHashed’ queries, as shown in the above screenshot. For
information on queries to use for Pouch ID, PAN details, and Address for Recorded Delivery, see
below (pages 16 and 17).

- Start the data retrieval by clicking on the ‘Execute ARQ’ button:

‘ E xect)te AHQ i

- Make a note of the POIA number (found on the top banner of the FastARQ form). This must be
recorded in the ‘POIA Ref field in the ARQ Tracker for every processed ARQ request.

239644 POIA95128.

14-Feb-24  |Buith Welis

When the ARQ is completed successfully, the message ‘ARQ completed successfully’ will be displayed
in the status bar and the ‘Close ARQ’ and ‘Exit ARQ’ buttons will be enabled.
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AR s
&8 IFE11 8} - Conrected £ : . BN S
& § 1RE13 (W) - Connected Requester . [POCLIA ReceptRet. - [aRGa01

Oatefleceed  [22/037202 - DateReqwed (22032002 =

i Fielection Criteija
o FterSiatDate - FitorEnd Date Exadays for sutraction- - FAD Code— include Events
L. B [ [osiz I

. Select diive and fokdet for output : 3 Queties o be un

- [IoPMaiSeniceSAddes]
(GPMaiServiceSDAdessWithE
JIOPMLabet

Two Excel spreadsheets, one for Horizon and one for HNG-X, will be generated in the specified output
directory on the Audit Workstation for each query run. The name for the Horizon file begins with letters
‘Hz’ and that for the HNG-X file begins with ‘Hx’. If the queries are run for HNG-X i.e., for a date range
starting after 31 October 2010, the generated spreadsheets for Horizon (Hz) will be empty (12 KB in
size). However, if the queried date range spans the migration of the branch from Horizon to HNG-X, all
generated Excel spreadsheets (Hz and Hx) will contain data. In addition, an XML file will be created for
each query run. This file is not used and can be deleted.

Hx [OPPANBarcodes
Fix_IOPPANBarcodes

Hz [OPPANSsocodes
1 Hz IOPPANBarcodes

If the query does not return any results i.e., all generated spreadsheets are 12 KB in size, re-run the
ARQ on the other Data Centre using the Slow ARQ process (see ‘If no data is returned' section below).

Once the requested ARQ has been processed, the ARQ Tracker (ARQ Tracking 14-22.xIsx) must be
updated with the following details:

e POIA Ref

e Audit Workstation Used

e Processed By

Requests for Pouch ID:

If the Pouch ID has been requested on the ARQ form, select the 1OPPouchld’ query:
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18 Data Conte
U8 RED (B) - Comnented
0l 1RE1S0) - Concmeied

Requests for PAN detaiis (credit/debit card details)

If PAN details have been requested, select the IOPPANBarcodes’ query. This query provides the
encrypted PAN, which is required for obtaining the PAN details (see section 14):

& ET B Connmctis
- VAETS O] Conemcied

Requests for Address for Recorded Delivery

If address details for a recorded delivery has been requested, select the
‘|IOPMailServiceSDAddressWithExtraAddresses’ query.

To run a Slow ARQ
- Right click on one of the Data Centres and select New ARQ
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- This will open the New ARQ form:

[Other 3id Pary ~| DateReceived [20/22024 v
— e |
:  Receipt Héﬁmer}ée\ ! e -

| AccessReason

| Codmetey

: ‘Be‘qaeﬂﬂ‘; L | Other 3rd Party - ‘:j Daleﬂecmved
oo Dther 3d Party e
Cotalogue Entiy | Pathway 14 _ Date Required
SR o [Pathway Other S
~ Receipt Reference Pathway 55C
Lo IPOCL Other
Access Reason  |pOCL Secuiity
STARTUP REQUESTER

w2 v
[z +] |

 Specify Selection Criteria | Save Request

- Enter the ARQ Number, as per the ARQ request, in the ‘Receipt Reference’ field e.g., ARQ517
or HSS2738. OPTIONAL - Enter the branch name, branch number (FAD), and date range
required in the ‘Access Reason’ field:
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fomede fome <] DateReceived [a0/22024 v
|| Codoguefy [ DateRequied |4 |

~ Receipt Reference 1555719 - -

~ Access Reason

. Specify Selection Criteria | - ‘Gave Request Sunflogetnan !

- Click on the ‘Specify Selection Criteria’:

Quey -

ooz +]
CotdogueErty [ DateRequied [20/022024 |

‘\Hegpé‘s‘tekr\ L 2 ¢ - Date F!‘gcei?ed“

* Receipt Reference [Hss2713

: ﬁécén Hea‘sdn‘

;%" Y;sul requg;twirfvéa!e‘ a new ARQ has been i’nvokedi oo

- Enter the ‘From Date’. This must be the start date of the requested date range.
Enter the ‘To Date’. Note - If this is a Slow ARQ being run for transactions and/or events for
Legacy Horizon (dates up to 31 October 2010), the ‘To Date’ MUST be 3 full months from the
‘From Date’ (as described at the start of this section). Otherwise, this must be the end date of the
requested date range.
Click on ‘Select’ on the right-hand side:
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election Criteria for ARG Remancex PU!ABEQDW
Tates Mequired = s

- FromDate fcn December 2007 § fPﬂDa!t 2

udit F’Qﬁrﬁ‘afzéfﬁﬁ) Diatails

L

PostOffice FAD Code
[igan

CLUSTERZW 191434
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Selection Crteria for AR Reference POIAGSAMW
- Diates Requiied —— e e
| FomDate  [51 Deconber 2oty -

. ToDate  [73 Febuay 2oop

= Aadit Printand FAD Detals —

3L
i

[AudtPont | AudtSubPomt | FADCode | FADHash |
™S CLUSTERZw 131434

- PAN Detals - gm{kﬁéa Templater— ,_»_‘M,A = a.» :

Horizan Template |

 HNGX Templte |

R i

Warning: the search dates span an excessive period of: 91
days.

This exceeds the 31 day limit.

This may result in too many files being returned.

Do you wish to continue?

- Click ‘Yes'. This will start the data retrieval.
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ARG Dgtail;} Regrievé!Cxileria Fiimingi ‘alidation and Qge@f Fres 1&,&1@0&}
~ Files Names for ARI] Reference POIABSA0W - e
Fiename - Ses|  Stats)

i
\(-;ile;Fm;md“‘ . L = SelotAl ™ |
Noof FilesSelected 0 =
Sizeof SelectedFiles: . . .
- Selected File List Contol

T = Refresh View _J Close: :

Retrieving filenames for selection Criteria. ** =

| ARD Déléi!si Betri&vql‘[)y&tgdak Filtaring ’ %ﬁdgti\om aﬁdmewi‘ P‘r‘esantuﬁm%i e
| Files Names for AR Rieference POIABSAOW e ’
 [Fiename e ~ Sie| ‘
1 ENOT TMS. Cluster2w! W 120080229 15514600 Y001 arc 70282541 i
FNOT_TMS_Cluster2w/_'w/_1_20080225_14370500_v001.arc 71582061 Displayed
1 FNOT_TMS_Cluster2w/_w/_1_20080229_13114300_Y001.arc 71187624 Displayed
FNO1_TMS_Cluster2w/_'/_1_20080229_11502400_v001.arc 71840457 Displayed
FNOT_TMS_Cluster2w/_W_1_20080223_10325300_v001.arc 74487743 Displayed
FNOT_TMS. ClusterZw/ W/ 1_ 20080229 091 22100_ V001 arc 73673611 Displayed
[ FNOT_TMS_Cluster2w/_w/_1_20080228_18285300_V001.arc BE758471 Displayed
S FNOT_TMS_Cluster2w/_w_1_20080228_16170600_V001.arc 67295368 Displayed
FNOT_TMS. Cluster2w/ w1 20080225 14564700 V001 arc 71777812 Displayed
G FNO1_TMS Cluster2w/_W/_1_20080228_13295300_V001.arc 73311306 Displayed &
I FNOT_TMS_Cluster2w/_w/_1_20080228_12044000_V001.arc 73107455 Displayed .,
[N T ) 0000090, 404004003008 2o Zaaazoe e —
FilesFound = 543 o SelectAl [
Moof Files Selected: 1 S
| | sesofSelectedfies: 6767 Mb
GoledtedFlelibom - -
CBESTOREFies |  PREPLACEFies | ConfimSealStatus |  DELETEFis |
\\\\\\\\\\ ‘ Re!resh'\;’iew f - kClpse z .

- Click the ‘Select All’ tick box and click ‘RESTORE Files’. Make a note of the POIA number
(found on the top banner of the form). This must be recorded in the ‘POIA Ref field in the ARQ

Tracker.
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4RO Détaﬂs} m val Cr
. Files Names forAHEl Reference Pmassaw; ‘

tia  Audit Tracks z de ‘ /4

Size |

Filename ¥
FHOT_TMS Cluster2w/ W/ 1 20080229_15514600 O 70282541
FNOT TMS Cluster2/ W 1.20080229_14370500_V001 arc 71582061
MO TTMS.  Cluster2w/ w1 20080229 13114300 V00T are 711687624 Displayed 1
FNOT_TMS_ Cluster2/_ w1 203913229 11502400 V001.arc 71840497 Displayed g
L FNDT TMS C!ustetZW 20080225 10325333 VOO ae 74487743 Displayed |
1 LIFNODT TMS Eluslerzw 20080229 09122100 Y001 aic 73673611 Displayed
FHOT. TMS Cluster2w ! = 20380228 1828531]0 VOO, are 66758471 Displayed
CEENOT_TMS | Elusletzw w_1.20080228_16170600 Y001 arc 67295368 Displayed
FMNOT TMS Clusterw/ W 1 200&)228 14564700 V001410 vz Displayed :
FhOt TMS CluslefZW W 20030223 13285300 V0. arc 73311906 Displayed |
FNDLTMS__ Cluster2i/_W_1_20080228_12044000_V001.ar: 73107455 Displayed ., |
ii\ RO TR ("l;..;v._..'i\-! 5524 ﬁﬂtfﬂm‘\ﬁ‘4ﬂlhﬂ‘ﬁﬂ S j?’nn'?m: . Tittoml, " = “'i
Files Found 543 - . Geleatal WL

| NoofFilesSelected: 543
Sie of Selected Filss: 3682 Gb

- Selected File List Contal -

- Once a file has been restored, the file ‘Status’ changes from ‘Requested’ to ‘SealOk’. The
‘Filtering’ tab will be enabled once all the files have been restored:

ARQ Dews! Retioval o Aucdt Tracks | ing |
Fk@ NmsimABQ Reietm Pﬂtqum.f i

gy

| ; ;
- ENOT_TMS_Chster2w W 120080229 15514600 VE0T a6 70282541
" Cluster 2/ W 120080223 14370500001 arc. 71582061
" ClusterZw/_w/_1_20080229_13114300 Y001 arc 71187624
. Cluster2w/ V. 1720080229 11502400 V001 atc 71840497
‘ 74487743
. : . 73673611
|| FNDTTTMS Cluster2w W1 20080226 18285300_V001 arc 66758471
FNOT_TMS  Cluster2w/ /120080228 16170600 V001 aic 67235368
| | FNOT_TMS Cluster2w/_w/_1_20080228_14564700_ V001 aic 71777812
| FNOT_TMS Cluster2/ W/ 1. 20080226 13295300 V001 arc 73311906
FNOT_TMS Cluster2w/_W_1_20080228 12044000 V001 arc 73107455

FAK\( ‘f‘l!‘ L 2o

L A mmﬂn ~rum,mh SO e S 'n—\‘:unw‘
FlesFound &‘43‘ :

Noof Files Selected: 543 S
Sizeof Selected Files: 3682Gb

. BESTOREFles |

- Select the ‘Filtering’ tab:
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AR Detalls | Retieval Citeria

}Aud’k‘]\’ra‘d\gs‘ ‘Fil!erihg‘ ‘\!axlida‘kim andmwz‘w‘l‘Pfesemaljm}: =

Qutput Type

‘iABfﬁ TRACT - Orly those rows that mateh the sel

ticer crteria

| _Starl[k)ate =

- ovmzos

End Date

- [aomsz008 +]

s |

wre ||

o Refresh View };  Close i

The ‘Output Type’ box will default to “ABSTRACT - Only those rows that match the selection

criteria”. Change the ‘End Date’ and enter the end date of the requested date range, as stated on
the ARQ request form, or in the HSS ARQ request tracker.
Click ‘Apply Filter’:
ARG Detais | Retival Cieria] Aud
;Dutpp&]ypa; o j/’g’xSST‘F}‘ACT - Orly thae towss that match the selection criteria o
SatDae  [ovowms -] EndDse  [ommam v |
: . = Sl e : e il
| PostOfficeFAD Code | = -
FADLt - o
| 1s 261410 ; &\dd;i; - 1l
2 } &pplying fiter. Please wait,
Refresh View :; . Cise ;é

‘Validation and Query’ tab will be enabled:

Once the filtering has completed, the ‘Filtering completed’ message will be displayed, and the
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| Post Dffice FAD Code

i
!
3t
=
|

 Savefler

. Refeshiiew |

- Select the ‘Validation and Query’ tab:

- Select ‘Horizon’ from the ‘Data Source’ drop-down list (this will be the only option). The ‘Status’
will change to ‘Concatenation completed’, and the ‘Sequence Validation’ will be displayed:
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§ i 1652009
281410:2 3602977
261410:3 4448638
261410:4 2316797

om0 - O 94mE

26141054 214770
manss ) 15l

- There should be no ‘GAPS’ i.e., ‘GAPS - NONE'. If Gaps are present (see example below), seek
assistance from Audit support by logging a PEAK and assigning to Audit-Dev (see section 6.1).

taintain ARQ: OTH34698 on IRELY (B

27
2008342}

Errlirak B
47713

- If there are no Gaps, select the ‘Select Query’ tab.
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|

AR Detalls | Fetieval Crtera] Audit Tracks | Fitering  Validation and Query | Fizseniation

T ; ‘
2 E‘Dataiswnie : %Hosizon

::1 Status ~fConcatenation completed

;‘;Sequence\"alidqﬁqn mm} E‘xecuteﬂuegyi{ = SR ﬁ

- Select Required Query =
e T — 1
ST N o 3 3 é

. Bettieve ¢ Open | i1

i i

L R@freshViein S ;Cl‘ose_ -

et

- Click the ‘Retrieve’ button under the ‘Query’ box. Note that the ‘Data Source’ selected will
determine which queries can be selected. For “Horizon” Data source, queries beginning with
‘Hz_’ will be available:

] Heh f.aiCx‘itéﬁa} Audit Trag

. DataSource :gHmﬁzon ]

. qu@ﬁée Wa Mﬁg

| SelectRea | o, :

i Cl‘u?é‘ry f

- Select the ‘Hz_Events.xql’ and click ‘Select’. Click ‘Open’ and the query detail will be displayed:
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AHQ Detasls‘ Retrieval Entana} Audit Tracks] F;ltsrmg Vahd

ip Seiectﬂequmdﬂuc.y

QUGI!P sz Even{aqu ‘ R

ation and Eluery‘ 1 fw”resemax‘nms‘ =

BataSouxce

{ﬁ;’ 120N

l Sla!uz; Cmcatenatmcampleted

Sequence\fahdahon ‘Sdec!l!uery!EuscuteQuewl S :

Retrieve 3 ‘

: xqﬁery version 1,0
- |declare function local ragdate($date as xs:sting] as xs:date

let $dates:= tokenize($date, -}
retun

1 let $months := [Jan" Feb" "Mar “Apr" May" Jun" Jul" "Aug""Sep”, Oct" "Nov","Dec"]

concal{$dates[3], ", replace{concat{"0", index-of($months, $dates(2])], "072{[0-9]{0-918)", "$1"). "
1 ?dakesm ) cast as sdate

i

o lFuents

i

_ RefreshView

Sequence xzjasdagimi saecmuem

ARQ Detals l Ha(ueval szkeuai Audit T(ar:ks

- Exsoute Query

Select the ‘Execute Query’ tab:

3 Fnlgviﬂg

Walidation and Query i Preseﬁtatigni :

Data Source: fHonzon JI Status

;§Comalenation completed

063111 Created

085439 New

08:54:49  File copy started
1090401 Concatenating files
09:04:23 Concatenation completed

e

Refresh’»/iew { =

Click ‘Execute’. Once the query is executed successfully, the ‘Presentation’ tab will be enabled:
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- AF%CI Details | Hgt:iav&&itgri@} A\fl(‘fltif!ack‘s!‘ﬁltal:ing Valida@ionandﬁugiy Pregeﬁtationl :

f

£ E‘D‘alaSﬁume ~[Horizon ) :ﬂ} Status — Sort completed

‘ ‘Sequ;encg\lalidalioﬁ Select Query - Execute Query l :

- Execute Queny PR
 Emecue ‘ S
055438 New ‘ - Ny
108:54:43  File copy started -
09:04:01 Concatenating files ol
09:04:23 Concatenation completed -

109:44:23  Query copied to ARG directoty on Server.

0 109:44:23  Query Submitted

L 109:44:36  OQuery execution started
109:44:58  Sort completed

 RefeshVew | Coee |

- Select the ‘Presentation’ tab. Select ‘Export to Excel’ and click on ‘Change’. Navigate to the D
drive and select the folder created earlier (Section 4) e.g., D:/John’'s ARQ/ARQ 517/Excel 97
Format. Enter the file name (‘Events’ followed by the ARQ requested date range e.g., ‘Events 01-
30 April 2023"), and click ‘Create Output’. This will generate an Excel spreadsheet and place it in
the specified output directory on the Audit Workstation.

: ‘%D:\Fﬂepm&xisx o Change -

ml

,pot!‘E‘VeHB(OEKC‘d ‘ e S s N Q

I ﬁ).‘a&”izemwlm

" ResshView f

- Return to the ‘Validation and Query’ tab and select the ‘Select Query’ tab. Click the ‘Retrieve’
button under the ‘Query’ box to select Hz_IOPPANBarcodesHashed.xql and repeat the above
process to generate the Excel spreadsheet for Transactions. The file name should be the ARQ
requested date range e.g., 01-30 April 2023.
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If no data is returned

If the query does not return any results, run a Slow ARQ as follows:

- Right click on one of the Data Centres and select New ARQ

- This will open the New ARQ form:

y I_Hequester . [OtheradPany ,j‘ Date Hecewed }20/02/2024 -
i ;Ca{alogue];'ntyy L Date Heqwed {“«0232024 ) ,,'2 ~

7‘Rece|pt Reference |

‘ Accets Heason

Specily Selection Citeria | Save Request

- Select POCL IA for ‘Requester’:

uery

Requester Ty ad Pay ~.§ ~ Date Received | 20/02/2024 vi -

: [ Dther 3d Par e A =
CataiagueEntvy | Pathway 14 v  Date Required ;20/02/2024 v;
. [Pathway Other e

: Hecemt Belerence

F’alhwa SSC _

. F'DDL Dth
 Access Beawn L POCL S ev

STAHTUP REQUESTER

‘Specifyﬁaiectioﬁg\litéﬁa‘i:  Save Request ] Qlose S J

- Enter the ARQ Number, as per the ARQ request, in the ‘Receipt Reference’ field e.g., ARQ517
or HSS2738. OPTIONAL - Enter the branch name, branch number (FAD), and date range

required in the ‘Access Reason’ field:
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 Requester [PocLie =] DateReceived [mmzam2s v
‘Eatta!dg‘quntw‘ j = : I

. DateRequied  [20m22024  +] i

_ Beceipt Reference  [555714 S

 Access Reason

[
A
s

&

1

S Spadfyﬁelécﬁongxﬂerial s equest

- Click on the ‘Specify Selection Criteria”:

Query - 3 3
> “Heq\ue‘:l:el . ‘ Wsj Date Recawed WWME)
 CodogeEny [ DateRequired [0z -

. Receipt Reference {55273 -

Access Reason

1= Your request to Create a new ARQ has been invoked. **

A —

- Enter the ‘From Date’. This must be the start date of the requested date range.
For the query end date (‘To Date’), enter a date 3 days from the start date i.e., start date + 3.
The purpose of this is to determine which cluster holds the data required before the full query is

run.
Click on ‘Select’ on the right-hand side:
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lection Criteria for ARQ Reimence POM.B&UW

Datec B equied-

;f’suda! cht and Féﬂ Dalais -

| AudtSubPont |

Fiom Date }mgmgmy w}‘ ToDate fmwé?mzao? ~]

- FBN Detalls - Bequied Templates ——

Hofeon Tenglte [

. HNGX Template | ) -

- Instead of entéring the branch code in the ‘Post Office FAD Code’ field as before, select TMS

from the ‘Audit Point’ drop-down list:

To add selection

To remove selecti

- InclideEvents [

~ FaD Code [ FAD R |

- Select and ‘Add’ Cluster1, Cluster2, Cluster3 and Cluster4 Sub Points.Click ‘OK’.

e Ifthe ARQ is being run on IRE11(B), select:
Cluster1B, Cluster2B, Cluster3B and Cluster4B

¢ Ifthe ARQ is being run on IRE19(W), select:
Cluster1W, Cluster2W, Cluster3W and Cluster4W
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FAD Hash

o input Post Dffice FAD Code, then click A

Cluster1B
Cluster2B
Cluster3B
ClusterdB

|08 December 2007 v
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 ARO Demnsl Retiieval Critria

| Yalidation and de@? Fres 1&,&{[(0?&}

Fllas Names for ARQ Refarence POIABS4W

Size.

| Filename

& Flles Fnund e 0~ e
Mo of Files Selected: S 3 S
 Size of Selected Files: 5‘\ Lhina e

S‘eléctéll r'

- Selected File List Contol

-

RefieshView |

Close

e

Retrieving the files will take some time, depending on the number of files.

fllem:mes or selec’uon Cmenn M

ARD Delau!si Remewal Dntena Fi{téﬁng ’ ié’«ziid;t@é!ﬁ afnd uuewi Presentation :\
: »FmNamestorARQ Heference POIA854UW s S
o Fiename : S _Size
| FNDT_TMS_ Cluster2w’ W _1_20080229_15514500_V001.arc 70282541 i
FNOT_TMS_Cluster2w/_'w/_1_20080225_14370500_v001.arc 71582061 Displayed
R FNDT_TMS Cluster2w/_W/_1_20080229_13114300_V001.arc 71187624 Displayed
FNO1_TMS_Cluster2w/_'/_1_20080229_11502400_v001.arc 71840457 Displayed
FNOT_TMS_Cluster2w/_W_1_20080223_10325300_v001.arc 74487743 Displayed
FNO_TMS_Cluster2vw_w_1_20080229_09122100_v001.arc 73673611 Displayed
| FND1_TMS Cluster2w_w/_1_20080226_18285300_V0D1.arc 66758471 Displayed
S FNOT_TMS_Cluster2w/_w_1_20080228_16170600_V001.arc 67295368 Displayed
FNO1_TMS_Cluster2w/_W_1_20080228_14564700_v001.arc 777812 Displayed
4 [ FND1_TMS_Cluster2w_w/_1 20080228 13295300 V001 arc 73311306 Displayed =
I FNOT_TMS_Cluster2w_ ‘w’ 1_20080225_12044000_Y001.arc 73107455 Displayed .,
L X1an} Til{‘ b - 1 f?nnnm'm 1nwnag_unn S0 '?‘l’\'tf:‘?ﬂ: il wd e ES
FllesFound 543_‘ : ‘ - SelectAl [
- Noof Files Selected: Simmieaias
i Sizeg[SglectedFiib&: ?B? Mb i¥ Y
,:gaIMedFteLthm [ - el e S
- BES TQHE Flles | REPLACE Files { - Confim Seal Status % - DELETE Files - f
%‘ L ‘ : Refmsh'\;’iew i kClpse z .

- Click the ‘Select All’ tick box and click ‘RESTORE Files’.
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- 4RO Délaﬂsl Hair val Criteria | Audit Tracks z de /4
. Files Names forAHEl Reference Pmassaw; ‘

Filename ‘ Size|
FHOT_TMS Cluster2w/ W/ 1 20080229_15514600 VO are 70282541

FNOT TMS Cluster2/ W 1.20080229_14370500_V001 arc 71582061
L FNOT TTMS.  Cluster2w/ w1 20080229 13114300 V00T are 711687624 Displayed 1
FNOT_TMS_ Cluster2/_ w1 20ﬂ95229 11502400 V001.arc 71840497 Displayed g
L FNDT TMS ClustetZW 20080225 10325333 V0T & 74487743 Displayed
1 LIFNODT TMS Eluslerzw 20080229 091221330 Y001 aic 73673611 Displayed
FHOT. TMS Cluster2w ! = 20380228 1828531]0 VOO, are 66758471 Displayed
CEENOT_TMS | Eluslelzw' w_1.20080228_16170600 Y001 arc 67295368 Displayed
FMNOT TMS Clusterw/ W 1 200&)228 14564700 YO0 w2 Displayed :
FhOt TMS CluslefZW W 2@030223 13285300 V0. arc 73311906 Displayed |
FNEH__TMS__ Cluster2i/_W_1_20080228_12044000_V001.ar: 73107455 Displayed ., |
ii\ RO TR ("l;..ﬁ_..'i\-! 5524 ﬁﬂfﬂm‘\ﬁ‘4ﬂlhﬂ‘ﬁﬂ S j?'nn'?m: . Tittoml, " = “'i
Files Found 543 - . Geleatal WL

. NoofFillesSelected 543
Sie of Selected Filss: 3682 Gb

- Selected File List Contol

- Once a file has been restored, the file ‘Status’ changes from ‘Requested’ to ‘SealOk’. The
‘Filtering’ tab will be enabled once all the files have been restored:

| FNOT_THS Clusteraw w1 2@80229 155?4800 VOOT.arc
FNOT_TMS ClusterZ/ W 1_ 20080229 14370500_ V001 arc 71582061

| FNOT_TMS Cluster2w/_w/_1_20080229_13114300_V001 arc. 71187624 SealOk

| PNOTZTMS Cluster2w W_1.20080229_11502400.V001 arc. 71840497 SealOk |
| FNOT_TMS Cluster2w w/_ 120080229 10325300_V001 arc 74487743
| | ENOT_THS Cluster2w/_w_1_20080229 09122100 V001 atc 73673611
| FNOI_TMS Cluster2W/_w’_1.20080228_ 18285300 /001 arc 66758471
| FNOT_TMS Clustes2w_/_1.20080228 16170600 Y001 aic. 67295966
NOT TMS Chslerzw ’W 1.20080228_14564700_Y001.arc 77812
FNGT_TMS_Chister2w_w/_1_20080226 13295300 Y001 arc ;33‘;9“5;

1074

| FNDTZTMS Cluster2w_W_1_20080228_ 120440

H TRIc ‘!‘Glt" e S weo "nl Al
FilesFourd
No of Files Selected. T
o Smo‘Se&ectedFies }O26GH

 RESTORE Files B_EF‘!.AEE Files § Mimsaﬁﬁ!amf;‘t . DELETEFiles
- Refesh View % o Close

- Select the ‘Filtering’ tab:
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| ARQDetaie | RetievalCitei] Audt Tracks  Fiterng | Valiaton snd ey | Presersatien]
3 ﬁ, i = i ~ = SRR s s o b

ACT - Unly those rows that matoh the selachion ciena

- The ‘Output Type’ box will default to “ABSTRACT - Only those rows that match the selection

criteria”. Don’t change the ‘End Date’. Enter the branch code in the ‘Post Office FAD Code’ field
and click ‘Add’.

Click ‘Apply Filter’:

Fetrieval Ciiteria| Audt Tracks

- [ABSTRACT “On

| Post Office FAD Code
CEADLE
| ‘

)

: iﬂppiymg fitter. Please wat,

- Once the filtering has completed, the ‘Filtering completed’ message will be displayed, and the
‘Validation and Query’ tab will be enabled:
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| AR Detss | RetievalCiteia| Auck Tracks  Fhrng |

| Ouput Type
1

| Post Office FAD Code
| FADL

J ; F“;Ft&r%r@ completed

SaveFie | ApphFie

por

- RelieshView ; “Close o}

- Open the QueryHandle log file on the relevant Audit server (\UserArea\ARQRef folder) and note
which cluster contains data (file size is not 0). For example, Cluster2B files contain data, but
Cluster2C files are empty.

- Re-run the Slow ARQ using only the cluster that returned data e.g., Audit Point: TMS, Audit Sub
Point: Cluster2B. NOTE - ensure the correct start and end dates are selected for Legacy Horizon
queries.

6 Preparing the files to send for checking
The data files will be in the output directory specified earlier (D:/[Your Folder[/ARQxxx/Excel 97 Format)

» This PC » Local Disk (D) » Chris ARQ's » ARQ236 » Excel 87 Format

e modified

Hx_{OPPANBarcodes
Hx_IOPPANBarcodes

Hz_Events

® % &% W%

Hz_Events

1% Hz_IOPPANBarcodes
Hz_IOPPANBarcodes
RejectedSysmanZEvents

RejectedSysmaniEvents
Sysman2Events

=] Sysman3Events Tent Dacurnent

- Copy and paste “Hx_Events” and “Hx_IOPANBarcodesHashed”, or “Hz_Events” and
“Hz_IOPANBarcodesHashed” into ARQxxx Audit, depending on which files contain data (files
containing data will be over 12KB in size). As mentioned previously, both the ‘Hx’ and ‘Hz’ files
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would contain data if the branch migrated from Horizon to HNG-X during the requested date
range. In that case, both sets of files must be moved to the ARQxxx folder.
- Rename the Excel Files to reflect the date range requested:
¢ “IOPPANBarcodesHashed” should be renamed with the ARQ requested date range e.g.,
01-30 April 2023,
¢ “Events” should be renamed as Events followed by the ARQ requested date range e.g.,
Events 01-30 April 2023,

- Once completed, there should be 3 files (2 Excel files and 1 ‘Readme first’ Word document). If
the branch migrated from Horizon to HNG-X during the requested date range, there will be 5 files
(4 Excel files and 1 ‘Readme first’ Word document).

ARQ 236 Audit

Share  View

0y THsPC » MyUSB(E) + ARG 236 Audt

&
Name Uate modifed Type Size
54 )
010131 0ct 201 Tudsx

8 Events 01-31 0ct 2017

2
] Readme first tf
onnections #

§
§

s

The retrieved data must now be checked to confirm that the data matches the ARQ request, and that
there are no “Gaps”.

For ARQ requests received from Post Office Security, confirm the details in the ARQ Tracker match the
details on the ARQ request form.

For ARQ requests received from the Remediation team, confirm the details in the ARQ Tracker match
the details in the HSS ARQ request tracker attached to the request email from the Remediation team.

The following checks must be carried out:

- Open the “Readme first” file and confirm that:
a) The ARQ number is correct,
b) The financial year for the ARQ is correct e.g., 2324 for financial year 23-24
¢) The email address is correct. This must be the Fujitsu email address of the team member
who processed and is sending the files to POL.
- Open the ‘Events dd-dd Month YYYY’ spreadsheet (e.g., Events 01-30 April 2023) and confirm
that:
a) Inthe ‘Summary’ tab:
I.  The correct FAD is shown (The ‘Group' row),
Il.  The ‘Filter Start Date’ and ‘Filter End Date’ match the requested ARQ’s date range,
Ill. There are no ‘Gaps’ in the data i.e., column D shows ‘NONE’ under ‘Gaps’ (see 6.1
below)
b) In ‘Sheet?’ tab:
I.  The ‘Filter Start Date’ and ‘Filter End Date’ match the requested ARQ’s date range.
- Open the Transactions spreadsheet (‘dd-dd Month YYYY’ e.g., 01-30 April 2023) and confirm
that:
c) Inthe ‘Summary’ tab:
I.  The correct FAD is shown (The ‘Group' row),
Il.  The ‘Filter Start Date’ and ‘Filter End Date’ match the requested ARQ’s date range,
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lIl. There are no ‘Gaps’ in the data i.e., column D shows ‘NONE’ under ‘Gaps’ (see 6.1

below)

d) In ‘Sheet?’ tab:
I.  The ‘Filter Start Date’ and ‘Filter End Date’ match the requested ARQ’s date range.

If there are other query spreadsheets in addition to the above, the above checks must be carried out on
those as well.

6.1 Gaps and Duplicates

Duplicates are reported for Hx/Hz message data, although they are known to be benign. This is a
consequence of the harvesting software saving the messages twice i.e., duplicates for Hx/Hz message
data are true duplicate entries and are hence just additional copies of the same entries. They are not
entries that have been processed more than once, it is simply that the archive store has had multiple
copies written to it and the ARQ will rightly extract them all.

NOTE: Although Hx duplicates are checked for, no known duplicates exist; only Hz message data
duplicates have been discovered to date.

A gap in a message sequence may indicate that a message is missing from the audit data. If any Gaps
are shown in the Summary tab (column D), the following steps are to be followed:

Re-run the Fast ARQ on the other database (IRE11(B)/IRE19(W)). Also run the ARQ using the Slow
ARQ process (see section 9). Regardless of whether the returned data still has Gaps, seek assistance
from Audit support by logging a PEAK and assigning to Audit-Dev. Await confirmation from Audit-Dev on
which data can be sent to POL (revised process implemented Mar 2024).

IMPORTANT NOTE: If the investigation by Audit-Dev determines that there is a true Gap, then
this must be made VERY clear to POL when the ARQ response is sent. It will be stated on the
Summary tab already, but POL’s attention must be drawn to the presence of Gaps in the
covering correspondence sent to POL when they are notified that the ARQ response is ready. If
any true Gaps are found and the response to POL included such a warning, then this MUST be
added to the ARQ tracker for awareness by POA too. Fujitsu Legal and the POA DE MUST be
notified of any ARQ request responses that contain true Gaps BEFORE the response is sent to
POL so that it can be further reviewed prior to sending to POL.

Duplicates and Gaps MUST be recorded in the ARQ Tracker. Select YES/NO from the dropdown list in
the relevant column in the tracker. If Gaps were found and a PEAK was raised for investigation, the
PEAK reference number must also be recorded, together with any other comments.

NOTE: If the Post Office wish to view the duplicates, then FLWOR queries can be executed to identify
them. A PEAK (PC0309288) was raised on 20/02/2024 to add JSN to IOPPANBarcodesHashed which
will allow POL to immediately identify true duplicates.

7 File Encryption for checking

The processed ARQ will now be encrypted ready for checking by another member of the SecOps team,
before being sent to the relevant Post Office team. The encryption method is to create a self-extracting
PGP zip file using the Symantec Encryption Desktop application.

- From the taskbar, select ‘Show hidden icons’ and locate the padlock icon:
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- Right click and select ‘Open Symantec Encryption Desktop’:

- Select ‘PGP Zip’ and ‘New PGP Zip’

- Drag the folder for the processed ARQ containing the files into the New PGP Zip window and
select ‘Next'”:
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Encryption Desktop

o This: assrs!an’t wi he?p YOu Secure: ﬁ:ﬂ ‘and folders for s!brage or Vzmsfe( DG'BG amﬂ drup your
files into'the box, or ise the buttons below to browise for your selection

Size  Type
U489 KB Microsoft Excel Worksheet
441 KB Rich Text Format
1-31 Oct 201 7uxdsx 207 MB  Microsoft Excel Worksheet

ymantec.

Select ‘PGP Self-Decrypting Archive’ and select ‘Next’:

o ERCrypt

noge ol Yo Went to sncryat 16 yaur reciients. TF you are unsure of & particular option
pritise it sl i

e g
(¥ hava for o recipiersts (most sere)
) passphrase 5 2

1 o't have keys for i Bt
© PGP Self-Decrypting Archive

Ristpiants 96 nat use Ercrypbon DEskton
) Sian only

Create s POP Signatune e (na Sncrypton)

e
e e e Encoton bt by fpong oot
Syndows. The SA s enicypted uang & Sesterase. bl
i i e, B ot W Soina Sve Yok Mt make s that oy e Itendad
Pt e arn Hhe DS ase

Enter the Passphrase (contact the ISM or OSM for the passphrase), confirm, and select ‘Next’:

Create a passphrase

n Deskto) :
P Create & passphrase to secure your items.,

Passphrase:
ype Cunent PGP Monthly Passphiase

Confim:
Fetype Abovel

Show Keystrokes [¥]

On the next screen, browse to the ARQ folder (ARQxxx Audit created above), name the file as
appropriate e.g., ARQ 001, and Save:
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o Lpparc2l (G
o My USB (HY

Flenarne

S sty | S i)

5. Hide Folgers
it

Finished
Your PGP Zipis setired
=ze
Creating PGP Self Decrypting Archive Events 01-31 Oct 2017.exe

| = (I Reporting

Encrypting with passphrase
Files & Folders
47 01-31 Oct 2017.dsx

Events 01-31 Oct 2017xdsx
B Readme first.itf

Copy the PGP encrypted ARQ data to your BitLocker encrypted USB, transfer it to your laptop, and copy
it to the SecOps team member’s folder on the Security Operations corporate drive who will be checking
the ARQ data.

8 Checking

The retrieved ARQ data must be checked by another member of the SecOps team, prior to sending to
Post Office, to confirm that the data matches the ARQ request, and that there are no “Gaps”.

For ARQ requests received from Post Office Security, confirm the details in the ARQ Tracker match the
details on the ARQ request form.

For ARQ requests received from the Remediation team, confirm the details in the ARQ Tracker match
the details on the ARQ request form.

The following checks must be carried out:

- Open the “Readme first” file and confirm that:
d) The ARQ number is correct,
e) The financial year for the ARQ is correct e.g., 2324 for financial year 23-24
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f) The email address is correct. This must be the Fujitsu email address of the team member
who processed and is sending the files to POL.
- Open the ‘Events dd-dd Month YYYY’ spreadsheet (e.g., Events 01-30 April 2023) and confirm
that:
e) Inthe ‘Summary’ tab:
IV. The correct FAD is shown (The ‘Group' row),
V. The ‘Filter Start Date’ and ‘Filter End Date’ match the requested ARQ’s date range,
VI. There are no ‘Gaps’ in the data i.e., column D shows ‘NONE’ under ‘Gaps’ (see 6.1
below)
f) In ‘Sheet?’ tab:
Il.  The ‘Filter Start Date’ and ‘Filter End Date’ match the requested ARQ’s date range.
- Open the Transactions spreadsheet (‘dd-dd Month YYYY’ e.g., 01-30 April 2023) and confirm
that:
g) Inthe ‘Summary’ tab:
IV. The correct FAD is shown (The ‘Group' row),
V. The ‘Filter Start Date’ and ‘Filter End Date’ match the requested ARQ’s date range,
VI. There are no ‘Gaps’ in the data i.e., column D shows ‘NONE’ under ‘Gaps’ (see 6.1
below)
h) In ‘Sheet?’ tab:
Il.  The ‘Fiiter Start Date’ and ‘Filter End Date’ match the requested ARQ’s date range.

If there are other query spreadsheets in addition to the above, the above checks must be carried out on
those as well.

Once the above checks have been performed (by another member of the SecOps team), and it has
been confirmed that the extracted data is correct, the processed ARQ can be PGP encrypted using
shared keys and sent to the relevant Post Office team via Quatrix. If any issues are found during
checking, the ARQ must be returned to the originator to be processed again.

9 File Encryption for sending to Post Office

To PGP encrypt the processed ARQ for sending to the relevant Post Office team via Quatrix, follow the
below steps.

- From the taskbar, select ‘Show hidden icons’ and locate the padlock icon:

. o f}
1 Symantec Encryption De

- Right click and select ‘Open Symantec Encryption Desktop’:
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Aboit Symartec Encryption Deskitop.

Luirant Windove
Chipbiord
e L]

- Drag the folder for the processed ARQ containing the files into the New PGP Zip window and

select ‘Next’:

eE
yption Desktop

files into the Box, or use the buttans below to browse for your selection.

Name Size  Type
@G Events 01-31 Oct 2017.... 469 KB Microsoft Excel Worksheet
fif: Readme first.rtf 427KB Rich Text Format
ﬂ‘ 1 01-31 Oct 2017 .3dsx 2.07 MB  Microsoft Excel Worksheet

- Select ‘Recipient keys’ and select ‘Next':

© Copyright Fujitsu 2022-2024 FUJITSU RESTRICTED (COMMERCIAL IN

CONFIDENCE) Ref.

Version:
UNCONTROLLED WHEN PRINTED OR Date:

STORED OUTSIDE DIMENSIONS Page No:

SVM/SEC/WKI/451
7

1.0

10-Apr-2024

42 of 8



FUJ00243297

FUJ00243297
oo AUDIT EXTRACTION - LOCAL WORK INSTRUCTION
FUJITSU FUJITSU RESTRICTED (COMMERCIAL IN
CONFIDENCE)

Encrypt

b 4 Ypi 1 your recipients, If v
dick it 10 Ses an evplanation below.
o have keys for all recipients (most seaure)

‘assphrase
don't hisve ey for all but they af use
Recipients do not use Encryplion Desktop
{ Sign Only ; i : :
Create a PGP Signature file (no encryption)

Use this option i you have keys for 8ll recipients (o your Encryption Desktop keyrng, &

keyserver, or the PGP Global Directory). It offers ihe highest secunity. 1f the sncrypted
S Al i for you, you iust have a keypair created using Encriyption Desktop. If ot do riot;

cick Canced $o stop this PGP 2ip Assistant, then choose File->New PGP Key.

- Select ‘POL ARQ’ from the dropdown list and click on ‘Add’:

PGP Zip Assistant

oc - Add User Keys
Encryption Desktop

¥

Enter the username o emad address of & key

{Unknown X509 name}
CMz"Denbali, Farzin®, OU=Users, OU=UK
Denbali, Farzin <farzindenbali@fujitsu.com>
Fujitzu ARG
Fujitsu ARC2
<4 Fujitsy Seryices ADK

POL ARQ I

uk fujtsu.com

- Select ‘Fujitsu ARQ’ from the dropdown list and click on ‘Add’:
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PGP Zip Assistant

~Add User Keys

Encryption Desktop e b :

Enter the usermaene or enial adcress of s key

i (Unknown X508 name)

Chz"Denbali, Farzin®, OU=Users, OU=UK

: Denbali, Farzin <farzin.denbali@fujitsu.com>»
Fujitsu ARQ

Fupitsu ARC2

i Fujitsu Services ADK

POL ARQ

o ulefujitsu.com

- Add User Keys

Encryption Desktop . 3
Enter User Kevs for rédpients you want to sopryptito.

S Bnter the Username or eral address of a key:

Encrypting the files with the Fujitsu key as well as POL key will allow us to decrypt the files we

send to POL.

- Select ‘Next’ and select ‘Fujitsu ARQ’ from the dropdown list:
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PGP Zip Assistant

- Sign and Save

ncryption Desktop ‘
Signing, W?@mmmrmenbm ivprify s althenticity. Confirm Your Sighing key.
and the save location belal

i i
zin (farm m&@mm com >
2 <farzin.denbali@fugtsu.com:

C isers'denbalifiOneDrive - FUJI""E’J‘D&Lk:op

- Enter the Passphrase for ‘Fujitsu ARQ’ key, browse to the ARQ folder (ARQxxx Audit created
above), name the file as appropriate e.g., ARQ 001, and click ‘Next’:

PGP Zip Assistant

Sy : Sign and Same
ryption Desk g
Enc yptrm Des fop memabmywremmkwmmmwﬂmmw Cmﬁrmvw&mnghy
and the save location belaw, 2
- Siging Key
Fujiteus AR

| Paswhvase:

Save Location

0 CrdsersdenbalfiOneliive - FUNTSUDeskiop

Cancel

- The file will be PGP encrypted and saved to the chosen location. Select ‘Finish’:
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Finished

Encryption Desktop

: Your PGP Zip 1s secured

38 Zip
m Creating PGP Self Decrypting Archive Events 01-31 Oct 2017.exe
| = {4 Reporting
Encrypting with passphrase
& Folders
01-31 Oct 2017.xlsx
Events 01-31 Oct 2017xlsx
[ Readme firstutf

Copy the PGP encrypted ARQ data to your BitLocker encrypted USB and transfer it to your laptop.

10 Sending the PGP encrypted files to Post Office

Once the ARQ files have been PGP encrypted, they must be sent to the relevant Post Office team via
Quatrix. This section describes the process for sending the encrypted files to Post Office.

- Access the Quatrix login page using the below link:
Quatrix

- Login using the Post Office provided shared account credentials
(contact the ISM or OSM for the login credentials)

Secure File Transfer

POST Y
e,

Secure and compliant file sharing

Email

- Once logged in, click on the ‘Share Files’ link on the left of the screen:
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@ File Explorer Jq\ -
& iplon 1t doide st

- Enter the recipient’s email address. This will be post.office.security¢
remediationteam¢ GRO (for HSS ARQs).
Enter the ARQ number e.g., ARQ517 or HSS2738 as the ‘Subject’.
Click on ‘Add Files’ and navigate to the folder the PGP encrypted file was saved in (e.g.,
ARQ517 Audit). Alternatively, drag the file to the grey area on the screen:

....................................

Share Files © & -

© Fle Explorer

§ 14 Shava Fllns

ARQSL7

& Tracking

{8 Contacts

B 0oigonaes 0 BB

Drag

- Once the recipient’s email address and the Subject have been entered, and the file added, the
‘Share’ button on the right of the screen will be enabled. Click the ‘Share’ button to send the file
to the recipient.

This should be followed by an email to the relevant Post Office team to inform them that the requested
ARQ files have been sent. The following email templates are used:

- For Post Office Security i GRO

Hi Steph,
ARQxxx has been sent via Quatrix.
This is protected by a private key.

Please confirm receipt of the above documents.

NOTE - If any Gaps are shown in the Summary tab, the following line must be added:

Please note the Summary tab indicates there are Gaps in the extracted data.

- For Remediation team GRO

Hi,
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ARQ HSSxxxx has been sent via Quatrix.
Please confirm receipt of the above documents.
This is protected by a private key. Please contact Steph Ball for the key passphrase.

If you require any further information, please let me know.

NOTE - If any Gaps are shown in the Summary tab, the following line must be added:

Please note the Summary tab indicates there are Gaps in the extracted data.

- For ARQs from Post Office Security; GRO : requesting Interface
Interaction Logs only:

Hi Steph,

ARQxxx has been sent via Quatrix.
This is protected by a private key.

Please confirm receipt of the above documents.

Please note that the Interface Logs contain GDPR data (names and addresses).

Fujitsu has included Interface Interaction logs in this ARQ response. These are not
“keystrokes” as this is not captured.

Fujitsu recommends in the strongest possible terms that the Post Office should not
rely on Interface Interaction records it has received from Fujitsu in any investigation
of potential fraud, theft, breach of contract or any other impropriety which is
suspected to have occurred at relevant Post Office branches. Interface Interactions
were created by and are used by Fujitsu for internal support purposes only and we
would refer you to Simon Oldnall who has received a fuller explanation of the
purpose of this content and its use.

Once the requested ARQ files have been sent to the relevant Post Office team, they have been
informed by email (as above), and have acknowledged receipt of files, ensure that the ARQ Tracker
(ARQ Tracking 14-22.xIsx) has been updated with the following details:

e POIARef

e Audit Workstation Used

¢ Processed By

e Checked By

¢ Date sent to POL

e Gaps (see section 6.1)

e PEAK reference (for Interface Interaction Logs)

A copy of the PGP file sent to Post Office must then be saved in the ‘Encrypted ARQs sent to POL’
folder in the Security Ops’ network drive.
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11 Closing the ARQ

Once an ARQ has been processed, checked, sent to the relevant Post Office team, and
acknowledgement has been received, the ARQ must be closed to free space on the Archive server and
the Audit Workstation.

An active ARQ may be closed in one of 5 ways:
1. Select ‘Close ARQ’ from the File menu.

When opened from the File menu, the Close ARQ form will be displayed with the ‘Data Centre’
frame at the top of the form:

foge Al

: Data Centre: §

- Ouery Reference i ,.’,’i 5 BhanuewgetailsJ‘

- Access Reason

s A AREE s e T

| Filename

| Fles Found L
| MoofFiles Selected: 0
. Sizeof Selected Files. . 0

o Selectall [T

gm

This allows the selection of the data centre from which the ARQ is to be closed. Select the
relevant data centre, select the ‘Query Reference’ e.g., ARQ517 or HSS2738, from the drop-
down list and click ‘Close Query’.

2. Click the ‘Close ARQ’ button in the toolbar.

When opened from the toolbar, the Close ARQ form will be displayed with the ‘Data Centre’
frame at the top of the form (see above). This allows the selection of the data centre from which
the ARQ is to be closed. Select the relevant data centre, select the ‘Query Reference’ e.g.,
ARQ517 or HSS2738, from the drop-down list and click ‘Close Query'.

3. Right click on the required data centre and select ‘Close ARQ’ from the drop-down menu.

When opened by right clicking a data centre, the ‘Data Centre’ frame is not shown in the form as
the data centre will automatically be set to the one which was clicked. Select the ‘Query
Reference’ e.g., ARQ517 or HSS2738, from the drop-down list and click ‘Close Query’.

4. Right click on an ARQ in the Data Centres window and select Close from the drop-down menu.

When opened by right clicking an ARQ, the ‘Data Centre’ frame is not shown in the form as the
data centre will automatically be set according to the data centre of the selected ARQ. In
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addition, the ‘Query Reference’ drop down list will be disabled and pre-populated with the
selected query reference. Click ‘Close Query’.

5. Click the ‘Close ARQ’ button on a Fast ARQ form.

When opened by clicking the ‘Close ARQ’ button, the ‘Data Centre’ frame is not shown in the
form as the data centre will automatically be set according to the data centre of the ARQ. In
addition, the Query Reference drop down list will be disabled and pre-populated with the query
reference of the ARQ.

& 1RETT (B] - Lonnected.
@ 8 RETS W) Connected

oz = mass ]

" el dive ond okt fo bt

oo
N cadeshlun
- OPPANB arcodes Wi aprosriC.
i i
108 DESY_SAC

- To close a Slow ARQ, right click on the ARQ in the Data Centres section on the left and select
“Close ARQ”.
- Confirm by clicking “Close Query”:

0210203_02242... 534562

: _AUD_B_AUDIT20210202113002_20210203_02242... 8091531
FNO1_BRDB_AUD_B_aUDIT20210202113001_20210203_02242... 8161652
FNO1_BRDB_AUD_B_AUDIT20210201113003_20210202_02224... 6031096

FNO1_BRDE_AUD_B_AUDIT20210201113002_20210202_02224... 7890731

1 FNO1_BRDE_AUD_B_AUDIT20210201113001_20210202_02224... 8005086

FNO1_BRDB_ALD_B_AUDIT20210131113001_20210201_02232... 1225373
FNO1_BRDE_AUD_B_AUDIT20210130113002_20210121_02164. . 1278322
FNO1_BRDB_AUD_B_AUDIT20210130113001_20210131_02164... 8280965
| FNO1_BRDE_AUD_B_aUDIT20210129113002_20210130_02424.. 7808633

FNOT_BRDB_AUD_B_AUDIT20210129113001_20210130_02424... 8248821

CAE AR ALIR R ALINIE A0 019019 3060 AR A a0 antina roemiae
| Files Found i i S e A T
No of Files Select 3 = : S : : G :

; no further updates are possible for this query. **

- Acknowledge the message by clicking “OK”:

© Copyright Fujitsu 2022-2024

FUJITSU RESTRICTED (COMMERCIALIN o o SVM/SEC/WKI/451
CONFIDENCE) : 7
Version: 1.0
UNCONTROLLED WHEN PRINTED OR Date: 10-Apr-2024

STORED OUTSIDE DIMENSIONS PageNo: 50 of 8



FUJ00243297

FUJ00243297
oo AUDIT EXTRACTION - LOCAL WORK INSTRUCTION
FU]ITSU FUJITSU RESTRICTED (COMMERCIAL IN
CONFIDENCE)

Message

B ARG POIATT94B has been dosed.

i An audit fog, named: ‘RFIPOIATTI94B.Axt,” has been created in

FAUSERAREA

- When the Query has been closed click “Exit” to close the window.

g Aecess Reason
SR04

gg??Refqgnc o el : ShowQueretai!t {

 Files Nemes for AFID Reference POIATTS4B

UD_B_AUDIT 2021020213003 202102030 534562
_BRDE_ALID_B_ 3 X 8091531

FND1_BRDB_ALID_B_AUDIT20210202113001_20210203_02242.. 9161692
| FNOT_BRDE_AUD_E_AUDIT20210201113003_20210202_02224.. 6031095
| | FNDT_BRDE_AUD_EB_AUDIT20210201113002_20210202_02224.. 7890731
FNOT_BRDB_AUD_B_AUDIT20210201113001_20210202_02224.. 8005086
FNOT_BROE_ALID_B_AUDIT20210131113001_20210201_ 02232 1225373
|| FND1_BRDB_ALID_B_AUDIT20210130113002_20210131_ 02164 1276322
| FND1_BRDB_AUD_B_AUDIT20210130113001_20210131_02164.. 8280965

FNOT_BRDB_AUD_B_AUDIT20210129113002_20210130_02424.. 7808633

| FNO1_BRDB_AUD_B_AUDIT20210129113001_20210130_02424... 8248621

bRt NNAR AL D ALIRIT AN 61 a1 3nan " annt 0t anmana coemne
FilesFound 71 3 !
- NoofFiles Selected: 1

If an ARQ is locked (i) or requires attention (), it must be reset using the AEAdmin tool before it can
be closed. To reset the ARQ, open the AEAdmin tool on the desktop.

This will open the AEAdmin logon sceen:

Enter the password and click ‘Continue’ (contact the ISM or OSM for the login credentials):
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‘ Eheck E;‘:«nh;éc!i:oh‘ ‘ :thé kLink

0 ‘Féeaéi‘é]m;k‘edjk -
e

= UO&&AHQ -

Select ‘Reset ARQ’:

AND dotds
nstigated by:

~ Machine name:

. Date and I‘.une aqtiimé si@lted“ :

} ~~Béackt¢MENU‘i‘*l Clear form 1

Select the relevant data centre from the drop-down list, enter the ARQ reference’ e.g., ARQ517 or
HSS2738, click ‘Show details’, and select ‘Reset this ARQ’. This will reset the ARQ, and the status will
change to ‘Normal’ (£J) in the AEClient window. The ARQ can then be closed as described above.

Once the ARQ has been closed, the relevant folder (D:/[Your Folder/ARQxxx) can be deleted. Note -
Ensure a copy of the PGP file sent to Post Office is saved in the ‘Encrypted ARQs sent to POL’ folder in
the Security Ops’ network drive, before the ARQ folder is deleted.
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12 Raising a PEAK for SSC to provide the Interface
Interaction Logs

If an ARQ request for ‘Interface Interaction Logs’ is received from Post Office Security, a PEAK must be
raised for the SSC team to provide the requested logs. Before raising the PEAK, save the ARQ request
form attached to the ARQ request email received from the Post Office Security team. Compose an
email and enter the following:

Recipient: newi GRO

Subject: [ARQ number] [Branch name] [FAD] Request for Interface Logs
e.g., ARQ 513 Swaffham 052131 Request for Interface Logs

Body: Hi SCC,

Please can you provide the interface logs for the attached ARQ request.

Regards,

Attach the ARQ request form saved earlier. Before sending the email, ensure your email signature is just
your name and contact details. Remove all other icons and links to simplify what gets sent to Peak.
Sending the email will generate a PEAK assigned to SSC and you will receive an automated email from
PEAK with the PEAK reference number. This must be entered in the ‘PEAK Ref field in the ARQ
Tracker.

Fujitsu has explained to POL what the Interface Interaction logs are. This is important to note:

The feature to capture interface interactions within the POC log (“Interface Interactions”) was created by
Fujitsu for the sole purpose of helping its internal support teams. The Interface Interactions only contain
the interactions that the Fujitsu development team chose to include in such diagnostic logs for internal
support purposes. The logging does not include all clerk interactions and the diagnostic log content was
not designed to be shared with the Post Office. The diagnostic log content is embedded within the POC
log which contains log content from many other parts of the CBA and it needs to be carefully extracted
from the overall content within the POC log. The POC log is only held on the local counter for a finite
period of time in a flat text file that is not subject to any encryption or tamper controls. It is not backed up
to Fujitsu's knowledge, and is also lost if a counter is replaced by Computacenter. The content of the
Interface Interactions has not been tested to validate that it always captures all interactions as it is not a
required functional part of the Horizon CBA. It is simply diagnostic log content to help Fujitsu support
staff.

The Interface Interactions are therefore a manifestly inadequate formal record of the interactions a clerk
may have at a counter in Post Office branches.

Furthermore, the responses sent to POL which contain Interface Interaction logs must include the
following text as mentioned above:

Fujitsu has included Interface Interaction logs in this ARQ response. These are not “keystrokes” as this is
not captured.

Fujitsu recommends in the strongest possible terms that the Post Office should not rely on Interface
Interaction records it has received from Fujitsu in any investigation of potential fraud, theft, breach of
contract or any other impropriety which is suspected to have occurred at relevant Post Office branches.
Interface Interactions were created by and are used by Fujitsu for internal support purposes only and we
would refer you to Simon Oldnall who has received a fuller explanation of the purpose of this content and
its use.

13 Gathering HSD logs
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Access the HSD database using the following link:

TFS Branch Search (fujitsu.com)

BranchSearch:[ 1 Start Date {da/mm/yyyy @] End Date:/dd/mmyyyyy &) | Branch Search _j @
Progress Search: | I Start Date:, | dd/ mm/yyyy End Date [dd/mm/ywy @ Progress Searchj
Text Search(DSAR) i ‘Start Date: {dd/m {

Enter the Branch code (FAD) in the ‘Branch Search’ field.
Enter the ‘Start Date’. This must be the start date of the requested date range.
Enter the ‘End Date’. This must be the start date of the requested date range.

‘Start Date’ and ‘End Date’ must be the start and end date of the month for the relevant ARQ. If an ARQ

request is for multiple ARQs covering several months, they must be processed one ARQ at a time i
one ARQ for one month.

Once the above details have been entered, click on ‘Branch Search’.

- If there are no HSD calls for the specified period, a blank screen will be returned:

Branch Search Start Date:[01/09/2008 @) End Datei|30/09,2008
55 Search | Start Date:/ga/mm/yyyy e

L.,

Text Search(DSAR): [ | Start Date: dd/mm/yyyy € Address Matches [T

2onzs 2 P states.on node 1. screen is frozen while daing parcals
200712+ #4 stares that she has 3 screen freze whil
2 states that she has  screen freeze whilst printing a reciet
o7tE
200712 i States that screen fias frozei

i1 pm states both ink lights are on

| 200712~ § i
| HerRMGATAC i 28 X <P states on node 1 soreen Jé frozen white doitig parcets
4 B - i

r—— 200742 20071z P stoes nat s s aseen ez i prining  reciot
e
i

i states Hhat screen has frozen o piiiting eceist . T

- The file will be saved to the Downloads folder and will contain the HSD calls in html! format:
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MName Type Compressed size
& 71538htmi Microsoft Edge HTML Do... 1KB
& 76941ntmi Microsoft Edge HTML Do... 2K8
& 79251 htmi Microsoft Edge HTML Do... 1KB
€ s2727htmi Microsoft Edge HTML Do... 1KB

- Eachfile can then be saved to the relevant ARQ folder.

HSD calls after June 2018, must be obtained from TfS. Search for incidents by searching for the branch

code:

o Al Favorites = History  Workspaces

Search Results - 200405 &

TN

6 results for "200405"

Tasks - Incidents (4 of 4)

200405-3-7C-0723-9] - [ failed to'insert settlement transaction record

Hustier Pty
INCBRARSR o T 8- Hhinor

Slats
S Closed

Datacentre Checks Critical on Monitoring tool
2130 5 Hinor
Files changes on BAL servers

Nurrber Priorty
INC12861531 4-tow

provider resp

state
Chosed

14 PAN Decryption

As previously stated, the IOPPANBarcodesHashed query only provides the hashed PAN. If a full
PAN is requested, the 'TOPPANBarcodes' query, which provides the encrypted PAN, must also be
run. The PAN Management dialogue screen can then be used to decrypt the encrypted PAN.
NOTE - The hashed and encrypted PANs are only available for transactions in a branch before that

branch migrated to PBS. Post-PBS, only the ‘truncatedPAN’ is provided by the

Task yy
Noe Incidest

P

Tasks - Incidents : @
“People- Users. Ry %@
People - Logations. : i

IOPPANBarcodesHashed query. The tokenized PAN, which POL would require to obtain the full
PAN, can be provided by running the PBSDetails query.

To obtain the decrypted PAN:
- Select ‘Tools’ and select ‘PAN Manipulation’:
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- The PAN Management dialogue screen will be displayed:

- Select the relevant Data Centre:

- Select ‘Encrypted’ from the ‘Entry Type’ drop-down list:
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- Enter the Encrypted PAN (from the 'TOPPANBarcodes' query) in the ‘Enter PAN’ field and click
‘Decrypt’. The ‘PAN’ and ‘Hashed PAN’ fields will be populated. The ‘PAN’ field will show the full
decrypted PAN. The entry in the ‘Hashed PAN’ field must match the ‘Hashed PAN’ in the
‘IOPPANBarcodes’ query. Save the decrypted PAN in a text file named “Decrypted PAN” and
provide the file alongside other ARQ data. The Transactions file (output from
IOPPANBarcodesHashed) MUST NOT be edited to include the decrypted PAN.

NOTE - A PEAK (PC0309286) was raised on 20/02/2024 to generate a file containing the decrypted
PAN. Once the solution has been provided, this file must be supplied as a separate file containing
the decrypted PAN i.e., the Excel file (output from IOPPANBarcodesHashed) must not be edited to
show the decrypted PAN. This document will be updated once the solution is in place.
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