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Message 

From: Andrew Parsons GRO 
Sent: 16/11/2018 15:2.9:3.6 
To: Gareth Jenkins [ GRO ;Jonathan Gribber> GRO 
CC: Dave.Ibbett GRO ; Matthew.Lentonl GRO _ ? pete.newsome _ GRO ;Katie Simmonds 

GRO ;; Legal Defence GRO 
Subject: RE: Post Office Group Litigation: Some points to check please 

Thanks Gareth — I get it now! 

Andrew Parsons 
Partner 
Womble Bond Dickinson (UK) LLP 

t: 
e: ; 
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From: Gareth Jenkins[ GRO
Sent: 16 November 2018 14:56 
To: Andrew Parsons; Jonathan Gribben 
Cc: Dave.Ibbe GAO _ Matthew.Lenton GRO j; pete.newsome GRO i Katie Simmonds; S._ _._._._._._._._._._._._._._._._. ._._._._._._._._._._._._._._._._., 
Legal.Defence ._ GRO 
Subject: RE: Post Office Group Litigation: Some points to check please 

Hi Andrew, 

The disconnected session receipt did say to hand over the f 150. This is the receipt that is produced at the time the 
customer is present, and indicates to the SPMP what they should do with the customer. 

The recovery receipt is produced when the system is recovered (which may be some time later and the customer is 
unlikely to be present). The fact that they differ indicates a problem as does the message "Failed recovery" on the 
recovery rec.eiiat. 

Does that clarify things? 

Best wishes 

Gareth 

-------------------- --- --------- - --- ...... , 
From: Andrew Parsons i GRO 
Sent: 16 November 2018 14:19 
To: Gareth Jenkinsl GRO Jo jIIIII.IIIIIIZ IIIZIIIIIII11 
Cc: Dave.lbbetl _ GRO Matthew Lentori GRO _ ; pete.newsom+; GRO Katie Simmonds 

----- GAO Legal.DefenceI.__._._._._._.GR0 
_ . .

._., 
Subject: RE: Post Office Group Litigation: Some points to check please 
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Gareth 

The tit I don't understand is why Mr Burke was correct to Ihran lover the £150 to the customer it the Recovery Receipt 
doesn't show the transectioon for £150? 

A 

Andrew Parsons 
Partner 
Womble Bond Dickinson (UK) LLP 

G RO t: _._._._._._._._._._._ -------- 
GRO e: l GRO 
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From: Gareth Jenkins) GRO 
Sent: 16 November 2018 14:00 

._._._._._._._._._._._._._._._._._._._._._._._._.. 

To: Jonathan Gribben 
Cc: D 'ur , f be ._._._._._.GRO M_._._._.~. a l~ew Lentori et -. -.-GRO e,newso e G m-GRO ;Katie Simondsj 
Legal,Def € cd GRO ; Andrew Parsons 
Subject: RE: Post Office Group Litigation: Some points to check please [WBDUK-AC.FID27032497] 

Hi Jonny, 

OK, I've now worked out exactly what happened. 

This was all on Counter]. and the times are GMT so need to add on an hour to get the real time (I've not done that since 
the spreadsheet of my analysis has the UTC times, but I appreciate that the 1 hour difference may cause confusion!) 

1. 08:27:20 Card Account withdrawal request for £180 which was successful 
2. 08:27:57 Card Account withdrawal request for £73 which was successful 
R. 08:28:16 Link withdrawal request for £150 which was successful 
4. 08:28:45 Attempt to settle the basket which failed 
5. 08:29:1.5 Automatic retry of basket settlement which also failed. 
6. No attempt by Mrs Burke for any further retries so counter logged off. 
7. 08:30:39 Log On to counter which failed 
8. 08:31:1.4 Log On to counter which failed 
9. 08:32:15 Log On to counter which succeeded (user CBU001 which is probably Mr Burke not Mrs Burke) 
10. As part of the Log On there were 3 transactions obtained from BRDB that required recovery For each one a 

request was sent: to the appropriate Banking agent asking what had happened. Both Card Account transactions 
were recovered OK. However attempting to recover information form the Link Agent failed, so the Link 
transaction was marked as Failed Recovery. 

:11, 08:34::1.7 A Recovery basket was sent containing the 2 recovered CAPO transactions and the one failed LINK 
transaction with their original timestamps and these are in the ARQ showing the LINK transaction as zero 
value. This message also included the event indicating that there had been a failed recovery. This settlement 
also failed 

12. 08:34:47 Retry to settle the recovery basket which again failed 

POL-0108960 



POL00111371 
POL001 11371 

13. 08:34:53 Another attempt to settle the recovery basket that succeeded. As a result a recovery receipt was 
shown which just included the 2 successful transactions plus the text 'recovery failed" (PS of her attached 
evidence) 

14. € he system then seems to behave OK. 

This means that Mrs Burke did exactly the right thing at all times. 

What should then have happened was as follows: 

0 The Failed Recovery Report should have picked up the failed recovery event, and it should then have been 
investigated, initially by Fujitsu and then a BIMS raised with POL. 

This transaction should also have been visible on the DRS reconciliation reports showing a zero value at the 
counter (or perhaps no info from the counter) while there was a value of £150 from the Link and again a BIMS 
issued. 

I can't comment as to whether these processed did or did not pick up the issue. There doesn't appear to be a Peak on 
the issue, but that doesn't mean that a BIMS wasn't raised to suggest to POL. that there might': be an issue. 

It could be that Mrs Burke just beat the system. However she was correct in handing over the money, and that should 
have been deduced from the investigation of the Failed Recovery and so she should have been reimbursed (which 
eventually she was by a TC ....the fact it says the wrong bank is irrelevant). 

I hope this clarifies things and sorry if I had mislead you before about what had happened. 

Happy to discuss further if required. 

Best wishes 

Gareth 

From: Gareth Jenkinsi GRO___
Sent: 16 November 2018 13:04 

l•-•-•-•-•-•-•-•-•-•-•-•-•-•-•-•-•-•-•-•-•-•-•-•-•-•-------------------•-•-•-To: 'Jonathan Gribben I GRO 

Cc: 'Dave.lbbettl._._. _._ _. GRO_________ _____• _I; 'Matthew.Lenton~ . _ GRO 

GRO 'pete.newsome GRO 'Katie 
'Legal .Defence _._._._._._._..._.-._.-.-._.-.-._.-....... .....GRO,..................................................?; 'Andrew 

-------- - ------------------- ---6-•-•-•- -•-•-•-•- -•-•-• ; 
Parsons 

-
Subject: RE: Post Office Group Litigation: Some points to check please [WBDUK-AC.FID27032497] 

IMPORTANT - This email or attached documents contains legal advice (or relates to litigation or anticipated litigation) and is being provided in 
circumstances for which Legal Privilege may be claimed. Do not copy or forward this document without permission. 

Fli Jonny, 

I need to look at this again more closely. The Disconnected recovery receipt (which I hadn't looked at before) shows 
that the transaction for £150 was successful and so she was correct to pay out the money. 

That doesn't match with what I saw in the logs. 

I'll have a further lock after lunch. 
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Best wishes 

Gareth 

From: Jonathan Gribben GRO _._._._._._._._._._._._._._._._._._. 
Sent: 16 November 2018 12:34 

To: Gareth Jenkins; GRO 
Cc: Uave,lbbett GRO - KI~-~tthe .LentLento€] GRO p jcwsone GRO (Katie Simmonds 

:_._._._._.GRO ------------ i Lerai .C)efen€co GRO =_- Andrew Parsons ; GRO _-_-_--_-_-_-_-_-_-_-_-_-_ 
Subject: RE: Post Office Group Litigation: Some points to check please [WBDUK-AC.FID27032497] 

Gareth, 

Thank you for this. In relation to the section that I've highlighted yellow below, can you explain which reconciliation 
process should have picked the 'ssue up? Is it possible that the process would have picked this up in due course, but Mrs 
Burke was proactive? 

Kind regards 

Jonny 

Jonathan Gribben 
Managing Associate 
Womble Bond Dickinson (UK) LLP 

m:i GRO 
e: I GRO 

Stay-inform ed:--siort-up_to_our_e-alerts.
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From: Gareth Jenkins
Sent: 16 November 2018 12:28 
To: Jonathan Gribben 
Cc: Dave ILbett GRO e pr, t.entorr   GRO     Pete, ne,sor e'      GRO      Katie Simmonds;
.. l Defence GRO_

Subject: RE: Post Office Group Litigation: Some points to check please [WBDUK-AC.FID27032497] 

IMPORTANT - This email or attached documents contains legal advice (or relates to litigation or anticipated litigation) and is being provided in 
circumstances for which Legal Privilege may be claimed. Do not copy or forward this document without permission. 

Iii Jonny, 

Please see comments below prefixed [GI ] 

Blest, wishes 

Gareth 

POL-0108960 
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From: Jonathan Gribben GRO 
Sent: 16 November 2018 11:29 
To: Gareth Jenkinsl 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .- 
GRO 

CC: Dave :ll2bettt GRO j Matthew Lentoii GRO ' p t  nowsono GRO ;Katie Simmonds 

GRO 
Subject: Post Office Group Litigation: Some points to check please [WBDUK-AC.FID27032497] 
Importance: High 

Good morning Gareth, 

Privileged & Confidential -- please do not forward 

We are in the process of finalising a number of the witness statements for Post Office in advance of Friday's deadline.. 
Please can you take a look at the points below and let Lis know if they are incorrect in any way, as soon as possible (this 
is a top priority)? 

1) In relation to the `°phantom sales" that were reported in around 2000, can you con:Firm these: 

appear to have been caused by hardware issues; and 
[GUI confirmed 

ii. should not have caused a discrepancy in a branch's accounts; 
[GUI provided they related to stock sales (and the examples I have seen all do). In that case there would be a 
corresponding stock discrepancy that would cancel out. However it is hard to be definitive. 

2) In terns of transactions not be nh. associated with a Suhpostmasters User ID, we believe there are two possible 
ways a User ID can be affected as follows: 

i. Sharing of User ID passwords between users/ in branch; 
ii. Co :nectivitv issue when user A is processing a transaction. A different user (User B) is then 

the first to log into Horizo r when the connectivity issue has been resolved. Any recovery action taken by 
User B wil l be logged against their user ID, However, Horizon wi ll also record that User A undertook the 
original interrupted transaction, which may appear as if a transaction was completed by User A when it 
was not. 

[GIJJ Sorry, but I can't remember exactly how this worked on old Horizon. Certainly on HNG-X when a transaction is 
recovered, then the User Id is that of the user who is recovering the Txn, but we do also record in the audit record who 
the original user was. I suspect that this was also the case on old Horizon, but cannot be definitive. 

F 1i• #- •rI • '♦ • - F 1 3 r ►' • ' ; f r 1 r fi ' I ♦ • 

ri r ! r ♦ r

+ r r • r ! 

♦ftr 

• l r • r • • r • • ♦ i ! ~ ~ r ' 

Are there airy other reasons that Fujitsu are aware of that could result in a user ID bentt affected 

3) Angela Burke: 

a. In her statement, Mrs Burke describes suffering a shortfall which arose out of the Horizon system outage 
on 9 May 2016. 1 have described this outage at paragraph XX above. On the basis of the ARQ Data 
(exhibit) I believe that this shortfall arose due to Mr's Burke not following the recovery process after a 
system outage rather than any error in Horizon. 
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jGIJ] t disagree with this. Not sure where this text comes from. The error was due to a failed recovery and was not 
her fault. This should have been picked up by the reconciliation process and a RIMS passed to POL to resolve. The fact 
she had to chase things up indicates a failure somewhere in that process, butt don't know exactly where. 

b. The account provided by Mrs Burke means that it is clear that she did not folow Post Office's standard 
processes for processing transactions. Specifically, each customer's transactions should be separately 
recorded on Horizon in what is cal led a "basket" or sometbrnes referred to as a stack I because the 
transactions appear to stack up on the screen). After each customer, the tra €cacti }rt'., needed to be 
submitted to the branch accounts ie the transaction needs to be completed, whi 11 a sometimes called 
'clearing the stack". Mrs Burke did not do this and bundled together two customers' transactions into one 
basket (see paragraph 14 of her statement). From Horizon's perspective, this would have looked like a 
set of transactions relevant to a single customer. 

[GUI This is true, but is not the reason for the problem. 

e. When p.rcicessirg bank withdrawa s, Horizon first checks that the customers hank account has sufficient 
funds for the withdrawal . If the bank's system confirms this, Horizon adds the withdrawal to the stack and 
prints en "::authorisation rece pt" (see page 12 of ABI, timed at 9:28). Multiple transactions can be added 
to a stack. It is not uncommon for a customer to withdraw cash and then, say, pay a bill or buy some 
stamps. Once all the transactions are added to the stack. Horizon calculates the net amount due to or 
from the customer, the user" completes the basket (which subr€pits the entire basket of trarrsa , t , rrs into 
the branch accounts) and, cast' is physically handed over the counter. Because there can be multiple 
transactions in the stack, there can be a delay between a cash withdrawal being authorised by the bank 
and the full basket being subm itted to the branch accounts. This raises the possibility of some form of 
intervening act such as a power. outage or loss of connectivity. If that happens, the bank's system may be 
showing a withdrawal of cash but Horizon has no record of the transaction. 

jGIJ] correct 
d. This is where the recovery process is initiated it there is a connectivity failure, Horizon wi ll make multiple 

attempts to complete the basket, but after XX attempts it will record a fai lure and log out the user. It wit 
also print. t disconnected session receipt showing the transactions in the stack at that point (which 
happened in this case: see page 2 of ABI, timed at 9:30). 

[GUI It will make two attempts (the original request followed by a single retry. The user is then asked if they wish to 
retry. If they say "yes" then 2 further attempts are made. If these both fail, the same retry screen is then shown and 
the process repeated until the user either gives up or the basket is settled successfully. The recommendation is that 
they retry one and then give up (ie after 3 attempts to settle). The is a 40 sec delay between each retry thus allowing 
time for any temp issue in the Data Centre to be resolved. If they say "no" they are logged out and recovery is 
instigated on the next Log On. 

Rest is as described 

e. Once Horizon comes bank up, it well check whether there are any cash withdrawals logged by the bank 
but not or Horizon. Where it gets confirmation from the bank that the cash withdrawal has gone through, 
Horizon wi ll titan add that cash withdrawal (and any other recovered transactions) to a new basket and 
complete that basket so that it forms part of the branch accounts. It wtl then print a recovery receipt 
telling the user what cash to give to the customer. 

[GUI The check is more general. It checks for an recoverable transactions (all Cash withdrawals are marked as 
recoverable). if it finds a recoverable transaction (in this case a Cash Withdrawal) it then attempts to communicate 
with the Banking Agent to see what happened to that transaction. In this case that communication failed (due to the 
system problems that day) and so recovery failed and it was marked as such to be resolved manually. 

f. In Mrs BurKe's case, the first two withdrawals (of £73 and £180) were recovered but tne withdrawal of 
£150 was not recovered. This is shown on the recovery receipt, at page 5 of AB1 and timed at 9:36, 
which instructs Mrs Burke to only pay £73 and £180 to the customer. This is also reflected in the 
transaction list at page 6 of AB1 which only shows the withdrawals for £73 and £180, and not the 
withdrawal for £150. 

g. Had Mrs Burke followed the recovery receipt, she would not have given the £150 to the customer and 
would have suffered no shortfall. 

jGIJ] correct. 
h. If Mrs Burke nad followed the correct process the failed recovery would have disadvantaged the 

customer, whose account would have been debited but who would have not received any cash frorri Mrs 
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Burke. From the Suh ostnmaster"s perspect ve, Horiror: ac.curatedy recorded the recovered transactions 
and told f-Irs Burke not to pee the £150  to the nustomel The problem was caused by Mrs Burke not 
following the procedure whkrh would have instructed her not to pay out the £150 

i. Followieag Mrs Burk e s investigation, Post Office generated a transaction correction for the £150 
withdrawal . I believe it was quite propel ' rr Firs Burke to dc tins invest gation as it was her original error 
that caused the loss. Once Post Office was presented with evidence  that the customer had received the 
cash and the customers bank had recorded the *ithdrawal, a transaction correction was issued to bring 
the branch accounts back in line thereby correcting Mrs Burke°s mistake. 

[GUI I was not aware of this, but it seems reasonable. 
j. Mrs Burke states (at paragraph 26) that the TC had settled the amount to Lloyds hank end not 

TSB. TSB was part e:f L'oyds bank untii September. 2013 and I suspect tills is the reason for this. The 
€indent€ty of the financial institjt€on is not relevant from a branch accounts perspective. 

[G/J1 Agreed this has no impact on the branch accounts. 

Thank You in advance 

Kind regards 

Jenny 

Jonathan Gribben 
Managing Associate 
Womble Bond Dickinson (UK) LLP 
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