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The contents of this report belong to Post Office. The findings, information and recommendations in this document are for
information purposes only and are based on a point in time assessment of the environment within scope. Nettitude, and the report’s
authors, accept no responsibility for any errors, omissions, or misleading statements, in this report, or for any loss that may arise for
reliance on any information and opinions expressed. Nettitude recommends that all advice and recommendations are reviewed, a
risk assessment conducted and change control processes followed before any remediation work is conducted. Nettitude does not
hold any responsibility for any work conducted as a result of the recommendations provided in this report.
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High Level Assessment

Post Office engaged with Nettitude in November 2022 in order to assess the overall security
posture of their CTO environment.

Based on Post Office's risk profile, primary security concerns and the vulnerabilities identified
at the point of the engagement, Nettitude have found the CTO’s overall security posture to be
strong.

Nettitude were able to:

Overall Security Posture

¢ ldentified strong level of security hardening STRONG

o |dentify IP addresses of the Kiosks
e Determine that it was not possible to elevate
privileges

Vulnerabilities by Severity

Critical o
High o
Medium o
Low o

Constraints and Limitations
No limitations were encountered during the engagement.
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Executive Summary

In November 2022, Post Office engaged with Nettitude to carry out a black box thick client
breakout test against the kiosk devices located in the counter training office. The
environment was found to be made up of six Windows computer’s that were security
hardened and connected to the network.

During the assessment, Nettitude connected a keyboard, mouse, and a number of other
devices to attempt to interact with the computers. Nettitude found that even when using
alternative input devices that it was not possible to break out of the kiosk application
running on the device or gain access to the underlying operating system.

Despite being unable to gain access to the host or elevate privileges during this test,
Nettitude believe it would be worthwhile testing the system from the position of a
compromised user account for the host systems to simulate what would be possible, for
instance, if a 3™ party supplier had been compromised as this may highlight vulnerabilities
that are present and were not found on this test.

Nettitude are available for additional debriefs upon request and Nettitude consultants are
available for post-test remediation advice and guidance.
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Next Steps

Nettitude recommends that Post Office perform the following post engagement activities in
the order of priority indicated.

N

Nettitude will deliver a formal debrief to

Post Office in order to ensure that the

1 pebetien findings of this engagement have been ++++

Nettitud
FEHRISEE fully comprehended and to help assist in

the formulation of a remediation plan.

Build review of the kiosks systems with

White Box Securit
y an administrator user account for the +++

2
Assessment

host system.

3 Code Review Full code review of the kiosk application
It is important to retest systems on a
regular basis in case they are affected
by newly discovered vulnerabilities of if

4 Retest y i +

changes are made to the host or
application that could affect the overall
security of the device.
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Nettitude Penetration Testing Services
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www.nettitude.com/penetration-testing/
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