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Post Office Internal Audit RCC Reeort - Seetember 2015

1. Audits completed since last RCC.

Contract
Management

Financial Crime

Supplier contract portfolio is not fully known.

Contract Management Framework (CMF) remains in draft (since its
development in 2012) and requires further development, finalisation
and implementation.

Staff have the ability to define their own roles and responsibilities.
Management are unable to effectively foresee and manage expiration
of contracts.

Analysis and management of risks to drive contract management.

Staff are not clear on where and how to report suspicions or concerns.

Effective mechanisms to prevent and detect fraud and corruption are
not incorporated into policies, procedures and systems.

Focus of proactive / reactive activity is directed towards customers
and customer facing areas of the business.

There is no corporate / PO wide approach.

Final Report issued (see
Appendix 1). Actions will be
followed up with management
as appropriate.

Report discussed with relevant
management and actions
agreed (see Appendix 2).
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2. Work in progress.

FS Conduct Risk

Drop and Go
Review -
Enhancement

Drop and Go
Review - Product
Development

Subject to management clearance — detail on findings will be shared
with members once agreed.

Number of Drop and Go active accounts are unknown.

Transaction data is not personalised.

No communication solution has been developed covering : When will
the Online Mails portal go live? What can | tell my customers? What
is happening with Click and Drop?

Postmasters and central fund make up the difference when some
customers have insufficient funds in the Drop and Go account. There is
no formal process for debt recovery.

Negative behaviour scenarios were not considered during testing.
Insufficient regression testing performed resulting in bugs going un-
detected at migration.

Project risks were not transparently communicated to stakeholders.
Project management principles were not formally applied.

Scale of change and interdependencies were not understood.
Scope and deliverables changed a number of times yet the business
case was not rebaselined.

Draft report completed.
Preparation for clearance in
progress — Mgt clearance w/c
14 September (due to leave).

Fieldwork complete.
Findings with management,
report in draft.

Fieldwork complete.
Findings with management,
report in draft.
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2. Work in progress cont.

IT Towers Delivery ¢ Fieldwork on-going. ¢ First highlight report agreed
On-going * Majority of emerging issues raised have been addressed by the recent and shared with management.
Assurance restructure and creation of new Post Office Programme Manager

roles.
Management ¢ Meetings held with the Finance Directors to determine sample of ¢ Fieldwork in progress.
Information critical metrics for testing. ¢ Reporting due end September.

¢ Fieldwork commenced.

Fujitsu exit * Fieldwork was placed on hold pending Board decision (and internal * Current position being
restructure) — updating approach with management determined with management
prior to recommencing audit.
e Co source resource being
secured to commence this
work in September

Telecoms *  Terms of Reference agreed. * Fieldwork in progress.
¢ Fieldwork commenced. ¢ Reporting due end September.



Assurance
Framework

Data
Protection

Fujitsu exit

POST
OFFICE

Jane
MaclLeod

Jane
Macleod

Lesley
Sewell

Comments

Assessment and review of the assurance providers
within PO.

Terms of Reference drafted and shared with Risk team.
Linked to Business Transformation programme.

Assessment and review of ISAG Data Protection
processes and controls in place.

Controls and mechanisms in place to control Fujitsu
services and minimise exit cost.

Initial work commenced but subsequently held
pending Board decision — updating approach with
manhagement.

Fieldwork
Timing

On-going

November

September

Completion

November

October
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Comments

Business Transformation Independent Transformation Assurance (ITA) reviews have started. A Front Office Mobilisation review
and Portfolio Governance, Management and Change Methodology Design review are currently
underway supported by Internal Audit, due to report in September 2015.

Deloitte has been appointed as the assurance partner to deliver the on-going ITA plan. They will be on-
boarded in early September before starting to deliver reviews later in the month .

Mails Collection Service This has been incorporated into the Drop and Go findings and associated actions which is currently
with management for their responses.

POST
OFFICE




4. Other matters cont.

Property Regulatory
Compliance
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Post Office Internal Audit RCC ReBort - SeEtember 2015

Internal audit has continued to work with Legal in assisting Property to implement adequate governance and
controls around regulatory compliance requirements and attended the Property Compliance Forum.

The following issue was highlighted at the last Forum ( held on the 13th of August):

the safety certifications have expired for all lifts within the Post Office estate as the assessments have not been
carried out by the service provider (Norland). The assessments are the independent means of verification, proving
lifts are safe and providing assurance to the regulator and third parties (i.e. Health and Safety Executive) that PO
has done everything reasonably possible to ensure lifts are well maintained. The verification exercise has now been
approved by PO. Although no detailed formal programme of works has yet been provided by Norland. The
verifications are expected to be completed by mid-October.

The issues highlighted at the August RCC meeting have not been fully addressed:

Responsibilities to oversee property compliance matters have not been assighed to any GE sub-committee.

The Property Compliance Forum operates without formal Terms of Reference (a draft version has been prepared
but still not formally approved and adopted). There is no formal mechanism to escalate the issues and risks
identified to a higher management level or committee.

There are no PO dedicated compliance resources providing first line of defence and assurance to mitigate property
compliance issues. PO is currently reliant on an interim manager seconded (part time) from Norland, who is
technically competent but in no way independent.

There is a need for more rigorous contract management of the services provided by Norland and Servest to ensure
expected performance levels are maintained and the necessary compliance is achieved in a timely manner.

An initial meeting have been scheduled for the 4th of September between Legal, Internal Audit and Procurement
team to discuss how address the above issues.



Overdue actions from audits
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Business
continuity

Business
continuity

Business
continuity

Business
4 continuity

5 Benefits
Realisation

6 Benefits
Realisation

2 Benefits
Realisation

Prepare and issue BC guidelines to GE / Top
management

Continue negotiations as necessary for recovery
desks / aptions for other key office centres

Draw up testing schedule for use as plans are
implemented

Embed crisis management into the BC process
work being carried out across POL

Finance committee to discuss if and how non
financial benefits can be tracked centrally e.g.
categories of non financial benefits could be
developed and assigned to senior individual across
the business.

Finance committee to discuss how accountabilities
for the delivery of benefits can be enhanced. Eg
through the company appraisal / PDR process

A column will be added to the benefits tracker to
show the sources of data used and any
assumptions made

Corporate Services
—Risk Team

Corporate Services
—Risk Team

Corporate Services

—Risk Team

Corporate Services
—Risk Team

Finance (Nick
Sambridge)

Finance

Finance —new
owner taking over
this area

Nov 2014

Mar 2015

Mar 2015

Dec 2014

Feb 2015

Feb 2015

Feb 2015

Guidelines are being revised and
are subject to he need to test
before issue

Ongoing as a result of recent BC
test issues (Warringtan)

Plans not currently in place,
therefore unable to test as yet

Risk team are reviewing the
current crisis management
pracesses for rationalisation.
Paper to be presented to future
RCC

Whilst the Transformation Design
Group will discuss non financial
benefits going forwards it is not
currently happening. Nick
Sambridge has taken an action to
recruit someone to focus on this
area

Finance are awaiting output from
OEE consulting review of benefits
management — due imminently

Update column still needs to be
added to Benefits Tracker
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Action

Management (CIO) have accepted the risk of
limited remote access security, taking into
consideration the level of change being
undertaken in IT.

ISAG will perform a risk-costs benefit analysis,
based on industry remote access trends.

Controls will be implemented to ensure that new
accounts are granted access based upon job
description access requirements and appropriate
authorisation.

Assigned to

IT — Roger
Middleton

IT — Roger
Middleton

Forecast
Completion Date

October 2014

Apr2015

Progress

The initial control objectives
which were intended to be
covered by actions 8 and 9 are
now to be considered under the
deployment of the EUC tower,
which includes remote access
management and new account
creation.

The new IAM audit (Q4 in the IA
audit plan will be looking at the
new controls deployed by EUC
tower once in place.

Refer to 8 above

POL00423307
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Audit Highlights

Background

The management of supplier contracts within PO is split between the
Procurement team and business area that benefits from the relevant service. For
IT contracts some elements of contract management are undertaken by Atos.

The objective of the review was to assess the adequacy and effectiveness of
current processes and controls over contract management with a specific focus
on managing supplier performance.

* There have been some changes to management during the review with leads
for both non-IT and IT contracts leaving PO in December (non-IT) and March
(IT). The Bravo (portfolio management tool) Administrator also left PO in
February 2015, under Wave 1 - Business Transformation. The Purchasing
Director and Governance, Systems and Reporting Manager have been
appointed post review. Actions have been re-agreed with management as a
result.

Assessment

The findings of our work reveal long-standing and significant issues in the
management of non-IT contracts. The root cause of the number of findings is
thought to result from the Contract Management Framework (which provides
standard operating processes) not being fully developed, finalised and
implemented.

The report has three overarching messages on contract management at PO:

1. The split of roles and responsibilities between Procurement and the
business is not clearly understood or communicated.

2. PO does not fully recognise and understand the different risks and
complexity attached to different types of contracts.

3. PO contract portfolio is not fully known at present.

Whilst it is acknowledged that the focus of Procurement has been on the
Town Hall cost saving targets, it is our assessment that there is the risk
that the lack of focus on ‘business-as-usual’ contract management has
brought its own associated costs.

(Refer to Appendix A for PWC’s suggested Best Practice Framework)

Key issues

1. Supplier contract portfolio is not fully known.

2. Contract Management Framework (CMF) remains in draft (since its
development in 2012) and requires further development, finalisation
and implementation.

3. Staff have the ability to define their own roles and responsibilities.

4. Management are unable to effectively foresee and manage expiration
of contracts.

5. Analysis and management of risks to drive contract management.

Priority actions

1. Updating Bravo information as a matter of urgency.
2. Further development, finalisation and implementation of the CMF.

3. Review, communication and formal allocation of roles and
responsibilities.

4. Classification of all active contracts in accordance with the CMF.

5. Review of expired and contracts due to expire in the next six months

in terms of risk and potential value leakage. All material value
contracts are being managed.

CONFIDENTIAL
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Ref |Area Reviewed Findings Risk Priority Agreed Action Management Owner

Response Date

1. Policies, procedures and process documentation.

1.1 | Contract A review of PO contract | Staff do not act High a) The CMF should | a) The most | Governance,
Management management activity was | quickly and be reviewed and recent CMF [ Systems and
Framework completed by the Best | decisively when further developed material was | Reporting

Practice team | making (where required) produced in | Manager
(Procurement) in 2012. | decisions. and finalised. The 2012 and is

This involved reviewing document should far from a [Action Plan -
PO existing portfolio of | Lack of be approved by comprehensiv | October 2015
contracts. The output of | recognition over Chief Financial e policy and

the work was an outline | the importance Officer. what does

Contract Management | of contract b) The CMF should exist (.ppt's

Framework (CMF). The | management. be assigned an and  .xlss’s)

document has not been overall owner. was never

fully developed and | PO fails to c) An implemented.

remains in draft. We | continuously implementation A practical

noted that the CMF has | improve. plan to support and

no overall owner due to
the individual who
developed it leaving the
business in early 2014.

the
communication /
embedding of the
CMF should be
developed.

pragmatic
approach to
implementing

CMF  within
PO is
required.

b) We have
specified the
role of
Governance,
Systems and
Reporting
Manager
(recruitment
of which will
commence
shortly).

CONFIDENTIAL
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Ref |[Area Reviewed Findings Risk Priority Agreed Action Management Owner
Response Date
c) The action
plan will be
agreed with
the new
Purchasing
Director and
issued (end
October,
2015).

1.2 | Templates Templates for elements | Inconsistent Medium | Templates should | See response to | Governance,
of the CMF have been | working mandate a standard | 1.1 Systems and
developed (completed as | practices may application of Reporting
a part the activity in | lead to processes to ensure Manager
2012). The location of | inefficiencies, consistency and
the templates is not | duplication and efficiency of Action Plan -
clearly understood by | gaps in control. approach. October 2015
staff (held on a local Consideration
drive) and they are not should be given to
mandatory in their ensuring that:
application. We found e storage is
that templates are held centralised and
on a local drive they are
(individual has not left accessible to
PO) and remain in draft. everyone.

Testing found they had e they are flexible
only been used in one of enough to be
10 contracts sampled. proportionate to
This lack of take up is value and risks of
likely to have contributed each contract.
to the high degree of e are streamlined
variation in  contract to clearly show
management activity the ‘must do’s’.
observed during testing. e address the Atos
on- boarding
element.
CONFIDENTIAL
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Ref |[Area Reviewed Findings Risk Priority Agreed Action Management Owner
Response Date
1.3 | Business Non-IT contracts which | The business | Medium | The CMF should | See response to | Governance,
guidance are not classified as | has strong incorporate business | 1.1 Systems and

‘critical’ or ‘strategic’ are | technical / owner guidance Reporting

currently managed by | operational (including roles and Manager

the business area which | skills, built responsibilities)  to

benefit from the | through years of ensure those Action Plan -

contract. Management | experience; individuals October 2015

from Procurement have | however it has responsible for day-

recognised from | currently un- to-day, contract

experience  that the | leveraged management

business does not have | commercial activities are carried

(in the majority of cases) | skills which out as required.

the commercial skills or | could lead to

knowledge to ensure | value leakage on

effective and efficient | contracts.

contract management.

With  this in  mind,

business owners need

the support and guidance

of Procurement to ensure

contract management

activities are carried out

as required. This

guidance is not available

to those individuals and

this is partly due to the

lack of CMF.
1.4 | Classification The criteria required by | Contract High a) Contracts should | See response to | Governance,

of contracts the CMF to classify PO | management be classified | 1.1 Systems and

contracts as  Critical, | activities are using clearly Reporting

Strategic, Acquisition or | ineffective, over defined  criteria Manager

Leverage is not clearly | engineered and consistent

CONFIDENTIAL 5
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Ref |[Area Reviewed Findings Risk Priority Agreed Action Management Owner
Response Date
defined, inconsistently | and/or do not terminology, in Action Plan -
applied and, once | focus on areas accordance with October 2015
assigned is not re- | of most risk or the CMF,
assessed on a regular | potential benefit b) The following
basis. to PO. should be
considered to
strengthen
overall
arrangements:
o whether

classifications
consider the
level of risk
and
complexity of
a contract.

¢ the meaning
of
classifications
for Service
Delivery and
Atos teams to

inform the
contract
management
approach.

e 2 single
definition and
clear
approach for
each
classification.

e benefit of

reviewing the
classification

at least
annually as a

CONFIDENTIAL 6
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Ref |[Area Reviewed Findings Risk Priority Agreed Action Management Owner
Response Date
part of on-
going review
of the
contract.
2. Definition of roles and responsibilities of Procurement, Business and ATOS.
2.1 |Allocation and| There is no clear | Key contract | Medium | a) Roles and | This is a | Governance,
documentation | allocation of the roles | management responsibilities potential issue | Systems and
and responsibilities with | activities could across the | that will be | Reporting
regard to contract | fall through the contract addressed by | Manager
management activity | gaps between management the appointment
from Sourcing handover | roles and teams. lifecycle should | of the new role | Action Plan -
through to contract | Issues may not be reviewed. set out in 1.1 |October 2015
continuance (extension / | be resolved in a b) An  assessment | above.
retender) or exit stages. | timely manner should be carried
Issues with individuals | and out over the
understanding their own | opportunities to efficiency and
and others roles and | mitigate risks effectiveness,
responsibilities were | and optimise with which roles,
apparent in all contracts | services are responsibilities
sampled with no Atos | missed. This and
involvement. may also have a accountabilities
negative impact for contract
on PO management
financially. activity are
delegated
throughout PO.
2.2 (Handover A lack of knowledge | key contract | Medium | a) Contracts should | a) All Non-IT |a) Complete
transfer and staff | management be  reassigned contracts are
continuity between | activities  may where the now assigned [b-c) Governance,
procurement lifecycle | not be Contract to the correct | Systems and
phases has been an issue | completed. Manager Category Reporting
on some contracts. This assigned on Manager in | Manager
was evident during Bravo has left Bravo.
sample testing on PO. Confirmation | b) Will be | Action Plan -
contracts such as, Capita should be sent addressed as | October 2015
and Key Property by the relevant per the

CONFIDENTIAL
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Ref |[Area Reviewed Findings Risk Priority Agreed Action Management Owner

Response Date

Solutions. The observed Category response to

reasons for this include: Manager (non- 1.1 above.

e Contract Managers IT) and Sourcing | c) Agreed and
leaving PO  without Manager (Im Non-IT team
adequate handover. with an agreed have been

e lLack of formalised deadline for instructed
process for handover completion. accordingly.
and tendering b) Handover The broader
documents not being processes to issue will be
loaded onto Bravo. transfer addressed as

o Whilst a template has responsibilities per the
been developed to on Bravo should response to
support the handover be clear when: 1.1.above
process, our testing e the named
found that it was not ‘Contract
being used by Manager’ or
Contract Managers. business

e Contracts are owner
assigned to leaves PO.
individuals on Bravo e A contract
(30%) that have left becomes
PO. active.

¢) Bravo
maintenance
responsibilities
should be
delegated e.g.
Category
Manager (non-
IT) and Sourcing
Manager (IT).

2.3 (Business owner | The business owner for | responsibilities Medium | a)A record listing | a)Practically Governance,
the contract is not | jp managing the business this is very | Systems and
currently captured i.e. | contracts could owner against difficult Reporting
not listed or named on | pe unclear or contract  should because the [Manager
Bravo. There is no field | missed through be developed. business

CONFIDENTIAL 8



Ref |[Area Reviewed Findings Risk Priority Agreed Action Management Owner
Response Date
on Bravo to enter this. | a lack of b) Responsibility for stakeholders | Action Plan -
This information is | accountability or ensuring the can be many | October 2015
particularly important | ownership. record is kept up- and can
when Procurement does to-date should be change often.
not actively manage the delegated. The broader
contract. ¢) Bravo issue will be
functionality to addressed as
support this per the
exercise  should response to
be explored. 1.1.above
b/c) A
pragmatic
solution needs
to be developed
once the new
role is recruited
2.4 |Customer Procurement currently | The best | Medium | The benefits of | Agreed and [Jim Rawlings
contract has no involvement in | commercial involving of | whilst we are |30 September
management the business-as-usual | value from the Procurement in the | informally 2015
management of in-flight | contract during business-as-usual engaged in
customer contracts (third | the life of the management of in- [ some areas of
parties). The focus of | contract may flight customer | FS, I am happy
contract management for | not be achieved. contracts (third | to discuss how
Procurement has been parties) should be [ we engage more
directed towards considered. formally in the
suppliers. The potential process with
gap in commercial other groups.
thinking and challenge
offered by Procurement
could be a missed
opportunity for PO.

CONFIDENTIAL

POL00423307

POL00423307



POL00423307

POL00423307

Ref |[Area Reviewed Findings Risk Priority Agreed Action Management Owner
Response Date
2.5 |Executive The most important, high | Formalised Low The benefits (e.g. | Agree and this Governance,
involvement risk and complex | executive owner service needs to be Systems and
contracts are not | involvement performance) of | incorporated Reporting
formally assigned an | within contract formalised Executive | into PO’s Manager
Executive owner to drive | management owner involvement | supplier
supplier performance. could be a within contract | management Action Plan -
missed management governance October 2015
opportunity for activity for the most | model.
PO. important, high risk | A pragmatic
and complex service | solution needs
performance should | to be developed
be considered. once the new
role is recruited.
3. Contract administration.
3.1 |Bravo For accuracy the contract | Created High a) Contract a) All contracts [a) Complete
status in Bravo must be | contracts on Managers should that should |b) Governance,

correct i.e. Created
(Sourcing), Active (Live)
or Expired (Exit,

Extension or Retender).
As at November 2014,
according to the
management information
from Bravo, PO contract
portfolio  totalled: 77

Active and 19 Expired

Bravo which are
expired (or due
to expire) are
not captured
within the
management

information.

Invoices raised
will be based on

be requested to
complete the
following actions
within an agreed
deadline:

e ensure the status
of their respective
contracts on
Bravo is correct.

e check expiry date

be classified
as ‘Active’
now are and
have correct

end dates.
b) Whether or
not this

functionality
can be added
Non-IT

Systems and
Reporting
Manager

Action Plan -
October 2015

c) Complete
d) Jim Rawlings
30 September

CONFIDENTIAL
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Ref |[Area Reviewed Findings Risk Priority Agreed Action Management Owner
Response Date
contracts. However, we | rates within the of contract is Category 2015
found the management | expired entered. Managers are
information generated | contracts. e where contracts requesting he
from Bravo used by the | Therefore, PO are being Bravo
Procurement teams to be | may not get the managed offline administrator
inaccurate. This was due | most create a record to  ‘Archive’
to Bravo being | competitive on Bravo. all contracts
inconsistently used by | rates and billing e a confirmation that are no
staff (i.e. Contract | mechanisms, email of actions longer
Managers had not in all | given time completed sent to ‘Active’ or are
instances been changing | methods move the System no longer
the contract status from | on and these Administrator for valid for
Created to Active in [ changes will not Bravo. whatever
Bravo once live). Of the | be reflected by b) Contract ‘de- reason.
Created contracts on | operating under active’ status on | c) This was
Bravo, 111 contracts had | expired Bravo should be performed
expired. For 52 expired | contracts. added if the and actioned
contracts with a Created functionality in March,
status, we found that [ PO is currently allows for this. 2015.
payments had been | unable to c) Bravo System | d) PN will
made to a significant | effectively Administrator validate
number of those | foresee and should generate whether
suppliers after the expiry [ manage management these still
date. This could be due | expiration SO information  for exist.
to various reasons: that contractual the Sourcing
« Contract has expired. arrangements Council on:
e Expired contract has | can be revisited, . expired
been replaced, but | closed or contracts,
remains on Bravo. updated on a including
e Bravo has no | timely basis. date.
‘deactivated’ status. . contracts
¢ New contract has not due to
been uploaded on expire in the
Bravo. next 6
months.
d) Bravo entries
recorded as:
CONFIDENTIAL 11
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Ref |[Area Reviewed Findings Risk Priority Agreed Action Management Owner
Response Date
‘expired contract
- catch all
vendors’ should
be reviewed.
3.2 |Direct Awards | A 'Direct Awards’ paper | pelays in the High a) A review of | A response has Complete
was presented to the | contract award retender been prepared
Sourcing Council on 19 | |eading to value requirements for each and
February 2014. At the | |eakage, given (including every contract
meeting a total contract | that no value associated risk / | set out within
award of £29 million was | penefits are potential  value | the Direct
approved for 12 | currently being leakage) for | Award paper.
contracts to the previous | realised by PO. contracts as per
Royal Mail Group (RMG) | The opportunity the ‘Direct
suppliers following | to realise cost Awards’  paper
separation. The value | reduction / presented to
was based on contract | jncreased value Souring on 19
duration of 18 months. | or exit at the February 2014
The paper mentioned | earfiest should be
that re-tendering | opportunity may performed.
exercises  would  be | pe missed. b) An Action Plan
subsequently run on an documenting the
individual case-by-case next steps
basis to capture should be
maximum  procurement subsequently
value for the business. prepared.
No action plan to support
the re-tender exercises
has been developed to
date. The 18 months is
due to expire in
September this year.

3.3 |Retention and| The lack of formal | Suppliers could | Medium | A review of PO | We are in the |Jim Rawlings
management guidance on the | claim that an documentation / | process of |30 September 2015
of contractual| retention and | electronic copy data management | verifying now
documentation | management of | of the contract policies to ensure | that Bravo has

contractual records has | has been they are appropriate | been brought up

CONFIDENTIAL
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Ref |[Area Reviewed Findings Risk Priority Agreed Action Management Owner
Response Date
led to hardcopy contracts | doctored. and applied | to date.
are being stored consistently across
inconsistently (e.g. | Contract could contact
Contract Managers, | be lost or management. If
Business Users, | misappropriated. necessary, specific
Company Secretary and policies and
archiving). The location procedures  should
of the hardcopy contract be developed and
was unknown in 40% of communicated  for
suppliers sampled. contract
management. This
Anecdotal evidence from should cover:
interviews with Contract e Storage
Managers also suggests /archiving of
that some contracts are hardcopy
being managed offline contracts; and
and therefore have no e« Retention
Bravo system record. A periods.
reconciliation between On completion the
suppliers paid, against existing hardcopy
Bravo system records contracts should be
indicates that this s stored to this effect.
likely to be the case.
3.4 |Review of | The accountability for the | Contracts do not | Medium | A process should be | Major contracts | Governance,
contracts on-going review of the [ meet the put in place for | are being | Systems and
contract (e.g. quality of | evolving planning and | actively Reporting
service, delivery, | business needs. coordinating the on- | managed. A [ Manager
adherence to contractual going review of | governance
requirements, Potential cost contract. process is
relationship and value | saving required. See | Action Plan -
etc.) is unclear at | opportunities in response to 1.1 |October 2015
present. There is no | contract being above.
formalised timetable or | missed by PO.
review process agreed.
Sample testing found no
evidence of review on

CONFIDENTIAL 13
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Ref |[Area Reviewed Findings Risk Priority Agreed Action Management Owner
Response Date
four of five non-IT
contracts sampled. In
these instances the
contracts had expired.
Whilst a Town Hall with
suppliers was recently
held, which involved
review the value of all
contracts and identify
cost saving
opportunities, this should
not be a one off exercise.
4. Supplier performance management including SLA, KPIs and service credits, validation, escalation and resolution
of issues.
4.1 |Supplier self-| PO relies on supplier self- | Supplier poor | Medium | a) Self-reporting of | See response to | Governance,
reporting reporting of performance | performance or performance 1.1 above. Systems and
in the majority of cases. | inaccurate maybe an Reporting
We identified some | reporting appropriate to Manager
instances during our | remains performance
sample testing where | unknown. measurement in Action Plan -
there was limited some cases. October 2015
challenge to performance | Performance However the
reported by suppliers. penalties are not appropriateness
being correctly should be
Whilst it was found that | applied. determined by
there are some ad-hoc or associated risks,
one-off assurance | Payments are complexity and
activities which occur | made to type of data
informally on some | suppliers for being reported
contracts, this is only on | services that by the supplier.
a silo basis. This could be [ have not been b) Where processes
partly due to the lack of | delivered. are identified as
CMF to formalise the ‘high risk’
process for  seeking through risk
assurance. assessment, PO
CONFIDENTIAL 14
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Ref |[Area Reviewed Findings Risk Priority Agreed Action Management Owner
Response Date
Sample testing identified should consider
there was no Service the value of
Level Agreement drafted collecting its own
for the Mindshare performance
contract. We noted that data in order to
there was some independently
confusion from the measure and
business over who was validate data.
responsible for ¢) Procurement
developing this. should make a
recommendation
to the Business
Owner on
whether a
Service Level
Agreement (SLA)
is required
during Sourcing.
If this is not
completed, prior
to contract
signature or a
decision is taken
by the Business
Owner not take
forward, then
this should be
reflected in the
relevant local
risk register.
5. Contractual and supplier risk management.
5.1 [Risk Guidance on how risk | Risks and issues | Medium | a) Contractual and | See response to | Governance,
Management and issues should be [ may not be supplier risk | 1.1 Systems and
documented, escalated | identified, fully management Reporting
etc. has been developed | recognised and processes should Manager
(back in 2012); however | understood by be aligned to the
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Ref |[Area Reviewed Findings Risk Priority Agreed Action Management Owner

Response Date
it has not been shared | PO, in terms of overall corporate Action Plan -
with the relevant | the different risk management October 2015
business owner | risks attached to approach for PO
responsible risk | the different and clearly
management. The impact | types of communicated.
of this was observed in | contracts and b) Risks should be
the absence of risk | suppliers. actively managed
management on PO non- to ensure that
IT contracts. No risk controls are in
registers had been place for
developed for any of the mitigation and
non-IT contracts sampled on-going
instances. monitoring.

c) Assurance should
be planned
against the risk
dependent on risk
rating.

6. Management information and reporting.

6.1 |Continuance The timing of the | gyppliers could | Medium | a) The decision | As part of the | Governance,
Decision continuance decision | potentially making process | CMF  we will [Systems and
Making needs to be such that PO | complete trading for contract | establish Reporting

is in a position where it | arrangements continuance variable notice [ Manager
ideally does not operate | without effective (exit, extension | periods for
expired contracts. | renewal  which or retender) [ contract expiry [Action Plan -
Feedback from some of | could lead to should be | according to the [October 2015
the contract | other business reviewed. time it would
management community | or  operational b) The take to
suggests that the six | jssyes. responsibility for | undertake a re-
month trigger on Bravo monitoring tendering
does not wusually give contract expiry / | exercise.
adequate time for a triggering the
retender exercise to be process should
completed. This has led be delegated.
to behaviours observed
such as, extending
CONFIDENTIAL 16
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Ref |[Area Reviewed Findings Risk Priority Agreed Action Management Owner
Response Date
contracts due to lack of
time and resource to
retender.
7. Atos
7.1 |Atos. The Atos contract is | The new IT | Medium | a) A timescale for | IT Procurement | Governance,
currently being | environment review of the | issue. See | Systems and
stabilised. A review of | fails to deliver Atos contract | response to 1.1 |Reporting
the contract by | the expected (including (IT Procurement | Manager
Procurement is due to be | benefits e.g. detailed view of | should not work
completed in April 2015. | cost savings, obligations) to a different | Action Plan -
We observed: risks and should be | governance October 2015
eThere is a lack of | efficiencies agreed. process than
certainty over whether | compared with b) The assurance | Non-IT).
PO is correctly paying | current requirements for
for Atos services. This | environment. the Atos contract
is primarily due to the should be
complexity of the determined.
contract (i.e. c) PO should
obligations, costs were reconsider the
written around an decision not to
integration model with have visibility
4 towers). The Contract over risks dealt
Manager for Atos is with by Atos and
currently pulling therefore closed.
together a more
detailed overview of
Atos obligations.
e There is no ‘Assurance
Plan’ for the Atos
contract.
¢ Atos operationally holds
a risk register for each
supplier on-boarded.
Risks which have been
dealt with by Atos and
therefore closed are
CONFIDENTIAL 17
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Ref

Area Reviewed

Findings

Risk

Priority

Agreed Action

Management
Response

Owner
Date

currently not
with PO.

shared
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APPENDIX A - PWC Framework

Best Practice

A mature contract management control environment is based on a formal framework which all personnel involved in contract management are aware of,
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understand and follow in the sourcing, procuring, managing and operating of contracts. A framework should include the following:

Categorisation of contracts

This allows flexibility across different contracts dependent on the size, risk, value and complexity of a contract
arrangement. Each category is subject to different levels of oversight with the most basic contracts requiring
very minor on-going monitoring and the more complex contracts requiring more regular and detailed
monitoring, independent assurance and collaboration across the organisation.

Roles and responsibilities

These should be clearly defined within the framework. It should be clear who is accountable for what and
individuals should be incentivised accordingly (e.g. fixed reward or variable).

Clear linkage between
procurement and the business
function

The individuals responsible for the operation of the contract should be involved in agreeing the scope, Service
Level Agreements and KPIs set within the contract as they will be responsible for managing the contract once in
operation. At the very least there should be a formal handover from procurement to the business function.

Clear plan for
renewing/renegotiating
contracts on expiry

Depending on the length and complexity of a contract it can take a number of months to renew/tender a
contract. Trigger dates should exist for all contracts for this process to begin to avoid operating expired
contracts.

Minimum management
information requirements

A minimum level of management information should be defined up front and be maintained for each contract
(the level of which will depend on the categorisation of the contract) as this allows for consistency across
contract management.

CONFIDENTIAL
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Background

Financial crime risk is defined as the vulnerability, or exposure of the
organisation towards financial crime and irregularity. The prevention, detection
and resolution of financial crime is a management responsibility and the
business must satisfy itself that it exercises suitable control over ‘financial crime
risk’ covering Head Office functions, corporate services, network, depots and
branches. Before separation RMG was responsible for fraud risk management.
The focus of our review has been on the financial crime of fraud. Further reviews
of anti-money laundering, bribery and corruption and cyber will be considered as
a part of our on-going review of Internal Audit Plan for 2015/16.

Our overall assessment

PO currently has a culture where not knowing what you don’t know is accepted.
To be confident in conclusions over fraud risk maturity, PO will need to ascertain
what it does not know, and how it will go about learning it. As a first step, PO
will need to determine its fraud risks organisation-wide and how effectively they
are being managed. GE will also need to determine the ideal future state,
commission a gap analysis, and prioritise activities that will help to enable the
development of an organisation-wide anti-fraud programme. Fraud risk will need
to be owned at the top to set the right tone. Ethical behaviours will also need to
be communicated to staff, given the lack of clarity noted during the review. Such
a programme will not only help to enable appropriate compliance with regulatory
mandates, but will also help PO align its behaviours, values and performance
drivers as well as, protecting its assets and reputation. The current culture will
be hard to change and will require a focused and coordinated approach as well
as investment. A sound ethical culture and effective system of internal control
will be essential elements for building an anti-fraud strategy going forward.
However, this will not provide complete protection against all fraudulent
behaviour, highlighting the continued importance of prevention and detection
measures provided by the Security - Fraud Risk and Analysis teams. PO now has
the opportunity to build its own defences against fraud risk under a wider remit
than at present; however fraud risk will need to be moved up the agenda for
this to be realised.
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Key issues

« No Exec owner to set the tone.

« No organisation wide policy or coordinated approach for management
of financial crime.

« Effective mechanisms to prevent and detect fraud and corruption are
not incorporated into policies, procedures and systems as standard.

« Risk of losing independent and specialist oversight of branch activity
by Security - Fraud Analysis under Wave 3.

o Staff are not clear on where and how to report suspicions or concerns.

« No formalised process for detecting internal staff or agent
remuneration fraud.

e Technology and tools to detect fraud are limited.

¢ A healthy dose of professional scepticism is not generally applied by
staff when considering the potential for fraud.

Priority actions

e Formally nominate a GE member to be responsible for financial crime
risk management.

o Identify financial crime risks organisation-wide and effectiveness of
management.

e Determine the future state, commission a gap analysis and prioritise
activities.

e Delegation of roles and responsibilities to deter, detect and respond to
all fraud across PO.

e Moving management of fraud risk and more widely financial crime risk
to one place.
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Detailed Findings
Ref |Area Reviewed Findings Risk Priority Proposed Action Owner/Date
1. Financial crime risk strategy, policies, procedures and guidelines
1.1 | Anti-fraud There is no enterprise level or | Staff do not have a High a) Financial Crime Strategy / | Jane MacLeod
policies, corporate policy for  the | clear Policy should be January 16
procedures management of fraud, or | understanding over developed and
corresponding owner. This is | what part they play implemented. This should:
likely to have contributed to the | in the management ehave a GE owner to
lack of clarity over management | of fraud risk. promote Board
and staff responsibilities for commitment.
ensuring that appropriate action | Organisational * Board approval.
is taken for preventing and | restructure / staff e COvVer components:
detecting fraud. The impact | reductions may prevention, detection,
observed has been the | result in fewer deterrence and
significant fragmentation of its | internal  controls response.,
management (particularly with | such as e roles and responsibilities
regards to internal staff fraud). segregation of clearly described.
duties, approval b) Relevant financial crime
processes, documents should be
supervision and communicated.
rotation of staff. c) Effectiveness should be

Tolerance levels for
fraud and
corruption are not
defined.

measured. This should be
reported to ARC on an
agreed basis.
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Ref |Area Reviewed Findings Risk Priority Proposed Action Owner/Date
1.2 | Fraud Risk | whilst the Security team have | Financial, operation High PO management of fraud risk | Jane MaclLeod
Management | hyjlt a fraud risk management | and  reputational and more widely financial | January 16
framework covering the | risk. crime risk should sit in one
fundamental elements within the place.
remit of their activity, it is Fraud goes
focused on customers and | ndetected.
branch facing activities
(Network, Supply Chain and
change projects). This does not
currently cover: cyber, internal
staff and supplier/partner, speak
up (whistle blowing) and
remuneration.
1.3 | Policies, When designing and | Staff are swayed High a) Catalogue of policies and | Jane MacLeod
Procedures implementing new systems, | by the opportunity procedures should be John Scott
and policies and procedures controls | (little  fear  or assessed to identify which | January 16
Programmes have not always been built-in to | exposure or like should be ‘fraud proofed’.

reduce the risk of fraud (refer to
detailed findings in Appendix 3).
This is partly due to PO not fully
understanding the high fraud
risk areas. Whilst there is a
Policy Review Group the
Security - Fraud Risk team are
not represented or requested for
input to ensure ‘fraud proofing’
where relevant.

hood of detection)
to commit fraud.

Investigation

outcomes and
fraud risk is not
incorporated into
policies and
procedures.

b) A risk based approach
should be taken on the
order of priority.

c) Fraud proofing of policies
and procedures should be
incorporated into  the
remit of Policy Review
Group.
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Ref |Area Reviewed Findings Risk Priority Proposed Action Owner/Date
1.4 | Fraud PO has not conducted a staff | Staff may not have Low a) PO should undertake a | Jane MacLeod
Awareness fraud awareness survey since | the same level of fraud awareness survey of March 17
Survey separation to assess the level of | understanding  of staff to assess their level
understanding  of  anti-fraud | PO’s anti-fraud of understanding of fraud
policies, procedures and | strategy. related policies and
processes. Most organisations of procedures.
similar size would do this as a b) Findings of the survey
matter of course. should be used to develop
an action plan to address
areas, where staff
understanding of policies
and procedures is not
consistent.
c) Such a survey should be

conducted on a three

yearly cycle.

2. Roles and responsibilities with respect to financial

crime risk management (including cultural aspects).

2.1

Responsibility
for Fraud Risk

Whilst Security has taken on
some of the mitigating fraud risk
management activities, no
function, team or individual has
been formally delegated to act
on behalf of Board or Audit and
Risk Committee (ARC) to ensure
that PO has  appropriate
arrangements to: deter, detect
and respond to fraud.

Fraud risk
management is low
on the PO agenda.

Sound ethical
culture is not
established.

Lack of

empowerment  to
inform and enforce

policy.

High

a)

Delegation of roles and
responsibilit