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1 Executive Summary

Context

As outlined to us by the Post Office Limited ("POL”) litigation team, * POL is responding to allegations from Sub-
postmasters that the “Horizon” IT system used to record transactions in POL branches is defective anathat the
processes associated with it are inadequate (e.g. that it may be the source and/or cause of branch losses). POL is
committed to ensuring and demonstrating that the current Horizon system is robust and operates with integrity,
within an appropriate control framework. *

POL is confident that Horizon and its associated control activities deliver a robust progéssmg environment through
three mechanisms: POL have designed features directly into Horizon to exert contvtfl PQf. operates IT
management over Horizon; and POL have implemented controls into and ar;yd the businessprocesses making
use of Horizon. Collectively these three approaches of inherent systems d? ign gngo»ng“systems management
and business process control are designed to deliver a Horizon processuprg enyfonmem\whlmoperates with
integrity. s

Ve

e
/

/ /

/\
Since its implementation in branches, POL has commssioned of has F&oéw “a number of pieces of work relating
to the Horizon processing environment, to provide comfort over i mtegnty(\Thls work, referred to in our report as
the “Assurance Work”, provides documented assertions relatmg to aspects 6f\the design and operation cf the
Horizon processing ervironment. The Assurance Wo includes. 1T pl'Oj tdoeﬁments operational policies and
procedures; internal and external investigations and wrewewa mdependent a/dlts, and emails confirming otherwise
verbal assertions. \

— \
Deloitte has been appointed to: v \‘\, \ \
. onsider whether this Assu@aée Qrk agpropné\tely covers key risks relating to the integrity of the
processing environment, /

s 0 extract from the Assurance Work an. initial sghedule of the Horizon Features

® oOraise suggestlons for. potenwmp veménts in the assurance provision.

/ ™~ b

' “Horizon Features” is a ter) we hav introduc éd to féQpe’éent those features of the Horizon pro cessing environment, including IT management
and business use congs whéh prhthat |

. ovements in nch Ie%ers have thg/full ownershi p and visibility of sub-postmasters; and

. udit trails kept by tne\ystem are complete and accurate.
Summa ry of Ap proac he “ Key assertions requiring assurance, to underpm confidence in processing m‘tegr&tv

We have structured our work around the
key control assertions shown in the

| processes wre well |

sontrolvd
diagram (right), which has been agreed
with POL. We consider these to be key R
matters that POL should control in order to [Birpodibol

gain comfort over the integrity of
processing.

We have considered POL’s three design
approaches when evaluating the

Assurance Work.

H St posted fromy
| other systems and teams |
i visitie o ad acoepled
i bysubpostmasters, |
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A key element of the approach was to identify the Horizon Features. POL did not have an existing document that
could be described as representing the Horizon Features in a demonstrably complete way, therefore we have
drawn out an initial view of the Horizon Features from the underlying documentation and considered Assurance
Work relating to them (Appendix 2) for the purposes of this review.

We have grouped the Assurance Work provided to us into three areas, corresponding to POL’s three mechanisms
of exerting control over the processing environment, as follows:

e System Baseline Assurance Work: This aims to provide comfort that the original Horizon implementation
and other changes performed under formal projects were well governed (compared to Deloitte project
management methodologies) and that detailed testing was performed against agreed business
requirements. Such activity would verify that the system was, at that point in time, fit for purpose and
implemented as intended. This assessment considers the point when the system and processes are

created. /\\

e [T Provision Assurance Work: This aims to provide comfort that the lT'ﬁana@ement activities required to
run the Horizon system with integrity are designed and operating ef;eétwely Suéhact:v:ty verifies that key
day-to-day IT management activities (e.g.: security, IT operatlons aqc\i srystem change\ are appropriatdy

governed and controlled. Yy

/“ /'/ A\

s System Usage Assurance Work: This assurance a|m<s to prw\;le corhfort that the controls in and around
the business processes which make use of the Horizon system ariappropnately designed, in place and

operating as intended. \

)

//
7

/

Our work has been performed as a desktop review of documentahon madeévatlable and has neither tested the
quality, completeness or accuracy of the Assurance Work prowded to us ‘or tested any controls relating to the
Horizon processing ervironment. \_\ V /“\

TN 3 (
Summary of Observations ~ ) \ )}

Substantial Horizon-related system/dochlematlon exists; );'“omparable to that typically seen in organisations of a
similar scale where IT activities aré\gutsourced and fomfal assurance activities are not mandated. Some
organisations are externally mandated\to have\q greater level of end-to-end, risk orientated documentation and

testing, e.g.: in financial servnces PQLIS\Q\Ot S0 fnandated.
Based on our review.of thgg;/éllable dowmentatlon our key observations are:
<
. he extens:ve Horlzbn sys’tem 6ocumentat|on is structured from a technical rather than a risk and controls

perspective and rovides an/nnderstandmg of the Horizon Features. POL should conduct a formal
assessment to |denu\y z—} mmplete set of Horizon Features that respond to POL's control objectives.

. he integrity of the Audit Store is designed to be preserved by a system of “digital seals”. This feature
underpins the ability to confirm the completeness and accuracy of data kept in the Audit Store, and that of
subsequent reports generated from the Audit Store. These digital seals are key components in the Horizon
Features.

. OL is relying on the Horizon Features being implemented and operating as described. Whilst our review
focussed on the design of the Horizon Features, the Assurance Work we have assessed does not
completely test these features for implementation and operating effectiveness. Only those Horizon
Features relating to IT Provisioning have been validated and tested. In addition, during the course d our
engagement, one of the Horizon Features not so tested has been discovered by POL to not be
implemented as expected.
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. usiness use (process) documentation is not complete or up to date, by some years in cases. As part of
completing or updating the documentation of Horizon Features, all relevant business uses should be
identified and evaluated from a control objectives perspective to identify potential addition matters being
relied upon.

. re 2010 Assurance Work has not yet been located by POL. This Assurance Work is required to evaluate
the comfort that the system was originally built and tested to specific business requirements. The
implementation in 2010 of HNG-X is asserted by POL to have not significantly impacted the design of the
Horizon Features.

. overning controls over key, day-to-day IT management activities have been independently tested and
opined by Ernst and Young (since 2012) to a recognised assurance standard (ISAE3402).

. number of third party systems are used by Horizon on a day-to-day operatmﬁékbasns Documentation
asserts that these interactions do not impact on the Horizon Features.

/'
/
S

Scope Limitations

\\ \
Our work has been subject to the following exclusions: /

/
. nly matters relating to the Horizon Features within the Honzd\ pr/oceésmg ermronment have been

considered during our review; \
NS
. e have not provided a legal or any other oplmon asto the complet&ss and accuracy of processng of
Horizon at any point throughout the work; << \\/
o e have not had direct contact with any third partles/ oth ‘than named contacts that you have provided to

us (Appendix 3); N \

Y Y
\

. e have not verified or tesjefc/i/ am; irﬁ%rn}éﬂdnprﬁ ided directly by you, or directly or indirectly by third
parties (the schedule of in ah?ﬁn’recelved |s/ Appendix 3);

<

. e have not revu;wed any aontractual p\'pwsons in place between you and third parties;
/,/ 4 /“"‘\N u, \\“\»/
. e have n?t"teste@any of\the Honzon Features; and
\m \\ /; /‘;
. e have not véi@ated ‘of commented on the quality of the Assurance Work supplied to us.

NNy

'
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2 Introduction

Introduction

The Horizon system has been used by POL since 1995. Duiing this time it has processed many millions of
transactions across thousands of branches. Horizon is accredited by Payment Card Industry Data Security
Standard (PCI DSS) and 1ISO27001. ltis currently used by more than 68,000 users across 11,500 POL branches
and is administered by Fujitsu as part of a managed service agreement. It is a key operational system for POL and
integrity of processing on the system is crucial to the day-to-day operations of the business.

POL is responding to allegations that the Horizon processing environment, used to rgéor?j transactions in POL
branches, is defective and/or that the processes associated with it are inadequate.”

In order to respond better to the allegations (which have been, and will in allAlkellhood con{mue to be, advanced in
the Courts), POL management want to demonstrate that the Horizon prozesgné erwr&nment Jis robust and

operates with integrity, within an appropriate control framework. / \ /’

VR AAN d
In particular, management at POL has highlighted two key statgments mey wgﬂld like to assess their comfort cver
in response to the allegations, being: (

1. That Sub-postmasters have full ownership and visibility of all records in their Branch ledger; and
2. That the Branch ledger records are kept by jhe system with lntegnty/énd full audit trail.
x ‘&
POL management have previously either been prowded wrth a’r col m;ssroned work (including independent
assurance reviews) into matters relating to Honzon S operatmg/enwronment and processing integrity. Documents
outlined in Appendix 3 have been prowded tous and cor\S|dered as part of the planning and delivery of our review.
~
)

e
Y%

Objectives and Activities Umﬂ@rtakém

,,/

/

The purpose of this report |stoprovrdé‘ baseg Gpon the information made available to us by you, an independently
produced summary of the/ssuram:e Work undertaken over your current day Horizon processing environment and
make recommendatray)n quher/work that could be done to enhance these assurance sources.

The work we have performe\to ppoduce this report has included:

. btaining an understanding of the Allegations; POL’s key risks in and internal controls over the Horizon
processing environment relevant to the integrity of processing; the measures in place to record a nd
preserve the integrity of system audit trails and other background matters that we may deem necessary to
complete our review;

. btaining an understanding of the key differences between the current Horizon processing environment,
and the system which this replaced (here-to referred to as the “Legacy System”);

. eviewing, understanding and consolidating the Assurance Work (e.g.: investigations, assurance activities
and remediation actions) which POL or third parties have undertaken;

. olding discussions with relevant members of POL staff and other key stakeholders;
. eviewing project documentation relating to the 2010 mplementation of Horizon, in order to compare the
nature and extent of p roject governance and documentation with Deloitte’s good practice project

management methodology;
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. reparing an initial schedule of Horizon Features and assessing the level of comfort over these, provided
by POL’s Assurance W ork (including the use of a specialist to assess the design of the Audit Store’s
tamper proof mechanisms); and

. ecommend further activities that management could undertake to improve the assurance provision.

Scope limitations are outlined in the Executive Summary above.

Understanding of Historical Issues and Concerns

As an initial step, in building the requisite understanding required of the historical context leading tc this review, we
have reviewed the documentation provided by POL in order to understand the history of issues and concerns which
have been raised in relation to the system.

a
From the documents provided, we have identified the following matters which have efped to provide us with a high
level understanding of the nature and extent of the potential concerns with the Hgﬁ’zon processmg environment,
and thus focus our work in certain higher risk areas:

/
/

Branch 14 Issue - Involved a processing error where historic accountlngenmes in %ﬁZOH}ﬁH financial year were
replicated in accounts for 2011/12 and 2012/13. 4 // \ //

yd / . /
Branch 62 Issue - Involved a Receipts and Payments m:smatch‘ in Hér\;cin wHen discrepancies were moved into
the local suspense account (this is an account which aggregates Il dlscreQanCIes into a single gain or loss fora
branch trading period). \ \

p

Falkirk Issue - The Falkirk Anomaly occurred when\’\éashwgr sto&”ﬂ)vas _trérxsférred between stock units.
\ T 5

Spot Review Bible — This outlines a sequence of maﬁers rzb("s‘éd ”u-ri.ﬁg the work performed by Second Sight over

the allegations raised over the Horizon syst’é?ﬁ”émd sul:hmaryxiommentary on 10 issues within.

\

Lepton Detailed Spot Review lnfofrfétmm fmcwded witl;uﬁ Spot Check Bible) — Detailed documentation has
also been prov:ded in relation to Sgot Re\new 1. The issyé raised was that a Sub-postmaster will not be notified

Reflecting on the nature. and substanCe of‘thes/e issues, and documentation relating to their follow-up and

resolution, we have uﬁders’(ood fhg lmp@rtanc,(e of the audit trail to provide evidence relating to disparities between

Sub-postmaster acﬂ%\ts of events and subsequent investigations, based on audit trail evidence, by POL/Fujitsu.
/

N

As a result of the above\L} erstandm/g our work relating to IT Provision and System Usage Assurance Work paid
particular (but not exclusive focus on Information System Operations (IT environment processing), and business
processes controlling relevant key data flows (the key data flow for our assessment being that of the complete and
accurate transmission of data from the Counter system at the Branch to the Branch Database and subsequently
into the Audit Store).
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3 Approach

In the absence of POL’s own holistic risk assessment relating to the Horizon processing environment, key to our
assessment of sources of assurance has been the formulation of an initial “risk universe”, against which coverage
of the associated risks by the relevant sources of assurance can be assessed (“mapped”).

We have considered this risk universe across three key areas:

1. Control objectives and risks relating to the ‘System Baseline’.

2. Control objectives and risks relating to ‘IT Provision’. A
S

3. Control objectives and risks relating to ‘System Usage’. ya'

,,/ yd

Risks relating to the System Baseline — these are risks that the original mpJementaﬁQn project and other
changes performed under formal projects were not conducted in line with ggi6d grqect mat gement practices, and
that detailed testing was not performed against agreed business reqwrerﬁsms Thesé\rlsks are governed and
controlled outside of day-to-day system operating procedures. Controis w)z{ch mitigate t Q§e/r/sks are often

referred to as “Project Controls” and “Inherent System Controls” (Lhoscﬂesiéngd and built into the IT system).
NS/

Risks relating to IT Provision — these are risks that the underlyhg\ IT actrv\t:es necessary to provide a system
that can run and be used with integrity, are not desgned and operatmg effectrv)ely Such risks relate to key day-to-
day IT management activities, relating to security, IT ,gperations and system /czhanges Controls which mitigate
these risks are often referred to as “General Compufer Cantrols Our We;k ‘focussed on assurance provided over
Fujitsu's activities in these areas. \ O\ A~ S/

\ s

Risks over System Usage - these are sz’f(s that“key features of Horizon and corresponding business use
activities (processes), aiming to preven’f or.detect matters\tha <N0uld impact the integrity of processing, are not
designed, in place or operating as 1ntem;(ed/The/se are the’more detailed risksin relation to particular aspects of
capturing and processing transact&o across,the Horizan processing environment. Controls which mitigate these
risks are often referred to as “End Use Contrb‘l " “Apphcatlon Embedded Controls’ and “Process Controls’. Our
work focussed on the mtemal dataﬂdws%at{\;r;}lzon (Counter to Branch Database to Audit Store for example)
and we also con&de/red th9 réTevance qf interfaces with other systems such as the DVLA.

\ !
In the context of thesa three é(eas of n;.'k we have performed knowledge gathering activities in order to understand
the Horizon processmg egytronment(n sufficient detail to identify specific risk areas and those Horizon Features
identified to exert control ove\th/ese risks.

1. Approach to Understanding of System Baseline Risks
In considering Baseline risks we have considered past iterations and changes to the Horizon IT system, including:

. ny that lead to changes to the Audit Store;

. he Horizon Implementation Programme in 2010-2011;

. he Data Strategy Foundation prgect in 2012 and 2013 (which updated the dataflows into Horizon from
certain third party transactional systems, including ‘Post and Go’, and ‘Paystation +’); and

. he original Horizon platform delivered in 1995.
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2. Approach to Understanding of IT Provision Risks

Our understanding of IT Provision risks has been formulated through our understanding of the system via
documentation review and verbal discussion with sugporting POL and Fujitsu SMEs. Due to the nature of the
System Provisioning risk areas, the formulation of this understanding has been mainly through interview with
Fujitsu and POL security team members.

3. Approach to Understanding of System Usage Risks

Our understanding of System Usage risks has again been formulated through documentation review and verbal
discussion with supporting SME’s to identify additional support areas. Due to the nature of the System Usage risk
areas, the formulation of this understanding has been mainly through interview with Fujitsu, POL Finance Shared
Services and POL Security team members.

)
// //
Following our assessment across these three areas, the diagram below de scribes the key risks identified within the

Horizon processing environment. We have number coded the risks in the b tem)ol\ (1) c responding to Baseline
Risks, (2) corresponding to IT Provision Risks, and (3) corresponding to Usa sks

This diagram thus represents the framework of key risks that needto t/)g’cgnf\aLled by Honzon Features and
appropriately assured in order to provide the comfort required by POL managément.

Combining the Above

That the system was fit for purpose and
worked as mtended when first put in.

this diagram are
complete.
ign features adversely. That supporting 1T |

.............................. S processes are well
controlled.

I That transactions fromthe Counter are
recorded conﬁ)letely, accur\ately an on a

[That the Audit Store |
complete and accurate
record of Branch Ledge!
... Iransactions

That information

reported fromthe
Audit Store retains

original integrity.

Centera Audit Server

" That DBAs or others

% granted DBA access
5. have not modified
%, ranch Database nor
y_Audit Storedata; |
That data posted from
other systems and teams
is visible to and accepted
by sub post-masters.
LEGALLY PRIVILEGED AND CONFIDENTIAL © Deloitte LLP 2014

It can be observed that the majority of the risks identified are System Usage risks, which is expected based on the
complexity of the IT processing landscape and the diversity and volume of transactions being handled.

DRAFT FINDINGS
STRICTLY PRIVATE AND CONFIDENTIAL. SUBJECT TO LEGAL PRIVILEGE.



WITN10370171
WITN10370171

Sources of Assurance Work relating to the Horizon Processing Environment

The diagram below summarises key examples of the Assurance Work reviewed and referred to as part of our
assessment.

END TO END Horizon PROCESSING ENVIRONMENT

System

IT Provisioning Risks System Usage Risks

Baseline Risks

When considering the sources of assurance over IT Provision Risks, System Usage Risks and System Baseline
Risks, a number of parties have been (and continue to be), involved in performing work over the Horizon
processing environment which contributes to the overall assurance management has over the correct operation o
the system.

Assurance Work from the following organisations, in addition to information provided from POL, have been
identified and considered in our work:

. ujitsu, who designed, built and now operate Horizon;

. ureau Veritas, who perform 1ISO27001 certification over Fujitsu’s networks, including that of Horizon;
¢ nformation Risk Management (IRM) who accredit Horizon to PCI DSS;

DRAFT FINDINGS
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. rnst & Young, who produce an ISAE3402 service auditor report over the Horizon processing environment;
and

* nternal audit, who perform risk based reviews within POL.

In considering the Assurance Work provided to us by management during the course of this engagement we have
considered whether they constitute assurance provided under an assurance engagement, as defined by IFAC, or
are sources of information that provide comfort in other ways. For the purposes of clarifying the Assurance Work,

we have assigned each document received to one of two classifications, defined as follows:

“Assurance”—-The Assurance Work has been provided under an assurance engagement by an independent third
party, suitably qualified in the subject matter constituting the focus of the engagement to provide a valid opinion.
Sources of such assurance include:

s nternal Audit functions;
. xternal Audit; and /\
. ther third party reviews, not involved in the original design nor day-to-day” operatlon o the system
S ¢
containing (a) a formal opinion, such asthose performed in line with reﬂognlsed standards, such as
ISAE3402 or (b) no formal opinion (i.e. a report based on evndence/and faqts withi t interpretation).
ya N ““'\
“Other Sources of Comfort”— The Assurance Work is either not prodl,ufed/by an mdependentparty orby an
individual who is suitably qualified in assurance encagements, or both cherspurces of comfort include:

\/ /
o T Project Documentation; /
. perational Documentation, such as policies, procedures and procés\/ system information produced by

<

functional teams; Vs \ P
. eviews or investigations performed by outé.ourcers (e. g deep divés diagnostics, spot reviews);
. usiness peer group review teams and functrons and) y /
* Second line’ compliance teams. . g / ~

)]

In Appendix 3 we have documented aIMhe Assurance V\lork we received and added our classification o those
sources by these two categories. / / A

Summary of Work Pormrme&d\

//'

Based upon the conc?ts og;!,rned above we\have performed the desktop based work below (further detail of which

is outlined in our Engagem\ent Le‘tter shown in Appendix 4). We have not performed any testing to validate the
information prowdedt\ous m\t\e Assur;nce Work.

Step 1: Analysis and ReVre\

s Activity 1. Documentatlon Review -We have reviewed a number of documents produced by several
different organisations in order to understand key matters relating to the Horizon system and the
Assurance Work available.

e Activity 2. Risk Universe Formulation - We have then, in the absence of a holistic risk assessment being
performed by POL and thus for the purposes of our assessment, created a risk universe based on our
experience of information processing systems encompassing the three primary risk areas previously
identified IT Provision, System Usage and Baseline Risks.

e Activity 3. Review of Assurance Work — The available documentation was reviewed in order to
understand the Assurance Work available to POL, against each of the three identified risk areas.
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Step 2: Gap Analysis and Assessment
Based on the analysis in Step 1 we hawe produced:

e Activity 4. System Provisioning Assurance Assessments and Gap Analysis - Considering key
potential gaps or areas of ambiguity in the available assurance sources when considering the System
Provisioning risk universe.

e Activity 5. System Usage and Baseline Assurance Assessments and Gap Analysis — Assessing the
documentation relating to System Usage Risks and then performed deep dives into the following areas of

specific risk:
/;\
o Horizon interfaces (including DVLA); /"/
o Branch Database; yavd
o Audit Store; \
o Horizon Implementation Project; A \\ \ \\
o Audit Store Changes; and SNY >
o Data Strategy Foundation project. ayd \/

\// /)

e Activity 6. Peer Comparison to Assurance Availablé to Simifar rganisations — We have assessed

the Assurance Work available to similar organisations ove S\ystem“ﬁrovisioning Risks (the area of risk

where a benchmark is most valid due to the Ieyé]“of.mformatimgaiIa:ble from POL) and assessed

therefore whether POL has comparable Ieve,ré of assurance.. /
AN >
\ A ” /
' —

.

Step 3: Reporting TN

i

The analysis and interpretation in S}ep’Z/hé’s“}alIO\g,e_dﬁg\s to fgf’mulate:
/ £ // QA
e Activity 8. Produce an Aésurance Schedule over Horizon Features, and Recommendations —
Mapping control asgefﬁonsﬂ,\ H\O(i\zon Ié\eatures and Assurance Work and reporting on the level of comfort
that we have assessed in eébq of\thse/%reas. Identification of the key considerations for management
arising from O/C{ anal"y"s'Ts\gnd ;Sran of+action to respond to these recommendations.
N\ \ i

"

A

A more detailed des\ériion B‘f\(hgs/e ac/‘{ivities performed follows.

Activity 1: Dacum@n‘&ﬁﬂqpﬁmvmw

All of the documentation reviewed during the course d our review has been documented within Appendix 3. This
documentation can be divided into the following classifications:

° echnical Documentation on the Operation of the Horizon System — Reviewed in order to gain a deeper
understanding on how the Horizon system works, how complex it is, and where we should be focusing
further efforts and analysis;

* ndependent Third Party Assurance documentation — This documentation has been reviewed in order to
understand the existing assurance sources relevant to the environment;

. ocumentation of Historical Issues and Allegations in relation to the Horizon System — This documentation
has been reviewed in order to understand the background context and better position the IT Provision,
System Usage and Baseline Risk work performed over the environment; and

. ervice Provider Analysis and Response to Issues — This documentation has been reviewed to gain an
understanding of the work performed by Fujitsu in investigating the issues raised, and how these will be
responded to.
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A number of individuals from POL have been interviewed during the course of formulating this report to supplement
our understanding from the provided documentation.

Activity 2: Risk Universe Formulation
System Baseline Risk Universe
The original implementation of Horizon in 1995, together with subsequent changes (whether routine via change

management processes, or large complex change programmes such as the Horizon system implementation in
2010-11), represent events affecting Baseline System Risk.

To assess these risks we have understood the history of the Horizon system and selected three areas for more
detailed investigation including:

. orizon Implementation; ,,/‘/\
. ata Strategy Foundation project; and /
. sample of changes to the Audit Store (subsequentto determining tha{ thrs key\nsk area for the system
had been left largely untouched by the key implementation events f@hllghted in thfqewous two bullets).
yaN

)

For each of these change areas we have assessed the Assurance W/zfrk frn’m a governance and control
perspective, and POL ability to take comfort that the Horizon syst w/aé fit for. purpose at the time of the change
and operated in line with management intentions (through business reQurrePénts definitions and project testing
against these). \‘» L

IT Provision Risk Universe \ /
This risk universe was formulated from our prior experlence o“l’/audmng and assuring ifformation systems and
involved the identification of high level risks across thrée coré 7e€

PN

/ \

s nformation Security; YN )

s nformation System Operatiﬂ’hs;@fwd} £

. hange Management. < 7
\’\

Once the IT Provisioning nsk umverse ha\d been\formulated a mapping of control objectives within the Assurance
Work was performed morder to assess cove\gge

The three sources bfassuraxe |n<;|ude,d within this mapping were:

e  SAE3402 report’ on the H/or’ izon managed sewice;
. CIDSS compllance report on Horizon; and
e S027001 Statement of Applicability.

The results of this mapping exercise are summarised within Section 5 and reproduced, in detail, within Appendix 1.

In parallel to this assurance exercise we hawe also summarised key matters relating to each assurance source.
This involved considering the context and focus of the relevant Assurance Work and comparing these to the
context and focus that would be required for coverage of the key risks (this was in recognition of the risk that some
of the documents could be used or applied out d context from their original purpose).

The results of this analysis are also included within Section 5.
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System Usage Risk Universe

As POL has not conducted a holistic assessment of risk in this area, a full understanding and assessment of
assurance over the System Usage risk environment was not available for our review.

Instead we focussed our assessment on two key areas of risk: those relating to the completeness and accuracy o
the Audit Store, the Branch Database and key sysem interfaces with a significant third party, such as the DVLA.
We sought to understand the Assurance Work that has been done against each of these areas.

This involved:

. nquiry with relevant SMEs;

o eview of documentation;

. ormulation of a risk universe in these specific areas; and

. nderstanding of existing assurance work over controls which mitigate thes/ef ns/é

e
Horizon Features /’ \
a o~
p. ~ \

Across each of the three risk universes we identified features within the proCesé( ing énvaronmept that exert control
and provide that: e / /

o ovements in Branch ledgers having the full ownership/and v‘i/sibfl'ity ,ﬁfzsub-postmasters; and

. udit trails being kept by the system are complete and aé&rate.

We refer to these identified features as the “Horizon Feédtawrké'sff.w '

Activity 3: Review of Assurance Work N\ A~

With the background context of the three risk unwersesxoutllne(( within the previous section, we reviewed the
available Assurance Work in order to assess the coverage ancb nature of the comfort provided by the work.

/ / J P

The documentation reviewed during thls stage has been listed within Appendix 3, as are the names of individuals
a

consulted in relation to our work. \ \ -
™~

Activity 4: Systemprcv@lon As;smmﬁce Assessments and Gap Analysis

Once the System @vasomog nsk‘unwerses had been formulated a mapping of control objectives within each of
the main assurance sa\rcesWas {:ferfor{med in order to assess coverage. The three sources of assurance included
within this mapping were:. pe

/
/

™ /'/
. SAE3402 report on ti%"é Horizon managed sewice;
. C1 DSS compliance report on Horizon; and
s  S027001 Statement of Applicability.

The results of this mapping exercise are summarised within Section 5 and reproduced in detail within Appendix 1.

Activity 5: System Usage and Baseline Assurance Assessments and Gap Analysis

Following our understanding of the system and historical issues the following areas were singled out as relevant for
deeper analysis, and this approach was agreed with POL management:

1. Audit Store — The audit store has been used frequently in investigations by POL / Fujitsu and is used as
supporting evidence during legal proceedings. Therebre its integrity is paramount to responding to these
issues. However the audit store cannot be relied onin isolation, as its integrity is dependent upon the
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correct processing of transactions by the wider Horizon system (upstream events if processed incorrectly
will be recorded incorrectly by the audit store).

2. Horizon interfaces (including DVLA) - Horizon is reliant on a significant number of batch processes and
online services (including interfaces with third party systems) in order to function correctly. These routines
need to be functioning correctly and accurately for the transactions processed by the systemand ultimately
recorded in the audit trail to be reflective of the underlying commercial realities and business transactions
they pertain to represent.

3. Branch Database — The Branch Database is a key ‘staging post’ for data being transacted on counters
within individual branches prior to transmission onwards to the Audit Store. As data from branches in held
within the messaging journal table on this system for up to a day before being processed into the audit
store the security controls and processes protecting this data whilst in temporary storage here are
paramount. ’\

4. Horizon Implementation Project — This change represented the Iargeét smgk change tothe Horizon
system since implementation, and also the change implemented pr}caf to adop’uoﬁ of the current major
release of the system, and so was considered of particular relevaqce\td our a\erall um?erstandmg of
system Baseline risk. /

v /. \ /,
S Pas s

/
5. Audit Store Changes — Our understanding of the HNG\é( Imﬁl@men;ahon Project quickly highlighted that

this project had very little impact on the Audit Store itself>As a resqft we performed procedures to
understand some of the changes which had been made to the Audit’ S\tore following its original

implementation. / T \\//

6. Data Strategy Foundation Project - We de\termmed durmg t course of our work that this was another
key implementation project in the recent hlstory of the Hdrlzon system of particular relevance to a sub-
group of the system interfaces ﬁor:zon This prOJeu/ t was therefore also deemed key for our
understanding of system Ba{s/e‘léne nsk )i

For each of the areas outlined in ﬁ“*«e— 6 abo\"/e‘an,_‘gssr~_es;rzent was made of the coverage and nature of the
Assurance Work provided.

/ "m
Forareas 1-3 (System UsagQRlsks) the inctionality of the particular area was further understood and key
controls over the corfespo/{dmg F?sks then sought.

/

/
For areas 4 - 6 (Systeir Basél‘ne' Ri/sk’é) we adopted a different approach, whereby the typical good practise
documentation require:1>n\$ and r/cject governance methods as stipulated by ‘Prince 2’ (amongst others) were
utilised as a baseline, and th‘eapproach to each of the sampled change initiatives assessed from the available
documentation. This work was conducted through a mixture of verbal discussion and the receipt of supporting
evidence where applicable.

Activity 6: Peer Comparison to Assurance Available to Similar Organisations

As part of our analysis we have also assessed whether the IT Provision assurance POL has obtained is
proportionate to that provided to similar organisaiions.

We have also considered the best practice approach outined by the COSO framework, as published by The
Committee of Sponsoring Organisations of the Treadway Commission, in formulating suggestions for potential
areas of improvement in the risk, control and assurance activities of POL.
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The COSO Cube: Presents a framework for best practice
approaches to risk, controls and assurance activities. \

e \‘
Activity 8: Produce an Assurance Schedule over Horizon K}k{ aise

Recommendations and Plan of Action >
Ve

We have written up our assurance schedule, which maps the Assu"ran Wo/}io specific controls relating the
Horizon Processing Environment, and commented on the level of comfert th f'the Assurance Work provides in
each area.

e,

Our report also contains recommendations for mana ment\fogether wn\th a ggested plan of action for

management consideration. - .
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4 Understanding the Horizon Processing
Environment

Overview of the Processing Environment

The Horizon IT system was designed specifically for POL, and therefore an understanding of its operations,
processing environment and configuration was required in order to fully quantify the risks applicable to the IT
components of the processing environment.

Horizon has been the main operational system of POL since 1995 and: S
*  as auser base of 68,000 users; e
o erminals within 11,500 branches;

/ \
. rocesses an average of 6 million transactions a day; and < :
/ v
/ a

s nterfaces with over 20 third party systems. /

/ /’/ N
As highlighted in our ‘Approach’ section above, we have categor/is/ed tﬁ?sk/s posed on the system into three
distinct areas (System Baseline Risk, IT Provisioning Risk and System sag‘é Risk), and the remainder of this
section outlines our understanding of the IT system that underpiné‘“tbese.

System Baseline Risk ' _ T\
Horizon (HNG-X) Project \ '

TN "\ e ”
The change to the HNG-X systemin 2010'was go“yerned\usinf;g Royal Mail’'s “Harmony” project methodology (the
governing project standard at the tim/e)./ 'I'pe‘prcjeé_t_ws_aw t‘h\’e pﬁased implementation over 18 months of the HNG-X

solution (also known as “Horizon Qr'{-Lin"é:),/fﬁdivixauélxﬁqﬁ/ Branches were migrated fromthe Legacy System to the
! Y,

%

new HNG-X system, one by one. \\1 S

No historical data was migf/éied, affi’i‘@y\g%@x m9hths of data was maintained within the Legacy System. Our review
of Assurance Work sh,aﬂ'/vsft,hat\a,_gumb\e(r of key controls were operated over the project, which was managed by
Fujitsu on behalf ofﬁPOL. These iﬁ‘qludeb:
\% \ // /;

»  OL signing off-acceptance cfiteria;

. phased migratidxh\igclefdfﬁg a model office pilot; and

. ranch by branch recondliation between opening balances on the new system and closing balances on the

legacy system.

Wipro, an independent third party, were commissioned to provide a report on the pefformance testing strategy
including gap analysis and recommendations.

The benefits from the migration included the removal of transactional data being held at local branches levels and
this data instead being stored centrally within the data centres.

Data Strategy Foundation Project

The project focused on moving the Accounts Payable file feed which was initially received into Credence via
Transaction Integrator to processing via Fujitsu Horizon systems (i.e. not the Counter). The goal of the project was
to provide a longer term system solution which would provide complete reconciliation, resilience and disaster
recovery capabilities, as well as reduce the risk d client withdrawal.
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The POL strategic requirements to expand its offerings to other platforms beyond Horizon introduced the
requirement for a data integrator function. Originally POL approached Fujitsu Services to supply this service as
plans to incorporate an integrator service within the Horizon architecture were considered to represent a clean
solution. However, Fujitsu Services were unable to respond within the desired timescales as it would have diverted
their resources from key Horizon on-ine delivery milestones.

POL therefore investigated alternative options, finally selecting the use of IBM datastage as the Transaction
Integrator. This was delivered as part of the POLMI project. Fujitsu Services then submitted a high level design
proposal for the provision of a service for processing client transaction files which would provide end-to-end data
validation / reconciliation, with resilience and DR (the incumbent IBM datastage solution did not provide resilience,
DR or end to end recondiliation, presenting a threat to relationships and future contracts).

Assurance Work provided included:

AN
*  roject overview document; // >
. usiness Case; yavd
. eekly Project Meeting Committee Presentation; //" \
o usiness Requirements; { h
: AN \ AN
. est Strategy; / N >
*  est Sign off; and YAVAIN S
*  estReport. // 7D
& Ve
\ /
Audit Store Changes . N
N \]

In assessing change risks in relation to the Audit Sto;e documeMatlon s aééerted that the recent significant
changes above did not result in significant changes fg the‘oaeranon ofth;e day -to-day Counter transaction flows nor
the operation of the Audit Store. x\ N / -

To assess Baseline risk for the Audit Store the orlgmal |mplen§gntat|on documentation for the Audit Store was
requested. Due to the data retentlon/pfohcyftms doggrrentatl “could not be provided and so a review of Fujitsu
provided documentation over subiquengchanges over a rge period of the Audit Store’s history was performed.

e /

AN
In producing the dlagram/ﬂn pageag we have\90n3|dered the key System Baseline Risks in the context of two
control assertions belo{yv WhICh became the@erall focus of our work in this System Baseline area:
o he Honzoﬁ FeatﬁTes were fit fqr purpose and worked as intended when first implemented; and
. ajor changes\smce "rmplémen’tatlon have not significantly impacted the Horizon Features.

N/

AN
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IT Provision Risk

As part of our work, through review of documentation and discussions with subject matter experts in POL, we
familiarised ourselves with the topology and operations of the Horizon IT system.

The systems documentation and understanding obtained (shown in summary in diagrams below) highlights the
complexity of the Horizon IT system and the level of data being transacted via batch and real-time data flow. This
volume and level of complexity in the data flows, including interactions with other systems, highlights the
importance of effective IT Provisioning controls to the integrity of the processing environment.

External RAC Message-based Clients Extemal Web Services
External
S Postcode
Systems M - CAPD W M e I:Anywnjere
Future GWS £y
psiod l ‘ MoneyGram 1 Neopost | || 70 cord
__CS'_M_ | 1 - -
b | -
ata | Augforsaton PgenL Network Web| Services

Centre - | Persistent store ‘
Ej DVLAY| [ MGRM /] |
/ \:\ :

/
__ Training Web §6mce / ya

\Hl

N

OLEi ‘

(simulates APOP, BBND), £

DCS. ETS, BVLA, MGRM, NBS, |/
PBDLL) /

Branch Uatabase -
o, 3

franing | | | tve” .
1 e CSM /
. _ o
Y N\ N ?
Y >
\ VS

Branch Accéss Layel
(Authentication. recoveo:iann service rym‘c
/ N {

Z kN

/ N /

Version § 14-Sept-2011

Diagram provided by Post om Limites \

]
The Horizon IT system\s%mline th key principles that all data is held centrally within the data centre with the
exception of some standlhq data hlch is heldlocally within the branch. This centralisation principle applies to all
‘completed’ transactional dafa\(, own as “baskets”) and to the Audit Store.

To support this principle the network architecture of Horizon is formulated on:

. ata centre;
. AN Services (connecting datacentres, POL central stes, and Fujitsu sites); and
. ranch Network.
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The diagram below, provided by Fujitsu shows the hgh level IT system infrastructure:

DRAFT FINDINGS
STRICTLY PRIVATE AND CONFIDENTIAL. SUBJECT TO LEGAL PRIVILEGE.
20



WITN10370171
WITN10370171

Managing the processing of the real-time and batch processing environment is Tivoli Workflow Scheduler (TWS)
which is used to execute, monitor and handle exceptions within the processing environment. TWS is managed and
monitored by Fujitsu as part of the managed service contract between the two parties.

In producing the diagram on page 9, we have considered the IT Provisioning risks in the context of the assertions
below:

. upporting IT management processes are well controlled.

System Usage Risk

Responsibility for the administration of t he system rests with Fujitsu who provide change control, security
management, system operations, and end-user support.

Responsibility for the effective usage of the system, including complaint and effective business processes, remains

the responsibility of POL. S/ N
The user base of Horizon can be subdivided into two core areas: // \
/ AN

. entral Users — including Finance, and users at the Network Busméss Suﬁp\ort Cen €.
. ranch Users — Sub-postmasters and their staff who are proces/smg shop flos}\transa;ztlons

/ /
.,/'/

Outside of the POL user base, Fujitsu provide administration seoli{:es/nd hold service and super user account

4

privileges within the system. \

Horizon supports the processing of a multitude of different transactlo\hs mcludmg
. urchases of goods;
. urchases of services (for example Lottery ﬁckets or tax dlscs) N
. ayments to discharge customer debts (payment iaf rﬁoblle phqrie bills for example);
o efunds; and ~
. ransaction corrections s \
/ \ *,

ash;
. redit and debit cards; and.

*  heques. \ 4\\

yd N \
A number of controls a/ef"in place to sh,pp\:Q\e‘fr}wtegrity of transactional processing including:
yd \
. he Audlt/Store\a seclre a/rea of H orizon which pertains to store all transactional information in
sequentlally\q\umbereg records dong with key system events;
. onitoring controls facTtated by Tivoli Workflow Scheduler and associated exception handling processes;
. andshakes and"call ofjs/between systems include various controls around the integrity of transmitted
data (such as d:g!tz;T\slgnatures) and
. ackup communication routes between branches and the certral data centre (mobile technology).

Reconciliations are performed regularly both in branch and centrally. Key reconciliation processes carried out
include:

. aily branch cash declaration and reconciliation to Hcrizon balances;

. eekly balance of cash and stock and reconciliation toHorizon balances;

. onthly trading period roll over (including resolution of any suspense account issues rolling over from
weekly or daily reconciliations); and

. entral finance processes to reconcile central records to cash remitted to POL, cheques remitted to POL
etc.

In response to discrepancies as a result of these reconciliation processes investigations may be conducted by the
Finance Service Centre, and if required transactional corrections processed. These corrections are subject to
significant investigation and are subject to approval by Sub-postmasters in the first instance.
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Workarounds are not usually required, the main workaround being in relation to mobile connections from branch to
data centre in the event that the main connection to the central data centre cannot be utilised.

In producing the diagram on page 9, we have considered the primary System Usage risks in the context of the
questions posed within the scope of our work, and refined these risks into the following control assertions:

. ransactions from the Counter are recorded completely, accurately and on a timely basis centrally;

. ransactions processed to Branch Ledgers are recorded canpletely and accurately in the Audit Store;
. irectly posted "Balancing Transactions" are visible and approved;

» nformation reported from the Audit Store retains its original integrity;

. ata posted from other systems and teams is visible to and accepted by sub post-masters; and

. atabase Administrators (DBAs) or others granted DBA access do not modify data directly.
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5 Assessment of Assurance Sources

IT Provision Risk Assurance Sources / Gap Analysis

For the IT Provision risks the existing assurance souices appear to provide a good level of coverage over the risk
universe associated with this area of the Horizon processing environment.

Our high-level analysis of this coverage against the three core risk areas is as follows:

Information Security Information System Change Management

Operations

1ISO27001 Statement of
Applicability

ISAE3402 Report

PCI DSS Report

4// e
Detailed analysis at an objective level is included witgriln Appendm‘ o
In considering this assessment, POL management sh\guld beféog ;sa;zt/of the inherent limitations of each report,
given the purpose for which it was written: /«w ~ \

1ISO27001 Statement of
Applicability

/

The %am focus'of ISO 7001 is on s ecurity, although it does also focus (to a lesser degree) on the other core

eron\\enta}’rlsk areas, Change Manage ment and Information System O perations.

ISAE3402 Report This dbcumer)tfh/as been produc ed by an independent third party, Emst and Young. It has good coverage of all three
System Pré/wsromng risk areas, and is produc ed according to testing standards stipulated within the | SAE3402

standard.

In relying on this report management has considered ‘Section 6 Complimentary Us er Entity Controls’ which
stipulates the controls that POL should be operating in addition to the controls at Fujitsu in order to complete the

control environment over Horizon.

PCI DSS Report The PCI DSS The sc ope of the PCI DSS report is the narrowest of the three assurance reports. It is focused
exclusively on the security of cardholder data, and does not span the other two IT Provisioning risk a reas to the
degree of the other assurance sources. It provides minimal coverage in particular of the Information Systems

Operations System Provisioning risk.
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Of note when considering coverage of IT Provisioning assurance sources is that the majority of the focus is over
Information Security, whereby based upon the historica issues and allegations being levelled at the system,
Information System Operations and Change Management would appear to be higher risk areas in the context of
this particular piece of work.

Peer Comparison of IT Provisioning Assurance Available to Similar Organisations

Our comparison to peer organisations yielded the following results:
Organisation Sector Sources of Assurance Regulatory Focus

Print Media E xternal Audit N/A
Ad-hoc Risk Consultancy

Retail External Audit FCA (CCA) /' D

Internal Audit / yd

Retail External Audit FCA (_‘EQ \ \‘\
an

Internal Audit

. Ldss Provps:omng\@rtmg/
PCI DSS / S/

i < /
7 ~ -
Retail and payments proc essing External Audit \ FCA /
Internal Audit \\\ AN
S \ \x
“ Vs
Government External Audit Da Sa Protect:on
Y.
Internal Audit N ../;
PCIDSS
. ,/f' \\
Risk // ) 5
/ V) /
& /’
{ \\x/

This highlights that the level of IT | Pro ion As urance Work that POL has performed is comparable to those in
other similar organlsanor)s/whmh are\not 'subject to risk and control regulatory requirements.

This should howevgr also’ b\e mterpreted in the context of the allegations being made against the Horizon
processing environm whlcl\m@y sug/gest that a higher level of assurance is warranted compared to these
similar organisational b qphmaﬁ(s

v
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Baseline Risk Assurance Sources /| Gap Analysis

Our assessment of Baseline Risk was based upon three core scope areas:

. orizon Project;
. ata Strategy Foundation Project; and
. udit Store Changes.

For each of these scope areas we queried relevant POL and Fujitsu personnel in order to understand the project
and change governance documentation available, and form an assessment as to the project controls applied to
these change events, compared to Deloitte’s Project Management methodology.

Our findings are as follows:

Baseline Risk Assurance Work Information Provided

Area

Audit Store Changes to Horizon, such as the migration to HNG-X in 2010 involved mlpﬁ/mal cbanges to thé\pperatlon of the Audit Store. As

design and functioning of Horizon Features relating to Audit St /re /'/

//’l
¢

aresult these large scale pr ojects are of minimal interest with regargj§ t‘o\\.»(aﬁhshmgﬁwihne ﬁ‘r\§k position in relation to the

i
Some small changes have been made to the Audit Stor edn more receft ve/af/s,. Samples of documentation co rrelating to
\ /
changes throughout the years the Audit Store had been in“pl{ce were r{éuested in order to obtain Assurance Work that these

changes to the system had been manag ed to gpgd practise stéNﬁdards.

Further at the point of implementation o{f\the Audlt Store verbal remese‘ntatmn was provided that a ‘Security Report” was

Y
produced which pertained to demonstratethat th‘e fu tlonahty of/(l{e system was as designed. This wou Id be a key piece of
/ .
Assurance Work, demonstratmg the correct ?unctlonal it fthe Aud:t Store at that point i n time, but it could not be located by

POL and thus could not be, rewewed as part of our wo?k

// ~ i \i,
HNG-X Implementation Detailed busmess ,a’nd teéuydeﬁg’ﬁ docum?ﬂtg,,{/ve been verbally represented to have been created during the delivery of
(2010) the project life c%gle P ,/

\,\ \\ T

—
Detaye'd test plans M, bﬁd Manag,ement and other key testing artefacts were produced during the course of the project.
eria rel

/Sa\’/eral anceqtance crite 4 atxep‘to the clos ure of testing defects. Exa mples of testing documentation have been provided to
our réview teamdurlng tlfhe course of our w ork.
i
igration cheekhsts {amd instructions have been prov ided. These illustrate that site visits w ould be conducted during the
mlgrauxo support the Sub-postmaster with the migration and support the resolution of any queries.

NV

We have been provided with verbal representation th at detailed project accepta nce criteria were agreed between Fujitsu and
POL, and then signed off during the lifecycle of th e project. An example of such accepta nce criteria in relation to Non-

Functional Requirements has been provided to us to support this verbal representation.

Data Strategy Foundation Detailed business and technical design documents ha ve been verbally represented to have been created during the delivery of

Project the project life cycle.

Assurance Work was provided to demonstrate business scoping and approval of changes to be applied (including a benefits
realisation and costings ma p), requirements tracker document, testing strategy plan, testing report plan and migration
summary documents. We w ere also provided with an example of the weekly reporting process at project close which

demonstrated the level of governance and oversight the project had from senior stakehol ders.
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Summarising the work we have performed against Baseline risk we conclude that for each sampled change,
Assurance Work has been produced in accordance with defined change management or project methodologies.
We have not however been fumished with all key items of documentation we would like to review, due to the
availability of such documentation to POL, and much of the Assurance Work provided to us were confimations of
verbal representations made during our work.

Further work will be required to perform ‘deep dive’ review of project and change documentation on particular high
risk areas (for example the original implementation of the audit store, and acceptance ciiteria sign off for the
Branch Database commissioning as part d the Horizon HNG-X Implementation project), in order to provide
assurance that the system baseline position were in place (timeframes of such positions varying depending on the
component of the system under investigation).

Assessment of Assurance against System Usage Risk Areas

/\\1
Our assessment in each of these areas is that contained in system documentation/fré/m Eiajitsu and operational

policy and procedure documentation from the finance service centre, as well as}er/nail onfirming verbal assertions
y
we received during the course of our work. /

/
4 )
4 o

S
No testing or independent sources of assurance were identified over tf}egé«.}S‘ys{em} ge %i/yareas.

,f/ // //
Our understanding of the design of controls responding to key ri§1gé is ;Vf:o/re/&ytput of our work and is outlined

within Appendix 2. \ <
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6 Matters for Consideration

In this section we set out our key matters for management consideration, further to the work we have performed
above.

We have structured this section as follows:

. ey Matters for Consideration, by Risk Area reviewed;
. actors to Consider in Fomulating an Action Plan; and
o roposed Action Plan. 2N

Key Matters for Consideration ard

Nature of

Risk Area Key Matters for Consideration Assurance
Work

. Risk Appetite: During our work, only occastow&llmkage of work to the rlslg appetite of POL
was noted. W hilst not unusual in the consumer busmess sector, b ch artwﬁlatnon and
embedding of risk appetite assists with the’dellvery of betfér«qptlm d»a/nd prioritised key
controls and assurance activities.

o

. Holistic Risk and Assur ance Framework\ A hol“stua/ nsk Jmevgent a ssessment relating to
the identification and mitigation of key risks tQ the integr] /)}f of processing should be
considered in order to vahdatg’fhe co pletenes‘ss of the Horizon Features referred to in our N/a
work and thus provide a complete schedule of key corgrols that require assurance. Whilst
Assurance Work has beén prowded demonstrat}ng the” use of key forums for tracking the
risk environment surrgﬁndmg Horizon {suc haathe Anformation Security Management Forum
and Fujitsu Servic Security eports), these aren’t set up to specifically consider the
holistic risk and assurance framework necessary to enable an overall comment on the
design, imple mentation and opel’a%; efféctiveness of the Horizon Features.

y

/ AN

. Prop;ét Ggyemance C\;‘vtsvernanczf procedures described to us (verbally) s uggest that the
e/xpecte evels Of. busmess mvolvement in pre -go live system and user acceptance testing
fLs\ performed as part of system implementation projects over the Horizon IT system; and that
business usé(s would be appr opriately involved in s igning off of system requirements and
readiness to go-live (full s ystem reconciliations) . To supplement thes e verbal assurances,
management has provtded us with s amples of documentation from the three sampled
change ateas (Horizon Implementation, Data Strategy Foundation, and Audit Store
changes). Despite these sources of evidence, management should consider whether further

2) investigations into sources of assurance from the original Horizon implementa tion would be

worthwhile, given the im portance of establishing a well-founded baseline position over the

System Horizon Features.

Baseline

™

General

o

Verbal
representations

Limited

. Audit Store Baseline: The implementation o f Horizon HNG-X in 2010-11 was asserted to documentation
not have had a signific ant impact on the Horizon Features. In particular no changes were
made to the Audit Store as a result of the implemen tation. Therefore the ‘baseline’ position
for the Audit Store was established a s being at the original implementation o f the Horizon IT
system. Key documentation around the baseline position for the Audit Store has not been
able to be provided to us during the course of our work. We note that a security report was
verbally represented to us to have been c ommissioned during the original implementation of
the Audit Store, although this report could not be located and provided to us.

o
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Nature of
Risk Area Key Matters for Consideration Assurance

Work

a. Risk Appetite Assessment: Whilst work performed is comparable to that which we see at
other organis ations, POL has not yet performed an exercise to assess coverage of key
controls and assurance work against their own ris k appetite.

b. End User Entity Control Considerations: The ISAE3402 report require s interpretation in
the context of these controls at POL. They are outlined in section 6 of the ISAE3402 report.
Without such analysis, the assurance provided by the ISAE3402 is weakened. W e are
aware that POL has nearly completed work in order to address such considerations.

c. Assurance Clarifications: In the context of detailed testing and assurance procedures,
there are areas of the ISAE3402 report which would benefit from further clarification, in order
to remove the risk of ambiguity from its inte rpretation, and overlaps with other sources of
assurance that may be performed. For example :

o he report does not state from where populations of data tested in samples were/™,
obtained and thus how expos ed conclusions may be to internal fraud or delig;ezte N Extensive

(3) override of control (e.g. for change management te sting, were sample s picked frg the documentation

population in the s ecure Audit Store, or from another source?); \*\

o he report does not draw out certain key features in the control desigh, which we v@bqld
assume are present, for example, control objective 4.8.11 (relatin(to accé%‘s\to the \

system being re stricted to appropriate us ers) does not explicit! St\a’tv&f‘fd test'tha t users

IT
Provision

Independent
testing

must have and use their own unique us ername, thus underpi nin9>audit trail int@gQEy; v
and controls relating to the manageme nt of administrator ss’could be more spegiffig"

as to the extent and nature of the design of controls and test/in@ p/e,rfo“rmed.
/ < /

/ ™, ,«/ y
o he report is not explicit in the s ample sizes used fd[’\testing;'wd d
<control test 6.5 in

o he report contains tests which could be strengthe ned,for examp
section 7 appears to test through discussio n with personnel only, whb\out clarifying if
anything was done to c orroborate such geﬁ?m asﬂserhons. >

/ /

d. Internal Audit Work — Internal audit work/conducted higﬁﬁgm,,,probrgs’é in responding to
and closing down issues in relation to internal aSﬁiMisks, buta ritin;ber of issues remain
outstanding. Internal audit have als o not dope any, spetific assuranice work over the
allegations being raised on the Horizon sysfe,m an&ﬁOL’s/F’é‘spénse to the issues raised.

Y

TN \

/

///

yavd )
< \\/ /
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Risk Area

System
Usage

Key Matters for Consideration

a. Risk Driven Considerations: The current documentation over System Us age Risks has
been largely written in response to key incidents or events, by non-indepe ndent parties and
from operational perspectives. Whilst detailed, it is also not written from a risk and
assurance perspective and is rarely evidential in i ts content.

b. Risk and Control Framework: There are areas where an understanding of the design and
nature of operations relating to S ystem Usage Risks is available, but the de sign,
implementation and oper ating effectiveness of key controls has not been aggr egated into a
risk driven framework nor formally assured through evidence based testing. Further, the
ability of documentation to fully support information relating to the detailed design of controls
relating to System Usage Risks is unclear (e.g. whilst JSNs are sequential is there a
systems operations ¢ ontrol which checks the c ompleteness of this sequence proactively?).
The Schedule of Assurance over Horizon Features we have formulated as part of our work
(and documented in Appendix 2) provides a basis for such a risk and control framework, as
well as targeted testing over key controls. Managem ent should consider enhancing’ theu‘~
assurance provision by verifying the completeness of this schedule, and conductflng ’

implementation and oper ating effectiveness testing of the key controls there ,iﬁ e

c. Interfaces - DVLA: Whilst environmental risk relating to s ystem operat/oﬁs is largely
assured in the ISAE3402, we note that no evidence of specific or detaiffed testing or
assurance work has been carried out over System Usage Risks relatmg\t\o/fhe DVLA
interface (both IT and business in nature). We note that many inteérfaces observed do.not
relate directly with the Horizon Features in scope for this revrgw but/ /e recommend thai
such activities be considered for inclusion in the overall ris lyand co’ntrgﬁ?amework reiatmg’
to the Horizon processing environment. / /\/ Ve

d. Audit Store: We observed the following:

o tis not clear from the documentation we have been pronded whetter POL has agreed
that the current capturing of certain, key/s\js”tem events, is c\leteva\md appropriate f or

potential governance and mvestlgatnonmeeds and™
/-

o nvestigatory work on the Audit Store h@as aII\Been performed by, Fujitsu w ho, whilst
technically qualified, do not c onstitute an ind. enﬁent or risk gxperienc ed party for
assurance driven purposes. POL could gonsid domg/mmé independent analy sis of
Audit Store historic data to verify that it |Surecorde/lﬁ line with expected c haracteristics.

e. Proactive monitoring of }(ey Systen? U sage Rlsks *The current assurance environment
appears to be “reactive’ /Inbr?urg, with g exc eptlo\ns |n/r_'irocessmg triggering diagno stic and
remediation activity o;a‘fy w reported tweuld dppear that no use is being made of the
Audit Store, for proactive monitoring of unusual of exceptional system events potentia lly
worthy of further n%e\stlga tion aniacnon /

f. Hardware controls over the Audit Store: The Centera EMC devices used to host Audit
Store data’have not" been éonflgure the most secure EC+ configuration. As a result
system‘admin istrators GQ thes boxes may be able to process changes to the data stored
within the  Audit-Store, if o:he altefnative software controls around digital seals, and key

nage ent are hot adeduate!y segregated from Centera box administra tion staff.

g. nch DaiaQase /Thre/g key findings were obs erved in relation to the Branch Database
being:

S

o method for ppstmg ‘Balance Corrections’ was observed from technical documentation
which éﬂows or posting of additional transactions centrally without the requirement for
these trangactlons to be accepted by Sub-postmasters (as ‘Trans action
Acknowledgements’ and ‘Trans action Corrections’ require). Whilst an audit trail is
asserted to be in place over these functions, evide nce of testing of these features is not
available;

o rocesses around Transaction Acknowledgements and Transaction Corrections are
subject to out of date documentation, or in the case of Transaction acknowledgements,
no documentation at all. Such do cumentation should be produced or brought up to date;
and

o ecurity on the Branch Database around the ‘Messaging Journal table’ is a key area of
risk due to branch transactional data being held on this table for up to a day before being
written to the Audit Store. It was unclear from the documentation reviewed whether
specific assurance work had been carried out in this area.

S
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Nature of
Assurance
Work

Partial
Documentation
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Factors to Consider in Formulating an Action Plan

In formulating the action plan to respond to the considerations raised above, we recommend that management
consider the factors below.

Risk Appetite - In responding to both IT Provisioning, System Baseline, and System Usage Risks effectively,
management should consider their risk appetite, and target achievement of residual risk levels which are aligned
with this appetite. All the elements of the COSO model (articulated in Section 3) should then be considered to
contribute to the achievement of the desired risk appetite.

Risk Intelligence — To assure risk in commercial context, controls need to be assured on a prioritised basis, in line
with the defined risk appetite above. As part of the creation of a risk and control framework, we recommend that
management integrate risk intelligent contexts so that future enhancements to risk management activities are
appropriately prioritised to key, relevant matters. \

/

Control Balance — In order to maximise both the effectiveness and efficiency of assuran;zé a balanced approach to
control must be adopted, whereby controls used to mitigate key risks are consi /déred 30\33 two principle types

. reventative controls (designed to prevent issuesocc /ng ulihe ﬁrs\mstam;e) and
. etective controls (designed to identify issues if they ccun:and take CO\N’\e\CtI action).

PN “
/ SN
Proposed Action Plan AV //
Ve
We recommend that POL consider the following actions to further st(engthc\a“n the quality and nature ofassurance
/ o~ _ »,\ .
’; ~y /
Set 1Risk Risk Appetite Workshop: Conduct an exercté\e With, the\POL Board anﬁ those in charge of Governance to define
Appetite Risk Appetite relating to the Horizon pro cessing’ en vuronment P /’
P A /
A 2 Review of Project Documer/)/tatlon' Due tc; gaps mjhe do umentation provided around th e Baseline position, we
B:ssel:i":e recommend that, if docurpentatlgﬁ can be}gcated management performs deeper dive activity on key ar eas of project
:(y):tze?: and change risk. Such\{eeper d\‘«a actlwty should b/jfgfjsed on establishing a well-defined baseline position for the
Position system in key risk areas wg to t nsIEMEtatements made in the diagr am on page 9 of the ‘Approach’ section of
this document h\
/// P \’n
3 Fmal/se Ris and Cdntrol Fr@mew ork: Extend and confirm the completeness of the Horizon Features which are
Construct Risk desng ed to exert control over the Horizon processing environment. T he framework can be used to prioritise key
and Control areas forimprovement (|nc|u4rlxg clarifications / the removal of ambiguity in existing s ources) and embed agreed
Framework changes in cu(rent assuyénce sources. A key component for the construction of this risk and control framework is the
initial mformatloﬁ\;{roduc ed as part of our analysis and reprodu ced in Appendix 2.
Test Controls: Once the framework is verified as complete, key controls can be identified and evidenc e based
T:st testing performed to validate (a) their implementa tion and (b) that they are operating effectively. In addition, this
Controls exercise can be used to feedback on the design of the control environment so that it can be optimised (i.e.: maximise
coverage of key risks, with minimal duplic ation).
Test Historic Transactions: The Audit Store is asserted to contain seven years of Branch transactions, and a
5

B . number of system event activities. In addition, a number of assertions relating to data integrity and record / field
Test Historic

Transactions structure in the database have not been validated b y parties outside of Fujitsu. POL could consider extracting the

Audit Store data and performing independent analyti cs to verify the expected characteristics are as described.

Sustain Assurance Delivery and Implement More Proactive Monitoring: The longer term assurance map can be

6
Optimise designed to sustain assurance delivery for POL over key risks. This may include a tr ansition to a more proactively
ongoin: ) . o . .
tegtingg monitored control environment (“continuous c ontrols monitoring”), where automated alerts are generated if certain

key behaviours in the s ystem are identified.
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We have outlined below in some more detail the rationale and specific requirements of each stage of this action
plan:

1. Set Risk Appetite — Management would benefit from setting their risk appetite in relation to the operation of
the Horizon processing environment. Risk appetite statements can suffer from imprecise or open statements
which are not effective in managing the subsequent response to risk. In the face of these challenges
management needs to set a risk appetite statement which is well defined and measurable.

Alongside the risk appetite statement there is a requirement to define ‘key risk indicators’ which can be utilised
to define and measure performance against risk appetite. These indicators will usually diredly correspond to
the statements within the risk appetite statement which can be defined and measured, although may also
include additional indicators which are not directly called for within the risk appetite statement itself. For
example, given the particular risks faced in relation to Horizon at the present time, suggested key risk
indicators could include: AN

. umber of problem or security inddents on the Horizon system durmg a dgfmed period;
. umber of allegations or concerns raised by Sub-postmasters dyrfng a deflned period,

. rrors or exceptions in processing reported during business as\\suei prﬁﬂg\

. ey controls tested during the period; and
. ey control exceptions during the period. 4 /,/ /\

/

The above are not exhaustive and key risk indicators need“ﬁg be co{s red thoroughly in response to the
particular risks and controls which are required in response tothe risk urnverses formulated over the Horizon

processing environment.

2. Assure Baseline Horizon System Position — Adetaﬂeq review ove; the controls functioning over the Horizon
IT system should then be performed to establish \)\(helhEr»the/baselfne system was implemented in line with
business requirements and as mtendeg, This_ would, provrd/e point in time assurance, giving corfidence that the
solution has operated at this basehr)e since ongmal nrnplementat:on The output of the exercise may also
highlight further Horizon Featureswh;eﬁ werel,rdentlfréd in'the implementation project but may have not been
apparent in the Assurance WQrk provrged tousto da;e/ Management however need to consider the likelihood
of success in spending more effort seekmg\suenfurther Assurance Work.

3. Flnahse Rlsk and Céntrol Framework Béments of the key control framework, in particular relating to IT
cover the entlré\Honzo\n Processmg Ervironment, and an exercise performed against stakeholders in the
business to formal‘ry verrfy\rtg, compf leteness.

N Y
In constructing this framewprk the individual allegations being made against the system could also be
considered in detail (potentially matters that are unrelated to the IT system). Risks and controls identified could
also be categorised and prioritised in terms o their importance to the overall processing environment, in the
context of the risk appetite definitions above. The framework will also assist with the formal identification of
mitigating controls in the event that testing finds deficiencies in the operation of certain controls.

4. Test Controls — In most areas of assurance, POL management is reliant on the Horizon Features operating as
described, either in documentation or verbally. We recommend that management perform implementation and
operating effectiveness testing to validate and thus assure that the Horizon Features are indeed operating as
described.

5. Test Historic Transactions - It is noted that the Audit Store transactiond record has only ever been analysed
by Fujitsu, the outsourced service provider. Such reporting activity will be performed through operational
processes, unfamiliar with risk analytic techniques which can assess and profile Big Data sources through a
risk lens. We recommend that management consider such analytics on the Audit Store data in order tofully
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validate its archived data and assure the existence dof characteristics that would be expected. This exercise
would also provide valuable insight into those Horizon Features that could be automatically monitored as part
of the optimised risk and control environment described below.

6. Optimise Ongoing Testing — In parallel and as a result of the testing activities above, the risk and control
framework, and the assurance approaches there-on can be optimised, to provide a fully optimised, risk
intelligence assurance strategy.

Such a strategy would seek to:

. inimises duplication in the control framework, and the assurance activities there-on:

. upport targeted assurance provision in the context of existing or potential future allegations;

. rovide more measureable benchmarks of performance against other organisations;

. nderpin further efficiencies in the assurance provision, for example the g,utq\mation of existing manual
controls; / /

* ncentivise ongoing improvement in both the processes and the asgﬂrance\prov;snon by highlighting
deficiencies on a timely basis and reporting these directly back to’ those busuqess or outsourced
owners who need to take a remediation or corrective action; qnd / h N

. upport the maintenance of the completeness of document’atlon over t%on\FeatureS

/
7

/
/' /S N
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Appendix 1: I'T Provision Assurance Source Mapping and Gap

Analysis

Environmental Risk

Data converted from legacy systems
or previous versions introduces data

The mapping below outlines the more detailed IT Provision assurance mapping against IT Provision risks; ‘as summarised in Section 4:

/

1ISO27001 Statement  Coverage i Coverage Coverage
of Applicability Rating e sedion Rating ch Rating

A.10 Communications and

Operations Management Requirement 6: Develop

and maintain secure
systems and applications.

| Requirement 6: Develop
. | and maintain secure
systems and applications.

'4.8.10'Change

Mz;)y‘gement
\

relationships between the data.

Change errors if the conversion transfers A12 Information Systems
Management | . let dundant. obsolet Acquisition, Development
incomplete, redundant, obsolete, or and Maintenance
inaccurate data.
A.10 Communications and
Inappropriate changes are made to Operations Management
Ch system software (e.g., operating A.12 Information Systems
“ ange . system, network, change- Acquisition, Development
anagement | 1 anagement software, access- and Maintenance
control software).
A.10 Communications and.-.. o
Operations Management .
Change Inappropriate changes are made to A.12 Information Systems,
M 9 the database structure and Acquisition, Development
anagement

| Requirement 6: Develop
| and maintain secure
| systems and applications.

4.8.10 Change
Management

"

and Maintenané‘a\ N

N\, A

Financial data cannot be recovered
Operations or accessed in a timely manner
when there is a loss of data.

A.10 Communications and 4.8.2 Backup

Operations Management 4.8.5 Incident

A.14 Business Continuity Management | Information System

Management 4.8.6 Major Incident | Operations not within
Process | scope for PCIDSS review.

4.8.7 Security Incident
Process
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: . 1SO27001 Statement
Area Environmental Risk Gl
of Applicability
A.10 Communications and
Operations Management
Production systems, programs,
Operations and/or jobs result in inaccurate,
incomplete, or unauthorized
processing of data.
A.11 Access Control
Inappropriate changes are made
Security directly to financial data through
means other than application
transactions.
A.10 Communications and
Inappropriate changes are made to Operations Management
Application systems or programs A.12 Information Systems
that contain relevant automated Acquisition, Development
Security controls (i.e., configurable settings, and Maintenance
automated algorithms, automated
calculations, and automated data
extraction) and/or report logic.
- L . A.8 Human Resources
Individuals gain inappropriate access Security
to equipment in the data centre and A9 Physical &
. . . . ysica
Security exploit such access to circumvent Environmental Security
logical access controls and gain
inappropriate access to systems. P
Systems are not adequately A1 Access Ci)/ntrol 7N
Security configured or updated to restrict ’\ AN .
system access to properly . .
authorized and appropriate users.
A.11 Access Control ™.~
The network does not adequately
. prevent unauthorized users from
Security

gaining inappropriate access to
information systems.
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Coverage
Rating

Coverage
Rating

ISAE3402 Section

4.8.3 Job Scheduling

| 4.8.4 Availability and

Capacity Management
4.8.5 Incident
Management

4.8.6 Major Incident
Process

4.8.7 Security Incident
Process

4810 Change .

“Management A%

%

4 4Physlcal and
nvironmental Controls

| 4.8.10 Change

Management

4.8.9 Networks
4.8.10 Change
Management

4.8.11 Security

Coverage

PCIDSS
> Rating

Information System

_ | Operations not within
| scope for PCIDSS review.

Requirement 3: Protect

| stored cardholder data.

Requirement 6: Develop
and maintain secure
systems and applications.

Requirement 6: Develop
and maintain secure

. systems and applications.

Requirement 9: Restrict

| physical access to
| cardholder data.

Requirement 6: Develop
and maintain secure
systems and applications.

Requirement 6: Develop
and maintain secure

| systems and applications.

Requirement 11: Regularly
test security systems and
processes.
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1S027001 .Statfefnent Cove.rage ISAE3402 Section Coverage PCIDSS Coverage
of Applicability Rating Rating Rating
A.8 Human Resources e K e

Security
A.11 Access Control

Environmental Risk

Requirement 7: Restrict

access to cardholder data
| by business need-to-know.
| Requirement 12: Maintain

Users have access privileges

beyond those necessary to perform 4.8.11 Security

. | 4.8.12 Access to

S| Create maraper segregation of databases, datafiles, and | 2 policy that addresses
duties prop ares programs information security for

| employees and
| contractors.
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Appendix 2: Assurance Schedule over Horizon Features

We present below a schedule of the Assurance Work and sources we have identified which relate to certain groups of Horizon Features.

We have structured these in line with our three areas of assessment (System Baseline, IT Provision and System Usage), as defined in our report.

We have also recorded our assessment of the level of comfort that POL has over that Horizon Featu;é defmed as:

,A \ N
“Significant” means we have seen Assurance Work that delivers comfort through evndence baséq testmg by independent parties.

“Partial” means we have seen Assurance Work in the form of descriptions in formal d 6umentatlon but no testing of implementation or operating effectiveness.

“Limited” means we have seen Assurance Work that documents verbal assertlons we*feg;élved during our work.
“None” means that Assurance Work has not yet been provided to us.
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System Baseline

Key Assertion
re. Processing

Integrity

Description of feature

Assurance Work Source

Control Type
(Preventative /
Detective /
Monitoring)

Control Method
(Manual /
Automated / IT
Dependent

WITN10370171
WITN10370171

Level of
Comfort

Manual)

Baseline | The system was | The design of key elements of the No information provided. Preventative Manual
fit for purpose Horizon system relevant to the N
and worked as integrity of auditing and capturing / )
intended when transactions was formally agreed and ) /
first put in? signed off prior to systems X <‘/ A
deployment. I N
Baseline | The system was | Traceability Matrices have been No information pmw/d ed: Preventative Manual
fit for purpose documented, implemented and N \//
and worked as periodically reviewed to ensure that N AN
intended when business requirement documents T
first put in? have been regularly reviewed against s
project progress. .
Baseline | The system was | During the initial implementation of | Noi nformaﬁon provided Preventative Manual
fit for purpose the software, Key Project Governanc’é N /
and worked as mechanisms were put in place t;» N
intended when | ensure the: yay ANy
first putin? Working Group ’ N J
Steering Group/Project board a
Requirements Review Group
Baseline | Major changes Traceability Matrices have been No information provided. Preventative Manual
since documented, implemented and
implementation | periodically reviewed to ensure that
have not business requirement documents
impacted the have been regularly reviewed against
system. project progress.
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Key Assertion Description of feature Assurance Work Source Control Type Control Method Level of
re. Processing (Preventative / (Manual / Comfort
Integrity Detective / Automated / IT
Monitoring) Dependent
Manual)
Baseline | Major changes Key Project Governance mechanisms No information provided. Preventative Manual
since have been enacted and operated over
implementation | significant changes to the system since
have not implementation. Examples of such N
impacted the mechanisms include: vy
system. - Working Group yd
- Steering Group/Project board «'\/ AN N
- Requirements Review Group SO N D
Baseline | The system was | Prior to implementation into the live For Audit Store Bas"e!iﬁgf:f""\,, Preventative Manual

fit for purpose
and worked as
intended when
first putin.

environment (and in some cases post)
acceptance criteria in relation to key
system elements important for
auditing and capturing transactions
were formally agreed and signed off.

_within

Example acceptﬁqce \é‘r"i;ce{ia
document entitled'Acceptance
Report 2‘0‘0709\1“73 LQ 11.3W 1P
(note no'sigh offof -
acc‘e‘}:)\tani‘e\ criteria’is included
'}this Qchment).

y— \ P

/7
/ J

S
. For<2v0~11ﬁ0rizon
) Jmplementation (BRDB

/ S /
AR Baseline):
<N \‘\, }Testing plans were provided in
OO ) " the document 'Copy of IT
| Health Check 23-07-2009.xIs',

a Risk Assement of the project
has been provided in 'Securty
All Risk Extract 090928 v2.xls'
and Migration instructions
have also been provided in the
document 'Migration_
Instructions.pdf'. Also a report
by third party consultancy firm

Wipro has been provided to
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Area Key Assertion
re. Processing

Integrity

Description of feature

Assurance Work Source

demonstrate the project was
delivered as planned in the
document 'Horizon :
Performance Test Audit Post
Office Limited ( POL)".

,'/)
/
/

e
/
/

For 2012 Data Strategy <

Foundation (External/Fegds
Baseline): S

- Example acceﬁtanc\e cmerla
document entltledCFDN w
Reqwrements v1.11. Xs  (note
no sign off o{ acceptapce
criteria |s\|nclddgd Within this
/docum}ent)\ Addltlonally, an

/ ex imple-of Qf/a designed, and

reVJewe\Mlgratlon Strategy,

: \tltled\’Mlgratlon Strategy CFD
A v0\4/ was provided, in

, addltlon to a Test Report,

. / ‘POLTSTREP0O010 - CFD E2E

Test Reportv0 1.

Control Type
(Preventative /

Detective /
Monitoring)

Level of
Comfort

Control Method
(Manual /
Automated / IT
Dependent
Manual)

Baseline | The system was
fit for purpose
and worked as
intended when

first putin?

The testing of key elements of the”
system important for the auditing and
capturing of transactions was formally
agreed and signed off and then
delivered against.

For 2011 HNG-X
Implementation:

For 2012 Data Strategy
Foundation:

- Test Strategy Document
entitled '‘Acceptance Testing
Strategy' - authorised version

dated 10/11/2011.

Preventative

Manual
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Key Assertion
re. Processing
Integrity

Description of feature

Assurance Work Source

- Test Exit Report entitled
‘Client File Delivery Report E2E
- Exit Test Report', draft
version 0.1 dated 06/01/2012.

Control Type
(Preventative /

Detective /
Monitoring)

Control Method
(Manual /
Automated / IT
Dependent
Manual)

Level of
Comfort

since
implementation
have not
impacted the
system.

been documented and signed off, and
provide an adequate audit trail for'the
testing of key system features such as
the Audit Store and Branch Database.

IAACR003.doc

Preventative

N
Baseline | Major changes Sign off for design of significant 2005 Design Proposal /,,/ _Preventative Manual
since change is formalised and documented. | ASDPR027.doc /" .
implementation 2005 Audit Centera API < \
have not Implementation .~ o
impacted the DELLDO26.doc / ‘
system. 2002 Change PrbROSSI /
CP3240.rtf
2004 Ch,ange Propczsar o
CP4021.rtf |\
Baseline | Major changes Acceptance criteria related to key ZOOZAccéptange Test Preventative Manual
since areas such as the branch database and /Speaflcatnon IAACS002.doc
implementation | audit store. YR
have not \_\ e
impacted the TN
system. N
Baseline | Major changes Test Strategy and Execution “have™.~ { 2003 Acceptance Test Report Manual
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Key Assertion Description of feature Assurance Work Source Control Type Control Method Level of
re. Processing (Preventative / (Manual / Comfort

Integrity Detective / Automated / IT
Monitoring) Dependent
Manual)

Baseline | Major changes Independent Assurance over design of | No information provided. Preventative Manual
since HNG-X system by Gartner.
implementation
have not
impacted the /
system. 4

Baseline | Major changes Programmes and projects effecting Harmony Delivery Life/c\j"c\ly"\-«\ Pﬁeyentative Manual
implementation | governed using an established change /,./ /\
have not methodology. AN /
P V\"‘\ \:\
system. O Ve

since the Horizon system are controlled and | document /
impacted the .
\ U

Baseline | Major changes Independent Assurance report over Wipro pei*forﬁ!anf:\é'testing Preventative Manual
since testing procedures has been obtained. ,/r'é/port\.:, \ S

implementation 1) #—

have not

impacted the AN S

system. AN NV
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IT Provision Assurance

Key Assertion re.
Processing Integrity

Description

Source

Control Type
(Preventative /

Detective /
Monitoring)

Level of
Comfort

Control Method
(Manual / Automated
/ IT Dependent
Manual)

WITN10370171
WITN10370171

Provision | IT supporting Management have ISMF Minutes Preventative Manual
processes are well established forums to FJS Security Report
controlled. oversee the performance of \;
third party IT providers. /
A \ B N \ \
Provision | IT supporting POL has documented end POL End User yd ,,.P‘i'gventatwg// Manual
processes are well user control considerations Considerations /"/ A0
controlled. to supplement third party Document /
service provider controls VSN
assurance reports r.;"/ N T~ N
Provision | IT supporting Third party assurance ISAE3402 Rgpd\(j}*‘ | Preventative Manual
processes are well reports are in place to PC}JDS‘S‘R‘epdrt /
controlled. ensure the overall control of | S o)\ D
the IT environment, ¢
including: ISAE 3402 reports, |~
PCIDSS compliance reBgf‘t’" " \
and 1S027001 certified . |
accredition. NN,
-
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Usage Assurance

Control Method
(Manual / Automated

Level of
Comfort

Area Key Assertion re. Source

Processing Integrity

Description

Control Type
(Preventative /

Detective /

Monitoring)

/ IT Dependent
Manual)

Usage Counter transactions Digital Signature is applied to | Horizon Online Data Preventative Automated
are recorded each transaction basket at Integrity_POL A
completely, accurately | the point of counter document. ' /
and on a timely basis inception to prevent
centrally. downstream tampering. \\ \ w
Usage | Counter transactions | Transactional Verbal confirmation~ { Détective Automated
are recorded Acknowledgement and from Rod Ismay and. | /
completely, accurately | manual review Jane Smith inﬁ_i_nancé\
and on a timely basis Shared Services.
centrally. R ’
Usage Counter transactions Sequential numbering is pri;pn inin\g Data Preventative Automated
are recorded applied to each counter 'fhtg"gp\ity_{"PGL-:;
completely, accurately | basket prior to digital ‘ \goc’ﬂrgentw/
and on a timely basis signature application to \\\
centrally. provide a 'baked in' Y
sequence check. \’ . h )
Usage Counter transactions Oracle commit and roll-back | “Horizon Online Data Preventative Automated

are recorded
completely, accurately
and on a timely basis
centrally.

process is atomic (i.e. either”
a complete transaction is
posted or nothing is posted).

Integrity_ POL
document.
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Key Assertion re.
Processing Integrity

Description

Source

Control Type
(Preventative /
Detective /
Monitoring)

Control Method
(Manual / Automated
/ IT Dependent
Manual)

Usage Counter transactions A fall back mobile link isin Horizon Online Data Preventative Automated
are recorded place to ensure that if Integrity_ POL
completely, accurately | transactions are still document.
and on a timely basis processed in a timely manner N
centrally. \
Usage Directly posted Formalised change control Email communication Preventatnie; Manual
transactions, such as approval and monitoring from John Simpkins \\ A " )
"Balancing process over the usage of dated 15/05/2014, /
Transactions", are Balancing Transactions articulating control” /
visible and approved. design around this
process. /N S~ Py
Usage Directly posted An audit trail log is in place Email commymcatlon "Detective Manual
transactions, such as to monitor the use of fromJohn Slmpkms
"Balancing balance transactions. The log date»d~15/05/201/-l,
Transactions", are is monitored by an arﬂcdlatmg control
visible and approved. independent department . deygﬁ@rouhd this
that does not have accefs to brox;ess
the function. O N ) Y
Usage Branch Ledger JSNs are processed into the\ T/échnical Design Preventative IT Dependent Manual

transactions are
recorded accurately in
the Audit Store.

audit store and reviewed
when users access audit
store information. Audit
store will automatically
detect non-sequential files
that are then processed by
the Tivoli monitoring tool
and investigated where
appropriate.

|"Document for Audit

Extract Process -
DESAPPHLDO0029.
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Key Assertion re.
Processing Integrity

Branch Ledger
transactions are
recorded accurately in

Description

Digital seals are in place to
ensure that files are not
amended following load to

Source

Technical Design
Document for Audit
Extract Process -

Control Type
(Preventative /
Detective /
Monitoring)

Preventative

Level of
Comfort

Control Method
(Manual / Automated
/ IT Dependent
Manual)

Automated

the Audit Store. the audit store DESAPPHLD0029 s \
Usage Branch Ledger The digital seal applied to the | Security Architecture Preventative Automated
transactions are batched digital signatures Document \ AN
recorded accurately in | ensures that any Network Architecture " >~
the Audit Store. amendments to data leaves a | Document / p ‘
traceable audit trail Cryptography < /
Architecture AN
Document // \\
Usage Branch Ledger JSNs are processed into the BRDB’,Iechni;:aI Design Automated
transactions are audit store and reviewed Document ¢
recorded accurately in | when users access audit _Audit Technical Design
the Audit Store. store information. Audit ‘ \Do?:u/rpeknf;k pd
store will automatically | \\ """"
detect non-sequential files | ™. N
that are then processed by | |
the Tivoli monitoring tool ™~ | /
and investigated where\\
appropriate. Y
Usage Branch Ledger Formalised change control Email communication | Preventative Manual

transactions are
recorded accurately in
the Audit Store.

approval and monitoring
process over the usage of
Balancing Transactions

from John Simpkins
dated 15/05/2014,
and articulating
control design around
this process.
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Key Assertion re.
Processing Integrity

Description

Source

Control Type

(Preventative /

Detective /
Monitoring)

Control Method
(Manual / Automated
/ IT Dependent
Manual)

Level of
Comfort

Usage Branch Ledger Audit trail monitoring the Email communication | Preventative Manual
transactions are usage of balance from John Simpkins
recorded accurately in | transactions dated 15/05/2014
the Audit Store. N
Usage Information from the Logical access controls in Audit Store R/re’\//e/Qtati\*re\ Automated
Audit Store retains place over user management | Procedures AN . N
original integrity. to ensure that only S
appropriate staff have access ¢ / v
to extract information from
the audit store Py
Usage Information from the Hardware controls are in Audit Store' “Preventative Automated
Audit Store retains place to prevent the Procedures \‘\
original integrity. modification of data in the )
audit store 4 \//
,/‘// \\\ \t N\, /
s N
Usage Information from the JSNs are processed ifto the N Br}anch Database Detective Automated
Audit Store retains audit store and revie\}ve\d “.| Procedures
original integrity. when users access audit ™
store information. Audit
store will automatically
detect non-sequential files
that are then processed by
the Tivoli monitoring tool
and investigated where
appropriate.

DRAFT FINDINGS

STRICTLY PRIVATE AND CONFIDENTIAL. SUBJECT TO LEGAL PRIVILEGE.

WITN10370171
WITN10370171

46



WITN10370171
WITN10370171

Control Method
(Manual / Automated

Level of
Comfort

Description Source Control Type

(Preventative /

Key Assertion re.
Processing Integrity

Information from the
Audit Store retains
original integrity.

The digital seal applied to the
batch on data transfer is
checked back to the initial

Branch Database
Procedures

Detective /
Monitoring)

Detective

/ IT Dependent
Manual)

Automated

seal to ensure that hash N
value has not been altered. /
Usage The system used by the | 3 way match between Data Flow Diagram NN IT Dependent Manual
Finance teams for Branch Database, provided by Finance
control contains all Transaction file and POLSAP (Jane Smith) <'/ /
records load file
Usage Data posted from Amendments posted Transactior:rél R .| Preventative Automated
other systems and centrally via transactional Correctioné‘\-Préiedur‘aI 7
teams is visible to and | corrections must be Evidence
accepted by sub post- approved by sub-Post g )
masters Masters must be approved
before they can be applied to
the Branch Database |\ ™.
Usage Data posted from Amendments posted// N Bi*fancbr‘Database Preventative Automated

other systems and
teams is visible to and
accepted by sub post-
masters

centrally via transactional-.
adjustments must be ™. h
approved by sub-Post /
Masters must be approved
before they can be applied to
the Branch Database

| Procedures
1/
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Key Assertion re.
Processing Integrity

Description

Source

Control Type
(Preventative /
Detective /
Monitoring)
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Control Method
(Manual / Automated
/ IT Dependent
Manual)

Level of
Comfort

Usage DBAs or others granted | Sub post-master must Branch Database Preventative IT Dependent Manual
DBA access have not functionally approve the Procedures
modified Branch Transactional
Database data. Acknowledgement file \;}
produced by the POLSAP yd /
system before items can be N
processed through to the AN \ "\)
branch database. s
Usage DBAs or others granted | Formalised change control Email communication P}e«‘/entative Manual
DBA access have not approval and monitoring from John Simpkins\\\
modified Branch process over the usage of dated 15/05/2014, N ,
Database data. Balancing Transactions andarticulating
control design around._{
this process.,
Usage DBAs or others granted | Audit trail monitoring the ,E’r'h/aiﬁ:or}f)myﬁ{gaﬁon Preventative Manual
DBA access have not usage of balance < \fro\m/th Simpkins
modified Branch transactions P y‘\‘dﬁted<1§/"0“5/'2014
Database data. / NN S
VAN N
yd ™ |
Usage DBAs or others granted | Hardware controls are\in S A/ledit Store Preventative Automated
DBA access have not place to prevent the : ~Procedures
modified Branch modification of data in the".”
Database data. audit store
Usage Counter transactions TWS scheduler and ISAE3402 Detective Automated

are recorded
completely, accurately
and on a timely basis
centrally?
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Key Assertion re.
Processing Integrity

Description

Source

Control Type
(Preventative /
Detective /
Monitoring)

Control Method
(Manual / Automated
/ IT Dependent
Manual)

Usage Counter transactions Logical security access Security Architecture Preventative Automated
are recorded controls in place to minimise | Document reference -
completely, accurately | the risk of inappropriate ARCSECARCO0003
and on a timely basis access to the counter section 6.2 and \;}
centrally? software within branch. ISAE3402, PCIDSS and yd /
ISO27001 reports as o
well. . \\ \ %\)
Usage Branch Ledger Logical security access ISAE3402 report. <»"' Preventative Automated

transactions are
recorded accurately in
the Audit Store?

controls are in place in
relation to the Branch
Database and audit store to
ensure that only appropriate
staff members have access.
Key transactions and tables

are monitored and activity is . g
verified by an independent

e

third party. ya

7
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Appendix 3: Inventory of Documentation Reviewed

The following documentation was reviewed during the course of our review:

Document Document Document Type
Number

1 Horizon Core Audit Process (Powerpoint) VaRS Other sources of comfort
2 Factfile (updated with SS comments) AN Other sources of comfort
3 ISAE3402 Report over Fujitsu managed service on Horizon Assurance

4 Centrally Generated Transactions document y, Other sources of comfort
5 POL Summary of Horizon Anomalies Referred to in Second Sight Report ™ Assurance

6 Report on Local Suspense (14 Branch) Issue Py \\ \ Other sources of comfort
7 Report on Receipts Payments (62 Branch) Issue N ™ Other sources of comfort
8 Spot Review Bible . NV e Other sources of comfort
9 Horizon Data Integrity Document e A Other sources of comfort
10 Horizon Data Integrity Document / S Other sources of comfort
11 Fujitsu 1SO27001 Certificate Assurance

12 1SO27001 Statement of Applicability produced/by Fumsu\ P Assurance

13 PCI DSS Attestation of Compliance SN ) T Assurance

14 PCI DSS Report by Bureau Veritas NN/ Assurance

15 ISMF Minutes for three months - Other sources of comfort
16 Fujitsu Security Reports for three months Other sources of comfort
17 Fujitsu Information Security Management System (ISMS) Scope Other sources of comfort
18 Horizon Solution Architecture Outline Other sources of comfort
19 Post Office to Driving & Vehicle Licensing Agency Automated Payments Client File Interface document Other sources of comfort
20 DVLA Internal Web Service High Level Design document Other sources of comfort
21 Security All Risk Extract Other sources of comfort
22 Migration Overview Document for Horizon system Other sources of comfort
23 Horizon Technical Security Architecture Other sources of comfort
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Document Document Document Type
Number

24 Solution Architecture Document Other sources of comfort
25 Batch Processing Overview Document Other sources of comfort
26 EMC Centera Acceptance Test Report - IAACR003 Other sources of comfort
27 Centera Accepting Testing Specification - IAACS002 Other sources of comfort
28 Application Interface Design - DELLD026 Other sources of comfort
29 Audit Server Specification Design -TDDES071 Other sources of comfort
30 Configuration Design - TDMANOO06 Other sources of comfort
31 Configuration Design - TDMANOQ9 . Other sources of comfort
32 Centera star OS upgrade to version 2.4 design proposal \ \\ . Other sources of comfort
33 Centera star OS upgrade to version 2.4 design proposal Amendment CP4021 ) N4 Other sources of comfort
34 Centera star OS upgrade to version 2.4 design proposal Amendment CP324( Other sources of comfort
35 Exception and Event Guide - TDMANO0OQ7 < Other sources of comfort
36 Functional Separation - CRFSP006 T~ > Other sources of comfort
37 High Level Design - SDHLD0O1 N Other sources of comfort
38 Audit Data Retrieval - SDHLD002 \ v / Other sources of comfort
39 Centera Migration HLD - TDIONO39 s ‘j \ Other sources of comfort
40 Centera - High Level Test Plans - VIHTP014 ) T Other sources of comfort
41 Horizon System Audit Manual - IAMANOO5S N\ Other sources of comfort
42 Low Level Design Document yd NN Other sources of comfort
43 Centera Operational Procedures - TDMANOO8 N Other sources of comfort
44 Centera - Performance Test Specification - TDLLTQO‘Q / Other sources of comfort
45 Centera Support Guide - TDMANO17 \ / Other sources of comfort
46 Centera Support Guide - TDMANO018 Other sources of comfort
47 Centera Test Report - VITRP029 Other sources of comfort
48 Centera User Guide - TDMANO0O05 Other sources of comfort
49 Data Strategy Foundation - 04 - G149 Data Strategy Foundation - Client File Transfer - PODG Closure v2 0 Other sources of comfort
50 Data Strategy Foundation - CFD New Requirements v1.11 Other sources of comfort
51 Data Strategy Foundation - Data Strategy Foundation Test Strategy V1 0 Other sources of comfort
52 Data Strategy Foundation - Migration Strategy CFD v0.4 Other sources of comfort
53 Other sources of comfort

Data Strategy Foundation - POLTSTREP0010 - CFD E2E Test Report vO 1
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Document Document Document Type
Number

54 Data Strategy Foundation - Revised business case CFD 24 11 10 Other sources of comfort
55 Horizon Technical Network Architecture - ARCNETARC0001 Other sources of comfort
56 Horizon Crypto Services High Level Design -DESSECHLD0002 Other sources of comfort
57 E2E data flows Other sources of comfort
58 idocs involving settlement Other sources of comfort
59 Process Management Systems Diagram (Version 14 - 24.10.2011) Other sources of comfort
60 AR11.005 - Horizon controls Other sources of comfort
61 AR12.050 - Horizon follow up N Other sources of comfort
62 AR12.050a -Follow-up Horizon May2013 \ \ h Other sources of comfort
63 Horizon Counter Application High Level Design - DESAPPHLD0047 ' Other sources of comfort
64 COMPONENT TEST PLAN FOR Horizon COUNTER INFRASTRUCTURE: SERWCE/ANDPROCESS CONTROL Other sources of comfort
65 Horizon Operational and Support Services Requirements Other sources of comfort
66 ACCEPTANCE REPORT FOR DESIGN WALKTHROUGH EVENT DW03 "SECU RITY > Other sources of comfort
67 Draft Deloitte Phase 2 Instructions (RDW 07 05 14)2 - \ Other sources of comfort
68 Phase 2 - Areas of Focus diagram (DRAFT v1) \ \/ Other sources of comfort
69 Project Zebra - Phase 2 Potential Next Steps v3 yd \g o Other sources of comfort
70 REQAPPAIS1392v3.2.PayStation.ETL ) ey Other sources of comfort
71 REQAPPAIS1391v2.1.PoGo.ETL. N Other sources of comfort
72 Acceptance Report 20070917BLOL1.13WIP .~~~ . Other sources of comfort
73 All Streams Plan vsn 0.98 / N ) Y Other sources of comfort
74 BC PLA001v 0.3 NN/ Other sources of comfort
75 BC020 HNG PD Potential Risks and Issues Rekgisteryl'l.yo Other sources of comfort
76 Change Management Assessment Template Other sources of comfort
7 DES SEC HLD 0010 v 1.0 Other sources of comfort
78 Engagement Meeting Log Notes v1.2 Other sources of comfort
79 Gartner Report Findings 1.1 with Appendix Assurance

80 HARMONY Full Guide 1.1a Other sources of comfort
81 HARMONY Full Guide 1.1a Other sources of comfort
82 HNG Benefits Tracking in confidence May 08 final Other sources of comfort
83 Other sources of comfort

HNG Board Report 080408
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Document Document Document Type
Number
84 HNG PIDv1.3 Other sources of comfort
85 HNG Reqts Team Meeting 050606 Other sources of comfort
86 HNG Risk and Issues 070424LY Other sources of comfort
87 Horizon Testing Strategy - HXTSR001 Other sources of comfort
88 In Touch report for HNG 080418a Other sources of comfort
89 In Touch Report for HNG 081205 Other sources of comfort
90 POL HNG IMP 002 v 1.0 P Other sources of comfort
91 POLHNG REQ 014 \ Other sources of comfort
92 QRH031 HNG Reqts PID vO.1f \ \\ Other sources of comfort
93 ACCEPTANCE REPORT FOR Horizon ACCEPTANCE GATEWAY 1 & 2 - REQ GEN AC§ 0001 v0\2 Other sources of comfort
94 Horizon GENERIC ACCEPTANCE PROCESS -REQGENPRO0735 \/' ya Other sources of comfort
95 Stakeholder Engagement Log_091218 o < Other sources of comfort
96 Test Report for the Integrity Testing of Horizon Data-centre Dlsaster Recovery Week Commencing 1st

September 2008 - SVMSDMREP0O005 \ Other sources of comfort
97 Wipro - Horizon : Performance Test Audit Post Office Limited ( POL) - Assurance
98 DVLA Internal Web Service High Level Design - DESAPPHLD0012 " Other sources of comfort
99 Audit Data Retrieval High Level Design - DESAPPHLD0029 | /" Other sources of comfort
100 Audit Data Collection & Storage High Level Design -"D\ESAPPHLDOOS'O Other sources of comfort
101 Horizon Counter Application High Level Design= DESAPRHLD0047 Other sources of comfort
102 COMPONENT TEST PLAN FOR Horizon COUNTER 1NFRA§TRUCTU RE: SERVICE AND PROCESS CONTROL -DEV

CNTCTP 0068 v 2.1 \ Other sources of comfort
103 DVLA AP Client File AIS ) 7 Other sources of comfort
104 Product Branch Accounting - Issuing Process forTransaction corrections v0.1 Other sources of comfort
105 Audit Data Collection and Storage High Level Design Other sources of comfort
106 Data Flow - Transaction Processing for client file delivery Other sources of comfort
107 Other sources of comfort

Data Flow - NBSC Miskey Process - Network Banking
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With the prior permission of POL, the following individuals were interviewed or consulted during the course of our review:

Contact Name Job Title / Role Organisation
Dave King Senior Technical Security Assurance Manager POL

Julie George Head of Information Security and Assurance Group POL

Rod Williams Litigation Lawyer POL

James Davidson | Fujitsu Primary Point of Contact Fujitsu

Pete Newsome Quality responsibility Fujitsu

Will Russell Regional Network Manager NT - South POL

Phil Norton Horizon Requirements responsibility Atos

James Brett Senior Test Manager — Post Office Account Atos

Bill Membery Requirements/Testing responsibility on Horizon Fujitsu
Gareth Jenkins Distinguished Engineer Fujitsu ™
Neil Crowther Senior Business Analyst POL ™
Matthew Lenton | Document Management responsibility Fu'jitsux\ o
Rod Ismay Head of Finance Service Centre _ POL / y
Jane Smith AP Enquiry Team Leader, Finance Service Centre \EOL \

Dave King Senior Technical Security Assurance Manager 7 )| pot- ~y
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»  Catry ouf any other work regquired by Yosr whilch b ressonably ingidontal io the sbove,

Ymmmmwwmmvmmmmmwwm-mmnm
opine o0 it adeqoisy, seflichncy, of condiiions, o he ingrity of e Hodaon HNG.-X
envirommnt (e the beigacy Hirizon system). o

A engngeent rojisirimienty ave disciaed, clanifiod and geowd Turtior, we will inat uwn
mmMmMMMMwmmmmmwm

mvmmmmmmﬁuwm1mmm .
bk Wil st b Hiemited

* Testing on datn Teekd withn the wystimi sudit tralls, b e {for
enwiousty deavin by Fagitin it the exient of kndwn detielengies;

*  Ausessment and profiling of system wadic wails, 1o Took for shunsiteristicn of snd wonds in
sl behavivuey in the systom thasisctional vors

® Kpuiey it and totinig of the nature and extent of wnikt, system wd uier scooptance testing of
wmmtmwmmmmmmwum innphomeritition;

* Moo detailed considerstion ss 0 sny ssponts of the intermal control envirmment “which
mwmmtmlmxwmmmw»mmmmw
Wugnwmwwmmm

v Usibesiand the nature and ixtent of mﬁmmmamm sysoms. ook tent the
opsrating integeity of datatlows 1o e frimi cortain of these sy stems; sod

Pagne X o 18

DRAFT FINDINGS

STRICTLY PRIVATE AND CONFIDENTIAL. SUBJECT TO LEGAL PRIVILEGE.

» esting of responses to themati concemns neised y ether indopendiest reviews,
The scope of our servives sod sey Mmmmmmmw&mmmmmxm

mwmm@mwwtmwnmmmm et of wond will ion cunisbiir sy wther
sspect.

Onsr work will be perfomised tirough o combination of desk asd innpestion of dovumentation,
memmymwmwmmmuwmm
.

i i MMMMMMMMMMWWMM&“MWWW
. mmwwwwmmwdﬁwmhm otherwing
'me%mmwmmmwwmmmmmmwmm

spsimetistion and opestionsl efiectiveness of ady lntemal

|~ pricessing envirament,
h Yo it by e i mnc e ifoemation avallsblc, Whilst wes will repot owe
~ in e with i sgreed scope of work having sumsidered mmww,wmmm
7 ‘of gartying out the Servides, MMMMVWWWmMMm
4 mt R

instriscthies m Ym

g dniteriew, andd that v sbiliey b sk bt svhat v B R i sy e liiniend by e
i lable infimstion.

Wi shall discuss. with You any: difficultios we encounter with: completing our work shoutd any
prodder anise.

Your ackmerwledge that You ant vesponsible Tor establishing snd mabstiining an affoctive intorval
mwmmmwmmmmmwﬂfmwmm

mnm«@mmm iy, Neothing i 0w work guaraties tat wiron
wwmwﬁimmam tﬂWWmemhwwwmeM
e

The seope of our Servicey and our - responsdhilities will nor fvolve us i perfrming the work
mmtmmwwmfw&mmwlwwvm-wwmim'mm’.
mwmm,wmmmwmmmm of forecast {“prispective
) e renvonublonssy of the wadintylig sssumplions. Sinow sy prospictive
inaicial in Wmm%hwhﬂ%@m%mm:&%m
wmymumwﬁm prisfected bucume events suid Chroumatinoes Tiequently to mor oo 8y
expeciod, sl those diffemncey may by matial,
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Deloitte.
) Format and wee ol the Dedoitte Deliversblos

T fommia and tiondng 1oF the seports {the YDelivirablos”] lmed by us Wil be sigresd with You, The
contiont oF swch Deliverablos i cxprctd ti be'sin phecutive summary dsd 5 written repor, a8 follows:

. Awafmwmwmmwmmmm
presenttion aid discissbon in thelr mecting o the 30 Apeil 2014 (noding any bey oltstanding .
posints, i mppilicalvle, dmil sbieon wy the acciimey’ of ot axsapeions ind e Rl of
Vi résponsibilities, bekow);

Wirkaon Ropert:
o ltrndiction - o floning the context of ok appointamnt skt the o of work performed.

* Our Approsch - outliniag the proveduren we have adoptod b she delivery of our work, those
docirenty reviewed wid e dodividualy we bave inwevivwed;

o Underinmding the Horzue TINGX Provessing Environment - Based on the docusieniation
providud i s, peovide an overview:
& Relating to e Techniad enviromment . enyisaped 10 b o deseription of
mmmwmwﬁmwmlmwxmm comsisting of, whine informakion v
mw i
mew»mw”wwmwmm#&wﬂmw
MMWEMMWMWMWWMMMM
protoeols (the Audit Stonel;

* mmnmmwmmmmmmmm
wltase somponents, hardward composents;

» Key mafters nelting 1 jes history, mmmmwamwmmm
WWMMWMMWMWtMrMM’ 4

ogami(/ ::ww Mmm‘k wh
o ol o

o
m,mmmmtimwmm « snvisied X
' 'mmtdmﬂmm%nxmammmm wre Deformatin

o wf the s the phy
Ty, o the ystem b envirnmifont
spenasibhe,

MWWM fypes
‘i Plockion TINGLX bs.

*  the typés of amactions provessed by the systom and, at » ssonabiopdel
ihe itegriny of Shese timssctions iy verifil and proseived;

* hew more than daily, weekly, mﬁy.mﬁaﬁmﬂmmﬂ%
prikidses operats sad how Varisnces and/or srmors isee handied;

. mmwmwwmmmmmwm«wmmm&y
o by weenss

. nwmwmwmwmmw&mm&mmm

Map - s Yowr whtich Vi have sharod with
uwummwmmmwwwwuywmammmmwwmwm
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DRAFT FINDINGS

STRICTLY PRIVATE AND CONFIDENTIAL. SUBJECT TO LEGAL PRIVILEGE.

-

Deloitte.

o Miastevs fhe Cinsiderntion - n psssssment of Your Assarancs Map iny the content of ¥ uf
obgjectives wed significant mattery wel have obiserved during sur work thot we soommiend Yo
coniider lirther,

Amy Dicliverable should mot bir ropled, sefesrod to or quoted to any ofer party, except i the cogtext ol
v«mmmwa&wmwmmmmww'mvmmmmwm
of the enclosnd Tormss of Bosiness that sets out the conditions under which the Deliverables will be

prisvided to Yoo,

h%ﬁnmeYmmWMWMWW&MMMWWﬂWMMhMM
mm»mmmmwwmm'mmww i Thisse procediies sty

(e to them will not cheats sy duty, lisbility ae revponsibility whatioover to
flow 1o i Eaeliverable oc iy of The ciieints;

‘mmmmm»mmm il mowdy ow Biteresty f mied; and

ihary shoadd keone e Detivernble sonlidential and ik copy o siraulits ver Deliversbis, or
wmmm%awﬁmdmmbmmmmmm

thist You are wniikely 10 make wny. public snnouniesmcots, which would sefer te e

LU irviation changes hawever, You sgree that Yo will st make any svch public
Mmmaﬁmmmmﬁm&amw&mmwwmw
et o the wonling of any pubilic announcement 10 s snd without nur prior wiitien conwent o

mmwmmmm unseasonably,

(w} Chieat Responsibilities.

I womnection with the providion of the Servioes, we refir You 1o clitume 3 of e snckomed Terms of
Busivess. Thuse confim Your ssporsibility for the provision of informativn snd declsion-making in
cotivction with the Servives we are o provide. In sidition, bur defivery of the Services it depensent
m*wwwww Jollowing:,

. vauwmmewmmmmmmmmumym

lfective Gompletion of Your own: activites aod - nesponsibilitios in connection | with
eergngoonent, a Wikl s ety devistons sid ipprovils by You;

. mwmmwwwmmm Information You deem nelovent & this review;

- Vmemszwsmwwﬁmmmmmiﬁnmwmm
infoemation b infivem cur understusing sed report;

o Unfess we are athorwiie nstricted, Yiou igres fo-conying vot bl contact with diied parfes;
. ?mmenrmmmwwkmmwsmemx

o Yong agree to provide i room Tor our e and secane storagr facilithes for paperwirk, i s,
nmwmmmw

® - Yiour agrow t sssoss the Disliverabie we provide to You, to detormsing the most appenpriste comrses
of sctive foe You.
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You WMM#MMWWMWWW%WMW%MWM
M»wmmw?mmq«mwmpmaammmmimw
a8 Wl as tineely decivions sad spprovals by You,

T responsibilities st ot above s those: contaied i lause 3 of e Torms. of Business are
wgeiher reforend i o this Contract s the “Client Respomsibilities”.

() Assumptions
e Services, Uhatger (s set o0t Ta ‘Seotion 4 Below) il fimsetalile ave baved wpin the fallowing
s mptions, feprevetntions snd informstion wmwlf by Yo [ Asswmptions”s.

»  Hvizon HINGHX bs wlso kmmﬂﬁm Conbine i Your ofganksetion. W will el 1o the
provessing enviromment as Phiron FINGSX rugh-out oue work, The systom which Hotron
VM»XMM&MWM%M%WMWW

® Only mazers selating o the Fodaon HNG-X processing savimnment will be considered in ror
review, Wi will fit comsider’ sy, nfornation’ relating 0 the legsey Herizn sysiom, with the
sxception. of that mecexsary Tor s ‘w obtaln ‘an enderssiding of key nhancoments thit the
Flosbron TINGOX delivired whain Wwis imphesientid, '

» . Dkt will not provide u legal o amy other apision st any point Broughout e work;

Pl suifichent nformation: §s available o & thmely basle reganding the scope of Servicen amd
Poelivirnblen for s 5o be able th cirry Gut ook work;

o Phat sl pertient iefiometion reliting to the saturs of the Allegations againe Vou b bien
provided to s sich that we arv fially sware of the detiil of thi Allegations;

* Kinbess cehrvis sl tiar Delointg sl will have ao dinict coniact with soy thind per
sy thests i Fufits comtts that Yoo provide e us;

 Too it iy s 0 v ill o bl 5 s o il e ot b -

perforny our work diring e perkid of bar mssdsiment M&ﬁdmmhw
timisky Bl by Wow to regpdest Rther isformation should thix be vequised;

. mﬂtemwmmwmmmwmmw Vo, 9
parties via You

. MM*MMHMWWMMMWM,
mwmm weourcy of har sssumptiond s the fullilwent of Your r

. Debolete will mot seview any sontrcnial providions b place between You sad thind parties.
fer, Cliont coptats

W pderstand that Rindric Wikliames, Litigtion Lawyer, will be Your nominatd paint of contuct and
that ruquesb for infisrmiation sind documestation shiokd be copied 1o Helinds Crowe,

Page 7ol 1%
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4 OwiChirges

W will ave cur dhines upor the autual tmic snd nisterinly ncurmod, plos i
pplicable vl sddeil k. The billing rites we wmmmmwwmwmwm
wirh which we have perfucomd Qe Yiou b 2013,

wmmmmmtuanmmzamx«wWﬂmmm.w Tir provide sobie veraloty
v owe feex, we willk eap our totisl fee for P m»:m&mvmmamwmm
expenses); Charges for work: done under & Change Onder’ will o' basedd oo thie iake’ cand below: (in
sedvbiziont 1o thi Tedi cap Bor th Pt 1 week), indens ofbwrwiae agoced,

£330

i

£310
£183

be

¢ courwe o our work, or Change Order thesgiinder, is aeed for ancillary specialist services
e mmumn%mww%mwmmwmkm
mﬁWm&m

.
.

\ \\/ ?"
/ ‘hm«ﬂhdmﬂbwﬂ‘mhml

Thaenchosed Teenis of Busisess Foom an ingral paet of the Contraot betwoen o5 and Your atieotiv &
drmwn b thesis, You sigree that v thie pierpone o cliuie & of tvese Tooms of Bisiiess, our
Tialiliny arising fivsom i, in iy wory i Sonmection with e Services dhall nol excned £750.000,

& Vaviations
tquwmmmmmmm addition, modificating or other change 1o the Services

wmmwwm«“mm we ewch aigeon by follow ifie chaige sontrol procedurss
denpribied o Appaindin 2,
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m*m«« 1 Mﬂﬂt&
mea and acceptance APPENDIX {
: ENGAGEMENT LETTER DATED 9 Ari. 2014
mwmwmmmmuymhmfwv&mmemmmmmmwmﬁwmmm \ i i g
ssignmiont, Yo e b asurod thist it will roselve cur close santion. ] SOURCES OF INFORMATION
W, Naving g&ww the provisiias of this Contrast Yo onchisde that they wre réasonabile in the ‘ For Bart | wioek, we will s the following novrces of information which have bren provided by You:
ontest of Hactiors rolatin proposed appointnsat s Y cngRe
ponssgradsondsusighonmbobsplcssnoybe onpronchuadbhgprsclobys oo dosdonind I “Horiaon Cone Audit Presess” which outlines how Horion, 11NG-X has beon designed to
Pperse, )
Hin aciomnd oty of Wl e 2 “Tovalt Facfie” ihisch s shh Now PR, s i TONGEX i the biach ity
B TDwseription of Fujite's Systens of 1T Tnfinstractuce Soevices supporing Pout 'Offies
Wi faafully um s, H)}M and FINCEX applications” wivich oullines the enviroament in: which
¥ m i ,mmmﬂmmowmmmmmﬁmwmmmw
) ,‘j)d'mf ! - H :mmm«mﬂmz

o the “Laoval Suspense™ ! 14 Branch anomsly;

! on the "Reveints Paymonts™ 262 Drsnch snomaly;

g \‘ﬂw WMW Hible™, Mmmmm%wmm st o POL: jond POLs
remponges (cf pars 3.7 M‘Mmd Sight's July 2013 Reporty;

Fuijiosn’s %Rx%mn Duta Tntegrity™ document, which penvides o sovlimical descripnion of the

mohsures badlt ke &MM HNGHX 10 ensure data inteprity, inchuding '» description of

mﬂ%w’mmmwxh»mw«mmmmmmm;m Mmkmm*

mewummwmuuymudmmmwﬂm
Camtract set wul iy

Sigaod: G RO f ~ \\\\\

\ s P 'mmmmmur/wmmuummmmmmmx»mm

. ) ) e ~ integrity and & apply in sach case;
Duily suthorised for and hghs i ot Post Offioe | ) e \ S/ 14, Current Pujitss POA 18027001 vertification;
Printid Nagae: S }: wivewe| - )

¢ 12 The associated Fujitsn POA 1SMS Statemnt of Applicability;
Positiin {;i@rwa o | “C e ;gw’"{"», ) l ~~~~~~~ ] 14 The Post Oifice Horizva PCEDSS signed AOC,

1 13 The Pt Office Horlzon PCEDSS cortificaé;

- gy / 18, mwm&mﬁmmnmﬁyww -
} Pl R 2 4 N T v 16, 3 publishicd Post Office ISMF minutes with Fujiesiy and

Dote: 2.5 14 g 24 o < : brflidudand S comlddiiar

'{} Sourices of Tformation 4 —~ \\> : Additional documents may b provided by 'You s part of vur cogmgement. The Tull Bt of infoeation
Appendix 2 < Chiage Couteol Procedures \1 | suroes will be disclosed in our Delivenibli,

Appendin ¥ - Teonplate Chinge Order
Appenitin 4 - Diebodtie LLP Torms of Business, Consulting and Advisory Services
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Deloitte.

APPENDIX 2.
EnGacrseny Lo DATED 9 APRIL 2014
CHANGE CONTROL PROCEDURES

s tfﬁmyﬁmmpmymmmwwmwm oy whlithon, smodification o other
chimge 1o the Servions o porfonmance reguired WMCWWWW%MM
mmmghmmm&mmnmwmmimmmw(u%mmqmwﬁmm
othaE party.

T AN Change zmwmmmﬂwmmmhwmﬁwmm»dmwmm

signed the. Engagerment Lstior Tor wind on behalf of the CHient, jn the case of Change Requests

ikt by the Clicst or the Theloktie cliewt sirvice pariner sy spocified iy thy Engapiment Letsr
mmmwmmmummmmm

3 Deboitse will fevestijo. So implications for /the Contemt of iniplesnting esch Chuings

mmmmmmumammfm ot fore mtrschd e

i 3, b renpect of such Change Reqiest. 1€ in a gany’s jilgement, the time o svaluate

WWmewmwmﬂmmM«meﬂf

mwmmummwmmmmmmmwwmm Thi
mwummwwmmmw sotion.

4 ﬂwiﬂmwmmﬂtyMmhwﬁmwmmwmwmwmmmkww»w

M@‘mw '

APPENDIX 3

ENGAGEMENT LETTER DATED 9 APRIL 2004
mmtmmmmw

Do

ek M wnd Addesssn
l’miwmm%

: Optler y appenices, schedules, andor stischavents), records agreed changes 1 the

. O Deloins” or “wepand < > dated wmma\ymwm

s This Chassge ' Ovder’ vonstituties e votine’ bndirstanding ol ugrocnmens

i WWWWNMWWM%MWMM&&%MM,W%MWM

oy =mmw%mwzmﬂmrmmuﬁmmx“

S wm[;«r Mﬁmw&y representisives of both parties.

Ny fonf ) the: Fogagement Letier sét foetk elow [ind any, eatlicr Chimge Ordor(s) or amendmonts

by mimencded, éffective i of [effestive date of dhianges], by the Tollowing tat:

WITN10370171
WITN10370171

inphensent thie propesed Change as soun i raasowably practicable bis in any event mo biter than
3 by {or mch ather perid igroed by the particn) after roosipt of the Change Onder sobmisied
by Delitie. Should the partics wish 1o proveed with the proposed Change, the Climge Ovdor:
shall be signed by the naimed perion who has sigied the Eagagement Lister Tor snd va bebalf of

mmmmmwmmmwwmwmmmmw d L
document being refered o 5 5 “Chamgs Order”). S \} >/< 1 Our Services and respoasibiltics

.

5 wmwawwmmmmwmammmmm«@ (v// “
QW(MMMW WMMM entorieahle ngainat o party, wimml ~~~~~~~~ o
mmumnmwmmmmmmmmwm % v
ifthe Chiange had iot beeth propesed. \ 4 ey Charges

6 Dol shall be entitied b change for all mskonabiv coits and axpinses " ) p ’
mwwmmmmmwamemmW) & Compwquential changes fo the Comtract

sighend i prapct ol sk Chasige
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mmwwmmmm.aummmwmmwmmmww Pleawe
it Yo wgressenit bo thie torms of hiv Change. Ovder by signing and iecuming fo Deloing the dnelosed

oy o this Chisge Oxder,.
¥ ours fuithifully,

Pavtwer

Deloitee LLP
Agrend by Feat Offhee L
Sigmeds

For ud on behialf 6f Post tHThoe L1

Poisitiin:

Date: -
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!“w ﬁ.e,{'ﬂ'

APPENDIX 4

Encacument Lerren DATED S Aruin. 2014
PELOITTE LLP - TERMS OF BUSINESS

DELOVTTE LLP
TERMS OF BUSINESS
Cowulting and Advisory Serviees
i m«wmmmww K0T ks i o i i o e gl o g
rptaraive of e, e S o e, o it

B e e ol iy Mm mm"me o
mmwm b 0P Dol ir )
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m-mm w!m"wdm*m o S e ey g e Buoeit of b4 Tt i sty 9 he
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EXGAGEMENT LETTRR DATED 09 APRIL 2014
CHANGE ORDER NUMBER 01 {(VERSION 2)

o May 2014

Mr Chris Avjmnd

Pont Office 144

AR O Stinet

Lo

ECTV 9HO
Fo the anention of Chvis Aujaed

Dywr Slrs.

This Changs Ordor (inchading i3 dubss, sndior seconds agroed changs
ter the Contemt between mk»m 1. umbm’ B W™y i Peat Office Lid (*POL™ i * YooY ilsted
OF April, 2014, w5 ameided by prior ugroed Chaiyis M{t} or muendments thereto.  This Change
Order vonstitiities the entire und ding ind the Client mnit Deloive with respect
1o the changens set ook in this ocument, wum st prior oial and weilien communicstions with
respect 1 such chinges {(inehiding, bot not Tinied to Change Requess), and maty only e smended in
writing, signed by athorised wmmm«fmh parties,

The seetiondsh of the Engugensint Letter st forih helow sre hereby amended, éffective ns of 06 May
2014, by the fllkowing text:

1 Projiet scope sud objectives

:;\mmrmwm and objeetives reenin i proviously' describod withii our engagoment Yetter dated

2 Owr Bervices and rexponsibilities

Ouir services withio 2060 of our contrger dotest 09 Apeil 2014 will be amended to inclinde the twa
following extensson ancas: N

Estension Area I: )
Drelivite will continue 1 review further suppliod documentation refating to the 2010 § it
HNGX und other key project dosuimentation by POL, i onder o compare mm
exiont o projoct governance and docurmentation with the Deloltte methodology. ‘The 1
inshade & review of documents that outline. i and how transactivnal biunch datsliows it §
Featires of the syéturm wese bnpacted by the impl

In addition Deboitte will sssers «mmum velating to wnfrnt“ business roguiremeonts as w

the profect's lesting s el testing p

Deloitte wilf o d o of v ap b, Findingy. and froven this work
b o dedhverable, kavia
L

DRAFT FINDINGS
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Deloitte

Extension Avea 2:

Droloitee will review flather documentation robating to the specifle design foatures of the processing
environment which e ivseried tobe in place fo wwlerpiss two key oblectives;

1. That sub-post masiers have full ownership and visibility of all records in thel Branch lodger;

T That the Branch hodgee rocondy aoe kept by the systen with intageity snd Fall audic il
Deloitte will u schedule of these specific design features, kentificd only through deskiop

review af&mmmnm provided by Post Ofice, aed b thix to aasess svhether the pxisteone of the
mﬁmmmm‘mmmmnmmmw Duiloitie will comment on the 2 point sbove in
this context.

Deloitte will pot comment on lityOF documentativm sed will pot perform sny implementation

o dperating elfectiveness te
W will sl includes
dint o validate the Audit Store's tamper proof

thmm order to swess I key events which poukd have impacted
dcum\ ﬁmtmwm further janpl i -m #

Deloiste’s winrk, stil) ba o

h ww and recommendations from thix woek

n\?: to the arens of sddtions! seevice, Deloitte will suppost the delivery of ongoing

e g Wit POL. stikebwikders propmre i Bosed @ docuimert (mackid o Deafty
‘ot our work ot the Tussday 13° My 2014 wwd Friday 16 Moy 2014;

Charges

Yime chiéspes for (i addkionat work will be chargeth on  thoe and maserials Baved, in line with
: pate Caeed shoivn b oy orlginal Bngegement Letier,

Consequential changes to the Contract
Except s expressty modified herein, all othor terms and conditions of the Contract remuin unclsnged.

}’k*mﬁﬁ”mmWﬂmﬁwmusunhuﬂwmbﬁiﬁmgmmuww Delote
the enclosed copy of this Change Order.

B desale LLP
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Yours Githiully,

Partogr

Dloitte LLP

GRO

Agreed by Post Oftlee me‘

GRO

Sigred: é G Ro

[r—

For amd on beball of Post Office 1imited:

Privsted N C/ﬂﬂf{‘.& /‘VMLP

Position: . q EUM- a’m
e 1504 -20/4
O Dhscing L
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Y
Statement of Responsil
P A Ve \

i

We take responsibility for this report which l\§ pre iared on the basis of the limitations set out below. The matters

;

raised in this report are only'those whictl,zéme‘té' our attention during the c ourse of our work and are not
necessarily a comprehensive stégnent;?w/{he weaknesses that may exist or all improvem ents that might be
made. Any recommendations made‘“{\o\l:_' provem ents should be assessed by you for their full impact be fore they

are implemented.

Deloitte LLP
London
May 2014

In this document references to Deloitte are references to Deloitte LLP. Deloitte LLP is the United Kin gdom
member firm of Deloitte Touche T ohmatsu Limited (“DTTL"), a UK private company limited by guarantee, whose
member firms are legally s eparate and independent entities. Please see www.deloitte.c o.uk/about for a detailed

description of the legal structure of DTTL and its member firms.
© 2014 Deloitte LLP. All rights reserved.

Deloitte LLP is a limited liability partne rship registered in England and Wales with registered number OC303675
and its registered office at 2 New Street Square, London EC4A 3BZ, United Kingdom.
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