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1 Executive

Context 

As outlined to us by the Post Office Limited ("POL") litigation team, " POL is responding to allegations from Sub-
postmasters that the "Horiam"IT system used to record transactions in POL branches is defective anc that the 

processes associated with it are inadequate (e.g. that it may be the source and/or cause of branch losses). POL is 

committed to ensuring and demonstrating that the current Horizon system is robust and operates with integrity, 
within an appropriate control framework. " 

POL is confident that Horizon and its associated control activities deliver a robust prokes`s(ng environment through 
three mechanisms: POL have designed features directly into Horizon to exert control; P tL operates IT 
management over Horizon; and POL have implemented controls into and arountt) the bb~lsinessprocesses making 

use of Horizon. Collectively these three approaches of inherent systems design, tangoing,systems management 

and business process control are designed to deliver a Horizon proces genvt onrrnent which operates with 
integrity. 

Since its implementation in branches, POL has comm ssioned or has `repelved s number of pieces of work relating 
to the Horizon processing environment, to provide comfort over itsintegrity; This work, referred to in our report as 
the "Assurance Work", provides documented assertions relating to aspects of the design and operation cf the 
Horizon processing environment. The Assurance Wort( 
procedures; internal and external investigations andtrev 
verbal assertions. l 

Deloitte has been appointed to: 
• onsider whether this Assura.nteyVork 

processing environment,/ < / 

• o extract from the Assurance Work an 
• o raise suggestions for potehtal impre 

ants; operational policies and 
and emails confirming otherwise 

key risks relating tothe integrity of the 

of the Horizon Features', 
ments in the assurance provision. 

`'Horizon Features" is a terrfi we have introduc ed to r ire`sent those features of the Horizon processing environment, including IT management 

and business use controls, which provid that: 

• ovements in Branch led rsrs hrae the/full ownershi a and visibility of sub-postmasters; and 

• udit trails kept by the system are complete and accurate. 

Summary c. :p .oat „/ 

We have structured our work around the 
key control assertions shown in the 
diagram (right), which has been agreed 
with POL. We consider these to be key 
matters that POL should control in order to 
gain comfort over the integrity of 
processing. 

We have considered POL's three design 
approaches when evaluating the 

Assurance Work. 
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A key element of the approach was to identify the Horizon Features. POL did not have an existing document that 
could be described as representing the Horizon Features in a demonstrably complete way, therefore we have 
drawn out an initial view of the Horizon Features from the underlying documentation and considered Assurance 
Work relating to them (Appendix 2) for the purposes of this review. 

We have grouped the Assurance Work provided to us into three areas, corresponding to POL's three mechanisms 
of exerting control over the processing environment, as follows: 

System Baseline Assurance Work: This aims to provide comfort that the original Horizon implementation 
and other changes performed under formal projects were well governed (compared to Deloitte project 
management methodologies) and that detailed testing was performed against agreed business 
requirements. Such activity would verify that the system was, at that point in time, fit for purpose and 
implemented as intended. This assessment considers the point when the system and processes are 
created. 

IT Provision Assurance Work: This aims to provide comfort that the I ,mans ement activities required to 
run the Horizon system with integrity are designed and operating eft, ctively. Sufi activity verifies that key 
day-to-day IT management activities (e.g.: security, IT operations and system, chant`) are appropriately 
governed and controlled. %' 

• System Usage Assurance Work: This assurance aims'to pr6yiO comfort that the controls in and around 
the business processes which make use of the Horizon 'sastem arg'appropriately designed, in place and 
operating as intended. \ N. 

Our work has been performed as a desktop review cif dccumentation-.made available and has neither tested the 
quality, completeness or accuracy of the Assurance Work ̀ provided to us,  or tested any controls relating to the 
Horizon processing environment. 

` y

Summary of Observations r

Substantial Horizon-related systerpp doc neAtation exists~omparable to that typically seen in organisations of a 
similar scale where IT activities are\outsourced and formal assurance activities are not mandated. Some 
organisations are externally rnandatedto have greater level of end-to-end, risk orientated documentation and 
testing, e.g.: in financial services. APO . idgot so mandated. /. 

Based on our review,bftheavailalle documentation, our key observations are: 

• he extensive\Horizon system, iocumentation is structured from a technical rather than a risk and controls 
perspective andy rovidee ai nderstanding of the Horizon Features. POL should conduct a formal 
assessment to iderrtlfy a rc6mplete set of Horizon Features that respond to POL's control objectives. 

• he integrity of the Audit Store is designed to be preserved by a system of "digital seals". This feature 
underpins the ability to confirm the completeness and accuracy of data kept in the Audit Store, and that of 
subsequent reports generated from the Audit Store. These digital seals are key components in the Horizon 
Features. 

OL is relying on the Horizon Features being implemented and operating as described. Whilst our review 
focussed on the design of the Horizon Features, the Assurance Work we have assessed does not 
completely test these features for implementation and operating effectiveness. Only those Horizon 
Features relating to IT Provisioning have been validated and tested. In addition, during the course cf our 
engagement, one of the Horizon Features not so tested has been discovered by POL to not be 
implemented as expected. 
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• usiness use (process) documentation is not complete or up to date, by some years in cases. As part of 
completing or updating the documentation of Horizon Features, all relevant business uses should be 
identified and evaluated from a control objectives perspective to identify potential addition matters being 
relied upon. 

• re 2010 Assurance Work has not yet been located by POL. This Assurance Work is required to evaluate 
the comfort that the system was originally built and tested to specific business requirements. The 
implementation in 2010 of HNG-X is asserted by POL to have not significantly impacted the design of the 
Horizon Features. 

• overning controls over key, day-to-day IT management activities have been independently tested and 
opined by Ernst and Young (since 2012) to a recognised assurance standard (ISAE3402). 

• number of third party systems are used by Horizon on a day-to-day 
asserts that these interactions do not impact on the Horizon Features. 

Scope Limitations

Our work has bee

• my matt 
considere 

• e have 
Horizon a 

basis Documentation 

g environment have been 

and accuracy of processng of 

• e have not had direct contact with any third artie oth,ef than named contacts that you have provided to 
us (Appendix 3); 

• e have 
parties (if 

• e have 

• e have 

• e have 

directly or indirectly by third 

d third parties; 

k supplied to us. 

ii 
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Introduction 

The Horizon system has been used by POL since 1995. During this time it has processed many millions of 
transactions across thousands of branches. Horizon is accredited by Payment Card Industry Data Security 
Standard (PCI DSS) and ISO27001. It is currently used by more than 68,000 users across 11,500 POL branches 
and is administered by Fujitsu as part of a managed service agreement. It is a key operational system for POL and 
integrity of processing on the system is crucial to the day-to-day operations of the business. 

POL is responding to allegations that the Horizon processing environment, used to r ord,,transactions in POL 
branches, is defective and/or that the processes associated with it are inadequate/ / 

In order to respond better to the allegations (which have been, and will in aIi 'ikelihood continue to be, advanced in 
the Courts), POL management want to demonstrate that the Horizon pro ssir j environments robust and 
operates with integrity, within an appropriate control framework.

In particular, management at POL has highlighted two key statepfients4hfa' wQGld like to assess their comfort cver 
in response to the allegations, being: </ 

ti4
1. That Sub-postmasters have full ownership and:4rsibil.ity of all records ib their Branch ledger; and 
2. That the Branch ledger records are kept by the system ̀with integrity/ and full audit trail. 

POL management have previously either been provid` d with or c .,o missioned work (including independent 
assurance reviews) into matters relating to Horizon's operating e~n> i onment and processing integrity. Documents 
outlined in Appendix 3 have been provided to us and considered as part of the planning and delivery of our review. 7/ 
Objectives and Activities EJn rtak 

The purpose of this report is.to.provide, based upon the information made available to us by you, an independently 
produced summary1of theAssurahce Work undertaken over your current day Horizon processing environment and 
make recommendations on flrttheriwork that could be done to enhance these assurance sources.

The work we have performed to produce this report has included: 

• btaining an understanding of the Allegations; POL's key risks in and internal controls over the Horizon 
processing environment relevant to the integrity of processing; the measures in place to record a nd 
preserve the integrity of system audit trails and other background matters that we may deem necessary to 
complete our review; 

• btaining an understanding of the key differences between the current Horizon processing environment, 
and the system which this replaced (here-to referred to as the "Legacy System"); 

• eviewing, understanding and consolidating the Assurance Work (e.g.: investigations, assurance activities 
and remediation actions) which POL or third parties have undertaken; 

• olding discussions with relevant members of POL staff and other key stakeholders: 

• eviewing project documentation relating to the 2010 mplementation of Horizon, in order to compare the 
nature and extent of p roject governance and documentation with Deloitte's good practice project 
management methodology; 
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• reparing an initial schedule of Horizon Features and assessing the level of comfort over these, provided 
by POL's Assurance Work (including the use of a specialist to assess the design of the Audit Store's 
tamper proof mechanisms); and 

ecommend further activities that management could undertake to improve the assurance provision. 

Scope limitations are outlined in the Executive Summary above. 

Understanding of Hi toricat Issues and Concerns 

As an initial step, in building the requisite understanding required of the historical context leading tc this review, we 
have reviewed the documentation provided by POL in order to understand the history of issues and concerns which 
have been raised in relation to the system. 

From the documents provided, we have identified the following matters which have helped, to provide us with a high 
level understanding of the nature and extent of the potential concerns with the Horizon processing environment, 
and thus focus our work in certain higher risk areas: 

Branch 14 Issue - Involved a processing error where historic accountingferrt{ie in the 2010`7'1,1 financial year were 
replicated in accounts for 2011/12 and 2012/13. 

Branch 62 Issue - Involved a Receipts and Payments mismatct' in Horizon When discrepancies were moved into 
the local suspense account (this is an account which aggregate discrepancies into a single gain or loss for a 
branch trading period). 

Falkirk Issue - The Falkirk Anomaly occurred when<cash„or stock ras,transferred between stock units. 

Spot Review Bible — This outlines a sequence of matters r f`sed dtnisig the work performed by Second Sight over 
the allegations raised over the Horizon sy~temartd surf(mary;dommentary on 10 issues within. 

Lepton Detailed Spot Review Information (iinctudecLwi*,h<ifi Spot Check Bible) Detailed documentation has 
also been provided in relation to Spot Review 1. The isss,, e raised was that a Sub-postmaster will not be notified 
about automatic reversals of transactions when notcofinected to the data centre. 

Reflecting on the nature and substance of`thes?'issues, and documentation relating to their follow-up and 
resolution, we have understood th,e imps rtanoe of the audit trail to provide evidence relating to disparities between 
Sub-postmaster accounts of events and subsequent investigations, based on audit trail evidence, by POL/Fujitsu. 

As a result of the above ügderstanSling, our work relating to IT Provision and System Usage Assurance Work paid 
particular (but not exclusive focus on Information System Operations (IT environment processing), and business 
processes controlling relevant key data flows (the key data flow for our assessment being that of the complete and 
accurate transmission of data from the Counter system at the Branch to the Branch Database and subsequently 
into the Audit Store). 
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In the absence of POL's own holistic risk assessment relating to the Horizon processing environment, key to our 
assessment of sources of assurance has been the formulation of an initial "risk universe", against which coverage 
of the associated risks by the relevant sources of assurance can be assessed ("mapped"). 

We have considered this risk universe across three key areas: 

1. Control objectives and risks relating to the 'System Baseline'. 
2. Control objectives and risks relating to 'IT Provision'. 
3. Control objectives and risks relating to 'System Usage'. 

Risks relating to the System Baseline — these are risks that the original implementation project and other 
changes performed under formal projects were not conducted in line with ggiod project management practices, and 
that detailed testing was not performed against agreed business require °erits<'These,risks 

are 

governed and 
controlled outside of day-to-day system operating procedures. Controls w,trlch mitigate therserisks are often 
referred to as "Project Controls" and "Inherent System Controls" (those desYgn€d and built into the IT system). 

Risks relating to IT Provision — these are risks that the underlyi IT act ities, necessary to provide a system 
that can run and be used with integrity, are not desgned-and operating effectively. Such risks relate to key day-to-
day IT management activities, relating to security, ITpperationsand systmhanges. Controls which mitigate 
these risks are often referred to as "General Compuier Controls". Our week focussed on assurance provided over 
Fujitsu's activities in these areas 

Risks over System Usage —these are 

activities (processes), aiming to prevenj 
designed, in place or operating as inter 
capturing and processing transactions s 
risks are often referred to as ",End Usor 
work focussed on the internal dataflows 
and we also considered the relevance 

c 

:`key featureof Horizon and corresponding business use 
:matters thattivould impact the integrity of processing, are not 
:se are the'more detailed risks in relation to particular aspects of 
Horizon processing environment. Controls which mitigate these 
"Application Embedded Controls and "Process Controls". Our 

il'izon (Counter to Branch Database to Audit Storefor example) 
es with other systems such as the DVLA. 

In the context of these,three areaslof, $k we have performed knowledge gathering activities in order to understand 
the Horizon processing'erivironmentan sufficient detail to identify specific risk areas and those Horizon Features 
identified to exert control over these risks, 

1. Approach to Understanding of System Baseline Risks 

In considering Baseline risks we have considered past iterations and changes to the Horizon IT system, including: 

• ny that lead to changes to the Audit Store; 
• he Horizon Implementation Programme in 2010-2011; 
• he Data Strategy Foundation project in 2012 and 2013 (which updated the dataflows into Horizon from 

certain third party transactional systems, including 'Post and Go', and 'Paystation +'); and 
• he original Horizon platform delivered in 1995. 
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2. Approach to Understanding of IT Provision Risks 

Our understanding of IT Provision risks has been formulated through our understanding of the system via 
documentation review and verbal discussion with supporting POL and Fujitsu SMEs. Due to the nature of the 
System Provisioning risk areas, the formulation of this understanding has been mainly through interview with 

Fujitsu and POL security team members. 

3. Approach to Understanding of System Usage Risks 

Our understanding of System Usage risks has again been formulated through documentation review and verbal 

discussion with supporting SME's to identify additional support areas. Due to the nature of the System Usage risk 

areas, the formulation of this understanding has been mainly through interview with Fujitsu, POL Finance Shared 

Services and POL Security team members. 

Combining the Above 

Following our assessment across these three areas, the diagram below descr 'es the key risks identified within the 

Horizon processing environment. We have number coded the risks in the below yxnth (1) c'ttiresponding to Baseline 
Risks, (2) corresponding to IT Provision Risks, and (3) corresponding to,SysterYi Usage Risks,\ 

This diagram thus represents the framework of key risks that Weep fo be' cgnlrblled by Horizon Features and 
appropriately assured in order to provide the comfort required bpi POL ttnd`na ment. 

Key assertions requiring assurance, to unde 

That the system was fiitor purpose and 
! worked as intended when first ut in. 

That major changes since implementati 
2010 i pacted the design, featuresaidv 

Today j ` rt ei transact from a Court 
recorded en plately, accu tely F tti basis.)  — 

That directl; 
TF 

\ A vieihb ane 

0 
~. 

That date posted from 
other systems and teams 
is visible to and accepted 

by sub. post-masters. 
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iu~confidenllsg in pry essing integrity 

That assertions on 
this diagram are 

ve of 
complete. ., 

\  - I That supporting IT 
//' processes are well 

area 
1 / controlled. 

T

hat the Audit Store 
'd complete and accurate kk
ons' record of Branch Ledge 
w transactions. 1[[

® ti 

vemng ht 

Bran 5 base Centers Audit Server 

v}~ 

That information 
reported fromme 
Audit Store retains 
original in 

~adF1 * OF

That OBAs or others 
granted.DBA access 

have not modified 
• ranch Database nor 

Audit Store.data. 

(O Detoitte LLP 2014 

It can be observed that the majority of the risks identified are System Usage risks, which is expected based on the 
complexity of the IT processing landscape and the diversity and volume of transactions being handled. 
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Sources of Assurance Work relating to the Horizon Processing Environment 

The diagram below summarises key examples of the Assurance Work reviewed and referred to as part of our 
assessment. 

END TO END Horizon PROCESSING ENVIRONMENT 

When considering the sources of assurance over IT Provision Risks, System Usage Risks and System Baseline 
Risks, a number of parties have been (and continue to be), involved in performing work over the Horizon 
processing environment which contributes to the overall assurance management has over the correct operation of 
the system. 

Assurance Work from the following organisations, in addition to information provided from POL, have been 
identified and considered in our work: 

• ujitsu, who designed, built and now operate Horizon; 

• ureau Veritas, who perform IS027001 certification over Fujitsu's networks, including that of Horizon; 

• nformation Risk Management (IRM) who accredit Horizon to PCI DSS; 
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• rnst & Young, who produce an ISAE3402 service auditor report over the Horizon processing environment; 
and 

• nternal audit, who perform risk based reviews within POL. 

In considering the Assurance Work provided to us by management during the course of this engagement we have 
considered whether they constitute assurance provided under an assurance engagement, as defined by IFAC, or 
are sources of information that provide comfort in other ways. For the purposes of clarifying the Assurance Work, 
we have assigned each document received to one of two classifications, defined as follows: 

"Assurance"—The Assurance Work has been provided under an assurance engagement by an independent third 
party, suitably qualified in the subject matter constituting the focus of the engagement to provide a valid opinion. 
Sources of such assurance include: 

• nternal Audit functions; 
• xternal Audit; and 
• ther third party reviews, not involved in the original design nor day-to-dad` operation of the system 

containing (a) a formal opinion, such asthose performed in line with recognised\standards, such as 
ISAE3402 or (b) no formal opinion (i.e. a report based on evidence,and facts witt i ut interpretation). 

"Other Sources of Comfort" —The Assurance Work is either not produced ¢y an indepen.cIent,party or by an 
r' 

individual who is suitably qualified in assurance encagements, or l~bth. pther'sources of cOfnfort include: 

• T Project Documentation; / 
• perational Documentation, such as policies, procedures aril process system information produced by 

functional teams; 
• eviews or investigations performed by outsourcers (e.g.:' deep .dive's , diagnostics, spot reviews); 
• usiness peer group review teams and functions; and;; 
• Second line' compliance teams. 

In Appendix 3 we have documented alhthe Assurance Work we received and added our classification of those 
sources by these two categories. ,° y' 

Summary of Work Perform 

Based upon the conceits outlined abOye have performed the desktop based work below (further detail of which 
is outlined in our Engagement Letter shown in Appendix 4). We have not performed any testing to validate the 
information provided to us irT,the A,sura'nce Work. 

Step 1: Analysis and Review 
N. 

• Activity 1. Documentation Review -We have reviewed a number of documents produced by several 
different organisations in order to understand key matters relating to the Horizon system and the 
Assurance Work available. 

• Activity 2. Risk Universe Formulation - We have then, in the absence of a holistic risk assessment being 
performed by POL and thus for the purposes of our assessment, created a risk universe based on our 
experience of information processing systems encompassing the three primary risk areas previously 
identified IT Provision, System Usage and Baseline Risks. 

• Activity 3. Review of Assurance Work — The available documentation was reviewed in order to 
understand the Assurance Work available to POL, against each of the three identified risk areas. 

DRAFT FINDINGS 
STRICTLY PRIVATE AND CONFIDENTIAL. SUBJECT TO LEGAL PRIVILEGE. 

11 



WITN10370171 
WITN10370171 

Step 2: Gap Analysis and Assessment 

Based on the analysis in Step 1 we have produced: 

• Activity 4. System Provisioning Assurance Assessments and Gap Analysis - Considering key 
potential gaps or areas of ambiguity in the available assurance sources when considering the System 
Provisioning risk universe. 

Activity 5. System Usage and Baseline Assurance Assessments and Gap Analysis — Assessing the 
documentation relating to System Usage Risks and then performed deep dives into the following areas of 
specific risk: 

o Horizon interfaces (including DVLA); 
o Branch Database; 

o 

Audit Store; 
o Horizon Implementation Project; 

o 

Audit Store Changes; and 
Data Strategy Foundation project. 

/ 
f. 

• Activity 6. Peer Comparison to Assurance Availabl&tp, Similar Organisations — We have assessed 
the Assurance Work available to similar organisations ove ystem Provisioning Risks (the area of risk 
where a benchmark is most valid due to the leyel'of-ipformatidey available from POL) and assessed 
therefore whether POL has comparable levels of assurance..., 

Step 3: Reporting 

The analysis and interpretation in Step 2 has alloyed us to fprmulate: 

• Activity 8. Produce an Assurance Schedule over Horizon Features, and Recommendations — 
Mapping control assertions Hbizon Features and Assurance Work and reporting on the level of comfort 
that we have assessed in each of these areas. Identification of the key considerations for management 
arising from odr analysis and plan of°action to respond to these recommendations. 

f 
A more detailed description ofthese activities performed follows. 

Activity 1: Docu iew 

All of the documentation reviewed during the course cf our review has been documented within Appendix 3. This 
documentation can be divided into the following classifications: 

• echnical Documentation on the Operation of the Horizon System — Reviewed in order to gain a deeper 
understanding on how the Horizon system works, how complex it is, and where we should be focusing 
further efforts and analysis; 

• ndependent Third Party Assurance documentation — This documentation has been reviewed in order to 
understand the existing assurance sources relevant to the environment; 

• ocumentation of Historical Issues and Allegations in relation to the Horizon System — This documentation 
has been reviewed in order to understand the background context and better position the IT Provision, 
System Usage and Baseline Risk work performed over the environment; and 

• ervice Provider Analysis and Response to Issues — This documentation has been reviewed to gain an 
understanding of the work performed by Fujitsu in investigating the issues raised, and how these will be 
responded to. 
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A number of individuals from POL have been interviewed during the course of formulating this report to supplement 
our understanding from the provided documentation. 

Activity 2: Risk Universe Formulation 

System Baseline Risk Universe 

The original implementation of Horizon in 1995, together with subsequent changes (whether routine via change 
management processes, or large complex change programmes such as the Horizon system implementation in 
2010-11), represent events affecting Baseline System Risk. 

To assess these risks we have understood the history of the Horizon system and selected three areas for more 
detailed investigation including: 

• orizon Implementation; /' `> 

• ata Strategy Foundation project; and ,/ /` 
• sample of changes to the Audit Store (subsequent to determining that this keyrisk area for the system 

had been left largely untouched by the key implementation events Plghlighted in the previous two bullets). 

For each of these change areas we have assessed the Assurance Work from a governance,and control 
perspective, and POL ability to take comfort that the Horizon system was fitrfbr,purpose at the time of the change 
and operated in line with management intentions (through busi , ess requh'en:nts definitions and project testing 
against these). K

IT Provision Risk Universe 

This risk universe was formulated from our prior experience ofauditing and assuring information systems and 
involved the identification of high level risks acrossthr4,e core aris:`'` 

• nformation Security; / ) \ 
• nformation System Operat' ns; nd ~~• 
• hange Management.

Once the IT Provisioning rsk`universe had been , formulated a mapping of control objectives within the Assurance 
Work was performed in,orderto assess co''vgrage. 

The three sources bfa uràrce included withinthis mapping were: 

• SAE3402 reportgn the Horizon managed service; 
• Cl DSS complian repbrt on Horizon; and 
• S027001 Statement of Applicability. 

The results of this mapping exercise are summarised within Section 5 and reproduced, in detail, within Appendix 1. 

In parallel to this assurance exercise we have also summarised key matters relating to each assurance source. 
This involved considering the context and focus of the relevant Assurance Work and comparing these to the 
context and focus that would be required for coverage of the key risks (this was in recognition of the risk that some 
of the documents could be used or applied out of context from their original purpose). 

The results of this analysis are also included within Section 5. 
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System Usage Risk Universe 

As POL has not conducted a holistic assessment of risk in this area, a full understanding and assessment of 
assurance over the System Usage risk environment was not available for our review. 

Instead we focussed our assessment on two key areas of risk: those relating to the completeness and accuracy of 
the Audit Store, the Branch Database and key system interfaces with a significant third party, such as the DVLA. 
We sought to understand the Assurance Work that has been done against each of these areas. 

This involved: 

• nquiry with relevant SMEs; 
• eview of documentation; 
• ormulation of a risk universe in these specific areas; and 
• nderstanding of existing assurance work over controls which mitigate 

Horizon Features 

Across each of the three risk universes we identified features within the 
and provide that: 

• ovements in Branch ledgers having the full ownershipand 
• udit trails being kept by the system are complete and accui 

We refer to these identified features as the "Horizon 

Activity 3, Review of Assurance Work 

With the background context of the three risk"uni 
available Assurance Work in order to assess the 

The documentation reviewed durir(g this stage has b 
consulted in relation to our work. N

ng environment that exert control 

sub-postmasters; and 

I within the previous section, we reviewed the 
nature of the comfort provided by the work. 

within Appendix 3, as are the names of individuals 

Activity 4: SysterryPro d ion AissUa,%ce Assessments and Gap Analysis 

Once the System ProvisiorTug riskluniverses had been formulated a mapping of control objectives within each of 
the main assurance s°ources erformed in order to assess coverage. The three sources of assurance included 
within this mapping were: 

• SAE3402 report on the Horizon managed service; 
• Cl DSS compliance report on Horizon; and 
• S027001 Statement of Applicability. 

The results of this mapping exercise are summarised within Section 5 and reproduced in detail within Appendix 1. 

Activity 5: S . . . . . .. T. p Analysi 

Following our understanding of the system and historical issues the following areas were singled out as relevant for 
deeper analysis, and this approach was agreed with POL management: 

1. Audit Store — The audit store has been used frequently in investigations by POL / Fujitsu and is used as 
supporting evidence during legal proceedings. Therefore its integrity is paramount to responding to these 
issues. However the audit store cannot be relied on in isolation, as its integrity is dependent upon the 
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correct processing of transactions by the wder Horizon system (upstream events if processed incorrectly 
will be recorded incorrectly by the audit store). 

2. Horizon interfaces (including DVLA) — Horizon is reliant on a significant number of batch processes and 
online services (including interfaces with third party systems) in order to function correctly. These routines 
need to be functioning correctly and accurately for the transactions processed by the system and ultimately 
recorded in the audit trail to be reflective of the underlying commercial realities and business transactions 
they pertain to represent. 

3. Branch Database — The Branch Database is a key `staging post' for data being transacted on counters 
within individual branches prior to transmission onvards to the Audit Store. As data from branches in held 
within the messaging journal table on this system for up to a day before being processed into the audit 
store the security controls and processes protecting this data whilst in temporary storage here are 
paramount.

4. Horizon Implementation Project — This change represented the largeet single change to the Horizon 
system since implementation, and also the change implemented pJo1 to pdoptiort,Yaf the current major 
release of the system, and so was considered of particular relevag6e to'our'overall understanding of 
system Baseline risk. 

f /

5. Audit Store Changes — Our understanding of the HNC( Imolenienjation Project quickly highlighted that 
this project had very little impact on the Audit Store itself; s a resift we performed procedures to 
understand some of the changes which had been made to the Audit More following its original 
implementation.

6. Data Strategy Foundation Project — We determined during t course of our work that this was another 
key implementation project in the recent history of the I-i6rizon system of particular relevance to a sub-
group of the system interfaces opiiorizoi . This 'project fwas therefore also deemed key for our 
understanding of system Baseline,risl. 1 `. 

For each of the areas outlined in 
Assurance Work provided. 

For areas I - 3 (Systern`Usage,Risks)"the bpct(on 
controls over the correspd ding 

ri*s 

then sought. 

was made of the coverage and nature of the 

of the particular area was further understood and key 

For areas 4 - 6 (System Baseline Risks) we adopted a different approach, whereby the typical good practise 
documentation requiremei'tts and oject governance methods as stipulated by `Prince 2' (amongst others) were 
utilised as a baseline, and the. proach to each of the sampled change initiatives assessed from the available 
documentation. This work was conducted through a mixture of verbal discussion and the receipt of supporting 
evidence where applicable. 

Activity 6: Peer Comparison to Assurance Available to Similar Organisations 

As part of our analysis we have also assessed whether the IT Provision assurance POL has obtained is 
proportionate to that provided to similar organisations. 

We have also considered the best practice approach outined by the COSO framework, as published by The 
Committee of Sponsoring Organisations of the Treadway Commission, in formulating suggestions for potential 
areas of improvement in the risk, control and assurance activities of POL. 
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The COSO Cube: Presents a framework for best practice 
approaches to risk, controls and assurance activities. 

Activity & Produce an Assurance Schedule over Horizon ea is and'raise 
Recommendations and Plan of Action \\ ' 
We have written up our assurance schedule, which maps the Assutan Wor~I to specific o trols relating the 
Horizon Processing Environment, and commented on the level of corn that the Assurance Work provides in 
each area. 

Our report also contains recommendations for mana meet b ether wiEti a suggested plan of action for 
management consideration 

<2 
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s 

Overview of the Processing Environment 

The Horizon IT system was designed specifically for POL, and therefore an understanding of its operations, 
processing environment and configuration was required in order to fully quantify the risks applicable to the IT 
components of the processing environment. 

Horizon has beer 
• as a us' 
• erminal; 
• rocesse 
• nterface; 

As highlighted in 
distinct areas (Sy 
section outlines o 

System Basel 

Horizon (HNG-X 

The change to thi 
governing project 
solution (also knc 
new HNG-X systE 

No historical data 
of Assurance Wo 
Fujitsu on behalf 

• OL sign 
• phased 
• ranch b 

legacy system. 

;tem into three 
mainder of this 

methodology (the 
Dnths of the HNG-X 
egacy System to the 

System. Our review 
was managed by 

sing balances on the 

Wipro, an independent third party, were commissioned to provide a report on the performance testing strategy 
including gap analysis and recommendations. 

The benefits from the migration included the removal of transactional data being held at local branches levels and 
this data instead being stored centrally within the data centres. 

Data Strategy Foundation Project 

The project focused on moving the Accounts Payable file feed which was initially received into Credence via 
Transaction Integrator to processing via Fujitsu Horizon systems (i.e. not the Counter). The goal of the project was 
to provide a longer term system solution which would provide complete reconciliation, resilience and disaster 
recovery capabilities, as well as reduce the risk d: client withdrawal. 
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The POL strategic requirements to expand its offerings to other platforms beyond Horizon introduced the 
requirement for a data integrator function. Originally POL approached Fujitsu Services to supply this service as 
plans to incorporate an integrator service within the Horizon architecture were considered to represent a clean 
solution. However, Fujitsu Services were unable to respond within the desired timescales as it would have diverted 
their resources from key Horizon on-line delivery milestones. 

POL therefore investigated alternative options, finally selecting the use of IBM datastage as the Transaction 
Integrator. This was delivered as part of the POLMI project. Fujitsu Services then submitted a high level design 
proposal for the provision of a service for processing client transaction files which would provide end-to-end data 
validation / reconciliation, with resilience and DR (the incumbent IBM datastage solution did not provide resilience, 
DR or end to end reconciliation, presenting a threat to relationships and future contracts). 

Assurance Work provided included: 

• roject overview document; 
• usiness Case; 
• eekly Project Meeting Committee Presentation; 
• usiness Requirements; 
• est Strategy; 
• est Sign off; and 
• est Report. 

Audit Store Changes 

In assessing change risks in relation to the Audit St 
changes above did not result in significant changes 
the operation of the Audit Store. 

N 

documentatio_ n has asserted that the recent significant 
th&;bperation of thg day-to-day Counter transaction flows nor 

To assess Baseline risk for the Audit Store the original implerrtpntation documentation for the Audit Store was 
requested. Due to the data retention,policythls dqcunent t9a could not be provided and so a review of Fujitsu 
provided documentation over subscquent,changes over 1targe period of the Audit Store's history was performed. 

In producing the diagram,crmN
page 9, We have considered the key System Baseline Risks in the context of two 

control assertions beloui which became th overall focus of our work in this System Baseline area: 

• he Horizon eaturps werb fit for purpose and worked as intended when first implemented; and 
• ajor changes sinceyipl'merrtation have not significantly impacted the Horizon Features. 
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IT Provision Risk 

As part of our work, through review of documentation and discussions with subject matter experts in POL, we 
familiarised ourselves with the topology and operations of the Horizon IT system. 

The systems documentation and understanding obtained (shown in summary in diagrams below) highlights the 
complexity of the Horizon IT system and the level of data being transacted via batch and real-time data flow. This 
volume and level of complexity in the data flows, including interactions with other systems, highlights the 
importance of effective IT Provisioning controls to the integrity of the processing environment. 
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Novel uanbasc 

pg'(ate GSM netwark~ 
7 

Branch 

............. . ........... 

I / Counters I 

Diagram provided by Post Office 
U.K` 

N ..

xi 

The Horizon IT system is built M,I ne with key principles that all data is held centrally within the data centre with the 
exception of some standing data vihich is held locally within the branch. This centralisation principle applies to all 
`completed' transactional data ( own as "baskets") and to the Audit Store. 

To support this principle the network architecture of Horizon is formulated on: 

• ata centre; 
• AN Services (connecting datacentres, POL central sites, and Fujitsu sites); and 
• ranch Network. 
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The diagram below, provided by Fujitsu shows the h gh level IT system infrastructure: 
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Managing the processing of the real-time and batch processing environment is Tivoli Workflow Scheduler (TWS) 
which is used to execute, monitor and handle exceptions within the processing environment. TWS is managed and 
monitored by Fujitsu as part of the managed service contract between the two parties. 

In producing the diagram on page 9, we have considered the IT Provisioning risks in the context of the assertions 
below: 

upporting IT management processes are well controlled. 

System Usage Risk 

Responsibility for the administration of t he system rests with Fujitsu who provide change control, security 
management, system operations, and end-user support. 

Responsibility for the effective usage of the system, including complaint and effective business processes, remains 
the responsibility of POL. / ' 

The user base of Horizon can be subdivided into two core areas: 

• entral Users — including Finance, and users at the Network Business Support Centre. 
• ranch Users — Sub-postmasters and their staff who are proce singg shop floo, ransai Lions. , 

F/ 
Outside of the POL user base, Fujitsu provide administration seryf'ces anyf'hold service and super user account 
privileges within the system. \ j

Horizon supports the processing of a multitude of different transactions including: 
• urchases of goods; ,/r
• urchases of services (for example Lottery t cket or tax discs); 
• ayments to discharge customer debts (payrgent ,of rr),obile 4phgrte bills for example); 
• efunds; and \ ~ 
• ransaction corrections "' 

e' 

Several transaction mediums are accepterd'`for example: 
• ash; \ 

f 

• redit and debit cards; and 
• heques. 

A number of controls akin place to stuppo th integrity of transactional processing including: 

• he Audif' Store, ,̀ a secure area of H orizon which pertains to store all transactional information in 
sequentially raumbered records, along with key system events; 

• onitoring controls facilitated by Tivoli Workflow Scheduler and associated exception handling processes; 
• andshakes and' all of between systems include various controls around the integrity of transmitted 

data (such as digitai ,ignatures); and 
• ackup communication routes between branches and the certral data centre (mobile technology). 

Reconciliations are performed regularly both in b ranch and centrally. Key reconciliation processes carried out 
include: 

• aily branch cash declaration and reconciliation to Hcrizon balances; 
• eekly balance of cash and stock and reconciliation to Horizon balances; 
• onthly trading period roll over (including resolution of any suspense account issues rolling over from 

weekly or daily reconciliations); and 
• entral finance processes to reconcile central records to cash remitted to POL, cheques remitted to POL 

etc. 

In response to discrepancies as a result of these reconciliation processes investigations may be conducted by the 
Finance Service Centre, and if required transactional corrections processed. These corrections are subject to 
significant investigation and are subject to approval by Sub-postmasters in the first instance. 
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Workarounds are not usually required, the main workaround being in relation to mobile connections from branch to 
data centre in the event that the main connection to the central data centre cannot be utilised. 

In producing the diagram on page 9, we have considered the primary System Usage risks in the context of the 
questions posed within the scope of our work, and refined these risks into the following control assertions: 

• ransactions from the Counter are recorded completely, accurately and on a timely basis centrally; 
• ransactions processed to Branch Ledgers are recorded completely and accurately in the Audit Store; 
• irectly posted "Balancing Transactions" are visible and approved; 
• nformation reported from the Audit Store retains its original integrity; 
• ata posted from other systems and teams is visible to and accepted by sub post-masters; and 
• atabase Administrators (DBAs) or others granted DBA access do not modify data directly. 
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5 AssesAsses rc.rt c,IA$suranceSources

IT Provision Risk Assurance Sources I Gap Analysis 

For the IT Provision risks the existing assurance sources appear to provide a good level of coverage over the risk 
universe associated with this area of the Horizon processing environment. 

Our high-level analysis of this coverage against the three core risk areas is as follows: 

IS027001 Statement of Good coverage Fair coverage ~r' \ Fair Coverage 

Applicability 
/. 

ISAE3402 Report Good coverage Good coverage Good coverage 

PCI DSS Report Good coverage Limitedcovef~age' Fair coverage 

Detailed analysis at an objective level is included within Appendix 4..,, 

In considering this assessment, POL management should be cogfrfsapt of the inherent limitations of each report, 
given the purpose for which it was written: , 

\ ,// 

IS027001 Statement of This document h been pro 06 tsu, limiting its value from an independence perspective. It should be 

Applicability noted owever ha suppoe by an Independen t assessment of IS027001 compliance by Bureau Veritas, an 

')'ovider. a rédited certitica' n 

The in focus f ISO27001 is on security, although it does also focus (to a lesser degree) on the other core 

nvironm'sntaf' risk,yreas, Change Management and Information System Operations. 

ISAE3402 Report This l ei m,erat'fras been produced by an independent third party, Ernst and Young. It has good coverage of all three 

System PP sioning risk areas, and is produc en according to testing standards stipulated within the I SAE3402 

standard. 

In relying on this report management has considered 'Section 6 Complimentary User Entity Controls' which 

stipulates the controls that POL should be operating in addition to the controls at Fujitsu In order t o complete the 

control environment over Horizon. 

PCI DSS Report The PCI DSS The scope of the PCI DSS ;report is the narrowest of the three assurance reports. It is focused 

exclusively on the security of cardholder data, and does not span the other two IT Provisioning risk a reas to the 

degree of the other assurance sources. It provides minimal coverage in particular of the Information Systems 

Operations System Provisioning risk. 
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Of note when considering coverage of IT Provisioning assurance sources is that the majority of the focus is over 
Information Security, whereby based upon the historica issues and allegations being levelled at the system, 
Information System Operations and Change Management would appear to be higher risk areas in the context of 
this particular piece of work. 

Peer Comparison of IT Provisioning Assurance Available to Similar Organisations 

Our comparison to peer organisations yielded the following results: 

• .. 

Print Media E xternal Audit N/A 

Ad-hoc Risk Consultancy 

Retail External Audit FCA (CCA) 

Internal Audit 
,~~✓^^ / 

/ ,/ 

Retail External Audit

Internal Audit an L s Provisioning eportin 

PCI DSS 

Retail and payments processing External Audit FCA 

Internal Audit

Government External Audit 1D4't Protection 

Internal Audit 

PCI DSS

Risk r'} 

This highlights that the level 
other similar organisatiorts'v 

This should however` 
processing environrnl 
similar organisational 

nce Work that POL has performed is comparable to those in 
I risk and control regulatory requirements. 

in the context of the allegations being made against the Horizon 
est that a higher level of assurance is warranted compared to these 
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Baseline Risk Assurance Sources I Gap Analysis 

Our assessment of Baseline Risk was based upon three core scope areas: 

orizon Project; 
ata Strategy Foundation Project; and 
udit Store Changes. 

For each of these scope areas we queried relevant POL and Fujitsu personnel in order to understand the project 

and change governance documentation available, and form an assessment as to the project controls applied to 

these change events, compared to Deloitte's Project Management methodology. 

Our findings are as follows: 

.•. 

Audit Store Changes to Horizon, such as the migration to HNG-X in 2010 involved mi Imal 5pegges to th peration of the Audit Store. As 

a result these large scale projects are of minimal interest with regards`to establishing aseline R k position in relation to the 

design and functioning of Horizon Features relating to Audit stove.
,,

t / > 

Some small changes have been made to the Audit Stor ecfn more re'ent years. Samples of documentation correlating to 

changes throughout the years the Audit Store had been in place were quested in order to obtain Assur ance Work that these 

changes to the system had been managed to g,aod practise sta - rils. 

Further at the point of implementation oi' he AU4it Store verb1 repr
jee

s`e"ntation was provided that a `Security Report' was 

produced which pertained to demonstrate t hat tt i functionality of'fhe system was as designed. This wou Id be a key piece of 

Assurance Work, demonstrating the correct functional itydf the Audit Store at that point in time, but it could not be located by 

POL and thus could not be reviewed as part of our work. 

HNG-X Implementation Detailed business,and technical ̀ design documents .hz ve been verbally represented to have been created during the delivery of 

(2010) the project life

Detailed test plan ;'{~11, feet Mana
^ ̂

ent and other key testing artefacts were produced during the course of the project. 

S eral tance criteria re teyifto the clos urn of testing defects. Exa mples of testing documentation have been provided to 

our r iew teary During e course of our w ork. 

' iHgation ch 'lists d instructions have been provided. These illustrate that site visits w ould be conducted during the 

migra ' n to sug rt the Sub-postmaster with the migration and support the resolution of any queries. 

We have been provided with verbal representation th at detailed project accepta nce criteria were agreed between Fujitsu and 

POL, and then signed off during the lifecycle of the project. An example of such accepta nce criteria in relation to Non-

Functional Requirements has been provided to us to support this verbal representation. 

Data Strategy Foundation Detailed business and technical design documents have been verbally represented to have been created during the delivery of 

Project the project life cycle. 

Assurance Work was provided to demonstrate business scoping and approval of changes to be applied (including a benefits 

realisation and costings map), requirements tracker document, testing strategy plan, testing report plan and migration 

summary documents. We were also provided with an example of the weekly reporting process at project close which 

demonstrated the level of governance and oversight the project had from senior stakeholders. 
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Summarising the work we have performed against Baseline risk we conclude that for each sampled change, 
Assurance Work has been produced in accordance with defined change management or project methodologies. 
We have not however been furnished with all key items of documentation we would like to review, due to the 
availability of such documentation to POL, and much of the Assurance Work provided to us were confirmations of 
verbal representations made during our work. 

Further work will be required to perform 'deep dive' review of project and change documentation on particular high 
risk areas (for example the original implementation of the audit store, and acceptance criteria sign off for the 
Branch Database commissioning as part cf the Horizon HNG-X Implementation project), in order to provide 
assurance that the system baseline position were in place (timeframes of such positions varying depending on the 
component of the system under investigation). 

Assessment of Assurance against System Usage Risk Areas 

Our assessment in each of these areas is that contained in system documentation 
policy and procedure documentation from the finance service centre, as well as efi 
we received during the course of our work. f 

No testing or independent sources of assurance were identified over 

Our understanding of the design of controls responding to key risjs is co ou 
within Appendix 2. 
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€ , . . de ration 

In this section we set out our key matters for management consideration, further to the work we have performed 

above. 

We have structured this section as follows: 

ey Matters for Consideration, by Risk Area reviewed; 

actors to Consider in Formulating an Action Plan; and 

roposed Action Plan. 

Key Matters for Consideration 

a. Risk Appetite: During our work, only occasio Linkage of wdf4t., to the rri appetite of POL 
was noted. Whilst not unusual in the concur 'ne r buSsii'ress sector, such artiablation and 
embedding of risk appetite assists with the'delivery of better optima ed and prioritised key 
controls and assurance activities.

b. Holistic Risk and Assur ance Framework: A ho) tic, risk ,intel gent a ssessment relating to 

(1) 
the identification and mitigation of key risks to the integrity of processing should be 
considered in order to valida(ethe completeness of the Horizon Features referred to in our 

General 
work and thus provide a complete schedule of key controls that require assurance. Whilst 
Assurance Work has been provided demonstrating the use of key forums for tracking the 
risk environment surrounding Hor)zon 'such as the,.fr..formation Security Management Fe rum 
and Fujitsu Services Security Reports), these aren't set up to specifically consider the 
holistic risk and assrance framework necessary to enable an overall comment on the 
design, imple mentatidl~and opetating effectiveness of the Horizon Features. 

a. Project GgwenRance: G vernen a procedures described to us (verbally) suggest that the 
e) ected fo vets d buslne s Involvement In pre -go live system and user acceptance testing
s performed as par of sy Lem implementation projects over the Horizon IT system; and that 
bucness us''hC,s wo d be hppropriately involved in signing off of system requirements and 
readteess to gh~ll e (fug ystem reconciliations) . To supplement these verbal assurances, 
managrnent has provided us with s amples of documentation from the three sampled 
change a`teas (HojF on Implementation, Data Strategy Foundation, and Audit Store 
changes). Despite these sources of evidence, management should consider whether further 

(2) investigations into sources of assurance from the original Horizon implementation would be 
worthwhile, given the importance of establishing a well-founded baseline position over the 

System Horizon Features. 
Baseline b. Audit Store Baseline: The implementation of Horizon HNG-X in 2010-11 was asserted to 

not have had a significant impact on the Horizon Features. In particular no changes were 
made to the Audit Store as a result of the implementation. Therefore the 'baseline' position 
for the Audit Store was established as being at the original implementation of the Horizon IT 
system. Key documentation around the baseline position for the Audit Store has not been 
able to be provided to us during the course of our work. We note that a security report was 
verbally represented to us to have been commissioned during the original implementation of 
the Audit Store, although this report could not be located and provided to us. 

N/a 

Verbal 
representations 

Limited 
documentation 
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a. Risk Appetite Assessment: Whilst work performed is comparable to that which we see at 
other organic ations, POL has not yet performed an exercise to assess coverage of key 
controls and assurance work against their own risk appetite. 

b. End User Entity Control Considerations: The ISAE3402 report requires interpretation in 
the context of these controls at POL. They are outlined in section 6 of the ISAE3402 report. 
Without such analysis, the assurance provided by the ISAE3402 is weakened. We are 
aware that POL has nearly completed work in order to address such considerations. 

c. Assurance Clarifications: In the context of detailed testing and assurance procedures, 
there are areas of the ISAE3402 report which would benefit from further clarification, in order 
to remove the risk of ambiguity from its interpretation, and overlaps with other sources of 
assurance that may be performed. For example: 

o he report does not state from where populations of data tested in samples wer 
obtained and thus how expos ed conclusions may be to internal fraud or deli rate''> Extensive 

(3) override of control (e.g. for change management to sting, were samples pigJ<ed fropf the documentation 
population in the secure Audit Store, or from another source?); 

IT  o he report does not draw out certain key features in the control desi ,which we w Id 
Independent

Provision 
assume are present, for example, control objective 4.8.11 (relatin to acaessyto the 

testing 

system being restricted to appropriate users) does not explicitly'staterid test'tha t users' 
must have and use their own unique us ername, thus u nderpWcning;audit trail inte ity; 
and controls relating to the management of administrator access could be more sp e 
as to the extent and nature of the design of controls and testing 

parfolt 

ed. 

o he report is not explicit in the s ample sizes used fctt testing; zefd 
""

o he report contains tests which could be strengthe redfpr examp , control test 6.5 in 
section 7 appears to test through discussion with personnel only, witl1out cla rifying if 
anything was done to corroborate such verbal assert ens. 

d. Infernal Audit Work — Internal auditwork'conducted highlig'rf.e pro6ress in responding to 
and closing down issues in relation to internal auditrisks but a mrrrber of issues remain 
outstanding. Internal audit have also not done any, specific assurance work over the 
allegations being raised on the Horizon system and'POL's response to the issues raised. 
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a. Risk Driven Considerations: The current documentation over System Us age Risks has 
been largely written in response to key incidents or events, by non-indepe ndent parties and 
from operational perspectives. Whilst detailed, it is also not written from a risk and 
assurance perspective and is rarely evidential in i is content. 

b. Risk and Control Framework: There are areas where an understanding of the design and 
nature of operations relating to System Usage Risks is available, but the design, 
implementation and operating effectiveness of key controls has not been aggregated into a 
risk driven framework nor formally assured through evidence based testing. Further, the 
ability of documentation to fully support information relating to the detailed design of controls 
relating to System Usage Risks is unclear (e.g. whilst JSNs are sequential is there a 
systems operations control which checks the completeness of this sequence proactively?). 
The Schedule of Assurance over Horizon Features we have formulated as part of our work 
(and documented in Appendix 2) provides a basis for such a risk and control frame 0xk, as 
well as targeted testing over key controls. Management should consider enhanci their 
assurance provision by verifying the completeness of this schedule, and condu 'ng °
implementation and operating effectiveness testing of the key controls there= . 

c. Interfaces - DVLA: Whilst environmental risk relating to system operatlpds Is largely 
assured in the ISAE3402, we note that no evidence of specific or detaied t or 
assurance work has been carried out over System Usage Risks re ng t e D 

(4) 
interface (both IT and business in nature). We note that many in rfac 

observed~th
t 

relate directly with the Horizon Features in scope for this revi , buj4e recommen

System 
such activities be considered for inclusion in the overall ris nd ntr ework relatini 

Usage 
to the Horizon processing environment. 

d. Audit Store: We observed the following:

o t is not clear from the documentation we have been proJfded whe r POL has agreed 
that the current capturing of certain, key system events, is Complete a'td appropriate for 
potential governance and investigation) needs; and / f ,. 

o nvestigatory work on the Audit Store hes all been performed by, Fujitsu who, whilst 
technically qualified, do not constitute an indepen dent or risk,ekperienc ed party for Partial 
assurance driven purposes. POL could consider doing"h1wra independent analysis of Documentation 
Audit Store historic data to verify that it is,recorded,rfi line with expected characteristics. 

e. Proactive monitoring of Key System(Jsage Risks: The current assurance environment 
appears to be "reactive  In nafare}, with exc options in Processing triggering diagnostic and 
remediation activity ora1y when reported. It would appear that no use is being made of the 
Audit Store, for proactive mopito ring of unusual r exceptional system events potentially 
worthy of further investigation and action,,,,,/ 

f. Hardware controls oveçthe Audit Store: The Centers EMC devices used to host Audit 
Store data have not been configured in the most secure EC+ configuration. As a result 
system administrators on these boxes may be able to process changes to the data stored 
within the Atidit'Store, if other altefnative software controls around digital seals, and key 
rpanagerne~nt aret~pt adequately segregated from Centera box administration staff. 

g. Branch Data¢ase:
ll
,`Thre' key findings were observed in relation to the Branch Database 

o mot)tod for p ting 'Balance Corrections' was observed from technical documentation 
which Ilows or posting of additional transactions centrally without the requirement for 
these tra actions to be accepted by Sub-postmasters (as 'Transaction 
Acknowledgements' and 'Transaction Corrections' require). Whilst an audit trail is 
asserted to be in place over these functions, evide ace of testing of these features is not 
available; 

o rocesses around Transaction Acknowledgements and Transaction Corrections are 
subject to out of date documentation, or in the case of Transaction acknowledgements, 
no documentation at all. Such documentation should be produced or brought up to date; 
and 

o ecurity on the Branch Database around the 'Messaging Journal table' is a key area of 
risk due to branch transactional data being held on this table for up to a day before being 
written to the Audit Store. It was unclear from the documentation reviewed whether 
specific assurance work had been carried out in this area. 
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Factors to Consider in Formulating an Action Plan 

In formulating the action plan to respond to the considerations raised above, we recommend that management 

consider the factors below. 

Risk Appetite - In responding to both IT Provisioning, System Baseline, and System Usage Risks effectively, 
management should consider their risk appetite, and target achievement of residual risk levels which are aligned 
with this appetite. All the elements of the COSO model (articulated in Section 3) should then be considered to 

contribute to the achievement of the desired risk appetite. 

Risk Intelligence —To assure risk in commercial context, controls need to be assured on a prioritised basis, in line 
with the defined risk appetite above. As part of the creation of a risk and control framework, we recommend that 
management integrate risk intelligent contexts so that future enhancements to risk management activities are 
appropriately prioritised to key, relevant matters. 

Control Balance — In order to maximise both the effectiveness and efficiency of assurance, a balanced approach to 

control must be adopted, whereby controls used to mitigate key risks are cons' Bred across two principle types 

• reventative controls (designed to prevent issuesoccurring'in tfie first instance); and 

• etective controls (designed to identify issues if they c r nd take corrective action). 

Proposed Action Plan 

We recommend that POL consider the following actions to further st engthen .the quality and nature of assurance: 

Set Risk 
Risk Appetite Workshop: Conduct an exerci  witFtha POL Board those in charge of Governance to define 

Appetite Risk Appetite relating to the Horizon processing n vironrnt. 

2 Review of Project Documen$8tion: Due tp gaps i the do umentation provided around th e Baseline position, we 
Assure 

Baseline 
-^ 

recommend that, if docun3entation can be 1pcated,,mpn ement performs deeper dive activity on key areas of project 

Horizon and change risk. Such eeper dive activity should be focused on establishing a well-defined baseline position for the 
System 
Position system in key risk areas ratating to the risk statements made in the diagram on page 9 of the 'Approach' section of 

this document 

3 
FinalfpiRls, and COntrot Fr~mework: Extend and confirm the completeness of the Horizon Features which are 

Construct Risk 
1

desijtsed to ex control overjthe Horizon processing environment. The framework can be used to prioritise key 
and Control 
Framework 

areas floor i provem`agt (incljr ing clarifications / the removal of ambiguity in existing sources) and embed agreed 

changes in dliir,rent assonce sources. A key component for the construction of this risk and control framework is the 

initial information r duced as part of our analysis and reproduced in Appendix 2. 

Test Controls: Once the framework is verified as complete, key controls can be identified and evidence based 

4 testing g performed to validate (a) their implements tion and (b) that they are operating effectively. In addition, this 

Controls exercise can be used to feedback on the design of the control environment so that it can be optimised (i.e.: maximise 

coverage of key risks, with minimal duplic atfon). 

Test Historic Transactions: The Audit Store is asserted to contain seven years of Branch transactions, and a 
5 

Test Historic 
number of system event activities. In addition, a n umber of assertions relating to data integrity and record / field 

Transactions structure in the database have not been validated by parties outside of Fujitsu. POL could consider extracting the 

Audit Store data and performing independent analyti cs to verify the expected characteristics are as described. 

Sustain Assurance Delivery and Implement More Proactive Monitoring: The longer term assurance map can be 

Optimise designed to sustain assurance delivery for POL over key risks. This may include a transition to a more proactively 
ongoing 
testing   control monitored environment ("continuous controls monitoring"),  where automated alerts are generated 'f certain 

key behaviours in the system are identified. 
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We have outlined below in some more detail the rationale and specific requirements of each stage of this action 
plan: 

1. Set Risk Appetite — Management would benefit from setting their risk appetite in relation to the operation of 
the Horizon processing environment. Risk appetite statements can suffer from imprecise or open statements 
which are not effective in managing the subsequent response to risk. In the face of these challenges 
management needs to set a risk appetite statement which is well defined and measurable. 

Alongside the risk appetite statement there is a requirement to define 'key risk indicators' which can be utilised 
to define and measure performance against risk appetite. These indicators will usually directly correspond to 
the statements within the risk appetite statement which can be defined and measured, although may also 
include additional indicators which are not directly called for within the risk appetite statement itself. For 
example, given the particular risks faced in relation to Horizon at the present time, suggested key risk 
indicators could include: 

• umber of problem or security incidents on the Horizon system during a defined period, 
• umber of allegations or concerns raised by Sub-postmasters durf'ng a defined period; 
• rrors or exceptions in processing reported during business as usu Yprpcessing; 

{ 

• ey controls tested during the period; and 
• ey control exceptions during the period. 

The above are not exhaustive and key risk indicators need` o be cbhsid+?red thoroughly in response to the 
particular risks and controls which are required in response t&the risk universes formulated over the Horizon 
processing environment. 

2. Assure Baseline Horizon System Position — kdetai'led review over the controls functioning over the Horizon 
IT system should then be performed to establish Whelher,Fthe pselfne system was implemented in line with 
business requirements and as intended-This would, providp'point in time assurance, giving confidence that the 
solution has operated at this b; 
highlight further Horizon Featu 
apparent in the Assurance Wq 
of success in spending more e 

3. Finalise Risk and Control Fra 
Provisioning Risks andl-lon n 
cover the entire\Horizoi1,,Procei 
business to formally verifv`fts cc 

since original hnpler entation. The output of the exercise may also 
Were dentifie 1 ,in"the implementation project but may have not been 
d to us to date. Management however need to consider the likelihood 
ing" Such .fuftherAssurance Work. 

— Elements of the key control framework, in particular relating to IT 
#ave now been documented. These assets could be extended to 

Environment, and an exercise performed against stakeholders in the 

In constructing this framework the individual allegations being made against the system could also be 
considered in detail (potentially matters that are unrelated to the IT system). Risks and controls identified could 
also be categorised and prioritised in terms d' their importance to the overall processing environment, in the 
context of the risk appetite definitions above. The framework will also assist with the formal identification of 
mitigating controls in the event that testing finds deficiencies in the operation of certain controls. 

4. Test Controls — In most areas of assurance, POL management is reliant on the Horizon Features operating as 
described, either in documentation or verbally. We recommend that management perform implementation and 
operating effectiveness testing to validate and thus assure that the Horizon Features are indeed operating as 
described. 

5. Test Historic Transactions — It is noted that the Audit Store transactional record has only ever been analysed 
by Fujitsu, the outsourced service provider. Such reporting activity will be performed through operational 
processes, unfamiliar with risk analytic techniques which can assess and profile Big Data sources through a 
risk lens. We recommend that management consider such analytics on the Audit Store data in order to fully 
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validate its archived data and assure the existence of characteristics that would be expected. This exercise 
would also provide valuable insight into those Horizon Features that could be automatically monitored as part 
of the optimised risk and control environment described below. 

6. Optimise Ongoing Testing — In parallel and as a result of the testing activities above, the risk and control 
framework, and the assurance approaches there-on can be optimised, to provide a fully optimised, risk 
intelligence assurance strategy. 

Such a strategy would seek to: 

• inimises duplication in the control framework, and the assurance activities there-on: 
• upport targeted assurance provision in the context of existing or potential future allegations; 
• rovide more measureable benchmarks of performance against other organisations; 
• nderpin further efficiencies in the assurance provision, for example the utornation of existing manual 

controls; 
• ncentivise ongoing improvement in both the processes and the assurance'provision, by highlighting 

deficiencies on a timely basis and reporting these directly back t hose bushgess or outsourced 
owners who need to take a remediation or corrective action; am ''` 

• upport the maintenance of the completeness of documentatioln ov the "H,orizon.Peatu res. 

0 
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v 

MappingA .. U , 

The mapping below outlines the more detailed IT Provision assurance mapping against IT Provision rislSs,ä summarised in Section 4 

A.10 Communications and 
Operations ManagementData converted from legacy systems 

Change 
or previous versions introduces data A.12 Information Systems 4.8.10 Chang Requirement 6: Develop 

Management 
errors if the conversion transfers 
incomplete, redundant, obsolete, or 

Acquisition, Development Manage nt 
and maintain secure 
systems and applications, 

inaccurate data. 
and Maintenance 

Inappropriate changes are made to 
A.10 Communications and / 
Operations Management  

✓ 

Change 
system software (e.g., operating A.12 Information Systems 

4.8.1 Change 
Requirement 6: Develop 

Management system, network, change- Acquisition, Development 
ana ement and maintain secure 

management software, access- and Maintenance systems and applications, 
control software). 

A.10 Communications and. . 
Operations Managem(ent 

Change Inappropriate changes are made to A.12 lnformatiory5'yste 
4.8.10 Change 

Requirement 6: Develop 

Management the database structure and Acquisition, De6elop ent 
Management and maintain secure 

relationships between the data. and Maintenance 
~Vr 

systems and applications. 

A.10 Communications a d 4.8.2 Backup 
Operations Management 4.8.5 Incident 

Financial data cannot be recovered A.14 Business Continuity Management Information System 
Operations or accessed in a timely manner Management 4.8.6 Major Incident Operations not within 

when there is a loss of data. Process scope for PCIDSS review, 
4.8.7 Security Incident 
Process 
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'. ~~~ ~ : ~e - ~ a . ,. ~ ~ ~ , •gym 

i 
A.10 Communications and 4.8.3 Job Scheduling 
Operations Management 4.8.4 Availability and 

Production systems, programs, Capacity Management 

and/or jobs result in Inaccurate, 4.8.5 Incident Information System

Operations incomplete, or unauthorized Management Operations not within 

processing of data. 4.8.6 Major Incident scope for PCIDSS review. 
Process 
4.8.7 Security Incident 
Process 

A.11 Access Control 
Requirement 3: Protect Inappropriate changes are made 4.8.12 Access to stored cardholder data. 

Security directly to financial data through databases, data files, and Requirement 6: Develop means other than application programs and maintain secure transactions. systems and applications. 

A.10 Communications and 
Inappropriate changes are made to Operations Management 
Application systems or programs 
that contain relevant automated 

A.12 Information Systems
Acquisition, Development Requirement 6: Develop 

Security controls (i.e., configurable settings, and Maintenance
4 .10 Chaa a

nt Manageme ` and maintain secure 
automated algorithms, automated , '\/ systems and applications. 
calculations, and automated data
extraction) and/or report logic. 

Individuals gain inappropriate access 
A.8 Human Resources 

to equipment in the data centre and 
Security 
A.9 Physical & 4.8.1 Physical and Requirement 9: Restrict 

Security exploit such access to circumvent Environmental Security Environmental Controls physical access to 
logical access controls and gain cardholder data. 
inappropriate access to systems. 

Systems are not adequately A.11 Access Co rol 

configured or updated to restrict 4.8.10 Change Requirement 6: Develop 
Security system access to properly Management and maintain secure 

authorized and appropriate users. 
systems and applications. 

A.11 Access Control \ ./' 
Requirement 6: Develop 

The network does not adequately 4.8.9 Networks and maintain secure 

Security 
prevent unauthorized users from 4.8.10 Change systems and applications. 
gaining inappropriate access to Management 

[1 
Requirement 11: Regularly 

information systems. 4.8.11 Security test security systems and 
processes. 
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Users have access privileges 
beyond those necessary to perform 

Security their assigned duties, which may 
create improper segregation of 
duties. 

A.8 Human Resources 
Security 
A.1 1 Access Control 
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4.8.11 Security 
4.8.12 Access to 
databases, data files, and 
programs 

Requirement 7: Restrict 
access to cardholder data 
by business need-to-know. 
Requirement 12: Maintain 
a policy that addresses 
information security for 
employees and 
contractors. 
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We present below a schedule of the Assurance Work and sources we have identified which relate to certain groups of Horizon Features. 

We have structured these in line with our three areas of assessment (System Baseline, IT Provision and System Usage), as defined in our report. 

We have also recorded our assessment of the level of comfort that POL has over that Horizon Feature. defined as: 

• "Significant" means we have seen Assurance Work that delivers comfort through evid6h 'based testing by independent parties. 
• "Partial" means we have seen Assurance Work in the form of descriptions in format 'do gmentation, but no testing of implementation or operating effectiveness. 
• "Limited" means we have seen Assurance Work that documents verbal assertions we°recelved during our work. 
• "None" means that Assurance Work has not vet been provided to us. 
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System Baseline 

Baseline The system was The design of key elements of the 
fit for purpose Horizon system relevant to the 
and worked as integrity of auditing and capturing 
intended when transactions was formally agreed and 
first put in? signed off prior to systems 

No information prox+i(IR f. I Preventative I Manual 

Baseline The system was 
fit for 

Traceability Matrices have been 
documented, implemented 

No information ppc6v Ø > PYeventative Manual 
purpose and 

and worked as periodically reviewed to ensure that 
intended when business requirement documents 
first put in? have been regularly reviewed against 

project progress. 

Baseline The system was During the initial implementation of a , nfr iapfprovided. Preventative Manual 
fit for purpose 
and worked as 

the software, Key Project 
-mechanisms were put in p

intended when ensure the: 
first put in? Working Group 

n

Steering Group/Project bo 
Requirements Review Gro

Baseline Major changes Traceability Matrices have been No information provided. Preventative Manual 
since documented, implemented and 
implementation periodically reviewed to ensure that 
have not business requirement documents 
impacted the have been regularly reviewed against 
system. project progress. 
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Basel ine Major changes 
since 
implementation 
have not 
impacted the 
system. 

Key Project Governance mechanisms 
have been enacted and operated over 
significant changes to the system since 
implementation. Examples of such 
mechanisms include: 
- Working Group 
- Steering Group/Project board 
- Requirements Review Group 

c~ . Ie~i. Preventative 

'`~ 

Manual 

Baseline The system was Prior to implementation into the live For Audit Store Preventative Manual Partial 
fit for purpose environment (and in some cases post) 

~B
e!Mqe> Example accept ria

and worked as acce tance criteria in relation to p key documententit ccetance p 
intended when system elements important for Report OO7Oi3BL01.13WlP 
first put in. auditing and capturing transactions (note no ig 'aff of 

were formally agreed and signed off. acceptan chit ia'i's included 
within this oc ment). 

For B1 rizon 
\Jmp enentation (BRDB 

,— B e lne): 
)Testing plans were provided in 
the document 'Copy of IT 
Health Check 23-07-2009.xls', 
a Risk Assement of the project 
has been provided in 'Securty 
All Risk Extract 090928 v2.xls' 
and Migration instructions 
have also been provided in the 
document 'Migration_ 
Instructions.pdf'. Also a report 
by third party consultancy firm 
Wipro has been provided to 
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demonstrate the project was 
delivered as planned in the 
document 'Horizon : 
Performance Test Audit Post 
Office Limited ( POL)'. 

Baseline The system was The testing of key elements of the" 
fit for purpose system important for the auditing and 
and worked as capturing of transactions was formally 
intended when agreed and signed off and then 
first put in? delivered against. 

For 2012 Data Strategy 
Foundation (Externs e s 
Baseline): 
- Example acce anc c ' eria 
document entitle FD Sw 

Require 
ents 

v1,11.i Is (note 
no sign àf da•Sceptance 
criteria is 'nclbcl Within this 
4ocu~m)ent)\Ad itionally, an 
#x mpfe of9a designed, and 
r vjewed Migration Strategy, 
title 'Migration Strategy CFD 
v ', was provided, in 
addition to a Test Report, 
'POLTSTREP0010 - CFD E2E 
Test Report vO 1'. 
For 2011 HNG-X Preventative Manual Partial 
Implementation: 

For 2012 Data Strategy 
Foundation: 
- Test Strategy Document 
entitled 'Acceptance Testing 
Strategy' - authorised version 
dated 10/11/2011. 
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Test Exit Report entitled 
'Client File Delivery Report E2E 
- Exit Test Report', draft 
version 0.1 dated 06/01/2012. 

Baseline Major changes Sign off for design of significant 2005 Design Proposal reventative Manual Partial 
since change is formalised and documented. ASDPR027.doc 
implementation 2005 Audit Centera API 

/' \ 

have not Implementation / ,,2 
impacted the DELLD026.doc /! /' 
system. 2002 Change Proposal 

CP3240.rtf, 
2004 Change P?t~ sa 
CP4021. tf ~ ,> 

Baseline Major changes 
since 
implementation 
have not 
impacted the 
system. 

Baseline Major changes 
since 
implementation 
have not 
impacted the 
system. 

Acceptance criteria related to key 
areas such as the branch database and 
audit store. f ' 

20„02 ccdptange Test Preventative 
Specification IAACS002.doc 

Manual 

Test Strategy and Execution have\. / 2003 Acceptance Test Report Manual 
been documented and signed off, and IAACR003.doc Preventative 
provide an adequate audit trail for"the 
testing of key system features such as 
the Audit Store and Branch Database. 
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Basel ine Major changes Independent Assurance over design of Nn ,,r€z ,IE,.[ 

since HNG-X system by Gartner. 
implementation 
have not 
impacted the 
system. 

Baseline Major changes Programmes and projects effecting Harmony Delivery 
since the Horizon system are controlled and document 
implementation governed using an established change / 
have not methodology.
impacted the
system. /

Baseline Major changes Independent Assurance report over Wipro pe 
since testing procedures has been obtained. I report.; 
implementation 
have not 
impacted the 
system. 

,~ 

/ ,—
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IT Provision Assurance 

Provision IT supporting 
processes are well 
controlled, 

Management have 
established forums to 
oversee the performance of 
third party IT providers. 

ISMF Minutes 
FJS Security Report 

Preventative 

% 
j 

Manual Partial 

Provision IT supporting POL has documented end POL End User PIreventatT e, " Manual Partial 
processes are well user control considerations Considerations /
controlled, to supplement third party Document 

service provider controls ,~ 
assurance reports 

Provision IT supporting Third party assurance ISAE3402 Report Preventative Manual Significant 
processes are well reports are in place to PCIDSS-Report 
controlled, ensure the overall control of j ) 1  \ 

the IT environment, ~/ 1
including: ISAE 3402 reports, "
PCIDSS compliance reppft ry
and IS027001 certified/ • 
accredition. . 
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Usage Assurance 

Usage Counter transactions Digital Signature is applied to Horizon Online Data Preventative Automated Partial 
are recorded each transaction basket at Integrity_POL 
completely, accurately the point of counter document. / 
and on a timely basis inception to prevent 
centrally. downstream tampering. \/ 

Usage Counter transactions Transactional Verbal confirmatio t ctive Automated Partial 
are recorded Acknowledgement and from Rod Ismay an 
completely, accurately 
and on a timely basis 

manual review Jane Smith in Hance 
Shared Ser ces. 

centrally. \

Usage Counter transactions Sequential numbering is Hoffzon nlin D a Preventative Automated Partial 
are recorded applied to each counter Int )ty_ PEOL_ 
completely, accurately 
and on a timely basis 

basket prior to digital 
signature application to 

docur 

centrally. provide a 'baked in'
sequence check. 

Usage Counter transactions Oracle commit and roll- ck orizon Online Data Preventative Automated Partial 
are recorded process is atomic (i.e. either/ Integrity_ POL 
completely, accurately a complete transaction is document. 
and on a timely basis posted or nothing is posted). 
centrally. 
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Usage Counter transactions A fall back mobile link is in Horizon Online Data Preventative Automated Partial 
are recorded place to ensure that if Integrity_ POL 
completely, accurately transactions are still document. 
and on a timely basis processed in a timely manner 
centrally. 

Usage Directly posted Formalised change control Email communication Preventative Manual Partial 
transactions, such as approval and monitoring from John Simpkins
"Balancing process over the usage of dated 15/05/2014, 
Transactions", are Balancing Transactions articulating control` 
visible and approved, design around this\ 

process. ~.., 

Usage Directly posted An audit trail log is in place Email com*n4tation Detective Manual Partial 
transactions, such as to monitor the use of from John Simpkins 
"Balancing balance transactions. The log dated 15/05/2Q14, 
Transactions", are is monitored by an articd'lating control 
visible and approved, independent department .,_ 'design rouod this 

that does not have acc 

~~Iltl 

process,,
the function.

Usage Branch Ledger JSNs are processed into the.., Technical Design Preventative IT Dependent Manual Partial 
transactions are audit store and reviewed Document for Audit 
recorded accurately in when users access audit Extract Process - 
the Audit Store store information. Audit DESAPPHLD0029. 

store will automatically 
detect non-sequential files 
that are then processed by 
the Tivoli monitoring tool 
and investigated where 
appropriate. 
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Usage Branch Ledger Digital seals are in place to Technical Design Preventative Automated Partial 

transactions are ensure that files are not Document for Audit 
recorded accurately in amended following load to Extract Process - 
the Audit Store. the audit store DESAPPHLD0029 

Usage Branch Ledger The digital seal applied to the Security Architecture Pre nta've Automated Partial 
transactions are batched digital signatures Document 

/~ 
recorded accurately in ensures that any Network Architecture 
the Audit Store. amendments to data leaves a Document / 

traceable audit trail Cryptography 
Architecture
Document /

Usage Branch Ledger JSNs are processed into the BRDB Technical ` e ' Automated Partial 
transactions are audit store and reviewed D4cumertt 
recorded accurately in when users access audit Audit Technic Design 
the Audit Store. store information. Audit Document 

store will automatically
detect non-sequentialMT1es.. 
that are then processed b
the Tivoli monitoring`tpol 
and investigated where` e
appropriate. 

Usage Branch Ledger Formalised change control Email communication Preventative Manual Partial 
transactions are approval and monitoring from John Simpkins 
recorded accurately in process over the usage of dated 15/05/2014, 
the Audit Store. Balancing Transactions and articulating 

control design around 
this process. 
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Usage Information from the The digital seal applied to the Branch Database 
Audit Store retains batch on data transfer is Procedures 
original integrity, checked back to the initial 

seal to ensure that hash 
value has not been altered. 

Usage The system used by the 
Finance teams for 
control contains all 
records 

3 way match between 
Branch Database, 
Transaction file and POLSAP 
load file 

Data Flow Diagram 
provided by Finance 
(Jane Smith) !" 

Usage Data posted from Amendments posted Transactio I ' 
other systems and centrally via transactional Corrections Proedu 
teams is visible to and 
accepted by sub 

corrections must be 
approved by sub-Post 

Evidence
post- 

masters Masters must be approved 
before they can be applied to
the Branch Database 

Usage Data posted from Amendments posted r B' n'èVDatabase 
other systems and centrally via transa nN ,
teams is visible to and adjustments must be 

~ADcedures 

accepted by sub post- approved by sub-Post 
masters Masters must be approved 

before they can be applied to 
the Branch Database 
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Usage DBAs or others granted Sub post-master must Branch Database Preventative IT Dependent Manual Partial
DBA access have not functionally approve the Procedures 
modified Branch Transactional 
Database data. Acknowledgement file 

produced by the POLSAP 
system before items can be % 
processed through to the 

/~ branch database. 
Usage DBAs or others granted Formalised change control Email communication ` ,/Preventative Manual Partial 

DBA access have not approval and monitoring from John Simpkins', , 
modified Branch process over the usage of dated 15/05/2014,, 
Database data. Balancing Transactions and articulating. 

control design araupd 
this p"rotess., 

Usage DBAs or others granted Audit trail monitoring the Emait communication Preventative Manual Partial 
DBA access have not usage of balance front John Simpkins 
modified Branch transactions dated`15/05%2014 
Database data. 

Usage DBAs or others granted Hardware controls are in Audit Store Preventative Automated Partial 
DBA access have not place to prevent the Procedures 
modified Branch modification of data in the 
Database data. audit store 

Usage Counter transactions TWS scheduler and ISAE3402 Detective Automated Significant 
are recorded monitoring processes are 
completely, accurately defined and formalised. 
and on a timely basis 
centrally? 
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Usage Counter transactions Logical security access Security Architecture 
are recorded controls in place to minimise Document reference - 
completely, accurately the risk of inappropriate ARCSECARC0003 
and on a timely basis access to the counter section 6.2 and 
centrally? software within branch. ISAE3402, PCIDSS and 

ISO27001 reports as 
well. 

Usage Branch Ledger Logical security access ISAE3402 report. 
transactions are controls are in place in 
recorded accurately in relation to the Branch
the Audit Store? Database and audit store to ( \ 

ensure that only appropriate
staff members have access. 
Key transactions and tables 

< / are monitored and activity is 
verified by an independent 
third party.
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Appendix m inventory of [T: u  :v M° . ' 

The following documentation was reviewed during the course of our review: 

• 

1 Horizon Core Audit Process (Powerpoint) Other sources of comfort 

2 Factfile (updated with SS comments) < / Other sources of comfort 
3 ISAE3402 Report over Fujitsu managed service on Horizon Assurance 
4 Centrally Generated Transactions document Other sources of comfort 

5 POL Summary of Horizon Anomalies Referred to in Second Sight Report Assurance 

6 Report on Local Suspense (14 Branch) Issue Other sources of comfort 
7 Report on Receipts Payments (62 Branch) Issue \r Other sources of comfort 
8 Spot Review Bible Other sources of comfort 
9 Horizon Data Integrity Document Other sources of comfort 
10 Horizon Data Integrity Document Other sources of comfort 
11 Fujitsu IS027001 Certificate - Assurance 
12 IS027001 Statement of Applicability produc9c by Fujits Assurance 
13 PCI DSS Attestation of Compliance Assurance 
14 PCI DSS Report by Bureau Veritas Assurance 
15 ISMF Minutes for three months Other sources of comfort 
16 Fujitsu Security Reports for three months Other sources of comfort 
17 Fujitsu Information Security Management System (ISMS) Scope Other sources of comfort 
18 Horizon Solution Architecture Outline Other sources of comfort 
19 Post Office to Driving & Vehicle Licensing Agency Automated Payments Client File Interface document Other sources of comfort 

20 DVLA Internal Web Service High Level Design document Other sources of comfort 
21 Security All Risk Extract Other sources of comfort 

22 Migration Overview Document for Horizon system Other sources of comfort 
23 Horizon Technical Security Architecture Other sources of comfort 
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• ! s 

24 

! s 

Solution Architecture Document 

! a 

Other sources of comfort 
25 Batch Processing Overview Document Other sources of comfort 

26 EMC Centera Acceptance Test Report - IAACRO03 Other sources of comfort 
27 Centera Accepting Testing Specification - IAACS002 Other sources of comfort 
28 Application Interface Design - DELLD026 Other sources of comfort 

29 Audit Server Specification Design -TDDES071 Other sources of comfort 
30 Configuration Design - TDMAN006 Other sources of comfort 
31 Configuration Design -TDMAN009 Other sources of comfort 
32 Centera star OS upgrade to version 2.4 design proposal Other sources of comfort 
33 Centera star OS upgrade to version 2.4 design proposal Amendment -CP4021 /, Other sources of comfort 
34 Centera star OS upgrade to version 2.4 design proposal Amendment -CP,3241, ' Other sources of comfort 
35 Exception and Event Guide - TDMAN007 Other sources of comfort 
36 Functional Separation - CRFSP006 Other sources of comfort 
37 High Level Design - SDH LD001 Other sources of comfort 
38 Audit Data Retrieval - SDHLD002 /`' Other sources of comfort 

39 Centera Migration HLD - TDION039 Other sources of comfort 
40 Centera - High Level Test Plans - VIHTP014 Other sources of comfort 
41 Horizon System Audit Manual - IAMAN005 Other sources of comfort 
42 Low Level Design Document / Other sources of comfort 
43 Centera Operational Procedures - TDMAN008 ' Other sources of comfort 
44 Centera - Performance Test Specification - TDLLTOG8 i Other sources of comfort 
45 Centera Support Guide - TDMAN017 Other sources of comfort 
46 Centera Support Guide - TDMAN018 Other sources of comfort 
47 Centera Test Report - VITRP029 Other sources of comfort 
48 Centera User Guide - TDMAN005 Other sources of comfort 
49 Data Strategy Foundation -04-  G149 Data Strategy Foundation - Client File Transfer - PODG Closure v2 0 Other sources of comfort 
50 Data Strategy Foundation - CFD New Requirements v1.11 Other sources of comfort 
51 Data Strategy Foundation - Data Strategy Foundation Test Strategy V1 0 Other sources of comfort 
52 Data Strategy Foundation - Migration Strategy CFD vO.4 Other sources of comfort 
53 Data Strategy Foundation - POLTSTREP0010 - CFD E2E Test Report v0 1 Other sources of comfort 
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.. 

54 

.. 

Data Strategy Foundation - Revised business case CFD 24 11 10 

.. 

Other sources of comfort 
55 Horizon Technical Network Architecture - ARCNETARC0001 Other sources of comfort 
56 Horizon Crypto Services High Level Design -DESSECHLD0002 Other sources of comfort 

57 E2E data flows Other sources of comfort 
58 idocs involving settlement Other sources of comfort 

59 Process Management Systems Diagram (Version 14 - 24.10.2011) Other sources of comfort 
60 AR11.005 - Horizon controls Other sources of comfort 
61 AR12.050 - Horizon follow up Other sources of comfort 
62 AR12.050a -Follow-up Horizon May2013 ! \ Other sources of comfort 
63 Horizon Counter Application High Level Design - DESAPPHLD0047 Other sources of comfort 
64 COMPONENT TEST PLAN FOR Horizon COUNTER INFRASTRUCTURE: SERVIC ROCESS CONTROL Other sources of comfort 
65 Horizon Operational and Support Services Requirements Other sources of comfort 
66 ACCEPTANCE REPORT FOR DESIGN WALKTHROUGH EVENT DW03 -SECURITY Other sources of comfort 
67 Draft Deloitte Phase 2 Instructions (RDW 07 05 14)2 ry Other sources of comfort 
68 Phase 2 - Areas of Focus diagram (DRAFT v1) Other sources of comfort 
69 Project Zebra - Phase 2 Potential Next Steps v3 / Other sources of comfort 
70 REQAPPAIS1392v3.2.PayStation.ETL - Other sources of comfort 
71 REQAPPAIS1391v2.1.PoGo.ETL. - Other sources of comfort 
72 Acceptance Report 20070917BL01.13WIP Other sources of comfort 
73 All Streams Plan vsn 0.98 Other sources of comfort 
74 BC PLA 001 v 0.3 Other sources of comfort 
75 BCO20 HNG PD Potential Risks and Issues Register 110 Other sources of comfort 
76 Change Management Assessment Template Other sources of comfort 
77 DES SEC H LD 0010 v 1.0 Other sources of comfort 
78 Engagement Meeting Log Notes v1.2 Other sources of comfort 
79 Gartner Report Findings 1.1 with Appendix Assurance 
80 HARMONY Full Guide 1.1a Other sources of comfort 
81 HARMONY Full Guide 1.1a Other sources of comfort 
82 HNG Benefits Tracking in confidence May 08 final Other sources of comfort 
83 HNG Board Report 080408 Other sources of comfort 
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.. 

84 

.. 

HNG PID v1.3 

.. 

Other sources of comfort 
85 HNG Reqts Team Meeting 050606 Other sources of comfort 
86 HNG Risk and Issues 070424LY Other sources of comfort 
87 Horizon Testing Strategy - HXTSR001 Other sources of comfort 
88 In Touch report for HNG 080418a Other sources of comfort 

89 In Touch Report for HNG 081205 Other sources of comfort 

90 POL HNG IMP 002 v 1.0 Other sources of comfort 
91 POL HNG REQ 014 Other sources of comfort 
92 QRH031 HNG Reqts PID v0.1f Other sources of comfort 
93 ACCEPTANCE REPORT FOR Horizon ACCEPTANCE GATEWAY 1 & 2 - REQ GEJSI ACS 0001 v0:2 Other sources of comfort 
94 Horizon GENERIC ACCEPTANCE PROCESS -REQGENPR00735 Other sources of comfort 

95 Stakeholder Engagement Log_091218 Other sources of comfort 
96 Test Report for the Integrity Testing of Horizon Data-centre Disaster Recovery— Week Commencing 1st 

September 2008 - SVMSDMREP0005 Other sources of comfort 
97 Wipro - Horizon : Performance Test Audit Post Office Limited ( POL) Assurance 

98 DVLA Internal Web Service High Level Design - DESAPPHLD0012 Other sources of comfort 
99 Audit Data Retrieval High Level Design - DESAPPHLD0020 , Other sources of comfort 
100 Audit Data Collection & Storage High Level Design - DESAPPI4LDQ030 Other sources of comfort 
101 Horizon Counter Application High Level Design- DESAPRHLD0047 Other sources of comfort 
102 COMPONENT TEST PLAN FOR Horizon COUNTER INFRASThU'CTURE: SERVICE AND PROCESS CONTROL-DEV 

CNT CTP 0068 v 2.1 Other sources of comfort 
103 DVLA AP Client File AIS / Other sources of comfort 
104 Product Branch Accounting - Issuing Process forTransaction corrections v0.1 Other sources of comfort 
105 Audit Data Collection and Storage High Level Design Other sources of comfort 
106 Data Flow - Transaction Processing for client file delivery Other sources of comfort 
107 Data Flow - NBSC Miskey Process - Network Banking Other sources of comfort 
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With the prior permission of POL, the following individuals were interviewed or consulted during the course of our review: 

., 

Dave King Senior Technical Security Assurance Manager POL 

Julie George Head of Information Security and Assurance Group POL 

Rod Williams Litigation Lawyer POL 

James Davidson Fujitsu Primary Point of Contact Fujitsu 

Pete Newsome Quality responsibility Fujitsu 

Will Russell Regional Network Manager NT - South POL 

Phil Norton Horizon Requirements responsibility Atos 

James Brett Senior Test Manager- Post Office Account Atos 

Bill Membery Requirements/Testing responsibility on Horizon Fujitsu 

Gareth Jenkins Distinguished Engineer Fujitsu 

Neil Crowther Senior Business Analyst POL '- ,, 

Matthew Lenton Document Management responsibility Fujits 

Rod Ismay Head of Finance Service Centre _ POL 

Jane Smith AP Enquiry Team Leader, Finance Service Centre / POL\ 

Dave King Senior Technical Security Assurance Manager POt:, -
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