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From: Christopher Knight GRO 
To: Patrick Bourke :_._._.-._.-._._._._._._cRo._._._._._._._._._.-._.; Jonathan Swift ._._.-._._._._._._._._._._._._._._._._._._._._._._._.. 

Cc: Jane Ivl cLggd -.-,_ - _;_:_; 
_ s.4._._,._._.-_ _  > Mark_tla4COkattdL._._._._._._._._._._._._._._._.. 

GRO  }, Steve Aliehorni GRO 

.GRO---•— -•--._._._._.1 
Subject: RE: Post Office Matter 

Date: Wed. 28 Oct 2015 1712A9+0000 
Importance: Normal 

Dear Patrick, 

Many thanks for this. 'Tat ail. looks very helpful. l have.received the file cablzeJ over this afternoon :with 
most of the documents:refIrredto:`to Jonathan 's nstrui lions (and:. an additional copy tot Jonathan). [.think it 
is cltietly the previous It  advice Whidh'is outstanding; which will doubtless f6fl nw relativelyshortly. 

It _ ern , to true that tlae Spzeadsheet of sumntarws of the variotts :Scher te cases:{and within ii. the ct initial 
cases) might usefully be the 

priority 

so we can work out awayofmost sensibly sampling ! have the 
Hamilton file you also cabbed over as'an example to'get my head round •what:they look. like. 

Can I check what the three zipped•eti ail.files•are•ot? 

l 

also 

ttave:se.parately'the email with the st7 notices•from the CCRC, cvhich twill:be:a htipful:iittre to those 
types of case, 

I've spoken.to`the dvrks who*tll hopefully.jet back: to.youtodey ott fees fat lcast.:for,rrte)_ I will also ask -
them 

:to do so re Tuesdays; so we can begin diary 
liaison. I should:. probably do .some:ot the. further reading in 

before planning who to speak to next_ it inav SVell be that the Horizon intro should be sooner rather than 
later, so we know what 'tie are reading about. 
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Dear Christopher 

Many thanks for coming to see us at our offices yesterday. 

I thought it would be helpful to otter up a summary of where I think our discussions concluded on the 
various points raised. I would be grateful for your view on whether they accurately reflect where we got to 
and we do, of course,. understand that the nature of this project may necessitate some (hopefully) limited 
revisiting as you conduct your work. 

Scope ofT quiries 

tie algrex that the broad territory to be covered was encapsulate4-in the fbtt'rprincipal areas of contention 
identified'by Jonathan in his meeting with Tim and Jane on 20 October. These are: 

i . Whedw in4 dual charges brought against relevant Applicants to the Scheme were underpinned by 
a sufficiency of evidence; 

2. Establishing, in.so. far as possible, whether the Horizon system was or was not the underlying cause 
of discrepancies in the branch accounts of Applicants to the Scheme, 

3. Whether the advice provided to Applicants to the Scheme by the Fielp desk was appropriate and, in 
particular. whether the advice provided caused Applicants to commit false accounting; and 

4. Whether the investigations into the cases in Scheme were appropriate and. reasonable in scope and 
depth and, in particular. whether anything was missed which could, and ought, now to be looked at. 
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The emerging thinking is relation to each of the four strands was: 

1. We would identify all those cases in which multiple charges were in play against Applicants to the 
Scheme (usually theft and false accounting). You would choose a sample of cases from that list in 
order that you might come to a view, having reviewed the relevant material, about whether or not the 
appropriate evidential test was met. We agreed that we would sign post you to the relevant material 
through discussions with Cartwright King, who have conducted our prosecutions work for a number 
of' years, as well as discussions with Brian Altman's junior who 

is 

in the process of reviewing the 
material in the cases being looked at by the ('CRC. We agreed with your view that the CCRC cases 
arc out of scope but nonetheless thought a conversation with Brian Altman's junior would be 
beneficial given her familiarity with Post Office prosecutions material generally 

in relation to the Horizon system, Jane outlined the very real difficulties involved in what is, at`its 
heart, an exercise in proving a negative, only made more complicated by the age of the system. 
However, in addition to supplying you with all the documentation we have which contributes to an 
answer to the question, we would arrange for you to meet with the authors of the Deloitte report (no,
at Ernst & Young). Gareth Jenkins who used to act as our expert witness in relation to Horizon. and 
someone currently at Fujitsu with expert knowledge of the system. You would also consider whether 
UCL. in addition to these other experts, might answer some the specific allegations made about the 
system, for instance the notion that it is/was possible to manipulate live branch data remotely and 
without leaving an audit trail. 

The Helpdesk issues are likely to be more straightforward. We can supply the documentation which 
covers off the processes and protocols which underpin the Helpdesk. in addition, we agreed to 
identify those cases in the Scheme in which accusations about the I-fepdesk were particularly 
prominent, from which you would again select a sample so as to enable you to form a view as to the 
appropriateness of the support it provided. in addition, we are happy to arrange a meeting for 
you/Jonathan with those operating the Helpdesk. 

4. On the question of the adequacy of the investigations undertaken as part of the Scheme. we agreed 
that we would again provide you with the documentation prepared at their outset, so that you are abi 
to see what the intended scope and methodology was. You would also meet with Angela Van Den 
Bogerd who was ultimately responsible for the investigations as a whole. Finally, by reference to a 
sample of cases of your choosing, the relevant investigator(s) could walk you through specific 
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I am sending you, under . separate covey the.si7 notices we have received from the CCRC and which Jane 
Sdknathañ she would get across to Chambers. 

You should use me as your primary point of contact but my colleagues Mark Underwood 8nd Steve 
Alichorn, both of whom you met and-are copied into this email, are also available to you attd')onathan for 
anything you alight need. 

f trust this cover everything but please contact me if you feel anything is missing or misunderstood. I also 
look forward 

in 

hearing from John Dav itt on the question of fees as soon as practicable. 

Kind regards 

Patrick 

Patrick ur ke 
r 

-----------GRQ -...........-.-.-...............JI 

Etrltd%%i%ll;btwf+azweik%F*%yCf%#%pjffk%Mkli%tt#f.N'k}!'k*******14***axkxf:*x 

This email and any attachments are confidential and intended for the addressee only. If you are not the named 
recipient, you must not use, disclose, reproduce, copy or distribute the contents of this communication. If you have 
received this in error, please contact the sender by reply email and then delete this email from your system. Any views 
or opinions expressed within this email are solely those of the sender, unless otherwise specifically stated. 

PO$t OFFICE LIMITED is registered in England and Wales no 2154540. Registered Office; Finsbury Dials. 20 
Finsbury Street, London EC2Y 9AQ. 

f%kkx0lkfinkltlf AYf hMthlhki%tt%1%%%%M%b'%Y%1'M%f%{Y!1%%'M%RY%Y4RY%It%'%R 
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From: Patrick Bourke! GRO }> t 
To: Christopher 'Knight .GRO_ _, Jonathan Swift 

C'c:
GRO Steve ~1.1fc_horn -I GRO 

Rodric Williams GRO
Th Thgect: RE: Post OfFice Matter 

Date: Thu, 29 Oct 2015 09: 14:45 +0000 
~rnce: High 

Dear Chris 

Thanks for this. 

As I indicated. the legal advice will comet you today. 

The`spreadslieet.ofull :the:eases:wiH:certainty help yott however,.pieparing surnrisnries to+'each of fhe.:l:3t 
may he a tall order, What we, can do is give you: a. spreadsheet wvith:sufficient detail to -enable :you to:rtquest 
more detail its relation to di nc :'hicl, cut wish to delved down:: into the detail of As:disstusscd. each has an 
Complaint Rom the Applicant_ the Post office's Investigation Report a Second :Sight Review.ol'the 
investigation and Us findings and, in some cases. we .have .also prepared mediation statements. We would 
draw on these source documents'to produce.thc •suniniafies. 

TheHamiltontflei sent.across is different  n that. its content relate.only to doci nentation to:showthe 
sufciencyof evidence to underpin a theft charge. As -such, it does not represent the full' Hamilton case tile 
in the sense outiined'at 2 above. 

The:Zli'tile:s do, ht>tvever, contain preclseh the inl'nrmation al.. 2 above, togetherr:4vith:.summarips, andtthes 
widl give you. the hest flavour of what a case, looks like front tlit. documents no in; your :pcssscssion; i'hest 
were.ptepated:t provide ourCEO w.ith:a flavour of the range of issues the PostOffictwas dealing with 
under the Scheme and is a pretty random collection :at that, 

I agree that an early visit to.our model oftice to be taken through. the system as itworks in Post Offices up 
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From: Christopher Knight_._._._._._._._._ _._._.CRO-.-.-.-.-.-.-.---.-.-. 
Sent: 28 October 2015 17:12 
To: Patrick Bourke; Jonathan Swift 
Cc: Jane MacLeod; Mark Underwoodi; Steve Alichorn; Rodric Williams 
Subject: RE: Post Office Matter 

Lka r Patrick. 

Man? .thanks for this. That all looks vvety ltelpful: t have. receivcd.tlu file cttbhcd.over.this attrrnotxt V0111 
most of the thzc nic~tnts r+si>errcd to in Rglathgit instructions (and aut additional cc7p for Jrxiat tarn:).. I think it 
is chiefly the previous legal advice which is outstanding, which will doubtless thRkiw relatioely shortl . 

It $.emus top ow. £i at:the. 5ltteadsheet crfstrtrnnaSs: of the various Scheme canes Land within that, the 4rintinxt 
Lases) might,.uselidly be the.#iority so we can work rittt.a way of mcci ansthiv samplings I have; the 
Hamilton the you also cabbed over as an ezaittple to get %nw head round what they ltxok'like. 

Cant cheek what the three zipped'entail. files are tot" 

I also havg.separately the email with the sl" l notices from the MZC whichwilt-he a helpful intro to those 
types of case: 

I've sptvken to the 
cli 

1 s cthit will hc)pefully et'backto you today (in fees (at feast f zr nie3 t _wit$ al.so'ask. 
them .to do wo re. Tuesdays so se i.an.htg it dtan. liaison. I should putahty do some ofifie: further: reading in 
before planning who to speak: to next; it may wit be that the Horizon intro should be sooner rather than 
later, so we know what we are reading about. 

Best wishes. 
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[ thought it would -be helpful to offer up a summary of where I think.our discussions concluded on the 
various points raised. I would be grateful for your view on whether-they accurately-reflect where we got to 
and we do, of course, understand that the nature of this project may necessitate some (hopefully) limited 
revisiting-as you conduct your work. 

Scope .o X q r, p',tie v'

We agreed that the broad territory to be covered was encapsulated in the four principal areas of contention 
identified by Jonathan in his meeting with Tim and Jane on 20 October. These are: 

I. Whether individual charges' brought against relevant Applicants to the Scheme were underpinned b, 
a sufficiency of evidence; 

2. Establishing, in so far as possible, whether the Horizon system was or was not the underlying cause 
of discrepancies in the branch accounts of Applicants to the Scheme; 

3. Whether the advice provided to Applicants to the Scheme by the Helpdesk was appropriate and, in 
particular, whether the advice provided-caused Applicants to commit false accounting; and 

4. Whether the investigations into the cases in Scheme were appropriate and reasonable in scope'and 
depth and, in particular, whether anything was missed which could, and ought, now to be looked at. 

We had an initial discussion about how this ground might best be captured in your report and tentatively 
envisaged a thematic treatment, with specific examples drawn upon-under each to support the overall 
finding. However, we were all agreed -that this would need further consideration as time goes on. 



POL00043789 
POL00043789 

order that you might come to a view, having reviewed the relevant material, about whether or not the 
appropriate evidential test was met. We agreed. that we would sign post you to the relevant material 
through discussions with Cartwright King, who have conducted our prosecutions work for a number 
of years, as well as discussions with Brian Altman's junior who is in the process of reviewing the 
mateS in the cases being looked at by the CCRC. We agreed with your view that the (CRC cases 
are.out of scope but nonetheless thought a conversation with Brian Altman'sjunior would be 
beneficial given her fantiliaritg with Post Office prosecutions material generally. 

2. in relation to the Horizon system, Jane outlined the very real difficulties involved in. what is, at its 
heart. an exercise in proving a negative, only made more complicated by tlte:age of the system. 
However, in addition :to supplying you with all the documentation we have which contributes to an 
answerto the question, we would an ange for you to meet with the authors of the Deloitte report (now 
at'.Emst & Young), Gtik`e8t Jenkins who used to act as. our expert witness in relation to Horizon. and 
someone currently at Fujitsu with expert knowledge of the system. You would also consider whether 
IICL, in addition to these other experts, might answer some the specific allegations made about the 
system,: for instance the notion that it is/was possible to manipulate live branch data remotely and 
without leaving an audit trail. 

3. 'ii*.Helpdesk issuess.are likely to be. more straightforward. We can supply the documentation which 
covers off the processes and;pmtocats which underpin the I-lelpdesk. In addition we agreed to 
identify those cases in the Scheme in which accusations about the Helpdesk were particularly 
prominent, from which you would again select a sample so as to enable you to form a view as to the 
appropriateness ofthe support it.provided. In addition, we arc happy to arrange a meeting for 
you/Jonathan with-those operating the Helpdesk. 

4. On thequestion of the adequacy alike, investigations undertaken as part of the Scheme, we agreed 
that we would again provide you with the documentation prepared at their outset, so that you are able 
to see what the intended scope and methodology was. You would also meet with.Angela Van Den 
Bogerd who was ultimately responsible for the investigations as a whole. Finally, by reference to a 
sample of casesofyour choosing, the relevant investigator(s) could walk you through specific 
investigations in practice. In each of the sample cases, you would-also review all of the outputs of the 
investigation includingPost Office's Investigation Reports. Second Sight's Case Review Reports and 
Post Office's Mediation Statements where relevant. 
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You should use me. as your primary point of contact but my colleagues Mark Underwood and Steve 

Allchorn, both of whom you met and are copied into this email, are also available to you and Jonathan for 
anything you might need. 

[ trust this cover everything but.please contact me if you feel anything is missing or misunderstood. I also 

look forward to hearing from John Davitt on the question of fees as soon as practicable. 

Kind regards 

Patrick 

Patrick Bourke 

GRO _._._._._._._._._._._._._._._._._; 

bMY*}**11i1f}„*yµ.~iNitfSMf*iiillYBSMµxif*iAffi`Yitii**ififiiviiYti**i 

This email and any attachments are confidential and intended for the addressee only. if you are not the named 
recipient, you must not use, disclose, reproduce, copy or distribute the contents of this communication. If you have 
received this in error, please contact the sender by reply email and then delete this email from your system. Any view. 
or opinions expressed within this email are solely those of the sender, unless otherwise specifically stated. 

POST OFFICE LIMITED Is registered in England and Wales no 2154540. Registered Office: Finsbury Dials, 20 
Finsbury Street, London EC2Y 9AQ. 

i*Y,Yii*iii**irtf i*Y:t~YMii*i*i MiikHfiYYSYiHiik*iNiiMlii,!!i'iiY111i** 
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From:RodricWilliams~
To: Patrick Bourke Cii._._._._._._._._.__C'uR-._._._._._._._._._. ?, Christopher Knight 

<L.-------

'U  ek,, ::4 __
GRO_ _ _ _ _ _ _ "' 

Mark Underwoodl 
GRO------.z._ _: .----_-_-X> , Steve Altchotn 

GRO > 
Sub eCL RL t"ost(ats c .M'u,r. 

Date: Thu, 29 Oct 2r 1 I ft re:o4 +0000 
Importance: Normal 

Attachments: POST 4 

F, POST OFFICE LTD 

Al7895240fl:8 PostsOffieeLimited,Repot Legal__Analysis.docx 

Inllne-images: imageool.png 

Christopher, 

It was nice:to speak with you earliertoday. As discussed. Posi Otliee Ermined has received signi.ticant legal 
input :'from its in-house lawyers; external solicitors and counsel when considering and responding to the..
Horizon allegations. Fhis input has been provided :in.a: variety .of foruns, including formal advice notes, 
email correspondence, marked-up documentation and discussion (both face-to-face and telephone): 

Rather titan tty..ing:to. pttll:th.is all together for you now, we agreed to start by providing you with the 
fallowing fortiial advice notes: 

Linklaters' "Report Into Initial Connplainl: Review And Mediation Scheme - Legal: Issues" dated 20 March 
2015. This report concerns :the legal basis tot the claims made by applicants to the Scheme and was 
commissioned by Post Office's Board which wanted to better understand the exposure presented by the ver} 
Substantial compensation claims being made by some applicants; 
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e. Aiv.:ie nn'iliett .'f al.se:A4i.tiulttin:g" dated 8 March 2Ol5, which advised on the "equality" 
of the offences of theft and false accotrnting. 

NrG doubt this will lead tot'uither lines of enquiry, butt hope it

Kind regSStls. Rod 

From: Patrick Bourke 
Sent: 29 October 2015 09:15 
To: Christopher Knight; Jonathan Swift 
Cc: Jane MacLeod; Mark Underwoodi; Steve Af:lchorn; Rodric William 
Subject: RE: Post Office Matter 
Empentance: High 

[fear C'hiis 
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The. Z:in files do, however. contain precisely the information at 2 above, together with summaries, and then 
will give you the best flavour of what a case looks like from the documents now in your: possession: These 
were prepared to provide.opr CEO with a flavour of the range of issues the Post Office was dealing with 
under the.Scheme.and is.a.prettyrandom collection atthat. 

1:.agree that an early visit to our model office:: ito: tie taken through the.:system Wts it works in Post'Ofl'ices up 
and down the country should be a priority. t will come back to you later today with some suggested dates ar 
times: 

John Davittlett me avoiceinail yesterday, so I will ring him this morning. Thank you. 

Kind regards 

Patrick 

From: Christopher Knight G RO 
Sent: 28 October 2015 17:12 

_._._._._._._._._._._._._._._._._._._._._._._._.. 

To: Patrick Bourke; Jonathan Swift 
Cc: Jane MacLeod; Mark Underwood l; Steve Allchorn; Rodric Williams 
Subject: RE: Post Office Matter 

Dear Patrick. 

many #hanks. for this.. That all looks ver} :hel}tfut '1 have received the tile.: cabbed over this: afernoon yvi.th 
most of the :docu:nenks :referred toxin Jonathan's instructions (and an additional copy for Jonathan). I think it 
is chiefly the previous legal advice which is outstanding; which will doubtless follow relatively shortly. 

It seetris to me that the spreadsheet or'stitnmaries ofthe various Scheme cases (and within that, the criminal 
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sample. of cases of your choosing, the relevant investigator(s).could, walk you through. specific 
investigations in.practice. In each of the sample cases, you would also review all of the outputs of the 
investigation including Post Office's Investigation Reports, Second Sights Case Review Reports and 
Post Office's Mediation Statements where relevant. 

Ways of Working and Action Points 

Finally, we ham adiscussion about ways of working, most of which we agreed would become apparent as we 
take the work forward We did however; agree a number of specific. actions which are listed in the 
document .l attach; some of which are 

already 

underway, and some of which we will need to agree dates and 
t ntes'for when you have had a chance 

to 

determine how you want to take the work forward. 

I am sending you, under separate cover, the sl7 notices we have received from the CCRC and which Jane 
told Jonathan she would get across to Chambers. 

You 

should else life a& your primary point of contact but my colleagues Mark Underwood and Steve 
Altchorn, both of whom you met and are copied i'nto thisemail, are also available to you and Jonathan for 
anything you might need. 

[trust this ty}vereverything but please contact .me if yotrfeel anything is missing or misunderstood. I also 
look forward to'hearing from John Davitt'on the question of fees as soon as practicable. 

Kind regards 

Patrick 

Putrid k Rmrrke 
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LEGALLY PRIVILEGED AND CONFIDENTIAL 

POST OFFICE LTD 

GENERAL REVIEW 

A. INTRODUCTION 

The Post Office Ltd ("P011') has commissioned me to past practice 

and make recommendations as to the future approach to :Thv conduct of 

prosecutions. 

2. Terms of Reference received from Bond Dickinson LLP ("BD"), solicitors 

advising POL, invited from me the following: 

Instructions & Output 

A. Written Report! 

I To prepare by 5 August 2013 an. interim review of Cartwright Kim's 
current review nrocess (as reflected nrinninatly in Ilk", Anhnmpnt onthti.:A 
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2013 and/or on the role of Dr Gareth Jenkins (sic) t and his impact 
on any possible appeals; 

(b) its response to the CCRC, and any subsequent action required by it 
in dealing with, or responding to, any actual or potential appeals 
and/or in reaching the appropriate resolution of any CCRC 
investigation, and to advise POL about any further steps that may be 
required as regards any actual or potential appeals against 
conviction; and 

(c) The identification of any flaws in the process of, er from the 
evidence arising from,. the review of a statistically significant 
number of past prosecutions in which Horizon has been an issue in 
the proceedings. 

B. Meeting/Reporting to the Post Office Audit Committee/ Board 

At the first available opportunity to: 

(I) Explain the background to the criminal appeal process including 
appeals, and how you intend to fulfil your remit, and 

(ii) On the efficacy of the process set out in A(l) above. 

2 On or by a date to be agreed (but currently intended to be no later than 15 
October 2013) to report. on the efficacy of past prosecutions 
including the preparation and conduct of past prosecutions set out in 
A(2) above. 

Process 

G To meet with Post Office's criminal law team to gather further background 
and contextual information, 

2 Refine the scope of and finalise these Terms of Reference. 
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4 To meet and interview as a fact-finding exercise anyone else you or POL 
consider relevant to the process of the investigation and commencement of 
prosecutions. 

5 To review a statistically significant number of past prosecutions in which 
Horizon was an issue. 

3. My Interim Review document of CK's current review process, dated 2 

August 2013,2 was submitted to POL through BD by email of the same date. 

in the Interim Review document, I made a series of interim recommendations 

to which Cartwright King ("Cc") responded in writing on 13 August 2013. 

4. Regarding the process by which 1 have been asked to conduct my review, 

and by reference to each in the above process list in chronological order: 

Point 5.: on 6 September 2013, I received a number of files from E 

containing material in advance of the meeting on 9 September 2013. AmciiP 

them there was a file containing 24 fill( case revie s performed by coun ,.c, i 

employed by CK of cases passing the_  initial sift pi ct '>c which I shall retu; f 

to below. (On 30 September 2013, 1 received 6 irin,o rc,dews, and t 

October 2013 1 received one more by email.) 

My Terms of Reference do not require me to review CK's decision-making 

or the individual judgments about the reviewed cases, merely to review their 

review process. 
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Point 3: on 19 September 2013, 1 attended Guildford Classroom Training 

Office ("CTS?") where I received a day's training 
on 

the Horizon system. 

Chris Gilding (Network Support Team Leader) trained me. Andy Holt 

(Business Relationship Manager) was on hand to assist and answer 

questions. 

Point 2; on 23 September 2013, 1 received from Gavin Matthews of BD the 

final Terms of Reference by email,, which I reviewed and agreed by return 

email the following day, having on 2 August 2013 refined an earlier draft in 

writing. 

Point 4: at the time of writing I have not identified'(or had identified tome) 

any other persons to meet and interview as part of a fact-finding exercise as 

relevant to the process of the investigation and commencement of 

prosecutions. 
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._... ._:_EXECUT_ I $VMMARY 

5. The following is a summary of the main findings and recommendations in 

the body of this review. 

(i) The l January 2010 start date for Cartwright King's review of 

Horizon Online disclosure is logical, proportionate and practicable 

in light of all the known circumstances. 

(ii) The scope of the review properly takes account, not just of those 

cases in which defendants have ben convicted following a trial, but 

also where they have pleaded guilty, as well as where disclosure 

might have been material to the sentencing exercise. 

(iii) The scope of the review, which is to consider those cases, both past 

and present, in which disclosure of the Second Sight and Helen 

Rose reports should be made, appropriately also considers in past 

conviction cases the stance Post Office Ltd might take to any 

application for permission to appeal, or to any substantive appeal, 

should permission to appeal be granted, the question of the "safety" 

of the conviction being inexorably linked to the question of 

disclosure. 

(iv) I advise that individual sift reviews and. full reviews should not b, ,

undertaken by anyone who was professionally involved at art; ';L .: 

with die case being sifted or reviewed, in uYJcT U~ u5~iic ,in~3 

preserve independence and objectivity. 
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identification of a person who is nominated to take responsibility for 

its management. 

(vii) Should any new information emanating from the hub meetings be 

considered to affect, or possibly affect, any previously sifted or 

reviewed cases, consideration will have to be given to broadening 

the criteria for review, and to re-sifting and re-reviewing cases 

already considered. 

(viii) Any future successful defence challenge in any Horizon Online- 

based case will have to be considered for future possible general 

disclosure. 

(ix) Cartwright King should exercise supervisory control over the 

dissemination of information and material during the mediation 

process, and should remain alive to the possibility of having to make 

case-specific disclosure in the course of that process, or even 

making additional general disclosure in the course of its current 

review depending on the nature of any new information. 

(x) I agree that Gareth Jenkins is tainted and his position as an expert 

witness is untenable. Thus, a new expert should be identified as 

soon as is practicable. 

(xi) Post Office Ltd has responded to the Criminal Cases Review 

Commission appropriately in my opinion, but should the 

Commission continue to show interest in these cases there might 

have to come a time when Post Office Ltd considers sharing 

("artwriaht Kina'c review findinac with the (`nmmicainn anti 
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Investigations Act 1996 but in practice should also adopt a similar 

or identical approach to past conviction cases falling within the 

current review), Post Office Ltd and Cartwright King must be 

prepared to keep under review; and reconsider, past case reviews 

and disclosure decisions, 

(xiii) Where, as part of the review process, Cartwright King considers the 

stance that should be adopted in any possible appeal process, they 

should not adopt any over-rigid or robust approach, and must 

remain alive to changing circumstances and the need always to 

reconsider their stance. 

(xiv) Any new or revised Post Office Ltd prosecution policy document 

must consider the retention and treatment of case files. 

(xv) Post Office Ltd must ensure that Fujitsu Services Ltd retains all 

Horizon data 

(xvi) There should be an analysis for reconciliation purposes of all 

Second Sight's spot reviews with those Cartwright King cases that 

have been subject•to sift and full review. 

(xvii) If there is any Horizon-related civil litigation between any present or 

former sub-postmaster and Post Office Ltd, Cartwright King should 

be given complete visibility of the litigation in case this should 

affect any decisions they are making about criminal cases. 
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Vt _..._.. ltA $ QiF THE REVIEW 

6. Before coming to the focal point of this review document, it is necessary, 

simply by way of introduction; for me to deal with the following relevant 

discrete topics: 

fly POL's prosecution itie; 

(ii) The Horizon system; 

(iii) Horizon training and support; 

(iv) Second Sight's inquiry; 

(v) Gareth_Jenkins; and 

(vi) The Helen Rose report. 

(1) POL's prosecution ro te 

7. On I April 2012, the shares in POL were transferred from the Royal Mail 

Group Ltd ("RMG") to Royal Mail Holdings plc ("RMH"), since which 

time POL has had an existence independent of RMG. Now, POL is a wholly 

owned subsidiary of RMH. The Secretary of State for Business, Innovation 

and Skills ("81$") holds a special share in POL. RMH and HIS, through the 

Shareholder Executive ("ShE?"), have however no involvement in POL's 

day-to-day Operations? 

9 Prim to POT 'e epnaratinn fmm RMf. RMfi ennditrtM the nrn<;en,tinn of 
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9. POL is the only commercial organisation (albeit Government Owned)! can 

think of (apart from RMG who retains a residual prosecuting function) that 

has a prosecution role, and it is, to that extent, exceptional if not unique. 

Separate Terms of Reference invite me to consider the future of POL's 

prosecutorial role. 

10. in England and Wales POL's prosecutorial role is exercised by POL's in-

house legal department and through the instruction of CIC, CK's in-louse 

advocates as well as by external counsel and agents. Prosecutions are 

conducted both in the Magistrates' Courts and the Crown Courts, and appeals 

are prosecuted in the Court of Appeal. 

l.I. In Northern Ireland the Public Prosecution Service ("PPS") prosecutes POL 

cases albeit with input and assistance from POL investigators. In Scotland it 

is the Procurator Fiscal who prosecutes POL cases. Representatives of CK 

were in Scotland the week before we met in conference in order to discuss 

with the Procurator Fiscal's office the recent interim findings by Second 

Sight Support Services Ltd (`SS"). Currently, cases stand adjourned in 

Scotland; where, as I understand it, POL has been granted special agency 

status. 

12. 1 understood in € r meeting that CK had not yet spoken to the PPS in 

Northern l niE,f Cr : R :acknowledged the need for them to visit the PPS. 

However, c due wid been only two prosecutions in Northern Ireland, 
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14. 1 take the brief 
history 

of the Horizon contract with POL and the Horizon 

system from part of the content of a witness statement prepared by the 

Horizon expert Gareth Jenkins dated 15 January 2013. The witness statement 

was prepared for the case of 
Khayyam lshaq, the case file of which I have 

read. 

15. Much, perhaps all, of the parts of the witness-  statement I. quote tiom below 

appears based upon the content of two documents entitled "Horizon Data 

Integrity" dated 2 October 2009 and "Horizon Data Integrity for Post Oftice 

Ltd" dated 2 April 2012, which are marked respectively as Mr Jenkins` 

exhibits GIJti and 2, and are exhibited to his IS January 2013 statement.' 

16. Although. there are issues about Mr Jenkins' independence and objectivity 

(with which I deal below). I am content to rely on Mr Jenkins' witness 

statements (based 
as 

they appear to be in whole or in part on the Horizon 

integrity reports) for these purposes as providing a reasonably adequate, and 

almost certainly accurate; summary of the Horizon system. 

17. According to Mr Jenkins, FSL was originally awarded a contract in 1996 to 

provide a Horizon system to POL. The most recent rollout of Horizon was, 

says Mr Jenkins, Horizon Online (internally known as HNG-X) in 2010, 

which was, according to Mr Jenkins (who was one of its architects), "a 

Cnm"Ietr r -imnlemrntatinn of Ftnriwnn of the hiiginess fimctiormlity at the, 
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locally on the counter's hard disk in what is referred to as the MessageStore: 

Once the data has been successfully stored there it is then replicated (copied) 

to the hard disks of any other counters in the branch (and in the case of a 

single counter branch to the additional external storage on the single 
counter). Data is also passed on from the gateway counter to the Horizon 

data centre using similar mechanisms where it is stored in the 

MessageStore." 

19. Mr Jenkins then describes how the replication process is designed to capture 

datathat fails to copy immediately (for instance due to a failure of the local 

IT network in the branch or another counter being switched off or the branch 

being disconnected from the data centre). In such a case further attempts are 

made to replicate the data at regular intervals until it is finally copied 

successfully. Once the data reaches the data centre a further copy' is taken by 

the "audit agent", which. writes it to an audit file, which 
is added into the 

audit trail where it is available for retrieval for up to 7 years. Moreover, the 

data in the audit trail is "sealed" with a secure checksum ("CRC") that is 
held separately to ensure that it has not been tampered with or corrupted. 

20. Mr Jenkins: adds that every record written to the transaction log has a unique 

incrementing sequence number so it is possible to detect if any transaction 

records have been lost, and while customer sessions are in progress, 

transactions for that customer session are normally held in the computer's 

memory (known as the "stack") until the session is settled. When that 
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22. Where data is retrieved for audit enquiries a number of checks are carried 

out: (1) that the audit files have not been tampered with; (2) the individual 

transactions have their CRCs checked to ensure they have not been 

corrupted; and (3) a cheek is made that no records are missing. 

23. Mr Jenkins then deals with Horizon Online 
data 

flows, describing how the 

system is designed to store all data in.an, online database•known as the branch 

database ("BRDB"). Transactions are carried. out locally on counters; and a 

basket is built 
up during a customer session. Once the transactions have been 

processed, so that the value of the basket is zero, the entire basket is sent to 

the data. centre as a "branch access layer'' ("BAL") message where the BAL 

processes the message and all the accounting lines are recorded and 

committed to the BRDB as part of a single Oracle commit (i.e. all or none of 

the transactions in the basket are written). Once successfully committed, a 

response is returned to the counter indicating the transactions have been 

sueeessfrdly committed, which then allows any receipt to be printed. 

24. The Oracle commit also includes an audit of the data originally transmitted 

from the counter to the BRBD, which is the record used to provide extracts 

of transactions used for litigation support, 

25. Any auditable message from the counter is 
stored 

in the "audit 
table" (known 

as the 'message journal") in the BRBD, After midnight, files from the 

nrevions day are coned from the RRRD to a number of serial files. which. 
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26. The transactions in a basket are constructed using double-entry bookkeeping 

meaning that in addition to accounting lines relating to business transactions, 

separate accounting lines are generated also for the tender items such as cash 

or creditor debit cards, resulting in all accounting tines in the basket totalling 

zero. If the net value of all accounting lines does not total zero when the 

basket is written to the BRED an alert is raised and the basket is discarded 

and an error response sent to the counter. 

(III) Horizon training and support 

27. Because Horizon training is one issue that has been raised I requested sight 

of Horizon training materials. However, what I. was provided with was 

information and materials regarding the training currently received on 

Horizon, and,. because it is current, and may have been revised given recent 

events, it is important to exercise a degree of caution about it, as the 

materials may not reflect the precise nature and extent of the training that 

was offered to those who have fallen within SS's review, or fall within CK's 

review. Consequently; I cannot conclude that the training and follow-up 

support detailed below is necessarily reflective of that provided to those 

falling within the review period. 

28. According to the materials I have been provided with, the training given to a. 

Horizon operator depends on the operator's current level of experience 
and 

the nature of the post office to be run. I have been vrovided with a number of 



POL00043789 
POL00043789 

LEGALLY PRIVILEGED AND CONFIDt NTIAL. 

• Distance learning in the operator or the operator's staffs own time 

prior 
to 

transfer or conversion, including a written foundation 

module; 

• CTO for classroom training; 

• On-site induction of 2 x 3 hour sessions for all members of staff; 

• On-site training and support lasts from 6 days to 8 days depending 

oin the number of members of staff. 

29. The support thereafter consists of 

• Follow-up schedule at a balance one• week following the on-site 

training; 

• Post-transfer call from a Field Team Leader within I.2 weeks of the 

transfer for feedback on the Field Support Advisor or on the training 

• and support; 

• Post-transfer visits after I month and 3 months, respectively; 

• Post-transfer audit 6-9 months (the trainee operator is not informed 

of this). 

30. The new entrant will receive a variety of hand-outs as part of the classroom 

training, covering subjects taught during the course attended. Copies of such 

hand-outs sent to me include "Horizon Cash Declarations — Top Tips Guide", 

"Daily Procedures and Horizon Reports", "Priority Service Despatch", and 
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31. A Performance Standards Assessment ("PSA"), also copied to me, is a 

record of what the new entrant has been trained on and how the individual is 

performing. It is begun during classroom training (or on-site if no classroom 

training is given) and is completed during the on-site training. An action 

plan is produced. which is discussed and agreed with the new entrant. The 

new entrant also receives a copy of it. 

(iv) Second Sight's inquiry 

32. Following discussions in June and July 2012 between VOL senior 

management, Rt Hon James Arbuthnot MP and Alana Bates and Kay Linnell 

representing the Justice fbr Sub-postmasters Alliance ("JFSA"), SS was 

engaged. to perform a review into alleged problems with POL's Horizon 

system, 

33. SS's remit was "to consider and to advise on whether there [was] any 

systemic issue and/or concerns with the "Horizon" system, including training 

and support processes ..." ! For this purpose, SS took POL's Information 

Manager's definition of "Horizon" as embracing the software, computer 

hardware and communications equipment installed in branch and central data 

centres, as well as software used to control and monitor the systems, and 

testing and training systems.e The inquiry was open to sub-postmasters; VOL 

employees, contractors and agency staff; it was therefore open to all groups 
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Horizon system operated by POL, and the way in which POL had dealt with 

the matters reported," 

35. By way of context, in its report SS observed that the Horizon system had 

approximately 68;000 users, processing over 6 million transactions a day: 

The whole population of over 11,800 branches had been notified about SS's 

proposed investigation resulting in only a further 14 cases being accepted for 
notification." I have also received a PowerPoint presentation, entitled "The 

Post Office -- An Insight", which provides invaluable insight into the scale of 

Horizon transactions. One of the slides states that Horizon handles 47 million 

transactions a week, 22 million banking transactions every month, and 23 

billion transactions ayear with a cash value of £100 billion. Given the scale 

of the transactions Horizon is handling, it seems to me that the complaints 

and issues around Horizon are comparatively small. 

36. The provisional result of the inquiry resulted in SS's Interim Report together 

with four sample spot reviews," which were annexed to the main report, an 

accompanying document entitled "Raising Concerns. with. Horizon" (a 

document setting out die steps to be taken by current or past sub-postmasters 
who felt concerned or affected by issues with Horizon), and annexed to that 

was a document setting out further detail of SS's inquiry. 

37. SS's interim report; which is dated 8 July 20I3, wits posted to POL's website 

the camp d ' At Httv+•lhutin't nnctnfErw :v+ ,,1-/nnc•t_nf'h,..,. _rfot.amw+i l.r., :•Yn.+ 
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38. The central conclusion to result. from SS's review was that there was "no 

evidence of system wide (systemic) problems with the Horizon software.',14

The report identified only two "defects" with Horizon Online, which, 

according to SS,• POL had disclosed it had discovered in 2011 and 2012, and 

which had impacted 76 branches: i3 first, the so-called "Receipts and 

Payments Mismatch Problem", which had impacted 62 branches, and 

amounted to a total discrepancy of £9,029 (the largest.single shortfall being 

£777 and the largest surplus being £7,044. POL had addressed each of them 

with no loss to any sub-postmaster; the second, referred to as the "Local 

Suspense Account Problem", affected 14 branches only, and involved total 

discrepancies of £4,486, with a temporary shortfall of£9,800 at one branch 

and a surplus of £3,200 at another. Amounts of less than £161 affected the 

remaining 12 branches. POL only became aware of this defect a year after its 

first occurrence in 2011, when it reoccurred_ Because the cause of the defect 

could not be identified, POL wrote off the amount. FSL investigated the 

issue in 2013 and corrected the defect. 

39. It seems that it was Gareth Jenkins who had informed SS of the existence of 

the two defects, although, in their report; SS do not attribute the information 

to hiin. rb 

40. Several other issues with .Ix rizut: i.Jd, ho c'Yer, beci ,cpo?t4 I by 

multiple sub-postmasters as being ci particular con _n' Truiriug

inadequate user I Helpdesk support were dcnt hcdat; ;+ ç ,rch



POL00043789 
POL00043789 

LEGALLY PRIVILEGED AND CONE DENT!AL 

proceed therefore on the basis that the SS report remains an interim report, 

and, therefore, the conclusions I arrive at in this document are necessarily 

subject to further consideration of any additional or different conclusions SS 

might reach in the future. 

42. In addition to SS's report and appendices. I have received under separate 

cover the underlying material to spot reviews 1, 5, 6, 10, 11, 12, 13, 21, 22 

and 23, four of which (1, 5.21 and 22) are reproduced, albeit anonymised, in 

the spot reviews annexed to the SS report. Each. review file contains a pro 

firma sheet for completion by SS, providing the detail of the review 

reference number, sub-postmaster name, any toss to the sub-postmaster, the 

issue, the branch name; the status of the review, the date, the FAD (branch) 

code; and the category (one of 4 check boxes) which had been intended by 

SS to categorise where, apparently, the fault for the loss lay, but I am told the 

box categories fell into disuse and are no longer relied upon. 

43. The pro forma sheet then sets out what the sub-postmaster says happened, 

the investigative work done by SS, POL's response to the claim. (which is 

enclosed with the review file) and occasionally SS's preliminary conclusions. 

Some of the review tiles (by no means all) contain documentary evidence 

and exchanges of correspondence. 

44. Clearly; I have only seen a fraction of the spot reviews done by SS. 



POL00043789 
POL00043789 

LEGALL r " L ` ;ED :%ND CONFIDENTIAL 

46. Gareth Jenkins, who has been involved in the Horizon project for many 

years, has been the sole expert instructed to speak to the integrity of the 

system. In his sample witness statement, to which I have made reference 

above, Mr Jenkins deploys (as he must) his expert credentials in order for 

him to be received by the court as an expert witness. In essence those 

credentials are that he graduated from Cambridge University in mathematics 

in 1973 and was awarded an MA in 1997; he says he is employed by FSL 

who are contracted to POL to provide Horizon systems operating in post 

offices nationwide; he was first employed by ICL in 1973, the forerunner to 

FSL before a name change; in the late 1990s he became a "Distinguished 

Engineer" with ICL; he provides detail of his memberships and associations - 

he is a member of the British Computer Society (MBCS), a Chartered 

Engineer (CEng) and a Chartered IT Professional (CITE'); he says that since 

1996 he has been working on the Horizon project in association with POL, 

and details his involvement with it; he states he understands his role as an 

expert, despite being in the employ of PSL, 

47. Mr Jenkins was accepted as an expert, without apparent challenge; in the 

Misra trial (which pre-dates the current review, the theft having occurred 

between June 2005 and January 2008).'G It appears that this was the first and, 

I am informed; only time he has ever given evidence in support of a POL 

prosecution, but has attended court in preparedness to give evidence.°

However, Mr Jenkins has made several witness statements in various cases. 

Simon Clarke's Advice of 15 July 2013 lists a sample few he has made in 
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(vi) The Helen Rose report 

48. The Helen Rose report is a draft report by Helen Rose, a POL security fraud 

analyst, of 12 June 2013, which. deals with one Horizon issue concerning 

unexplained reversals at the Lepton sub-post office.'' 

49. In summarising the facts in her report, Ms Rose describes a transaction 

occurring at Lepton on 4 October 2012 at 10.42 (sic) for a British Telecom 

bill payment for £76.09, ?3 which was paid for by a Lloyds TSB cash 

withdrawal of £80. Change of £3.91 was given. At 10.37 the same day the 

British Telecom bill payment was reversed out to a cash settlement. The 

branch was issued with a transaction correction for £76:09, which was 

settled. 

50. The drat report is based on an exchange of emails between Gareth Jenkins 

and Helen Rose during the period 30 January 2013 to 13 February 2013. 

Helen Rose's recommendation was that the system had functioned as it 

should, but that the available data was capable of misinterpretation, requiring 

the data to be presented differently so as to ensure that all system-created 

reversals were clearly identifiable. Again, I shall have to return to this. 
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I}.  THE TERMS OF. REFERENCE 

Si. It is against that background that I now confront the Terms of Reference set 

out above,24 namely: 

(a) POL's strategy and process for reviewing past and current criminal 

prosecutions in light of Second Sight's Interim Report of 8 July 

2013. and/or on the role of Dr Gareth Jenkins (sic) and his impact on 

any possible appeals; 

(b) Its response to the CCRC, and any subsequent action required by it 

in dealing with, or responding to, any actual or potential. appeals 

and/or in reaching the appropriate resolution of any CCRC 

investigation, and to advise POL 
about any further steps that may be 

required as regards any actual or potential appeals against 

conviction; and 

(c) The identification of any flaws in the process of, or from the 

evidence arising from, the review of a statistically significant 

number of past prosecutions in which Horizon has been an issue in 

the proceedings. 
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and, as noted above, t have seen in conference POL senior management and 

representatives of CK, and 00, in which t was able to seek further 

particulars of POL and CK's review process, 

53. Since the Horizon issue has arisen,.CK has conceived a review strategy of all 

suitable cases meeting certain criteria. This applies both to past prosecutions 

resulting in conviction, after a contested trial, and to cases following pleas of 

guilty. 

54. POL tends to prosecute sub-postmasters for three or four types of offence: 

theft and false accounting under sections t and 17 of the Theft Act 1968, and 

fraud by false representation or by abuse of position under sections 2 and 4 

of the Fraud Act 2006. Typically; the investigation and eventual prosecution 

of such yes is dependent on the data output of HHorizon. Naturally, the data 

supporting any prosecution needs to be explained and presented to a bench of 

justices or a,jury, and it must not lack integrity, and, so far as it can be, the 

evidence about it must be unimpeachable. 

55. Given the adverse publicity about Horizon thus far, it would be unsurprising 

if a "bandwagon" efThót were soon. to be evident (if not already so) and even 

in those cases where Horizon was not in issue at trial or before a plea of 

guilty may, following 
a 

process of post-rationalisation, suddenly become 

Horizon issue cases. 
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57.. POL, having accepted that in light of SS's interim inquiry report appropriate 

action had to be taken by it towards cases that might be impacted by their 

findings, has instructed CK to review past and indeed present cases. 

Nature and scope of C•K's review 

58. "rim nature and scope of the review was defined in Simon Clarke's 8 July 

2013 Advice, which coincided. with the day of the publication of SS's report. 

The advice was that cases affected included RMG cases pre•separation, and 

the areas of concern were the proper functioning of Horizon, Ili E , 

training and customer support. 

5-. Mr Clarke sought to distinguish between two issues: 

(1) The impact of the preliminary findings on past successful RMG 

prosecutions and on past and pending (or indeed future) POL 

successful prosecutions (whether on conviction or by guilty plea) as 

regards prosecution duties of disclosure; and 

(2) Issues of the "safety" of convictions (which is the test applied by the 

Court of Appeal). 

60. Mr Clarke had no doubt that the SS report fell to be considered for 
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contained within the Second Sight interim report been available when 

prosecuted." He advised that similar considerations applied to eases pending 

prosecutions but had yet to reach the trial or plea stage. 

61. There was also consideration to the start date for this review. Horizon Online 

was migrated into all post office branches between January and September 

2010, Thus, the advice given was that the start date for the review process 

should be I January 2010, that is to say the earliest date for the Horizon 

Online rollout Mr Clarke advised that in advising upon this date, he had in 

mind issues of proportionality, resourcing; transparency and POL's 

reputation. 

62, Simon C larke's view was that any sub-postmasters prosecuted under the 

former Horizon data regime would have served any sentence of 

imprisonment, or performed any unpaid work requirement or paid a fine; and 

at all events the publicity from SS's report would put those defendants on 

notice. 

63. Indeed, the SS report and the appendices to it are posted on POL's website 

and so it and its content are available to any member of the public without 

the need for recourse to a formal approach to P , But 1 am afraid I do trot 

see that those who have served their sentences, or those who had u`nposed on 

them community-based or financial sentences, should, for that reason; be 

exxrhuled from the review 'T'hev have an internt if their rnnvirtirtn was 
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branch balanced. I advised in the conference and repeat here that although 

POL has no positive duty to seek out individuals before the I January 2010 

start date for a review of their case, nonetheless if POL was approached it 

would need to make ad hoc case-specific decisions about the need for 

disclosure. 

65. The Misra case is an example of the type of case  I have in mind that might 

surface. Although the Misra case was tried in October 2010, the allegation 

related to events between 2005 and 200:8, long before the rollout of Horizon 

Online. However, the issues raised in the case, which were made late by the 

defendant in one or more defence statements, were very similar to those 

generally being raised currently in relation to the Horizon Online system: the 

defendant, Seema Misra, was eventually to claim the approximate £75,000 

deficit in her post office was due to a technical error or her own 

incompetence, having initially sought to blame her employees for the theft: 

66. There is no information that Mrs Misra is now seeking to appeal her 

conviction on the basis of the Horizon technical fault she claimed at her trial, 

though she is, I am informed, one of those seeking to apply to participate in 

the mediation process, which has recently been set up and permits those even 

convicted of crime to participate in the process; subject to a decision about 

suitability.26

67. 1 am informed that there are currently 12 or 13 conviction case applicants of 
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68. In this regard, I have considered SS's inquiry., and I note that SS's inquiry is 

not time-limited. The only date given is 28 February 201:3, now long past, as 

the latest date for any submission to SS's inquiry: 

69. The definition of "Horizon" that SS relied upon.  is in fact widely drawn, and,. 

despite the fact that that definition was provided to SS in May 2011, and on 

one interpretation appears to be focused. on the system then installed in 

branch and the central data centres, the definition was not expressly limited 

to Horizon Online, and evidently SS did not take it that way." Indeed, of the 

several spot reviews I :have seen, many of them involve Horizon issues pre-

the 2010 rollout of horizon Online. The earliest I have seen (SRO 12 

Hamilton) goes as far back as 2004-2006. 

70. Despite the open-fronted nature of SS's inquiry, it is important to recognise 

that SS has so far only discovered and. reported upon two Horizon defects 

respectively occurring in September 2010 (which I assume to be a defect 

with Horizon Online) and in 2011 28 

71. In-my judgment, the I January 2010 start data: for CK's review is both a 

logical and practicable approach. to take. That is. not :to say however that if a 

case pre-dating the rollout of Horizon Online presents itself POL and C.K. 

should exclude it from consideration. There may be cases that raise genuine 

thorny technical issues, which are not unrelated to issues concerning Horizon 
Online (which after all is next veneration Horizon). and. if they arise_ they 
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72. During a telephone conference held on 4 October 2013, in which 
representatives of POL, BD, CK and myself participated, it was agreed by all 

that the I January 2010 start date for the C.K review was logical and 

proportionate, and there should be no change to it, 

73. In terms of the. geographical scope of the review, as I have set out above; 

POL and CK prosecute in England and Wales; whereas the PPS of Northern 

Ireland conduct POL prosecutions, whereas in Scotland it is the Procurator 

Fiscal's office, which conducts POL prosecutions. There have been 

discussions between CK and Scottish prosecutors about SS's findings. 

Cuirent Scottish prosecutions remain adjourned. CK is yet to discuss the 

issues with the PPS but there had only been two prosecutions in Northern 

Ireland, neither involving Horizon issues. Thus the real focus of CK's review 

has been England and Wales. 

74. CK see the review issue as one of disclosure under the CPIA, the Code of 
Practice made thereunder, the Protocol for the Control and Management of 
Unused Material in the Crown Court, and the Attorney General's Guidelines 

on Disclosure.29

75. The question they have posed is: "Had POL been possessed of the material 

contained within the Second Sight interim report during the currency of any 
particular prosecution, should / would we have been required to disclose 

some or all of that material to the defence?" It is that question that CK state 
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also subject to a second sift process, which has been written into OK's 

scheme, as a sensible control of the original sift review proeess.3°

77. Essentially, the scheme involves CK identifying every case within the review 

period in which the primary or main evidence against the defendant is based 

on Horizon data. Once such a case is identified, then CK's senior in-house 

prosecutors (from the reviews I have read they are exclusively Simon Clarke 

and Harry Bowyer) review the case fully for a. determination of the question 

that CK has posed, 

78. CK has deliberately set the threshold low for a determination of the posed 

question, so as to ensure that those affected receive proper disclosure of the 

material. OK has been identifying cases (1) where the only evidence against 

the defendant is the Horizon data, such as unexplained transaction reversals 

or shortages; (2) where the main evidence is Horizon-based but there is some 

other supportive evidence, such as admissions or even demonstrable lies in 

interview or transfers of money into non-POL or personal accounts; and (3). 

any case in which CK has served expert evidence relating to Horizon. This is 

said to be a non-exhaustive list. 

79. CK has also been identifying cases Where the defendant has explicitly or 

implicitly raised a Horizon issue. This will include situations where the 

defendant suggests that he was only asked to do as he did by POL or a: 

curt-rnner nr dnec not dirertiv criticise Hnri7on hut cannot exnlain this, 
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also, It also includes consideration of sentence and the impact of non-

disclosure, as has been advised in one reviewed case?' 

S1. Once identified for review, the case is considered and the disclosure decision 

documented in a full review in writing by those CK. counsel. 

82. Prom my reading of the full reviews, which have been made available to me, 

counsel do not always limit themselves to making: decisions on disclosure. In 

reviews of pending or current cases, in effect, they review the test, which 

POL adopts from the Code for Crown Prosecutors, namely, whether, in light 

of -the disclosure, there remains "a realistic prospect o€conviction". 

83. At the time of writing, reviews of pending or current cases have thus resulted 

in the termination of four eases: Jishaan Patel„ Brown, Wylie and Knight 

(typically due to the nature of the issue raised by the defendant, and the fact 

no replacement expert has yet been identified for Gareth Jenkins, the Horizon 

technical expert). While some of the decisions might; objectively, be 

regarded as generous, I do not suggest that these were decisions that no 

reasonable prosecutor could have made, applying his mind to the relevant 

test. 

84. In reviews of past convictions counsel tend also to provide advice about what 

POL or CK's stance should be to possible appeals by offenders to the Court 

of Appeal, which must mean consideration oldie "safety" of the conviction; 
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85, The process intentionally encompasses both Magistrates' Court and Crown 

Court cases, but the process 
is 

a different one in the Magistrates' Court, 

where in the first instance, any appeal on conviction is to the Crown Court. 

86. In order to standardise their approach, CK have compiled a document 

entitled "Initial Sift: Protocol", which explains the review process through its 

stages, sets the parameters for the process, and is designed to direct the 

sifter's attention to the appropriate questions to be asked when deciding 

whether a given case should go to full review. The document annexes four 

appendices. In summary, Appendix I describes the sifting process, Appendix 

2, the process of full review, Appendix 3. the required qualifications of the 

reviewer, and Appendix 4, the single page "Initial Sift Result Sheset", which 

synthesises the relevant questions to be asked by the sifter with boxes for the 

details of the decision to be recorded., this document is to be attached to the 

front of the relevant.t"tle. I have also seen and read through three sample files, 

which were sifted but did not go to foil review. 

87. The two essential questions asked in the sift review are: 

"Was or might Horizon reasonably have been more than just the 

information provider?" 

2. Irrespective of the plea,.did the defence 
raise gjanv Stage:

a) Alletted or itnwlied Horizon faitin$s. however expressed. 
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that sifters should be addressing in seeking to answer the questions in any 

given-case. 

89. I did find the first question to be somewhat cumbersome. I take it to direct 

the sifter's attention to the significance of the Horizon data as underlying the 

particular case under review. However, there are adequate checks and 

balances in the scheme, including the second control sift, to satisfy me that 

the focus of the question may be sufficiently understood so that deserving 

cases do not fall through the net. 

90. Appendix 1 "Sift Reviews" addresses, among other things, the issue of guilty 

pleas, the fact that the threshold for moving from an initial sift to a full 

review has been set very low and the proper approach in borderline cases. 

Importantly, the Appendix ends by stating that at the conclusion of the sift 

review process, in all cases where the sifter has advised there should be no 

full review, senior in-house counsel will themselves sift those cases so as to 

ensure and preserve a uniformity of approach and to check-the correctness of 

the original reviewer's decision. As indicated above, this process has now 

begun. 

91. Appendix 2 'tFull Reviews" addresses the analysis that is expected at this 

stage of the process. The sole question is said to be: "Would the Second 

Sight and Helen Rose material have been disclosable cd'i ins. the currency of 

the prosecution?" The instruction provided that it is not necc • ,x r•. to consider 
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93, on this topic, I have been told that the sifters include CK solicitors Martin 

Smith and Andrew Bole, who have been involved in sifting some of their 

own cases. Some of the barrister reviewers have occasionally had some input 

into cases, which were prosecuted by external counsel, such as advising on 

charge or evidence. 

94. At the-conference I did make the observation, which was foreshadowed in 

my interim review,33 that lawyers should tot be engaged in sifting or 

reviewing a case if they were responsible for conducting the case at trial, so 

as to ensure a proper level of objectivity and independence in the process. 

95 In his response to 
my 

Interim Review document, Harry Bowyer suggests that 

if I felt the process was, to that extent, flawed then those cases that-were not 

put up. for a full review might be re-sifted by lawyers wholly independent of 

the case, :and those full reviews that were reviewed by in-house counsel, who 

had some input into the case, can be re-reviewed, the numbers affected being 

relatively small, 

96. I have considered the position, It seems to me that the control sift by senior 

counsel of all the original sift reviews, which were not recommended for full 

review, ought to ensure an independence (and indeed standardisation) of 

approach, so far 
as the sifting process is concerned- However, it would be 

better if those cases were not re-sifted by counsel if they were invnlvprt in 
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97. I did hesitate at suggesting that any counsel who had any input at an earlier 

stage of a case, but did not later prosecute it-at court, should not be involved 

in the full review, but, on balance, feel that it must be a logical and necessary 

step to ensure an entirely independent approach to the case that such a person 

should not be involved in the review. 

98. 1 recognise also that there is always going to be the possibility of the 

suggestion of a commercial conflict of interest; given CK's professional 

relationship with POL and the fact that the very counsel and solicitors 

making decisions about POL cases are those who rely on CK and POL for 

this work. 

99. 1. have considered this issue with some care and, having met with 

representatives of CK, and having considered the many Advices and other 

material I have seen emanating from CK representatives, I have seen no 

evidence other than a professional and independent approach to this review. 

Consequently, on the material available to me, l would rejectaany suggestion 

that CK's solicitors and counsel cannot act, or have not acted,. with an 

independent and professional approach to the Horizon issues, which have 

arisen, and to their review. 

LOU. Appendix 4 "Initial gift Result Sheet" is an essential means by whhicbb th;e 

result of the sift review can be completed and attached to the case fi . +. :`: 

the full case review document, which goes with the case file th, sa <rr 
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simply relied upon RMO policy as informing their prosecution policy. 

Indeed, a documententitled "Post Office Prosecution Policy" effective from 

I April 2012 and reviewable on t April 2013, (although I know not lilt was 

reviewed on that date), appears to be largely derived from the wording of 

RMG's prosecution policy document of April 2011. 

102. Equally, I understand that CK is in the throes of advising upon, and 

redrar fling, the policy for POL's purposes. I have read through the several 

(sometimes overlapping) draft policy documents that have been sent to me. 

Now I have seen provides for any POL policy about the retention and 

treatment of case fi les. POL must have a policy dealing with such matters, if 

none is already written. POL is subject to the Data Protection Act 1998, and 

it is a public authority by virtue of Part Vt of Schedule I to the Freedom of 

Information Act 2000. Thus it must comply with the data protection 

principles. It is also open to FOI requests. 

103. POL may envisage liability under these statutes as applying only in the 

course of its ordinary business, but they may apply equally to its prosecution 

role, which places an onus on it to have policies in place that inform, among 

other things, its case tile retention policy 14

The case reviews 

104 1 have been sent a table setting out the statistics of the review thus far. which 
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told, 18 cases yet to be fully reviewed. It is unclear 
to me whether any cases 

are still subject to a first sift. 

105. 1 have had to query these statistics, because I was sent 24 frill case reviews 

ahead of the conference I had with POL and CK. on 9 September 2013. 1 have 

recently received an extra 6 reviews by email of 30 September 2013 (some of 

them being RIM cases) but all of those 6 case reviews post-date the 9 

September 2013 date of the conference and they pre-date 26 September 

2013, which means I had by on or about 30 September seen and read a total 

of 30 full reviews.. 

106. However, at the. conference I was told by CK that by that date CK had.in fact 

conducted 27 full case reviews. I had seen only 24 by then and so if that was 

accurate there were 3 case reviews missing from the number I had seen and 

read by the time of the conference, but those missing 3 could not be any of 

the 6 case reviews I have recently received because none of then! (the 6) pre-

dates 23 September 2013 or post-dates 26 September 2013. This suggests to 

me that CK must have reviewed at least 30 cases by26 September 2013, and 

if there were 3 other case reviews missing from those sent to me in advance 

of the conference then they should have conducted 33 case reviews, not the 

28 mentioned in the table. 

107. Since then I have received information in „i nwS i} mr iHuin Smith to 

Jarnail Singh of 2 October 2013 that of ;f av id us e [ c, icws I 
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case of Patti was reviewed and terminated verbally in light of the urgency of 

the Gage. 

IOB. To complete the picture, on 9 October 2013, the case review of Robinson,. 

dated 27 September 2013, was emailed to me. That means• I have now seen 

and read 31 full reviews." 

109. 1 have also been provided with an Excel spreadsheet, which I am told is 

updated, and submitted to POL weekly, which purports to show current to 26 

September 2013 the cases that have been reviewed. That spreadsheet, 

however, appears to me to show a total number of 175 reviews, and, 

according to Martin Smith, shows that as of that date CK has fully reviewed 

28•cases, which is the number which has been inputted into the table I was 
originally sent. If'I have understood Martin Smith's email correctly, the 6 

ftirtherrevie%%s are yet to be added to that weekly Excel spreadsheet (correct 

to 26 September) and1herefore once added should make 34 full case reviews 

but I have no confidence that my assumptions are correct. 

110. This, the statistical picture is confusing and I have been unable to reconcile 

the ntunber of oases reviewed by CK with those seen by me. This needs 

rectification, if (X's audit trail is to be robust: 

Other inittalivea 
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repository for all Horizon-related issues. The hub would collate, from all 

sources into one location, all Horizon-related defects, bugs, complaints, 

queries and Fujitsu remedies, thereby providing .a future expert witness, and 

those charged with disclosure duties, with recourse to a single information-

point where all Horizon issues could be identified and considered." 

112. The rationale behind it is to put in place a mechanism to protect POL from 

future such issues. In the result a weekly Wednesdayconference-call meeting 

has 

been established 
to 

meet the requirement. Attendees are expected to 

bring all Horizon-related issues to the meeting acid minutes are kept. 

However, early teething and "cultural" problems arose as highlighted in 

Simon Clarke's 2 August 20:13 Advice,36 and indeed to me in Harry 

Bowyer's response to my interim review.37

113. However, the meetings have also produced information; which requires 

further investigation; and they and other future issues may highlight other 

Horizon-based issues, which VOL was previously unaware of. CK must keep 

an open mind to any new Horizon issues as they arise and lilt is considered 

that any information emanating from the hub meetings affects, or might 

affect, any of the cases previously sifted or fully reviewed, then CK will have 

to remain alive to the possibility of broadening the criteria for the review and 

having 
to 

re-sift or re-review cases already considered, both past and pending 

cases. 
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1.15. The document sets out the fundamental principles of the prosecutor's duty of 

disclosure; the purpose of the hub meetings, its Chairman and members' 

functions, their duties and responsibilities, the recording and retention. of 

relevant material, and the group's constitution. The protocol is aimed at what 

the authors call the "ttont-line in the information gathering exercise." 

116. 1 make two observations about the document: 

(1) In so far as the retention of material is concerned, as observed above 

at footnote 34, at clause 4.5.6.iv, the protocol provides for a 

retention period of not less. than 6 years. The only observation I 

would make is that because, according to Gareth Jenkins, the data 

sent by the branch to the audit system of the data centre remain 

retrievable for 7 years, then the period of retention ought. to be not 

less than 7 years; 

(2) The all-important clause 6, which sets out in great and 

comprehensive detail the identification of equipment and materiai 

subject to the protocol, defines the "Horizon Online system" 

sufficiently widely to capture the categories of material that are 

expressed to be subject to the protocol. The only further criterion 

that might be considered is any information, which might indicate 

that past or present Horizon training is inadequate or not fit for 

purpose, further to the criterion that provides for any information 
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for the central receipt of information from those contributing to the 

Wednesday hub meetings, and as an adjunct to it,. and to avoid the risk of 

relevant information being lost, as well as for an individual to be nominated 

to take responsibility for managing it. 

11 g. As a cautionary warning, I have noted from the product of the hub meetings 

that there appeared to be possibly greater focus on the fix to a problem rather 

than focus on actioning the issue for the purposes of disclosure. While the 

hub meetings may well serve a dual purpose, the central point of the hub 

meetings must not be overlooked or marginalised. 

119. It is important that now I. emphasise and comment upon certain issues about 

POL's 'disclosure duties. 

POL's duty of disclosure 

120. On 2 August 2013, Simon Clarke produced his Advice setting out fairly 

extensively,, and accurately, POL's duties to record, retain and disclose 

material under the CPIA etc. 

121. 1 would however add this: POL's relationship with FSL is, in the context of 

its prosecution role, unique. The prosecution of the typical case of theft, 

gaud or false accounting tends to rely wholly or primarily on data from 

Horizon. At its simplest, FSL is contracted to POL to provide the Horizon 
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122. Not unnaturally, FSL is likely to regard its Horizon system as commercially 

sensitive, and would not be likely to wish itexposed to challenge, butdespite 

that natural inclination, I was told by Rodric Williams. at the conference that 

FSL has not been resistant to cooperation with POL's review but they have 

been slow. 

121. Thus, because FSL is a third party for disclosure purposes, POL, as 

prosecutor, has, in the ordinary case, an obligation to take such steps as it 

regards as appropriate to obtain third party material that it regards as possibly 

relevant to the prosecution case, and, if the third party fails to cooperate, the 

prosecutor's duty is to seek access to the material if need be enforced by a 

witness summons"' 

124. Moreover, it is important always to bear in mind that under the head of 

"General Responsibilities" the Code of Practice made under the CPIA 

provides that in conducting an investigation the investigator should pursue all 

reasonable lines of enquiry whether they point towards or away from the 

suspect'a' 

125. There are two other issues as regards FSL, which I need mention, First., I 

understand that POL is currently re-procuring: its IT system, and, second, that. 

FSL was considering migrating their system to new servers. The first is a 

business issue for POL but, in tandem with the second, as the review process 

continues. it is imperative that POL remain alive to the fact that past 
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126. Following the conclusion of the proceedings, POL has a general common 

law duty to act fairly and to assist in the administration of justice. The post-

trial duty of disclosure falls outside the provisions of the CPIA but the duty 

of disclosure continues so long as proceedings remain, whether at first 

instance or 
on 

appeal. The situation here is different as there are (so far as I 

know) no appeal proceedings outstanding that relate to Horizon issues but 

POL has, in the special circumstances obtaining here, very properly 

acknowledged its duty to consider cases for disclosure, which is inevitably 

interlinked with considerations of the safety of convictions 4E

127. Although the test for disclosure in past conviction cases is not that under the 

CPIA, at common law the issue is one of"materiality", which is not a very 

different thing; and if CC has been conducting itself in the disclosure review 

exercise by applying the CPIA test even to past convictions, it is hardly 

likely to be criticised for doing so. The duty under the CPIA is a continuing 

duty of review, and it would be wise for POL and CK to apply a similar if 

not identical approach to past conviction cases falling within its current 

review, although, strictly; they fall outside any post-trial period criminal 

proceedings, where there remains a common law duty to disclose material 

that might cast doubt on the safety of the conviction. 

128. Finally, in this regard, it must be borne in mind that any successful challenge 

to the Horizon system, defined in its broadest sense, whether in an on-going 

trial or on appeal, risks undermining other on-going cases as well as 
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The medial/oft scheme 

129, 
During the telephone. conference of 4 October 2013, the main topic of 

discussion was the extent to which CK should be involved in exercising a 

supervisory function over the criminal cases going to mediation, .such as Mrs 

M►sra's case. There is understandable concern that offenders might use the 

mediation scheme to gain information as a platform from which to launch a 

fresh or new appeal, and so CK wish to exercise a measure of control over 

the dissemination of information and material during the process. 

DO. As a precursor to the telephone conference, a question had been floated about 

the Falkirk issue, as one example, as potentially bearing on the mediation 

scheme. The Falkirk event was raised in the Misra case. In the course of 

Gareth Jenkins' evidence in Misra, Mr Jenkins gave evidence about a 

Horizon event, which had occurred at Callender Square post office in Falkirk 

in 2005. whereby information recorded on one terminal was not being 

correctly passed to another terminal within the branch, creating a receipts and 

payments mismatch.42 A software fix of the problem was distributed into the 

system in March 2006 as part of a fairly major functional change, and, 

therefore, post-March 2006, the Falkirk detect was no longer an issue. In my 

view it represents an isolated instance, which has no relevance to events 

Wine within CK's review but if durine mediation an individual cnmalained 
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applicants, Mediation is not a formalised court process and the CPIA rules of 

disclosure do not apply. However, the mediation process in a particular case 

could give rise to the view that, mindful of its common law duties, case-

specific disclosure ought to be made, and POL and CK must keep an open 

mind to this. The mediation process might even give rise to consideration of 

making further general disclosure within the current review, depending on 

the nature of the new information. 

132, t recall being informed that SS is to be directly involved in the mediation 

process, which adds yet another 
dimension 

of possible uncontrolled 

dissemination of information and material. I have suggested that CK consider 

writing up a protocol or policy document to direct this part of their task so to 

ensure a uniformity of approach and to avoid too arbitrary an approach to 

cases going through the mediation process. That being said, I acknowledge 

that CK may have to take ad hoc decisions to cases, which fall outside the 

current review. I suspect however that such cases will be rare. 

Disclosure letter 

133. In those past conviction cases where, following a full review, CK advises 

that disclosure of the SS report and the Rose report be made, they send a pro 

forma letter, one copy of which I have seen in the Ishaq file. In on-going 

cases I suspect that CK simply sends the usual letter under section 3 of the 

CPIA or makes further disclosure in light of the evidence that is known to 
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they inform the recipient that they have reconsidered their duties under the 

CPIA 1996, the Code of Practice and the Attorney General Guidelines. 

135. As 1 have observed above, although not strictly accurate, I do not think that 

the application of the test under the CPIA etc is necessarily misplaced in 

post-conviction cases. However, because technically the duty is at common 

law and not derived from the provisions of the CPIA, the reference to the 

CPIA might be regarded as otiose. In conference I suggested that the letter be 

revised.:to include a reference also to POL's duty to consider the disclosure 

of material, which might cast doubt on the safety of the conviction. I have 

seen from recent examples [ have been sent that that is now done. 

Gareth Jenkins and his mipact-on possible appeals 

136. In his Advice dated 1.5 July 2013, Simon Clarke advised about the future use 

of Gareth Jenkins as an expert witness in support of POL prosecutions. In the 

body of the Advice document, Mr Clarke sets out the relevant principles 

regarding the duty of an expert.`' 

137.  That Jenkins is an expert on Horizon issues cannot be seriously doubted. His 

independence was unsurprisingly called into question in cross-examination in 

Misra when it was suggested to him that he was employed by FS[. who were 

under contract to POL ,44 
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give expert evidence about, and his employer is. contracted to the very 

organisation prosecuting the case in which he is a witness. 

139. But a conflict of interest on the part of an expert witness does not operate so 

as automatically to disqualify him from giving evidence in the proceedings; 

the key question is whether his expression of opinion is independent of the 

parties and the pressures of litigation. It is the independence and objectivity 

of his opinion that is important. 

1.40. Such a conflict will not infringe the requirement in Article 6 of the European 

Convention on Human Rights for an "independent and impartial tribunal', 

which is concerned with the integrity of the tribunal, and does not require 

that the same tests of independence applicable to 
a 

judge be satisfied by an 

expert witness. 

141.. Of serious consequence is where the expert fails in his overriding obligation 

to provide an unbiased and objective opinion, as provided by Part 3.3 of the 

Criminal Procedure Rules 2013, or fails to disclose material within his 

knowledge, which might cast doubt on the correctness of the prosecution 

case or might assist the defence case. 

142. Of grave concern is that Mr Jenkins informed the SS inquiry of the two 

defects, which they reported at section 6 of the report, suggesting that he 

knew of them in a period Mr Clarke argues in his 15 July 2013 Advice to be 
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143. It was. during a telephone conference CK representatives had with Mr 

Jenkins on 28 June 2013 that Mr Jenkins informed CK that it was he who 

had informed SS of the two defects +i6

144. Support for the proposition that Mr Jenkins was aware of integrity issues as 

long ago as February 2013 is found in Helen Rose's report of 12 June 2013 

in which she sets out an exchange of email correspondence between her and 

Mr Jenkins regarding the Lepton sub-post o€fice reversal issue. In an email w 

him dated 13 February 2013, she says, "I know you are aware of all Horizon 

integrity issues ..." In isolation, this may not mean much, but coupled with 

the fact that it was Mr Jenkins who furnished the information about the two 

defects 
to SS, it [ends itself to the reasonable interpretation that his true level 

o#' knowledge about the integrity of the system in general, and two detects in 

particular; was far greater than he was prepared to reduce to writing in his 

several witness statements during the material period of time. 

I45. Of course, it may be argued, possibly correctly, that the two defects that Mr 

Jenkins. has divulged to SS do not amount to very much in terms of the 

overall integrity of the system, and why otherwise divulge them to SS if his 

intention had been to suppress them? But that would be to misunderstand the 

purpose of disclosure and the expert's duties. It is riot far the prosecutor to 

make- qualitative judgments about the utility or indeed the admissibility of 

the information to be disclosed, and it is not for the expert to make secretive 

judgments about such issues. So long as the material passes the test for 
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knowledge to the prosecution no consideration to the question of disclosure 

could be made. 

147. Mr Clarke concludes that all this means that Mr Jenkins was in breach of his 

duty as an expert, that his credibility as an expert is accordingly fatally 

undermined, and that he could no longer be relied upon -to give expert. 

evidence. The consequence of this advice has been to lead to POL 

commissioning the current CK review of past and pending or current 

prosecutions, and indeed my review of CK's strategy and process. 

1.48. 1 am not clear whether Mr Jenkins was challenged about the non-disclosure 

to POL and, if so, what the explanation was for it. But given the SS inquiry, 

based in part on his revelations; has led to the current review, Gareth Jenkins 

is to that extent tainted and his future role as an expert is untenable. It should 

be remembered that POL had been unaware of the existence of the second of 

the two defects revealed to SS by Mr Jenkins until a year after its first 

occurrence 47

149. As yet no new expert has been identified, far less appointed, to replace Mr 

Jenkins,. who is and was uniquely placed to give evidence about Horizon, 

which is an unhappy state of affairs about which little can be done. The 

Jenkins problem, even when a new witness is found, may not be at an end, 

because he will doubtless still remain employed by FSL, yet not be asked to 

report on; or be called by POL as a witness to speak to, Horizon's integrity. 
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cases, which have been fully reviewed and their outcome, ant it will have a 

better understanding of the scale of the problem. 

165. If the CCRC was minded to consider and refer any cases, then the matter 

would be out of POL's hands. However, I emphasise that no reference may 

be made by the CCRC unless there has been an. appeal; or an application for 

permission to appeal, which has been refused, which, unless there appears to 

the CCRC to he. "exceptional circumstances" far making a reference, must 

limit dramatically the number of Horizon-based convictions that would be 

amenable to CCRC intervention. 

i66: Recently. I was made aware of POL's consideration to appointing Sir 

Anthony Hooper to the. Chair of the mediationworking party. I was sentthe 

notes of his interview with POL on 24 September 2013. 1 noted in particular 

that, at paragraph 4c, he suggested (quite firmly) that it might be more 

appropriate for eases that have been through the courts to be referred to the 

CCRC rather than go through the mediation scheme. It seems the mediation 

process- and CK's review was explained :to him, and it. may be that his initial 

suggestion was tempered by the explanation that was given. 

167. 1 
should add that during my conference with POL on 9 September 2013, 1 

made my views clear about permitting persons who had been 
convicted 

of 

crime against POL to engage in 
a 

mediation process with POL. I thought 

there lurked real darteers in it Butt understood the policy reasons for it. Ifs 
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(c) The identification of haws In the review process 

168. As I have stated,.I have now seen and.read 31 full reviews, albeit all 31 were 

not past prosecutions, and not all of those that were past prosecutions raised 

Horizon issues requiring disclosure, as is clear by the decisions on disclosure 

that was made by counsel reviewing them. However, I am satisfied that I 

have seen for myself a statistically significant number of past prosecutions 

where Horizon was deemed to be an issue so St determine whether or not 
the review process is flawed in any way. 

169. Exceptin the cases of Khayyam Ishaq and Lynette Hutchings I have not seen 

the original case files, but I have.seen the full case review documents written 

up by Simon Clarke and Hany Bowyer. 

170. As observed in my interim review; 6 CK's approach to the review process is, 

as I have concluded, fundamentally sound. Thus, I have not detected any 

systemic or fundamental flaws in the process of review, or in any of the 

evidence arising from it. 

171. From-what i have seen; CK has initiated an organised and efficient regime-of 
disclosure, which is being considered at an appropriate level within CK, and 

it is addressing the right tests. 
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LEGALLY PRIVILEGED AND CONFIDENTIAL 

the intervention of the court. The same must apply to their consideration of 

past prosecutions, as I have suggested above. 

173. Although this is no answer to POL's duty of disclosure, the practical reality 

it -that anyone who wants access to the SS report can gain it through POL's 

website. The Helen Rose report adds very little, it seems tome,. other than to 

point to a particular issue at Lepton, and the implication from the report that 

as early as February 2013 Gareth Jenkins was aware of integrity issues with 

Horizon,. none of which.he revealed. The SS report and the Rose report are 

the limit of the current disclosure regime. I am unaware of anyone being 

provided with anything more than. this. 

174. The threshold that CK has set itself has been set deliberately very low, and 

CK must be prepared to reconsider disclosure decisions as and when it is 

appropriate to do so, as it must as regards its stance to possible appeals. 

Thus, the review must remain an on-going process in which. POL and CK 

keep their mind open to reconsidering its past disclosure decisions, as it is in 

second sifting the casts, which have gone through a first sift but not to a full 

review. 

175.. Although CK points out'that it is unconcerned with the question of the safety 

of convictions, there is an inexorable link between the disclosure decisions it 

makes and the view it might take towards possible appeals,. based on its view 

of the strength overall of the other evidence in the case. It is right to observe 
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LEGALLY PRIVILEGED AND CONFIDENTIAL 

(1) That there should be a reconciliation of all SS's spot reviews and 

those CK cases that have been subject to sift and full review, in 

order to check that there is no factual or other inconsistency between 

them as would affect CK's review. (I have been. told that although 

there are around 30 SS spot reviews, only about 12 were ever sent to 

POL); and 

(2) If there is any Horizon-related civil litigation between any present or 

former sub-postmaster and POL related to any of the Horizon issues 
that are the subject of CK's review, then CK should be given 

complete visibility of the litigation, in  this affects any decisions 

they are making about Horizon criminal cases. 

Brian Altman QC 

2 Bedford Row 

London WC; I R 4BLS 
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POST OFFICE LTD 

DVICE ON SUGGESTED APPROACH TO 
CRIMINAL CASE MEDIATION 

Appeal propt,hal 

On 31" July 2014, I held a conference call with RodrIc Williams of POL and 

Gavin Matthews of Bond Dickinson on the approach suggested by Sir 

Anthony Hooper ("All") to criminal cases falling within the mediation 

scheme. 

2.. As I understood it, All had suggested that where an applicant in the mediation 

scheme had admitted a criminal offence (by apleaof guilty) POL should take 

one of three possible approaches to the issue of criminal appeal: 

i) POL should support an. appeal 

2) POL should not oppose an appeal 

3) POL should oppose an appeal 
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4. 1 am told that the Settlement Policy document has not been (and will not be) 

formally adopted by POL, and is confidential to POL, albeit POL has dealt 

with criminal eases in line with that process, so that if material is identified 

that affects -the safety of the conviction, the process is suspended, the material 

is disclosed, and the applicant considers his position as regards any appeal. If 

the process that POL has been adopting within the mediation scheme is 

limited in this way then I see no problem with it. The problem arises with the 

notion that POL should consider its position on any future appeal, 

5. The focus of our discussions on 31" July was around the practical utility of 

such an approach. The view I expressed was that I could not see any 

advantage to POL in adopting, far less being held to, a position on any 
criminal appeal during the mediation scheme. In fact, adopting such a course 

would be to court an unacceptable level of risk for the following reasons: .. 

a) As I see it, the fact that a criminal case is entered into the scheme 

implies that there is or are, in broad terms, identifiable Horizon-related 

issues, which require investigation. Entry into the scheme does not 

necessarily imply that investigation has revealed any arguable grounds 

of appeal. Indeed, even if investigation identifies material that might 

give rise to grounds of appeal because it might impact on the safety of 

the conviction, and the material is disclosed, that does not mean that 

POL is then bound to adopt a position in advance of any such appeal, 

as appears to be suggested by the draftsman of paragraph 5.14.3 of the 

Settlement Policy document. In my opinion this provision (albeit it has 
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conviction is. nevertheless "safe" because the applicant fully confessed 

his guilt or there is other evidence pointing to his guilt. It is therefore 

important to recognise that the information gathered for the purposes of 

the scheme is incomplete and does not address the real issue that the 

Court of Appeal (Criminal Division) would have to consider on an 

application for permission to appeal from the Crown Court, namely, 

the safety of the conviction looking at the whole of the evidence. 

c) This leads me to another issue. If only those cases in which the 

applicant had admitted the offence (e.g. by a plea of guilty) have been 

admitted to the mediation scheme then the scope for successfully 

challenging the conviction on appeal is even less sure. The applicant's 

argument would have to be that had the new material been made 

available before he entered his plea of guilty then he would not have 

been advised to plead guilty and/or would not have done so. The 

appeal would therefore have to be based on the "fresh evidence" 

represented by the new material. But mounting a successful appeal 

based on fresh evidence following an unequivocal plea of guilty, albeit 

not impossible, is far from easy. 

d) The mediation scheme is expressly not designed to be an appeal 

process. The mediation pack makes clear that POL has no. power to 

reverse or overturn a criminal conviction but if new information comes 

to light: that affects the safety of the conviction, then POL has a duty to 

inform the applicant, which he may then use to advance an appeal. The 
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being held to a position on criminal appeal at the early stage of mediation. An 

indication by POL at such an early stage based on limited information risks 

inviting an appeal. Also, at this stage the applicant will almost certainly not 

have even considered whether the new information gives rise to grounds at 

appeal let alone whether there are any grounds that are 'reasonably arguable. 

7. The risk to POL is obvious: in general terms, once a criminal appeal is fully 

developed (as opposed to complaint in the mediation scheme) the 

clrnumstanees may change. So POL may find itself prematurely supporting an 

appeal when upon mature reflection the written grounds of appeal show it 

ought not to have done so or it may oppose an appeal when events prove it 

was ill judged to have done so. The middle course of not opposing any appeal 

(while not supporting it) is a subtle halfway measure of not making 

concessions to an applicant for appeal and adds little. 

S. A further important consideration is that each ease is different and therefore a 

ease-specific approach is of necessity wise, but by taking a position too early 

on individual cases with too little information POL risks inconsistency among 

like cases and accordingly may attract criticism. 

False accounting proposal 

9. Additionally, t am asked to consider a further° recent proposal that AH has 

made (set _out in Andy Parsons' email of 29`" August): that POL could mediate 

a case where there has been a conviction for false accounting in order to 
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criminal cases to the scheme; indeed I had. expressed the opinion some months 

previously that it was a high-risk strategy to admit any criminal case to the 

mediation scheme. However, I understood that time had moved on and a 

practical solution had to be found to deal with those criminal cases that were 

now within the mediation scheme. 

It. On 10 July, I considered therefore that there was less risk in admitting to the 

mediation scheme cases, in which the applicant had admitted his guilt by 

pleading guilty or as a pre-condition to being cautioned, which, as I recall 

discovering; embraced the vast majority of the current cases within the 

scheme. Misra and Banks are conviction cases, which have also been accepted 

into the scheme. 

12. Given there are only two conviction cases within the scheme, [expect that the 

practical effect of All's proposal is that mediation will in reality be restricted 

to those cases of false accounting where the applicant had admitted his guilt. 

If so, then consistent with my advice on 16" July, there would be less risk in 

relative terms to mediating. such cases than in the case of conviction cases (not 

least because the applicant has admitted guilt when he could have contested it) 

but inevitably there 
is 

always some risk in having a free discussion between an 

applicant and VOL around facts that gave rise to the applicant pleading guilty. 

However, I. question what is to be gained by determining liability for the 

underlying loss. when the applicant has admitted his guilt. 

13. Moreover, I should emphasise that the advice I gave around finding a practical 
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14. Indeed, there may he certain types of fraud that are committed and charged 

Without actual loss (e.g. fraud by false representation, where the only intention 

required to be proved is that the offender intends.to make again, for oneself or 

to cause another loss or to expose another to the risk of loss); there may be 

certain types of theft committed and charged without proof of any actual loss. 

or the precise amount of loss (e_g, theft of cheques which are "choses in 

action" or theft of property the precise value of which is incapable of exact 

quantification). 

IS. l query whether the proposal is just a new means of achieving a negotiated 

settlement. between POL and applicants by a new and different route, and, 

more importantly; whether, once accepted, it would be suggested as a logical 

extension of it that the scheme ought also to embrace certain cases of theft and 

fraud in order to "determine liability for an underlying loss" where it was 

appropriate to do'so. 

16. There are other toreseeably difficult issues. First, if POL were to accept the 

proposal, .it would bear the burden of scrutinising with care whether each and 

every case of false accounting was amenable to determining who was liable 

for the underlying. loss. AH's proposal would require POL to determine 

whether there had been a determinable loss, Second, such a course would 

necessarily involve a. re-examination of POL's case at court, and any 

mitigation that was advanced on the applicant's behalf (assuming the proposal 

is limited 
to cases where responsibility was admitted), as well as the sentence. 
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17. Discussion about liability for underlying loss is, in my view, fraught with 

potential problems. I do not see the point of it, and what it can achieve, other 

than to provide an applicant with a false sense of hope or expectation that POL 

might accept whole or part liability for the loss, and settle. If nothing else, it 

would give the applicant an opportunity to seek to undermine and find flaws 

with POL's original case, the monetary applications it made on sentence, as 

well as in the court's orders, in an uncontrolled environment, which in my 

opinion, is not something VOL should engage with. 

Brian Altman QC 

2 Bedford Row 

London WC 1R 4B13 

5 h̀ September 2014 
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POST OFFICE , :' i 

RU. t. f "=;"%v or POST OFFICE L t D. PROSEC b I i N ROLE 

A. INTRODUCTION 

1. In light of c + 4 f ,,,t prosecutions, the Post Office Ltd ¢ Y'1," ) 
has 

commissioned uw .view past practice 
and 

make recommendations. as to 

its future aphrnac ; to the conduct of prosecutions. 

2. Terms of Reference received from Bond Dickinson LLP ("B6"); solicitors 

advising POL, invited from me the following: 

f To i , and; if appropriate, to recommend change; to the existing 
investi and conduct of future prosecutions by 13, 4 . including, if 
appw e, the investigative/prosecutorial role (. 1 1.]'i {ken by 

authority (to be a available for r hb at t>a3 
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Praeeea

I To fully understand the Horizon system - reviewing training and 
materials. 

2 To meet and interview as a fact-finding. exercise anyone. else you or POL 
consider relevant to the process of the investigation and commencement of 
prosecutions. 

3 To reviews statistically significant number of past prosecutions in which 
Horizon was an issue, 

3. As regards the process by which I have been asked to conduct my review, 

and by reference to each point in the list above, in point order: 

Point l: on 19 September 2013, I attended (Siaildford Classroom Training 

OTce, where I received a day's training on the Horizon sy$tcm. Chris 

Gilding (Network Support Team Leader) trained me. Andy Hilt (Business 

Relationship Manager) was on hand to assist and answer questions. 

Point 2: on 9 September 20131 1 met with POL senior management, Susan 

Crichton and Rodric Williams, Cartwright King ("CE") representatives, 

Simon Clarke,.. wyer and Martin Smith, and BD representatives, 

Gavin M 
;. 

and: . . . y Parsons, in my chambers at 2 Bedford Row. 

London, WCt. 

On 4 October 2013. 1 participated in a telephone conference with Rodric 

Williams and Jamail Singh of POL, Martin Smith and Simon Clarke of CK, 

and Gavin Matthews of BD in order to discuss issues surrounding the scope 



POL00043789 
POL00043789 

or ho: :itic @ ft email in the course of rn

review. 

Point 3: on 6 Septcmb.r ' ; D t +, I received a numbc,r ,o f'?, ft on R! 

containing material in ad+ r pc +,f the meeting on 9 September 2CL, nony 

them there was a fife •t: mn nH. ?l ;irIt case reviews performed by couwrc 

employed by CK of ,ca : ; gassing an 
initial sift process. On 30 September 

2013, I received 6 more full reviews, and on 9 October 2013 1 received one 

more by email. I have therefore reviewed 31 case reviews in total. 

'b'
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hl. EXECU WE SUMMARY 

4 This review is a legal review only. Accordingly, I must emphasise that it is 

no part of this review or my function to make recommendations about, 

commercial, reputational or other non-legal strategic factors in favour of, or 

militating against, the retention of POL's investigative or prosecutorial role. 

5, The following is a summary of the main findings and recommendations in 

the body of this review. 
AT 

(i) l have seen no evidence to suggest that Post ( )t'lce Ltd exercises its 

investigations and prosecution function in anything other than a 

well-organised, structured and efficient manner, through an expert 

and dedicated team of in-house investigators and lawyers, supported 

by Cartwright King solicitors and their io-house counsel, as well as 

external counsel and agents where required. 

(ii) Post Office Ltd has a unique commercial relationship with Fujitsu 

Services Ltd with whom it has contracted for the supply and 

maintenance of the Horizon Online system. I have found no 

evidence that any commercial conflict of interest has caused or 

contributed to the current problems. 

( iii)  The Horizon data integrity issue was an exceptional instance of Post 

Office Ltd prosecutorial 
failure ofserial port-disclosure in breach of 

Post Office Ltd's disclosure obligations as prosecutor. Although the 

relevant information about the Horizon Online integrity issues was 
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(v) 

Post Office Ltd's prosecution role is perhaps anachronistic; but Post 

Office Ltd has undoubted expertise in investigating and prosecuting: 

the nature and volume of cases it handles annually, which provides 

it with a unique specialism, inevitably leading to good and efficient 

use of resources, as well as efficacy: 

(vi) Moreover; Post Office Ltd. has the distinct advantage of 

understanding intimately its products, its customers,. its operations, 

and the business of those it employs and contracts with as agents; 

and, in general terms, it understands its data systems and its 

functions. Furthermore, Post Office Ltd inevitably benefits from 

central oversight of cases arising nationwide. Divestment of its 

investigative and/or prosecutorial role to police and/or another 

public prosecuting authority would result in little or no central 

oversight, thus risking an inconsistency of approach, which would 

ultimately be detrimental to the organisation. 

(vii) It is against the background of all these considerations, and I re-

emphasise within the narrow 
context 

of the. issues I have been asked 

to consider, that I have concluded that there is no good reason 
to 

recommend that Post Office Ltd should discontinue its prosecution 

role, and seek to assign it to another public prosecution authority; 

indeed, there are many good reasons to retain it. 

(viii) For identical reasons, I see no advantage, and only disadvantage,. to 

a hybrid regime, whereby POL reserves its investigative function, 

while divesting itself of its prosecutorial role. 

(ix) I lowever, there is scope for improvement, and 1, therefore, make the 
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being produced by or on behalf of its Security and 

Compliance and Legal Departments completely and 

accurately reflects Post Office Ltd's policy going forward. 

b) Once this has been achieved, the documentation should be 

submitted to the Board for approval as reflecting Post 

Office Ltd investigation and prosecution policy. 

c) Following Board approval, Post Office Ltd should consider 

publishing its policy documentation on its Intranet, as well 

as otherwise ensuring that its employed 
and 

agency staff 

are made aware of Post Office Ltd policies in this area in 

order to achieve a greater measure of transparency. 

4) For the same reasons. Post Office Ltd should consider 

publishing its policy documents; or a summary of its 

prosecution policies, on its tsehsite. 

e) Each and every prosecution 
policy document should be 

provided with an annual review date. and reviewed on or 

before the annual review date, or following any material 

changes, whichever be the sooner, and the Board should 

approve any such material changes. 

tl Consideration should be given to including, within its 

prosecution Policy, criteria detailing the range of factual or 

leg ' stances in which Post Office Ltd may decide to 

hand over cases to the police andlCrown Prosecution 

Service. 

g) I o the extent this is not already in hand, (which I. 
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undermine the integrity of the system, and Lu

requirement for the disclosure of such material 

information 
in 

the course of criminal proceedings, as n' ,< 

be required, 
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C`. .HiSTORIGAL MCKGROUND 

Introduction 

6. On 1 April 2012, the shares in POL were transferred fr om the Royal Mail 

Group Ltd ("RMG") to Royal Mail Holdings pie ("RMH"), since which 

time POL has had an existence independent of RMG. Now, POL is a wholly 

owned subsidiary of RMH. The Secretary of State for Business, Innovation 

and Skills ("BIS") holds a special share in POL RMH and RIS, through the 

Shareholder Executive ("ShEx"), have no involvement in POL's day-to-day 

operations.` 

7. Prior to POVs separation from RMG. RMG conducted the ution of 

criminal offences allegedly committed by suh-pO jnasters and/or staff in 

their employ. Following the separation out of POL's business from RMG, 

POL has assumed and retained the prosecution function hitherto enjoyed by 

RMG prior to separation, although RMO retains a residual prosecution role. 

8. In England and Wales. POL's prosecutorial rote is exercised by POL's in-

house legal department and through the instruction of CK solicitors, its in-
house advocates as well 

as by external counsel and agents. his supported by 

the security department, which is responsible for conducting investigations. 

security department is accountable to the Corporate Services Director, 
r. 

C. Prosecutions are conducted both in the Magistrates' Courts and the Crown 
. . ♦ ,. O , , , 'n , t .Y . . . 
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Currently, cases stand adjourned in Scotland, where, as I understand it. POL 

has been granted special agency status. 

11 l understood in the conference of 9 September 2013 that CK had not yet 

spoken to the PPS in Northern Ireland. CT{ acknowledged the need for them 

to visit the PPS. However, there had been only two prosecutions in Northern 

Ireland, neither of which involved allegations surrounding Horizon. 

History of Royal Marl and Post Office prosecution role 

12. [have in•.iny possession two documents, one an updated version of the other, 

entitled A Brief History of Investigations. Prosecutions and Security in 

Royal Mail, that have provided invaluable insight. into the long àteolourfiñ 

history of the prosecution by the Post Office and Royal Mail of offences 

generally affecting the mail. This historical account helps explain the 

rationale behind POL's prosecution role. 

fi rr ft. 
13. One of the versions of the paper! sourced from the internet; the other was 

provided to me by POL. The version that was forwarded to me by POL was 

copyrighted by RMG in 2010: the internet version purports to be "an 

amended. corrected and updated version of an earlier draft" (I have assumed 

of the one sent to me by POL). 

h 
. 

14. In terms of authorship, the copyright notice in the internet version gives 
thanks to Alan Baxter, former Head of Corporate Security, Post Office 
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created after POL's separation from RMG in April 2012, but in fact adds 

nothing to the Baxter document. 

16. Baxter's updated version sets out in some detail the history of RMG's 

investigative and prosecutorial role, which can be traced back as far as 1683, 

when the Attorney Richard Swift was appointed Solicitor to the General Post 

Office; which he served for 30 years and in'respect of which he had "care of 

managing of all Law proceedings wherein the Office has been concerned" 

The narrative thereafter is quite literally of historical interest <cnly. 

17. With the creation of separate businesses under the Post Office banner, and 

following a review in 1996, and restructure, the Post Office Security & 

Investigation Services Department became responsible for conducting 

criminal investigations and providing specialist advice and services to each 

of the Post Office businesses! 

1.8: There was a further reorganisation in 1999 that saw the number of Post. 
Office business units increase, and an equal number of smaller security 

tuns formed in order to support those business units. Simultaneously, the 

three main businesses; POL, Royal Mail Letters, Pareelforce Worldwide 

began developing their own investigation teams. to complement their security 

teams. for which theydrerw on Security S. Investigation Services staff to 

resource their criminal investigations. Leadership and standards however 

were directed by the central Corporate Security Group. which was led by the 

Group Security Director. 



POL00043789 
POL00043789 

Ministry of Justice, as well as Police and Law Enforcement Agencies and 

other Governmental 'depart:,tents. POL, Royal Mail Letters and Parcelforce 

Worldwide maintained the nperational security and investigation teams led 

by heads of security and , ; r •' by professional investigators and security 

managers. 

20. Royal Mail investigators were trained to rigorous standards and operated in 
accordance with legislation including the Police and Criminal Evidence Act 

1984, the Regulation of Investigatory Powers Act 20 and the Postal 

Services Act (which, given the apparent date of the r, l take to mean the 

Postal Services Act 2000 rather than the Act of 2{ ). 

21. Security managers normally had experience in a widefl range o perational 

and commercial areas, and developed technical competence in fields such as 

crime risk management and modelling, physical and electronic surveillance, 

and behavioural security. In 2010 there were a total of 287 investigators and 

security managers employed within RM4G. 

22. However, although RMG investigators would enjoy access to police facilities 

and to criminal records and communication networks, they had no special 

powers.. Suspects would be interviewed and searched on a voluntary basis, 

and, where arrests were required, the support of police officers or other 

statutory law enforcement officers was usually sought. 

23. Royal Mail Legal Services, which was the successor to the Post Office 
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Private prosecutions 

26. While it is true that POL is a private prosecutor, POL is a public authority for 

other purposes, and so it enjoys a curious hybrid existence? But it is quite 

unlike the private prosecutor of an isolated case given the volume of cases it 

handles annually. it has a security department, a compliance and legal team 

in-house, 

and it instructs on a regular and retained basis a nationwide firm of 

solicitors to prosecute for it in England and Wales, who aiso instruct external 

counsel and agents. 

27. POL is thus the only commercial organisation (albett Gov ent owned) I 

have been able to identify (apart from RMG that retains a prosecution 

function) that has a commercially based, sophisticated private prosecution 

role, supported by experienced and dedicated teams of investigators and 

lawyers. To that extentit is exceptional if not unique 

28.. By way of useful contrast, POL is unlike organisations such as FACT (the 

Federation against Copyright Theft). which is a trade organisation protecting 

its members` intellectual , cope through private prosecution, or the 

RSPCA, a charitable org a n , protecting the welfare of animals by 

private prosecution, Although Virgin Media successfully launched a private 

prosecution in or about 201! for commercial fraud involving set-top boxes, 

that was likely to have been an isolated and exceptional instance of the 

company exercising the private right to prosecute. 
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read provides any real guidance or criteria to t•,a Li o~ lk  .,E r LLuL wt 

eventuality; thus any such decision appears to he t,rit

case-by-case basis. 

30. The right to bring a private prosecution is preserved ". icct 6, b oc ,1111' 

Prosecution ofOffences A. 1985. .POI., is under n,  i:,' n me C

that a private prosec 4̀ r5.' l l,n r n. d'c +,.('H  '( )f may ❑ot,t e' h: 

CPS, particularly if rn tiz., r .b.v<. `( c ,r .r ! s that the CPS shu~tle 

prosecute the matter. 

31. It is open to the CPS to take over any private prosecution in certain 

circumstances. Although POL does not have-to inform the CPS that a private 

prosecution has commenced, it is open to POL to notify the CPS especially if 

it might be the case that the CPS is invited to prosecute the matter. The C':: 

can take over a private prosecution in certain circumstances, hL i Jc C

would need to be satisfied that:.,(t) the evidential sufficiency stag:

"full Code test" is met;' (2) that the public interest stage of the "fu C' c 

test" is met; and (3) that there is a particular need for the CPS as a roHi,, 

authority to take over the prosecution.°

32, The last consideration is designed to cover the position where :bc: 

investigative authorities with whom the CPS usually deals, such as the 

police, have not brought the case to CPS attention, and yet it is a case that 

merits the prosecution being conducted by a public prosecuting authority 

rather than by a private prosecutor. The CPS might consider taking over a 
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33. The CPS may even. take over a private prosecution only to stop it, even 

where the full Code test is met, for instance where the prosecution may 

damage the interests of justice such as by interfering with the investigation or 

prosecution of another criminal offence or charge, or where the defendant 

has been promised that no prosecution will foiiow.8

34. MI have commented above, it is unclear when POL will invite the CPS to 

intervene, and I have no statistics to inform me how many POL prosecutions, 

if any, have been taken over by the CPS, and, if so; on Wi%j4tunds. 

POL investigation and prosecution process, procedure and rationale 

35. I have recently received a document entitled Conduct of Criminal 

Investigation Policy.:' from which I have extracted (and in some places 

paraphrased}_the following passages. which explain, from POL's perspective, 

the rationale underlying its itivestitcation and pro ion role, and in very 

broad terms the type of considerations that apply, the variety of eases that 

may be raised, as well as the applicable investigation and prosecution 

structure and regime. I hosepassages state: 

(a) Properly conducted investigations form a key part in P()I.• strategy 

in protecting assets and reducing loss. If poorly managed, an 

investigation can lead to increased risk. of future loss and significant 

damage to the corporate brand. In commencing any investigation 

POE needs to consider the impact in terms of the protection of 
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subjected to the Codes of Practice and statutory requirements tithe 

Police and Criminal Evidence Act. 

(c) Mal ..,y^ „ i< '. az , ;ter anomaly that sets POL asi& fi .wii t'tk;r 

comrn Hjd n.estigators. Of its 11,800 branches, only .' of tlis rr 

are at.tft td by employees of POL. In the majority of eases, br mnci e 

are either franchisees or agents who receive remuneration. <a :. 

neither is deemed to be in the employ of POL, the usual practie e 

and procedures of an employer/employee investigation do not apply. 

(il) In cases where fraud is uncovered and good evidence of criminality 

exists, a criminal investigation will invariably commence. At the 

same time POL Contract Advisors have the responsibility of 

ensuring that any contractual breaches are investigated and any 

impact on the business is minimised. As a result, close 

communication needs to he maintained between the Security 

Manager investigating the criminal investigation and the Contract 

Advisor who needs to maintain PO(, services. 

(e) 

The department must be seen, internally, as well as externally, to be 

acting fairly, appropriately and within the law. The investigation 

needs to be property conducted to establish evidence that will 

support a successful criminal prosecution. 

(f) Prior (commencing an investigation the Security Manager will 
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(g) Cas, , be raised from various sources. In each instance the 

informal , .. is passed to the relevant operational Team I:,eader who 

will ,. o +h--q allegation and decide whether or not a case should 

be raised. Cases may be raised by a shortage at audit, or Post Office 

Card Account holder cothplaints of fraud, or from any one of its 

client bases: DVLA, Royal Mail, DWP etc. 

(h) The course of action decided, upon must be proportionate and 

necessary. Consideration may be given to other action that that will 

not necessarily lead to a criminal investigation, such as pursuing a 

civil enquiry for breach of contract or civil debt recovery. 

(i) if the decision is to proceed with the prosecution case, the file is 

forwarded to CK, for advice on charges. However, in some 

instances Post Office Legal and Compliance Team ("POLCT') will 

decide on charges. ' 

CK. will prepare advice and charges for the case (or advise no 

further action it' appropriate). If further enquiries are required they 

contact the Security Manager direct, copying in the Team Leader 

and send an Advice detailing the further enquiries. The Advice 

along with charges; and case file is then sentback to casework. 

(k) The file is then forwarded to the designated prosecution authority 

(`DPA") for authority to proceed, who will review the case file and 
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of the summonses the Security Manager r ii e , t Lie

by way of posting them to the person con d.

36. ALL 'ugh VOL may handle a variety of cases, the e ist h,11. 64 ,. UC.0

strbgect of CK's review typically involve the prosucn< C , ,wbp >rU.is Crs 

or Arose working.for or under them in sub-post offices. i do bcflc c. uf Li 

Cti i reviews or files sent to me I have seen a single , rr ~, n .. 

involving a Crown Post Office employee or rn :.^e r; in the irnrnc

employee of a Co-op or a WH Smith for instance, Tht vpiql otter,cr I ttit 

which individuals are charged is theft and/or false ar.- -ranting, thong i vartJ 

by false representation often features. 

37. Jarnail Singh, POL's in-house criminal lawyer. informs me that in 2012/2013 

239 cases were raised, of which 48 were prosecuted. t° In that year; 

compensation or confiscation sums amounted to in excess of £1.5 million, 

while the cost of prosecuting those cases was running at £217,000. 

38. It is important to understand that POL's prosecuting role is not i •wttk d irs 

any statutory power. and, as observed above; like RMG its prcdccc. s ~r; it>, 

investigators are accorded no special powers. Thus, when POL prose. utc

prosecutes purely as a private prosecutor. 

39. An email from Charles Colquhoun, the Head of Corporate Finance, detaL , 

the value of prosecuting in safeguarding network cash (by which I 

understand him to be arguing why POL should continue to conduct such 
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network would quickly realise if there were a change in policy.. which 

might increase the temptation for some agents. 

ii, Retention of its prosecution rote assists POL with its relationship 

with its insurers in that POL has one of the largest crime policies on 

the London market;. which is underwritten by over 20 insurers. POL 

has an excess of Elm so most branch cash is self-insured, but POL's 

insurers are impressed by how seriously POL takes any leakage in 

network cash; so a change in its prosecution poll  fight worsen its 

relationship with its insurers. 

iii POL's current policy reassures its employees (fromt Board to its 

front-line. security teams) that securing company assets 
is 

taken 

seriously. Changing this policy would put some employees in a 

difficult position. If, tot example, POE. 
chose not to prosecute agents, 

it would be interesting to see how it 
would 

deal with Crown 

employees responsible 
tot' 

cash 
leakage. 

40. 1 return to These arguments below,atid welcome any further observations on 

these issues from POL., 

P L investigation and p cotton policy documentation 

41. [ eaurse of this review, I enquired after any POL prosecution policy 

docJ$pn/and, although I was sent documents purporting to be policy 
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Investigation Policy- has recently' been finalised; it is dettfltd .1Rr

but focuses on the POL investigations regime only. 

42. The uo uml:m I tx rc uc.h ?are: 

(i) Investigation Procedures - Version 2.0 - May 2002 

(ii) Royal Mail Group Ltd - Criminal Investigation and r n ss„ A o0 

Policy - December 2007 

(iii) Royal Mail Group Prosecution Policy - Version 3.0 - April 2011 

(iv) Royal Mail Group Policy Crime and Investigation (S2) - Version 

3.0- April 2011 

(v) Royal. Mail Group Policy Prosecution (S3) - Version 3.0 - April 

2011 
(vi) Post Office Ltd - Security Policy (ibeft and Fraud by Sub Office 

Assistants) - Version 1.0- February 2002 

(vii) Post Office Ltd - Security' & Audit Policy (Enquiries at Sub-Post 

Offces.owned by Multiple Part*e!s( - Version 1.0 - undated 

(viii) Post Office Prosecution Policy -Version 1.0-April 2012 

(ix) Post Office Ltd - Internal Protocol - Criminal Investigation and 

Enforcement - undated 

(x) Post Office Ltd - Criminal Enforcement and Prosecution Policy - 

undated 

(xi) POL Criminal Enforcement and Prosecution Policy and Appendix 

I flowchart - undated' ' 

(xii) Post Office Prosecution Policy - England and Wales - November 
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the document, t3 The document is effective from May 2002, and was 

therefore current 10 years before separation, and is directed at "Consignia 

Security Managers undertaking investigations". I have not been supplied 
with any updated version. Accordingly; I disregard it as irrelevant. 

44,

45. 

46. 

Also, I ignore the document listed at (ii) above, as this is several years out of 

date and appears to me superseded by more recent documents, The document 

at (iv) appears to be derivative, and an updated version, of the document at 

(iii), and so I deliberately disregard document (iii) also. y ;.,, 

__A 
The documents listed at (iv) and (v) above. Royal Mail Group Policy 

Crime and Investigation (82) and Royal Alait Group Po roseeutioe 

(S3), are high level policy documents. respectively setting out principal 

perceived criminal risks to RMG and its investigation response, and RMG's 

policy to prosecute those who have been investigated and who are believed 

to have committed a criminal offence against RMG

Document (vi), Post Office Ltd -- Security Policy [Theft and Fraud by 

Sub Office Assistautsj is dated February 3002, and document (vii), Post 

Office Ltd -- Security & Audit Policy [Enquiries at Sub-Post Offices 

owned by Multiple Partnersj, is not dated. to so far as I am able to judge 

they appear to be investigation policy documents. Both are expressed to be 

POL .se ttity policy documents, but Post Office Ltd — Security Polley 

ITheft and Fraud by Sub Office Assistaetsi -is of course pre-separation, 

and I have not been provided with any updated versions of either, and 
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Security taking advice from POL Legal and MR "as appropriate and 

relevant", which I fail to understand as the decision to prosecute should 

surely be a legal one, not a security department one.14 I observe that the term 

"as appropriate and relevant" renders the hierarchy of prosecutorial decision-

making completely uncertain, fails to define roles clearly; and fails to make 

clear where and at what level exactly the discretion or judgment lies from 

whom to take advice "as appropriate and relevant". 

48. POL's document provides also that in the event of any issue or disagreement 

arising in relation to any investigations or prosecutions, the matter is to be 

referred to the Director of HR & Corporate Services to provide guidance and 

advice to ensure that POL maintains a consistent prosecution policy.15 I note 

that the Royal Mail policy document has the identical provision," but 

RMG's provision, from which POL's is derived, is expressly based on the 

fact that, "It is a requirement of the Royal Mail Group Conduct Code, fully 

outlined in. paragraph 8.4 of the Royal Mail Group Crime and Investigation 

Policy that in reaching decisions on conduct code actions the Human 

Resources Director or his or her representative must liaise with those 

handling any criminal investigation or prosecution." 7

49. The same provision of the RMG policy document then deals with what is to 

happen in the event of "any disagreement about prosecution advice in 

England and Wales, or inconsistency between prosecution and conduct 

dedisions anywhere in the United Kingdom", in which case the Head of the 

Criminal Law Team and the Head of the Investigation Team will consider 
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document, is unclear. The fact that the identical POL provision avoids 

reference to any POL Conduct Code rather suggests that it may not, and, if 

not, highlights, the problems of adapting RMG's policy provisions without 

consideration of POL's structure. 

St. The POL document mirroring the RMG docutttent, appropriately applies 

"the ftdi Code test" in the CIS Code for 
Crown 

Prosecutors to any decisions 

made to prosecute) 

52, The Internal Protocol for Criminal Investigation and Enfareement 

(document (ix)) "describes how POL ensures that all enforcement decisions 

arising from criminal investigations are taken in accordance with .POL's 

Enforcement and Prosecutions Procedure," it is designed "to specify the role 

of POL's Enforcement and Prosecutions Procedure ("EPP") in the making of 

enforcement decisions by POI:," "Enforcement" means "all dealings with 

staff; sub -postmasters or other members of the public resulting in prosecution 

and/or- commencement of confiscation proceedings." The document is, 

however, a single page document, it is undated; and I am unconvinced it 
is 

complete. It purports to annex to it (as Appendix A) a flowchart, which, if it 

exists, is missing from the documentation sentto me. 

51. Post Office Ltd - 
Criminal 

Enforcement and Prosecution Policy 

('document (x)) is an important document. I take this to be the EPP referred to 

in the Internal Protocol 
(to 

which that document occasionally refers), it aims 

"to ensure a lair and consistent approach to criminal enforcement decisions 
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to the public through its retail operation. It continues, "POL is mindful that 

criminal acts against its business (in particular theft, fraud and false 

accounting) result in increased costs to the taxpayer, impact on its customers 

and challenges the viability of services." 

55. It sets out how it intends reducing criminal acts against its business: by 

advice and education, fully investigating reported concerns, taking action 

(criminal or civil enforcement and disciplinary action) in appropriate cases, 

and in other instances (which are not specified) handing over investigations 

to the police to consider enforcement action. 

56. The four guiding "Principles of Enforcement" are said to b pportionality; 

a fair and consistent approach; transparency; and enforcement to be focused 

where it is needed most. Each is then developed separately. 

57. The document thereafter sets out P0 L's "Enforcement Options": The 

application of the options available to POL is said to "depend on the impact 

on the integrity of POI, and the services it provides to the community; risks 

to people or to the environment, the past history and attitude of the offender, 

the consequences of non-compliance and the likely effectiveness of various 

enforcement options." In particular, POL will consider: 

The seriousness of any offence and extent of harm 

• Duration of the offence 

O The suspect's age; physical and mental condition 
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59. Under the heading "Criminal Enforcement", the document states: 

Prosecution will be brought where the circumstances warrant' it and where the 
alternative enforcement options. are considered to.be inappropriate. Any decision 
to prosecute will take account of the criteria set out in the Code for Crown 
Prosecutors. 

There must be: 

Evident of guilt sufficient to give a realistic prospect of success in criminal 
proceedings, and 

• A. prosecution must be deemed in the public interest. 

Where there is a realistic prospect of convpj.ffl and formal a.•tion is in the 
public interest, circumstances, which warraØt prosecution may include 

Where the alleged offence has resulted in significant lossesor impact on 
POL and the public 

• Where the alleged offence invoh ed a tIngram or intentional breach of the 
law 

• Where there is a.history of similar offences 
• Where the offender has refused to accept wrongdoing despite significant 

evidence to the enntrare 
• Where the offender has tailed to repay or make amends for any significant 

wrongdoing 

Pot will consider the following circumstances when deciding whether or not to 
prosecute in additionSthose above 

: 

The seriousness and effect of the offence 
The deterrent effect eta prosecution on the offender and others 

Any mitigatingfrictors 
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The document requires periodic review. Although there is at the foot c=l 

last page of the copy document sent to me a box allowing for insertion oil t. 

date of implementation of the policy, the date for its review, and the date u 

its formal approval, each is blank. 

61. 1 am left totally unclear of the c4 Yy

ProtocolforCrimiaal Investigation and b.n x c e°ment (do. Esc s rF (ix)) and 

the more impressive and detailed Criminal Enforcement and Prosecution 

Policy (document (x)) and howthey, particularly document), are intended 

to fit within the new policy regime. 

62. The document, clearly in draft, and undated, and entitled POL - Criminal 

Enforcement and Prosecution Policy (document (xi)) which annexes as 

Appendix I. a flowchart, describes itself as "intended to be the new public 

facing policy under which Post Office will conduct all future investigations 

of alleged criminal activity against the Post Ottice", It states that it follows a 

review of current policy, which was largely based on previous RMG 
zo 

"? 

63. How, if at alt, it is, or was. designed to sit with the far fuller and dJ c<:~i 

namesake Criminal Enforcement and Prosecution Policy ('doc c t l' ; ]_ 

to which I have made extensive reference above, I know not ' t,`, d iati 

document sets out in short form and in basic terms over a ,. rc t.?', 

some of the policy ideas found elsewhere. 



POL00043789 
POL00043789 

careful consideration before it becomes final policy. It is important that 

POL's- prosecution policy documentation includes criteria that accurately 

reflect POt prosecution policy and its guiding-principles. 

65. While it is riot the principal function of this review to critique a draft 

docent that may in time be submitted to the Board for approval as 

reflecting Pot prosecution policy, nonetheless; I do have some preliminary 

comments to make about it.

66: Paragraph 1.3 in the "introduction" section states, "This Policy statement is 

intended to explain the way in which Post Office Ltd will deal with. 

allegations of crime committed against our assets in England and Wales". 

Footnote I makes the bold claim, ..Post Office Ltd is a recognised prosecutor 

by the Ministry of Justice; currently Post OFftce Ltd delegates the 

prosecuting funetioit to Messrs Cartwright King Solicitors." An identical 

claim was made .for RMG in the document A Brief History of 

Investigations, Prosecutions and Security in Royal Mail. 21 1 am 

unconvinced this is or has ever heen an accurate statement. The right to 

prosecute ;ety is conferred b section 6(1). of the Prosecution of 

Offences Act 1985, and I would be surprised if POL. or RMG .has ever been 

"recognised'" by the Ministry of Justice to prosecute privately in any official 

Sense. 

~ t

67. in section 2, the scope and aims of the policy document ate set out; it 
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document, prosecute those alleged to have committed criminal offences 

against it, whether employee, non-employee, contractor or customer.23

6$. In the section headed "General Principles",24 the test v be applied to the 

decision to prosecute is appropriately expressed to bo the two-stage test 

within the Code for Crown Prosecutors ("the fiii l C;. a t_, ~ ,  in ad d rvn to 

which POL will apply the thither consideration n potiay 

document. 

64. The decision-taker is to be a qualified lawyer independent of any POL 

department having a direct financial or other interest in prosecution.Z6 This is 

said to mirror CPS practice. I have however detected two difficulties: (1) this 

provision seems to me to be in conflict with the identification of the Head of 

Security as the ultimate decision-taker (the [WA) as revealed in other policy 

documents including the very recently drifted Conduct of Criminal 

Investigation Policy document, (document (xiii));E7 and (2) in logic, this 

provision might exclude any POL in-house lawyer or the Director of HR & 

Corporate Services (if the hierarchical dispute resolution envisaged in Post 

Office Prosecution Policy (document (viii)) is, or is to he, written into POL 

policy) and such a provision might even exclude CK and its lawyers, as they 

are arguably excluded by the terms of paragraph 3 3. i i. i he decision-making 

hierarchy and this provision therefore needs recons ,:dnr U'O:,. 

70. The section headed "The Decision to Prz ;_ Mr th c nJn N

it is s P9fwill apply, in additi' ~r to €i7i tn,i Code f t lya^ 1110 idt 01 
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p_, DISCUS,SLt N CF TIE CASE FOR AND AGAINST THE 

RETENTION .BY POL.OF ITS PROSEO.UTION- ROLE 

The arguments 

75. The principal arguments for the retention by POL of its 

investigative/prosecutorial role are visibility and the effect of deterrence, "a 

clear signal" that POL will not tolerate dishonesty across its network, Thus, 

to assign an important function, for example, to the C- . id be to send 

outthe wrong message. 41 

7G, f would remain confident that if POL were t I itself o vsecutorial 

function, any such change would be rouged itr a way that network 

knew that this was not a change of pot ie ' 
Y 

ing POL was relaxing its 

view on dishonesty; but rather a change of api. ch, so that POL's network 

of staff and agents would realise that dishonesty would continue to be 

viewed extremely seriously and would, in appropriate eases, be reported to 

police,

77. Indeed, I 
suspect 

it t' hardly likely`' that those working for POL (whether 

employees or agents) would suddenly regard a change of policy as a 

temptation to offend when previously they would not. A change of POL 

policy 
in 

this regard would not mean a change in the criminal law, and all 

staff and agents must surely know that theft•and.false accounting are contrary 

to the criminal law, and will be reported and prosecuted, whoever's fitnetion 
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78. The second point Mr Cotquhoun makes goes to one aspect of the business 

case for retention, about which! am in no position to comment. My review is 

not to consider 
the business or reputational case for retention, which is 

another matter entirely, and beyond my remit; mine is to look at POL's 

prosecution rote purely from a functional perspective to see if there is a 

better case for POL's prosecution arm being subsumed into the prosecutorial 

function of an existing public prosecuting authority such as the CPS. 

7). As regards Mr Colquhoun's third point, while! accept that POL has assets to 

protect, and that POL taken seriously securing company assets, in that regard 

POL is no different to banks and other financial and business organisations, 

who have no prosecution function, and who rely on the police and other 

enforcement agencies and prosecuting authorities, such as the (PS or the 

Serious Fraud Office, to investigate and prosecute criminal offending against 

them. 

80. It may indeed be anomalous that of POL's 11,800 branches only some 370 of 

them are staffed by employees of POI.., but that does not mean that agents are 

any more likely to offend than Crown employees or others. The real 

distinction, if one is to he made, is that agents such as sub-postmasters are 

likelier to be working in smaller concerns, often as an adjunct to a self 

owned business, with less or no on-site supervision, but'[ do not accept that 

the mere change of policy would affect the behaviour of otherwise law-

abiding agents and stall. 
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that would have to apply across the board — not just to the prosecution of 

agents. 

9 . The Post Office Prosecution Policy — England and Wales document 

(docwnent (xii)) emphasises POL's responsibility for, and guardianship of, 

its public and private assets, and the protection of reputation and integrity as 

important policy aims. The Conduct of Criminal Investigation Policy 

document (document (xiii)) argues that property conducted investigations 

form a key part in POL strategy in protecting assets and reducing loss, and 

that; if it is poorly managed, an investigation can lead to increased risk of 

future loss and significant damage to the corporate brand, and in 

commencing:any investigation POL needs 3cottsider the impact in terms of 

the oction 'of business assets and I`pr g ptntial babe 
hies weighing 

against the reputation of the organisat1on 
e'to 

the brand should the 

investigation fail. 
a: 

83. What has potentially damaged i'Cit.'s brand is the Horizon Online issue, 

which has shone a spotlight on POL, and its prosecuting function, as never 

before, The adverse publicity about it is also detrimental to public confidence 

in the criminal justice system in general and Pa's prosecution capability in 

particular. 

84. It is an irony that the Horizon issue was not something POL could have 

reasonably foreseen. The justifiable criticism that there have been possible 

miscarriages of justice in prosecutions based on Horizon Online data is 
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86. The difficulty that presents itself to POL now is that a number of 

convictions, as well as current and pending cases, are and have been reliant 

on the correctness of Horizon Online data and the integrity of the system, 

and, in the context of the prosecution process and POL's obligations, the 

proper disclosure of material that might reasonably undermine the 

prosecution case or assist the case for the defence, It is that, which is the 

focus' of CIO's review that is underway. 

87, In light of the SS interim report of 8 July 2013, POL-and CK are presently 

engaged in an ongoing rigorous and robust process of sift and review of all 

affected past and present cases. The focus is on the alleged non-revelation to 

POL and CK of relevant material by the Fujitsu Services Ltd {"FSL") expert 

customarily relied upon by POL to support the integrity of Horizon Online 

data, which underpins its prosecutions. 

88. In cases, which are subject to the disclosure regime under the Criminal 

Procedure and Investigations Act 1996 ("CPIA"), CK is applying:the test for 

disclosure as provi$t section 3 of the CPIA to the material it now has in 

its possession. In past cases, CK is asking itself the question whether had 

POL been in possession of t vmaterial at the time of the prosecution. it 

would have disclosed it in compliance with its disclosure duties, recognising 

its obligation post-conviction to disclose any information that might cast 

doubt, on the safety of the conviction. 
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enjoys, or none as efficient as POL's. it would involve CPS branch. or 

regional offices local to the commission of the offence (possibly also 

supported by the local police force) deciding on charge and, if charged, 

prosecuting the cases. Realistically, this would mean a fragmented approach, 

with little chance of central control or close oversight of these eases, or the 

issues affecting Horizon. 

90.. The claimed problems with Horizon Online would not disappear, but in my 

opinion decentralisation of the investigation and prosecution of these cases 

could only operate to exacerbate the difficulty, and would inevitably lead to 

an inconsistent approach and barely reconcilable decisio g taken, 

gl. Nevi g considered the issues carefully, I can see no advan -to POL 

shedding itself of its private prosecution function, and in fact only 

disadvantage: If POL's policy is to operate a prosecuting policy that is fair, 

open and consistent, then I cannot see that ins thin other than retention of 

this role biy POL will achieve that 

92, The real benefit to itt retaining its function, which in my opinion risks 

becoming totally diluted or lost if its function were assigned to a public 

prosecuting authority such as the CPS, is POL's undoubted expertise at 

investigating 
and 

prosecuting the very nature and volume of cases it handles 

annually; which provides it with a unique specialism inevitably leading to 

g  d efficient use of its resources, as well as efficacy. That is not just of 

real benefit to POL but in my judgment it is also of real be fit to the general 
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prosecuting where the Horizon Online system was or k, came an issue in the 

case. 

94. In my opinion, there i 1 D. fl R O ,rOLIC Y UL   1w  i (id

perform this important ftn .1 nn El, r , f the doliee and (r  hod h m 

carrying out the investigation and prosecution of those c ; =c v hick h n =z 

become the subject of the current review, I do not see that they would have 

been in any better position than POL to appreciate the integrity issues, if, as 

is said to have happened, they were not revealed to POL by the FSL expert 

they instructed to report upon Horizon's integrity. Had that been the 

scenario, the CPS would have been in no better position to disclose the 

alleged Horizon Online defects or "bugs" than POL has been. 

95. Although this is not a point that I have weighed in the balance in reaching 

my conclusions, nonetheless I think: I should make the observation thai 
r 

POL were to decide that it wished to free itself of its proses,,'; prosecodc> < Oi ° to

CPS, in these times of budgetary restraint and dcpktnd fr 

which the CPS has been far from immune, I think it unrealistic for POL to 

expect the CPS to welcome it, especially now: 

96. The last consideration brings me also to consider 
one 

other hybrid 

possibility 
is 

there 
any 

sensible and rational argument 
to 

split POL's 

prosecution function from its investigations function? What`is envisaged here 

is that while POL would continue to investigate the nature and number of 

criminal offences now investigated by it, the decision to charge in those 
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expect must obtain now, where Pa decides it should involve the police and 

CPS; VOL investigators will retain' involvement but.the investigation itself is 

in partnership with 
the police (rather than the involvement of police being 

only for intelligence, arrest and/or search purposes), and, once complete, the 

file will be submitted to the CPS for a charging decision. I can see that there 

will be situations now where police involvement might be necessary, such as 

cases where there are-concerns about the threat of violence or belligerence to 
POL staff by the suspect or others, or where the suspected offence or 

offender . is such that the police and ultimately the CPS are considered better 

placed to deal with the case. But these must be rare or exceptional cases 

given the nature of the suspected offending PO[. typically investigates. 

98. However, it is not the rare or exceptional case that the hybrid scheme 

envisages, but a wholesale divestment of the decision-making and 

prosecution function over cases POL investigates. While it may be argued 

there may be reputational or commercial advantage to POL in promoting 

such .a scheme. (which I emphasise is not a matter for this review), first, it 

suffers the identical disadvantages I have highlighted above, and, second, the 

practical reality, to which I have also already adverted, is that the CPS is 

unlikely to be receptive to a request to assume ownership of the volume of 

cases raised and/or prosecuted' by POL annually. 

99 1 recognise that I have to a large extent focused on Horizon issues that have 

given rise to the current review. I acknowledge also that the question whether 

POL should retain its prosecution role is a much wider question for POL,. 
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The patentiail for a conflict of interest 

100. One other issue, which I have necessarily considered with s. a' iu k 

whether FSL's commercial relationship with POL. and the exp, c v iwe s s 

employment with FSL, did create, or was capable of creating.

interest,. incompatible. si h icri ccutorial duties and obligatkn VOL 

c? , ;, is , ~ t«r•. 

101. There arc bound to be quite understandable commercial sensitivities to S 

systems, which I am confident it would ordinarily be loath to divulge to its 

competitors, as would any company in its position. FSI, is in a contractual 

relationship with POL, and the expert relied; upon to speak to:the integrity of 

the system is himself employed by FSL, and he was one of its architects. 

102. If commercial sensitivity about the integrity of a system were to lead to the 

non-revelation of adverse issues with the vei' system used to underpin POL 

criminal proseputtonsi~. ten that would be inimical to POL ̀ s prosecutorial 

duty to act and, 
m, 

dtsciose_televant material. It would, if it existed, 

create an intoleraw onhicf' F serest. The two positions would be entirely 

incompatible .I make rfectly clear that I have seen no evidence and

.y and no suggestion, that what is said to have happened

cd`iiii ercial sem , ity , a;eived conflict of

cn the .>.nP nt th e K tiptiw. efi. l 
t .v it{" @ fl

.:( 5.r , ^I 



POL00043789 
POL00043789 

LEGALLY PRIVILEGED AND CONFIDENTIAL 

INTERIM REVIEW OF CARTWRIGHT KING'S 
CURRENT PROCESS 

Introduction 

I am asked to provide an interim review of Cartwright King's (`CK') current 

process. I have been provided with: 

(1) A document headed "Draft Paragraphs for Insertion into Reply to 

CCRC", which was a document designed by CK to assist POL in 

replying substantively to a letter of 12 July 2013 fr om the CCRC; and 

(2) An Advice dated 15 July 2013 by Simon Clarke, a CK in-house 

advocate, who has advised about the future use of expert evidence 

relating to the integrity of the Fujitsu Services Ltd. Horizon system. 

2: The first document is informative of the processes that CK is currently 

adopting to identify cases for review. The second document focuses on the 

problems of disclosure associated with the evidence of Dr Gareth Jenkins in 

past POL prosecutions and the approach to be adopted towards them and 

pending prosecutions. 

3. 1 accept that given the intended nature of the first document, the detail of the 

review process CK is embarking on may be incomplete, and so any views and 

rarnmmentiatinnc I Pvnreca hetaw chnntit not he taken ac nnvthina mire than 
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LEGALLY PRIVILEGED AND CONFIDENTIAL 

confidential aspects of the Horizon system and/oar Dr Jenkins' evidence on 

such grounds. 

2. 1 f there have been such cases then it will be essential to know the nature of the 

applications and the rulings. 

23. Custody cases: individuals who come within the remit of the CK review who 

are in custody,. whether as a convicted defendant or a defendant awaiting trial, 

must of course be prioritised. 

Interim recommendations 

24. On the basis of the inforrttationcurrently available to me, I make the following, 

interim recommendations: 

a) CK should consider the extent to which non-disclosure by Dr 

Jenkins of aspects of the Horizon system is the only issue 

potentially forming. any grounds of appeal' or whether their review 

should be broader based to encompass other related issues or 

potential grounds of appeal. If it is deckled that the current review is 

too narrow, CK should' set criteria for the broadening of the. review. 

b} (S should be alive to, and therefore consider their approach to, the 

potential for any conflict of interest between them and/or 

prosecuting counsel and Dr Jenkins. If any such conflict does arise, 

or may be thought to arise in any given rocs n......c..r •,~-~ 



POL00043789 
POL00043789 

LEGALLY PRIVILEGED AND CONFIDENTIAL 

d) One of the case files I examined. (Ishaq) did not include an Initial 

Sift Result Sheet. The Initial Sift Result Sheet I have seen in the 

Hutchings file lists two questions, the second of which is subdivided 

into three questions. Given the 90 cases, which CK has examined>so 

far, I cannot conceive that one person is performing the sifting 

process. The composition of the sift sheet attempts standardisation 

by focusing the sifter's attention on a series of questions. My 

concern is whether the questions may be too narrow: As the 

reviewing process continues, experience may provide the answer. 

However, if the questions do prove to be too narrowly drawn, and 

require recasting, cases that have already passed through the sift will 

need•to be reconsidered. 

e) In order that the sifting and review process does not overlook 

suitable cases in which the offender has pleaded guilty, CK should 

consider setting broader and more focused criteria to identify all 

such cases, which should come within the review. 

I) To identify cases, if any, in which there have been any abuse of 

process hearings in which the Horizon system and/or Dr Jenkins has 
been at issue. If there have been any such abuse of process hearings, 

CK should provide the reasons for making any such application as 

well as the•detail of any rulings given. 

g) To identify cases; if any, in which there have been claims to PIT, 

seeking, for instance, to protect commercially sensitive or 

confidential aspects of the Horizon system and/or Dr Jenkins' 

evidence on such grounds and the detail of any rulings given. 
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I.,EGALLY PRIVILEGED AND CONFIDENTIAL 

summary the issue/s which has/ban been determinative of the 

review. f envisage that the spread sheet will encompass on three 

separate work sheets (1) past relevant POL conviction cases 

(identify if RMG or POL); (2) pending trials; and (3) cases subject 

to appeal (application for permission or permission granted) on 

conviction and/or sentence or on sentence alone (and stage reached). 

l) If the letter to which CK makes reference is different to the post-

conviction post-review disclosure letter, I. would please like to see a 

copy of a sample letter, together with an idea of the nature of any 

material CK is sending to potential applicants in addition to Second 

Sight's report, and any Helen Rose report. 

Brian Altman QC. 

2 Bedford Row 

London 

2 August 2013 
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ADVICE ON THEFT & FALSE ACCOUNTING 

1. t have been asked to advise POi_ no my h mv' of the "eeuo!ii:y° of the c,ffen:e.s 

of theft and false accounting under the Theft Art 176E nod to a nosider :he 

terms of the letter sent by POL to SS on 24th February 2015. 

2. 55 is, I zut t3ldl beb.nning to advooce orgomeots to t AOL is • tnosiog its 

pro_e;Cuto' i`i r4e by chA gins diubb;n st :1stlW s with t! ft Oboe i e e is• no 

evidence of it, in o der 00 lv to pie sum 34Abpo tmesters into pk'ucimg ggudty 

to false accounting. 

3. I have read M103 (the case of Timothy Burgess) where at §4.19 to §4.22, SS 

assert the following: - 

1) In the POIR, POL had said Burgess had initially been charged with theft 

"but this was subsequently withdrawn". 

2) The Magistrates declined jurisdiction based on their sentencing 

powers and sent the case for trial when theft was the only live matter. 

3) POL representations at court had been that Burgess had taken the 

money and altered the accounts to cover his tracks. 

4) At the Crown Court, POL responded favourably to a letter offering a 

plea to false accounting in the alternative to theft and so POL did not 
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theft.' 

9) Thus, 55 concludes "this was possibly an abuse of Post. Office's 

authority .. " and prior review say by the CPS might have led to the 

theft charge. being discontinued before the case arrived at the 

Magistrates' Court. 

10) 55 
have 

seen several such cases where the "practice has been 

frequently employed by Post Office to encourage defendants, in the 

absence of evidence of theft, to plead guilty to the "lesser" charge of 

false accounting' in the hope of avoiding a custodial sentence". 

4, 1 have read CK's response to these allegations upon which lane Mcteod's 

letter to 55 of 24v' February 2015 appears to be based. 

5 1 have also been made aware'that Sir Tony Hooper has seen the letter, and 

the. gist of what he has said; among other things, is that false accounting is a 

lesser 
charge 

than theft,•so SS was not incorrect to characterise it as such. He 

added however that if someone steals, then that Is more serious than if 

someone falsely accounts to cover up an accidental loss of £10,000. But if 

someone falsely accounted for say £SOO;000 then that offence is of greater 

seriousness. 

6,. In its advice, CK had said that SS's views were inexpert and wrong. On this 

particular topic, they said: 
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In fact, both offences are equal in law: both ore offences of 
dishonesty and both carry the same maximum sentence (7 years 
imprisonment). 

7. This was used as the bases for a letter that was sent to SS, which included the 

statement: 

• The suggestion that the offence of false accounting is a less serious 
offence to that of theft is incorrect. Both offences are equal in low: 
both are offences of dishonesty and both carry the same maximum 
sentence (7 years imprisonment). 

$. I understand that POL wishes to P_rs re that thp statement made it its letter 

of 24•th February 2015 is ddi.anciEjV Thus, my sp_c.,rit c e ice is required on 

the following: 

➢ As a basic legal pc m, whether both offences do carry the same 

maximum sentence and whether they are both offences of dishonesty 

(we presume tai this is correct and is not the source of Tony's 

comment)? 

➢ What arguments could be advanced to defend this statement? 

> What arguments could be advanced •to attack this statement? 

> Whether In your view it is fair to characterise these offences as being 

equal (against whatever yardstick you think is most appropriate to 

apply)? 
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seriousness than theft. But the examples he gives are of course also 

generalisations, and are not case-specific examples. 

11. There will indeed be eases where a theft causing actual toss, if the default is 

say in -the 10s of £1000s, will be of far greater seriousness than the false 

accounting that was undertaken to cover it up. Conversely, there will be 

cases where the false accounting was of far greater sophistication than the 

theft it was designed to cover up as to characterise that conduct as of greater 

seriousness. 

12. To illustrate the point a little differently, the Sentencing Guidelines Council 

issued a definitive sentencing guideline effective from 5 h̀ January 2009 to 

cover theft including (at Section E} the situation where there had been theft 

in breach of trust for which the Council set custody starting points and ranges 

of sentence for certain financial levels of offending. Subject to additional 

aggravating or 
mitigating factors, under this guideline; the theft of £125,000 

or more, or theft of £20,000 or more In breach of a high degree of trust 

attracts a starting point of 3 years custody in the range of 2 to 6 years 

custody, The theft of E20,000 or more but less than £125,000, orthe theft of 

€2,000 or more but less than £20,000 in breach of a high degree of trust 

attracts a starting point of 2 years' custody in the. range of 12 months to 3 

years' custody. The theft of £2,000 or more but less than £20,000, or the 

theft of less than £2,000' in breach of a high degree of trust attracts a starting 

rurint of 1R wen4er rtzctnrh, in rho r^ronre® of a Fink rnmex..,rtN., _r4—, a.. 4`, 
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different custody starting points were indicated within certain sentencing 

ranges depending on the harm caused and the culpability of the offender 

(high, medium or lesser) starting at Category 1 (£500,000 or more; high 

culpability) providing a starting point of 5 years 6 months in the range 4 years 

to 6 years 6 months' custody to Category 5 (less than £5,000; low culpability) 

providing a starting point of a fine in the range of a discharge to a low level 

community order. 

14. My point is that merely because the charges involve dishonesty and 

maximum sentences of 7 years is not to tell the whole story of how in 

individual cases a judge is likely to sentence one from the other. Each 

involves a careful process of assessment of the culpability of the offender, 

the harm caused, the aggravating and mitigating factors and the individual 

guideline into which the offence fits. 

15. III may say so, the so-called "equality" of the offences is an unnecessary and 

unprofitable focal point of attention. The other issues raised by the letter 

have greater force and are defensible. 

16. 1 also have in mind the case of R v Eden (1971) 55 Cr.App.R. 193. This was a 

Post Office prosecution case, the outcome of which turned on its own facts. 

However, the importance of the case lies in what it had to say about parallel 

theft and false accounting charges in such prosecutions. 



POL00043789 
POL00043789 

temporary gain. in future in Post Office prosecutions relating to parallel 

charges of theft and false accounting, the prosecution should make up its 

mind whether it intends to submit that there should be a conviction for false 

accounting only if theft is proved; if so, reliance should be placed an a count 

for theft only. On the other hand, there may be cases where it is wise to 

include in the indictment counts for false accounting also, as, for instance, 

where the prosecution intends to submit that temporary gain may have been 

the object of the defendant's dishonest act. 

18. The distinction that. was being made between theft on the one hand and false 

accounting on the other is that theft requires proof of the dishonest 

appropriation of property belonging to another with the intention of 

permanently depriving the other of it. False accounting is committed where 

a person dishonestly with a view to gain for himself or another or with intent 

to cause loss to another destroys, defaces, conceals or falsifies any account 

or record or document made or required for any accounting purpose. But 

"gain' or "loss" for the purposes of false accounting extends to any gain or 

lass whether temporary or permanent. 

19. Thus the Court's view that it would be wise to have on the indictment a count 

of false accounting where for example a temporary gain could be the object 

of the dishonest act, A temporary gain could not be the subject of a theft 

charge where the deprivation has to be permanent. Otherwise the Court 

m ild d not coo the Rnint in hrvinn tse,.n r nrrrn, ;, -,r-- ff- it tG... ......-...-..a:,.++r-
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In addition to those matters set out in the Code for Crown 
Prosecutors, Post Office Ltd. will apply the following considerations: 

i. Alternative charges. Where a suspect is charged with offences of 
theft and false accounting arising out of the same basic facts, 
those charges will always be alternative charges.12 This 
approach is not to be regarded as an invitation to plead guilty to 
any particular charge(s). 

21. Footnote 12 stated, "This is consistent with the decision of Sachs U in R v 

Eden 55 Cr.App.R. 193 CA". I m not sure this is entirely consistent with the 

decision. However, where the evidence supports the addition of alternative 

charges, for instance, where POL cannot say on the evidence if there has 

been any actual financial loss or whether the false accounting was simply to 

cover up for accident or muddle where there has been no actual loss, 

alternative counts are entirely permissible, as they are where some 

distinction is to be made between permanent deprivation and a temporary 

gain or loss. 

22. In conclusion advise: 

1) Both offences of theft and false accounting do indeed involve 

dishonesty and do carry a maximum sentence of 7 years' 

imprisonment. 

2) 1 think the only argument that may be advanced to defend the 

statement is that it is accurate within the narrow context in which it 
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depend on its own facts; as is demonstrated by the many ways in 

which such offences may he committed, and how offenders may be 

sentenced for them. 

Brian Altman QC 

2 Bedford Row 

London WC1R 4BU 

8"' March 2015 
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I EXECUTIVE SUMMARY 

1A We set out in this executive summary our key conclusions on the legal analysis of the 
complaints made by SPMRs about Horizon. 

1.2 The relationship between SPMRs and the Post Office is governed by the standard form 
contract which, according to its terms, allows the Post Office to recover losses and is 
terminable on three months' notice without the need to specify a reason. The relationship 

between the SPMRs and the Post Office is one of principal and agent and the SPMRs are 
not employees. There is no broader duty of care which would extend the contractual 
duties owed by the Post Office in any respect relevant to the issues in this Report. 

1i The key factual issue is whether and to what extent Horizon might be said to be reliable, 
what defects there may be in it and how any such defects might manifest themselves and 
translate into errors in the state of the account between an individual SPMR and the Post 
Office. Such relevant legal risks as exist arise only in the event that there are provable 
malfunctions in the Horizon system which are causative of losses on the part of the SPMR. 

1.4 Absent such proof that Horizon is not working as it should, the Post Office should be able 
to recover losses which the Horizon records indicate are owing on an individual SPMR's 
account. If the Post Office is entitled to recover losses, then there can be no question of a 
consequential loss claim on the part of the SPMR relating to their recovery (for example for 
damage to the SPMR's business or for stress). 

1.5 If, in an individual case, a SPMR is able to show that the account between him and the 
Post Office, as evidenced by Horizon, is inaccurate, he has a claim to the recovery of 

any 

losses he has mistakenly paid. This would not carry with it a right to claim consequential 
losses. 

1:S There may be cases in which the Post Office has given inadequate notice of termination of 
the contract with a SPMR (for example, terminating him summarily without justification). In 
those cases, the SPMR is entitled to payment of what he has lost in net income over the 
period — up to three months. He may also, on the facts, have a consequential loss claim if 
he argues and establishes that he has lost a chance to sell his business as a going 
concern in the period for which he should have been entitled to notice. 

1I Some SPMRs allege that the Post Office has offered them inadequate training and 
support. We do not think that these claims even if established, affect the Post Office's 
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2 BACKGROUND 

2.1 This Report has been commissioned by the Board of the Post Office Limited ("the Post 
Office") following concerns over the level of claims and costs and other potential legal and 
financial exposure for the Post Office in connection with the Initial Complaint Review and 
Mediation Scheme (the "Scheme"). 

2,2 We understand that the Scheme was established in August 2013 with the aim of resolving 
various allegations that had by then been made by certain interested parties about the 
Horizon financial transaction and accounting system ("Horizon") used by the Post Office 
and the Post Office's Subpostmasters ("SPMRs"). It was claimed by a small, but very 
vocal, minority of SPMRs that there were problems with Horizon and that if Horizon 
recorded that there were losses at a particular Subpostoffice this was not necessarily 
because the SPMR had stolen or otherwise lost money or stock but because Horizon was 
malfunctioning. This issue attracted political comment and there was debate in Parliament 
about it. 

2,3 Importantly, Jo Swinson, the Parliamentary Under Secretary of State for Employment 
Relations and Consumer Affairs, noted that there was no evidence of a systemic problem 
with Horizon.' This has also been the Post Office's conclusion on the information so far 
available to it. We note that there is, so far as we understand it, no objective report which 
describes and addresses the use and reliability of Horizon. We do think that such a report 
would be helpful, though there is a decision to be made about how broad and/or thorough 
it needs to be. 

3 AIMS AND OBJECTIVES 

3.1 We were initially instructed to prepare a report with the aim of addressing the following key 
issues: 

3.1.1 Whether and to what extent the Post Office has any legal liability with respect to 
complaints made by applicants to the Scheme ("Applicants"). 

3A.2 The nature and extent of the risks arising from and associated with the Scheme in 
its current form. 

3.1.3 Whether and to what extent the Scheme, as currently structured, can be sensibly 
modified in order to improve the efficiency and effectiveness of its operation, and 
mitigate any of the risks identified above. 
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3.3 We anticipate that the Post Office will wish to have regard to. and come to a view on, the 

following matters, in light of the conclusions reached in this Report in order to guide the 

Post Office's consideration of the issues in paragraphs 2,1.2 to 2.1.5 above: 

3.3.1 Does the Post Office wish to consider paying compensation by reference to 
principles other than legal entitlement? If so, how will it articulate and apply those 
principles? How will it justify its position to all SPMRs (Applicants and those who 

have not complained) and to stakeholders? 

3,32 Does the Post Office wish to establish a full baseline audit of the functioning of the 
Horizon system? 

3.3.3 How important is it to the Post Office to determine the facts of each individual 
claim? In any claim is the Post Office's stance to be more conciliatory than 
adversarial? What are the limits of this approach? 

3.3.3 How and to what extent will the Post Office wish to strike a balance between 
resolving past issues and putting the future operation of Horizon and the 
relationships with SPMRs on a sound footing? 

3.3.5 How and to what extent will the Post Office wish to strike a balance between the 
matters above and achieving a satisfactory political outcome, including with regard 
to what has been said in Parliament about the Scheme and Horizon? 

3.4 In accordance with our instructions, this Report addresses the issues as a matter of law, 
only. We fully appreciate that many of the issues will have political and public relations 
implications for the Post Office or may have such implications in the future. We can 
certainly, in due course, offer our views as to where such issues may arise in the context of 
the matters outlined in paragraphs 2.1.2 to 2.1.5 above. Some measure of political 
engagement will doubtless be called for. it is a decision for the Post Office what measure 
of criticism or public relations damage it could and should tolerate - this is a factor which 
applies whether the Post Office decides to compensate SPMRs otherwise than in 
accordance with their legal entitlements or declines to pay such compensation and thereby 
doubtless frustrates their expectations. The Post Office may decide that it is sensible to 
engage specialist public relations advice to guide the management of this issue: 

4 BASIS OF THIS REPORT 

4,.1 The issues in this Report are discussed primarily from the perspective of the legal rights 
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4.2.1 we have only reviewed certain documents prepared by or on behalf of `. t:or..ra 
Sight, the Working Group or SPMRs or the JFSA and have otherwise had no 
contact with any of those parties; 

4.2.2 we have had no contact with Fujitsu, the company which designed, provided and 
supports the Horizon system; 

4.13 we are not in a position to test the facts of any of the claims;. and 

4.2.4 we have been asked not to consider certain matters, including PI and D&O 
insurance. 

4.3 We reference throughout this Report where appropriate the documents from which we 
have derived facts forming the basis of our views. All other facts referred to herein are 
based on discussions we have had with the Post Office Scheme project team. We would 
welcome any comments on facts or background we have stated in this Report which 
appear to be inaccurate or incomplete. They could affect the views and conclusions we 
have reached. 

5 WHETHER AND TO WHAT EXTENT THE POST OFFICE HAS ANY LEGAL 

LIABILITY WITH RESPECT TO COMPLAINTS MADE BY APPLICANTS 

Duties owed by the Post Office to SPMRs and duties owed by SPMRs to the Post 
Office 

5.1 It is helpful to start this section with an overview of the legal relationship between the Post 
Office and the SPMRs. That, self evidently, provides the foundation for the issues 
identified in the various complaints made by SPMRs. 

Contract 

5:2 There is a contract which we are told is in standard form and which all SPMRs are required 
to sign. We have a copy described as the 1994 issue of the standard contract with 
SPMRs, amended to include all contract variations issued since 1994, although the 
document was never issued in this form to SPMRs ("the Contract"). 

5,3 We understand that certain SPMRs dispute whether they signed a contract at all and there 
may, in individual cases, be debate about which variations were received and/or are 
effective. This would be an issue which would need to be resolved in any particular claim.. 
We have assumed in this Report that the contractual terms which apply are those in the 
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Non-employrnent 

5.6 The SPMRs are not employees of the Post Office. This is critical as it means that there 
are certain legal protections, both statutory and at common law, to which SPMRs are not 
entitled. Not only is this clear from Clause 1 of the Contract it was also established it) 
Commissioners of inland Revenue v Post Office Limited' and we note that in later cases, 
for example Moeze Laiji v Post Office Limited, the position seems to have been accepted 
and the contrary not argued 

No relevant duty of care 

5.7 Where the parties are in a contractual relationship, that is the starting point fog" determining 
their duties where the conduct in question is covered by terms of the Contract. So if the 
conduct relied on for the claim is conduct covered by the Contract. the contract should 
determine the extent of the parties' rights and liabilities. That is not to say that there may 
not be an implied (or even an express) term to the effect that the party rendering the 
performance should do so with reasonable skill, care and diligence. Where the party in 
breach can be said to have performed his contractual duty negligently then the party 
suffering the loss can claim in either tort (negligence) or contract. But this does not mean 
that he can rely on a duty of care in negligence to extend the duties owed under the 
contract. 

5.8 If the SPMRs wished to allege that the Post Office owed them a broader duty, not covered 
by the Contract, then they would need to allege and establish that the Post Office owed 
them a duty of care. On the usual principles, this would depend on an assumption of 
responsibility by the Post Office in the relevant respects. The existence of the Contract 
does not preclude there being a duty of care, but for matters covered by the Contract, the 
Court should not find that one party assumed 

a responsibility which would extend the 
duties he owed beyond the Contract. 

5.9 What the SPMR cannot do is to extend the duties of the Post Office by claiming some ill-
defined and over-arching duty of care covering all aspects of the relationship between the 
Post Office and the SPMR, as this would interfere with the allocation of risks under the 
Contract. 

5.10 In the respects which are relevant for the purposes of this Report we do not consider that 
the SPMR will be able to establish a duty of care and we think that the relevant obligations 
will be defined by, and limited to, the Contract. 
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Office as a result of their experiences with Horizon and several other or related complaints 
somewhere in between (some SPMRs have several of these issues). In particular, we 
have seen complaints made about: 

5.12.1 wrongful "loss recoveries" in respect of amounts reported by Horizon as due to the 
Post Office, including in some cases, various categories of alleged consequential 
losses, in one case, following the determination of the relevant loss recovery 
action against the Applicant in Court and in another, after a SPMR had been 
suspended and lost access to Horizon; 

5.12.2 Horizon-related customer payment malfunctions or lost cheques and transaction 
corrections resulting in the loss of limited sums (in some cases, under£100); 

5.12.3 unauthorised foreign exchange transactions being entered into the Horizon system 
without a SPMR's knowledge, but without any specific allegation of loss incurred by 
the SPMR as a result; 

5.12.4 printing of excess receipts in respect of a 67p postage transaction; 

5.12.5 an inability of Horizon properly to account for GIRO payments and SPMRs having 
to trust the Post Office about transaction corrections; 

6.12s criminal charges: in circumstances where the SPMR has been subject to criminal 
allegations of false accounting but where they say the false accounting arises from 
cheques being lost in the mail or where they have retracted an admission made 
under caution to the criminal conduct; 

5.12.7 wrongful termination of SPMRs' contracts; 

5.12.8 inadequate training given to SPMRs by the Post office in respect of Horizon; and 

5.12.9 inadequate telephone or other day-to-day support services provided by the Post 
Office to SPMRs. 

5A3 We have not, nor are we in a position to, investigate the facts of these complaints. They 
would have to be seen on a case by case basis. Our comments below are based on 
principles of general application, but the result they produce in any one case will depend 
on the particular facts. Horizon is a particular issue in this respect and deserves comment 
of its own (see paragraphs 5.20ff below). 

6.14 Some of the complaints made are no more than observations on, and frustrations with, the 
operation of Horizon. Thev have not been translated from facts into allegations that a 
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Wrongful loss recovery 

5.17 The Post Office regularly recovers losses" from SPMRs. This happens by one of four 
methods: 

6.17.1 The SPMR notices that there is a loss shown in his statement of account and 
makes good that loss without a formal request from the Post Office; 

6;1r:z The Post Office requests that the SPMR makes good a loss and the SPMR pays in 
response to that demand; 

6.175 The Post Office, after an investigation process which envisages the participation of 
the SPMR, holds back money from the next payment due to the SPMR to cover a 
loss which has arisen; or 

6;17.4 The Post Office takes civil proceedings for the recovery of a loss and is successful. 

5.15 We note that the Post Office recovers losses through any and all of the above methods on 
a regular basis. The vast majority of SPMRs accept not only the Post Office's legal right to 
recover such losses, but also the way in which they are calculated through Horizon. The 
decisions made by the Board now as to the circumstances in which such losses will be 
"repaid" or reversed will potentially affect not only those SPMRs who have brought 
complaints to date but also all those SPMRs who have paid losses without complaint. 

5,19 There.are two main issues in the recovery of fosses. 

6.19.1 the'way in which losses are calculated; and 

5.19.2 the Post Office's legal entitlement to seek those losses from a SPMR. 

The way In which losses are calculated 

5020 it 
is 

this question which has given rise to the dispute between aggrieved SPMRs and the 
Post Office. It focuses on the operation of Horizon. 

5.21 We do not know what was said to SPMRs at the time of Horizon's introduction in 2000 as 
to its purpose and status. Nevertheless, it seems to be accepted by all involved that 
Horizon produces and maintains the accounts on which all parties rely. 

5.22 The SPMR is, day today., responsible for inputting transactions to the Horizon system It 
provides a record not 

only 

of what the SPMR has received from the Post Office by way of 
stock but also what he has sold, and the cash he has received. Horizon is the only system 
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"The Subpostmaster must ensure that accounts of all stock and cash entrusted to 
him by Post Office Ltd are kept in the form prescribed by Post Office Ltd. He must 
immediately produce these accounts, and the whole of his Post Office branch cash 
and stock for inspection whenever so requested by a person duly authorised by 
Post Office Ltd." 

5.25 This duty to keep an account also arises under the general law by virtue of the 
principal/agent relationship. An agent is required to keep an accurate account of all 
transactions entered into within the scope of his agency and he has to be ready to produce 
that account at any time to his principal. If he fails to keep and produce accounts then the 
principal is entitled to assume everything against him.5

5.26 SPMRs are asked to agree accounts regularly. We understand that they signify. their 
agreement by an appropriate entry on Horizon. If a SPMR disputes the state of his 
account, he is free not to agree that account on Horizon, 

5.27 An agent is usually held bound by his own accounts save if he can show that he made a 
mistake, Once an account is agreed, the principal can sue on it. We think that there is a 
good argument that at law, once the SPMR signifies his agreement to an account on 
Horizon which shows a balance due to the Post Office, the Post Office can sue on this as 
an account stated. This appears to be the basis of the decision in the Castleton case. The 
principle of an account stated also applies where debts are owed in both directions. So, 
once Horizon has set amounts owed by the Post Office to the SPMR (if any) against 
amounts owed by the SPMR to Post Office in Horizon and the SPMR signifies his 
agreement to them, the accounts are settled. Generally, settled accounts will not be re-
opened, unless drawn up under a mistake or the agent is guilty of fraud. 6

5.28 Horizon is an electronic point of sale IT system used in Post Office branches. It tracks 
transactions and also records levels of cash and stock. We are told, and can readily 
appreciate, that Horizon is a complex double entry accounting system, made the more 
complicated because of the range of products and services which the Post Office sells. It 
also connects to other systems for particular services, for example, banking. 

5.29 Suffice it to say for present purposes that it is possible that Horizon will, at the end of every 
day and therefore week, show either a shortfall or a surplus. There are two ways in which 
Horizon could present an inaccurate picture of the "true" state of account between SPMRs 
and the Post Office. Either the SPMR could have keyed in transactions incorrectly, or 
there could be some malfunction with Horizon itself. User error is a risk with any system. 
The Contract would entitle the Post Office to recover in any case where there was user 
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This paragraph contemplates that the circumstances in which a SPMR will not be required 

to make good a loss will be 'exceptional" although clearly this issue only arises if the 
SPMR is liable for the loss in the first place. 

5.43 The wording of paragraph 12 is curious. It makes a SPMR responsible for losses caused 
by his "negligence, carelessness or error" but makes him strictly responsible, with no such 
qualification, for all losses caused by his Assistants. We do not know what the thinking was 
behind this distinction. 

5.44 In any event, the fact that the SPMR must be in "error is a low threshold and implies no 
mental 

element the $PMR ran be mistaken without 
being 

careless and without there 
being any question of dishonesty on his part. Taken at face value however, 

and 

where 
the loss is caused by the SPMR rather than his assistant, the SPMR would not, under 
paragraph 12 be automatically responsible for all losses if it could not be shown that he 
was at least in error. 

5.45 There is another basis for the recovery of losses which requires attention. As noted, the 
SPMRs are agents of the Post Office. The characterisation of the relationship as that of 
principal and agent gives rise to a number of duties as a matter of law, though where, as 
here, there is also a Contract, they have to be seen in the context of what the parties have 

thereby expressly agreed. 

5.45 The agent is required to account in equity to his principal." This is effectively a procedure 
which enables the financial position as between the principal and agent to be determined 
It does not of itself entitle the principal to claim any shortfall. In order to claim whatever 
losses are highlighted by the taking of the account, the principal has to establish his right to 
them. For example, this may be through breach of contract or the common law duty of an 
agent Who holds money for his principal to pay over or account for that money at the 

requestof his';principaL'2 Moreover, where the agent cannot satisfactorily explain what 
has happened to the principal's property or money, presumptions may be made against 
him which will lead to substantive liabilities such as those mentioned above.' 3

5.47 We understand that the Post Office does exercise discretion as to the recovery of losses 
where circumstances make that a reasonable reaction. For example, we were told that if 
there is a "scam" which is recognised to be popular the Post Office will take steps to warn 
SPMRs, it will issue a procedure giving guidance as to how the scam can be combatted 
and may consider (depending on the circumstances of the particular case) not recovering. 
losses due to the scam for such period as it is reasonable to expect the SPMRs to be 
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Claims for "compensation" for the recovery of losses by the Post Office from 
SPMRs 

5.49 Whilst the issue in the complaints is sometimes referred to in terms of "compensation", this 
is not an accurate expression for the particular claim insofar as it relates to losses. The 
question is: in the particular case, did the Post Office have the right to recover losses? It 
the Post Office did, then there is no question of the SPMR being entitled to 
"compensation." If the Post Office did not, then again no question of compensation arises: 
the Post Office is simply unable to claim the money and if it has been paid, the SPMR has 
a right to recover it. This is a restitutionary, not a compensatory, claim. 

5.50 In practical terms, the issue is cases in which the Post Office has, in fact, claimed and 
been paid the losses and the SPMR is now disputing its entitlement to do so and seeking 
to "reverse" that payment. It is important to distinguish three groups of cases: 

6.60.1 those in which the Post Office has secured a conviction for theft or false accounting 
and the SPMR is now seeking to claim back the losses on which that conviction 
was based; 

5.60.2 those in which the 
Post Office has secured a civil judgment for the recovery of the 

losses; and 

6.50.3 those in which there has been payment of the losses (or potentially a claim on the 
part of the Post Office which has not yet been satisfied but from which the SPMR 
now seeks relief) but the Post Office's entitlement has not been determined by the 
civil or criminal Courts. 

5.51 The Scheme is only apt to deal with cases in the third group. It is worth noting at this point 
that Section 2 of the Draft Scheme Settlement Policy states that the objectives of the 
Scheme are to: 

&51.1 listen to SPMRs concerns; 

6.61.2, explain the Post Office's position; 

5.61.3 offer solutions where possible; 

5:51.4 compensate if loss has been unfairly suffered; 

6.51.5 demonstrate that the Post Office is being transparent; and 

6.61.6 ensure that the Post Office's decisions are defensible. 
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conviction necessarily involves a finding that the SPMR acted dishonestly, this being a 
critical element of those offences. In such cases, there could be no strict liability basis for 
either a guilty plea or a finding of guilt. Moreover. SPMRs facing such allegations would in 
general have been eligible for legal aid under representation orders (if they could not fund 
legal representation themselves). It may safely be assumed, therefore, that in general they 
were legally advised and represented. or had the opportunity to be so 

55.54 If the SPMR has been convicted of a relevant offence the only basis as a matter of law on 
which the Post Office should entertain a claim for the repayment of sums claimed from the 
SPMR is if it were to conclude that there were doubts about the evidence on which the 
conviction was based. However, if the Post Office did so conclude, the situation would be 
much more complex than simply dealing with certain individual claims for "compensation." 

6.55 The Post Office in its capacity as a prosecutor has duties of disclosure which extend 
beyond the date of conviction in any particular case. In F'? v Betrnarsn Magistrates Court 
(Ex p Watts);" it was observed that private prosecutors are subject to the same obligations 
to act as ministers of justice as the public prosecuting authorities. Any material in the 
possession of the Post Office which might cast doubt on the safety of any particular 
conviction ought therefore to be disclosed to the convicted party. The "Settlement 
Principles" in the Draft Settlement Policy of December 2013 state: 

"5.6 Settlements involving convicted Applicants should only be offered where 
there is clear evidence of a miscarriage of justice." 

This is consistent with the above analysis. 

Cases in which there is a civil judgment

5.56 If the Post Office has obtained a civil judgment against the SPMR, the Post Office's 
entitlement is clear and established. The SPMR will have had an opportunity to dispute 
the claim and an opportunity to appeal the decision should he have been unhappy with it at 
the time. Indeed, as a matter of law he is prevented from seeking to re-open any issue 
covered in the prior claim, it is now res judicata. This means that the SPMR could not 
bring a civil claim seeking to reopen the issues covered by the judgment. In certain 
circumstances, however, he could seek to reopen the issues by seeking permission to 
appeal the civil judgment after the period within which he is ordinarily only entitled to do so. 
The appeal Court has a discretion whether to allow such a late appeal and will weigh 
various factors including the interests of the administration of justice, whether the failure to 
appeal in time was intentional and whether there is a noon exnlanatinn for it A. SPMR 
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5.58 The Scheme information memorandum states that Applicants "may put [their] case through 
the Scheme even if the Courts have already given judgment against [them]." Rejecting 
claims simply because there is a civil judgment covering the matter would seem to run 
counter to this. We do not know the thinking behind including this wording in the Scheme 
memorandum. 

Cases in which the Post Office's entitlement is not yet established by a Court 

5,58 If no Court has yet given a decision in relation to a SPMR, the Post Office has a genuine 
decision to make as to whether or not to press claims for losses or to repay those already 
recouped. 

5.60 Each case would have to be considered on its own facts and depend on what the SPMR 
alleged about the reasons why the Post Office is not entitled to claim the losses. So far as 
we can see from the cases considered to date, there are: 

5.60.1 general allegations as to the unreliability of Horizon; and 

5.60.2 specific allegations as to factors which may have affected Horizon in the particular 
case. 

5,61 General allegations about Horizon do not, we think, help. It would be far more satisfactory 
were there to be a reasoned Report as to why Horizon is thought to be working properly (if 
that is the case) but even without that, a general claim that there are "problems with 
Horizon" is not, we think, enough to cast doubt on the Post Office's claim for losses,. The 
Horizon system works satisfactorily for the vast majority of those who use it and accounts 
will have been agreed, as noted above. 

5.62 Specific allegations as to Horizon's malfunctions have also been made and to some extent 
"investigated" by Second Sight. These have included or been said to be caused by: 

5.62.1 power cuts; 

5.62.2 incompatible use of telephone lines with Horizon; 

6.62.3 intermittent internet connectivity; and 

6.62.4 the ability to "centrally input" transactions and thus directly, and without a SPMR's 
knowledge, adjust Horizon data sent by a SPMR. 

6.63 Second Sight have certainty expressed concern — and more — in relation to certain of these 
supposed deficiencies in or effects of Horizon. But since they have singularly failed to 
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there may therefore be a basis for re-opening it - the question arises of how the SPMR's 
claim for recovery would work, As 

a 

matter of common sense, if the Post Office decides 
that in a particular case it has no entitlement to claim the losses, we anticipate that the 
Post Office would simply refund the money/relieve the SPMR from the liability without the 
need for any formal claim or proceeding. But the SPMR would have a claim at law to 
recover the money and this is important since if the Post Office were repaying/relieving in 
such a case it may well wish to be sure that it was doing so in satisfaction of a legal 
obligation. 

5,66 The Post Office's right to seek payment of the losses arises both under the Contract and 
the general law because of the agency relationship, If the losses do not exist — because 
the records produced by Horizon are not accurate. then there is no right on the part of the 
Post Office to claim them, Absent express provision to the contrary, it is not a breach of 
contract to claim money to which you are not entitled. Though it would be a breach of 
contract to withhold payment from other monies due. So, the question whether a loss 
recovery is also a breach of contract may turn on how the Post Office recouped the loss. 
This matters since there may be a claim for consequential losses if there is a breach of 
contract claim. 

5.67 The SPMR would have the burden of showing not only that there were tosses but also that 
there was a causal link between the losses and the actions of the Post Office on which he 
relies for his claim, Several cases we have seen suggest that there is at best a tenuous 
fink between the alleged failings of Horizon and the loss incurred (if any such link is even 
alleged). For example, case M014 alleges that long running problems operating Horizon 
which gave rise to over £8,000 in loss recoveries to Post Office were largely fixed when a 
phone line was unplugged in a back office. This suggests a) there was nothing wrong with 
Horizon per se b) that the incorrect use of the phone fine was an unfortunate error that 
might have been caused by inadequate training or support or could-have been due to 
incompetence on the part of the SPMR or is an unusual set of circumstances which is not 
reasonably foreseeable. However, this could still give rise to liability on the part of the Post 
Office (albeit not in respect of Horizon failures specifically) if the Post Office is found not to 
be entitled to recover loss in those circumstances because the relevant SPMR's conduct 
was not negligent or in error, within the meaning of Section 12, paragraph 12 of the 
Contract. 

Consequential losses 

5.68 There can be no Question of a claim for nonsenuential lnssMs hasari cimniv nn the rare nn, 
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parties as not unlikely to result from the breach. Normally, no damages would be awarded 
for injury to feelings, mental distress, anguish or annoyance. This is so even though such 
reactions might have been perfectly foreseeable at the time of the contract.t5 Whilst stress 
which is so severe that it causes an actual breakdown in health may be compensable if it 
was in the contemplation of the parties as a not unlikely consequence of the breach, it 
seems highly unlikely that that test would be met here. The SPMR would also have to 
show, by clear and cogent evidence, that the damage to his health had been caused by 
the Post Office's conduct in recovering losses to which it was not entitled. 

5.71 Damages are also not normally awarded for loss of reputation flowing from a breach of 
contract, unless the loss of reputation in turn directly causes foreseeable financial loss. 
So, for example, an employee of a business run corruptly might be able to claim damages 
for consequential financial loss suffered as a result of reduced future employment 
prospects by reason of the loss to his reputation as a result of being associated with the 
business. It seems unlikely such consequential loss would be recoverable here for any 
loss recovery by the Post Office that is in breach of contract - the fact of the loss recovery 
would need to be made known widely and the SPMR would need to be able to show that 
this somehow harmed his future earning capacity. 6 

5.72 We think that the better analysis is that. the question of consequential losses only arises if 
the Contract has been terminated on less than three months' notice, as to which, see 
paragraph 5.77 to 5.83 below. 

Restitutionary claim 

5.73 If an SPMR can show that he made a payment on the basis that he was liable to make that 
payment to the Post Office when in fact he was mistaken as to the existence of the liability, 
he has a restitutionary claim for the repayment of the money.17 That claim focuses on the 
"unjust enrichment" which the Post Office will have received. It is not a damages claim but 
a restitutionary action for money had and received. For practical purposes this means that 
there is no question of a claim to consequential loss on the part of the SPMR. All that the 
SPMR would have to show is that there was no liability to make the payment but he 
believed that there was and this caused him to make the payment. There is no 
requirement for fault on the part of the Post Office and it does not matter if the SPMR has 
himself been careless.18

5.74 Such a claim can only work on behalf of the SPMR if the Post Office is not contractually (or 
otherwise legally) entitled to the payment.t9 On the basis of that analysis, it would mean, 
sha.nrar., lhnf n e'aNlari an,'.n,,n4 ,.,n„I.i ho..a fr ha ra nnancrr nr that *ha eD).AD 'nn.,i.f Wool 
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sensitive issue and would need to be explored in each case. The real question is whether 
in paying the money the SPMR was prepared to take the risk that it might not be legally 
due but it was in his interests to pay the money anyway. 

5,76 It is also clear that if the SPMR was once entitled to a restitutionary remedy based on his 
mistake in making the payment. he will lose that right if the dispute with the Post Office is 
resolved and cannot be reopened. That would be the case if the civil Court had given 
judgment in favour of the Post Office. Then the SPMR could not recover without also 
setting aside the judgment. Even if there is no judgment, if proceedings have been started 
and the SPMR then pays to settle the claim he will be treated as having compromised. 
The law will not allow such bargains to be reopened. not least because of the concern to 
achieve and respect finality In litigation .7  If litigation has not been started then there 
needs to be a contract of compromise before a restitutionary remedy will be ruled out. 

£77 The Post Offices Draft Settlement Policy of 2013 sets out, in section 5, certain "Principles 
for Setiement." Those principles indicate the Post Office's approach to settling claims with 
SPMRs. These include that the SPMR needs to establish that the matters raised have 
caused them loss, that the alleged harm arises directly out of or was an obviously 
foreseeable consequence of a breakdown in the business relationship between the SPMR 
and the Post Office and that settlements will generally be driven by commercial fairness 
rather than legal principles_ 

Termination of contracts 

6,78 The Post Office is entitled to give three months' notice to terminate the Contract with the 
SPMR. If in a particular case the SPMR's Contract has been terminated on three months 
notice, he can have no remedy arising out of that termination. It does not matter that the 
Post Office based its decision to terminate on facts which turned out to be disputed. flawed 
or mistaketr (such as the reliability of Horizon) as the Post Office is entitled to terminate the 
Contract on three months' notice for any or no reason. 

5.79 The effect of this is that the most that a SPMR may be entitled to is the pay (or whatever 
entitlements) were due during the notice period, reduced for any costs of doing business if 
they were not incurred. Moreover, the SPMR is Linder a duty to mitigate his or her losses 
and so should look for alternative employment during that three month period Any 
unreasonable failure to find an alternative source of income would reduce the claim 
(though with a three month notice period this is not of huge practical relevance). 

. fl  Thr.ra m.a', w $i he raaae i., urF.~.-h et,s:., t7..,-f  .s_,. _-, - 
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properly performed. Consequential losses (such as loss of use or lost profits) are also 
recoverable where they are not considered to be too remote. 

522 The traditional test for remoteness is whether the loss "may fairly and reasonably be 
considered either as arising naturally, i.e. according to the usual course of things, from 
such breach of contract itself, or such. as may reasonably be supposed to have been in the 
contemplation of both parties. at the time they made the contract". 22 The Courts have 
decided that the meaning of "reasonable contemplation" will depend on the knowledge of 
the parties at the time of the contract, and that the loss must be "of that kind" contemplated 
by the parties. 

5.83 In any damages claim, there must be a clear link between the defendant's breach and the 
claimant's loss, or in any event the breach must be the "dominant cause" of the loss. An 
intervening act of a third party or the claimant itself may break the chain of causation, 
depending on the courts appraisal of the circumstances of the case, 

as may intervening 
events which were reasonably foreseeable by the parties. 

524 In the case of a SPMR who runs an associated business, such as a convenience store or a 
newsagent, it may be said by the SPMR that terminating his Contract as a SPMR would be 
likely to have a knock on effect on the viability of his associated business. Moreover, it 
might be said that depriving an SPMR of the three month notice period also deprives him 
of a three month window in which to seek a purchaser of his business as a going concern. 
If the business does in fact dose because of the termination of the SPMR's Contract and 
there is evidence that it might have been capable of being sold had the SPMR had three 
months in which to do so, there is the possibility of a claim for such losses. Whether such 
an argument could be made depends on the facts, not least whether there was an 
associated business and a candidate to take over the SPMR's role acceptable to the Post 
Office.23 In practice in this sort of claim, because the Court is asked to consider a 
counterfactual which has not arisen, the Court makes an assessment of the prospects of a 
sate °the loss of a chance" and applies a discount to the claim to reflect this. 

Inadequate training and support 

5.85 Under the Contract the Post Office is obliged to provide training. Section 15 paragraph 7 
provides:. 

"7'1 Post Office Ltd will: 

7.1.1 provide the Subpostmaster with relevant training materials and 
nrnrPeeae tr; ^am, nut tha rannirati trnininn ni kie AceieMnM nn thn bnet 
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provided by Post Office Ltd and to ensure that his Assistants receive all the 
training which is necessary In order to be able to properly provide the Post 
Office Products and Services." 

8.88 This seems clear: the Post Office must provide training and keep lt.up to date. This is not 
defined but could well extend to a help-line or other day to day edvIGe on the operation .of 
Horizon But the SPMR is still responsible for the day to day Apetatlon of the 
Subpostofce. In other words, the SPMR accepts the consequences of any tack of training 
provided to his Assistants or their failure to put the training into effect. 

9.81 Section 1$,. paragraphs:1 •and 2 of the Contract are also relevant here. They provide that: 

",. Subpostmaster must provide, at his. own expense, any suitable assistants with 
the relevant skills which he may need to carry out the Post Office work in his sub 
Post Office branch ("Assistants!). 

Assistants are employees of the Subpostmaster and the Subpostmaster will 
,consequently be held wholly responsible for any failure on the part of his Assistants 
to:. 

21 apply Post Office rules or instructions as required by Post Office Ltd; 

,. ..complete any training necessary in order to properly provide Post Office 
5evices . . . 

The Subpostmaster will also be required to make good any deficiency of cash or 
i' . Kk Which may result from his Assistants' actions or inactions.' 

EMS _ It is also likely that there would be a term implied into the Contract to the effect that the 
:SPMR should be entitled to reasonable training and support. particularly in relation to 
be#poke:systems or practices, such as Horizon. which he could not be expected to know 
from his own general knowledge and past experience. 

5.89 Many SPMRs do not seem to have a complaint as to the 
level. .of: 

training and support 
which the Post Office has given them. We do not think that this Is conclusive. Whilst 
Horizon operates as a common system and one person's experience of it should be similar 
to another's, the same could not be said for training and support_ it would be quite 
possible for the Post Office to have failed to meet is obligations in relation to one SPMR 
whilst easily fulfilling them in relation to many others. 

Pa4fl 4rinranvnr in nrM., !nr Hale +w irdn.IMa iat" s .4. 1 . w.....r.a i N.,e 0,...s fSS,.. t<.......i.a h.n... 4.. 
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services, OFCOM's own website makes it clear that it does not regulate the Post Office. 

The Post Office does not appear on the FCA register as an FCA-authorised entity. It does 

appear as an "appointed representative" (in connection with its provision of financial 
products on behalf of principals such as the Bank of Ireland) and a "payment services 
agent" (in connection with its provision of money transfer services on behalf of, for 

example, MoneyGram International). Neither of these functions requires the Post Office to 
have separate FCA authorisation. 

Limitation 

5.93 Limitation is a factor which may well be relevant in certain claims, The standard limitation 
period for claims in contract is six years from the date of breach. For tort claims it is six 
years from the date on which the loss was suffered. Restitutionary claims are time barred 
six years from the date of the enrichment on which the claim is based. Any claim brought 
outside the limitation period can be met with the defence that it is out of time and no further 
consideration of the merits is required. 

5.94 Where the claim is based on a mistaken payment or a fact deliberately concealed from the 
claimant by the defendant, time does not start to run until the claimant has discovered the 
mistake or concealment, or could with reasonable diligence have done so.24 Some of the 
cases we have seen suggest that SPMRs have been aware well before the Scheme was 
instituted of the matters about which they have complained to the Scheme. At least in 
those cases, the deferral of the commencement of any limitation period may not make any 
difference to the barring of the SPMR's claim. 

5.95 The Settlement Principles state: 

"5.11 Settlements should reflect the fact that for the purposes of the Scheme, 
Post Office will not be relying on any legal limitation or time-bar defence and will 
consider all Complaints regardless of age." 

We do not know what publicity has been given to this statement and whether the Post 
Office is free to, or indeed wishes to, reconsider its position. 
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From: Patrick Bourke <p GRO 
To: Christopher
Cc: Jcmathan Swift' GRO Y Mark Underwood I 

GRO t•; Steve At(churn._._._._._._._._._._._._._ 
G---O._._._._._._._._._._. :_7anc IvfaeLe <r GRO 

1adriclGtlli<i GRO .
Subject: [A'MaSpread Slice:, .•uapl~Lr l ui iu t(i;;1m, ,swift 

Date: Tue,.3 Nov 2015 l&;44:  f , ;' +() f(t(t 
Importance: Normal 

Attachments: 151i02Scheme Data,xlsx 

bear Olds 

l attach a :copy of the:all-euconxpassing spreudsbeet we talked about which ft - each::case in the: Scheme, 
records the information you indicated you would find helpful to have, including details on criminal charSes, 
whether the Helpdesk issue was complained of; Second. Sight's thematic issues and soon. This should enable 
you and :Junetlj n Eg •dgtermiite which cases to use as part of your sampling exercises The password for the 
spreadsheet is_•_ GRO,_,_ 

My-colleague -Steve Allchorn, has .organised for yourtour of Horizon (sorry) next Tuesday morning..It 
would be very helpful for us.to:meet (with or without .Jonathan, depending on his availability) after that, so. 
that sve can develop -a joint.understanding of how you are likely to. approach your enquiries so that we..might 
support your work as effectively as posssible I would also like to take that opportunity to nr_trorjuce)ou. to 
Rodric Williams (copied), our in-house lawyer, afro will be able to guide you in relation to the computer 
specific issues you will want to address and moregeneraily. 

In the meantime; please-do not hesitate to contact •us with any questions. 

Kind regards 

Patrick 
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Froth: Rndric. Wifliarns _._
Iat '`( IknsbnEii7r~rht~~`s;_dYli._._._._._.,__.._. ._._ORO_~_•_,_•_•_,_•_,_•_,p 

( c: Patnck Bourke <;._._ _._._ _._._._._. oqo_•-•- - -•-•-•-•-•_ -'>, Mark l)rsderwood'I 

Subject: Horizon "Core Audit Process" 
Date: Mon. 9 Nov 2015 14:0448 -0000 

Importance: Normal 
<.c.nnents: Horizon Core_Auilit_Process_ _vl_O.ppt 

nmage00Lpng 

Christopher, 

to advance of the Horizon demonstration you will be attending tomorrow, l attach a PowerPoint prepared by 
Fujitsu in January 2014 which summarises Horizon's "Core Audit Process", i.c the design features which 
"ensure that accurate and auditable records are kept of all sub-postmaster transactions", I thought this might 
help explain what happens to a transaction once it has been entered into Horizon by a branch. 

The PowerPoint references two further documents which describe in more detail the core audit processes for 
both the original Horizon and current "Online" versions. I have not attached these as they are fairly 
technical, but can do so if you would like to see them, 

Kind regards, Rodric 
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records are kept of all sub-postmaster transactions 

■ When a transaction is conducted at a counter, an auditable mechanism has been 
built in to ensure these transactions are taken from the counter, stored in the 
Horizon main branch database and then copied to an audit database 

This mechanism can be considered a `closed loop' where information is securely 
exchanged from the counter to the Horizon branch database and then on to the 
audit database 

Whilst copies of transaction data are provided to numerous external systems from 
the main Horizon database, once an audit record is created, it becomes security 
sealed and time stamped. Audit records cannot then be accessed or altered without 
detection and the creation of further auditable events 

The Core Audit Process is designed to provide a definitive log of all transactions,.. 
As such it is the "base" upon which any assessment as to "what was entered att the 
counter" should be derived from to the exclusion of all other systems that may take 
a feed of data from the Branch Database 

A number of `assertions' can be independently examined to test the robustness of 
the Core Audit Process, these are listed from page 7 of this presentation 
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Exec 

Summary 

continu 

■ The enclosed summary and embedded documents provide an overview and 
technical description of the Horizon 'Core Audit Process' (CAP) 

$ This illustrates the design principles and safeguards built into the CAP to ensure` 
that a record of sub-postmasters transactions are created, maintained and protected 
for the 7 year term from creation as required under contract .. 

There are 2 documents enclosed. These describe the audit processes for the 
original `Horizon Core Audit Process' and also the revised `Horizon Online Core 
Audit Process (Post 2010) 

■ ARCGENREP0004.HorizonDatatntegitr.doc 
* HorizonOnlineDatalntegrity_POLdoc 

The documents are written in sufficient detail for an Independent Expert to gain an 
understanding of the key principles, technologies and processes involved in the 
CAP 

r, 
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■ The Core Audit Process is designed to ensure that an exact:..:record of 
counter transactions are created and kept in a secure audit database 

■ Safeguards are built into the process to check for transaction 
data 

corruption and integrity 

Principles of double entry book keeping are used to validate that items 
purchased are matched to monies received 

■ Each item in the audit trail has a unique incrementing sequence number. 
This means it is possible to detect if any transitions records have been lost 

■ Transaction records are `sealed' using industry standard secure protocols 
■ All audit records are kept in a segregated audit database 
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$11p.rizon'l-Online Core Audit Process 

BAL , Message 

Audit Write 

Audit Store 

•:Retrieval 

Closed Loup 
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•In order to provide assurance that the Core Audit Process is performing as 
designed for Horizon On-line*, a number of assertions related to the design 
and function of the CAP can be tested; 

tI Baskets net to nil 

Basket received is same as that seen by counter 

• *The Horizon Application was re-architected and rolled out in 2010 so the original 
implementation is no longer operational. Any examination of original  Horizon transactions Will 

need to refer to design documentation and archive data that still exists (kept for 7 years). It is 
important to note that the design principles of the CAP are consistent between the two 
versions. 
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■ That all of the transactions in a basket (a basket is defined as any number 
of items for one customer) received from the Post Office branch counter 
balance to zero against the customer payment. 

Tf When the contents of a Basket are written to the Branch database a check is 
made that the net value of all the accounting lines is indeed zero and should it 
not be, then an alert is raised and the basket is discarded and an error 
response returned to the counter. 

The transaction cannot be completed until a successful response has been 
received from the BAL indicating that the message has been stored 

Any failures in committing Auditable activities at the Data Centre will result in an 
error response being returned to the counter. In all cases the User is informed 
of what is happening. Such failures will not be visible in the transaction audit,. 
but in normal operation will be visible in the system Event Log. 
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Basket received is same as that seen by counter. tT9: 

To ensure that the message is not tampered with after being sent from the 
counter, each message has an associated Digital Signature, The. 
mechanism for creating this Digital Signature is as follow:. 

in At Log On, the Counter creates an RSA Public / Private key 
pair. 

The P b41c key is sent to the :BIL as part of the audited Log C4:n message: 

S.The L On message is concatenated with the Digital 
Signature and the SAL's 

signing certificate for its Public Key and signed by a BAL Private key (held in 
the data Centre Key Store) and added totth+e audit trail with a BAL gnirated 
s 

IN Ail subsequent messages are digitally signed 
key established at Log On. 

by the counter using the private 

Digitally Signing a message involvee taking a SMA-1 .Haab a the rhew§ 6 a an d 
digitally signing the Hash value using RSA. 

The Digital signature is stored alongside the message in the Journal table and 
is 

extracted with it into the Audit file as described below 

n 
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Full 
basket enters audit 

tram 

• When the contents of a Basket are written to BRDB a check is made that the net value of all the 
accounting lines is indeed zero and should it not be, then an alert is raised, the basket is 
discarded and an 

error response returned to the counter. 
a Each night after midnight, the contents of this message journal table for the previous day are 

copied from the BRDB to a number of serial files. During this copy process, a check is made 
that indeed there are no missing or duplicate jsns for any counter and should any be found an 
alert is raised. 

• Should there be no response from the Data Centre following an attempted commit of an 
auditable activity within a timeout period (currently set to 30 seconds), an automatic retry L 
invoked. This sends identical business data to the Data Centre where a check is made to see if 
the Audit data has already been committed to BRDB. Should the retry also timeout, then the 
User is prompted and asked whether they wish to Retry or Cancel the Activity. Such time-outs 
and any retries will not be explicitly visible in the transaction audit, but in normal operation will 
be visible in the system Event Log. 

Continual failures to Update the Database at the Data Centre mean that it is not clear at the 
counter whether or not the database accurately reflects the-situation in the Branch. Therefore 
the system will force a Log Off at the counter to ensure that when communications are re-
established, that the Recovery process is invoked to reconcile the counter view with that on 
BRDB. If there is a basket currently being processed, then a special Disconnected Session 
Receipt will be produced showing which transactions have been discarded-and which are to be 
recovered making it clear what money needs to be exchanged with the Customer. 
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No extra baskets enter audit traH uprsu

Within any counter (i.e. fora given Branch Id / Counter Id combination), the 
jsn will always increase by exactly one for each successive 

audit record. 
This enables a check to be made that there are no duplicated audit records 

I Every auditable request made by the counter will be logged in the message 
journal before the request 

is 

actioned by the BAL, The message journal 
performs two functions, firstly it provides auditing facility and secondly it 
provides 

a 

duplicate checking facility to prevent counter messages that may 
have been resent from being reprocessed. 

a Access to the counter :system which enables the entry of transactions via the 
-SAL is controlled through a secure key exchange mechanism which takes place 
as>part of the Log on Process. 

a The jsn is stored within the message body which is securely encrypted using 
cryptographic keys 

A check is made that there are no gaps or duplicates in the jsn sequence fore 
any counter. 

a 
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■ Each message within the audit trail has its message body encrypted using 
the cryptographic keys used by the counter submitting the basket. 

The jsn is stored within the message body which is securely encrypted using cryptographic 
keys 

A Each night after midnight, the contents of the message table for the previous day are copied 
from 

the 
BRDB to a number of serial files. 

These files are then copied to the Audit system where they are sealed with digital seals. They are held 
there for a period of 7 years during which time they may be retrieved and filtered to produce the 
relevant audit data for a particular Branch. 

z The Digital Seal is calculated using an MD5 hash of the entire content of the file being sealed. This 
value is stored in a separate "Seals Database" held on the Audit Server. 

Whenever data is retrieved for audit enquiries a number of checks are carried out: 

The audit files have not been tampered with (i.e. the Seals on the audit files are correct) 

The individual Baskets (and other records) have their digital signatures checked to ensure that 
they have not been corrupted 

A check is made that no records are missing or duplicated. I.e. a check is made that there are no 
gaps or duplicates in the jsn sequence for any counter 

There is adequate synchronisation of server and counter clocks throughout the process for time and 
datestamping purposes 
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Horizon Online Data Integrity for Post Office Ltd 

FUJITSU RE;TRICTEP - COMMERCIAL IN CONFIDENCE, 

2 Htalzbn... online Dada Integrity.` 

2.1 C.verview-of Normal Qperation 
Horizon Online is designed to store all data in an online database known as 'the. Branch Database 
(SRDB). This database is a highly resilient Oracle database implemented using Oracle ReatApplication 
Cluster RAG (see also section 2.4). In particular no data concerning BusinessTransactions is retained at 
the counter other than in the memory of the Counter Business Application.' 

fiptti.I _- PrtrtiaTy message flows 

Transactions are carried out locally on the Horizon Online counters and a Basket is built up during a 
Customer Session. Each transaction will result in a Basket Entry consisting of one or more Accounting 
Lines. At the end of a Customer Session when the Basket has been completed and all Settlement items 

(or 

Tender lines) have been processed and added into the Basket as further Accounting Lines, such that 
the total value of the Basket is zero, the entire Basket is sent to the Data Centre as a BAL Message 
where the Branch Access Layer (BAL) processes the message and all the Accounting Lines are recorded 
and committed to the BRDB as part of a single Oracle Commit. This means that either all the 
transactions within a Basket are successfully written or none of them are. Once the Accounting Lines 
have been successfully committed a response is returned to the counter indicating this success and this 
then allows any receipts to be printed The Basket is deemed to be fully completed once all relevant 
receipts have been successfully printed. Note that if there are no receipts to be printed, then the screen 
is updated to show the top level menu indicating successful completion of the previous Basket. 

The Oracle Commit also includes an Audit of the data originally transmitted from the counter to the 
BRDB This data is digitally signed at the counter using a key generated as part of the Log On process, 

In order to support recovery as described in section 2.36, the identifier of the last successfully 
completed Basket is recorded on the Hard disk at the counter. However this is not classed as Business 
Data. 
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It is this audit record that is used to provide the extract of transactions used for Litigation support. 
sc I!,u-,s how this audit record is managed after it is committed to BRDB, 

i to rel~',fd may also include application events that have been accumulates'! 0 'Oe : o::ntc r ,inca 
r Ire: message was sent to the Data Centre. All major activities that 40i(^f. > , I Yr alc,n 

aa~ nJr c't the data sent from the counter to the Data Centre includ, i  , lit i ng. Such 

On / Log Off of Users at the counter 

:, ... .'modification of User Accounts (including r  , .v 

's; iciurlg Users to Stock Units 

,.luting a Stock Unit 

I tticing the Branch Trading Statement. 

1 < ± .,cord includes the following identification: 

lt:n::ch identifier (i.e. FAD Code) 

Cc,unter identifier 

• Sequence Number (known as a Journal Sequence Number orjsn) 

• Counter timestamp 

Within any counter (i.e. for a given Branch Id / Counter Id combination), the jsn will always increase by 
exactly one for each successive audit record. This enables a check to be made that there are no records 
missing from the audit trail when they are retrieved. 

The transactions in a basket are constructed using the principle of double-entry bookkeeping. This 
means that in addition to the Accounting Lines that relate to the actual business transactions, separate 
Accounting Lines are also generated for the tender items (such as Cash, Cheques or Credit / Debit 
Cards), resulting in the total value of all Accounting Lines in a Basket adding up to zero. When the 
contents of a Basket are written to BRDB a check is made that the net value of all the accounting lines is 
indeed zero and should it not be, then an alert is raised and the basket is discarded and an error 
response returned to the counter. 

Note that this could on/v happen as a result of a hug in the code and this check it included 
specifically to check Jar any such bugs. 

Baskets are also built up during Back Office Sessions and such Back Of/ ns t'.'nssn,ts. ,,Ie handled in a 
similar way to Customer Baskets. 

2.2 Detail of Normal Processing 
The purpose of this section is to expand on the summary in Section 2.1 and identify other documents 
'where more detail of the various steps are covered 

As outlined in section 2.1 above, the following is the key behaviour of the handling of a Basket: 

1. The Clerk carries out one or more business transactions. Each Business transaction will 
construct a Basket Entry which is held in the memory of the counter and the value of which is 
visible on the screen. 

2. When all the transactions for a customer have been completed, the clerk selects either the Fast 
Cash or the Settle functions on the screen. 

0 Copyright Fujitsu Services Ltd 2012 FUJITSU RESTRICTED. COMMERCIAL IN Ret'. 
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Nose that rJ t! 
hr h,u 
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to a,taE basket value is. zero at this dtis tkQn et/hefi b ll MWk in'rmtendtnte!(3 
gmng L, ,rep .r 

a. Selecting Fast Cash results in the system calculating the amount to required to take tl 
total value of the transactions in the basket to zero and constructs a Basket Entry for the 
Cash Product for this amount and adds it into the Basket. By definition, the total value of 
the basket at this point will be zero 

b. Selecting Settle results in the system displaying a menu of permissible settlement 
options The allowable settlement options are configurable and depend on various 
Business Rules, however are likely to include the following: 

i. Cash 

This allows a specific amount of cash to be entered (which may or may not be 
the full amount). It will take a sign based on attempting td move the Basket total 
nearer to zero. 

A corresponding Basket Entry is created and added t, .the in meet ry and 
On-screen basket display with an updated total. 

ii Cheque . . .... . . .. 
This 'allowsa specific-amount for a Cheque to be entered (which may or may not 
be the full amount) Its sign will always reflect the fact that a cheque is payable' 
to Post Office Ltd (other than for Reversals). 

A corresponding Basket Entry is created and added to the in memory and.. 
On-screen basket display with an updated total, 

iii, Chip and PIN 

This allows Chip and PIN transaction to be processed. The amount to be taken 
is entered, but defaults to the maximum amount allowable by business rules" 
(which may or may not be the full amount). Its sign will always reflect the fact 
that a payment is being made to Post Office Ltd (other than for Reversals). 

-~ 
llr+: r,s lsrrl.v uf'rh l3a.ures's I/it/es ,re not ra le vur' Us thr,, lmaxrin of the srstenr.

A corresponding Basket Entry is created and added to the in memory and 
On screen basif_ett dlepilay with an updated total. 

iv, swipe 

This allows magnetic swipe payment card to be processed. Note that if the 
Magnetic stripe indicates that the card is a Chip and PIN card then the 
transaction will be abandoned at this point. The amount to be taken is entered, 
but defaults to the maximum amount allowable by business rules (which may or 
may not be the full amount). Its sign will always reflect the fact that a payment is 
being made to Post Office Ltd (other than for Reversals). 

fT*;desaIks of the Business Xrdes sin nar rrL suns m dre lrNekrto n/theatti/eqt. 

A corresponding Basket Entry is created and added to the in memory and. 
On-screen basket display with an updated total 

v. Fast Cheque 

This allows Cheque transaction.to<be processed. However in this case the 
system calculates the amount reptriredto take the total value of the transactions 
in the basket to zero and constructs a Basket Entry for the Cheque Product for 

0Copydgt4t Fujitsu Services Lid.20.12 FUJITSU RESTRIC1ED- COMMERCIA.I. IN Rel
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vi. Fast Cash 

This is the equivalent of the, Feet 15 esn L, I= ., , ,rn ' C 1. 111 -Jove 

c. The User is then able to select any. of the u, _ ,ir- ' , an, = uJd appropriate 
settlement items into the In memory and On-screen r siu , lussc;ried Should the 
Total value of the Basket not be zero after processi c= t transaction, the 
settlement menu is re-displayed allowing further >= ti 'Cl , r ' :n. _brans to be selected 
until the net value of the Basket becomes zero 

3. Once the Basket Total becomes zero, a message is r,cnstr.,, rJ INn entire bsskCi. 
content to the BAL. The structure of the message sent is defnen :n .. ,-'I'I IS:!0018j
connection is established to the BAL in order to send this message. i he message sent
defined as being an auditable message and so will include a jsn. It may also pick up a; ,; 
outstanding Audit Events and Statistical data that have been accumulated at the counter since 
the last auditable message was sent from the counter to the BAL. This message will be signed 
by the counter using a Digital Signature constructed using a key that has been generated as part 
of the Log On process. This Digital Signature is sent as part of the message to the BAL. 

4. When the BAL receives the message it detects that there is an associated jsn. This means that 
the Audit Filter is invoked which results in the entire data sent from the counter being added<,tt 
the BRDB table BRDB RX MESSAGE JOURNAL. 

5, The BAL then processes the message and updates other tables in BRDB. 

6: If all these updates are successful, then the BAL invokes a COMMIT to Oracle on BRDB which 
will commit all the changes at steps 4 and 5. Should there be any failure, then the BAL will issue 
an Oracle ROLLBACK which results in none of the changes in steps 4 and 5 being saved and it 
is then as if the interaction from the counter didn't take place. In either case a suitable response 
is.returned to the counter and the connection tot the counter is closed, 

7. When the counter has sent the message to the BAL (at step 3), it waits for a Response. There 
are 3 possible responses that can occur 

a. 

The BAL update was successful (this is the normal case) 

b. There was a failure from the BAL. 

C. No response is received within a configurable timeout period (usually 30 seconds) 

The first case is normal. The last 2 cases are considered to be Error Scenarios and are 
considered further in section 2.3, but are considered to be out of scope of the normal processing. 

8.- When the response is received, any receipts required are printed and then the In-memory and 
On-screen baskets are cleared and the screen is updated to the "Home' screen ready for a new 
Basket to be started 

Overnight, the content of the table BRDB_RX_MESSAGE_JOURNAL is copied to a set of serial files and 
passed to the Audit system, There is more information on this audit process in section 3 of this 
document. 

2.3 Error Scenarios 

2.3.1 Recoverable Transactions 
Simplistically it could be assumed that if a Basket fails to commit then the content of that basket can just 
be discarded. 

tb Copyright Fujitsu Services Ltd 2012 FUJITSU RESTRICTED - COMMERCIAL IN Ref 
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This is similar to the normal model presented with on-line shopping, in that If your browser fails after 
trying to commit the basket, you are uncertain as to whether your purchase has been processed or not. 
You then need to carry out some other activity (e.g. phone the provider or check your Credit Card 
account the next day) before knowing whether or not to re-attempt the transaction. 

However this is. not really appropriate in a Post Office environment, For many transactions it can be 
assumed that the Basket has failed to commit and so the transactions in the basket are discarded and 
they can be re-attempted at some later date. However in some cases this is not appropriate since the 
Transaction may have had an impact on some external system. An example of this is a Banking Cash 
Withdrawal. In this case the Bank has been informed of the Transaction during the processing gt:the 
Banking Transaction and has removed the funds from the Customer's account. Therefore it stifriptiitant 
that this transaction is completed. Such transactions are considered to be Recoverable Transactions. 

If a transaction is to be Recoverable, then information about that transaction is recorded in the BROS 
when the transaction is first initiated (and before the transaction is sent to the Fl) allowing the transaction 
to be recovered should there be a failure. Note that this recovery information is not audited. 

There-are many types of Recoverable Transaction 

• All Bankingtransactions 

• All Credit I Debit Card transactions 

• All E-Top up transactions 

• All Reversals 

r Selected AP-ADC transactions (as defined in the-transaction script) 

2.3.2 Failures 
Any failures in committing Auditable activities at the Data Centre will result in an error response being 
returned to the counter. Such an error response will be displayed to the User, thus informing them of the 
situation. The next action then depends upon the Auditable activity: 

• If it relates to a basket settlement where the basket that contains 1 or more Recoverable 
Transactions, then a Forced Log Out is initiated and the normal Recovery process will tidy things 

r If It relates to a basket settlement where the. basket<doesn't contain any Recoverable 
Transactions, then the content of the basket is discarded afld-the User is returned to the Menu to' 
continue working 

• If it relates to a non-basket activity, then activity is abandoned and the User is returned to the. 
Menu to continue working 

In all cases the User is informed of whatis happening. 

Such failures will not be visible in the-transaction audit, but maybe visible in the system Event Log, 

3.3.3. Tirrie Outs 
Should there be no response from the Data Centre following an attempted commit of an auditable activity 
within a timeout period (currently set to 30 seconds), an automatic retry is invoked. This sends identical 
business data to the Data Centre where a check is made to see if the Audit data has already been 
committed to BRDB. 

• If it has been committed, then this means that the original activity was successful, but the 
response did not reach the counter in time. Therefore no action Is taken in terms of updating the 
BROB and a Success response is returned to the counter. 
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• If it has not been committed, then the original activity either didn't reach the Data Centre, or it 
failed to be processed. In either case it is safe to re-process the data and the appropriate 
response is returned to the counter after the data has been processed which will be handled as if 
it was from the original request. Note that re-processing the data will include recording an audit 
of the data if the reprocessing is successful. 

Should' the retry also timeout, then the User is prompted and asked whether they wish to Retry or Cancel 
the Activity. 

• Selecting Retry results in the Activity being retried once more as described above. If this also 
times out, then a further automatic retry is attempted and if this is still unsuccessful, then the 
User is again prompted as to whether to Retry or Cancel. This cycle then continues until either 
there is success, or the User finally gives up and selects Cancel. 

• Selecting Cancel results in a Forced Log Out being invoked, 

Such time-outs and any retries will not be visible in the transaction audit, tsut Maybe visible •in the systr3m 
Event Log. 

2.3.4 Forced Log Out 
Continual failures to Update the Database at the Data Centre mean that it is not clear at the counter 
whether or not the database accurately reflects the situation in the Branch. Therefore the safest thing is 
to force a Log Off at the counter and ensure that when communications are re-established, that. the 
Recovery process is invoked to reconcile the counter view with that on BRDB. 

If there is a basket currently being processed, then a special Disconnected Session Receipt will be 
produced showing which transactions have been discarded and which are to be recovered making it clear 
what money needs to be exchanged with the Customer. 

22.3:5 Terminal Failure 
Clearly a counter terminal can fail at any time. However the situation is not very different from that where 
a failure to contact the Data Centre has occurred as described above. Therefore the behaviour of the 
User needs to be as follows, 

1. Work out the value of any Recoverable Transactions (there ought to be printed receipts 
associated with all of these) 

2. From this work out what is owed to, or due from the customer 

3. Consider whether any Credit / Debit Card payments may have been successful 

4. From this work out any cash due to / from the customer 

5. Write out any necessary receipts by hand

6. Keep a record of exactly what happened to be used at Recovery time. 

Clearly in this case the system is unable to assist the User in guiding them as to what to do. 

2.3.6 Recovery 
Recovery after a failure must always take place on the same counter position. Note that if the terminal 
has failec and needs to be replaced by an engineer, then recovery cannot be carried out until the 
replacement terminal is working correctly. 

At every Log On a check is made in the Central Database to see if any Recovery is required. The 
following checks are carried out: 

1. Is there any outstanding Recovery Data associated with this terminal'/ 
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If so return the outstanding Recovery Data 'to the counter so that the transactions can be 
recovered using Rollforward Recovery 

2. Did the last session carried out on this terminal have a tidy Log Off? 

If not, return details of the last Basket (if any) that was successfully written from the 444f Log.On 
session to the counter so that further recovery checks can be made . 

Otherwise all is well and No Recovery is required (i.e. the normal case). 

During the Log On process, if the counter receives an indication that recovery may be required (i.e, one 
of the two cases described above), then the following occurs before the Log On is completed: 

1. If Rollforward Recovery is requested, then for each Transaction with associated Recovery Data, 
then the appropriate Recovery script is executed, which will result in a Roliforwarrl Recovery 
Basket being produced which is then settled to the Branch Database as normal and this will 
generate a recovery Receipt. This will normally match any Disconnected Session receipt (or 
other information recorded at the time of failure). 

2. If there was no Basket Details of a Last successful Basket returned, then No Recovery Is 
required 

"s. If further checks are requested, then the following checks are made at the counferi 

a. What was the identifier of the last successful Basket sent from the counter? 

The identifier of the last successful Basket is written to the Counter Hard Disk at the 
completion of the basket (i.e. after all Receipts have been successfully printed), ; 

Therefore, provided that the Terminal has not been replaced, then this is avaitat leto be 
checked for automatically. 

Where the terminal has been physically replaced, a dialogue is invoked to get the user to 
confirm the identity of the fast Successful session which may involve displaying the last 
basket known to the Data Centre. 

b. If this matches the identifier of the Last Successful Basket that was returned from the 
Data Centre, then No Recovery is required and all is well 

c. If they don't match (i.e. the Basket returned from the Data Centre was the one that the 
counter was trying to save at the time of failure), then the Forced Log Off process will 
have assumed that the Basket failed. Therefore the Recovery process needs to 
generate a Basket that reverses any non-recoverable transactions -_in that basket (since 
the forced Log Off would have discarded them). This is known as Rollback Recovery. 
This will also produce a Receipt. However it will not match the Disconnected Session 
Receipt exactly. 

24 Database Characteristics 
The database uses Oracle version 10gR2 It uses an Oracle Real- Application Cluster (RAC). which runs 
the database over multiple nodes (servers). in practice there are normally 4 such database nodes 

Partitioned tables store branch specific data. This provides high performance and scalability. 
Applications need to know in which partitions date is stored and which nodes manage these partitions. 
They use a convention based on Branch codes, 

The design of the Branch Database supports non-stop trading during core hours. 

• Oracle RAC is resilient. If one node fails, the remaining nodes carry on running and the 
database remains available for use;. The database can meet its performance targets if one node 
fails. 

(10 Co 
_ ~..~-.. ..... 
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• The standby database allows very fast recovery if there is a data Corruption that takes the live 
database offline, The maintenance of the standby database is automatic. 

A disaster recovery site remotely mirrors the data. The mirroring of data is synchronous. This guarantees 
that no data is lost if there is a catastrophic site failure. 

Data associated with a Basket is stored in 3 separate areas of the Branch. database: 

1. A copy of the actual Basket data as transmitted from the counter together with the associated 
digital signature is held in a table known as the message journal. 

Use of the data in the message journal is described further in section 3, 

2. Individual accounting lines are extracted from the basket and each accounting line is written to 
two separate tables. 

a) Detailed transaction information for passing to Post Office Ltd Back end systems 

This data is retained for sufficient time to ensure it has been successfully passed to Post 
Office Ltd's back end systems (in practice it is held for about 4 days) 

b) Summary transaction information to support reporting and Branch accounts 

This data is retained to allow it to be used for any reporting and accounting period within 
the branch (in practice it is held for about 60 days) 

Each night the reporting data is summarised within the branch database to provide daily totals for 
transactions based on product, mode, stock unit and accounting period. This summarised data is used 
(together with transactions for the current day) when balancing a stock unit, thus minimising the amount 
of data that needs to be considered. 

Although the data used for generating the counter reports and passing to Post Office Ltd's back end 
systems is taken from the tables described in point 2 above, any data provided by Fujitsu in order to 
support litigation is based on the Audit taken at point 1 above Since the processing for producing any 
report is based on the same source of data (ie the audited data sent from the counter) it is asserted than 
any report could be regenerated based solely on the audited data. As described in section 2.1, the. 
audited data consists not only of the Basket information, but also any other significant events and in 
particular the Opening Figures (ie cash and stock levels) calculated at the start of a new period based on 
the balancing of an accounting period. 

If shaadd he noted that slrch dart/ is not presented as evidence as part of the normal litigation support 
senvice. Sunilarfv we do not have tools that extract data such as Opening !Figures into a readable 
faun or to he able to re-generate reports based on the audit trail. However such data is available in 
the audit haul, and if required, such molt cal dd iechnietdly he develn/ d io resolve any di.syuue in 
that area ('I'! rmgh there on, clearly commervit$ cons•/deratirms in /enns of fire cast and el/art 
Involved in doing so.) 

_. 
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3 Audit Systom 
As outlined in section 2.1 and described 

in 

section 2.4, any auditable 
message 

from the counter is stored, 
together with its Digital Signature and other key attributes in an "Audit table" (known as the Message 
Journal) in BRDB. 

To ensure that the message is not tampered with after being sent from the counter, each message has 
an associated Digital Signature. The mechanism for creating this Digital Signature is as follows: 

1, At Log On, the Counter creates an RSA Public / Private key pair. 
2. The Public key is sent to the BAL as part of the audited Log On message 
3. The Log On message is concatenated with the Digital Signature and the BAL's signing certificate 

for its Public Key and signed by a BAL Private key (held in the data Centre Key Store) and added 
to the audit trail with a BAL generated jsn 

4. All subsequent messages are digitally signed by the counter using the private key established at 
Log On. 

5. Digitally Signing a message involves taking a SHA-1 Hash of the message and digitally signing 
the Hash value using RSA. 

8. The Digital signature is stored alongside the message in the Journal table and is extracted with It 
into the Audit file as described below 

Each night after midnight, the contents of this table for the previous day are copied from the BRDB to a 
number of serial files, 

it rtamhr r if  Jilex are {ketierrxled ryae to the va/wee of data pr oceszed each . AA data f rnm a g men 
13r<an h u i/i he arc wernr deg rnto a small 'winter of these files foeasetr(etrievn/. 

At this point a check is made that indeed there are no mis*tr+g or-duplicate jsns for any counter and 
should any be found an alert is raised 

Not. that Ihra. could anti' happen as a rx cult of a hug III the code or hi' ,',ebodc Imnperitig with the 
data irr BRI Ill and ibis clterk Is indwled sperlfii'a/fV In c heckJnl our each ht,Ks Innr/x 1 , 

These files are then copied to the Audit system where they are sealed with digital seals. They are held 
there for a period of 7 years during which time they may be retrieved and filtered to produce the relevant 
audit data for a particular Branch 

The Digital Seal is calculated using an MD5 hash of the entire content of the file being 
sealed, 

This value 
is stored in a separate "Seals Database" held on the Audit Server. 

Whenever data is retrieved for audit enquiries a number of checks are carried out 

a) The audit files have not been tampered with (i.e. the Seals on the audit files are correct) 
b) The individual Baskets (and other records) have their digital signatures checked to ensure that 

they have not been corrupted 

I hir ,nu/cc, hndinr 'hi' t uhhr A; er n hrrh has he r a utn'd +e it/t the Loy, f7m "s a : curd ula'u 
('lu knry the InI grit of I/O'Log On me wake u.rutg the I'uhht kin' ('erhfi of of the 1L4L's slgntfly 
4ev u Iur lr IN it"rc d us pare of the l.og (ht audit na cake 

c) 

A check is made that no records are missing or duplicated. I.e. a check.is made that there are no 
gaps or duplicates in the jsn sequence for any counter. 

It should be noted that this same Audit system was used to hold similar data from the old Horizon system. 
However on the old Horizon system the audit point was the message journal on the Riposte 
Correspondence Servers and thus the technology used for producing the audit of data is completely 
different between the old Horizon system and Horizon Online. 
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0.6 Abbreviations 

0,7 Glossary 
See also document ARC/GEN/REPI0001. 

0.8 Changes Expected 

Review comments etc. 

0.9 Accuracy 
Fujitsu Services endeavours to ensure that the information contained in this document is correct but, whilst every 
effort is made to ensure the accuracy of such information. it accepts no liability for any loss (however caused) 
sustained as a result of any error or omission in the same 

0.10 Copyright 
© Copyright Fujitsu Services t smite d ?Q:'4 p»'d.: AN rights reserved- No part of-this-document may be relproduce .t, 
stored or transmitted in any form without the prior written permission of Fujitsu Services. 

NCE AND .,._.~Ref.,...~:. 
Si Copyright Fujteu Services Lttl 2009 COMMERCIAL IN CONFIDENCE AND ReC ARC7GE'NIREPr0004 

WITHOUT PREJUDICE Version: 1.0 

Uncohitroiled ltptinted er Distributed Date: a/1 1i20134)2F1fU2009 
Penn No: 4of9 



POL00043789 
POL00043789 

• 
r X

00 Horizon Data Integrity 

FUJITSU COMMERCIAL IN CONFIDENCE AND WITHOUT 
PREJUDICE 

I Purpose 
This document Is submitted to Post Office for information purposes only and without prejudice. In the 
event that Post Office requires information in support of a legal case Fujitsu will issue a formal statement. 

This document is a technical description of the measures that are built into Horizon to ensure data 
integrity, including a description of several failure scenarios, and descriptions as to how those measures 
apply in each case. 

Note that this document only covers Horizon. It does not cover HNG-X (Horizon Online) 
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2 Horizon Data Integrity 

Audit 
Write 

Audit :Stare 

Alit l~etxfe+ret 

The Horizon system is designed to store all data locally on the counter's hard disk. Once the data has 
been successfully stored there it is then replicated (copied) to the hard disks of any other counters in the 
branch (and in the case of a single counter branch to the additional external storage on the single 
counter), Data is also passed on from the gateway counter to the Horizon data centre using similar 
mechanisms. 

The replication process is designed such that should the data fail to be copied immediately (for example 
due to a failure on the local IT network within the branch or another counter being switched off or the 
branch being disconnected from the data centre), then further attempts are made to replicate the data at 
regular intervals until it is finally copied successfully, Once the data reaches the Data Centre a further 
copy is taken and added into the audit trail where it is available for retrieval for up to 7 years,. Data in the 
audit trail is "sealed" with a secure checksum that is held separately to ensure that it has not been 
tampered with or corrupted. 

Every record that is written to the transaction log has a unique incrementing sequence number. This 
means it is possible to detect if any transitions records have been lost. 

While a customer session is in progress, details of the transactions for that customer session are 
normally held in the computer's memory until the customer session (often known as the "stack") is 
settled. At that point all details of the transactions (including any methods of payment used) are written to 
the local hard disk and replicated (as described above). It should be noted that double entry 
bookkeeping is used when recording all financial transactions, ie for every sale of goods or services, 
there is a corresponding entry to cover the method of payment that has been used. When a "stack" is 
secured it is written in such a way that either all the data is written to the local hard disk or none of it is 
written This concept of "atomic writes" is also taken into account when data is replicated to other 
systems (ie other counters, external storage or the data centre). 
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The data for a stack will have been successfully secured to the local hard disk before the screen is 
updated indicating that a new customer session can be started. Note that although an attempt will have 
been made to replicate the data to an external system at this time, there is no guarantee at this point that 
such replication will have been successful. For example if there is a Network Failure followed by a 
Terminal failure there is a slight risk that transactions in the intervening period could be lost. 

All data that is written includes a "checksum" value (known as a CRC) which is checked whenever the 
data is read to ensure that it has not been corrupted. Any such corruptions detected on reading will result 
in failures being recorded in the event logs which are held on the local hard disk for a few days for 
immediate diagnosis and also immediately sent through to the data centre where they are held for 7 
years. 

Any failures to write to a hard disk (after appropriate retries) will result in the counter failing and needing 
to be restarted and so will be immediately visible to the user. 

Whenever data is retrieved for audit enquiries a number of checks are carried out 

1. The audit files have not been tampered with (ie the Seals on the audit files are correct) 

2 The individual transactions have their CRCs checked to ensure that they have not been 
corrupted. 

3. A check is made that no records are missing. Each record generated by a counter has `.an 
incremental sequence number and a check is made that there are no gaps In the sequencing, 
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3 Scenarios 
It should be noted that these scenarios are. all to do with equipment` failures artd'these Wilt always be 
visible to Fujitsu through the event togs which are retained. 

3.1 A counter fails 
Mien a counter fails, there are two possible scenarios: 

e It can. be. successfully restarted 

• ft cannot be successfully restarted, so needs to be physically replaced 

In each case the Data Integrity considerations are differentand.so are described separately below. 

Once the counter has been restarted (regardless of Whether or not it has been replaced) recovery may be 
carried out if recoverable transactions are detected on the counter. This is also discussed below. 

3.1.1 The Counter is Successfully Restarted 
In tt 'c a atl:thedata that had been secured prior to the failure is stilt:presenton the counter and so is 
available for use. If the User is in any doubt as to whether a transaction had been completed or not prior 
to the failure they can use the transaction logs to confirm one way or the other. 

3.1.2 ThwCounter is Physically Replaced 
In this case there is no data on the local hard disk of the replacement counter. However, since the data 
should have been replicated to other counters in the branch (or in the case of a single counter branch to 
the external storage -• which should have been physically moved to the replacement counter), then .the 
data should be retrieved and copied to the new counter. If for some reason the data were not available 
locally in the branch, then it will be copied bade from the data centre. This all happens automatically as 
part of the counter replacement procedure. 

encrypted danger protection issues once the old Note that the hard disks are encl tad'so there is no  of data 
counter has been removed (or if it is stolen). 

When a counter is physically replaced, there is a possibility that not all data has been successfully 
replicated to another system prior to the failure. In this scenario it is essential that the user confirms what 
the last successful transaction on that counter was, again by using the transaction logs. 

3.1.3 Transaction Recovery 
Some classes of transaction generate recovery data as they go along, so as to ensure that in the event of 
a failure between the transaction starting and the basket being secured, there is sufficient information 
available to enable the transaction to be recovered On Horizon there are two separate mechanisms to' 
cover different classes of transaction. 

• Banking Recovery 

• AP Recovery

Both these mechanisms -are automatically invoked during Log On, should the system detect that there 
has been a possible failure These are described below. 

3,9.3.4 Banking Recovery 

This covers credit card and debit card transactions and e-T0p-Up:bansactions as well as online banking 
transactions. 
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to see if any incomplete banknq ./i , " s rt.;chions ri kinq.
I 1 L i oXi t ill 2F rrrnsactlon logs for lc . >€inter. An Irly ,r r ? V1 ) le 

i r,en sent to the fig n ,~ istitutlon, ernc in i r: Ina ,
.oi>ri ,u (1 i sl ai. iC `/ 371 i I' '  rl y  sc. U'E :I r t)I rrftrSment atth.' 1'nd c hn I rt r -( i in . • irai. 

fPl ru nt r, overt' irtformatiurt cod in don f, iI '... ii:'.'n (;u ,rr l,r. w sale i u i i ;
i,osig recovered and  c. i , 'u- a -,r 

h s=c the user is prompted to <c. - Pr; , u~:. ; itri: , "icr „ ar,i - _ 
d , , 1 - ..onse from that prompt is useu [c: m ..n t . l; :. , •, rf 

3;4.3,2 Al  ^covery 
In fY _ "on' n1'i .r1 i i ..ed Paynr=nntt. it i , ) 1011 a r i , ;sr+n, rim', ~, i r, ,~ ;z n,i •,'  o i. i; r Id they 

.:cu innccd ntc '.cj so Imracro , r 1 , or ironing It until lutes_ 

~..It recouery they nod ice asked aboutthe last successftt ,1\H n .   .i . ir,l. 9, be 
from the branch copies of the AP receipts that are printed) and the systt r con Con;. ' '.c son i  it 

toss been completed in.'the system. If it has not been completed in the systeu the systt n o ,s 
the AP Recovery data stored in the transaction logs to ensure that all incomp7 -dur AP transaction illy. 
counter up until the one specified by the user are completed at recovery time ' ci assist with this hi 
each AP transaction has a unique, incrementing sequence number which is 1.,r nu:d on the receipt 

Fujitsu understand that these processes are defined in Post Office's Hor 2 es 

3.2 A counterhais a'`tBlue Screen of Death" 
This is just a special case of a counter failure, so please see section 3.1 above. 

3.3 There are package collisions on networks 
The replication protocols used to copy details of transactions between counters and also between the 
gateway counter and the data centre ensure that the data is copied successfully. Should packets collide 
on the network (or should there be any other network issues such as the IT communications link failing) 
then the replication protocols will ensure that the data is resent Such retries will continue until the data 
is finally successfully transmitted, 

0 Copyright Fujitsu Services Ltd 2009 COMMERCIAL IN CONFIDENCE AND Ref ARCIGEN/REPIDQOA 
v THOUT PREJUDICE Version: 1.0 

Uncontrolled If Printed or Distributed Date: 28/1i/20130201009 
Page No: 9019 



POL00043789 
POL00043789 

#738.1 



POL00043789 
POL00043789 



POL00043789 
POL00043789 

#927.1 

Metadata 

I stabs 
__.- _, 

c  

_t3 CepawerPomt_,!j swx ORIGINAL 



POL00043789 
POL00043789 



POL00043789 
POL00043789 

#939.1 

Metadata
PNNORartiO

- 
Microsoft_D fice_PoWerPo%i Siidel.sldx ORIGINAL. —~,    ~_—



POL00043789 
POL00043789 

From: Rddric Williams <r._._._ _GRO ; 

lo : Christopher Knight

Cc: 1'ghLc,jL 34lt[kC ,RCj._, b, Mark UnderwoodI 
GRO •_._._._._._,_._. 

Subjectt RE: horizon "Core Audit Process". . 

Date: Mon, 9 Nov 2015 18:07:52.1-0000 
importance: Normal 

Attachments: 2015I 1091 75431536,pdf; HorizonOnlineDatalntegrity_POL:DOC; 
ARCGE.NREP0004.Horizonllatalntegrity.doc 

Embedded: FW: E-mail Delivers _from -_i:exis(R)i,ibrary 

Chris, 

As requested, please find attached; 

1. Witness Statement of Gareth Jenkins dated 15 January 2013. Akhoughthave taken this from the Ishaq 
prosecution files, it is stated to have been prepared for the "Jishaan Patel" case to provide "some general information 
regarding the Integrity of Horizon" Please let me know if you need the evidence prepared for the Ishaaq case 
specifically. 

2. Email containing the judgment in Post Office Ltd v Castleton [20071 EWHC 5 (QB). 

3. Fujitsu's "Horizon Data Integrity" document dated 2 October 2009. 

4, Fujitsu's "Horizon Online Data Integrity.for Post Office Ltd" document. dated 28 March 20112. 

1 can have hard copies of any/all of these documents with meat our offices tomorrow if you require. 

Kind regards, Rodric 

-'-_Original Message-- ,•_,_•_•_•_•_•_,_,_•_•_•_•_•_,_,_•_•_•_•_•_•_,_•_•_•_•- 
From: Christopher Knight [i GRO 
Sent: 09 November 2015
To: Rodric Williams 
Cc: Patrick Bourke; Mark Underwood) 
Subject: Re: Horizon "Core Audit Process' 

Could we also have a copy of Gareth Jenkins' witness Statenierit 1 i,, +, . , .. n 1?5 

Looks like it has a helpful overview of horizon. 

Chris 

> On 9 Nov 3495. ai 4407, "Rodric Williams" <  _ _ _ _ _ ._ GRo_ _ _ _ _ _ _ _ _ note; 

> Christopher, 

> In advance of the Horizon demonstration you will be attending tomorrow, I attach a PowerPoint prepared by Fujitsu 
in January 2014 which summarises Horizon's "Core Audit Process", i.e. the design features which "ensure that 
accurate and auditable records are kept of all sub-postmaster transactions". I thought this might help explain what 
happens to a transaction once it has been entered into Horizon by a branch. 

> The PowerPoint references two further documents which describe in more detail the core audit processes for both 
the original Horizon and current "Online" versions. I have not attached these as they are fairly technical, but can do so 
if you would like to see them. 

> 

> Kind regards, Rodric 

> [cid:image001.png@01D03A1D.110B24F0] 
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> Rodric Williams 
> Solicitor, Corporate Services 

> Post Office Ltd 
> 2Q.E.U1RtiurYX[get, London EC2Y 9AQ 

i GRO 
rodric.wi8iama( GRO r GRO 1I GRO 

> RIRF#1N.#1n.iYF FNFFiflA1irtY**F'INat1li4111k1'iMFFA.,.+eeib. ea F, FF.»a.Fr,..Fn 

> Thisemail and any attaahftlei t are confidential and intended for the addressee only. If you are not the named 
recipient, you must not use, disclose, reproduce, copy or distribute the contents of this communication If you have 
received this in error, please contact the sender by reply email and then delete this email from your system. Any views 
or opinions expressed within this email are solely those of the sender, unless otherwise specifically stated. 

> POST OFFICE LIMITED is registered in England and Wales no 2154540. Registered Ewe: Finsbury Dials, 20 
Finsbury Street, London EC2Y 9AQ. 

.~ YF. FFFFFf .1..r.i,tYF'...fiYr,k.ae.FFSMFF4«F,..IR«„»Y R'M.*>-yt1llH!M ' 

> vmage001.png> 
> <Horizon Core Audit Process - v1 0. ppt> 
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From  --_-----_-' 
To: Rodric Wil1ist►ts .-•- _ - - - _,-•-,_ GRo-•-,_ _ - - - - _ - _ 

Subject: i» W: E-mail Delivery from L.exis(R) i:ibrary 

Dater Wed, 27 Nov 2013 12:44:21 +0000 

Importaact^: Normal 

Here yo0 go 

From: Lexis(R)Lbrary t3R0 -
Sent: 27 November
Tot JoanyGribben 
Subject: E-mail Delivery from Lexls(R) iibraty 

All England Reporter/2007/itanttary/rtost Office Ltd v 
C"astlefon- 

[20071 Ali ER (D) 125 (Jan) 

(20071 All ER (D) 125

Post OITi(e. Ltd v Castleton 

12007)EWliC$(QB) 

C?teen sEmeh tiivis3on 

JudgeRlcha dlavery I. Ma "w: o; f,oz.ra. 

22 January 2007 

Account - Action for - Shortage on accounts of post office - Whether subpostmaster liable to account for shortage. 

At the material time, the defendant was a subpoattnaater. In accordance with the rules and practice of the claimant. accounts of 
transactions at the post office west prepared weekly. The accounts for weeks 42-51 of the year 2003/2004 showed a shortage of 
£22,963.34. On 23 March 2004, mt audit took place which revealed a shortage of £25,758.75. The defendant was suspended from 
duty on that day, and his contract was subsequently terminated. The claimant issued proceedings for that stun, plus an additional 
£ 100..20 in relation to National Lottery moneys. _. . . . 

The defendant denied liahihty. He contended that the losses wete itkssoty and not real. and were: the product of the computaraud 
accounting system used by the claimant. 

The court ruled: 

In the circumstances of the case the accounting system had been working properly, and the shortage shown of £22.96334::psthe 
accounts was real, and not illusory. Mos o cr, the audit on 23 March had bcensccsnafe, and conf,rmedthat the aitat'*SWiU*snd 
of the previous account had been real. Fs**eg the defendant was under a dotyha.aecount to the claittaatt:in rcspe4lsiE '1tMtp Rmll1 
L.onery moneys. . . ..~.. .. .  ... .. _  ., .. 

It followed that there would be litdginent against the defendant in the sum of 125.85$:93 
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Richard Morgan (instructed-by Bond Pearce LIP) ftrr the claimant. 

The defendant appeared in person. 

Aaron Turpin Barrister. 

Judgment 

(21 71EWfiC 5 (Qf3) 

QUEEN'S BENCH DIVISION 

22 JANUARY 2007 

JUDGE RICHARD HAVERY QC iSitting as a Judge of the High Couit 

APPROVEDJUDc fFNT 

IDIRECTTHAT PURSUANT TO CPR PD 39A PARA 6.1 NO OFFICIALSHORTHAND NOTE SHALL B TM(EN O1 iM 
JUIX)MENT AND THAT COPIES OF THIS VERSION AS HANDED DOW N MAY BE TREATED AS. .AUTHENT ,: 

HIS HONOUR JUDGE RICHARD 14AVERY Q.C: 

1. `11)15.is a 41aim by Poet Office Limited on ana count.stated by one ofits Ranter subpostmasters, the defendant Mr, Catloton, 
Mr, Castletoa admits thin he wasan sceotn Ling party, The statementoftheaccotnt, though not its validity, is admitted. 
Accordingly; the burden ofproof ltes on Mr-('astleton to show that the account is wrong. On that point the law is clear. In Shaw V. 

Pit ton (1R25) 413. &C. 7t5, 729; Bayley J. said 

It is quite clear, that if' an agent f, employed to tecelve money, and brtdrd.by his duty to his principal from tune to 
time to comnnnticute to him whethertheutoney..ia received oreot,) rendars.an secotmt ti-nm time to time which` 
oontains a statement thta the money -is received, he is bound by that account  he can show that that statement 
was made un inteotsonalty and. by mistake if he cannot. chew that, he is not at libertyaftorwards to say that the 
money had not been received, and never will-be received, andto elatm reimbursement in respect of base sans for 
which he had previously given credit. 

And in Camillo Tntk Steamship Company Limited v. Alexandria Engineering Wo,*s (1)21) 3t:T;L R. 134, I43 ViacoumCave, in 
the course of a dissenting speech, made the following remarks, which I behove to.be utaeontrov«aial: 

The expression "account stated" .::.:has nonce than one meaaifg, it sometimes means a claim to payment made by 
one party and aduitted by the ether to be correct. An account stated in this sense is rro more than an omission of a 
debt out of court and whilst it is no doubt cogent evidence against theadmining party, and throws Won him the 
burden ofproving that the debt is not drat, pit may,-like any other adrnission. be shown to have been made in error. 

2. Tie accowfts in this case are weekly accounts entitled Cash Account (Final), signed by Mr. Castivion as Wrreet, a alwai atTtce 
at 14, Sundt Marine Drive. 13t idlinglon, Yptkxtlre; of which he was appointed subposmtaster in;itine 2003. In aocttitdtitiaa tkiih-:fie 
mutes and practice of the Post office, at'comtts ofd tiantaetrons at the post office (which has been called "Marine 

Brice) 

w 

ere 

prepared weekly for the periods from Thursday to the following Wednesday. '11te auounas in question were accounts for weeke'42 
to 51 of the year 2003/2004, which relate to the weeks ending Wednesday 14th January 2004 to Wednesday 171h March 20041 The 
accounts built up substantial apparent discrepancies. The Cash Account(F slit)for week 31 shows a shortage of'£22,963.34. In 
,onsequettceMarine Drive was closed all day on 23rd Math 2004lortfia'atn'poaeofanaudit That audit showed aatwnage-of 
£25,758.75. Mr. Castleton was suspended flow his duties on that day. An additional sun of  100.20 is tla reed us relation to 
gational Lottery moneys. The total claim n is for the sum of those two amounts. viz. £25,858.95, The burden ofproof on Mr. 
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Castleton ow relate only to the figure of £22;963.34. In the event,. as will appear, the identity of the party on whom. lies the burden 
of pmofie not important in this case. 

3. The first significant discrepancy appeared in the accounts retied on bythe claimant in week 43. Thereafter significant frattter 
discrepancies appeared in weeks 44, 46, 4k, 49, 50 and 51. Mr. Castleton gave evidence that the first discrepancy; of approximately 
£1100, appeared by week 42, but that be made it good out of his own pocket. I am satisfied on the evidence of Mrs. Catherine 
Oglesby, his then line manager, that he told her shortly before Now Year 2004 thata shortfall of about £ 1100 had occurred on week 
39 (the week ending 23rd December 2003). Nevertheless, for some reason that has not been intelligibly explained, the first and 
only explicit mention of the figure in the accounts is a reference in the print-out of the Final Balance (see below )for week 42 of a 
"Discrepancy over" of £11131 00  and a "Discrepancy short" of i 11 03.6(1. The Payments column of the Final Balance shows a nett 
discrepancy of £0.60. Mr. Morgan did not accept that Mr. Castleton had paid in £i100. 1 shall return to that point. It goes only to 
credit, since none of the Final Balances or the Cash Accounts i Final) from  week 390 ards show a nett discrepancy of that sum. 
Mr. Castleton promptly reported shortfalls in weeks 43.44, 46 and 48_ Mr. Morgan disclaimed any dishonesty on the part of Mr 
Castleton. 

4. Mr. Castleton admits that an 23rd March 2004 there was an apparent shortfall in the account ofMarine Drive in the else of 
i25,758.75. He admits that he produced weekly Balance Lists (the documents in question are headed "Final Balance").and 
personally produced, signed o f and submitted to the claimant Cash Accounts (Final) up to week 51. His case was that the losses 
apparently shown by the Balance lists and Cash Accounts (Final) were illusory not real. It was entirely the product of problems 
with the:Horizon comprterand accounting system used by the claimant, The apparent shortfalls were nothing more than 
accounting errors arising from the operation of the Horizon system. 

5. There wore two computer terminals at Marine Drive. Loch composer terminal included a processor, a touch-sensitive scrtien; a 
keyboard, a barcode scanner and a printer. The laid down practice, in outline, was and is as follows. The clerk records on the 
computer all transactions that he makes. Transactions other than on-line banking are recorded not only on the computer but also by 
a document, such as a television licence counterfoil, savings bank deposit or withdrawal slip or a cheque. Some transactions are 
known as APS (automated payment system) transactions. Those are transactions where a customer either uses a card containing a 
magnetic strip to pay a bill or pays a bill that is barcoded. There are corresponding APS slips recording APS transactions. The 
subpostmaster is responsible for checking daily the computer records of the transactions ofthe day against the documentation, He 
prints out the computer records of the transactions, and when satisfied that they tally with the documentation lie sends the 
documentation in sealed bags or envelopes by the last collection of the day to the relevant centres. He receives cash, stamps and 
otter cash-type items from time to time in sealed bags and has to record daily the amount of cash heldby reference to the 
denominations of'notes and coins.1'he subposnmaster is also responsible for producing a weekly balance. There are in the papers 
before me prim-outs ofweetly Final Balances for Marine Dive for the relevant weeks and of Cash Accounts (Final) signed by 
Mr. Castleton. 

6. livery week, after close of business at 5.30 p.m. on Wednesday and before opening at 9 a.m. on'Ihuraday, Mr. Castleton 
checked the stock at Marine Drive, as required by Post Office procedures. 

7. It is obvious that the week's accounts of a post office balance if the difference represented by the receipts minus the payments 
equals the difference represented by the value ol'the stock at the end of the week minus the value of the stock at the end of the 
pervious week. If those two differences are notequal, there is a discrepancy. If the former difference is greater than die latter, there 
is a loss, which is treated as a positive discropacy: If the former is less than the latter, thee is a gain. I hat is treated as a negative 
discrepancy. U' 

An The stock at 'she end of week n, 

Rn thareceiptsAurvag3vetkat; 

Pn=de-piysaents during week n;
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f7n =:: the discrepaaey for week n (positive fora toss, negative fora grunt); 

u 

Sn -the algebraic sum (i.e, the sum taking into aecouratie sign, positive ortregativt) ofthe dis tcles for all 
relevant weeks up to and including weelt n; 

then 

I: 

He-Pia (Act-An-1)-I)n, Sn-Sit•t. 

i.e. 

a 

Rnt4An-t+Sn! •Pit An+S'ri 

8. The weekly final balances produced by the Ilorizon system show both-volume sad value. I ant concenne4bmts:at.ly'vd r:Vatua 
The balances are set out in the following way. First, there is a list of the stock, described as "Stock & MOP' --(ae~h,sbpeq Phone 
cards, postal orders and so oil) giving the value of each item and a total (.An). There follows a list headed ltcileipls'tvttiel begins 
with an item "Balance brought fivnvard", The balance brought forward is the sure of the previous weeks Sr' 1 ':cad MOP and the 
accumulated discrepemoies as of the previous week, i_c. Amt Srt- I _ The rent of the Receipts c bunvn is a 1iffief the receipts (Rn) 
for the week in question. A total, which thus repiusents Rn + An-I + Sn-1, appears at the bottom of the column. That is designated 
Total receipts Thera_Cdlows a column hcade&Payisenta;-'#' :p :gf paynncnts out to customer', at the Post Officenial 

remittances to GGF14'B1 offices nl'tite Post f?flfp5jbotse pays)ibnfsotttattt es are what I have designated Pn, In the same 
column are utcluded also the "Total Stock and MOP" (An) and "Nett discrepaiiies" (Sn ), Those figures are totalled to give a 
"Total payments"figure which is Pn+ An +Sn. The neu discrepancies are calculated so alto give rise to the same total in the 
Payments column as appears tinder the ►teeetpts column. Them is then a figure of 'Balance earned forward" which is tire algebraic 
scan of tine Stock and MOP figure rued the Discrepancies figure (i.e. An +- Sn). The logic -of the system thus requires that 

0 

its +° An- I + Sn- I - Pa ,I' An + Sit, 

as it should. The envies (but not the balances and discrepancies calculated by the syatemt) were -e ntewad try tom: Cttstieton or his 
assistant in all cases at Mstine Drive while Mr. Castleton was subposansster. He-  accepts, and indeed asserts; that they are correct. 
The con-ecru ss of the arithmetic is not in issue. 

9. W. Castleton, being alamned by the growintgdiscrepancies, was allowed by the claimant to put two accumulated discrepancies 
(deficits) into a suspense account, That was done by anmr ng the relevant accumulated discrepancy as a fictitious expense in the 
Payments column of the Final Balance document. On each occasion the accumulated discrepaucy was reset at -zero, 
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10, The figures in the weekly Final Balances were reflected in the weekly documents entitled "Cash Account (Final)" all of which 
were signed by Mr. Castleton as correct, The ('ash Accounts (Final) showed the accumulated discrepancies appearing in the Final 
Balance print-outs. They also showed the suspense account figures in a table headed "Authorised Cash Shortages". The signed 
('ash Accounts (Final), unlike the Final Balance documents, included the authorized cash shortages in the Stock and MOP figures 
and in the figures canied forward (entitled "balance due to Post Office" in die Cash Accounts (Final)), The underlying logic of the 
two sets of documents was otherwise the saute. and cannot be faulted.

11. Mr. Castleton cross-examined Mr. John Jones. who had heard Mr. Castleton's appeal against a decision of the claimant to 
dismiss him. on some figures that Mr. Jones had produced for the purposes of the appeal. Those figures had been extracted from 
ilia ('.ash Accounts (Final). The point put by Mr. Castleton was that Mr. Jones's figures showed that the receipts for weeks 42 to 51 
inclusive totalled an amount less by £9240 than the payments, yet during the same period Mr. Jones's figures showed that the cash 
on hand (part of the Stock and MOP figures) had fallen by only £4700. Thus Mr. Jones's figures, far from showing a positive 
discrepancy (loss), showed a negative discrepancy (gain). Mr. Jones said that the figures were only an extract to show trends 
relating to cash. He did not rely on those figures in order to show that the shortage was a shortage of'cash. However. in view of 
that line of cross-examination I have myself extracted from the Final Balances the relevant figures of Rn. Pu. An, An-F4ed Sn, 
They appear in the table below. - 

Week Sn:() An: Stock & MOP(f) Rol( Pn(f) 
41 ._. 04? 

.-. .: ..: 
5437002 

- . . . 
_ 

__ 
.... .. . _ . . . . . . .. . . .. 

42 123:3 x66. :g395$ 

43 69,23788. 109,950.20 

44 7645026 ..., 7915856 

45 
1

. ... $6,57569 . .. : 82,704.43 

46 I 6693903 90590.12 

47 — 7257.3413 137,86404 

48 
r 

644.7719 i0l36822. . .... 

49 113;$$3,93" 793.12.39 

50 6411639 14,98408 

51 11,210.56 47,084.67 6366954 ..:. .. 7.465393 

That . 873; .50 ` 1$93,76 

fJill 11;210.09 7,085 33 4,124.14 

The lam figure in the above table is the difference between the totals in the Rn and Pe columns. representing an excess of receipts 
over payments. It will he seen that that, plus the diminution in Stock & MOP, equals the increase in the accumulated discrepancy. 
Thus no flaw can be found on this account in the Horizon system. The payments figure in week 47 includes an authorized fictitious 
payment of £8,243.10. The payments figure in week 49 includes an authorized fictitious payment of £3„509.68. Those two 
payments. totalling £ 11,752.78, were debited to the suspense account, and they appear as authorized cash shortages in the relevant 
Cash Accounts (Final). The total of the discrepancies at the end of week 51. namely £11,210.56, plus the amount in the suspense 
account is £22.963.34. 'Thus the accounts show that sun to be due from Mr. Castleton to the claimants. Since Mr. Castleton accepts 
the a,acuracv of his entries in the accounts and the correctness of the arithmetic, and since the logic of the system it oaseCt, the 
conclusion is inescapable that the Horizon system was working properly in all material respects, and that the shortfall of'`' 
£22,963.34 is real, not illusory. 

12. 1 shall nevertheless consider the points made by Mr. Castleton in r0atiou to:the reliability of the Horizon system. 

13. Mr. Castleton submitted that there were anomalies in the operation of the Horizon system. thereby implying that the system 
was detective. The first anomaly was a discrepancy between a computer print-out of' all inputs to the computer and a figure 
produced by the computer. The fomter showed that at 17:41:30 on 7th January 2004. Mr. Castleton (personally identified by his 
code) had declared (entered into the computer) a stamp total of zero. There were no subsequent relevant entries before 07:11 on 
8th n January. Yet the Final Balance printed out on 8th January at 07: 11 showed a figure of £1183.22 for the stock of postage stamps 
(part of "Other postage items") and £ 1249.07 (total of °Other postage items") for week 41. There was no suggestion that the latter 
figures were incorrect, Mr. Castleton said that it-was die former print-out stating "Declare stamp total £0.00" that was incorrect. 
('['here was, however, an entry on the former print-out showing "Declare stamp total £1183 22"  at 1706:59 on 7th January). Mr. 
Castleton said that the figure of £ 1249.07 would show up as a loss mt the next week's cash account. He said that the figure of 
£ 1249.07 was correct, but the zero entry would cause the computer to show a loss. As I understand his argument, the computer 
would do that because it would calculate the balance on the basis that the value of the stock of stamps had been diminished by 
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£1247.09 Mr. Castleton submitted that the above matter ied:to the entry of "Discrepancy ahelttin tbCbox at thetopof the Pin{' 
Balance for week 42 I reject that argument for the following reasons first, it is abundandyt' y iliat the computer did not 
calculate the balance on the basis that the value of the stock hen been diminished by £)24769 The figures printed otn for weei-42 
were respectively 11041.9(, (postage stamps) and £ 1094 *2(total_of "Other postage items") which are consistent with the figures 
mentioned above for the previous week allowing for die saleofrrtswe of the itetns. Second, the figure of discrepancy shown for 
the week was only 6Op. In a box at the top of the Final Balance ftsr-week 42 that Figure is shown as the difference between £ 1103 
which Mr. Castleton said he paid in: and 1£ 103;60 which is described as "Discrepancy short". The production of the box, which 
does not enter into the calculation (ifthe final balance, is unexplained. Third, the figure of about £1 101)  was the shortfall that Mr. 
Castleton had toll Mrs. Oglesby had o ccuned before the previous Christmas. Thus, whilst the entry "Declare stamp total £0.00" is 
riot explained. I ant satisfied that Mr. Castleton s argument is misconceived. 

14. fire second anomaly on which Mr. C'asilet n relied was a difference between two figures of amonans of cheques, At 1935 on 
3rd March 2004 a sales report printed out by Mr. Castleton showed receipts of cheques to the value of £3573 30. At 0737 on 4th 
March 2004 in the Final Balance there was an entry in the Payments column "Rem out Dana Cent £3519.43". It was not in dispute 
that "Rein our Data (en " means rernittedout tofletet Cnaa1; a.4eparnnent of the claimant which dealt with checlnes, and that doe 
entry could only refer. to cheques between thosei#Vtwliitse51weh°e entries were, according to the record made in to the computer, 
but it is not suggested tbatany,of thorn ate i'ete4 to the piasetit point. 'I his apparent anosu ly.,was pint to Mr. Jones, who simph. 
replied that the sales repot had ito input hide the final balance, which is obviously correct But Mr (.'aseleton`s submission was that 
the discrepancy showed an anomaly intlte operpl on of the computer. I do not accept that that ix so. The computer totals the 
receipts of cheques as they have been entere i »po it. There is e' ndence that clerks sotttetimog etroneoualyt enter cash as cheques 
But in any case, the figure  does not appear in the Final Balance or Cash Account (Final). The error in the figure of £3533.30, if 
en'or it he, is not signifieanr evidence thin the Horizon system was not working properly 

15. Mr. Castleton put forward a third anomaly. The pent-out of inputs intothe computer slows that on l4th January 2004 at 
17:41:58 and again at 18 t0 42 cash total £0.00 was declared. Mr ('asiletou submitted tb*t.hat could not have happened. The 
same prier-our has the following further entries, among others: 14th January 2004, 18:27;54 "Declare cash total £81899.32": on the 
name (lay 

to 

18:43: 14 "Report diet balance - Office copy", on 15dr Iatwaty at 07:30:7.0 '"Detltup cash total £$2997,32"; rind on the 
same day at 07.3317 "Declare cash total £83328.32". T' he last-mentioned f1gare appears in the final Balance and at the signed. 
Cash Account (Final). Mr Castleton said that the figure of £81899.32 was correct and would have been entered into die computer 
by himself or by one of his assistants. He said that no-one would have entered a figure of £0.00 "It would be impossible fin` the 
computer u) produce a repot on it and not have it inputted on the otherside" be sar4 By "theother side', I take it that he was 
referring to the Payments column in the Final Balance, which includes an atnotait'r tock & MOP". which itself includes a stun 
ttrcash. The Final Balance and the Cash Account (Fund) for the week in question (week 42) are based or, the declared cash total 
of9.83328.32. 'the point Mr. Castleton was staking, I think, was that the record of inputs mast he wrong in showing "Declare cash 
total £0.00". I have heard no expert evidence about (he print-out of inputs into the computer The fact that time appear entries 
"Declare cash £0.00" which have no apparent effect on the accounts is exigsous evidence that3tte.4lenaon systems was-fll,wssd. 

16, Another twins arises here. A print-otn of declared cash made at 07:33 on 15th January 2004 shows a total of £83328:32. The 
individual atnoti ins representedby coins and notes of specified face values are set out in the -print-our in a list, acrd the total comes 
to 183328,32. A rnatmseiipt page of the stocktaking-of cash also shows the amounts represented by coins and notes of specified 
tarevalues Those figures are the same as those in rite printed list, with a singlecxeexton. The manuscript note shows a total of 
£161 in 50-pence pieces. 'the print-out allows a total of L.1.590.00 in 50-peneo pastes.Ifthe figure of 1161 were substituted fix 
£1590, the total would come to £8l99.32, the figure originally entered at 18:27:54 the precious night 

I1. Mn: Morgan submitted that the'fgures shown in ).hint-outs of stock ot20p and 50p coins fine I Sth January 200.1 were 
Implausible. There is a print-out ofti0c1pred cash as of 07 33 on 15th January 2004. 'Platt is shown as week 42, being betine 
opening .titrat on the first day of week 43. There is also a pros -o 

n 

of cash on hand as of 17:32 
on the same day, C'aili on hand was 

ctrtartedanditicordcd dash rntenttaoftheto l y84teot'tBcitenstfeachdenomination there ii, amamtsatsilitlntttoaff'llltii leaf 
casts on hand which was the basis. of the tsrsnf-out, inking the figures its chronological order, we have 07 31 MS note; 17^ . I -act 
out the figures in the table below, together with the numbers of corns, which are not in die original data. 

18.1t was said that week 42had shown a loss of'about £1400. The evidence is somewhat equivocal. Mr: Castleton wt8te in his 
witness statement : 
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Until Wednesday 14th January 2004 we balanced f 1103. 15 short we could see no reason f'or this at the time, 

Mrs. C'hristine'l i aiu was an experienced counter clettkwho.w' kad of Marine Drive at the material time. Mrs. 'Tr aim wrote in her 
witness statement: 

When in week 42 we carried out the balance and the system shows [sic] a loss of around £ 1100 it was a surprise but 
we thought we must have missed a bundle of notes and a hag of coins. The cash was recounted but we arrived at 
exactly the same figure again... . .. We were unable to identify the source of the problem on the following morning. 
Ultimately, Mr. Castleton had to make good the £ 1100 loss or so in cash from his own pocket to allow the system to 
balance and so enable us to roll over for the following week, 

19. The difference between the cash declared at 18:27:54 on 14th January and the cash declared at 07:33:17 on 15th January is 
equal to the difference between £ 1590 and £161 _ Mr Morgan submitted that it was implausible that Mr. Castleton should have paid 
in that sum. £ 1429, in 50p, pieces. He told me that they would weigh over 20 kilograms and, if placed in a pile, would reach a 
height of 5 metres, Moreover. I would add that all of them and more had apparently been used tip by the end of the day. At 17:32 
oil live same day. 15th January, the value of the stock of 50p. coins was shown as £84.50; at 17:34 on 16th January it was shown as 
£78.50. Mr. ('astleton told me (though not by way of his evidence oil oath) that he had an ample supply of 50p, pieces. 

2t . Mr. Morgan also submitted that it was implausible that the stock of 20p. coins should have increased by 11,885 over the day. 
He gave me even larger figures of weight and height. I accept that, especially given that the print-out of the cash on hand at 17:34 
on the following clay, 16th January, shows the stock of 20p_coins as having the value of £262.40. lain satisfied that the 
intermediate figure of £2654.60 cannot be right_ It may be a rnistyping of the cony into the computer. The error (and lam satisfied 
that the figure of £2654.60 must be wrong. whatever the reason) does not affect the weekly accounts, Nor has it been put forward 
as evidence of a fault in the Horizon system. 

21. Mrs. Tftsin was cross-examined about her recollection of the payment in of £ 1100. specifically whether it involved a large 
number of coins. She was clearly embarrassed by the questions and gave no definite answer I am not satisfied that the suer was 
paid in. 

22. During the hearing, Mr Castleton sought to adduce evidence of other complaints from subpostmasters of other post offices 
about the Horizon system. I admitted inavidence the fact that there were a few such complaints, but I refused to admit evidence of 
the facts underlying such conptaitpa;sitdi9i:iidtat would have involved a trial within a trial. I heard evidence from Dorothy Day, who 
was currently the temporary subposnnaster at Marine Drive. She had found intermittent problems with the system. The most 
worrying and inconvenient problem was that debit and credit cards would intermittently fail to register when swiped through the 
gateway keyboard to pay for custonmers' transactions. She found a way round the problem, though it took some time before it was 
solved. Mrs, Day > she had now been at Marine Drive post office for about 2112 years and she was convinced that the 
problem was with the Horizon system. She recalled that in her previous post office, a small village post office, she experienced 
two anomalies that she could not explain. On one occasion she was several hundred pounds in surplus "which never turned up". 
The saute thing happened again, inexplicably. Surely, she said, if she had missed inputting a Gyro payment or a National Savings 
and Investment payment someone would have missed it sooner or later? 

23. I heard evidence from Antic Chambers, a system specialist employed by Fujitsu, the company that provides the Horizon 
service. She has a working knowledge of the Horizon computer system used by the claimant. She said that calls from postmasters 
relating to potential system problems are initially taken and logged by the Horizon system Helpdesk. I accept evidence of Mr. 
Castleton that lie contacted the Helpdesk over problems with discrepancies in balancing accounts at Marine Drive on a number of 
occasions. If the helpdesks are unable to resolve the problem. calls may be passed to the System Support Centre, where Mrs. 
Chambers works. In this case, her first involvement with Marine Drive was on 26th February 2004. Mrs. Chambers examined the 
questions raised and concluded that there was no evidence whatsoever of any problem with the system. She was unable to identify 
any basis upon which the Horizon system could have caused the losses. Mr. Castleton cross-examined her about complaints from 
another branch, which he did not identify. She immediately recognized the branch with confidence as being a branch at Callender 
Square in Falkirk, The problem at Callender Square had, she said, arisen from an error in the Horizon system, but there was no 
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evidence of such a tltingatMr Caatleton's branch. t found Mrs. Clambers to be a ekar, knowledgeable and reliable witness, and I 
accept her evidence. 

2b: Successors to Mr. Castleton as suhpostntasters at Marine Drive gave evidence before ate. 'I hey were Ruth Simpson, Gregory 
Booth and Mrs. Day Mrs. Simpson took over Marine Drive as tenporatu a bpistmrstiess on l'uesduy 23rd March 2004 and 
remained in that position until Wednesday 21st April 2004, Mr, Booth acted as temporary sublostntaster from 21st April 2004 
until 28th May 2004, Mrs. Day, to whose evidence I have referred above, became temporary stibpostmistress from about 29th May 
2004. Mrs. Simpson said that she had had no problems with the computers other than the usual trivial problems that one tends to 
experience with computers on occasions. In particular. when the totiub-sensitive eotnputer.acreear was dirty, it would not accept 
commands, mid iufomuttion had to be entered via the keyboard. The screen did not fi'ee2e,* r was there any failure of . 
coitimunication between the two lerniinahs She.imce had to re -boot the computer because d e screen went blank She dtdnct 
rententber any of the equipment being cltmagted: There were no large discrepancies during W term of office. 'Phe maximum 
discrepancy was £101.95. She thought it might have been due to a pension having been paid twice. ̀ t1ttt.t/ext largest 
discrepancy was £19.38. Mr. Booth experienced no significant discrepancies other than twowhiih were dehiberately induced to. 
check the operation of the Horizon system having regard to Mr. Castleton's allegations. Mrs. Day did not give evidence ofhaving 
experienced any discrepancies at Marine Drive. 

2.5. Mr. Andrew Wise,, oftheNelwork Directorate oi'the clamant. had worked for the Post( fine ghee 1991 mid hada working 
knowledge oftho t#ieai let r)yslem He wrote in his witness statenuu thatlM? lkilltlt; transaction (apartfrom 
ontnte banking such aawitiidrawingor depositing cash at the counted rocnrded bytl : daalt antoaek.çomputar has a 
corresponding physical document, such as IV licence u,iunterfnil, savings bank tlripifllt [or wit11r uwal s} as cheque, After 
explaining the matter in-some detail. he wrote this. 

e 

Accordingly, it can beseen that if the clerk or cuhpoatmaater makes a mistake when imputttrg (sic >N 2},..`.
transaction dedMi h*othteir com(sser, there are antu>iber-ofpoints at which this can ha bp,.tttmsa 31mcts 
are daily and weekly iep.nns that the sribpostrnasterfsl have to produce at which stage they have to dheckand sahafy 
themselves that the physical documents evidencing transactions (for example, cheques, giros, pensions and 
allowance) match what they have entered on ttte system In addition to that, there are various tenors responsible for 
dif er a W. Vaperwork produced by the branch, including a giro batik teen, cheques ream and pension Learn. 
For exanfple iftlte clerk records an item incorrectly on the system, they should pick this up on either- their daily or 
weekly report. However, if they fail to do so_ this will be picked up at the Processing Centre. If an item has been 
wrongly recorded, au error notice would be geeierated, although this can easily take rip to 12 weeks or so. This will 
mean that if a transaction No beenovetor under stated there will be either a claim error 

ora - (shape error 
respectively, 

That evidence was not challenged, and.I-accept it. , . ... 

26: Only three error notices relating to the operations of Marine Drive during the period in question, apart ti om theme mentioned 
bilt'pv lttg to lottery moneys, were tit evidence (1ne etror.lfkIsaawas reversed and tholes not funs part of the claim, T'he others 
tie charge iititices totalling £292. They are not separately clamed:1-assmne that they are included in the audited figure. file 
paucity oftheir number is consistent with the proper working of the Horizon system. An error due to a fault to the Florizon sysrern 
could conceivably be ignored by the ultimate interested party and tats not relayed to the brara:h as an error notice. but there is no 
reason to suppose oil that acatum that kuch it fault exists 

27. Helen Rose was at the material tune an auditor employed by the clannattt. pit 23rd March 2004, she c*Kf' .our sit audit at 
Marine Drive. 'i'ha involved counting the cash and stock and cheUri g the paperwork such as Giro deposits withdrawal 
receipts,. Nations and Allowances Reports-.S,Iw fotmd that the:lintiaph was short of cash in the stun of £25,T3$33. 1 accept fl5. 

accuracy oflter audit. Moreover, it c. miirtns that the shuttfalt at themtduf the previous accounts week was eal.fthas not been 
suggested that Mr. Castleton did not start with a clean sheet. 

8. 'Il ere 
is 

B:Clsapt 
tot 

tt7(t 2 i as the pe 
$s 

in Mr. Cnstletan shop at tgmi 
ive 

of 
aamgyap lpGbd  

to the National 
Lotttery aver those of amp Btisiittma at 5  pan. on 22nd March and iltrciatg 23rd it th'3fhD4 when t}ta:.piisr office. was 
lased and the audit was cwrtettout them ]'fie till was uu the shop, which was open at the material tune The:cl inunt alleges, 

E170 was received at those fines for lottery tickets, and that £75 80 was given out to customers by w iv ofpflze money. The 
normal practice was For those moneys to be taken Into the post office 

aceoulsi 

Tbatdid 

aW 

Rapt 

eu on tine Occasion since the post 
:. 

. 

Ace was closed, Diu claimant claims by paragraph II of the patticu{a 8iti'  t.; F+4i et adjusnnent to t14crGeoemt in the suet? of 
E10010. Before considering the inerits of tl?tselaitn, lshall describe the xystain, 
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29. f toad evidence of Mr. Michael Johnson, whom Mr, Cestleton did not require to be called.as a witness. He was employed bythe 
claimant in the Lottery l xceptions Team. The following. description of the lottery system is derived largely from his evidence At 
the lottery terminal in the shop the customer pays the shop clerk for a lottery ticket. which is printed bythe terminal, Details of the 
e^ansaction are almost instantaneously -downloaded to Camelot, which runs the National Lottery. The subposttnaster uses the shop 
till receipts to input the details of  lottery transactions into the Horizon computer terminal. Prizes up to a certain amount are 
paid out by the clerk on presentation of a winning ticket (nol.necessaiily purchased in the shop). Those details are also entered into 
the Horizon system. Camelot electrotrically Bends to rte claimant's data centre details of tint transactions for every relevant retailer:. 
•['he information is automatically c mpared to the information received on the Horizon system from each branch. If them is a 
discrepancy, an error notice will be issued unless (notthis easel the rotate is dealt with directly with the branch. Mr. Johnson 
exhibited extracts from a spreadsheet taken from the claimant's Issued Errors Database for the Marine Drive branch. They showed 
a lottery charge error that occurred on 23rd March 2004 for £176, en amount by which lottery online sales had been understated in 
the receipts section. 'lite money represented money that was received by the branch in relation to the National Lottery but not 
entered by the branch into the Horizon computer. In addition, a claim error notice was issued for £7580. That represented Lottery 
prize payments that were understated by the Marine Drive Branch in the payments section. It represents a credit in favour of the 
branch. 

30: The Cash Account (Final) for Mrs. Simpson's first week as postmistress, week 52. shows that £2218.50 had been entered as the 
amount of the lottery ticket receipts for that week. The figures from Camelot of'lottery transactions at the shop for that week 
totalled £2394.50. a discrepancy off 176. Those figures were broken down into daily amounts. The amount for 23rd March was 
£176, 1 am satisfied that that error arose because Mrs Simpson did not enter Cite amounts shown till the relevant till receipts into 
the Horizon system. Similarly, the figure entered in the Cash Account 0-inall as National Lottery prizes for that week was 
£5792.80. According to Camelot, the figure should have been £5868.60. a discrepancy of £75.80. Mr. Johnson said, without 
explaining the mechanism, that the figure of £75.R0 represented National Lottery prize payments that were understated by the 
Marine Drive branch. 

31. The defence pleaded by Mr. C:"astleton s then counsel to the claim for £ 100.20 was 

No adtnistiions are ritld6'asfif 
rte 

acts in paragraph II, being matters that occurred after the defendant's 
suspension, and the 

olairin this putts proof of them but the defendant's liability is:denied. Having been suspended 
as set out in paragraph 2 shove, the defendant had no way of transacting those Matters and!or the claimant's 
temporary subpostntttster had already assumed responstbilmv for the branch and/or the claim ant's audit staff had 
balanced the accounts prior to her doing so. 

In his skeleton opening argument, Mr. Castleton said that the lottery moneys and terminal receipts were given to Mrs. Simpson an 
the morning of 24th March. ,Although ha wrote about Mrs. Simpson at.some lafgth in his witness staterirent. lie made no mention 
there of any peymeat made to her or of the handing over of any documents to ben. Mr. Casticton was cross-examined about the 
lottery moneys: 

t2: Moving on to consider the National Lottery, am I right inthinking that you now accept that you re ceived'£I76 
on 23rd March 2004 in respect to National Lotteryeales and paid out prizes of £75,80? 

A. That has never been in question. 

M 

Q Isthata,ye;durd7 
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A Yes It: was neverit question ofreeeiving she moneys: :The. factd*tjt]iatd faliU R]. 

I-Assuu-,e [teat it is payment to Mrs. S 
himselfhad-paid the aioncys to=Mra. 
witness statement. The relevasu esta 

h. 

T'hare werc:two ilungs.at ttw At(pt~itq:Urfvo.laanch that atretck me as being xrangc et the tittte,.CMae related to the 
Naht .Loftary c tlh. 7 tltNa uaal Lta(Ipty mrcttmat at the Mtusae t ve btwrtchssia lbs sbspd than t hind 
the pt'#i#fieetitadfmr'As the shop :atgvedo{ft+nIxtcr rhen a owecunteeitwouki t*toselflt.ttrery 
tickets, and this meant that before the opening of the post office business the nest day, I coos d:ysethe shop tilt 
receipts to input details of the lottery transactions into the Horizon computer terminal Wheat;caute into the branch 
each morning. I would find the lottet utsh that #hteshop had recatsr 4ovenni1rht left in a hag,just under the post,.. 
office counter screen together with the lottety.dO receipt I was retoncented that the lottery cash was ̀being 
left unattended, because it was not secure and a customer could havetaken it, (hn one occasion (I cannot recall 
precisely when), the lottery print-out (showing abort £5D worth of sales) was there but there was no lottery cash,:3 
therefore asked.Mr. Castleton to make this amount good from the shop, which he did. I also asked for the lottery 
cash to be hattdedto ute personally. 

I accept that evidence of Mrs. Simpson. 

32. Altltotrp italie.ptcs(aHice at Marine [)rice wits shalt day on 23rd March. the shop was open. The sum of £ 176. must-have 
beast p.ld arby cs oltnets, and the pile money pa dapf to carstouners between 3 30 p.m oa 2? dM&c b, who the post office 

when the shop & .~.  C"astleton did notoGiaed, aed?;Ola~a•,  closed, ands the opening hoots of the shop tm2ktlVi t Mi putts 
Mrs 5ttrtpsoa:BAsi)to had paid her the toady money llic tieuresr that he eunrc to it was Ihts The :t'rascn paucy shown am the Cash 
Aecopnt{Ima►)*rweek 52. Mrs. Sunp o»'s:first week at Marine Drive, was £2 IA (RepresentmgalossofA2.14-). Mr Casdeton 
out to her that she should have beers £98:14. She gave a conditional answer that was inconclusive. 

33. In her witness statement, Mrs. Trainn wrote that she went through Mrs. Simpson's paperwork and ha;md tlse lottery tickets loose 
in an envelope that had not bean entered 

"which created the error noticea Thre e is also asummary on which she wrote the amouni of cash received horn the 
shop on her Arst(day]in. post . Not having a tottery terminal herself. she had made a mistake and did not account for 
the ptim money already paid out. This shtxdd've been given back to Mr. Castletoi or at least shown in the balance 
as being again but  wall one, 

I have added the word "day" which seems to be required by the sense of the passage, 

34. The lottery receipts tit question were not in evidence; Mr. Coaticton, when cross-examined as to their whereabouts, said that 
they were in the.post office. They were disclosed by neither party to the pmcoodimgs. During the course of the cross-examination 
of Mrs. Simpson by Mr. Castleton, the following exchange took place; 

A. So have you got the actual lottery receipts? 
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Q. They are not in evidence, I'm afraid. 

A, Right, Well I would war# to see those betbre I made that (inaidiible), 

When Mrs. Simpson was recalled for other reasons after the end. of the evidence and subntissiona,.:Mr. Castleton indicated that he 
was in possession of the lottery receipts and wanted to put than to Mrs. Simpson in Iuarther erosa-examination. On Mr. Motgan's 
objection, I refused to allow him to do so. 

35. Mrs. Oglesby invited Mrs. Simpson to ran Marine Drive on a temporary basis to take the place of Mr. Castleton. She described 
Mrs. Simpson an ti very experienced postmaster. I accept that she was, and I found her to be a reliable witness. If Mrs. Simpson 
had had the lottery vouchers at the material time and entered them into the Horizon system, the error notices would not have been 
generated. i sin satisfied that the reason why she did not enter them into the Horizon system is that she did not have them. 
Moreover, if she had received the moneys, then given that she did not enter the transactions into the computer, the system ought to 
have shown a corresponding gain of £100.20. It did not. it showed a loss of £2.14. However, that evidence is by tto means 
conclusive since there could have been other errors. 

36. Mr. Castleton was suspended from his postmastership on 23rd March. His duty to account to the claimant for the lottery 
moneys received on 23rd and 24th March in my judgement arises from his admitted receipt of the morays. That point is not 
pleaded: but nor is the defendant's allegation that the moneys have been accounted for by way of payment to Mrs. Simpson. I all) 
satisfied that the claimant is entitled to restitution of those moneys. 

37. There will thus be judgement on the claim against the defendant firr £25,858.95. 1 shall hear counsel and Mr. Castleton on the 
question of interest. 

311: There is a counterclaim for damages in the sum of £ 11.250 on the ground that the claimant wrongfully determined the 
defendant's contract as a sobposhnaster following his suspension 

39. The defendant's contract with the claimant was a contract for services dated 18th July 2003. The contract provides, by section 
1, clause 5, that the suhpostmaster is required to accept full responsibility for the proper running of his sub-office. Retention of his 
appointment is dependent on the sub-office being well managed and the work performed properly to the satisfaction of the 
claimant, Clause 8 provides that the teens of the appointment of the subpostmaster do not entitle the holder to be paid 
compensation for loss of office. Clause 10 provides for summary determination of the contract by the claimant in case of breach of 
condition by the subpostmaster or non-performance of his obligation: otherwise it may be determined by the claimant on not les 
than three months notice. Section 12 clause 5 provides that the subpostmaster is held strictly responsible for the safe custody of 
cash, stock of all kinds and other property, papers avid documents of the claimant, whether held by himself or by his assistants. 
Clause 12 provides that the subpostmaster is responsible for all losses caused through his own negligence, carelessness orertor, 
and also for all losses of all kinds caused by his assistants. Deficiencies due to such losses must be made good without delay. 
Clause 13 provides that the financial responsibility of the subpostmaster does not cease when he relinquishes his appointment and 
he will be required to make good any losses incurred during his tent of office which may subsequently come to light. Clause l5 
provides that if a theft or burglary is committed or attempted at a sub-office..... the facts must be reported at once to the police and 
to the regional general manager. Clause 16 provides that if a sub-postmaster considers that any stock items have been accidentally 
lost or stolen he should make a report as quickly as possible to the Regional General Manager, There is no evidence of any such 
reports, and it is no part of the defendant's case that stock was lost whether by theft or accidentally. Section 15. clause 2, provides 
that a aubposhnaster will be required to make good any deficiency of cash or stock which may result from his assistants" actions. 
Section 22 clause 3 provides that the subpostmaster will be responsible for ensuring that transactions will be carried out. 
accurately.....and that all documentation is properly completed and despatched at the due time. 

40,1 am satisfied that the substantial unexplained deficiencies incurred in weeks 42 to 51 and in week 52 tip to the close of 
business on 22nd March 2004 are real deficiencies and as such are irrefutable evidence that Marine Drive was not properly 
managed at the material time. I conclude that the claimant was entitled tinder clause 10 of section Ito determine Mr. Castleton's 
contract summarily for non-performance of his obligation under clause 5 of that section, Moreover, the losses must have been 
caused by his own error or that of his assistants. 

41. The couruerclaitm is dismissed. 
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PstI Lti 

.1!1X106; , i" r t :nt 
Crimizat dnntide Act t5tlr 0 at.'ian 3; te41,rrnt SA  hi nn:+ 50r Cr,.iwinal 

Procedure- nulum 2005, flutm 2'LL 

stateaSat Gareth Sdris Jr NKINS 
o£s , 

Aga it Under Over 18 - (if over 1e insert Occupations Business 
i8. over 10) Architect 

This statement (consisting of eleven pages each signed by me). is M;xt1e to the. 
beat of my knowledge and belief and. I make it. knowi it is tendered 
~.n evidence, I shall be liable to 'prosecution if I have wilfully stated in it
ything which I know to be false or do not believe true. 

t:ad the 15th. day of January 2013 

GRO .-.-.-.-.-.-._._._._._._i 

ant ( retb 1rt+' a Jenkins. I am nap.o zd by FFu^jitsu Services. Ltd who 

ave been cont,r•acted by Post Oft He Ltd to provide the Horizon `systems 

gating in Post office:+  :a country.. However I understand that. 

,)Ie is to assist th rather than. represent the views of my 

r ,:;yens or Post Office d 

gra i ted t o Camay . ~.r~; . ,, .r. ,ra;i.t.y with a , ' .tree In Mathematics in

, z i tr,d an. MA tsy Carer Edge 'r, :. .: ' ' .' j 997 1 was 

,r',? tarnl'tt lg'ig r:I t.a}C; '; )i'ked for that company ever 

H „uRC ..._ d L. . Li Services about 10 years 

Din }ski My time With T".:;:, f ru,j:it, . HHVe held a number of roles 

Lrl cu ;. ,,, li,;port~,. deve . r,,n,t, design a;, -. Pxi'tea.ture. Causing the 

arty 1,i;)US i. was involved with repreàeotin I. Ct' in developing Systems 

foment Standards and, irt, 1992 I was the Mead of the UX delegation on 

Management at the International Standards! Organisation 

„ , r y.i no.e in. Cttavia, CA da. In the late 1990s 1 become a 

ivhed. Entineer within ICL. Distinguished Engineers, were about 

or so of the senior technical staff within the company (out of about 

000 to 7000 tedht ical staff) . 

I asi. A member of the British G^rtmputer Society (MIC9y', a Chartered 

Sirlalur. i 
witnessed by 
Signature G RO GRO r 

~•--•-•-•-•-•-•-•-•-•-•- 
i i .-.-.-.-.-.-.-.-.-.-._._.; 
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CONFIDENTIAL 

Witness Statement 

Crf.glnerl Junt0v:5 Afat 1307, i ' Uu,, P, r I..strutes t:lgtrt Rat 1200, epb iMCCi6a. 6AtlF CS sod 5b} CriwLnfi. 
9maoduvo Rules 2005, Solo -17.1 

Page 2 Of 11 pages 
Continuation Gareth Idria JENKINS 
Statement of 

mngineer (C!?reg). and a Chartered IT Picfessionrai (CITP?. 

Since 1996 S have been working on the Horizon project in association. 

with Post Office btd: My initial role was in the integration of the 

Riposte messaging system which is responsible for storing all data .in 

the Post Off ice branches and replicating it to the Data Centres, I was 

also responsible for the design of the interfade between Horizon and 

Streamline which processes all Credit and bebit Card payments for Post 

Office Ltd.. More recently I! yebeen involved in projects associated 

With interfacing data from ,Horizon to Post Officers back end accounting 

systems. 

Y have been asked to provide a. statement in the 
'case 

of J-ishaan Patel. 

I undeiatand that the integrity of the system has been questioned and 

this report provides some general information regarding the Integrity of 

Horizon. 

The purpose of this report is to praids some further .hackgrouisd 

information. 

1..1 The Document Structure 

Section 2 of the document describes the Horizon system at a high level.;

giving a time-line for its development, the Business scope and 

8rohitecture diagrams for both the original Horizon System and the 

cttrront: horizon Online system, 

BeiuY tozl 3 then summarises my views on the overall integrity of the 

Horizon system. 

2.1. Timeline 

>sujitsu ware cri.g5_noi.ly asvat,rdaed t r,,;rasltract. in 1596 to provide a Hga;rizon 

System to Pout otf.'t(. Ltd. The following provides some key dates and 

r---------------------------t 
as nature

GRO 
witnessed by V 

rg...-.-.-.-.-.-.-.-.-. 



POL00043789 
POL00043789 

cON'rnEb rZAI, 
Witness Stateullant 

Ceielnel .taetMe 7uet liF7,'0eation U, uegtetretee Coert Act 19$q, aeub •eatloe, $1(311.1 and $e4 CtiaLuAl 
btdeedere Role, 2009, tins 21.'1 

Page 3 Of 11 ?age. 
continuation Gareth Idris JENI{INS 
Statement a' 

functional changes: 

• Horizon Pilot 1996 

• Horiz©n Rollout 1999 °- 2002 

• Network barking 2003 

• NMV 2004 

• Cash Account removed 2005 

• Data Centre Migration 2009 

• HlNG-B Rollout 201.0 

( 1 r a• for HNG-X.) was a major re-impismentation of Horizon. It 
.c re-implementation of the business functionality- at the 

tar utilised a central. Database to hold details oi". all 

t:ions rather than the MessageStore used by the original Horizon 

All Post Office Branches migrated from the original Horizon to Horizon 

aline, between January and September 2010. Hi.stor.ica]. transactions were 

visible in the new system as part of the migration process. 

.2 Business .iC,ope

the Business scope of Horizon is: 

• Point of Sale Application 

• Transaction Recording 

o All such transactions are Audited 

• Posting Summary Transactions to POL SAP ()Iost Office Ltd's back 

and accounting syste& 

• Posting Detailed Transactions to Credence (Post Office Ltd 'a back 

Signature

GRO a witnessed ble ' V 
VRR 
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CON8'XDENTs.AL 

Witness Statement 
Cxi:""L Jamtsct Act 1441, 8eotLan 9 :41ag1sY.rat" Coon Act LS80, aids wontion. 5A131' lnl Ord 8R, CT1.mLaa6 

LToeodueRULa 2005, acts 27.1 

Page 4 Of 11 Pagan 
Continuation Gareth 1dris JENKINS 
Statement of 

nid Management Information systt n) 

m ?cst,ir°g Remuneration Data to 14R-SJAP (Royal mail Group's back and 

payroll system) 

• Delivering Client Data to Post Office Ltd's Clients (is `;,1"o parties 

that Post Off .ce Ltd acts as an agent for such as :Local. 

Authorities and Uti' lty companies etc) 

11 

FP9 1 k F[ari op Dita.. ■a L~»s. 

GRo t a2y GRO 
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Page 5 Of ti. Pages 
Continuation Gareth Idais a7ENKiNS 
mt v,a=e. „kt 

The Hori.kon system was designed to store ,al.l data loco ,ly on the 

counter's hard disk in what is referred to as the messageatore since 

the data has been successfully stored there. it is then replicated. 

(copied) to. the hard disks of any other counters i:n the branch (and in. 

the case of a single counter branch to the additional external storage 

on the single counter), Data its also pass d on froze the gateway counter 

to the Horizon data: Centre using similar mechanisms where it is stored 

in the CS•Messagest~ars, 

The replication prodess is designed such that should the data fail to be 

copied immediately (for oxampin due to a failure on the local IT network 

within the branch or another counter being switched off or the branch 

being disconneoted from the data centre), then further attempts are made 

to replicate the data at regular intervals until. it is finally copied 

successfully. Once the data reaches the Data Centre a further copy is 

taken by the Audit Agent which writes it to an Audit File which is eadded, 

into the audit trail where it is available for retrieval for up 'to 7 

years. Data in the audit trail is "sealed" with a secure checksum that 

is held separately to ensure that it has not been tampered. with or 

corrupted. 

Other systems can also access the data from the CE' Measagestore via 

Harvester Agents. However such systems are outside the scope of the 

integrity of the Audit trail. 

Every 'record that is writtexi to the transaction log' bas a unique 

*m eeting sequence nutber, this means it is possible to detect if 

any tr:ahsitionc. records have been i,eat. 

While a customer session i c; details of the transactions for 

that customer session are  the computer's memory until 

419ntla_tura GRO ! 
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Page 6 Of 11 Pages 
Continuation Gareth T:dris JENKINS 
Statement of 

the customer session (often known as the "stack"} is settled. itt that, 

point all details of the transactions (including any methods of payraonl. 

-used) are' written to the local hard disk and replicated. (ae described 

above) . It 'ehauid .be noted that double entry bookkeeping is used when 

recording all financial, transactions, ie for every sale of goods ca... 

services., there is a corresponding entry to cover the anettiQd of payment 

that has been ;uaed., when a "stack." is secured it is written in such a 

way that either all the data is written to :the local hard disk or none 
of it is written. This concept of "atomic writes" is also taken into 

account when data: ia replicated, to other systems tie other counters, 

external storage or the. data.centra)... 

The data fors :stack will have been saceesafully secured to the lo.al 

hard disk before the screen is updated indicating that a new custoryler 

session can be started. Note that although an attempt will have been 

made to replicate the data to an external system at this time, there is 

no guarantee 'at this point that such repilcation will have been 

successful. For example if there. i8 a Network Failure followed by a 

Terminal failure there is a slight risk that transactions in the 

intervening period could be lost. 

All data that is written includes a "checkssu*" value (known as a CAC) 

whi'ch is. checked whenever the flats is read to ensure that. it has not 

been corrupted. Any each corruptions detected on reading will result in 

failures being recorded in the event. logs which are held on the local 

hard disk for a few days for immediate diagnosis and also immediately 

sent through to the data centre where they are held for 7 years. 

Any failures, to write to a hard disk (after appropriate retries) will 

result in the counter failing and needing to be restarted and so will be 

immediately visible to the user. 

gi Qlt7~dYe Signature -.-ww O_' 

GRO ° wa.tneaeed b 
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Continuation. Gareth Idris JENKINS 
Statement of 

Whenever data is retrieved for audit' enquiries a number of cheeks are 

carried r : 

1, p"hn w, H . r' ! ^s have not been tampered with (ie the Seals an the 

audit ti:Le°a , re correct) 

2. The indit+idual transactions have their CRCs chec':ked to ensure that 

they haoe hot been corrupted. 

3, A check is trade that no records are 5iH ng. Igach record 

generated by e counter has an is7 r ^r,;. t ,. Hence number and a 

check is made that there are no gaps l .ruing. 

GRO ~
6ri403i 
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h6aadar4 aijlea 2055, Rule 27.1 

Page a. Of 11 pages 
Continuation 
Statement of 

Gareth Idris JENKINS 

tiori.zon online is designed to store all data in an online database known 

as the 'Branch Database (BRDS). in particular no data concerning 

Business Transactions is retained at the counter other than in the 

memory of the Counter Business Application,

Transactions are carried out locally on the Horizon online oountars and. 

a gasket is built up during a Customer Session, Each. transaction will 

result in a" gasket Entry consisting of one or more Accounting Lines. At 

the end of a. Customer Session when. the Basket has been completed and all 

Settlement items tor lender lines) have been processed and added into 

the Aiaeket as fu, ther -Accounting Lines, such that the total value of the 

B asket is ra.ro, the entire Basket is sent to the Date Centre as a BAL 

taesaege where the Branch Access Layer (BAL) pi:ocesaea this message and 

all the accounting Lines are recorded and committed to tt ae BROS as part 

of a a.ingle Oraeie,Commit. This means that either all the t:.ceansact.ions 

within a t3thket are auceessfui.ly written,, or norte of them are. once the 

Accounting Linea have been successfully committed a response is returned 

to the counter indicating this success and. this then allows any receipts, 

to be printed. The Basket is deemed''to be fully completed once all 

relevant receipts have been successfully printed. Note that it. there 

ate no receipts to be printed, then the screen is updated to show the 

top level menu. indicating successful completion of the previous Basket. 

The Oracle Commit also includes an Audit of the data originally tl

transmitted from the counter to the BRDB. This data is digitally signed Ctl@

at the counter using a key generated as part at the fog On process. tt 

is this audit record that. i.s used to provide the extract of transactions 

' In order to support recovery, the IderitHier of the last success►uI y completed Basket is. recorded on the 
Hard disk at the counter, However this Is not classed as Business Date. 

_._._ st.gnature G RO 
GRO witne.eedby L._.-._._._._._._.-. ~. 
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Page 5! O' 1'1 pages 
Cr ni ' rmrn t:, .. on Gareth Idris JENKINS 

t ot c2 

used for Litigation support. 

Any auditable message from the cow ter is stored, together with its 

Digit .al, Signature and other key attributes in an "Audit table" (known as 

the Message Journal) in B1WB. Each night after' midnight, the cdntents 

of this table for the previous day are copied from the BRnB to a number 

of serial fi"lea. 

Fibs b.uC, rCt;ed dau LI C.' ::.,.y.'.I u<ac +t:a 

<1 !;'h d'l .L .. r l' ,3 ' O < , t , '.

;:.:.L rtumi.;er o* ttt•:-.• r 

ret.rte: : 

At this point a check is made that indeed there are no mieaing 

duplicate lens tot any count.or and should any be found an alert 

r•aissd.. 

Nrt , t 

"'here files ate then copied to the Audit system where they are sealed 

th digital seals, "They are held there for a period of 7 years during 

h time they may be retrieved and filtered to produce the relevant 

t. data for a K`nr` ,rniar Branch. 

:he audit record nay also lnciio Lte apt) ..... ..... .....'I ,,L e. have been 

ei~ nm,, ,Iated at thu punter si.nra, ; Lhe l.a&i_ auditable m,~.. ,e: was sent. to 

;hu „t _C.wLTa:. i sialior v,-t. rte L affect thy: ^,. or. h also' have 

an audit of the r u 'u touruno Lu, the t ,u; u: ue included 

-------------------------
simatmo..._._._._.. ISiQnstuts 

GRO 
witnessed by { G R O 

vaublr ---------- ' '.
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Page 10 Of it "ages 
Continuation. Gareth Idri» JENKINS 
Statement of 

i,n the audit lo , 

iach. iu,dit record iac1..aades the t•o1Jow ng ideati:ficati;oh 

e Branch identifier (i.e. k!M) Code) 

a Counter identifier 

a sequence Number (known as a Journal Sequence Number or jen) 

• Counter tiaiestamp 

Within any counter (i.e. Coin a given Branch I f Counter Id 

combination), the Jan will always increase by exactly .one for each. 

euecessive audit record. This enables a check to be made that ti^r;ere are 

no records missing from the audit trail when they are retrieved. 

The transactions in a basket are constructed using the principle of 

double-entry bookkeeping. t'his.means that in addition to the Accounting 

Lines that relate to the actual business transactions, separata• 

Accounting Lines are also generated for the tender items (such as 6aslt, 

Cheques or Credit I Debit Cards), resulting in the tote]. value of al.i. 

Accounting Lines in. a Basket adding up to rer:O, f hex; the oentent n of a 

Basket are written to BRDA a chick ies maade thee the not: value of all the 

apcoun?„ltag lines is indeed zero aaid should it not be, then an alert is 

raised and the basket is discrirded and an error response returned to the 

Note that this could only happen as a result of a burg tn the. 

code and this check is Included specifically to check for any 

,5l,u:h . M'ugs.

Baskets are also built up during Back Office sessions and such Back 

Office baskets are handled in a similar way to Custamee Baskets. 

- -•-•-•-•-•-•-•-•-•-•-•-•-•t 

Si tt/at►tupw  . Signature 
O 

witnessedd by 

GRO 

GRO
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Gareth idri.'s j9NKINS 

r, is described in the separate integrity documents 

Axc:ca,NREPOOo4.H6rizdnDataintegrity.dae which I now produce ae exhibit' 

GIJ/1 and HorizonOnlinoDataintegrity_POL.doc which i now produce as 

exhibit GI'J/'2. 

I have been involved Personally 
in 

a number of challenges. to the 

integrity of the original Horizon system and produced Witness Statements 

for a number of cases where the, Integrity has been challenged. I am not 

aware of any cases where the Integrity of Horizon Online has yet been 

audcessfully challenged in court. 

The main challenges in the oases in which I have been involved were 

presented as "Hypotheticai issues" and my previous Witness Statements 

went through each of these hypotheses and showed that there was no 

specific evidence for any of them in the data presentee. 

in summary i wou7.,, conclude by saying that I fully believe that Horizon 

will aoeuratel v ali. data that is submitted to it and correctly 

account for it. ,1vwccrer it cannot compensate for any data that is 

incorrectly input into it as a result of human error, lack of training 

or fraud (and nor can any other system), 

s natur 

GRO GRO 
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0 Document Control 

0.1 Tablet of contents 
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2.4 Database Characteristics ..................................................... 12 
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Figure 1 — Primary message flows ..............._..................... _.,...... .......... .... ... ... ...............,_...............6 
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0.3 Document History 

0.4 Associated Documents (internal & External) 

PGM/DCM/TEM/0001 

(DO NOT REMOVE) 

Fujitsu Services Post Office Account 
HNG-X Document Template 

Dimensions 

ARC/GEN/REP/0001 HNG-X Glossary Dimensions 

DES/APP/HLD/0020 Branch Database High Level Design. Dimensions 

DES/APP/HLD/0123 - HNG-X HLD - Settlement Functions Dimensions. 

DES/APP/AIS/0018 XML Message Audit between Counter 
and BAL/OSR 

Dimensions 

Unless a specific version Is referred to above, reference should be made to the current approved 
versions of the documents. 

0.5 Abbreviations 

• AP-ADC 
• 

Automated Payments - Advanced Data Capture. A mechanism that allows Post 
Office Ltd to produce scripts for specific transaction processing.. 

APS  
-,. 

- Automated bill Payments Service u  

BAL 
,.-- t. 

Branch Access  The  intertece from the counter Layer. component that handles the interface
and updated BRDB - - 

BRDB Branch Database 

ORS Data Reconciliation Service. A system used to reconcile transactions.cerrled out with 
Financial Institutions. 

PAD Financial Accounting District 

Ft Financial Institution 

HNti-X Horizon Next Generation - Plan X. Also known as Horizon Online.. 

HR SAP An SAP system used by Royal Mail Group to remunerate sub-postmasters 

1J.S Logistics Feeder System. A System used to interface with Post Office Ltd's Cash 
and Stock Management services in POL SAP. 

jsrt 

t}NCH 
— 

Journal Sequence Number. Unique identifier for an audited message from a specific 
Branch and Counter Positron. 

OverNight Cash on Hand. The amount of Cash held in a Post Office Branch 
overnight. This Is used to predict future cash requirements for the Branch. 

POL SAP An SAP system that carries out Post Office Ltd's accounting and cash management 
functions. 
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RN Real Application Cluster 

Or 

Request, Authorisation, Confirmation. The mechanism used for interfacing to 
Financial Institutions  

'f CP I IP The standard communications protocol used for communications between the 
Counter and the Data Centre. 

1PS Transaction Processing System 

O.6 G1osst 
ry 

See also document ARC/GEN/REP/0001, 

Back Office Administrative Functions carried out in a Post Office Ltd Branch such as Remitting to 
Cash / Stock 

Basket f heset.of transactions which are processed together. For example all the 
transactions associated with a single Customer (including those used for Settlement). 

Client An organisation for which Post Office Ltd acts as an Agent, for example OVLA where 
Post Office Ito provides Motor Vehicle licences to customers on behalf of DVLA.. 

FAD Code Unique identifier for a Post Office Ltd Branch 

Settlement  - Those transactions that represent the payment by the Customer for goods or 
Services 01 10 the customer in respect of Out Pay transactions such as Cash 
With awals. 

07 Changes Expected' 

Review comments etc 

0.8 Accuracy 
Fujitsu Services endeavduts to ensure that the information captained. in this doct rent is correct tot, whilst every 
effort is, made to ensure the accuracy of such information, It accepts no liability for arty toss (however caused) 
sustained as a result of any error or omtseion in the-some, 

09 Security Risk Assessment 
Na fdenftfied security risks. 
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2 Horizon Online Data Integrity 

2.1 Overview of Normal Operation 
Horizon Online is designed to store all data in an online database known as the Branch Database 
(BRDB). This database is a highly resilient Oracle database implemented using Oracle Real Application 
Cluster RAC (see also section.2.4). In particular no data concerning Business Transactions 

is 

retained at 
the counter other than in the memory of the Counter Business Application. 

figure I — Primary message flows 

Transactions are carried out locally on the Horizon Online counters and a Basket is built up during a 
Customer Session. Each transaction will result in a Basket Entry consisting of one or more Accounting 
Lines. At the end of a Customer Session when the Basket has been completed and all Settlement items 
(or Tender lines) have been processed and added into the Basket as furtherAccounting'Lines, such that 
the total value of the Basket is zero, the entire Basket is sent to the Data Centre as a BAL Message 
where the Branch Access Layer (BAL) processes the message and all the Accounting Lines are recorded 
and committed to the BRDB as part of a single Oracle Commit. This means that either all the 
transactions within a Basket are successfully written or 

none 

of them are. Once the Accounting Lines 
have been successfully committed a response 

is 

returned to the counter indicating this success and this 
then allows any receipts to be printed. The Basket is deemed to be fully completed once all relevant 
receipts have been successfully printed. Note that if there are no receipts to be printed, then the screen 
is updated to show the top level menu indicating successful completion of the previous Basket. 

The Oracle Commit. also includes an Au lit of the date.. originally transmitted from the counter to the 
BRDB. This data is digitally signed at the counter using a key generated as part of the Log On process. 

t In order 'to support recovery as described in section 2..3.6,. the identifier of the last successfully 
completed Basket is recorded on the Hard disk at the counter. However this is not classed as Business 
Data. 

®:Crpyr3ghlfujileuServleus Ltc12Q92 rU31TSUE2ESTR1GTEir-COMMERCIAL IN Rat: 
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• It is this audit record that is used to provide the extract of transactions. used for Litigation support 
Section 3 describes how this audit record is managed after it is committed to BROB. 

The audit record may also include application events that have been accumulated at the counter since 
the last auditable message was sent to the Data Centre.. All major activities that affect the Branch also 
have an audit of the data sent from the counter to the Data Centre included in the audit log. Such 
activities include: 

• Log On / Log Off of Users at the counter 

• Creation / modification of User Accounts (including change of password) 

• Attaching Users to Stock Units 

• Balancing a Stock Unit 

• Producing the Branch Trading Statement, 

Each Audit record includes the following identification: 

» Branch identifier (i.e. FAD Code) 

• Counter identifier 

• Sequence Number (known as a Journal Sequence Number or jsn) 

• Counter timestamp 

Within any counter (i.e. for a given Branch Id / Counter Id combination), the jsn will always increase by 
exactly one for each successive audit record. This enables a check to be made that there are no records 
missing from the audit trail when they are retrieved. 

The transactions in a basket are constructed using the principle of double-entry bookkeeping. This 
means that in addition to the Accounting Lines that relate to the actual business transactions, separate 
Accounting Lines are also generated for the tender items (such as Cash, Cheques or Credit / Debit 
Cards), resulting in the total value of all Accounting Lines in a Basket adding up to zero. When the 
contents of a Basket are written to BRDB a check is made that the net value of all the accounting lines is 
indeed zero and should it not be, then an alert is raised and the basket is discarded and an error 
response returned to the counter. 

Note that this could only happen as a resyle rif'a bug in the code and this check is included 
.rpec:rlicalty to cr/reek hi r anv such hugs. 

Baskets are also built up during Back Office Sessions and such Back Office baskets are handled in a 
similar way to Customer Baskets, 

2.2 Detail of Normal Processing 
The purpose of this section is to expand on the summary in Section 2.1 'and identify other documents 
where more detail of the various steps are covered. 

As outlined in section 2.1 above, the following is the key behaviour of the handling of a Basket 

1. The Clerk carries out one or more business transactions. Each Business transaction will 
construct a Basket Entry which is held in the memory of the counter and the value of which is 
visible on the screen. 

2. When all the transactions for a customer have been completed, the clerk selects either the Fast 
Cash or the Settle functions on the screen. 

*Copyright Fujitsu Servicee Ltd 2012 FUJITSU RESTRICTED - COMMERCIAL IN Ref: 
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Note dear it the total barker ,he is zero at ihi.s ,,„pint then tithe° buunn will rrruff In immediately 
going to Step 3 helow. 

a. Selecting Fast Cash results in the system calculating ihe.amount to required to take the 

b. 

total value of the transactions in the;basket to zero and constructs a Basket Entry for the 
Cash Product for this amount and adds it into the Basket. By definition, the total value of 
the basket at this point will be zero 

Selecting Settle results in the system displaying a menu of. pefmisstbie settlement 
options. The, allowable settlement options are configurable and depend on various 
Business Rules, however are likely to include the following. 

i. Gash 

This allows a specific amount of cash to be entered (which may or may not be 
the full amount). It will take a sign based on attempting to move-the Basket total 
hearer to zero. 

A corresponding Basket Entry Is created _ and added to. the In memory and 
On-screen basket display with an updated total. 

IL Cheque 

This a we a specific amount for a Cheque to be entered (which may or may riot 
be the full amount). Its sign will always reflect the fact that a cheque is payable 
to. Post:Office Ltd (other than for Reversals). 

k corresponding Basket Entry is created and added to the in memory and 
On-screen basket display with an updated total, 

tit, Chip and PIN 

This allows Chip and PIN transaction to be processed. The amount to he taken 
is entered, but defaults to the maximum amount allowable by business rules 
(which may or may not he the full amount). Its sign will always reflect the fact 
that a payment is being made to Post Office Ltd (other than for Reversals). 

T"m detojls bf the lfiuneess Ruler are no, relevant to the Integrity of the tvr,rne. 

A corresponding Basket Entry is created and added to the fit memory and 
On-screen basket display with an updated total, 

iv. Swipe 

This allows magnetic. swipe. payment card to be processed. Note that if the 
Magnetic stripe indicates that the card is a Chip and PIN card than the 
transaction will be abandoned at this point The amount to be taken is entered, 
but defaults to the maximum amount allowable by business rules (which may or 
may not be- thefuttainotmt): Its sign will always reflect .thafact that 'a payment is 
being made to Post Office Ltd (other than far Reversals). 

the derariz of the thanesi irides are not wle S run to the Integrity of the syrted6

A corresponding -Basket Entry is created and added to the In memory and 
On-screen basket display with an updated total. 

v. Fast Cheque 

This allows Cheque transaction to be processed, However in this case the 
system calculates the amount required to take the total value of the.transactions 
In the basket to zero and constructs a Basket Entry for the Cheque Product for 

'a Copyright Fujitsu services Ltd 2012 PUJITSU RESTRICTED -COMMERCIAL. IN Ret: ~  
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ttNC amount  i 
basket at this

vi. Fast Cash 

This is the equo `i ca the FasE :<1H ....... .... , _ „olnt a above 

c. Tire User is then able io select any of the ;,t:H ,.sorts and add appropriate 
settlement items into the In memory and O Pet +s descried. Should the 
Total value of the Basket not be zero after r,y ire ,s itlement transaction, the 
settlement menu is re-displayed allowing fu ei transactions to be selected 
until the net value of the Basket become~~ 

3. Once the: Basket Total becomes zero, a message is constructed to send the entire basket 
ar,t to the BAL. The structure of the message sent is defined in (DES/APP/AIS/0018). Anew 

:n is established to the BAL in order to send this message. The message sent is 
a, ,ditable message and so will include a jsn. It may also pick up any 

di ;fs and Statistical data that have been accumulated at the counter since 
aau a< aunt from the counter to the BAL. This message will be signed 

ii,., rsin{,t ,u, h ,! r r+,ature Constructed using a key that has been generated as part 
r og On process The ;H '..mature is sent as part of the message to the BAL, 

the SAL receives the rn¢ ele it detects that there is an associated jsn. This means that 
a Audit Filter is invoked whicr esults in the entire data sent from the counter being added to 

He FRDB table BRDB RX ME,' ,.AGE JOURNAL. 

I rl ;3AL. then processes the mess. age and updates other tables in BROS.. 

„.se updates are successful, then the BAL invokes a COMMIT to Oracle on BRDB which 
adi eammit all the changes at steps 4 and 5. Should there be any failure, then the BAL will issue 

r Oracle ROLLBACK which results in none of the changes in steps 4 and 5 being saved and it 
is then as if the interaction from the counter didn't take place. In either case a suitabte.response 
is returned to the counter and the connection tot the counter is dosed. 

7. When the counter has sent the message to the BAL (at step 3), it waits for a Response: There 
are 3 possible responses that can occur: 

a. The BAL update was successful (this is the normal case) 

b. There was a failure from the BAL 

c. No response is received within a configurable timeout period (usually 30 seconds) 

The first case is normal. The last 2 cases are considered to be Error Scenarios and are 
considered further in section 2.3, but are considered to be out of scope of the normal processing. 

when the r >i rre'e Ia, received, any receipts required are printed and then the In-memory and 
<<i sici eoo s ;are cleared and the screen is updated to the "Home' screen ready for a new 

:,• . i . r "'r ii table EtRf)R RX_MESSAGE_JOURN/e l NO r~t,i at i i,r-yt of 4+; rail "' S -ut7d 

, -.l ' IriyS'ar .. - f .a information on f~^r, .t-Hr ,I,r re , i, 
Gu~r,rrrent. 

2.3 Error Scenarios 

2.3.1 Recoverable Transactions 
Simplistically it could be assumed that if a Basket fails to commit then the Conti nt af'thist•ibesket•t an just 
be discarded. 
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This is similar to the normal model presented with online shopping, in that If your browser fails after 
trying to commit the basket, you are uncertain as to whether your purchase has been..pr+ocessed or not. 
You then need to carry out some other activity (e.g. phone the ;prcyider oT check your Credit Card 
account the next day) before knowing whether or not to re-attempt the trAnsac0on. 

However this is not really appropriate in a Post Office environment: For many transactions it can be 
assumed that the Basket has failed to commlt:and so the transactions in the basket are discarded and 
they can be re-attempted at some later date. However in some cases this is not appropriate since the 
Transaction may have had an impact on some external system. An example of this is a Banking Cash 
Withdrawal, In this case the Bank has been informed of the Transaction during the processing of the 
Banking Transaction and has removed the funds from the Customer's account Therefore it is important 
that this transaction is completed. Such transactions are considered to be Recoverable Transactions. 

If a transaction is to be Recoverable, :then information about that transaction is recorded in the BROB 
when the transaction is first initiated (9n before the transaction is sent to the Fl) allowing the transaction 
to be recovered should there be a failure. Note thatdhls recovery information is not audited. 

There are many types of Recoverable Transaction: 

• All Banking transactions 

• Alt Credit i Debit Card transactions 

• All E-Top up transactions 

• All Reversals 

• Selected AP=ADC transactions (as defined in the transaction script) 

2.3.2 Failures 
Any failures in committing Auditable activities at the Data Centre ::redult In gn error response being 
returned to the counter. Such an error response will be displayed 

to ll ! tJsef,.thus itifoRsiing 

them of the 
situation. The..next action then depends upon the Auditable activity,. 

• If It relates to a basket settlement where the basket that contains 1 or 
more 

Recoverable 
Trransectfofts, then a c og Out is initiated-and the normal Recovery process will tidy things 
up 

• If ft relates to a basket settlement where the basket doesn't contain any Recoverable 
Transactions, then the content of the basket is discarded and the User is returned to the-Menu to 
continue working 

• If it relates to a non-basket activity, then activity is abandoned and the User is returned to the 
Menu to continue working 

In all cases the User is informed of what is happening. 

Such failures will not be visible In tftearansocpon:audit; butmay.be visible in the system Event Log. 

2.3.3 Time Outs 
Should there be no response from the Data Centre fallowing an attempted commit o€ an auditable activity 
within a timeout period (currently set to 30 seconds),' an automatic retry is invoked. This sends identical 
business date to the Data Centre where a check is made to see if the Audit data has already been 
committed to BRDB. 

• If it has been committed, then this means that the original activity was s uccessful, but the 
response did not reach the counter in time Therefore no action is taken in terms of updating the 
BROB ' and a Success response is'returned to the counter. 
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• ' ii i , , rt:a been committed then the original activity either didn't reach the Data Centre, or it 
i file*.i to be processed. In either case it is safe to re-process the data and the appropriate 

is returned to the counter after the data has been processed which will be handled as if 
rc> a tare otiginrf r est t r ts. that re-processing the data will include rr'r: ' in an audit 

f the reprcsrrsssrcr is - ,.Jul.;

o ; r i O User rrr, hed and askedwhe e °i r , retry or r  srrcel 

letting Retry >r:sults in the Activity being retried once more as described <, ;se if this aiso 
times out, then a further automatic retry is attempted and if this is still unsu r =si hl! ttlrne the 
User is again prompted as to whether to Retry or Cancel. This cycle then con;:rut r I ruhler 
there is success, or the User finally gives up and selects Cancel. 

Selecting Cancel results in a Forced Log Out being invoked. 

Such'time outs-and any reties will•not be vistbe in the:trantactlonaudit, but may be visible in the system 
Event Log. 

2.3.4 Forced Log Out 
Continual failures to Update the Database at the Data Centre mean that it is not dear at the counter 
whether or not the database accurately reflects the situation in the Branch. Therefore the safest thing is. 
to force a Log Off at the counter and ensure that when communications are re-established, that the 
Recovery process is invoked to reconcile the counter view with that on BRDB. 

If there is a basket currently being processed, then a special Disconnected Session Receipt will be 
produced showing which transactions have been discarded and which are to be recovered making it clear 
what money needs to be exchanged with the Customer, 

2.3.5 Terminal Failure 
Clearly a counter terminal can fail at any time,. However the situation is , .,r, ci  host r✓'Ipre 
a failure to contact the Data Centre has occurred as described above I ieierare the uah I# , of the 
User needs to be as follows: 

1. Work out the value of any Recoverable -Transactions- (ihere oughts to be printed receipts 
associated with all of these) 

2. From this work out what is owed to, or due from the customer 

3. Consider whether any Credit / Debit Card payments may have been successful 

4. From this work out any cash due to / from the customer. 

5, "rVrhe out any neces yrl r heed 

6 ' , .0 SI record of ev rI ly vwl hu=rl rsrsh is he used at Recovery ttkte. . 

C lere1 y ,i Liu- uses' tin': y`.te I , r rr:rihrr is rrssrsi t irs. User in guiding them tow at' aS„ h todo, 

2.3.6 Recovery 
Recovery after a failure must always lake place on the same counter position. Note that if the t„ i.. in--I 
has failed and needs to be replaced by an engineer, then recovery cannot be ec 
replacement terminal is working correctly. 

At every Log On a check is made In the Central Databar:,n I. sue 'n ,,,.; lU- cesere re. :esufrsh. Thu 
following checks are carried out: 
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I . Is there any: outstanding Recovery Data associated with this terminal? 

If so return the outstanding Recovery Data to the counter so that the transactions can be 
recovered using Roliforward Recovery 

2. Did the last session carried out on this terminal have a tidy Log Otf1 

If not, return details of the last Basket (if any) that was successfully written from the last tog On 
session to the counter so that further recovery checks can be made 

Otherwise all is well and No Recovery is required (i.e. the normal case). . 

Luring the Log On process, if the counter receives an indication that recovery may be required (i.e. one 
of the two cases described above), then the following occurs before the Log On is completed: 

I. If Rollforward Recovery is requested, then for each Transaction with associated Recovery Data, 
then the appropriate Recovery script is executed, which will result in a Roliforward Recovery 
Basket being produced which is then settled to the Branch Database as normal and.this will 
generate a recovery Receipt. This will normally match any Disconnected Session receipt (or 
other information recorded at the time of failure). 

2: If there was no Basket Details of a Last successful Basket returned, then No Recovery Is 
required 

3i. If further checks are requested. then the following checks are made at the counter..

a. What was the identifier of the last successful Basket sent from the counter?. 

The identifier of the last successful Basket is written to the Counter Hard Disk at the 
completion of the basket (i.e. after all Receipts have been successfully printed). 

Therefore, provided that the Terminal has not been replaced, then this is available to be 
checked for automatically. 

1Mhere the terminal has been physically replaced, a dialogue is invoked to get the user to 
confirm the identity of the last Successful session.whktf may involve displaying the last 
basket known to the Data Centre 

b. If this matches the identifier of the Last Successful Basket that was returned from the 
Data Centre, then No Recovery is required and all is well. 

c. If they don't match (i.e. the Basket returned from the Data Centre was the one that the 
counter was trying to save at the time of failure), then the Forced Log Off process will 
have assumed that the Basket failed Therefore the Recovery process needs to 
generate a Basket that reverses any non-recoverable transactions in that basket (since 
the forced Log..Off would have discarded them). This is known as Rollback Recovery. 
This will also produce a Receipt. However it will not match the Disconnected Session 
Receipt exactly. 

2.4 Database Characteristics 
The database uses 

Oracle version 10gR2. It uses an Oracle Real Application Cluster (RAC), which runs 
the database over multiple nodes (servers). In practice there are normally 4 such database nodes 

Partitioned tables store branch specific data. This provides high performance and scalability. 
Applications need to know in which partitions data is stored and which nodes manage these partitions. 
They use a convention based on Branch 

codes. 

The design of the Branch Database supports non-stop trading during core hours 
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`r't"AC is recil la, If one ncG,.... _ u N •r, Jarrng Y l ':£eP , , t r .'.i._ , . -r- the' 
remains ay.. ieble for use. The dat, it e r; ,,an meet its ni rya .ro targets if ore u,de 

,• << dtu rldby da4ab'aa 'it.  .rti Ai thattakes Ir , jive 

r ej,i e, offl'ine, The nri, irtr^ r,i r'  -n ' ~ / °: r „t ~t Cis 

ester  recovery site remotely. mirror_ rl v 1` 'T•5 r. I!~:If I[ i r i ,:etrr te, cv w I. ,' rr. it i,r  eritees 
a is lost if there is a catastrophic site failure 

sociatad with a Basket is stared in 3 separate areas of the Branch dais eU ss 

A copy of the actual Basket data as transmitted from the counter togeth  ' itt : ;, 
digital signature is held in a table known as the message journal. 

use of the m the message journal is described further in section 3. 

~. 4riri rtihr n rrre'extracted from the basket and each accounting line is written to 
sa tt ...i 

stall w nformation for passing to Post Office Ltd Back end systems 

r. his data is retained for sufficient time to ensure it has been successfully passed to Post 
Office Ltd's back end systems (in practice It is held for about 4 days) 

Summary transaction information to support reporting and Branch accounts 

This data is retained to allow it to be used for any reporting and accounting period within 
the branch (in practice it is held for about 60 days) 

Each night the reporting data is summarised within the branch database to provide daily totals for 
transactions based on product, mode, stock unit and accounting period. This summarised data is used 
(together with transactions for the current day) when balancing a stock unit, thus minimising the amount 
of data that needs to be considered. 

Although the data used for generating the counter reports and passing to Post Office Ltd's back end 
systems is taken from the tables described in point 2 above, any data provided by Fujitsu in order to 
support litigation is based on the Audit taken at point 1 above. Since the processing for producing any 
report is based on the same source of data (ie the audited data sent from the counter) it is asserted that 
any report could be regenerated based solely on the audited data. As described in section 2.1. the 
audited data consists not only of the Basket information, but also any other significant events and in 
particular the Opening Figures (is cash and stock levels) calculated at the start of a new period based on 
the balancing of an accounting period. 

It should be noted that such Bala is ,wt presented as evidence as part of the norinal lif/ga/loir support 
service. Similarly we do not have tools that extract data such as Opening higures into a readable 

or to he able to re-generate reporix lased nn the audit irail. However such data Lc available in 
the audit nail, and if required such tools could technically he developed to resolve any disytuie`in 
that area. (I'haugh there are clearly commercial considerations in terms of the cost and effort 
involved in doing iro.). 

t!'i Caapydght Fujitsu Services Ltd 2012 F31.4lTSU"RESTRICTED-COMMERCIAL IN Ref 
CONFIDENCE Version: 0.1b 

Uncontrolled if Printed or Distributed Dale: 28/03/2012 
Page No: 13 of 14 



POL00043789 
POL00043789 

Horizon Online Data Integrity for Post Office Ltd 

FUJITSU RESTRICTED COMMERCIAL iN•CONFIDENCE 

3 Audi 
$aysto' 

As outlined in section 2.1 and described in section 2.4, any auditable message from the counter is stored, 
together with its Digital Signature and other key attributes in 

an 

"Audit table". (known cis the Message 
Journal) in BROS. 

To ensure that the message is not tampered with after being sent from the counter, each message has 
an associated Digital Signature: The mechanism for creating this Digital Signature is as follows. 

1. At Log On, the Counter creates an RSA Public I Private key pair.' 
2. The Public key is sent to the BAL as part of the audited Log On message 
3. The Log On message is concatenated with the Digital Signature and the BAL's signing certificate 

for its Public Key and signed by a BAL. Private key (held in the data Centre Key Store) and added 
to the audit trail with a BAL generated jsn 

4. All subsequent messages are digitally signed by the counter using the private key established at 
Log On. 

5. Digitally Signing a message involves taking a SHA-1 Hash of the message and digitally signing 
the Hash value using RSA. 

6. The Digital signature is stored alongside the message in the Journal table and is extracted witlr it 
into the Audit file as described below 

Each night after midnight, the contents of this table for the previous day afe.cppied from the BRDB to a 
number of serial files. 

A muuher o/ files arc s,c 
nemfad due in the volumeujdam ptroressed each day. 411Watra,from rr green 

firanclt u dI he con nn sued info a small number of the se}1lesfor erne n(rerr,e r ed. 

At-.this point a check is made that indeed there are no missing or duplicate jsns for any counter and 
should any be found an alert is raised. 

Note that di,., could on/V happen as a result of a hug in the code of bi. 5ontchody aaatpernrs ,a n/t 1/IC 

data in /1//I )// caul this cheek is the hided .sp, , tlica//i to check for any such hugs iatnpenns'. 

These files are then copied to the Audit system where they are sealed with digital seals. They are held 
there for a period of 7 years during which time they may be retrieved and filtered to produce the relevant 
audit data for a particular Branch, 

The Digital Seal is calculated using-an MDS hash of the entire content of the file being sealed, This value 
is stored in a separate "Seals Database' held on the Audit Server. 

%M enever data is retrieved for audit enquiries a number of checks are carried out 

a) The audit files have not been tampered with (l,e. the Seals on the audit:illes are correct) 
b) The individual Baskets (and other records) have their digital signatures checked to ensure that 

they have not been corrupted. 

1hi.c air rih es linding, the /'uhhc t;et which has been save,!, with the L.ig On message and also 
checking the nnega ity of the J.og On message using the Public Key C axe/7crlre of the R4L's signing 
key u•/uc h is stared as part of the log (In audit message. 

c) A check is made that no records are missing or duplicated. I.e. a check is made that there are no 
gaps or duplicates in the jsn sequence for any counter. 

It should be noted that this same Audit system was used I hold similar data from the old Horizon system. 
However on the old Horizon system the audit point was the. message journal on the Riposte 
Correspondence Servers and thus the technology used for producing the audit of data is completely 
different between the old Horizon system and Horizon Online. 
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I Purpose 
This document is submitted to Post Office for information purposes only and without prejudice. In the 
event that Post Office requires information in support of a legal case Fujitsu will issue a formal statement. 

This document is a technical description of the measures that are built into Horizon to ensure data 
integrity, including a description of several failure scenarios, and descriptions r : hu those measures 
apply in each case. 

Note that this documen ioes not cover HNG-X (Horizr ~o I 
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2 Horizon Data I tegrit 

r tT^ti4 

LE 

The Horizon system Is designed to store all date locally on the counter's hard disk. Once the data has 
been successfully stored there it is then replicated (copied) to the hard disks of any other counters in the 
branch (and in the case of a single counter branch to the additional external storage on the single 
counter), Data is also passed on from the gateway counter to the Horizon data centre using similar 

The replication process is designed such that should the: data fail to be copied immediately (for example 
due to a failure on the local IT network within the branch or another counter being switched off or the 
branch being disconnected from the date centre), then further attempts are•made to replicate the data at 
regular intervals until it is finally copied successfully. Once the data reaches. the Data Centre a further 
copy is taken and added into the audit trail where it is available for retrieval for up to 7 years. Data In the 
audit trail Is "sealed" with a secure checksum that is held separately to ensure that it has not been 
tampered with or corrupted. 

Every record that Is written to the transaction tog has a unique Incrementing sequence number. This 
means it is possible to detect if any transitions records have been lost. 

While a customer session is in progress, details of the transactions for that customer session are 
normally held in the computers memory until the customer session (often known as the "stack") is 
settled. At that point.all details of the transactions (including any methods of payment used) are written to 
the local hard disk and replicated (as described above). It should be noted that double entry 
bookkeeping is used when recording all financial transactions, ie for every sale of goods or services, 
there is a corresponding entry to cover the method of payment that has been used. When a "stack" is 
secured it is written in such.a way that either all the data is written to the local hard disk or none of it is 
written. This concept of "atomic writes" is also taken into account when data is replicated to other 
systems (ia other counters, external storage or the data centre). 

The data fora stack will have been successfully secured to the local hard disk before the screen is 
updated indicating that a new customer session can be started. Note that although an attempt will have 
been made to replicate the data to an external system at this time, there is no guarantee at this point that 
such replication will have been successful. For example if there is a Network Failure followed by a 
Terminal failure there is a slight risk that transactions In the intervening period could be lost, 

All data that is written includes a "checksum" value (known as a CRC) which is checked whenever the 
data is read to ensure that it has not been corrupted. Any such corruptions detected on reading will result 
in failures being recorded in the event logs which are held on the local hard disk. for a few days for 
immediate diagnosis and also Immediately sent through to the data centre where they are held for 7 
years. 

Any failures to write to a hard disk (after appropriate retries) will result in the counter failing and needing 
to be restarted and so will be immediately visible to the user. 

Whenever data is retrieved for audit enquiries a number of checks are carried out: 

1, The audit files have not been temperedwrith(is the Seals on the audit files are correct) 

2. The individual transactions have their CRCs checked to ensure that they have not been 
corrupted 

3. A Check is made that norecords are missing, Each record generated by a counter has an 
incremental sequence number and a check is made that there are no gaps in the sequencing, 
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3 Scenarios 
It. should be noted that then n equipment failures and these will always be 
visible to F itsu through #1e e. ac- r a J. , ;a 

3j A counter fails 
U14ten a counter fails, there are two possible scenarios: 

• It can be successfully restarted 

• It cannot be successfully restarts.. cisa to be physically• replaced 

In each case the Data Inte--qrd nc ierations are differentand so are described separately below. 

Once the counter has beer; rectar ed (regardless of whether or not it has been replaced) recovery may be 
carried out if recoverable transactions are detected on the counter. This is also discussed below. 

3.1.1 The Counter is Successfully Restarted 
In this case all the data that had been secured prior to the failure is still present on the counter and so is 
available for use. If the User is in any doubt as to whether a transaction had been completed or not prior 
to the failure they can use the transaction logs to confirm one way or the other. 

3.1.2 The Counter is Physically Replaced 
In this case there Is no data on the local hard disk of the replacement counter. However, since the data 
should have been replicated to other counters in the branch (or in the case of a single counter branch to 
the external storage — which should have been physically moved to the replacement counter), then the 
data should be retrieved and copied to the new counter. If for some reason the data were not available 
locally in the branch, then it will be copied back from the data centre. This all happens automatically as 
part of the counter replacement procedure. 

Note that the hard disks are encrypted so there is no danger of data protection issues once the old 
counter has been removed (or if it is stolen). 

iAmen a counter is physically replaced, there is a possibility that not all data has been successfully 
replicated to another system prior to the failure. In this scenario it is essential that the user confirms what 
the last successful transaction on that counter was, again by using the transaction logs. 

3.1.3 Transaction Recovery 
Some classes of transaction generate recovery data as they go r+r f of 
a failure between the transaction starting and the basket being r ~ov;lon 
available to enable the transaction to be recovered. On Horizon ill. ii'. .r, r cr ma r c., ,3 to 
cover different lasses of transaction: 

• Banking Recovery 

• AP Recovery 

Both these mechanisms are automatically invoked during 1.c,3 t,,, 5n,', I„ I ,r ;r I ,r '• rel, , ll 
has been a possible failure. These are described below. 
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34.31 Banking Recovery 
This covers credit card and debit card transactions and e-Top-Up transactions as well as online banking 
transactions. 

A check is carried out to see if any incomplete' banking style transactions (i.e. network banking, credit f 
debit card or e-Top-Up) exist In the transaction logs for that counter. An incomplete transaction is one 
where an authorisation request has been sent to the financial institution, and there is no corresponding 
completion message which is normally secured as part of settlement at the end of the Customer session., 

li most cases, recovery Inforina#bn stored Inthe franeaction log can be used to ascettai ...the outcome of 
the transaction being recovered and a suitable completion record is then recorded at the time -of recovery. 
In some cases the user is prompted to confirm whether or not the transaction has completed Successfully 
end the responsefrom that.prompt is used to generate the completion record. 

3,::1.32 AP Recovery 
In the case of Automated Payments (AP), the user is asked-if hey Wish to der y'out recovery and they 
have the option of doing so immediately or leaving it until later. 

If the user carries out recovery they will be asked about the last succeseifut AP transadto -(which can be 
seen from the branch copies of the AP receipts that are printed) and the system will #Wh Fheck to see if it 
has been completed in the system, If it has not been completed in the system, then the system will use 
the AP Recovery data stored in the transaction logs to ensure that all incomplete AP transactions on the 
counter up until the one specified by the user are completed at recovery time. To assist with this process, 
each AP transaction has a unique, incrementing sequence number which is printed on the receipt. 

Fujitsu understand that these processes are defined in Post Office's Horizon User Guides 

3.2 A counter has a "Blue Screen of Death" 
This is just a special case of a counter failure, so please see section 3.1 above, 

3.3 There are package collisions onnetworks 
The replication protocols used to copy details of transactions between counters-acid also between the 
gateway counter and the data centre ensure that the data is copied successfully Should packets collide 
on the network (or should there be any other network issues such as the IT communications link failing) 
then the replication protocols will ensure that the data is re-sent,, Such retries will continue until the data 
is finally successfully transmitted 
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From: Steve Allchorn, ,_._._._._._._._._. GRO
To. Philip Jeary <
Ce: Patrick Bourke 1 G RO._.,._._._._._._._.. 

GRO _._._._._._._._._._.: 
Subject: Horizon Tut 'H r  tdbi r 

a);i)t:e: Wco # , , 
hm i r„ <tr TMJ= , Haul 

III Phil 

.lnact 9n 3>mvid'. -cm' cnn rmations ahead of next Tue'sday's' Horizon walkthrough. 

Jonathan Swift (QC) 

Christopher Knight (Juni. , r t!,rr~,~t;.~> 

Chris Gilding (PO I .,: i n 

Patrick Bum'I:

We may not need the full 1.5 hours but built in just as a contingency, as there may be several questions. 
Jonathan and Christopher's primary focus will undoubtedly be on the workings of the Horizon system itself 
and that is where most of their enquiries will focus, however it would also be worth their while still being 
taken through what other technology exists in branch (P&G, BES, Lottery etc.) and their connectivity to the 
system so that they get a rounded picture, You might however need to dust your normal format and go with 
whatever flow materialises, 

We have asked Chris Gilding to attend on the basis that he has himself a vast experience of Horizon but just 
as importantly has been heavily involved in investigating a number of the Sparrow cases and has a good 
understanding of-some of the Applicant issues raised within their complaints. He will therefore make 
reference to these with interjections as you run through the tour however he is very much there as your 
comrade and as a support. 

if  need anything else just give me a shout. 

Steve 
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From; Patrick Bourke
To: C_hris_to_pher Knigli GRO rr, Jonathan Swift 

Cc: Jane MacLeod i GRO 1, Marts Undeiwoodl_
_._._._._._. Ro..-_-_-_-_  Steve Allchorn 

oi.- • -  - - - - - - - 
cRo - -• -'' 

Rodrfc l. d , ; ,,
L._._._._._._._._._._._._._._._._._._._._._._._.i 

Subject. Post Off 
Date: Thu,121' o  i.47 Udod 

Importance: High 

Dear Jonathan, Christopher 

Many thanks for coming to see: us on Tuesday. 

I `hope you Sound the Horizon demonstration session help fw 
tut 

th -+! itC ,  dUbt

of the material you are wading through to life a; bit. 

I said l would send you a short recap on where the discussion we had afterwards has left us. 

Meetings with prominent s eho 

You expressed the view that it would he desirable to have meetings with Lord Arbuthnot, Second Sight and 
Alan Bates, together with Tim Parker, as soon as practicable. This would a) sensitise them to the fact that the 
enquiries are underway; b) potentially enable them to inform and/or supplement your lines of enquiry (and 
certainly provide a platform for this); and c) help us in terms of the overall external credibility of the process, 
i e initial meetings could be built upon at a later stage for more detail, and if necessary. Tim availability 

serious challenge. For that reason, we ate prioritising the Lord Arbuthnot meeting. However, we 
ball rolling on getting all ofthese into the diary, liaising with your clerk in the process. 

The 4 iu ands of engigry.

We had a general discussion aboutthe handling of these, and drew the fbilowing conclusions: 

Criminal cases - you were of the view that, in the light of the substantial work already undertaken by Brian 
Altman QC and Cartwright King, your role might be limited to recording whether or not, in your view, the 
Post Office had adopted appropriate policies and processes, perhaps by reference to specific 
recommendations and/or one or two cases. You asked whether we might have some suggestions as to those 
cases you might include in this sample and we, of course, will provide these. 
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hnvestiggt. - yet would, as anticipated, use the documentation we have provided (including the 
spreadsheet covering the. 136 cases) to test the appnopriafenesslreasonabltttiess of the scope and depth of our 
investigations under: the Scheme :using :a: sample of the actual cases -to draw your conclusions from. We 
agreed to put you together with the relevant internal investigators at the appropriate time. You also asked 
whether we might suggest some cases which could usefully be included in your sampling exercise and we 
will, of course, provide you with some ideas. 

liillxlssti —wve discussed the challenges of testing the quality of support provided by the Helpdesk:given the 
manner in which material is recorded, and I said we would cone to you with a proposal for addressing these. 
I will write separately on this, but for the benefit of this note, the main elements will be to supply you with 
documents (over and above those you already have) which show how the Helpdesk system: operates 
generally. Then, through the administrators of the system, work is already underway to try to identify those 
accounting issues most frequently raised by SPMs and the answers provided by reference to the Knowledge 
Base. We will try to establish how long those answers have been in effect for and any changes to them over 
the period. We will then arrange meetings for you with the relevant personnel (including, where possible, 
those responsible for the Helpdesk over the relevant time period). 

Horizon -•• we will provide you with copies of reports prepared for-the purposes of trying to confirm the 
reliability-of did gystft for accountmg,:04poses. (this includes the Ueloitte rcport(s), SecondS ght's-work, 
and the most recent ISAE3402 Report prepared by Fujitsu and Ernst tie Young covering the Horizon 
processing environment). 

We will also provide you with the "Spot Review" responses which Post Office and. Fujitsu prepared in 
response to specific issues raised by Second Sight in connection with their July 20 I3 Report, and will review 
other potentially relevant Horizon accreditations (e.g. that obtained for Payment Card industry standards). 

We will also ask Fujitsu to provide us with Mails of any system-wide upgrades which have taken place 
overthe relevant time period which had, as oneof their components, changes to the system's accounting 
processes. As we noted in our meeting, these will include counter, hardware. and infrastructure releases from 
which any specific changes to branch aecountingtrecording issues would need to he parsed out. 

Lastly, we can consider whether some form of testing should be conducted.once a specific, testable issue 
has.been identified, bearing in mind that this would only demonstrate how the system is operating at this 
point in time. 

.lining' 

We're all conscious ofthe time constraints we are working within, and.itmay be that.some limited work will 
need to continue after Xmas (eg any testing you recommend) and be reported as being underway in the 
Chairman's report to the Minister. However, our ambition remains to complete all substantial elements of the 
work before then, so we will need to proceed at pace, My team here is available to provide you with any 
support or information you. may need, so doplease lean onus as necessary. 
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x~rprnpriate;Tunctu . Iy (and n c sss i Uty lcniafi ,YC) discussiaiis annul lht 
' ire^ngthofvt.;~, ;, r° _frrangementsI drafts etc. 

• r C i
t { . ,u•, p YOA`. 

Kind regards 

Patrick 

GRO 
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Front: Christopher Knight <,__-___-__ GRO _ _ _ _ ... SSYXXY1.311SJfYT.  .   ._ _

To: Patrick Bourke<I_------ GRO 
....

w

......._._._._........... 

Cc:Jonathann Swig - - - - - - - - GRO 1, Jane MacLeod 

—_---__.—_-- oR _._s.StoveAtkchornA GRO
Rodric WilliaNns GRO 

Subjject., Re: Post Office Matter 
Date: Thu;. 12 Nov 2015 19:O(:19 +0000 

lmportanee: Normal 

Tear Patrick, 

Thank you for this helpful sunuiiary. 

Can I reiterate and add some further requests please: 

Could we have a formal POL response to the recommendations of Brian Altman Q(. concerning POL 
prosecution policies and procedures? (I've mentioned this to Rodric already,) This may already exist in a 
document which addresses each of them but if it does not, a formal letter to us explaining what has been 
adopted and what has not would be helpful. 

There are some legal advice documents onthe original list which are: still outstanding. We would welcome 
those please. 

I have reviewed the Hamilton file you sent through a fortnight ago. As I understand it, it contains the 
documents which particularly go to explaining consideration of sufficiency of evidence and the charging of 
theft and false accounting. Is that right? Much of that is very informative but it is clearly not the full case 
file: could we have an indication of the size of the fill file? It may be appropriate for me to look over the full 
file of two or three criminal cases (which you are going to make suggestions about) to ensure there is nothing 
which might point in a different direction, and to get a clearer idea of what Ms Hamilton says. 

We should probably also see (via huddle if easier) the trial transcript at least of the Misrah prosecution. (I 
may have misremembered the name - the one where Jenkins was cross examined for the only time.) 

I have read the Castleton judgment,.which is very helpful. Is this the anlycivil judgment on relevant issues? 
I would also like some further infomation which arises out of this case. At pars 23 the judge discusses the 
evidence of Ms Chapman of Fujitsu which refers to an error in the Horizon system which affected a Falkirk 
branch. What was the nature of this error? Is it one of the three Mr Jenkins appears to have disclosed to 
Second Sight? If not, has it been disclosed at any point (and if not, what is the rationale for that?)? I do not 
think it was something discussed in Ms Chambers' witness statement by the way the judgment is phrased, so 
I recognise these questions may take some time to answer. 

Just on meetings. my own view is that Second Sight need not be on the VIP list which the Chair need attend, 
or prioritised at the outset. We are likely to have a good deal more questions for them, and more critical 
questions, than stakeholders such as Lord Arbuthnot or Sir Anthony Hooper, and it may not be necessary or 
appropriate for the Chair to attend such a meeting. We wilt also be better placed to speak to Second Sight 
towards the endrather than the beginning. 

hest wishes, 

Chris. 

Sent from my Wad 
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On 12 Nov 2015 at 10:15, Patrick Bourke r G RO 

Dear Jonathan, Christopher 

Many thanks for coming to see its on Tuesday. 

[hope you found the Horizon demonstration session helpful and that we were able. through it, to bring 
some of the material you ate wading through to life a bit. 

I said I would send you a short recap on where the discussion we had afterwards has deft us, 

acs.l9.Ugs:~2ltl.l~,:rattrtirJetU.~IuRs't<l1trlS1t:5 

You expressed the view that it would be desirable to have meetings with Lord Arbuthnot, Second Sight and 
Alan Bates, together with Tim Parker, as soon as practicable. This would a) sensitise themto the fact that 
the enquiries are underway; b) potentially enable them to inform and/or supplement your lines of enquiry 
(and certainly provide a platform for this); and c) help us in terms of the overall external credibility of the 
process. These initial meetings'could be built upon at a later stage for more detail, and if necessary. Tim' 
availability represents a serious challenge. For that reason, we are prioritising the Lord Arbuthnot meeting. 
However, we wilt start the ball rolling on getting all of these into the diary, liaising with your clerk in the 
process. 

The 4 strands of enquiry

Wehad ageneral discussion about the handling of these; and drew the following conclusions: 

Criminal cases... you were of the view that, in the light of thesubstantiat work. already undertaken by 
Brian Altman QC and Cartwright King, your role might he limited to recording whether or not,. in your 
view, the Post Office had adopted appropriate policies and processes, perhaps by reference to specific 
recommendations and/or one..or-two cases., You asked whether we might have some suggestions as to those 
cases you might include in this sample and we, of course, will provide these. 

Investig — you would, as. anticipated, use the documentation we have provided (including the 
spreadsheet covering the 136 cases)to test the appropriateness/reasonableness ofthe scope and depth of 
our investigations under the Scheme using a sample -of the actual cases to draw your conclusions from. We 
agreed to put you together with the relevant internal investigators at the appropriate time. You also asked 
whether we might suggest some cases which could usefully tie included in your sampling exercise and we 
will, of course, provide you with some ideas. 
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p" - -. we discussed th the dl l.e I,i ;uq uri ,.1,.,,led by" theBelp d, 
the manner in which material is recorded, and t said we would. come to you with a_proposal
these i will write separately on this, but for the benefit of this note, the main elements will be L,
you with documents-(over and above those you already have) which show how the Helpdesk systes, ..
operates generally. Then, through the administrators of the system, work is already underway to w ,
identifythose-accounting issues most frequently raised by SPMs and the answers_ provided by refeact 
the Knowledge Rase. We will try to establish how long those answers have been in effect for and w,
changes e. the pen will then arrange r0wt , ft ✓rni r. 'h lherelevant pets,U
(.inciudine   ura hieforth: U.

nut - r,. ,, 1,, ,,,  C, is prepared fat ing to confirm the 
{iisincludes the  'x Pond Sight's work, 

Uj. . ..:.].p2 i'  ~( CY ~ ~p - ( ~i ,t?[i , 40 Horizon 
1i .ft1E . 

We will also provide you with the "Spot Review" responses which Post Office and Fujitsu prepared in 
response to specific issues raised by Second Sight in connection with their July 2013 Report, and will 
review other potentially relevant Horizon acwrcditations (e,g. that obtained for Payment Card industry 
standards). 

We will also ask Fujitsu to provide.us with details of any system-wide upgrades which have taken place 
over the relevant time period which had, as one of their components, changes to the system's accounting 
processes. As we noted in our meeting, these will include counter, hardware, and infrastructure releases 
from which any specific changes to branch accountingtrecording issues would need to be parsed out. 

Lastly, we can consider whether some form oftesting should be conducted. once a specific. testable issue 
has been identified, bearing in mind that this would only demonstrate how the system is operating at this 
point in time. 

Q. 3 

We're all conscious of the time constraints we are working within, and it may be that some limited work 
will need to continue after Xmas (eg any testing you recommend) and be reported as being underway in the 
Chairman's report to the Minister. However, our ambition remains to complete all substantial elements of 
the work before then, so we will need to proceed at pace, My team here is available to provide you with 
any support or information you may need, so do please lean on us as necessary. 

At the appropriate juncture, wewill'want to revisit our early (and necessari v teiH;i,, , i I d, <c.i,irsions about 
the shape and length ofyour reportto Tim: and`to make arre.. 

'rho various outstanding issuer idill Llz,ed In t1iiS t uok aPi , '<b: ft  7 ia,lel .ettaeklte ever. 
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Kind regards; 

Patrick 

Ptitrtt k Bourke 

GRO 

h1Y/$M1M,Maa Maa##1#rta,p#aa#a#1Ys1a11*t**** *$U,MhiYIMMaa#1r#a+t..#Y•. 

This email and any attachments are ( ltfdential and intended for the addressee only, If you are not the named recipient, 
you must not use, disclose, reproduce, copy or distribute the contents of this communication, If you have received this 
in error, please contact the sender by reply email and then delete this email from your system. Any views or opinions 
expressed within this email are solely those of the sender, unless otherwise specifically stated. 

POST OFFICE LIMITED to registered in England and Wales no 2154540. Registered Office: Finsbury Dials, 20 Finsbury 
Street, London EC2Y 9AQ. 
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• s ~,ri;, , r3 'r ---------- -GRO .----.-.-...-
~airii  >:: Mark llndcrwoodI 

Ir -.-.-._-.-.-.-.-._iR()_.-.-.-.-.-. l>, Stove Allehorn r-•----- --------- 
-G RO GRO r>, .land Macl ,eodv 

GRO
_ 

Date. Thu. I° H 

s~numaryof Rcsponses_to hisAllegntions - ph.doc' 

Dear'C%imapher: 

Thank you for your entail. 

The files, and d zcuments. related to the.cases yr. have listed in your.err triI will. be. ava table for.you to view 
on and/or download from Huddle by close of business tomorrow at the latest: Can. t lust check that, since you 
have now identified a list, you no longer need suggestions from us of cases {whether criminal/non-criminal} 
you rnightwish to consider 'looking at`'In some ways, a selection exclusively made' by 1 IKl3W:is: better :for 
the independence of your enquiries. Nonetheless, if you would still like suggestions, please just let me know. 

lit relation to the allegations. made by Richard Roll on the Panorama broadcast;1 attach-a peeper which sets 
out. as a table, the various lines, statements and correspondence,:tnc3ttdingthose from Eujitsu, which 
betwcen them cover the ground: Please let me know if you require a more formal statement from Fujitsu. 

We are currently working through and snaking progress with the various documents requested in serration to 
the l elpdesk, Investigations, and the assurance of the Horizon system and should be in a position to provide 
these to you early next Week, 

Last{y .in respect o€your regiteatfor information relafing#tririeipatly tp;le .'natter fade in your email of 
12 November 2015), Rodrie is hopingto be able to provide these-to you by close tomorrow; 

Kind'regards 

Patrick' 
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From: Christopher Knight 1 GRO 
Sent:
To: Patrick Bourke 
Cc: Jonathan Swift; Mark t)nderwoodi Steve Aikhorn; Jane MacLeod; Rodric WiIIi,:ms 
Subject: RE: Data Spread Sheet for Christopher Knight/)onathan Swift 

Dear" Ptirrick, 

J.owthan attic t have eiec .d .i,i, sG:hetttc Cues rayiewthe files of and we would 1 .grab~!: tl ; J'•thosp. ftles. _.. 
iatc u the plccei r; + i enn dying fire P0 anii SS: .rev tewt.:= could b upinaded to Huddle: We..ma' 
not look ..at all the a(t.aclied. pieces ttfevadence:in all the .ascra, -but we will certaint)...: do So :in..s'vtate. We..Inni. 
seteted:the :t uses at random but ensuring ;that :they cover all of .the key thematic i'sues raised: We have 
excluded:from this exeroise any cases where there is a criminal c onvietiion: 

T`it4:l cases are'! 

MO:l4~ 

MO2fT 

M037 

M1 t)t) 

M114.. 

Mi 3:i' 

M133 

M149 

Do letine know when they are uploaded. 

There are various queries and requests we have outstanding from last week I b4leve. 

Cou.)4wir add a fartlier s ii ;the Pan uran i'raitscript utai►ts:atl.e •Lions :t cxtn a. kichard':Roil..formeriy c>.f 
Fujitsu, whoop} .ars to say that they oukI alter the i.odtng to change transaction records and that they did 
so.. Do we have any documented: statement or'umilar from Mir Roil setting out the detatts..of he Just 
aa.: importantly , we will 'need :a formal response from the PC) and ;i .ujca;u.. (pa ticularly the latter) abour.MT, 
Roll's conurients to Panorama. If there is all adyone, could we see it please (the statement about the 
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program.me:generally 4ges not.address this issue). if-not,, can on..e. rte: provided .tti-us explaining the Pt) and 
, 

F:ujitstt response.Jonathan and I will certainly have -to deal with what Mr Roil has said. 

Best wishes„ 

Chris 

From: Patrick Bourke
Sent: 03 November 2015 16: T--------------------------•-•-•-•-•-•-•-•-
To: Christopher Knight 
Cc: Jonathan Swift; Mark Underwoodl; Steve Alkhhorn Sane Macleod; Rodric WlNiams 
Subject: Data Spreadsheet for Christopher Knight/3onathan Swift 

Dear Chris 

I attach a copy of the ail-encompassing spreadsheet we talked:abottt which, for-each case in the Scheme;
records the information you indicated you would find helpful to have including details on criminal charges, 
whether the Helpdesk issue was complained of Second Sight's thematic issues and so on: This should enable 
you and .lonatb4tl,jg; (Aflnine which cases to use as part of your sampling exercises: The password'for`the 
spreadsheetia GRO .-.-.-.-.-.-. 

My col leaauc, Steve AIlchorn. has organised for your tour of Ilorizon tsoi )-boat Tuesday morning. It 
would be very helpful for its to meet (with or without .lonath in, depending on his availability) after that, so 
that we can develop a joint undcrslandingof how you are likely to approach your enquiries so that; we might 
support your work as cllcctivcly as possible. I would also like to take that opportunity to:intrpduee:you to 
Rodric Williams (copied). our in-houso lawyer, who will .be.: able toguide you in relation to the computer 
specific issues you will want to address and more generally. 

in the meantime. please do riot hesitate to contact us with any questions. 

Kind regards 

Patrick 

This email and any attachments are confidential and intended for the addressee only. If you are not the named 
recipient, you must not use, disclose, reproduce, copy or distribute the contents of this communication. If you have 
received this in error, please contact the sender by reply email and then delete this email from your system. Any views 
or opinions expressed within this email are solely those of the sender, unless otherwise specifically stated. 
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A Summary of Post Office and Fujitsu responses to the allegations made by Richard Roll 

Date Content ~ Supporting Document 
15/06/2015 Panorama Producer ConorSpackman email outlined areas of questioning including --

the below (without reference to Roll): 
Conor spackman email iv g5 ,12O6 01Smsq 

• the suggestion that bugs in Horizon were more widespread than Second Sight 
have found 

• the suggestion that there were around 30 people working in "third line support" at 
Fujitsu and that they fixed dozens of system errors 

• the suggestion that errors were fixed by a team who could access transaction 
data, add transactions or make changes to transactions that would affect the 
balance in branch, without the sub-postmasters knowledge 

16/06/2015 Pete Newsome, Business Change Manager (PO Account), Fujitsu, in response to 
• request for information: 

Pete Niwvsome 16 June 2015.msg 

• the suggestion that there were around 30 people working in "third line support" at 
Fujitsu and that they fixed dozens of system errors 

Fujitsu has provided during the lifetime of Horizon an industry standard support service 
to cover incidents that are raised by the customer service desk (now by its SISD) into 

• Fujitsu Capability Units underpinning the live service which through the incident 
• management process are placed in resolver groups and reviewed by subject matter 

experts to produce tactical workarounds and working procedures until the Issue has 
been resolved. 

Third Line Support covers multiple disciplines within the live service across the 
Infrastructure, within the Application, Network and Security services provided to the 
customer. There are teams of subject matter experts reviewing system events, 
enterprise management alerts, security vulnerabilities, network logs and traces which 

• arise through enterprise management toolsets or manual checks of system logs. 
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117/06/2015 Panorama producer MottHardoemail'(extrad.L

We have interviewed a former employee at Fujitsu; whoo.worked in "third fine support"  kvlatt1do dMD iif 17052(15.msg 

I for the Horizon system. He says it was possible Co temotely:access data held on branch I t 
terminals and to amend that data. He also alleges that system errors were more I j 

j ( widespread than has previously been reported.

22/07/2015  Panorama producer Matt Bardo teeter (extract — he highlighted in red the areas he
had not previously raised): 

i 1 wettf33rrialetter

Former Fujitsu employee who worked In °third line support" for Horizon prior to 
2272o1S:docx 

2010.

• we have been told that 1t was possible to remotely access data held on branch I i
terminals without the postmaster's knowledge and thatthis raises questioru..
about whether computer evidence against postmasters can be 100%retlahlle 

j I • we have been toldthatunderthe.Service Level Agreement, Fujitsu could. be fined
fartransactions that wentwrorlg; It was therefore in Fujitsu's financial interest I j 

not to report the extent of software and hardware problems to the Post Office 

i 
I 
! • we have been told that errors in Hoiizan•viceie'more widespread than has ever

1 i 

j !~! been reported 

• we have been told that there were around 30 people working in "third tine 
! 
1 

I support" at Fujitsu and that they all worked full time to#ix errors
I 

j I 

I 
• we :have been tell t+at.someof these errors were ¢ usedkry Ho ftarr 

I 

I misidentifying transact ens.Decause the de identifyftig the product and The code
identi Ing the payment tyecotitd: crtmbine in tnsnsacslon ffeta to a waythat
reembiedthe data ofothertansainns This 'meant th pa}rthen were 

~.—.._._..  sometimes misidentified and r.-,;siirec.Ted by thea£c#4ILi#in$sY3't Tait. —,_. _.,_.._,._.._..._._...._..._.._...._..__.~.._.._.—.—._.1 
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ira.-k !.i-,derword, Sparrow team, email key points for use in mediation as 

Mark Underwood email 21 August 2015:msg 

oc ir,  t thr ran,cript, I think the below is the key sentence from RR, He states: 

'RN; We went in through the backdoor and made changes. Sometimes you would be 
putting several lines of code in at a time. If we hadn't done that then the counters' 
would have stopped working". 

What RR is actually talking about here 
is, 

I think, open to interpretation, 

What we do know ahauc fail .s that he: 

worked in 3rd / 4th line support on the 6th floorfora coupletif years 16 the 
early 2000's; 

• worked on 'estate management' rather than the accountancy 
side; 

• left Fujitsu on good terms as he had become disillusioned with IT to become a 
chiropractor in the Bracknell area. 

What we know about Horizon pre- 2010 
is: 

It was a 'dial up' system (encrypted) and Fujitsu application software 
specialists could access the system remotely, as you would expect them to be 
able to do as part of any standard IT support function, but the system did not 
allow remote agents to manipulate branch transactions. These remote agents 
perform tasks like examining diagnostic information not transmitted to the 
central servers and modifying application functionality on behalf of the 
subpostmaster that is not part of the standard interface e.g. forcing the 
counter to re-download its personality and product set data, 

Remote agents could not'work' the terminals as there was no functionality for 
this 
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* Every access was logged  and so f here is an auditable footprint where records 
_ 

are still within the retention period I ) 
i I 

JS. Interpreted RR's statement to •bein relation to financial records,. The,rea(ity is that, 
I given the above- RR's role would have involved putting in codes for various and 

I j numerous reasons - updating, maintaining etc - but this would have. had nothing to do
with branch transactions. 

I This in mind, I think our initial reply should be that, RR was actually referring to 
providin¢.suonort rather than editing transactional recce.. 

i I As Included in our Scheme report (i.e. March 2025 report):
) I i 

It tsalso possiblefor'Fujitsu to view branch data in orderto provide, support and 
conduct maintenance but this does not allow access to any functionality that could be 
used to edit recorded transaction data. Having reviewed all the cases, no-one (including
all the Applicants and Second Sight) has been able _to identify a specific transaction that
did not originate In branch.

A number of different explanations were found for the 'unknown` transactfons:
~ I 
-The transaction was conducted by the Applicant but they could not remember the. 
transaction. Every input into Horizon is logged against the unique identity of the user.
Each user ID is personal to that user and protected with a password that must not be 

{ shared. Where the transaction data was available, the Post Office was able to identify 
the user entering the questioned transactions. In some cases, this was the Applicant
(where the Applicant had confirmed that their password was secure).

L E 
The transaction was entered using the Applicant's user ID but the Applicant had 

shared their password with other-staff members. In thes@ Cases, the most Ilkeiy. 
explanation is that a staff member had conducted the transaction without the 

I Applicant's knowledge. 



POL00043789 
POL00043789 

-.A staff member had conducted the transaction with their own user ID without the 
Applicant's knowledge (albeit that a postmaster is able to determine this himself by 
accessing the branch records available through Horizon),. 

- The entries correlated to periods when relief or temporary postmasters were running 
a branch. 

- The entries were conducted by Post Office staff conducting audits of branches and 
who had logged on to the branch terminals with the Applicant's full knowledge but, 
these entries were determined not to affect the branch's accounting position. 

If, it is then asserted that RR was referring altering financial records or the Balancing 
transaction Process. I think our lines should be similar to: 

• As we have always said, Horizon does not have functionality that allows Post 
Office or Fujitsu to edit or delete the transactions recorded by branches 

• It has however always been possible for Post Office to correct errors in and/or 
update a branch's accounts. This is most commonly done by way of a 
transaction correction however it could also be by way of a balancing 
transaction or transaction acknowledgement. 

• A Post Office employee could also, in special circumstances, log on to a branch 
terminal locally (i.e. by being physically in a branch) using a new User ID and 
password and then conduct transactions (though these would register against 
that unique User ID). 

All of the above processes for correcting / updating a branch's accounts have 
similar features. All of them involve inputting a new transaction into the 
branch's records (not editing or removing any previous transactions) and all are 
shown transparently in the branch transaction records available to 
Subpostmasters (as well as in the master ARQ data). 



POL00043789 
POL00043789 

We have never made the BTP a.secret. In fact we reference it in both our
published Scheme Report and our Reply to Second Sight's Part Two Report. 

Extract from Panorama rebuttal provided by Post Office to Minister ] post-
( programme]: 

Panorama Rebuttal - 

Fujitsu 'Whistleblowee —Richard Roll 
Bls.pdr 

I I 
Panorama. '..a team of computer technicians was dealing with Horizon errors, some -

III

of which he says, could create false losses. He also says financial records were 
I sometimes changed remotely without the postmaster knowing. That is something the 

I 
I 

I Post Office has always said simply can't happen.,.. 
i 

29. Despite repeated requests, the Post Office was not provided with the identity or 

i 
I information about the Fujitsu 'whistleblower' beforethe Panorama broadcast and was 

therefore denied the opportunity to comment upon his capability to comment on the 
issues,

~ f 
30. in fact, the 'whistleblower', Richard Roll, worked for Fujitsu front 2001-2004 and 

I 

does not appear to have worked in IT again since that time. Fujitsu has informed us that I 
he. worked on 'estate management' and did not work on branch accounting aspects of
Horizon. 

31. Panorama referenced statements by Mr Roll abotat financial records being changed 
remotely. Transactions as they are recorded by branches cannot be edited and the
Panorama programme did not show anything that contradicts this. 

32. Mr Roll spoke of making changes through the back door and 'puttmg in several 
lines of code In at a time'. Fujitsu has confirmed that this is likely reference to 
maintenance and support tasks as would be expected of any standard rffunctien..;S:uch 
remote access could not be used to manipulate transactions. 

'work ~ 33. Remote agents cannot and could not the terminals' as there is no i—~ 
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furictianatttyfor this,

34. Every access is logged and there is 3r1 ; n 1I..7v, tc 7t ,r nt w! ro rnr 0 :ire still 
within the retention period 
Pete Newsome, Business Change ,rYenr.gr- (P0 Account), Fujitsu, err,ai: fr. ret 20108/201:5 

And finallythe following is all people could remember about Richa r i `u !I: Pita Newsome email August 202015.msg 

Workedin.SSC3/4th line support on the 6th Floorf;ra
early 2000s fora couple of years 

a Worked on estate management not accountancy side 
L Left Fujitsu.on.good termsas he had become disillusioned with .IT to become a 

chiropractor in the Bracknell area 
24/08/2015 Pete Newsome, Business Change Manager (PC Account) email extract. 

3ro line supportis the SSC diagnosticians who apply technical knowledge to provide F rr  '- e I ,u t . Jis m sg 

support and Incident resolution services. They support servile managers.in the delivery 
of their service and undertake in-depth investigation into incidents by applying 
analytical skills to the symptoms and evidence gathered by 1st and 2nd'line units. 

SSC' diagnosticians.have.a general knowledge of most aspects of the Horizon 
system. They will also specialise in one or two areas such as estate management, 
reference data, databases, batch systems or counter process and accounting. 
SSC diagnosticians do not resolve incidents by amending any code used in the provision 
of live services. This Is a.4 h line responsibility which is deliberately separated from the 
3' line services provided by the SSC. 

19110/2015 Andrew Head, Executive Producer, BBC Panorama (extract from letter in response to yl 
~w formal complaint from Post Office; this slightly expands Mr Roll's allegations from 

those Included in the programme) BBC response to 
Pcst Ofrke October i 

2. You also suggest that Post Office's position, as laid out in their statement, was 
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misrepresented when we reported that: '(Richard Rolll says frnanclal records were 
sometimes changed remotely without the postmaster knowing. That is something the
Post Office has always said simply: can't happen". You say that Post Office's position i5 
actually the following: "Post Office con correct errors in and/or update a branch's
accounts by inputting a new transaction (not editing orremoving any previous

( transactions). It is alsa. passible to update the software remotely. However; such

change would be shown transparently in the transaction-records:" 

Yourdescription of Post Office's position seems to_demonstrate that we reported it 
aceu-rateiy. From the briefing we attended and the long Post Office reports that we
read, it was clear that "afterInitially denying it - Post Office had come to accept that 
remote access to branch data-was possible but that any changes would be shown 

transparentiyin the data, if all remotely executed changes to branch accounts are 
"transparent", then they must be transparent to the postmaster whose records are 
being changed. So the Post Office position is that any postmaster would know if his
records were being changed. MrRoH says that's not cortect.He says that records were 
sometimes changed without the postmaster knowing Itfollows that we correctly 
reported that he was saying something the Post Office has always denied. Indeed, he
says he and his colleagues could make changes under the postmaster's log In This 
process left no record that anybody else.had been on the system. For example, Mr Roll 
explained to us that he could make it-look as if a postmaster had sold a book of stamps 
when he had not 

16/11/2015 CMS response to BBC regarding complaint (extract): . 4. 1 

Mr Head's letter furtherstates that MtRoll told the Panorama team that 'he and his 
1bCorrgraint 

t0 68C - 16 NoverF~' 
colleagues could make changes under the postmaster log in" and that "'.this process 
left no record that anybody else had been an the system". This allegation Is likely to 
have coloured the BBC's decision to run its programme and yet this allegation was not
put to our client. Mr Bardo's email of 17 June 2015 at 19:41 statedthat "a former
employee at Fujitsu. ..says it was possible to remotely access data held on branch

Lterminals and to amend that data". Post.Office.provided a response to this alleation, 
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However, this is a fundamentally different allegation to theallegation that changes 
could.be made "under the postmaster's login" and that this "''left no record". Forthe 
record, this allegation Is strongly denied. If Post Office had been informed about 
allegations such as this in advance of the programme being broadcast, then it could 
have provided a technical response explaining what could, and, more Importantly, what 
could not, be done with the Horizon system remotely. 
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When ,, /eP ;I. I .,M in touch, I vvE l0used to nsa at you were still conside sir 

an her a low We would now like u_- lsrs.sva how yc,u will  ma responding because w :' 
are:* tu, a W rt: ti :. ( . osrammeover Pro neal, week or so. 

For your ! t ' iTh rc , v havecol a.'d the r1 N"FI"(Yadf raj . , <dt already criv ,{ you 

abor.rt Or r i. (3S cm asru. Iron rut l'!fti ................ .. ~P It 

head irr , i``' Ihop'W0. ( . r u to € o:'  t(m r you . ía to Ity ila . T i~ )iri(i. 

You will see that we have listed the full range of points that have beers raised lr' 
our case studies. This is to give you a fair opportunity to respond if you wish. 
However, as I have said in our previous correspondence, we would not want to 
raise all of these points with you in the interview if you decide that you cannot 
comment on individual cases for reasons of confidentiality. However itremairr;, 
our view that these cases should not be treated as confidential because: the 
postmasters have a!r; rr z,, been psf t>r,e g rit r F so open a u urt. 

As our investigation has progressed, ',°: t' , ave continue+. us car..aroseito or matsuu 'id 

material. This has raised a few issues related to those that we sent to you n..(or e 
and for clarity we also wish to put these to Post Office. We have added these 
additional points below in red so that you can find them easily. 

We believe you have been afforded a very fair and reasonable opportunity to 
respond over the past two months. If you would like to respond by way of an 

interview we would be looking to film this before Wednesday 29 July. If you
to respond by a statement instead, then we would be grateful to rF r r vi_ OraL by 
5:00pm on the same day. 

F took forward to hearing from you. 

Mar: thanks 

(Oath 

in::"''s- vi  Ascot we pi n toit C"dY.iwr~ 

Jo Hairs rs ti t( sl ((CS frSiS ti4.r>  t`rten) 

Sec rim Mlsr r (iur s s PS r„) rl isle 

Noel Thomas (former post n ,te;zf' ) 
James Arbuthnot (former MP; 
Charles Mclachlan (computer expert I 
Ian Henderson (Director, Second Sight) 
Professor Mark Button (legal expert) 
Former Fujitsu employee (whistleblower) 
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Jo Hamilton 

• the decision to charge Jo Hamilton with theft relied upon the Post Office's 
Horizon system 

• why Ms Hamilton's branch was £2000 down on the Horizon system and why 
this doubted to £4000 when she. followed the instructions from thehelp desk 

• her claim that she sought help and the Post Office failed to-providE It 

her explanation that she subsequently felt trapped -and dill not know ghat 
to do other than sign off inaccurate accounts 

• that in its "POf report into Jo Hamitttfn's case, the Post. Office now says 
the most likely cause for-the tosses "is a series of operational errors=in'.t13e 
branch by the Applicant or her staff over an extended period of time". This 
suggests a change in position because theft is no longer the all"-aged cause of 
the shor.tialt 

• we, have also obtained extracts from Jo Hamilton's prosecution files. One 
extract is from the Post Office investigator's report into Ms Hamilton's case. 
On 17 May 2006 the Post Office investigator reported "I was unable to find 
any evidence of theft or that the cash figures had been deliberately 
inflated". Another extract includes comments made in a memo that was 
circulated on 16th November 2007 by the Principal Lawyer of the Criminal 
Law Division of Royal Mail. It talks about the importance of the theft charge 
in forcing Jo Hamilton to repay the missing money and says: '1t am never 
confident with false accounting charges in relation to recoverytunder POC 
2002 and the theft charge makes life so much easier". 

• that in a letter.ft xn the Principal.1 wyrer.dted 19 November 20.0 it was 
made.: clear that Jo Hamilton could -not blame the crater system as part 
of the agreement to drop the charge of theft. However, thei -computer could 
have been 'to blame 

• Mr Thomas' claim that that he told the hetpline about his problems with the 
system and about the missing money 

• that it Is no longer possible to know the results. of important tests carried 
out on Mr Thomas' system because those records have nowbeon lost or 
destroyed 

• Mr Thomas' claim that he was poorly treated after four 
decades 

of toyat 
service 

• according to the Post Office's ""POIR" report into Noet Thomas' case, it now 
believes that that the cause of the shortfall in Mr Thomas' branch is likely to 
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;tern 

that for two years there were cash shortfalls at Ms Misra's branch and that 
she used twenty thousand pounds of her famity's money to make good the 
losses 

we have been told that the Post Office failed to disclose crucial information 
during Ms Misra's trial including technical information about Horizon to the 
ei 'fence's expert witness 

that t ics {'oat Office and Fujitsu hart t ;lilts ti .. i t; in  izon and that the 

ul ~y was not toldaboutthem 

cccl ve read extracts of minutes of a joint Fujitsu/Post Office meeting 
shot is hot ore Ms Misra's trial at which one such bug was discussed. The 
tninutco of Pie meeting state that this bug could impact "ongoing legal 
cases where branches are disputing the integrity of Horizon Data" 

++` ire investigations and prosecutions 

the P atupgestion ti he Post Office has a financial interest in prosecuting 
pn ,LOIasters because it helpswith the recovery of missing money 

we have been told that miscarriages of justice are more likely because the 
Post Office exercises both the power of investigation and prosecution 
(meaning there is toss in it, pendent scrutiny before a case gets to court) 

• the suggestion that the Post Office failed to consider or investigate the 
possibility that ' i ;_ctn could be the cause of some of the losses 

• the suggestir,t , I ta t' these failings may have led to miscarriaac 0f jrlstice in 
some cases 

the suggestion that the Post Office Is.a.buliying organisation that hss abused 
its power 

• that Chief Executive Paula Vennells has never given an interview to defend 
the Post Office's position on miscarriages of justice 
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the suggestion that Paula:Vei ells has been implicated in i'niiscar' ages of 
justice and should resign 

That :tl e. Fro t: Office had been: prosecuting an average of 33 pos . asters x. 
year in: the five years up to 201.4. However, last year 'it only prosecuted two 
postmasters -This suggests a,significant change in prosecution policy 

Horizon system 

• that there have beery ri.iottipte .problem' with Horizon and that sometimes 
transactions go astray 

that Hor-izon.appears to. have escaped full,- inde dent.scrutiny 

• the suggestion that the complexity of the Horizon system adds to the 
likelihood of errors 

• that Post Officepro secutions retied on :the belief that the.computer system 
was robust, when in fact computer errors may call this into question 

the claim by numerous -postmasters that they were told by Post Office 
investigators they were the only ones having problems with the Horizon 
system 

Second Sight's Investigation 

• we have been told t hat the Post Office had a culture of dersial w: - . it came 
to.bugs occurring in .the Horizon.system. 

that Second Sight t po • e+d bugs that caused losses that. pos masters 
• would have been held battle for had the errors not been found, In one case 

it took the Post Office a year to discover the problem 

Second Sight's..evidence that remote access to branch -datals possible in 
spi.te.of Post Office .deiiats. 

that Second sight Beare the Rcsst office tnay have Eised theft. charges as a 
tactictrx put.pressure rao tmasters 

i^ormer Fujitsu employee who worked in "third line support" for Horizon prior 
to 2010. 

• we have been told that it was possible to remotely:accessdata held on 
branch terminals without the postmaster's knowledge :wld` that this•:raises 
questions about whether computer evidence against postmaster can be 
100% reliable 

• we have been told that under the Service Level Agreement, Fujitsu, could be 
fined for transactions that went wrong. It was therefore in 8Fujitsu's 
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oL eport the extent of soi ,v rr, °nd hardware 

h  : 1 i hat errors in 'Horizon were more widespread than has 

1'f Ii \!, C7 .:I'll tok tha'L Lit 1 w , 3- ro €iifi

iripo t' at Fujitsu and that thcv  U ii ne to i`!x error :s

we have been told. hat some of these errors were caused by Horizon 
misidentifying transactions because the code identifying the product and 
the code identifying the payment 

type 

could combine in transaction data in 
a way that resembled the data of other transactions. This meant that 
payments were sometimes misidentified and misdirected by the accounting 

system. 
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Panorama -- Strictly Confidential - Subject to Legal Privilege 

T. Prior to the broadcast of the Panorama programme and over a period of more than three 

months, the Post Office provided significant help and information to the programme's 

editorial team, including a two-hour `on the record' briefing from senior people involved in 

Complaint Review and Mediation Scheme. 

2. However, despite repeated requests, the Post Office was never provided with sufficient 

information about the allegations Panorama intended to Include to enable full and 

meaningful responses, nor was it provided with the evidence upon which the allegations 

were being based. 

3. It also became clear that Panorama was focussing on a very small number of individual 

cases, all of which have applied to the Criminal Cases Review Commission (CCRC) --a body 
who are subsequently being provided with all available Information, including confidential 
legal material not available to others. 

4, in addition to the Post Office's commitment of confidentiality to people who put forward 

cases to it for re-investigation, the CCRC should be allowed 
to complete its reviews without 

external comment.. 

5. Immediately following the broadcast, the Post Office issued its statement wholly rejecting 

the allegations. It is meeting with the BBC shortly regarding what it considers to be the 

programme's inadequacy in allowing proper right of reply and adherence to BBC guidelines. 
Formal complaint and legal routes are also being considered, 

Panorama: 'Crime wave sweeping middle England — the Post Office says It's caught dozens of 

postmasters with their hands in the till..' 

6. The Post Off Ice does not prosecute anyone for making Innocent mistakes. From the 150 
complaints put forward, 43 involve criminal convictions. These convictions havetaken place 

over a period of more than 10 years. 

The programme stated several times that the Post Office pursued theft charges against 

postmasters where there was 'no direct evidence of theft' or 'no evidence of theft'. This is 

entirely untrue. 
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It' 

'anorama:'Second Sight thinks they may have used theft charge:: s a tactic to p.r: pressure 

on subpostmasters....internal Post Office documents talk about how a theft charge could make 

It easier to geta court order to make Jo repay the missing money' 

l. Panorama broadcast allegations that Post Office may have brought theft charges without 

supporting evidence, and that theft charges were brought improperiyto put pressure on 

postmasters and/or support recovery of financial losses from then). Panorama referred to 

two internal Royal Mal documents from early on in the investigation into losses at 1a 

Hamilton's branch to support these allegations, and broadcast the suggestion that the 

prosecution is a "miscarriage of justice". 

S. In deciding whether to prosecute, Post Office considers (among otherfactors) whether the 

tests set out in the CP$''C defor£rown Prosecutors are met, which require prosecutors to 

be satisfied that there is sufficient evidence for a realistic prospect of conviction bn:each 

charge In and of itself, and that the prosecution.is in the.public interest. 

10, Post Office would not be complying with the Code if it had brought a theft charge In the 

manner.alleged by Panorama, and our review of the Hamilton prosecution documents, in 

their full context within the prosecution file, does not support Panoramas' allegations. 

11. The Hamilton prosecution Sethows that the evidence for a theft charge was investigated at 

the outset and kept underreview throughout the prosecution, that specialist external legal 

counsel advised on the sufficiency of that evidence before charges were laid, and ultimately 

that the legal opinion that "there is evidence she has taken the money, and that there is 

sufficient evidence to support.theft" Informed the decision to insist that the full loss be 

repaid before Royal Mal (prosecuting for Post Office) would accept the defendant's offer to 

plead guilty to false accounting and abandon the theft charge. 

12, Ultimately however, whether the Hamilton prosecution is a "miscarriage of justice" is being 

investigated by the Criminal Cases Review Commission, The Commission, the Independent 

organisation Set up by statute to Investigatesuspected miscarriages of justice from the 
courts In England, Wales and.Northern Ireland, will be assisted in its review by being.given 

access to all of the available Post Office files, Including the legal advice received. 

Panorama: 'Seema was jailed as a thief. But was the star witness for the prosecution, the 

computer, ever property examined? The expert witness for the defence doesn't think so... In 

every criminal case disclosure Is vital, so the question Is, did she get a fair trial?' 

13. Panorama broadcast allegations that there may 'have been Inadequate disclosure to the 

defence about Horizon during the trial for theft of Seema Misra, such that she may not have 

had a fair trial, 
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16. Panorama did not report that the Post Office document (prepared a - ently In connection 

with the Mediation Scheme) notes (as it Is right to) that the issue v n the hardware

ought to have been considered during the course of the prosecu u . c r .. i i t was indee u j c ie vant 

at the time. 

17. This is however ultimately irrelevant. It Is clear from the Panorama programme itself that 

Mr Thomas committed the crime of false accounting, and that he was following his legal 

advice when he chose to plead guilty. to that offence. It is a matter for the court to 

determine sentence once a defendant pleads or is found guilty,`having regard to all the 

=:ror r rc se iec-luding 11 T,rscific offence committed and its impacts end the 
r v  rod rI <;recter H Y Hr dse, the period of irnprisonmentto which Mr 

re, rte. t"n , P _:. o ;m, `1n ._ I r , 'r:. Vr e -• t .. ;although both Carry 

rv,n jiff). 

inio~I.!Iy however, as with the HanJ~ors . , - i-,a IIminal Cases Review Comml_ssionis 

o, stigatingwhetherMrThomas'spiusr tecr ,, tr ,:arrlageofjustice", with access to 

r ii of 'the available Post Office files. 
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Panorama: Second Sight 'what wasotinterest to us was that a number of cases also started 

with an additional charge, which was thatof theft. But In a significant number of cases, that 

theft charge was dropped in response to the defendant pleading•guilty to false accounting«' 

19. The Post Office made itvery clear to Panorama that the Complaint Review and Mediation 

Scheme is apt .a criminal.casereview, but rather an Investigation into whether Horizon 
operated as it should in asrnall number of cases. 

20. Second Sight is a firm of accountants, it is not experts in criminal law or procedure, and was 

provided with all the relevant documentation to perform its role, as was agreed by the 
mediation scheme's Working Gnoup(ofwhichthey were a member) in 2014. Again, the 

limitations ofSecond Sight's opinions regarding criminal law were made clear to the 
programme before broadcast. 

Panorama: 'The PostOffice has its own investigators and it brings private prosecutions. It 
doesn't have to go through the police or the Crown Prosecution Service.' 

21, Panorama Included comments-about private prosec.utionscreating'potential:miscarriages of 
Justice' fromProfessorMark, Bs4 n, who was presented in the programme as a legal expert 
but•who•does not have. any involvement In the cases presented: 

22. The Post Office has no spectal.powers of prosecution where It discovers evidence of 
criminal wrongdoing, it may exercise the right to bring a.:private criminal.prosecutlon which 
is available to all companies and individuals in England and Wales, Many organisations 
conduct prosecutions within their own sphere of interest, including forexample the,Driver 

and Vehicle Standards Agency,. Transport for London, the Environmental Agency,the BBC 
and many local authorities. 

23. Post {office pr'osecutorsare all ex periencedctiniinai:iawyers, many of whom have significant 
experience In prosecuting for both Post Office and the Crown Prosecution Service, The Post 
Office follows the Code for Crown Prosecutors (the same code as the CPS). This requires a 
prosecution to havesufflctent evidence and hem , the publicinterest,:both of which•are.kept 
under review right up to and Including any trial. It meanstheremustbe.sufficient,evidence 
for each charge"- if  theft charge 'is brought, there'rnust•be sufficientevidence for a realistic 
prospect of a conviction for theft. 

24. External specialist criminal lawyers have continued to review material to ensure the .Pot 
Office' complies with Its continuing duty after a prosecution to disclose any information that 
subsequently comes to light which might undermine its prosecution case or support the case 
of the'defendant. 
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TM Horizon system —'operational errors' 
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uu r I , aanort. any of the broad allegations about Horizon. 

lt~ , over' — Richard Rolls 

`„a team of computer techr„.lans was dealing with Horizon errors, some of which he 

create false losses. He also satrs financial records were sometimes changed remotely 

wS+ iaril, the ustrnaster knowing. That +arriathing the Post Office has always said simply can't 

, an t l l r i   tr' i '4'1 with tha ir{ ,tt a ,9+inn 

dotiu1 i t Fujlts~r I rr ,. ?, m& , r 'r. = dCa$t anU var tr . ip ,1 .led 

the opportunity to arc' ;lent upon his ̀ caj rl t.. Ir, .. il ' 't on thelssur'S. 

30. In fact, the wh' 1 [ %:char'd Rolls, van' , t r ;„ from 2001-,t A, ,,w:1 o( ,.., not 
appearto have work x! "m IT again since that t uaan 1htsu.has informed us th:,,. w ^ ,,rked 

on estate r7 .n a ;en'I did not work on r counting aspects cf

31. Panorama refer , tug s, I ,crments.byMrRolis.about financial record,, t =1 , , .,n d 
remotely. Transactions as they are recorded by branches cannot br ,'di°:r , and the 

Panorama programme did not show anything that contradicts this. 

32, .Mr Rolls spoke of making changes 'through the back door and 'putting in several lines of 

code in at a time'. Fujitsu has confirmed that this is likely reference to maintenance and 
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support tasks as would be expected of any standard IT function. Sur 

not be used to manipulate transactions. 

33. Remote agents cannot and could not'work the terminals as there is no functionality for 

this. 

34. Every access is logged and there is an auditable€ootprintWhere records are still within the 

retention period 

Second Sight 

Panorama: Second Sight: 'in any large IT system It Is Inevitable that problems will occur. What 

seems to have gone wrong within the Post Office is a failure to investigate properly and in detail 

cases where those problems oaurred. It's almost like institutional blindness.' 

33. Ian Henderson, from Second Sight, said that there had been a ̀failure to1nvestigate properly 

and In detail cases where IT problems occurred'. This Is incorrect — Post Office investigators' 

first task is to establish what has happened in the branch and its approach to each 
lnvestlgatlon will, by necessity, be influenced by the particular circumstances of the 
Individual case. 

36. That task will be frustrated when the branch accounts have been deliberately falsifred, which 

is an act which 
precedes 

any Post Office investigation. By falsifying the accounts (whether 
through the inflation of cash on hand or otherwise) Subpostmasters or their assistants 
prevent PostOffice from being able to identify the transactions that may have caused 
discrepancies and losses. The first step in identifying a genuine error is to determine the 
days on whlchthe cash position in the accounts is different from the cash on hand, Where 
the cash on hand figure has been falsely stated, this is not possible. 

37. The false accounting therefore hides any genuine errors from PostOffice. It hides it at the 
time the losses occur and it ̀remains the case now that Post Office is not able to identify 

which transactions may have caused the losses. 

38. it is the Subpostrnaster's (or their assistant's) false accounting that prevents.Post Office from 
investigating the underlying losses, not the attitude of Post Office investigators, 

`Bullying organisation' 

Panorama: James Arbuthnot: 'It is a big organisation bullying individuals with no ability to 
cope in ways which sometimes see them sent to prison, made bankrupt, lose their 

flvelihood:.' 

39. James Arbuthriottolidthe programme that the Post Office is bufying 
individuals With no 

ability to cope'. 

40, This allegation simply not true-- it Is not borne out at all 
byany ofthe resultsthatthe Post 

Office has when it regularly asks people about their experiences of working in its network, or 
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by any other evidence. 
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Your ref CAS-314$51 1'9.74135P0  By Post and Email 
Our ref SCBfi'fRE N 8 .,111850.00039 

Dear Sirs 

NOT FOR BROADCAST 

Panorama - Post Office Limited 

We write further to the letter from Andrew.. Head, Executive Produc -.r for hLK.. Panorarna,.dated 19 
October 2015, in response to our complaint of 15 Septeniber2015. 

Our client is tart satisfied with the response that it has. received, for the reasofs .set rut in more detail 
below, and therefore wishes to invoke your Stage lb cos plaints procedure, 

1?or ease of reference, we enclose copies of (t) Mr Head's letter of 19 October 2015, (Ii) -our letter of 15 
Sept rmtber 2015; and.(iii) our letter of 10 August 2015. 

Le \ :1 'z,;. ,,„,,;ir,e 

Key issues 

a No response to letter t 10 August2015 

Our letter of 15 September included, reference to our pre-broadeast letter of 10 August 2015, The points 
raised in our letter of 10 August were to be incorporated in our letter of 15 September, as was clearly set 
out in the letter. This was intendedto avoid the need to repeat points already made in correspondence 
with the BBC. 

I)K 993322s.3 
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Mr llaad's letter states that the reason for riot addressing points made in this letter was because the Bf3C 
has already provided a response to the letter of 10 August. In fact, our client has received no substantive 
response to its Better of 1tt:Augnet arid, therefore, the response to our client's complaint is deficient in this 
manner. 

Our client's letter of 1U.August relates to the•BBC's cotsduetpn or to the broadcast of the progtamtne..tt is 
itntponant to rcx:wbntse that our client's complaint extends to the BBC's conduct in snaking the 
programme and in seeking our client's contribution. The complaint is not limited to the presentation and 
contents of the prograiriine itself which Mt Head's letter largely focuses on. 

ItightofReply 

.Key issues 

e No valid, justification for failing to provide. adequate information-to Post Oitiice

o No valid }ttttiifltna tiok.for withholding ̀ whistleblower's' identity 

as Failure to make clear that Mr Roll was not employed at the relevant time 

Under the heading `Right..to Reply" in his lettor,.Mr!read responds.to a suttiher. ot,paints:ratsed.:in our 
letter of 15 September. However, in doing so he. appears to be basing many of Sus unsehrsioni on a 
particular inteipretationof the BBC Editorial 13tridehncs (the :"( tit! hear") winch we cannot accept. 

Mr Bead's liter states "(}'aaagntph 64 I) of the [Guidelines) refers tp the info-Tined consent off` 
contributors who take part in the prograirtiae. &'ace Post 'Office .ded 'ted-an bUeriiew this dries .not 
apply...", This statement is retied upon at various'points in the latte

r, 

itiu udl g as a Justst9catlon for 
refussng 

to disclose the details. of your 'Whistlebloivra•'. However, this snteqwetatson-of the. Guidelines 
does not make any logical some, 

No valid distinction can be drawn between a party "that provides a recorded interview and a party that 
provides a statement for broadcast: Both trust constitute "contributors ' to the programme rurthett re, 
our client provided a detailed on-the..record briefing to the Panorama team. This alone should be 
sufficient to make our client a "contributor" to the programme-

Mors fundamentally, paragraph 6.4.1 of the Guidelines states that "contribuors should be intPassesvion 
of the knowledge that 

is necassaryjar a reasoned decision 
to 

take part 
in nut content" and further that 

" 

lejiZr ;1 ,  tr[trtidntale.  

contributors 

should no, tastily 

knew 

::". 

Ihie Guideline clearly 

applies before 

parties asked to contribute have reached a decision about whether and/or how to participate in the 
progratmre. 

Nevertttoicsa, if .the definition of a "contributor" is: limited to parties that provide an interview for 
broadcast, it must be intaansbertt upon the BBC .' to comply fully with -paragraph :6.4.1,. 'at i egar i to all 
parties that it asks to contribute, up. until the point where the decision over whether to grant an interview 
as given We tail to. understand how it can legitimately he argued that the BB( can retrospectively justify 
a failure to comply with this Guideline based on a decision taken by our client after the date of the breach, 

Indeed, our client's decision not to put someone forward for interview was, in large part, reached because 
of.concetrs: over the lurk oftilifciranutiartthat the BBC was :providing :regarding the allegations to be raised 
and the evidence relied upon to suppot:t. them 1fihe BBC had eottgtl ed Bally with pitta tiraph 64,1 of the 
Guidelinm,'there is a 8trong likefthoadthat our d4lent would have provided an interviewee. 

IX-2*913?45.3 
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In this context, your sugitestion that our client's decision to decline an interview justified the decision to 
withhold MD Roll's details is illogical. Our client's repeated requests for the names of the contributors 
significantly predated its decision regarding an interview, 

Mr Head further justifies the decision to not reveal the. name of Mr Roll, in contravention of paragraph 
64.I of the Guidelines. on the basis that the BBC was "keen to ensure that his testimony seas not unduly 
qi c. ted by external pressure". This statement also is not borne out by the facts. The involvement of the 
whistleblower was revealed in Mr Bardo's email of 17 June 2015. By an email of 23 June 2015, Mt 
Bards explained that "we wish to protect [the whistlehlower:cj identify". 

However, it was not until 23 Jtdy 2015 that our client wrote to Professor Button. To suggest that our 
client's letter to Professor Button was part of the circumstances that justified the BBC's decision to 
withhold Mr Roll's identity is clearly untrue. This appears to be an. attempt, once again, to use is 
eit'cumstance arising after a decision has been -reached by the BBC to justify that .decision retrospectively, 
Furthermore, our client's letter to Professor Button simply sought disclosure of any evidence that he may 
have had in his possession which suggested that there had been any miscarriage of justice. This request 
was made to ensure that our client complied with its ongoing legal obligation of disclosure and not, as 
suggested, to place "externalptessure" on hum; 

While our client acknowledges that it corresponded with Mr Ian Ilernderson in advance of his interview 
with the BBC, this, correspondence was initiated by Mr Henderson who notified our cli.entof the BBC's 
request for an interview, Our client did not exert any undue external pressure on Mr Henderson. 

Furthermore, our client base direct contractual relationship with Second Sight including obligations of 
confidentiality imposed on Second Sight that our client was entitled to discuss with Mr Henderson. 

In. any event, nfter your interview with Mr Roll was recorded, there would have been no reason to 
continue to withhold his identity. Revealing this information would have allowed our client the 
opportunity to comment on Mr Roll's capacity to provide meaningful evidence, it would have further 
allowed our client the opportunity to provide comment on the status of the Horizon system at the time of 
his employment and to highlight to the BBC' (and potentially the viewers) that Mr Roll's knowledge and 
experience pertained only to a time period that was irrelevant for the three cases featured in. the 
programme. Indeed, providing our client with the opportunity to rrasko such continent would have assisted 
the BBC to achieve the "due accuracy" to which it is required to aspire. 

Theonly detail that the BBC provided regarding Mr Roli was that he was employed prior to.2010. In fact, 
Mr Roll left Fujitsu's employment in 2004. We fail to see why the BBC chose misleadingly to 
characterise the timing of his employment which suggested that.it was contemporaneous with the featured 

cases, 
Ftutltermore, Mr Head's letter states that "the dates of [Mr Roll s] employment at Fujitsu were written on 
the screen during his interview so this information was made available to viewers anyway" and that 
"Each postmaster aLsa had the years of their tenure clearly presented in an-screen text. The extent of the 
overlap was' therefore clew". With the greatest respect for the viewing public, this line of argument.
assumes too high a level of attention to detail for the average viewer, It is unreasonable to suggest and 
highly unlikely that the vast majority of viewers would have paid much attention to the dates of the 
postmasters' tenures, much less remembered them and then compared than to the dates of Mr Roll's 
employment. G'iewcrs would rightly assume, in the absence of any express statement to the contrary, that 

UK - 209f9,t3225.3 
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the individual being presented as -a whistleblower would have been providing. directly relevant 
information and, indeed, that he would have knowledge of the computer system 'as it was at the time of 
the specific incidents being featured lathe programme. Ifour client lrad beea.provlded with details of the 
Fujitsu empiioyee.thst:was contributing to the pragrauwne, then it could have made suitable .coin nt to 
provide viewers withthenecessary context to avoid them being misted, 

Our client disagrees strongly with the suggestion lbat the: Patiorartta team complied with: par* ph 4:4.25 
of the Guidelines. Providing infornu dine 'on the•"broad gseesiioe arueat fair an tstt resr' does not 
constitute describing the allegations "in :suf cienrdetail to enable an irtfartmed response". Our argintrents 
on #his point have been repeatedly rsltearsed: in correspondence. To date,.welhave received no satisfactory 
response to adequatelyexplain.why our client was not:provided with utore.detail on-the allegations to
made and provided with next to no details of the evidence upon which such allegations were to he based. 
As previously stated, it was OiSential that our client was provided with this evidence to ensure that it had 
thoneseseaty irt#orntation.to ettahl+ an iufi ,nedrespunae. 

As an aside, we note that Mr Head's letter states`that the BBC' was eeliemedly in contact" 'over a period 
of'12weeks firm 19 May2015. This omits to mention that there was a four week ̀ hiatus' between the 
end of June and 22 July 2015 during which no further substantive correspondence was received from the 
BJ3C. 

Proposed Meeting. 

A'ey Issues 

0 No valid justification for declining offer to review further evidence 

At paragraph 3 under the=  heading "The Right .Reply Process' , Mr Head refers to our client's :rifler of a 
meeting to share cot nfidential documents with the BBC that would have disproved the allegation that our 
client brought charges of theft in the absence of supportnig evidence and that .theut. eharges were used to 
put pressure to plead guilty to false ac punting, This offer of a meeting was declined: 

In justifying this decision to decline our client's offer. Mr Head cites two "fiindwnental editorial 
rearisru". 

Mr Head's first argument is that the fact that our client required any disclosed documents to be kept 
confidential would have "[prevented the BBC fromm verifying its accuracy" and hence put it ' breath of 
paragraph 1.4.2ofthe{Guidelines. 

This argument is illogical. She fact that the.J3BC could: not have disclosed the materials to any third party 
is not a justiCuatiun fix refusing to review them. Butt, in ; applying .this logic, the BBC is making the 
assurupt tun that the }311(' would decd to take feu het step. .to verify the accuracy of the iuf'ormalion, facts 
and documents being presented to it or that 10 do so would require their disclostue_to Hurd patties It is 
perfectly possible that the. review could have led to independent lines of enquiry without the need to 
disclose such materials, Indeed, situations akin to this must arise in a large number of BBC investigations 

itK . 704911275.1 
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and therefore BBC staff should be perfectly capable of handling such confidentiality. Secondly, it is 
illogical, and contrary to the principles of good journalism, to suggest that the. BBC should avoid an open 
and important line-of enquiry simply due to the concem that it may open up other lines of enquiry. 

As stated previously, if the BBC had taken our client up on its offer to review documents that would have 
demonstrated that the allegations being made were false, then it would have been left with.little material. 
to broadcast. Mr Head's reference-to the BBC's inability to refer to or attribute it in the broadcast would 
be' irrelevant in the context of an allegation proved to be fahc and, hence, not broadcast at a.11. 

As stated in our'in.itial letter~of 1.S S'tpte±nber, it Would appear that the BBIlC would . i! ... ..

in the sand' and deny the inconvenient truth that Post Office has evidence tr dcraor, ~lni t1,s, 
allegations being broadcast were unb-u.c; rather than check and' verify the "information and facts presented. 
to the, B13C by individuals with an axe to gtind. 

The second argument made by Mr Head in this respect is that the arrangement proposed by our client 
would have "(contpronrisedf the BBC 's editorial integrity (see Editorial Guidelines 1.2.4 and 14_1)" 

Paragraph 1.34 of the Guidelines states "The BBG is independent of outside interests and arrungenrenfs 

that could underadne our ediixrrial inusrify, Our audiences should be confident that our decisions are 

Prot influenced by outside interests, political or conramreiaf pressures, or any personal interests". 

Paragraph 14.1 cof the Guidelines similarly states that "Our audiences must be able to trust the BBC and 

he confident that our editorial decisions are not influenced by outside interests. political or camnrercial 

pressures, or any personal interests". Reviewing our client's evidence would not have constituted, 

"outside interests, political or commercial pressures, or ant, personal interests". We do not, accept Mr 

Head's argument here. The BBC regularly receives information, including from those who might be 
considered to be partisan and is:perfectly capable of reviewing this information, without undermining its 
"editorial integrity". At the very least, this information would have simply been more information for the 

T3 "> to consider when. producing the programme. Hiding behind the nebulous defence of maintaining. 
"editorialintegrity" does not justify the decision to ignore valid concerns about the truth of the allegations 
trr be broadcast. 

Reflection ofStatement 

.. =lu5e. to inclufh °, , A of Post Office's Staterzea hit,. i ii. r° 

r+esentsntt the i,rvolveme*rrt of the CC'RC 

0 :i'e. :v ~urfi=vh h -v m pirgom of Post Outer.. s strt* +,,°;;6 s i ,...., .. 

6317.6# ua S74!C27 pi@a a't€ p )secutlenS 

Despite the points raised' by Mr Head, our clients maintain that the BBC failed fairly and accurately to 
reflect its response. 

Without contradiction to the generahty'of the statement above, we would make the following points: 

UK - 209933225.3 
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Mr Head's Ietter justifies the exclusion of our client's statements regarding the Criminal Cases 
Review Commission ("CCRC").on the basis that the programme "did riot suggest that Post Office 
was failing to co-aparole [)Wih the CCItC)" and 

f'arthett x e that that programme did riot 
expressly state that the CCRC would not have access to-all of the relevant materials in respect of 

the, cases referred.to-it. This justification. assumes a.level ofJasowledge on the part ofthe.average 
viewer.rd acing the work of the CCRC Which is clearly unrealistic. Presenting the referee a to 
the CCRC alongside the statement: "the sense of injustice is grauwMg" suggests tothe uaiinfarttied 
viewer that in accepting a reference the CCRC is presuming some level: of injustice when,. in fact, 
applying to the ('CRC is a right open to any person convicted of an offence in England. Wales or 
Northern Ireland. It would have been fair for these aspects of our client's response to be presented 
alongside this statement. 

Similarly, Mr Head states that out client's statement that Post Office follows the Code for Crown 
Prosecutors was not included because the programme did not expressly state otherwise, However, 
the programme did clearly state that "[Post Office] doesn't have to go through the pollse or the 
Croton f'rosec°rition Service' and thin went on.tr immediately feature statements ;Frortt.Professor 
Button to suggest that this "creates potential a i sles of miscarriages offusrice": in this context, our 
client's statement. that it follows the Code for Crown Pnnnsecutors was entirely relevant and it was 
only fair that this be accurately reflected in the programme to avoid viewers being misled into 
believing that our client conducts its prosecutions in a mariner contrary to that which is adopted 
by the Policc and the CPS. 

Mr Head's setter thrther states that :t r Roll told the Panorama team that "he and his colleagues could 
make changes wider the posrnutsier's log in" and that "rids process left no record that anybody-else had 
been on the system". This allegation is likely to have uoioured the BBC's decision to situ its programme 
and yet this allegation was not-put to our client. Mr 3arrlo's email of`l7 June 2015 at 1:9:41 stated that "a 
former employeeitt Fujitsu...says it was-possible to remotely access data held an branch terminals and to 
amend that date''. Post Office provided a response to this allegation. However, this is a fiundamentally 
different allegation to the allegation that changes could be made "under the postmaster's log in" and that 
this "left no recard"..For the record,. this allegation is strongly denied. if Post Office had been informed 
about allegations such as this in advance of'the programme being broadcast, then it could have provided a 
technical response explaining what could, and, more importantly, what could not, be done with the 
Horizon system remotely. 

Presentation of facts 

Hey issues' 

® Leading question asked to Mr oR ll 

" Misleading viewers into believing that. Mr Roll lead personal knowledge of the featured 
cases 

I rK -'t09933225:t 
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Failure to include elements of Post Officals statement relating to allegations raised against 
MsVettnells 

Our letter of 15 September raised concerns that a highly leading question. was asked. by Mr Sweeney to 
Mr. Roll ("7t is possible tha.t fJèring could have been caused because there are problems in the Iforizon 
system i'). Such question was asked to Mr Roll despite him having no. knowledge of the individual eases 
presented in the programme, Mr Head states that, contrary to our complaint, this does not constitute a 
breach of paragraph 3.2.3 of the Guidelines which requires the B3:3C" to "not knowingly and materiatvy 
mislead its audiences land to/ not distort known facts" because, aecordntg to Mr Head, "the relevant 
guldellne in.this.case is .3.4,12".. Paragraph.3.4.12 of ttieGuidetines state that "[the BBCj should norntaiip. 
identify on-air and online sources of Information and significant corrtributorts; and provide their 
credentials, so that (itsl audiences can judge their status". 

There is no reason why two guidelines cannot apply to the fame issue, Mr Bead offers no explanation for 
this argument. Indeed, he himself cites two paragraphs (1.2.4 and 14.1) in respect of a single issue earlier 
in his letter. 

Paragraph 3.2.3 remains relevant to this point. No evidence is presented by Mr Roll or during the 
programme .to suggest that any problem with the Horizon system has resulted ,in a loss for which any' 
postmaster was prosecuted, However, the manner in which this question is asked is likely to have misled 
viewers into believing that Mr Roll had this level of knowledge. This is a clear breach of paragraph 3.23 
of the Guidelines. 

The fact that Mr Rol1's job title was revealed onscreen does not mean that viewers would be aware of the 
fact that he lacked any personal knowledge of the featured cases or of the fact that. he had not been 
provided with details of the individual cases to review in.advance of his contribution. Indeed, to the 
contrary, his job title would have suggested that he was directly qualified to comment on the three cases 
featured in the programme. We fail to see how compliance with paragraph 3,4.12 serves to defend. a 
breach of paragraph 3.2.3 of the Guidelines. 

Mr Read's letter includes reference to the statement made by Mr Arbuthnot that "sours people are now 
calling for Paula Vennells 10 resign". While the BBC's response denies that there is any inference that 
Ms Vennells is.personaily implicated in any alleged miscarriage of justice, it does not adequately explain 
why the actions. taken by Ms Vennells, such as initiating the independent inquiry, as mentioned in our 
client's statement, were not reflected in the programme. This information was entirely relevant and its 
inclusion would have afforded our client some, albeit limited, form of "fair opportunity to respond" to 
this very serious allegation.. as required by paragraph 6.4.25 of the Guidelines. 

Under paragraph 5 of the section headed "Presentation of facts in the programme"in.Mr Head's letter, he 
states that what was repotted "was... an accurate account of the facts". 'We would repeat that this was 
only an account of the facts as purportedly held by the BBC. If, as mentioned previously, the BBC had 
taken up our client's offer to review relevant documents, subject to a duty of confidence, then the BBC 
would have noted that the internal documents being relied upon by the 13BC had been taken out of context, 
so ss_to present an inaccurate. reflection of the facts. 

t:1tC - 2t)9933225.3 
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How experts were presented. in the film 

Key issues 

+ Misleading viewers into believing that Mr McLachou was questioning the sufficiency of 
Post Office's investigations 

ai Misleading viewers into believing that Second Sight were experts on the sufficfency of Post 
Office's criininal investigations 

e Misleading viewers into believing that Mr Head had personal knowledge of the featured 

cases 

a Misleading viewers-by presentingcoutrlbutiosis frarh ar narrow subset of relevaat parties 

Under paragraph I of the section headed "How experts were presented in the Ellin", Mr Eiead states that 

because the statement -made by rMr McLachlan (namely ..P iny computer- systtvu can go wrong. Wow's 
intt ormnt is the way-unit you deal with things when they do go wrong) appears early in the-prat rapittte it 
would not be perceived as an allegation that Post Office -failed to investigate the Horizon system or to 
deal witli problems as they arose in the system, We disagree With this conclus►oil, In the context .of the 
programme and where such ctuwnenYs follow allegations that there were "errors ivitlt- the strsrent", 
viewers will inevitably conclude that : Mr Mcl;aehian is opining directly oil Past Office's response to 
ocintplautes about the system and any dentified pro6leins. 

Our client would acknowledge.that.in a dii rent context "Mr McLadktn's w.matches Post Vice's 
own view" but, In that context, we fail to ~fee why Mr MtLachlan'e comments in :this regard were 
nr;C iy 

Regarding Seeogd $fight, Mr head's testermates that "Secvnd._5,`tght were twt presented .as ,experts in 
criminal 

law",.lntl}e 

programme, Mr I leiiderson is presented as having heen.appoltttetl to 
`trrv...es,[lgato" 

problems with Horizon following his remarks, Mr Sweeney then refras to the: Post Office having : 'its 
own ittvesttgatars" and hringmg private prosecutions.: It is perfectly p ,sable, and indeed highly likely, 
that viewers would not appreciate the distinction' between an investigator" ofproblems with the Horizon 
system and an"invcstigaloi" oithe individual Cries. We maintain that viewers would therefore have been 
misled into believing that Mr Hunksun was in a ii ml to Gcrosnent of the .adequacy of the 
iaves`t itiou and evidence for the piosiscunons, and that his re;fcrenev to"ias'itutiuiii! hlindness" Would 
be (akcu (o refer to Iliee prusccutions themselves; As slated previuu»iy, in Ihesr, c;ireuiiistarce& it would 
have been fair to have provided details in the programme of the Complaint Review 

and Mediation 
Scheme the work of tlte:Srhemo's rvisi3ting.group more generally end the itivnlventcnt of the Centre for 
[siYective.Dispute Resolutiot ,.No explamum .for.theseatnissions.was provided.in Mr.liead'.s letter, 

Regarding Professor Btstton's:contribution, Mx' Head's letter states that Ins comments were borne of the 
fact that "he believes the linty pm an- 

prnsecmiml rtre caadtteted'at 

Past Ohre 

increases 

the 

risk 

of 

potential imscarriages ofjitstice item ranyxt i i{ vt rtltprosecution. jsict enwnasing 
front 

slur 

('Mice", 

The 

suggestionitere is thattlte. manner in which Post-Ol e conducts its private pros'ecutiurts increases the 
likelihood of a miscarriage of justice in comparison with private prosecutions brought by other 
organisations. Please can you explain the basis for this statement Our client takes its responsibilities as a 

Y7t(- 
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private prosecutor very sent ly and, at all t,irnes, sets 
in. 

alacorct 1v t 
Prosecutors, As stated Previously, Professor Button would not har 
involvement in the three featured. cases to make such a statement. If t i 
be a general comment that primate prosecutions, regardless of who is br 
a miscarriage of justice than prosecutions brought by the Police, then ura, 
h utton's statement is "entirely meaningless" 

is 

wholly valid. We nutintain a sitrtxt, 
Professor Button were broadcast in a manner that would mislead viewers int= . .ieving that he was 
speaking specifically about the three cases featured in the programme. 

Our letter ctf 15 September 2015 also made reference to the fact that, in compiling the programme, the 
1313C appeared to have targeted contributions from is narrow subset of relevant. parties. For example, the 
ifl3C failed to include any contribution from the National Federation of , which supports 
and represerwIs some 5,04)1) postmasters across the UK. This omission was in .Mr Head's 
letter and Post Office maintains that, by inels4ing a contribution from. such a e ra iv. the 
programme would have been fairer, more balanced anti kriss likely to mislead viewers, 

Next Steps 

Our clierti is disappointed in. the conclusions reached by.the BBC in respect of its•cornpl; .; H ai5 iy 
dispute the suggestion that Post Office does not have grounds to complain about the progran 

Out client has valid concerns that the Guidelines were breached both in the making of the programme and 
in its broadcast; 'breaches that the SBC appears to be seeking to justify retrospectively. Furthermore, for 
the reasons stated above, in manycases, thejostifications given by'ivlr Head are illogical or simply do not 
marry up with the facts regarding the correspondence between the parties and the manner in which the 
programme was created. 

Our client therefore wishes to escalate its complaint to Stage lb. if no satisfactory resp nse is received 
otrrclient reserves its right to further escalate its complaint to the Editorial Complaints Unit and the BBC 
'£rust, 

k'urthermorc, as stated in our letter of 15 September, our client is considering its options in respect of 
more formal action, including an action against the BBC for defamation. These options remain under 
review by our client pending the conclusion of the BBC complaints procedure. The manner in which the 
complaint is handled will have a bearing on our client's decision of what further actions to take against 
the BBC 

We note .ors e to our Stage is complaint took significantly longer 71; , 
target Ii r t . Aires towards. We would request that your response to this ,,. ., as be 
provider -' working day estimate or that you promptly provide uawith an u,a H ..He for 
your re,., ,n a 

'Y'ours IsI , dull 

LII: 
--- 

---------------------------------------

GRO
43*'Ls:s,.,a tt .

.ya . Errs 'n,L.tr 
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19'" October 2015 

Dear Sirs, 

'Thank you for your.letter of 15 September, in which you raised a number of concerns as part 
of a formal complaint about the B13C Panorama programme, "Trouble at the Post Office". I 
was the Executive Producer of the programme and I have been asked to respond to your 
complaint. 

You also attached an earlier letter that was sent to 13[3C Programme Legal Advice on 10 
August 2015. As the 13BC has already provided a response to that letter, I won't be. 
commenting on it further. This response will only address the points raised in your letter of 
15°' September. 

Before dealing with your detailed points, I want to address your concerns about the role Nick 
Wallis played on the programme. Nick is a freelancer who has followed this story for several 
years and we therefore invited him to join the programme team, lie was a secondary producer 
who was supervised by the lead producer Matt Bardo and me. This ensured the E3BC's 
impartiality. 

I have set out my response under four headings, which I think summarise the main issues you 
have raised: 

The Right of Reply process 

1. You raised concerns about the conduct of the Right of Reply process, alleging that the 
BBC breached guideline 6.4.25 by depriving Post Office of an adequate opportunity or ability 
to respond to the allegations that were broadcast. tinder the Editorial Guidelines, those 
against whom allegations are being made should have sufficient time and information in 
order to respond to any allegations that the B13C intends to broadcast. 

Your letter also suggests that the overall conduct of the Right of Reply process breached 
paragraph 6.4.1 of the BBC Editorial Guidelines. This section of the guidelines refers to the 
informed consent of contributors who take part in the programme. Since Post Office declined 
an interview this does not apply and the relevant guidelines are 6.4.25 and 6.4.26. 

As we expressed in our correspondence with Post Office at the time, we are satisfied we 
provided sufficient information to ensure Post Office had a full opportunity to respond. John 
Sweeney's email to Post Office of 19th May set out the broad question areas for an interview 
and he provided more detail about the allegations in his email of 27th May..
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After analysing the on the record briefing that Post Office provided,.Conor Spackman gave 
more details about the question areas: 

in his email of 12th June. From 19th May until. 
broadcast — a:period of 12 weeks. we were repeatedly in contact about.substantially the same 
issues. Our aim throughout was to ensure that Post Office was given a full and fait 
opportunity to respond. Indeed, we provided quotations from documentary evidence in 
supptattwherewe thought it was appropriate to do so. The editorial guidelines do not oblige 
the BBC to share such material, as Matt Bardo explained in his email of 17th .tune. f)n this 
occasion, we made an exception because of the complex nature of the story and our 
determination to be fair, 

2. You were also concerned that the B13C did:ttotprovide the name and employment dates of 
Richard Roll as part of the Right=to Reply process. As you may know, a solicitor from the 
Post Otfice.did contact-two of our co ntribulots.(Professor Mark Button and Ian Henderson). 
prior to broadcast. We wanted to report the whistiebtower'shonestly held belielsbecause we 
believed theywcre important and in the public interea.-Theretbre we were keen to ensure 
that his testimony was not unduly affected by elttei'tiahprsure. 'f'he guideline that deals with 
this. 6.4.1, is about the preparation mix an interview, ltttCh:at that stage we were hoping toget... 
It states that-We should normally tell contributor's the`rianies of other likely contributors. It 
does, however, give programme makers the right to withhold names where 

i
appropriate. We 

gave Post Office the names of all the contributors except Mr Roll, which we believe was 
appropriate in the circumstances fihave described Not 

providing his name did= not affect Post 
Office's ability to respond to what  Roll lead told us We described the whistleblawer's job 
and the title of the team he worked for at Fujitsu. Moreover, as I have explained above, the 
guideline did not end up applying in this case anyway, as PostOffice was not a contributor'in 
the programme. 

we'also took extra steps to ettsare ̀that Post ice was in a position to respond to` WRoll's 
allegations, We-described the whistleblowet's job and the title of the team he 

worked 

for at 
Fujitsu. -We mentioned that the whistlebluwerhad worked at Fujitsu priorto 201Gbecause owe 
hadxeason to: believethesystemhad'ehanged when the updated verstortof io:nzon(H• rizon 
Online) was rolled out that year. You suggest that had PostOfftce known the identity of Mr 
Roll in the right of reply process, It would have pointed out that he ceased working in IT in 
2004. However,-the datesoflits einploytnentat Fuj itsu were written on screen during his 
interview so this informnajion was made available to viewers anyway. 

3, Your letter also states that during the right of reply process, an offer was made to meet and 
share confidential documents and that during such a meeting Post Office could have 
disproved the allegation that Jo Hamilton was prosecuted without sufficient evidence 

and 

potentially 

with financial considerations in mind. You suggest that because the BBC'did not 
take you up on this offer, the programme has breached paragraph 3.4.2 of Editorial 
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Guidelines, whid ,vs ,. In cf .'r conhvtt we must check  yen! nfl)rn'tlaE un,/ cis and 
documents, rn Jx itrir, ,/ 1.nu i,,. ..'. If we have
nroterdalsu(l~~.n'! P 'n!

We we,,. <,I >CI~.~ t: ', ;•ur sours, : ., , t;, „ I _isigottr
prosecution was strong and thaw wasn't bein'g'tah~
We did consider offer tobave.silr rt o1 confidential i„ r ', t! v before 
dot .t.imrthal v, v> uildhavetodechr~ I h+'rewet'LP itC+ , l( ,d} ,i unstor 

, tier. Firstly, PostOfh-t .. .c onIh, ril l:.., .. Et::r tl, t„ :tcrial on a basis that 
would picvcut us from verifying its accuracy_ in an entail ui' 1.3 August, Post Office wrote to 
the BBC: 

"w can only allow you to inspect these documents on the basis that the BBC only use them 
far this specific purpose and that you confirm to us that you accept disclosure on that 
basis. For the avoidance of doubt, this means that you could not share the information with 
any third party, and'that you be in breach-of cordence if you did so." 

The proposal to share information on this basis falls foul of the paragraph in the Editorial 
Guidelines that you are concerned about: 3.4.2. We would have needed the opportunity to 
check and verify the information,provided in order to ensure "due accuracy" and that would 

have involved discussion of the material with other sources, which we would not have been 
able to do. 

Secondly there was a.concern that the arrangement could compromise the-BBC's editorial 
integrity (see Editorial. Guidelines 12.4 and 14.1) because we were being asked to give up 
our ability and duty to verify it, nor wouldwe be able to refer to or attribute it in the 
broadcast. 

The documents. we relied u l , J, 1t ib. i.t. .,;iil,ni ', . ,, 3i i:,i' aittorial staff and 
we'arecon' dent.- that they were

Reflection of 'the. Rightof Reply 

I. You were particularly concerned that in key areas the BBC had failed to fairly retlectthe 
stal, ,nt rI ! t },,li ,', F .t , ,l u.:e provided and that this breached paragraph bl4.2',G ofthe BBC 
Editc,rial.Guidelines. The paragraph states: "Anypartsof the response. relevantto:tlie 
all'!, atians broadcast should bereflectedfairly and accurately '" 

We were provided with. a lot of material by Post Office and were repeatedly led to believe 
that an interview would be arranged. When we were finally informed that neither Paula 
Vennells not anyone else from Post Office would be interviewed, we took care to select 
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appropriate excerpts from the statement Post-Office provided and used-research about Post 
Office's views toe sure our reporting was fair. We arenot required to include full quotations 
from a statement or include a response-to something which is ttot, in the end, included in-the 

programme. 

You highlighted that the _broadcast includedd reference to the itivolvementof the Criminal 
Cases Review Commission (CCt.C) and its investigation p of postmasters' cases 'We reported 

that: "The CCRC rS now investigating the convictions of 2D postmasters to see whether 

miscarriages of jussticehave:.occurred, Among them Noel Seema and Jo. " You suggest that 
we. needed to include a statement to .the effect thatPost Officke was co-opei:aating with :the 
CCRC investigation. However, as we did not suggest that Post Office was failing to co-
operate there was no need to include this part of Post Office's statement. We did not include 
Post Office's•stat'efrientthat the:CGRC will be able.to aecess.all'of the relevant titate:ials fiat 
the same reason, 

Similarly, we did not include: the faetthat every person charged with a criminal offence is 
entitled to their own legal advice because we did not suggest that they were not. It is also 
widely known that people accused of crimes are allowed to have a lawyer. You also say that 
the statement by Post Oflice:that it follows the Code for Crown Prosecutors should have been 
included in the programme. However, the programme didtiotquestion that. 

The key question raised by the programme was the possibility that Post Office's prosecution 
policy and practice could be contributing to miscarriages ofjustice.Therefore we included 
the following words covering the principle that Post Office abidesbythe Code: " 'he-Posi 
Office W it 'complies with all legal regquirernents'. And has a duty to protect public money. 
It says it only. prosecutes where there's a ''realistic prospect of convictiOn ` and never for 
making innocent mistakes. " 

The pointwe were snaking when we said that:Post Office `doesn'thave logo through the 
pollee or the Crown Prosecution Service" is that-there are fewer checks and balances in the 
system. The police have to present their evidence to a separate body; the CPS;  which decides 
whether to prosecute or not. Post Office investigates and prosecutes, so there is nit review of 
the evidence by an independent organisation. 

2. You also suggest that Post Ofl ice's position, as Iaid swain their statement; was 
misrepresented when we reported that: '"/Richard Roil] says financial records were 
sometimes changed remotely without the postmaster knowing, That is'something the Post 
Office has always said simply can't happen". You say that Post Office's position is actually 
the following: "Post Ojcae can,correct errors in andJei update a branch ̀ s accounts by 
inputting a new transaction (not editing or removing any previous transactions), !i is also 
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possible to update thesq„ftware r 1P,318r3r.However, ARE- n u h ,uai 

transparently in the transar 

Yoll," cis, .i ..t rE that We repoFfe Cl

1"r(~d1p !}r I)i r„rll thelOft ~t ~I ;_t . I n i l ; ilr .VereaAl 

afl. 'r i41n• L: ' ' ' ' .H :. n vi Offlcehatl col .']

was ['-u, ! { fe f1) i.i iigeswould be SF ie'uls I s, •ot1 .i .i :: ,., 
eXCs :ns.i . ...,... .. Branch actionnt5 ... ...... ,I Pent", tl li they

t}t'f....... ° . Lars. I  rc heinl'. .............J. So thePost Office p' 'Ilion is that l i ' 

pu,:WlaA~t %%oilld 'Y: G. behtg£hanged. Mr R::i1 says that's it t io ii oct'~. 

He says that records were ,  Hhanged without the -postma .i ,I,,wing. tt P,,
that'we correctly n_h  !tfl(I ., ' H: as Sayingsometl'ti rr, t11i, Pot r ' : H. 

10 
process sett no.rew' i d (f,<n ,„ H H' ::l'=: had hcoa ; Iri (Ile systcnl. For o.: <i to Mi 1,,06E 
explaitted to uws th.t i rnk as 'if a'postinaster had sold a'boc! 

he had not, 

In summary, I disagree hot iIu, iI Loral process of editorial selection red uc, (( , (lug
Office's position or that 'ce. .eprcoented it unfairly or inaccurately: 

Presentation of facts in the programme 

1. You expressed concerns about how Richard Roll's testimony was presented because you 
thought it suggested that his time working at Fujitsu was contemporaneous with the other 
events being covered in the programme. We do not agree that it was presented in this way. 
The years of his employment at Fujitsu were clearly presented in on-screen text. Each 
postmaster also had the years of their tenure clearly presented.in on-screen text. The extent of 
the overlap was therefore clear. While not presented as contemporaneous, the whistleblower 
was presented in such away as to suggest that his evidence was important and relevant to the 
postmasters who have been prosecuted over the past fifteen years. There are many more of 
them than the three who we featured in the programme and we made clear that the 
postmasters we interviewed were representative of a wider issue. 

We thoroughly checked the testimony of Mr Roll with other sources and we believe his 
evidence was significant. Much of the detail of his evidence was too technical to:be included 
in the film. For example, he told us about errors caused by Horizon misidentifying: 
transactions because the code: identifying the product and the code identifying the payment 
type. could combine in transaction data in a way that resembled the data of other transactions, 
This meant that payments were sometimes misidentified and misdirected by the accounting 
system: We Out this to Post Office in our letter of 22"'a July and it was not disputed. 
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In summary,: however, MrRoll's -position was quite simple. l its job; along with.others in his 
department involved handling and fixing errors with Horizon transactions He told us that 
errors were more widespread than has ever been reported and that some of these could create 
false losses. That is important evidence in itself. 

2. You suggest that when the reporter, John Sweeney, asked "Is ii p©ssibie that suffiring 
could have been caused because there are problems in the Horizon system?" he was in 
breach ofparagraph 3.23 ofthe'BBC lditotiat Guidelines because Mr Roll was not 
sufficiently qualified to respond. The guideline states: "The BBC must not.know:ngly and 
materially mislead its audiences. We should not distort known facts, present invented 
material as fact or otherwise undermine our audiences' trust in our content;" 

I think -the: relevant guideline in this case is 3;4.12, as: it deals with the way we: identify 
sources so thatthe audience can judge their status. The broadcast was consistent with this 
guideline because Mr Roll's job was described accurately in commentary, in on-screen text 
and in his own account of his role. He was not presented as an expert on the recent Post 
Office controversy; he was presented as a computer technician who is well-placed to, 
comment on errors in the Horizon. system. We are entitled to broadcast his view that the 
losses for which people have been prosecuted may have been-caused by a fault in-the 
computer system and it was clear that what. he said was simply that — his view. Indeed this 
concern was one of the reasons he wanted to speak to us. Nonetheless we were careful how 
we handled his comments and we did not report them as fact. Accordingly, we ended this 
sectiono€:the:film kty concluding that it had raised mpoctant:questions: " [tis evidence could 
call into question the reliability (ft/re  computer records. Iff nansiai data can be changed 
without the knowledge-of the postmaster, is it safe to rely on the -computer's evidence?" 

3. In relation tothe Seema.Misra case, you argue that the programme breached paragraph 
3.4.2 of the Editorial Guidelines (quoted above) because it failed toconsult public domain 
material relating to:Ms Misra's legal case in order to corroborate our account. You say`that 
had we done so we-would have known that the scope of disclosure in her case was sanctioned 
by the court. In fact; we consulted a lot of publicly available sources, including the full 
transcript ofthe trial and were fully aware of the Arguments incourtover disclosure. 

While itis true:thatthe courts always make theffinal decision on disclosure.,:theey%can only 
order-ft  disclosure of documents that they knowabout; Nobody outside of Post Office and 
Fujitsu knew-about the memo discussing :a bug which could "impact upon ongoing legal 
cases where brtrnches ore 'dispuing the integrity oJ`llorizon Data: " We were right to 
question whetherPost Ottice should have disclosed this memo to the trial. Post Office has 
acknowledged that it has a duty to-volunteer relevant material. 
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As journalists we are fully entitled to scrutinise the legal process, especially where the 
fairness of trials has been called into question or the possibility of a miscarriage of justice has 
tirisen. In order to make the context of our enquiries clear, we reminded the viewer several 
times that the jury had  found Ms Misra guilty and the judge had sentenced her to jail. 

4.. In relation to the call for Ms Vennells' resignation, you complain that some viewers may 
draw the inference that she is personally implicated in wrongful prosecutions. There is no. 
suggestion in the film that Ms Vennells is implicated in having wrongfully prosecuted 
postmasters. She was appointed to a senior role at Post Office in 2007 and has been Chief 
Executive since 2012. It was the alleged failure of Post Office to satisfactorily investigate 
alleged wrongful convictions during this period that led James Arbuthnot to call for Ms 
Vennells' resignation. The Post Office review was commissioned after Mr Arbuthnot made 
representations to Paula Vennells and other members of senior management. He is therefore 
extremely well-informed about the issues and it was entirely proper to represent his views in 
the appropriate context in the film. 

5. You also dispute that Post Office pursued theft charges when there was "no evidence of 
theft ". This phrase was based on a note written by a Post Office criminal investigator about 
Jo Hamilton. Nevertheless, she was subsequently prosecuted for theft anyway. What the 
programme reported was, therefore, an accurate account of the facts. We also accurately 
reflected Post Office's denial in the programme. 

flow experts were presented in the film 

Your letter is critical of the BBC's handling of contributions from experts which you say 
were misleading. You give the example of Charles Mclachian who said: "Any computer 
system can go wrong. What 's important is the way that you deal with things when they do 
go wrong '. 

This interview clip appears early in the programme when the context of our line of enquiry is 
being set up. We do not believe that this is, as you suggest, an allegation (that Post Office 
has failed to investigate the Horizon system or deal properly with problems). Mr Mclachian 
is outlining a point of policy about how to run a large computer system. Errors will 
sometimes occur - it is how they are dealt with that is important. The programme goes on to 
examine how Post Office dealt with problems after explaining this context to the viewer. 

indeed, Mr Mclachlan's view matches Post Office's own view as it was presented at the on 
the record briefing provided to Tim Robinson and Matt Bardo on 9 June. Patrick Bourke told. 
us: "So we 're not saying the system is perfect,  we are saying it 's subject to security updates, 
it's audited by any number of organisations on an annual basis, it needs to exceed all 
industry standards in terms of'its performance. Now you know when discrepancies arise, 
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there are a couple rf systems whereby those discrepancies are addressed " Angela Van Den 
I3ogerd said to us: "So I think the crux here is that the System is designed to cope with things 
that go wrong„

2. Post Office's ice's statement mentions the limited role of Second Sight, sayit+g their "review 
was riot acid has neverbeen a c rirninal case review . . Second Sight are accauptunis, nor 
experts in criminal law or procedure". You say that this limited role should have been made 
clear in the programme because it would have allowed the viewer to properly assess the 
contribution provided by Second Sight. In particular you argue that the coinntents in iart 
Henderson's interview about Post Office's failure to investigate and its "institznional 
blindness" could be interpreted as a comment on legal process. 

Second Sight were not presented as experts in criminal law at any point in the programme. 
The clip which you question is the first time that Mr Henderson appears after he has been 
accurately introduced to the viewer as a representative of the investigators that Post Office 
itself has appointed, lie talks about the failure of Post Office to investigate Horizon problems 
properly. it is our reporting that moves the story into an area of legal process, not Mr 
Henderson's contribution. Mr Henderson was well placed, perhaps uniquely so, to comment 
on the way Horizon has been investigated. Mr Henderson's company was picked by Post 
Office to review, independently, complaints about the Horizon system and he hasbeen 
working with Post Office over the past three years to investigate these matters_ 

3. You suggest that Professor Mark Button was wrongly presented as if he had knowledge of 
the cases of specific postmasters. In fact, he was quite dearly presented as an expert in the 
general principles surrounding Post Office prosecutions. Our interview with him was full and 
detailed and involved discussion about non-disclosure in the lightof the same extract of the 
minutes that we quoted in the programme. The two clips that we seleited'for broadcast from 
our interview were important general principles, and views that he is qualified to express as 
one who has studied miscarriages of iustice and fraud. 

In the first clip he made the point that he believes the way private prosecutions are conducted 
at Post Office increasesthe risk of potential miscarriagesof justice when compared with 
prosecution emanating from the Police. It is important context that an expert in this field 
believes that to be the Case. We cannot agree that it is "meaningless", as you suggest. 

to his second clip he sets the importance of non-disclosure in a case such as Seema:Misr a's, in 
a broader context by saying "there have been lots of cases where inadequate disclosure by 
the prosecution have led to the collapse gf prosecuticuts and have led in sonfe eases io 
convictions being overturned when that's subsequent' been foundotrt". As you yourself say 
in your letter, the Professor was staking a `general comment" in theease ol`Seema Misra. We 
do not agree that it is'irtelevant to include his explanation of the importance of disclosure in 
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cases such as Se. ii , 4lisra's. On the contrary, we believe it is iniportarit 
t'o 

make this 
viewers. 

For the reasons set out above, we do not believe PostOffice has grounds to con 1..Thy. „I , w 
this tiro,! i , ;t,ac +`, think we r., .., t  ,aid•questions and inc Iu,k't l l ; U 

eavin  n . i  ",:r; ? _ )jlernakingit& 
the G'urther legal process may provide more def uaitive answers. 

Yours sincerely 

Andrew Head 
Executive Producer 
BBC Panorama 
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Met 

In answer to the new statement below: 

lei tgtb &tYhtf4rC 1 k1g in "this l iibrt" at u11t€, an l ttta(l 
•axed dozens:.ctfystetn-e r ns 

Eujitsttlt. tsrovi8ac# during the tilefiiite.zw.F ltrarizezi: att:jildetstry staaitlard stip}orl seriiee tai c~tyer ei nts. 
that are rinsed by the eustotper seruiec: desk :inow :by its. f$:D). into F itsu Capali%lity. Unts:unitetp tin ng. 
the two sorwce whet throe the tnerdent rnanagertei process are pi 3 trt.reso1ver gmnps and..revrewed 
by wItiect matter experts to produce taeiical workarounds and-working prooedtices until the issue 1►ns been 
resolved. 

hird`1:ins Support; vwsxs m*01 i*diseipl u:it(tin: te:3 vc r tee aetus's i e Ettf sltctctsire. :xv#t1t°rh:the 
Apl lreattt>it, t^Ictworlt..altd 5 tiriiy serves provided to the customer here ire .teams crt stir eet:ritixtter 
experts revtewnrg system events , eaterpiisc.manag inent:alerts , ac unity iruFFtierejiilities . network logs and 
traces which arise through enterprise management tootsets or mane al=cheeks ©fsystean togs. 

On the other highlighted statements that refer to Fujitsu 1 assume Post Office are comfortable with the 
support already provided by Fujitsu. 
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Unless-otherwise stated, this email has been sent. from Fujitsu Seruiaes Limited, fom Fujitsu (FTS) Limited, 
or front Fujitsu Telecommunications Europe Limited, together "Fujitsu". 

This.email is only for the use of its intended recipient. Its..contents are subject to a duty of eomftdence and 
may be privileged. Fujitsu does not guuarantee that this emailhas not been intercepted and amended or that it 
is virus-free. 

Fujitsu Services Limited, registered in i ngland No 96Q56, registered office 22 Baker Street,•London Wu; 
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Fpj t u (PTS)Limited, registered: in England No 03808613. registered office 22 Baker Street, London WIU 
3 .. 

PFU ltmaging.Solutions Europe Limited, registered n.England No 1578652, registered office Hayes Park 
Central, Hayes End Road, Hayes, Middlesex. UB4 BFE. 

Futtsu`felacontrmunications Europe Limited, registered in England: No 2548187, registered Office Solihull 
Parkway, Binningham Business Park, Birmingham;  B37 7VU. 



POL00043789 
POL00043789 

Iknr J r 4 'd N i$d 

Fllaname  :;p~t~ l IAwsan0 6jJuno 201,~ms —  _TTIILGF IGINAL 



POL00043789 
POL00043789 

Irrom Mark Underwood] 
To Aneela Van-i.)en-B 

Cc: Steve Ailchorn b G RO k>., Melanie Corfeld 

Subject: RI: Transcript of Panorama 
Date: Fri, 21 Aug 2015 14:30:44 +0000 

Importance: Normal 
Itiline-Images: image0ol.png 

Hi, 

"Lorraine Lynch" 

>4 ,1-1 1 ! ~! s' 7 r i tt E 11 it P,l a ! i~

Looking atthetranscript, I think the below t r.tcnce from RR. He states: 

"AR: We went in thrjzygh the backdoor and made changes. Sometimes you would be putting several dines of 
code in at a time. If we hadn't done that then the counters would have stopped working " 

What 0 is actually talking about here is. I think, open to interpretation. 

What we do know about RR is that he 

worked in 3rd 14th line support on the 6th floor for a couple of years in the early 2000's; 

worked on `estate management' rather than the accountancy side;. 

left Fujitsu on good terms as he had become disillusioned with IT to becomea chiropractor in the Bracknell 
area. 

W hat we. Iaiow about Horizon pre> 2010.is. 

It was a dial up' system (encrypted) and Fujitsu application software specialists could access the system 
o.,,..roi., ..~ ...... .......I.I ..,,..,,~..1 f6.,.,, frs h...1,1- t...1., .,n.e .,F on., ef.,n.i....-A IT o...,,,.,.f R..,..t:.,., 1„e 4m 
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Remote agents could not'work' the terminals as there was no functionality for this 

Every access was logged and so there is an auditable footprint where records are still within the retention 
period 

JS interpreted RR's statement to be in relation to financial  records. The reality is that, given the above- RR's 
role would have involved putting in codes for various and numerous reasons - Updating, maintaining etc 
- but this would have had pothingto do with branch transactions. 

This in mind, I think our initial reply should he that. RR was actually referring to pmviding pprt rather 
than editing transactional records. 

As included in our Scheme report: 

Iris also possible for Fujitsu to view branch clans in order to provide.support and conduct maintenance but. this 
does :not allow access to any functionality that could.: be used to edit recorded transaction data: 'Having reviewed 
all the cases, no-one {including alt the Applicants and Second Sight) has been able to identify a specific 
transaction that did not originate in branch. 

A number of differentexplanatirms were Ibund farr the 'unknown' transactions 

-The transaction was conducted by the Applicant but they could not remember the transaction. Every input into 
Horizon is logged against the unique identity of the user. Each user Ill is personal to that user and protected with 
a.password that must not be shared. Where the transaction data was available, the Post Office was able to identify 
the user entering the questioned transactions. In some cases, this was the Applicant (where the Applicant had 
confirmed that their password was secure). 

The transaction was entered using the Applicant's user ID but the Applicant had shared their password with 
otherstaf inembers. In these uses, the most likely explanation is that a staff memher had conducted the 
transaction without the Applicant's knowledge. 

- A staff member had:conducted the transaction with their own user ID without.the.Appl:icant.s knowledge (albeit 
that a postmaster is able to determine -this -himself byaccessing the branch iecords available through Horizon) 

- The entries correlated to periods when relief or temporary postmasters were running a branch: 

- The entries were conducted by'Post Office staff conducting audits of branches and who had logged on to the 
branch terminals with the Applicant's full knowledge but these entries were determined not to affect the branch's 
accounting position. 

II; it is then asserted that RR was rel'erringattering tinancialrecords or the 13alancing transaction Process, I think 
our lines should he similar to: 
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• As we have always said, Horizon does not. have tuncrionaiity that allows Post Office or Fuiitsu !o cteiil: or 
delete the transactions recorded by branches 

• It has however always been possible for Post Office to correct errors in and/or update a branch's 
accounts. This is most commonly done by 

way 

of a transaction correction however it could also be by way 
of a balancing transaction or transaction acknowledgement. 

+ A Post Office employee could also, In special circumstances, tog on to 
a 

branch terminal locally (t e. by 
being physically in a branch) using a new User tD and password and then conduct transactions (though 
these would register against that unique User IU). 

• All of the above processes for correcting / updating a branch's accounts have similar features. All of therm 
involve inputting a new transaction into the branch's records (not editing or removing any previous 
transactions) and all are shown transparently in the branch transaction records available to 
Subpostmasters (as well as in the master ARQ data). 

We have never made the BTP a secret, in tact we reference it in both our published Scheme Report and our 
Reply to Second Sights Part. Two Report. 

From: Mark Underwood) 
Sent: 21 August 2015 12:11 
To: Angela Van-Den-Bogerd; Lorraine Lynch; Ward, Alexandra 
Cc: Steve Allchom 
Subject: RE: Transcript of Panorama 

Hi Angela. understood  leave it with me 

Mark 

Mark Underwood 
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From: Angela Van-Den-Bogerd 
Sent: 21 August 2015 12:05 
To: Mark Underwood1; Lorraine Lynch; Ward, Alexandra 
Cc: Steve Alichorn 
Subjects RE Transcript of Panorama 

Mark, 

Would you also provide our (PO) response to what Richard Rolls said on the programme, F expect this 
to be a key discussion point on Monday and I'd like to have a robust response/explanation.:ofthe 
mention of going in by the back door and altering the coding - I need a lay person's explanation on 
what this actually means. 

Thanks, 

Angela 

Confidential Information: 
This email message is for the sale use of the intended recipfentfs) and may contain confidential and privileged 
information. Any unauthorised review, use, disclosure or distribution is proh/blted. If you are not the Intended 
recipient please contact me by reply email and destroy all copies of the original message. 

From: Mark Underwoodl 
Sent: 21 August 2015 11:29 
To: Lorraine Lynch; Angela Van~t ef-Bogerd; Ward, A exao ra 
Cc: Steve Allchom 
Subject: RE; Transcript of Panorama 

AnaelhiA,, f Ei%, 
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With ietirehee to the below .- p•lease see attached 

Marrk 

Mark Underwood 

Complaint Review and Mediation Scheme 

From. Lorraine Lynch 
Sent: 2t August 2015 11:08 
To: Mark Underwood1 
Cc: Steve Alichorn 
Subject: Transcript of Panorama 

Mark 

Would you be able to send the transcript of Monday night's Panorama to Angela and Lex Ward (13D) please• 
They are mediating M005 on Monday and her mediation statement has mentioned the programme. 

L 
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From: Conor Spackntan _._._._._._.._. . 
1b: 'mark .r.davies( .GRO . .T {•_._..._._..._.~_.dk6 1_._._._._._._._._._._._._._._._._._._._._._._-.L _._._._._._._.. 

Cc: MatthewBardo? (3Rp '> "melanie,carfietd GRO 

:bject: BBC.Panorama imLj
act Fri, 12 Jun2015 I 5:5t .t-1 {Milli 

..,s .~:e: Normal 

Mark, 

Firstly, I would like to thank you forthe time , 5rn:' , +ureolleagues.spent with.Matthew Bardoand Tim 
Robinson on Tuesday. It was very helpful to be aerie to discuss this subject in detail with the relevant people. 

Since we last wrote to the Post Office, our research has continued and I am now able to give you more 
information about the points that are likely to be raised in the programme. 

Our evidence suggests that the Post Office may have unfairly used theft charges to put pressure' on sub- 
postmasters to plead guilty to false accounting and/or repay apparent losses identified by the Horizon 
computer system. The evidence also suggests that the Post Office failed to consider or investigate the 
possibility that Horizon could be the cause of some of the losses. As you know, it has been suggested that 
these failings may have led to miscarriages of justice in some cases. 

Having read reports written by Second Sight and Post Office responses to them, we wish to address the 
following question areas in an interview. They are broken down below under the subject matter to which 
they relate: 

Jo Hamilton 

the decision to charge Jo Hamilton with theft 

why Ms Hamilton's off ice was £2000 down on the. Horizon system and why this doubledm £4000 whew 
she followed the instructions from the help desk 

her claim that she sought help and the Post Office failed to provide it 

her explanation that she subsequently felt trapped and did not know what to do other than sign oif" 
inaccurate accounts 

Noel Thomas 

—Mr Thomas's plaint that that'hetold the helpl ine about his 'problems with the systeitt and about the missing 
money 

the suggestion that it is no longer possible to know the results of important tests carried out on Mr Thomas' 
system because those records have now been lost or destroyed 

the suggestion that Mr Thomas was poorly treated after 42 years of loyal service 

that the Post Office now believes that the cause of the shortfall in Mr Thomas- branch is likely to have been 
mistakes by him or his staff 

Seetna Misra 
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Ms Misra's claim that she and her staff were not provided with adequate help despite making more than 900 
calls to the helpline 

—fie suggestion that the Post Office tailed to disclose crucial information during Ms Misra's trial including 
technical information about Horizon to the defence's expert witness 

--that the Post Office and Fujitsu had identified bugs in Horizon prior to Ms Misra's trial th L were trot 
disclosed to the defence 

the suggestion that this information couidhave helped Scetna and other sub-postmasters stay out of prison 

Post Office investigations and prosecutions 

the suggestion that the Post Office has a financial interest in prosecutingsub-posttasters because it helps 
with the recovery of missing money 

--particularly in that context, the suggestion that miscarriages of justice are more likely because the Post 
Office exercises both the power of investigation and prosecution 

—the suggestion thatthe Post Office has unfairly pursued theft charges to pressure people into paying up 

the claim by numerous sub-postmasters that they were told by Post Office investigators they were the only 
ones having problems with the Horizon system 

Horizon system 

the suggestion that the complexity of the Horizon system adds to the likelihood ofer€ors 

the suggestion that the lack of an automatic paper record f 
om the Florizon system adds to the likelihood of 

errors 

the suggestion that Post Office prosecutions relied on the belief that the computer system was robust„ when 
in fact computer errors may call this into question 

the suggestion that bugs in Horizon were more widespread than Second Sight have found 

the suggestion that there were around 30 people working in "third line support" at Fujitsu and that they 
fixed dozens of system errors 

the suggestion that errors were fixed by a team who could a ss transaction data, add transactions or make 
changes to transactions that would affect the balance in branch, without the sub-postmasters knowledge 

Second Sight investigation and select committee in parliament 

Second Sight's claim that their work has been hampered by an increasing lack of co-operation 

Second Sight's understanding that this is the result of legal advice 

Second Sight's claim that the Post Office has failed to provide full access to legal and prosecution files 

The apparent failure of the Post Office to provide Second Sight with emads relating to the eyewitness 
aceounto€an incident in Bracknell in 2008 

Second Sight's evidence that remote access to branch data is possible in spite of PostOffice denials 

Phrase could you let us know the time that you have scheduled on Wednesday 17 Juste for the interview? 1 
would be grateful if we could arrive about an hour before the interview begins in order to set up it usually 
takes about half an hour to pack the kit away again after we have finished filming. 

thanks for your help, 
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From Matthew Bardi <n  _ _ _ _ _ _ _ 
egg.'-. . . . . . . 

Ti!  R Davies' ; ,    GRo ._._.-.-._.-._..._.. , Conor Span loran 
GRO 

Ce: Melanie Corfeld 4;i GRO a 
Subject: RE: BBC Panorama interview 

Date: Wed, 17 Jun 2015 18:41:45 +0000 
Importance: Normal 

Hi Mark 

Thank. you for getting back to me, 

i am afraid l do not agree that there is nothing new in the story that we are covering. In the past few months 
there have been a number of significant devvelopments. Among them are the release of Second Sight's final 
report that includes criticism of the PostO-ffice by its own investigators, the acceptance of twenty cases for 
consideration by the Criminal Cases Review Commission and ihe. information obtained as a result of our 
investigation. I think we are scrutinising new evidence that raises-important questions about the way the 
Post Office has behaved. 

The purpose of the briefing that you kindly arranged was for you to brief us on the background to our key 
lines of enquiry. It was made clear beforehand that we would not be briefing you about our research. The 
briefing has informed the allegations that we emailed to you on Friday and it will help us to report your 
position fairly and accurately on the areas that will be covered by the programme. It is now the purpose of 
the interview for us to put our questions and allegations to the Post Office in order to obtain a 
filmed response for broadcast. 

Asa former BBC journalist, you may remember that we do not tell people in advance what questions will be 
asked in an interview. This helps maintain our editorial independence. We normally provide interviewees 
with question areas and sufficient information to enable them to understand any allegations that might be put 
to them. In this case, I believe we have done that. 

We do not normally share the evidence that supports our allegations. However. I accept that in this case there 
area lot of detailed and complex points. We want the interviewee to have a full and fair opportunity to 
answer questions that relate to decision-making at the highest level of the organisation. 

.1.: 7 , pj" t, v=+ ,,..: r:. . : Uf, sp't;IttBil~ttCrposiltOnto 

We have read extracts of minutes of a joint Fujitsu/Post Office meeting at which a bug was discussed. We 
obtained these extracts from the Second Sight final report and we understand that this meeting took place in 
autumn 2010. The minutes of the meeting state that this bug could impact `ongoing legal cases where 
branches are disputing the integrity of Horizon Data." 
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We have interviewed. a former;etnpioyee at:Fujitsu;;who worked to "tfiud.line support foi:the F[orizon 
system. Hesays it was possible to remotely access data held on: branchterminals and to amend that data. He 
also alleges that system errors were more widespread than has previously been-reported. 

We have also obtainedextracts from Jo Hamilton's prosecution. files. One extract includes. comments made 
on 16th November 2007 by the Principal Lawyer of the Criminal Law Division of Royal Mail 

wonting 

on Jo 
Hamilton's n's te e. The lawyer wrote that when it comes to asset_reeovery, "the theft charge makes life so 
much easier': Another extract is from the Post Office investigator's report into Ms Hamilton's case. On 17 
May 2006 the Post Office Investigator reported "I was unable to find any evidence of Theft or that the cash 
figures had been deliberately inflated". 

We can also tell you that in the programme we currently expectto include. interviews with Jo Hamilton, 
Seema Misra, Noel Thomas, James Arbuthnot, a computer expert, a forensic accountant and a former Fujitsu 
employee. 

lam keen to confirm a daft on which we can film the interview. Ytiuheve mentioned that diary pi thnwes 
mean that next week is now the earliest that the, could he done. If we could make it early in the week; that 
will help us to consider the points raised anddensure that they are reflected fairly throughout the:programme. 
We have to finish the edit by next Friday in order to have the programme ready fior broadcast: 

please do>afso sendovcr•the information that you said you weuid provide to Tim end. rrfe when we attended 
the briefing. 

'Ihartks •for your help. 

matt 

From: Mark R Davies [re GRO 
Sent: 16 June 2015 1034 
To: Matthew Bardo; Conor Spaekman 
Cc: Melanie Corfield 
Subject: RE: BBC Panorama interview 

Dear Conor and Man 

Many thanks for your email of late Friday afternoon and for the further detail it provides in terms of the 
ground you appear to-wish to cover in yourprogrammme, and for Matt's follow up. My apologies for getting 
back to you slightly later than I had planned. 
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As you know, I remain puzzled and concerned that the BBC did not see fit to raise the majority of these 
issues and the very serious allegations within them with us when we met your colleagues at our offices last 
Tuesday. 

In your email, you say that you have evidence for the propositions you advance but, to date, no-one engaged 
in the making of the programme (nor, indeed, of other BBC programmes featuring this issue) has actually 
provided that evidence to us. Accordingly, and once again, I would ask that you provide us with any 
evidence you have to support the allegations you make, the list of contributors, what they are saying and 
what they have been asked to comment on, so that we might be in a position to respond to it appropriately as 
we are entitled to do. 

The general thrust of what you say is not new, Claims of a similar nature have been levelled at us before but 
no one has ever been able to provide us with any actual evidence to support them. For the avoidance of 
doubt, the Post Office has been guided in all that it has done in relation to the cases you cite, and indeed all 
complaints made of a similar nature, by the individual circumstances which each presents and the actual 
evidence of what, in fact, took place. 

You 

will understand that it would he entirely inappropriate for the Post 
Office, or indeed any other organisation. to he guided in its actions by anything which does not carry this 
essential quality of substantiation, particularly when the allegations being raised with us are so serious, 

What you have so far presented us with is, in essence, a repetition of various assertions and allegations made 
to us in the course of this process, each of which has been thoroughly re-investigated by both ourselves and 
Second Sight and repeatedly addressed over a period now stretching back some 3 years. As you are aware, 
the Criminal Cases Review Commission (CCRC) is also examining a number of cases (they having been 
referred to them) and the Post Office is co-operating fully with the Commission in that process. In the 
circumstances, the Post Office believes that where there has been any critical finding such an investigation 
by the CCRC is the appropriate route to determine many of the issues raised. 

As we made clear in the lengthy session we had with your colleagues last Tuesday, we are not prepared to 
engage in a public debate about individual cases. We gave each applicant to the scheme an assurance that we 
would afford them absolute confidentiality in the handling of their complaint. This was also the agreement 
reached with the Justice for Subpostmasters Alliance, Second Sight and others involved in the establishment 
of the scheme, and was appropriate given that the cases often raise matters of a highly sensitive personal 
nature for Applicants; and we have responded to each of the points raised in full: we have done so directly 
with each individual with a case in the scheme and with Second Sight. 

It follows that i will not be addressing each and every point raised in your email. f:lowever, I am happy to 
respond more thematically as follows: 

Prosecutions 

• The Post Office does not prosecute suhpostmasters for making mistakes - on the contrary, it has on 
occasion done so when there is sufficient evidence for a realistic prospect of conviction and where it 
is in the public interest to take that prosecution forward 
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• 'Post Office complies with the Pt+osecot'txt Code of Practiee which sets out this requirement 

• Decisions as to how to plead to a charge are taken by those individuals and their independent-legal 
advisers only, informed by their own independent legal advisers 

• It is:a [natterof pttbtic record hone of the individuals whose cases you.bave chosen to highl ht 
with us has appealed-their conviction - an option which remains open to thettt-

• The 'Post Office as prosecutor has a continuing duty to disclose any information which ma' assist the 
defence even if it undermines the prosecution case; the host Office has complied and continues to 
comply with that duty 

fi`vri orr 

• Over the last 3 years, and across all the complaints we have received and comprehensively re-
investigated, there.is no evidence to show that horizon was responsible for the losses incurred in the 
relevant b anches 

• host Office cannot edit, amend or otherwise alter branch data remotely, it can add a transaction to a 
branch account - this is, naturally, subject to rigorous authorisation protocols and carries a unique 
identifier code rendering it immediately distinguishable from any other transaction 

• Post Office volunteered this information to Second:Sight in 2013 and again made it clear n:.its 
response to Second Sight's final report in April of this year ' 

• TYti! process has only been used in this way on one singic0ec$S on sitie et#te ttfl iuct.iottof lurizvti 
OnLinc, during pilot testing work and this was done with the bill knowledge and indeed co-operation 
with the relevant subpostmaster 

Seeeoiid Sight 

• We have provided Second Sight (which has acknowledged it is not expert in matters of criminal law 
or procedure) with a very significant amount of information over the course of the last 3 years 
including all non-legally privileged materials relating to prosecutions. It is a basic tenet of our justice 
system that discussions: between a client and his or her lawyer are privileged from disclosure,. even to 
aCourt, and this apphesequally to the advice a defendant receives, e;.$<as:to how to plead guilty to a 
charge and with what consequence 
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A number of applications to the CC-RC h~,.k ., •y individuals wits, 
(note these should not be confused with appe will review alt
including all legally privileged material 

This provides an absolute assurance to those individuals that all aspects of their prosecution and 
C1f)11 §c?i< +I . FY` I2 ,n. 1±.1 , {- le, ~,r z , E, I•. f.....

As I hope to hav whatever theories have been advanced in relation to the Horizon system, no 
one has shown it to be ie ,sible for any of the losses incurred in the relevant branches Even Second Sight 
acknowledged that human actions are the most common explanation. I would again stress the importance we 
attach to seeing the evidence which supports any allegations that you are proposing to make and i look 
forward to receiving your reply in this regard. ..also look forward to receiving the list of contributors, what. 
they are saying and what they have been asked to comment on. 

We will of course continue to engage with you on any subject or question. I am concerned, however, at the 
direction the programme appears to be taking [outlined very clearly in Conor's email]. Given the BBCs 
previous coverage of this issue and the apparent direction of the Panorama programme [which does not 
appear to be taking the issue forward] 1 wanted to inform you that i will be making representations more 
widely within the BBC. 

In relation to the timing of an interview, any interview would need to take place next week because of diary 
pressures and the rescheduling of your broadcast to 29 June, In the meantime, I am sending Matt Bardo and 
Tim Robinson the information which we did not have immediately to hand when they came to see us last 
week. 

Best wishes 

Mark 

From: Matthew Bardo;_,-,-•--• --•-•-•—ciio._._._._._._._._._._..l 
Sent: 12 June 2015 20:06 
To: Mark R Davies; Conor Spackman 
Cc: Melanie Corfield 
Subject: RE: BBC Panorama interview 

Hi Mark 

Thanks for coming back to us so swiftly. 

On the issue of theft charges being used to pressure sub-postmasters to plead guilty, you will be aware that 
this allegation is repeatedly raised in Second Sight's reports and our evidence is drawn from their written 
investigative findings. 

We made clear ahead of the briefing that its purpose was for the Post Oflice:to brief us and not for us to brief 
the Post Office about our research. The contents of the briefing were very helpful and will help us to 
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represent fairly and accurately the Post Office's positi to cig the things we discussed. 

On the subject of the date of the interview, we are very keen to record it next week as that will give us 
sufficient time to consider the points raised and to ensure that they areref{ected fairly throughout the 
programme. Would it -help if we were to move the interview to Thursday or'Friday of next week instead? 

All the best 

Mutt 

From: Mark R Davit GRO
Sent: 12 June 2015 17:25 
To: Conor Spackman 
Cc: Matthew Bardo; Melanie Corfield 
Subject: Re: BBC Panorama interview 

t: ear Conor 

Many thanks flue this. 

We will of course come back to you in more detail next week, but for the time being I make the following 
points: 

- you make below some extremely serious allegations about the Post Office. lam gravely concerned that:you 
make these three days after we sat with your team for two hours i am at a loss to understand why these very 
specific and serious allegations- could not have seen raised at the briefing„ 

- you informedtts earlier in the week that your programme schedule has changed and you plan to broadcast 
on June 29. Given that, diary pressures and the scale and seriousness of the allegations you are making, we 
will look to arrange the proposed interview in the week of the 22nd. This remains in line with your proposed 
schedule had your programme been due to broadcast on June 22. 

- you quote evidence to suggest the Post Office may have unfairly used the Ii charges to put pressure on 
SubPostmasters. Please as 

a 

matter of urgency provide some evidence for that very serious allegation. 

Best wishes 

Mark 
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Mark Davies 

Communications and Corporate Affairs Director 

Mfobile:! . 

On 1.2 Jun 2015, at 16;56, ConatrSpackman _._._._._._._._. GRo _._._._._._._._._ wrcate;. 

Dear Mark, 

Firstly, It would-like to thank you for the time you and your colleagues. spent with Matthew Bardo. and Tim 
Robinson on Tuesday. It was very helpful to be able to discuss this subject in detail with the relevant 
people. 

Since we last wrote to the Post Office, our researck has continued and lam now able to give you-more 
information about the points that are likely to be raised in the programme. 

Our evidence suggests that the Post Office may have unfairly used theft charges to put pressure on sub-
postmasters to plead guilty to raise accounting and/or repay apparent losses identified by the Horizon 
computer 

system. The evidence also suggests that the Post Office failed to consider or investigate the 
possibility that Horizon could bethe cause of some of the losses. As you know, it has been suggested that 
these failings may have led to miscarriages ofjustice in some cases. 

Having read reports written by Second Sight and Post Office responses to them, we wish to address the 
following question areas in an interview. They are broken down below under the subject matter to which 
they relate: 

Jo Hamilton 

the decision to charge Jo Hamilton with theft 

why Ms Hamilton'soffice- was £2000 down on the horizon system and whythis doubled to-£4000 when 
she followed the instructions From the help desk 

her claim that she sought help and the Post Office failed to provide it 

her explanation that she subsequently felt trapped and did-not know what to do other than, sign off 
inaccurate accounts 

.:,, a, ;  . . .. ?,clpline about his, problems with the system and abeutthemising 
money 

the suggestion that n is no longer possible to know the results of important tests carried out on Mr 
Thomas' system because those records have now been lost or destroyed 

the suggestion that Mr Thomas was poorly treated after 42 years of loyal service 

that the Post Office now believes that the cause of the shattfall in Mr Thomas' branch is likely to have 
been mistakes by him or his staff 

Seema Misra 
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ivfs Misra's claim that she and her staftwere not provided with adequate help despite making more than 
900 calls to the helpline 

the suggestion that the •Post Office failed to disclose crucial information during Ms Misra's ̀ trial including 
technical information about Horizon to the defence's expert witness 

that the Post Office and Fujitsu had identified bugs in Horizon prior to Ms Misra's trial that were not 
disclosed to the defence 

the suggestion that this information could have helped Seema and other sub-postmasters stay out of prison 

Post Office investigations and prosecutions 

the suggestion that 6e Post Off x has. at:mancial interest in prost citing sub-pdsttntsrters because it helps 
with therecovery of:.miFssingmoney 

particularly in that context, the suggestion that miscarriages of justice are more likely because the Post 
Office exercises both the power of investigation and prosecution' 

the suggestion that the Post Office has unfairly pursued theft charges to pressure people into paying.up 

the claim by numerpus stub-postmasters that they:were told by Post Office vnvestigatorsthey were the only 
ones having problentswith-the Horizon system 

Horizon system 

the•suggestion that the complexity of the Horizotr:system:ttdds:to:the:likelihood of er.rors 

the suggestion that the lack of an automatic paper record from the Horizon system adds to the likelihood of 
errors 

the suggestion that Post Office prosecutions relied on the belief that the computer system was robust, when 
in fact computer errors may call this into question 

the suggestion that bugs in Horizon were more widespread than Second Sight have €ound 

the suggestion,  there were around 30 people working in "third line support" at Fujitsu and that they 
fixed dozens of system errors 

the suggestion that errors were fixed by a team who couid:aceess: transaction data, add transactions or 
make changes to transactions thatwould affect the balance in branch, without the sub-postmasters 
knowledge 

Second Sight investigation and select tornatittee In parliament 

Second Sight's claim that their work has been hampered by an increasing lack of co-operation 

Second Sight's understanding that this is the result of legal advice 

Second Sight's claim that the Post Office has failed to provide full access to legal and prosecution files 

The apparent failure of the Post Office taprovide Second Sight with entails relating to the eyewitness 
account of an incident in Bra ki 1i  in 2008 

Second: Sight's evidence drat remote access to branch data is possible in spite of Post Office denials 

Please could you let us know the time that you have scheduled on Wednesday 17 June for the interview? 1 
would be grateful if we could arrive about an hour before the interview begins in order to set up: It usually 
takes about half an hour to pack the kit away again after we have finished filming, 
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T'haniks'for your help. 

Conor 

.., ................,_..._N.... 

IflXp://www bhc.co.uk 
This e-mail (and any attachments) is confidential and may contain personal views which are not the views 
of the BBC unless specifically stated. 
If you have. received it in error, please delete it from your system. 
Do not use; copy or disclose the information in any way nor act in reliance on it and notify the sender 
immediately. 
Please note that the BBC monitors c-mails sent or received. 
Further communication will signify your consent to this. 

1RN1WNlWkYINNpNNNMNyNNHYk#YM1fk6W1N4NYA WfYf NIINkN4N Yhif k%n'htM 1 kMkkk k 

This email and any attachments are confidential and intended for the addressee only. If you are not the named 
recipient, you must not use, disclose, reproduce, copy or distribute the contents of this communication. If you have 
received this in error, please contact the sender by reply email and then delete this email from your system, Any views 
or opinions expressed within this email are solely those of the sender, unless otherwise specifically stated, 

POST OFFICE LIMITED is registered in England and Wales no 2154540. Registered Office: Finsbury Dials, 20 
Finsbury Streot. London EC2Y 9A0. 

wwhh..ra ,.. . ... ...t4kxhaWw*Y*NNN*NNN*NRNMIt*NNk***, 

NRkAlNN;HtNWANRNfi*fXN%NNRN*fifhkkRtE%tRRk hRkRhfiNfikkNkkkkfkkN%kk}NtfkkYkNk 

This email and any attachments are confidential and intended for the addressee only. if you are not the named 
recipient, you must not use, disclose, reproduce, copy or distribute the contents of this communication, If you have 
received this In error, please contact the sender by reply email and then delete this email from your system. Any views 

qJ , o rosed within this email are solely i o of the sender, unlessothemwise specifically  .... 

22 . 0)2 010:; [ LI243'I is registered  24..çor'rt ori 2024 i 2 a04 040. 2omd Offico i d;i.et . O.i ii., 20 
;ry S;reaet, London EC2Y 9AQ. 

NT.MWs+NNNtWNa%,WNfkWiYNNiNNM4YNNNNWNNNNNNNNN~kNNNNWN#ARNNNWwNWYNNRefWNNM 
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From: Newsom Pete i GRO j] 

To: Melanie CorfieldF .GRO 
Cc: "Mark Underwood i 

GRO S GRO 
: lobed: RE: 3rdl4th linesupport 

10ate: Mon. 24 Aug2015 F0: 6r47 +0100 
&uG Dti:"A 'ncC: Normal 

iniage00i.gi'l. image:02:gif; intagell03 c.ii i ,+ i :,s.. ;ge005:pn ; intageOtt;f gif 

i have the explanations below, I have copied Mark as I know you may be in leave today. 

3'.i inc support is'the SSC diagnosticians who apply technical kno%, k ,dge to provide support and incident 
t n , )I'7 servi!f , They support SP.r. ce managers in the deliv + , @ ?heir sciv,, :c:. i i.iZ 2fi-r.Ci~ih 

is w tigation into incidents by applying analytical Skills to the , . .  . u: . .; aand <ahered by t
2itui line 'units. 

S >( d o;mnosticians h, . . : neral knowledge of most aspects 01 t he i icariron system. They will rtlso 
......s such as estate management„ reference data, databases; batch systems or counter 

process and accounting;. 

SSC diagnosticians do not resolve incidents by amending any code used in the provision of live services. 
Th is is a 4ah line responsibility which is deliberately separated from the 3rd line services provided by the 
SSC. 

! t me know if yrrat need: more explanation. 

Thanks 

Pete 

4ete'Newsome 

Business Change Manager 

Post Office Account, Fujitsu IJK&I 

reh GRO 
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EM aN: pete:n--  a -as°n;! _ GRO

V1bb: 'J u ~tsu.cam 

[°1 ffVJ'iWf 
Ft4itsu is. proud to paMer With y5, -ths housing and bomefesaliess charity 

A„ .PMame censWetum enWmnfnem ,, do V.eu ru,* uses to.pjm iwsemKo 

From: Mel tie Corfreld fmtti to:l GRO 
Sent: 21 August 2dt3:_1_4;at, ._._._._._._._._._._._._._._._._._._., 
Tu: Newsome Pete <._._._._._._._._._.GRO 
Subject: 3rd/4th line support 

Hi Pete,. 
Can you please provide me with a brief explanation re what is meant by 3rd/ 4th line support. I remember you telling 
me different levels (I guess like we have on various. Issues depending on importance/ priority?) 
We need something in layman's terms'as soon as possible (today if you can) for mediations that we have coming Lip, 
so that we can put the 'whistleblowers' remarks in as much context as possible. 
Needs only to be:brief. 
Thank you 
Mel 

From: Newsome Pete GRO
Sent: 20 August 2015
To: Melanie Carfleld 
Subject: Messages 

At the moment €oryour eyes and verbal use I put together the following words: 

Post Office and. Fujitsu have a long a1111:close relatitonship. which started.in.the Pathways Jtxint Venture and 
including'1`a t and tt.eference,Data learns :bemg;co-located having access tc the systllns. issue logs used tot 
Horizon both in the live. and: testcriviroaments. `t'he service- has. been snt3nrtored. closely by taost:()t2ice 
throught egeiarService and ('omrnercialReviews with full access to all incident and service level reports 
being availablc. 

In order to verify the int > ty•of the service F ms .' :corimp7itw'* 
to iSo 27001(5ecarity),.tSt79(}01 tQuality ) andiS:A.1434t)2 (firtFlltG.ia1) starliiardsthiottghregular internal and 
external.:audn sch+wdules In addition fiat tstt. support Post :O3. lee maintain their accreditation:•to the payment 
Card industryt ata:Security Standard (PC i i)SS) and to Link v l':tl Security standard for ATM's( or in Post 
office's case'Pin Pads).' 
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You.also asked us:to:remind.them ofthe.dil rent reviews.ofHorixon..they-haave insti} ated:(l don'i Have t;hc 
terms of reference for- these but I am sure someone in IT does). -1 remember the following: 

KPMG 

Ernst .and Young 

t)els ittes. 

Second Sight 

Imperial College London (1CL) 

And finally the foilovving is all ltcople eould retnetnher atbout iaichted 
-trills; 

Worked iur SSC 314th line support on the 6n' Floor fora couple of years.in thc.early 200Us-f0r:a Couple of 
years 

Worked on estate management _not accountancy side 

Left 'Fujitsu on good terms-as'he-had become disillusioned with IT to become a chiropractor in the 
Bracknell area 

Hope you enjoy your'leave, 

Pete 

Pete Newsome 

Business Change Manager 

Post Office Account, Fujitsu UK&I 

Tel: _ GRO

E-Mall: pete.newsane€-' G RO 

Web: N.LP://uk.fuhlsu:4Prr4. .

0 to gS+ 
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Fujitsu is proudkr paMer fill 1J }It • , the housing and homelessness charity 

A Please uonskler the en4momant elu yeti reaSy ne,n1 to Print lira nma113 

Unless otherwise stated, this email has been sent from Fujitsu Services Limited, from Fujitsu (FTS) Limited, 
or from Fujitsu Telecommunications Europe Limited, together "Fujitsu". 

This.emaii is only for the use of its intended recipient. Its contents are subject to a.duty of conf►dence•.and 
may be privileged. Fujitsu does not guarantee that this email has not been intercepted and amended  that it 
is virus-free. 

Fujitsu' Services Limited; registered "in England No 96056, registered office 22 Baker Street, London W IU 
38W. 

Fujitsu (FTS) Limited, registered in England No 03808613, registered office 22 Baker Street, London . l U 
3I3W. 

PFU Imaging Solutions Europe Limited, registered in England No 1578652, registeredoffice Hayes Park 
Central; Hayes End Road, Hayes, Middlesex, 11134 8FE. 

Fujitsu Telecommunications Europe Limited, registered in England No 2548487, registered office 861W I 
Parkway, Birmingham Business Park, Birmingham, 1337 7Y1J. 

This email and any attachments are confidential and intended for the addressee only. if you are not the named 
recipient, you must not use, disclose, reproduce, copy or distribute the contents of this communication. If you have 
received this in error, please contact the sender by reply email and then delete this email from your system. Any views 
or opinions expressed within this email are solely those of the sender, unless otherwise specifically stated. 

POST OFFICE UMITED is registered in England and Wales no 2154540. Registered Office: Finsbury Dials, 20 
Finsbury Sheet, London EC?Y 9AQ. 

W*i!}}Ht*iNd WT*}4fu}YligrYa'{'.,bwxw:KKie*dl'}i*'*l*kMli*MNe*!i*i!i*YY'Ylii}fM 

Unless otherwise stated, this email has keen sent from Fujitsu Services Limited, from Fujitsu(FTS)Limited, 
or from Fujitsu Telecommunications Europe Limited, together "Fujitsu". 

This email is only for the use of its intended recipient. Its contents are subject to .a'duty of cenftdef ce :and 
may be privileged. Fujitsu does not guarantee that this email has not been intercepted:.and:amernticdor.that it 
is virus-free. 

Fujitsu Services Limited, registered in England No 961156, registered office 22 Baker Street, London W IU 
3BW. 

Fujitsu (FTS) Limited, registered in England No 03808613, registered office 32 Baker Sheet, Lando : WTU 
38W. 

PFU Imaging Solutions Europe Limited, registered in. England No 1578652, registered office Hayes Park 
Central, Hayes End Road, Hayes, Middlesex, UB4 8FE. 

Fujitsu Telecommunications:Europe Limited, registered in England No 2548187, registered-office Sotih ill 
Parkway, Birmingham Business Park, Birmingham, B37 7YU. 
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larom:.NewsotnePetel GRO 
To: Melanie Corfieldti GRO 

L_._._._._._._._._._._._._._._._._._._._._._._._._._.: 

Subject: Messages 
Date: ̀Thu,.20 Aug 2015 1442:22 +0100 

Nr t a race: Normal 
image001.gif itnage002.gif image003.gif, itmageO04.gif, itmageO05 prig , irnageOO6.giI' 

l use I ptit 'togctltcr the fbIlowing Words': 

Post Of ce and Fujitsu have a long and elose relationship which started in the Pathway Ioint Venture and 
iatalitdrng ̀ rest and Reference Data 'reams heing_ cra- located :ftavittg access to the systems issue lo r . used for 
Horizon both in the live .and test environments the service has been:. monitored closely by Pot  Ol1iice 
through regular. Service and Commercial Reviews with full access to all incident and service level: t .ports 
being available. 

laoriferto.vecify the.itttcgrity of.the service i~ttjitsti deniers on bchal f of Post Office it maintains compliance 
to:1SO21001.(Security),1SO90014Quality) and ISAE34t2:(ftnanciali standards through rcgufar internal and 
external audit schedules.. In addition Ftjitsu support Post Office maintain their aca-editation to the Payment 
Card Industry Data Security Standard (l'Cl DSS) and to Link v 1.8 Security standard tot Al M's, (or in Post 
Office's case Pin Pads);' 

You aiso asked:i}s'to. remind there of the different reviews o1Horiz0n they have instigatpd:(I don.'t:have.:tfiie 
terms of reference for these butt am sure someone 

in r1 

does).1 r member the following: 

Andfinailylhe l llowingis all people could remember about Richard Roils; 

Worked in SSC 3/4111 line support on the 6111 Floor for a couple of years in the earl' 2000s for a couple of 
years 
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Worked on estate tmanage nentnot.accountaneyside 

Left:Fujitsu on good terms as he had become disillusioned tiw+itit I'I"'tta be: w. :t.e.n chiropr& t.ot in the 
Bracknell area 

Hope you enjoy your leave.; 

Piste 

Pete Newsome 

Business Change Manager 

Post Of ice Account, Fujitsu UK&j 

TO 1 GRO 

`

E-Malt_ rmt¢ne t GROret

YItN1: fl Dfkfti)itRtht Dn 

Fujitsu is proud to partner w$th },,this housing and honulessnoes charity 

tisane consaior the envammnent do you to py tteedto•pttt,IttW amwt? 

Unless otherwise stated, this email has been sent from Fujitsu Services Limited, from Fujitsu (FTS') Limited, 
or from Fujitsu Telecommunications Europe Limited, together "Fujitsu". 

This. emali is only for the use of its intended recipient. its contents are. subject to a duty of confidence nd 
may be privileged. Fujitsu does not guarantee that this email has not been intercepted and amended or that it 
is virus-free. 

Fujitsu Services Limited, registered in England No 96056, registered otl'ice 22 Baker Street, ̀ London W I J 
3BW. 

Fujitsu (FTS) Limited; registered in England No 03808613, registered office 22 Baker Street, London: W I LI 
3BW, 

PFl) Imaging Solutions Eucape Limited, registered in England No 1578652, registered office Hayes Park 
Central, Hayes End Road, Hayes, Middlesex, i7B4 BFE. 

Fujitsu' feiccommunicationsEurope Limited, registered in England No 2548187, registered office Solihull 
Parkway, Birmingham Business Park, Birmingham, 837 7Y1J. 
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GRO 
_ GRO ,Mark Underwood! 

L.-GxFb- 
-•-•-•-•-•-•-•-•-•- -•-• •-• - -•-•-•-•-•-•-•-•- - -•-•- - -•-•-•-•-•-• • tcve Aliehorn v",•_,_•_•_,_•_,_•_,_•_, GRO._•_,_•_,_._•_._•_,_.~'. 

GRO ,>., Rodric Williams - ._._._._._. ._,._._._._._._._._._.. 
GRO 

l)ata Spread H. elHi, r t=ni t/Jonathan Swift 
Date. Zhu, 19Nov2015 , i. l_; (t{!iji) 

Imlb , tance: Normal 

Patrick, 

Thank you very+ ranch for the update. 't think for the moment there is no need for your suggestions on cases 
to review. 

However, our selection excluded cases with a criminal s:onvietion. and we will pmbatily need to_lhave a look 
at 3 or so of those cases to make:sure we are happy wa`th the way Those were dealt with. Suggestions for those 
will be helpful, hut no particiularrush forthat. 

Best. 

C `hris 

.,!;e. LIIIIIIXI I1IIIIIXI1
atx::°  2015 17:46 

oj, Chl h) II errKnight 
.Swift; Mark Underwood1; Steve Allchorn; Jane MacLeod; Rodric Williams 
Data Spread Sheet for Christopher Knight/Jonathan Swift 

Dear Christopher, 

Thank, you Tor your email. 

Fhe files and documents-related.to the:cases you)tavc listed in your email will be available liar you:to view 
on and/or download from Uuddle;.by:closeoftiusiness tomorrow at the latest. (an I just check that, sittceyou 
have uuw identified a tilt you nor longer need trggestinns from us of cases (whether criminal/ntm>trimmal) 
you might wish to consider looking at? In some ways. a selection exclusively made by I ►KBW is, better .for 
the independence of your enquiries. Nonetheless. if you would still like suggestions, please just let ttte know. 
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In reiatiiiiilg the atlegatitiias anode .by.lticltard Roll as the Panuranta t roadeast, l attach >i_paper which.sets 
out, as a tabkk, the. various lines, statements and uuripspondenee, including those from f'u#itsu, which 
between them cover the ground. Please let rice know if you require a more formal staienieht from Fujitsu. 

We are currently working through. and making progress with the various documents requested in relation to 
the Ftelpdesl , Investigations, and the assurance of the Horizon system and should he eat a'positicn3o provide 
these to you early next Week. 

Lastly, in respect of yourrequest for inl'ortnatiott relating principally: to legal rnatters(inade'in your email of 
12 Niaventher ":0151, Rodric is hoping to be able to provide these to you by etr •e tomorrow 

Kindregards 

Patrick 

From: Christopher Knight •- _ -•-•-•-•_ -•-•- GRo_._._._._
Sent: 19 November 2015 0945 
7'o: Patrick Bourke 
Cc Jonathan Swift, Mark Underwoodi, Steve Alktiorn, Jane MacLeod; Rodric W 111ams 
Subject: RE: Data Spread Sheet for Christopher Knight/Jonathan Swift 

Dear Pat.riek, 

Jonathan and :l have selea .c0 '1:1.'sc.lienle easer .r view.:the.#il etf:and wewttutd.beigritteiut iftitoa^e. til+s 
including. the.pjv.ws of t nndence-undeerlying .the P0 and S$ reviews — could .be uploaded to Huddle, We may. 
not look k at. a!l. tt4e xfitaehed pieves oFevidpncr ix all tttr cases,tytrt•vre will certieily..du so. .itrsome: Wt' have 
selected the cases *random. that ensuring that they cover aft of the key thematic issues raised: We have 
excluded front this exercise anycases'whece then: is ;a criminal conviction 

T he cases are: 

MO 14 

M026 

M037 

1070 
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M{l88 

M.100 

Mta l 

M131 

M133 

M14g. 

Do let me k:row when tfiev are uploaded. 

There are various queries and requests we have outstanding: from 'last, week I believe. 

Could we:add a 1itt`ther:one: the Panorama transcript contains allegations from -a Richard Roll, 
fcirmetly..0 

Fuµtsti, who appears. to say that they could alter the coding to chanec transaction records and that they
so. Do we have anydjttountented stateatent or similar from Mr Roll setting out the detaiIs of his 

aCeouflt'}:Just 

as importantly, we dill need a formal f egj oitse li om the PO Ind ) ujitsu (partteut l the latter) about Mr 
Roll's comments toPanoiama Ifihere'isitlteady oul., 

could 

we see it lrlease.(tlih sta ment about the 
programme.. generally does not address this issue). 11 not,, earl.one be provided to.:ascexpiai nin the I't) and 
Fujitsu response i inathhan and 1 will certainly have to deal-with what Mr Roll-has said: 

Best wishes, 

Chris 

From: Patrick Bourke I GRO GRO 
Sent: 03 November 

2dh5-lti:4T._._._._._._._._..._._._._._._._._._._._._.- 

To; Christopher Knight 
Cc: Jonathan Swift; Mark. Underwood1; Steve Allchora; iui , d; h oJric Williams 
Subject: Data Spread Sheet for Christopher Knight/Jonath 

Dear Chris 

t attach :a coy of 
llae la.encon passing spreadsheet vtve talked about which, lot each case in the Scheme, 

records the ijtformatlon you tnt#icatedyou would find helpful to have, including details on criminal charges. 
whether the tlelpdesk issue was :eomplai)ted.of, Seeond Sight's thematic issues and so on. This should enable 
you and Jonathan to determine which cases to use as part of  sampling exercises. The password for the 
spreadsheet is Flendy0l. 
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Mi 'coilcague, Stevc Allehunn, has organised for your tour of # ctrtrnntsorry} next Tuesday morning: It 
wt uld be very helpful fire us to meet (with or without Jonathan. deptnditi f; on his availability) after that, so 
that we can +levelop a joint undemanding.of how you are likely to appraaett your enquiries o that we might 
support your Work as effectively as possible. I would also like to take that opportunity to mtrodut you to 
Podric Williams (copied) our in-house lawyer, who will be able to guide you in relation to the computer 
specific issues you will want to address and store generally. 

In the meantime, please do not hesitate to contact us with any questions. 

Kind regards 

Patrick 

♦#Y#14*4Y*f#Ysxf4*h4fY******f#*****Y✓4'F*Y******####Y*#*✓f'h,L .l!..W'FdYYYY##f. . 

This email and any attachments are confidential and intended for the addressee only If you are not the named 
recipient, you must not use, disclose, reproduce, copy or distribute the contents of this communication. If you have 
received this in error, please contact the sender by reply email and then delete this email from your system. Any views 
or opinions expressed within this email are solely those of the sender, unless otherwise specifically stated. 

POST OFFICE LIMITED is registered in England and Wales no 2154540. Registered Office: Finsbury Dials, 20 
Finsbury Street, London EC2Y 9AQ. 
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This email and any attachments are confidential and intended for the addressee only. If you are not the named 
recipient, you must not use, disclose, reproduce, copy or distribute the contents of this communication. If you have 
received this in error, please contact the sender by reply email and then delete this email from your system, Any views 
or opinions expressed within this email are solely those of the sender, unless otherwise specifically stated, 

POST OFFICE LIMITED is registered in England and Wales no 2154540, Registered Office: Finsbury Dials, 20 
Finsbury Street, London EC2Y 9AQ. 
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