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From: Christopher Knight { GRO 4
To: Patrick Bourke GRO i fonathan Switl
4 GRO i
C ‘".3&“‘3 MagLeod < GRQ iz Wark Lnderwoodd .
L. meeciirin ORO i, Steve Alfchorn GRO :
ric Williams T GRO :

Subject: Rﬁ Post Office Matter
'sztﬁﬁ Wf_,d.‘;‘ 28 Oct 2015 17:12:18 40000
Fiportanee: Normal

Diear Patrick,

Many: thanks for this, That all looks very helpful. T have received the file cabbad over this aftertoon with
maost of the documents referred (o'in Jonathad's instructions tand an additional copy tor Jonathan), [ ihink it

is chietly the previous legal advice which is outstanding, which will doubtless follow telatively shostly.

.90 me that tm, ,ﬁpw‘a{himgr o sunuraries of the viasious ,Séziwmﬁ-cz‘m@ (and within that, the criminal
asefully be the priority so.we can work out.a way of most sen mpting. | have thie
amilton file you also cabbed over as an exam, e o get my fiead round w im they logk ke,

Can | check what the three zipped-email files are of?

I atso have separately the email with the 517 notices fromthe CORC, wiich will be'a helpful tre.to those
types of case,

‘the clerks who will wmfuf% get back to vou today on fees (at
them to do so re. Tuesdays so-we can begin diary Haison. I should probably
before planning whoto speaki to next it may well ‘be that the Horizon intro s

bator, so-we kiow what we are 1 reading &hﬁm

Fve spoken to

M

zmzia} he *;ﬁ(_;mr wthu mfm
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Prear Christopher

Many thanks for conting fo see us at our offices vesterday.

t%“gémghi it would be helpful to-offer up a summary of where | thik our discussions concluded on the
various points raised, Twould be grateful for your view on whether they aceurately reflect whete we got to
and we do, of course, uiiderstand that the nature of this project may necessitate some (hopefidly) limited
revisiting as vou conduct vour work.

Keope of Enqguiries

We agreed that the broad territory fo be covered was encapsulated in the four principal areas of contertion
identified by Jonathan in his meeting with Tim and Jane on 20 October. These are:

Whether individual charges brought against relevant Applicants 1o the Scheme were underpinned by
a sufficiency of evidence:

fomay

2. Establishing, in so far as possible, whether the Horlzon system was or was not the underlying cause
of discrepancies in the branch scoounts of Applicants to the Bcheme;

3. Whether the advice provided to Applicants to the Scheme by the Helpdesk was appropriste and, in

particutar, whether the advice provided caused Applicants to commit false accounting: and

4. Whether the mw_&ginggmmm inta the cases in Scheine were appropriate and reasonable in scops and
depth and, in particular, whether anything was missed which could, and ought, now to be fooked at.
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The emerging thinking is relation to each of the four strands was:

. We would identify all those cases in which multiple charges were in play against Applicants to the
Scheme (usually theft and false mmmntmg} Yo would choopse a sample of cases from that list in
order that you might come to a view, having reviewed the relevant material, about whether or not the
appropriate evidential test was met. We agreed that we would sign post you to the relevant material
through. discussions with Cartwright King, who have conducted our prosecutions work for-a number
of years, as well as discussions with Brian Altman’s junior who is in the process of reviewing the
material in the cases being looked at by the CCRC. We agreed with your view that the CCRC cases
areout of. m}g}e ‘but nonetheless thngm a conversation with Brian Altman’s junior would be
beneficial given her faﬁm%nmw with Past Office prosecutions material gememﬂ

2. Inrelation to the Horizon system, Jane outlined the very real difficulties involved in what is, at its
heart, an exercise in-proving a negative, only made more complicated by the age of the system.
However, in addition to supplving yvou with all the documentation we have which contributes to an
answer to the question, we would arrange for vou to meet with the authors of the Deloitte report (no
at Ernst & Young), Gareth Jenking who used to act as our expert witness in relation to Horizon, and
someone currenily at Fujitsu with expert knowledge of the system. You would also consider whither
UCL, i addition to these other experts, might answer some the specific allegations made about the
systern, for instance the notion that i is/was possible to manipulate live branch data remotely and
without feaving an audit trail.

3. The Helpdesk issues are likely fo be more straightforward, We can supply the documentation which
covers off the processes and protocols which underpin the Helpdesk. b addition, we agreed to
identify those cases in the Scheme in which accusations about the Helpdesk were particularly
prominent, from which you would again select a sample so as to enable you to form a view as to the
appropriatencss of the support it provided. In addition, we are happy to arrange a teeting for
a«mﬁmm}mﬁ with- those: e};mmts%g ﬁ'ze Helpdesk,

4. On the question of the adequacy of the investigations undertaken as part of the Scheme, we agreed
that we would again provide vou with the documentation prepared at their outset, so that you are abl
to see what the intended scope and methodology was. You would also meet with Angela Van Den
Bogerd who was ultimately responsible for the investigations as a whole. Finally, by reference to a
sample of cases of vour choosing, the relevant investipator(s) could walk vou through specific
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I am sending you, under separate cover, the 517 notices we have received from the CORC and which lane
told Jonathan she would get across to Chambers,

You should use me as vour primary point of contact but- my colleagues Mark Underwood and Steve
Alchorn, both of whom vou wet and are copied info this email, are also avaitable 16 you and Jorathan for
anyihing vou might nged.

N

I teust this cover eve g but please contact me if vou fegl anything is missing or misunderstood. I also

look forward to hearing from John Davift on the question of fees as soon as practicable.

Kind regards

Patrick

Patrick Bowrke

i GRO :

This emall and any attachments are.confidential and intended for the addressee only, If you are notthe named
recipient, you must not use, disclose, reproduce, copy or distribiute the contents of this cormmunicalion. if you have
recetved this in error, pidase contact the sender by reply emiall and then defele this emall from your systems. Any views
of opinions expressed within this emall are solely those of the sender, unless otherwise specifically stated.

POST OFFICE LIMITER is: registeied in i&ng&wmk and Wales no 2154540 Registered Office: Finshiury Dials,
Finsbury Sireet, London BC2Y 9A0,

R R ok e ek
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From: Patrick Bm«rkﬁi GRO i
To: Christopher Knight < GRO i jonathan Swift
i GRO i
Ce: Jane Macleod < GRO..__.___ >, Mark Underwood! .
: GRO b Steve Allchom . GRO P
Rodric Williains GRO ;

Subject: RE: Post Office Maiter
Date: Thu, 29 Oct 2015 09:14:45 +0000
Importance: High

Drear (s

Thanks for this.

As Dindicated, the legal sdvice will come o vou inday.

The spreadshieet-of all the cases will certainly help vou— however. preparing summaries for cach-of the 134
myay be tall mdm What we can do.is give vou a.spreadshegs mzh ufficient detail to enable you to- ru}z;mt
more de i 2 !a:t HOT L0 %Eﬁm W %seu 5 h 10 ;;i: Esu f%im ni fw Eim d»:,m i wf As discussed, each has an

ol Sight Review of the
mm.st_sgm;s,,m an .;;i ;1.5» emémga gmejl in wu_m Q.z“l:.%QEx we Eww ﬁ,{w g.»mpﬁmd mediation statéiments. We would
draw on tHese source documents to prodoce-the sunimaries,

The Hamitton file T sent across is different in that its content relate only to documentation o show the
sufficiency OF evidence to uniderpin a theft charge. As sach, it does not represent the “full” Hamilton case fil
irthe sense outlined at 2abdve,

Fhe 711 files do, however, contain precisely. the information at 2 above, together with summaries, and thes
will give vouthe hmi Havour of what a case “Tooks tike™ from the dmumenh now. inyour possession,. These
were. prepared 1o provide otr CEO with.a favour of the range of issties the Post Office was déaling with
under the Scheme and 15 2 pretty random collection st that,

I agzre.,e that an early visit o.opr m wéa;*% (‘? to be taken ﬁ%msmi the system ag z; works in Post Offices up

. . [ 5oy B ce% € 1 [ ® .t N
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Froms: Christopher Knight
Sent: 28 October 2015 17012

Ter Patrick Bourke; Jorathan Swift

Cor Tane Maclaod; Mark Underwoodt; Steve Alichor,; Radrie Williams
Subject: RE. Post Office Matter

GRO !

ax W0

e
&

PN AT

CUURE, whileh will be o helptal intro o the

= spoken o the glorks
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| thought it would be helpful to offer up 8 summary of where | think our discussions concluded on the
various points raised. | would be grateful for your view on whether they accurately reflect where we got to
and we do, of course, understand that the nature of this project may necessitate some (hopefully) limited
revisiting as you conduct your work,

Secope of Engitiries

We agreed that the broad territory to be covered was encapsulated in the four principal areas of contention
identified by Jonathan in his meeting with Tim and Jane on 20 October. These are:

I.  Whether individual charges brought against relevant Applicants to the Scheme were underpinned by
asufficiency of evidence;

2. Establishing, in so far as possible, whether the Horizon system was or was not the underlying cause
of discrepancies in the branch accounts of Applicants to the Scheme;

3. Whether the advice provided to Applicants to the Scheme by the Helpdesk was appropriate and, in
particular, whether the advice provided caused Applicants to commit false accounting: and

4. Whether the investigations into the cases in Scheme were appropriate and reasonable in scope and
depth and, in particular. whether anything was missed which could, and ought, now to be looked at.

We had an initial discussion about how this ground might best be captured in your report and tentatively
envisaged a thematic treatment, with specific examples drawn upon under each to support the overall
finding. However, we were all agreed that this would need further consideration as time goes on.
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order that vou might come to a view, having reviewed the relevant material, about whether or not the
appropriate evidential test was met, We agreed that we would sign post vou to the relevant material
through discussions with C riwright King, who Bave conducted our prosecutions work for a nuymber

of vears, as well as discussions with Brian Altman’s junior whao is in the process of mwvwmgs the
material in the cases being looked 4t by the CCRC. We agreed with vour view that the CCRC cases
are out of scope but nonetheless thought a conversation with Brian Altman’s junior would be

beneficial given her familiarity with Post Office prosecutions material generally,

I relation to the Horizon system, Jane outlined the very real difficulties involved in what is, at its
heart, an exercise in proving a negative, only made more complicated by the age of the system,
However, in addition to aamgﬂwﬁﬁ vou with all the documentation we have which contribiites to an
mmm to zm @ms&mﬂ we would arrange f@r YOI m maacf:i Wﬁ;h Hxﬁ authors of the Deloitte report {(now

: 3 ‘ J:‘!m~ L;'* wi mg m Hbii‘iﬁ,;ﬁ ﬁcf

i}€ i m ‘mia mam o these other mﬁem mrgxhi answer some 13%&: spwma ﬁ%&»gamm% ma&%é, aham tim
system, for instance the notion that it is/was possible to maiipulate Tive branch data remotely and
without leaving an audit trail.

The Helpdesk 1ssues are likely to be more straightforward, We can supply the documentation which
covers.off the processes and pmwcph which underpin the Helpdesk, In addition, we dgiced to
identify those cases in the Scheme in which accusations about the Helpdesk were pmimﬂr
prominent, from which vou would again select a sample 50 a5 to enable you to form a view as fo the
approprigtencss Of the support i provided. In addition, we are happy to arrange a meeting for
vou/Jonathan with-those operating the Helpdesk,

On the question of the adequacy of the investigations undertiken as pe
that we would again provide you with the doctmentation prepared at their optset, so that vou gre able
to see what the intended scope and methedology was. You would also meet with Angela Van Den
Bogerd who was ultimately responsible for the nvestigations as a whole: Finally, by reference to a
sample of cases of vour choosing, the relevant investigator(s) could walk you through specific
investigations in practice. In each of the sample cases, vou would also review all of the outputs of the
investigation including Post Office’s Investigation Reports, Second Sight’s Case Review Reports and
Post (Office’s Mediation Statements where relevant.

rt of the Scheme, we agreed
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You should use me as your primary point of contact but-my colleagues Mark Underwood and Steve
Allchorn, both of whom vou met and are copied into this email, are also available to you and Jonathan for
anything you might need.

[ trust this cover everything but please contact me if you feel anything is missing or misunderstood. I also
took forward to hearing from John Davitt on the question of fees as soon as practicable.

Kind regards

Patrick

Patrick Bourke

GRO

This email and any attachmenis are confidential and intended for the addressee only. If you are not the named
recipient, you must not use, disclose, reproduce, copy or distribute the contents of this communication. If you have
recelved this in error, please contact the sender by reply email and then delete this email from your system. Any view:
or opinions expressed within this email are solely those of the sender, unless otherwise specifically stated.

POST OFFICE LIMITED is registered in England and Wales no 2154540. Registered Office: Finsbury Dials, 20
Finsbury Street, London EC2Y SAD.
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From: Rodric Williams <# GRO ks
To: Patrick Bourke <§ GERO i Christopher Knight
o GRO__. . Jonathan Swift < GRO i
Ce: Jane Muchd «f _GRO i, Mark Underwood1
*’1.1 GRO ek, Steve Allchorn
GRO i

Subject: RE: Post Office Matter
Date: Thu, 29 Oct 2015 18:06:04 +0000

Impertance: Normal

Attachmients: POST_OFFICE_LTD_REVIEW_DOCUMENT _[1]v.2.pdf;
MW[U _ON_SUGGESTED APPROACH_TO_CRIMINAL,_CASE_MEDIATION.PL

* POST_OFFICE_LTD REVIEW DOCUMENT [2]v.4.pdf;

hm im_Review Qf CK_Processes. ﬁif
ADVICE_ON_THEFT & FALSE ACM}UNF NG.PDF;
A17893240_v0.8_Post_Office L lmltmdmf{epl)l“[_mL(:Odl_mAﬂd]}‘Si&i.dﬂcx‘

Enline-lmages: image001 png

Chiristopher,

it was nice to speak with vou earlier today. As discussed, Post-Office Limited has received significant legal
input from its in=houvse lawyers, external soligitors and counsel when mnsldmrw and respondingto the
Horzon allegations. This mpm as been provided in a variety of forms, including formal advice notes.
el a‘:f_’?fﬁ,sf}cmdm rice, marked-up doswmentation and ah%;m;mz {hoth face-to- fczz e and telephone)

Rather than trying to pullthis all together for vou now, we - agreed to start by mmdmﬂ you with the
following formal advice notes:

Linklaters” “Report Into Tnitial Complaint Review And Mediation Scheme - Legal 1ssues™ dated 20 March
2015, This report concerns the legal basis for the claims made by applicants to-the Scheme, and was
commissioned by Post Otfice’s Board w hich wanted o better understand the exposure presented by the very
substantial compensation clabms being made by some apphicants:
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vich advised on the "equalin”

ch 2015

1

CAdvice on Theft & False A " chated KA
[

ol the offences of thett g ot

Nor doubt this will lead to further lines of enguiey, bot 1 hopd it

Knd regards

From: Patrick Bourke
Sent: 29 October 2015 09:15
Tor Christopher Knight Jonathan Swift
Ce: Jane MacLeod; Mark Underwoodl; Steve Alichorn; Rodric William
Subiect: RE: Post Office Matter
N Importance: Figh

Dizar Chris
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: ZIP files do. however, contain.precisely the information at 2 above, fogether with summaries, and thes
will give vou the best flavour.of what ¢ “Hooks-like from the documents now:in vour possession. These
were prepared (o provide our CEOQ with o flavour.of the range of issues the Post Office wiis dealing with
under-the Scheme and is.a pretty random eollection at that,

i,

[ agree that-an early visitto our model office to b taken through the system as it works fa Post Offices up
ard dowit the country should be-a priority, T will come back to vou later foday with some suggested dates ar

times.

Johm Diavite [eft me a voicemail vesterday, so 1 will ring him this morning. Thank vou.

Kind regards

Patrick

Froms: Christopher Knighit if,i;r,,:r GRO i
Sent: 28 October 2015 17:12

Taor Patrick Bourke; Jonathan Swift

£ex Jane MacLeod; Mark Underwoodl; Stave allchorn; Rodric Willlams
Subject: RE: Post Office Matter

Dear Patrick,

Many thanks for this. Thatall looks very helpful. T have receivied the file cabbed over this afternoon with
most.of the ducuments referred to indenathan’s instructions (and-an-additional copy Tor Jomathary). [ think it
is chietly the previous legal advice which s culstanding. which will doubtless follow relatively shorily,

It seemy to me that the spreadsheet-of summaries of the various Scheme cases fand within that, the ériminal
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sample of cases of your choosing, the relevant investigator(s) could walk vou through spevific
investigations in practice, In each of the sample cases, you would also review all of the outputs of the
investigation inchiding P §-Office™s Tnvestigation Reports, Second Bight's Case Review Repovts and
Post Office’s Mediation Statements where relevant.

Ways of Working and Action Poinis

Finally, we had-a discussion about ways of working, mest of which we agreed would become apparent as we
take the work forward. We-did. however, agree a number of specific actions which are fisted in the
document T attach, some of which are already underway, and some of which we will neéd to agree dates and
tisres for when vou have had a chance to determine how yor want to take the work forward.

[ am sending you, under separate cover, the s17 notices we have received from the CCRC and which Jane
told lonathan she would get acress to Chambers.

You should sse me as your primary point of contact but my colleagues Mark Underwood and Steve
AHichorsi, both of whom vou met and are copied into-this email, are also available to you and Jonathan for
anvthing vou mught need,

[ trust this cover everything but pléase contact me if you fieel anything is missing or misunderstood. | also
look forward to hearing from John Davitt on the question of fees as soon s pmmwh&,

Cind regards

Patrick

Patrick Bonvke
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LEGALLY PRIVILEGED AND CONFIDENTIAL
POST OFFICE LTD
GENERAL REVIEW
A, INTRODUCTION
I The Post Office Ltd (“POL™) has commissioned me to review past practice

and make recommendations as to the future approach to the conduct of

prosecutions.

™

Terms of Reference received from Bond Dickinson LLP ("BD™). solicitors

advising POL, invited from me the following:

Instructions & Output

&, Written Reports

! To prepare by 5 Aungust 2013 an interim review. of Cartwright King's
current review nrocess (as reflected nrineinally in OK'e davumend antitlad
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LEGALLY PRIVILEGED AND CONFIDENTIAL

(b

i)

2013 andfor on the role of D Gareth Jenking (/e ' and his impact
on any possible appeals;

fta response to the CORC, and any subsequent action required by it
in dealing with, or responding to, any actual or potentisl appoals
andfor i reaching the appropriate resolution of any CCRC
investigation, and 1o advise POL sbout any further steps that may be
required as regards any asciual or potential appeals  apgainst
convieton; and

The wesification of any Haws in the grovess of, or fom the

evidence arising from, the review of a statistically significant
nimber of past prosecutiony in which Horizon has been an issue in
the procesdings.

B. Meeting/Reporting to the Post Office Audit Commities / Board

i At the first available opportuniiy 1o
(iy  Explain the background o the criminal appeal process including

appeals, and how you intend to fulfil vour remit, and

{11y Omn the efficacy of the procesy set our in A(L) above,

e Cm or by a date to be agreed (but curvently intended to be no later thin 13
October 2013Y to eport on the efficacy of past prosecution:
moluding the preparation and conduct of past prosecutions set out in
A(2) above.

Process

f To meet with Post Office™s oriminal law team w gather further background

and contextus! information.

)

4

Refine the scope of and finalise these Terms of Reference.
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4 To meet and interview as a fact-finding exercise anyone else you or POL
consider relevant to the process of the investigation and commencenment of
prosecutions,

5 To review a statistically significant number of past prosecutions in which
Horizon was an issue.

3. My Interim Review document of CK’s current review process, dated 2
August 20137 was submitted to POL through BD by email of the same date.
In the Intertm Review document, | made a series of interim recommendations

to which Cartwright King (“CK”) responded in writing on 13 August 2013,

4. Regarding the process by which | have been asked to conduct my review,

and by reference to each in the above process list in chronological order:

Point 5. on & September 2013, | received a number of files from BD
containing material in advance of the meeting on 9 September 2013, Among
them there was a file containing 24 full case reviews performed by counsel
employed by CK of cases passing the initial sift process, which 1 shall return
to below. (On 30 September 2013, 1 received 6 more full reviews, and on 9

October 2013 | received one more by email.)

My Terms of Reference do not require me to review CK’s decision-making
or the individual judgments about the reviewed cases, merely to review their

review process.
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Point 3: on 19 September 2013, | attended Guildford Classroom Training
Office (“CTO") where | received a day’s training on the Horizon system,
Chris Gilding (MNetwork Support Team Leader) trained me. Andy Holt
(Business Helationship Managery was on hand o assist and answer

QuESLIDNS,

Point 2 on 23 September 2013, 1 received from Gavie Matthews of BD the
final Terms of Reference by emaifl, which | reviewed and agreed by return
email the following day, having on 2 August 2013 refined an earfier draft in

Wriing.

Point 4; at the time of writing | have not identified (or had identified to me}
any other persons to meet and interview as part of a fact-finding exercise as
relevant o the process of the investigation and commencement of

prosecutions.
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B, EXECUTIVE SUMMARY
5. The following is a swmmary of the main findings and recommendations in
the body of this review,
(i} The 1 January 2010 start date for Cartwright King's review of

Horizon Online disclosure i logical, proportionate and practicable
in light of all the known circumstances.

(ii) The scope of the review properly takes account, not just of those
cases in which defendants have ben convicted following a-trial, but
also where they have pleaded guilty, as well as where disclosure
might have been material to the sentencing exercise,

{iii) The scope of the review, which is to consideér those cases, both past
and present, in which disclosure of the Second Sight and Helen
Rose reports should be made, appropriately also considers m past
conviction cases the stance Post Office Lid might take to any
application for permission to appeal. or to any substantive appeal,
should permission to appeal be granted, the question of the “safety”
of the conviction being inexorably linked to the question of
disclosure,

(iv) [ advise that individual sift reviews and full reviews should not be
undertaken by anyone who was professionally involved at any stage
with the case being sifted or reviewed, in order to ensure and

preserve independence and objectivity.
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fvii}

{viii)

(ix]

(%1}

identification of a petson who is nominated to take responsibility for
its management.

Shoutd any new information emanating from the hub meetings be
considered to affect, or possibly affect, any previously sifted or
reviewed cases. consideration will have to be given to broadening
the criteria for review, and fo re-sifting and re-reviewing cases
already considergd,

Any future successful defence chatlenge in any Horizon Online-
based case will have to be considered for future possible general
disclosure.

Carbwright King should exercise supervisory control over the
dissemination of information and material during the mediation
process, and should remain alive to the possibility oF having to make
case-specific disclosure in the course of that process, or even
making additional general disclosure in the course of its current
review depending on the nature of any new information.

i agree that Gareth Jenking s tainted and his position as an expert
witipess is ustenable. Thus, a new expert should be identified as
soon gy is practicable.

Post Office Lid has responded to the Criminal Cases Review
Commission  appropriately in my  opimion, bot should the
Commisgion continue to show interest in these cases there might
have to come a time when Post Office Lid considers sharing

Cartwriehi Kine's review Fadines with the Croemmiesion and
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Investigations Act 1996 but in practice shouid also adopt a similar
or identical approach to past conviction cases falling within the
current review), Post Office Ltd and Cartwright King must be
prepared to keep under review, and reconsider, past case reviews
and disclosure decisions.

{(xiii) ~ Where, as part of the review process, Cartwright King considers the
stance that should be adopted in any possible appeal process. they
should not adopt any over-rigid or robust approach, and must
remain alive to changing circumstances and the need always to
reconsider their stance.

(xivy  Any new or revised Post Office Ltd prosecution policy document
must consider the retention and treatment of case files.

(xv) Post Office Ltd must ensure that Fujitsu Services Ltd retaing ali
Horizon data.

(xvi}  There should be an analysis for reconciliation purposes of all
Second Sight’s spot reviews with those Cartwright King cases that
have been subject to sift and full review.

(evil)  If there is any Horizon-related civil litigation between any present or
former sub-postmaster and Post Office Litd, Cartwright King should
be given complete visibility of the litigation in case this should

affect any decisions they are making about criminal cases.
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fi.

Before coming to the focal point of this review document, it is necessary,
simply by way of introduction, for me to deal with the following relevant

disurate topies:

(h POL s progecution vole;

(i) The Horizon system;

{iii} Horizon training and suppost:
{iv) Second Sight’s nquiry:

(v} Gareth Jenldns; and

(viy The Helen Rose report.

5 POL’s prosecution role

Gy 1 April 2002 the shares i POL weye transferred from the Boval Mail
Group L CHMG™Y o Roval Mail Holdings ple ("RME"). sinee which
time POL has had an existence independent of RMG. Now, POL is o wholly
owned subsidiary of RMH, The Seeretary of State for Business. Innovation
and Slalls BIS™Y holds a speeidl share in POL, RMHE and BIS, through the
Shareholder Executive ("ShEx™), have however no involvement in POL g

day-to-day operations.”

Pricw tr W "¢ cenaratinn fom BRACT BMO condicted the nraceeition of
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4. POL is the only commercial organisation (albeit Government owned) [ can
think of (apart from RMG who retains a residual prosecuting function) that
has & presecution role, and it is, to that extent, exceptional if not unigue.
Separate Terms of Reference invite ne to consider the future of POL's

prosecutorial role.

143 In England and Wales POL’s prosecutorial role is exercised by POL’s in-
house legal depariment and through the nstroction of CK, CK's in-house
advocates as well as by external counsel and agents. Prosecutions are
conducted both in the Magistrates” Courts and the Crown Courts, and appeals

are prosecuted in the Court of Appeal.

It In Northern Ireland the Public Prosecution Service (“PPS™} prosecites POL
cases albeit with input and assistance from POL investigators. In Scotland it
is the Procurator Fiscal who prosecutes POL cases. Representatives of CK
were in Scotland the week before we met in conference in order to discuss
with the Procurator Fiscal’s office the recent interim findings by Second
Sight Support Services Ltd (“S87). Currently, cases stand adjourned in
Scotland, where, as | understand it, POL has been granted special agency

status.

12. I understood in our meeting that CK had not yet spoken to. the PPS in
Northern Ireland. CK acknowledged the need for them to wvisit the PPE.

However, to date there had been only two prosecutions in Northern Ireland,
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17.

"

I take the brief history of the Horizon contract with POL and the Horizon
system from part of the content of a witness statement prepared by the
Horizon expert Gareth Jenking dated 13 fanuary 2013, The withess statement
was prepared for the case of Khayvam Ishaq, the case file of which | have

read.

Much, perhaps all, of the parts of the witness statement | guote from below
appears based upon the content of two documents entitled “Herizon Data
Integrity” dated 2 October 2009 and “Horizon Data Integrity for Post Offtce
Lad” dated 2 April 2012, which are marked respectively as Mr Jenkins

exhibits G/ and 2. and are exhibited to his 135 January 2013 statement.”

Although there are issues about Mr Jenking' independence and objectivity
(with which [ deal below), 1 am content to rely on Mr Jenking wilness
statemients (based s they appear fo be in whole or in part on the Horizon
integrity reporls) for these purposes as providing 4 reasonably adequate, and

abmiost certainly accurate, summary of the Horlzon system.

According to Mr Jenking, FSL was origmally awarded a contract in 1996 (o
provide a Hortzon system to POL. The most recent rollout of Horizon was,

says Mr Jenkins, Horizon Online (internally known as HNG-X) in 2010,

which was, according to Mr Jenkins (who was one of its architects), “a

.

erwmniete racirmilementatinn af Horizan of the Bisiness Pmotinnality ar the
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locatly on the counter’s hard disk in what is referred to as the MessageStore:
Once the data has been successfully stored there it is then replicated (copied)
to the hard disks of any other counters in the branch (and in the case of a
single counter branch to the additional external storage on the single
coeunter). Data is also passed on from the gateway counter to the Horizon
data centre wusing similar mechanisms where # 15 stored in the

MessageStore.”

19. Mr Jenkins then describes how the replication process is designed to captiire
data that fails to copy immediately (for instance due to a failure of the local
I network in the branch or another counter being switched off or the branch
being disconnected from the data centre). In such a case further attempts are
made to replicate the data at regular mtervals until it is finally copied
suceessfully. Once the data reaches the data centre a further copy is taken by
the “audit agent”, which writes it fo an audit file, which is added into the
audit tratl where it is available for retrieval for up to 7 vears. Moreover, the
data in the audit trail is “sealed” with a secure checksum (“CRC™) that is

held separately to ensure that it has not been tampered with or corrupted.

20. Mr Jenkins adds that every record written to the transaction log has a unique
incrementing sequence number so it is possible to detect if any transaction
records have been lost, and while customer sessions are in progress,
transactions for that customer session are normally held in the computer’s

memory (known as the “stack™) until the session is settled. When that
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Where data is retrieved for audit enquiries a number of checks are carried
out: {1} that the audit files have not been tampered with; {2) the individual
transactions have their CRUs checked to ensure they have not been

corrupted; and (3) a check is made that a0 records are missing.

Mr Jenking then deals with Horizon Online data flows. describing how the
syster is designed to store all data in an online database kaown as the branch
database (“BRDB”). Transactions are carried out locally on counters, and a
basket is built up during a customer session, Once the fransactions have been
processed, so that the value of the basket is zero, the entire basket is sent to
the data centre as a “branch access laver” ("BAL™) message where the BAL

processes the message and all the accounting lnes are recorded and

commitied W the BRDB ay part of a single Oracle commit (e, all or none of

the transactions in the basket are written), Once successfully committed, a
response is returned o the counter indicating the transactions have been

successlully committed, which then allows any réceipt to be printed.

The Oracle commii-also includes an audit of the data originally transmitted
from the counter to the BRBD, which is the record used to provide extracts

of transactions used for litigation support,

Any auditable message from the counter is stored in the “audit table” (known
as the “message journai™) in the BRBD., After nidmight, files from the

mreviens dav are copted from the BRBD to a number of serial files. which
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26. The transactions in a basket are constructed using double-entry bookkeeping
meaning that in addition to accounting tines relating to busingss transactions,
separale accounting hines are generated also for the tender items such as cash
or creditor debit cards, resulting in all accounting lines in the basket totalling
zero. 1f the net value of all accounting lines does not total zero when the
basket is- written to the BRBD an alert is raised and the basket is discarded

and an error response sent to the counter.
(iii) Horizon training and support

27. Because Horizon fraining is one issue that has been raised [ requested sight
of Horizon training materials. However, what I was provided with was
information and materials regarding the training currently received on
Horizon, and, because it is current, and may have been revised given recent
events, it is important to exercise a degree of caution about i, as the
materials may not reflect the precise mature and extent of the training that
was offered to those who bave fallen within 55°s review, or fall within CK's
review. Consequently, | cannot conclude that the training and follow-up
support detailed below is necessarily reflective of that provided to those

falling within the review period.

28. According to the materials 1 have been provided with, the training given to a
Horizon operator depends on the operator’s current level of experience and

the nature of the post office to be run. T have been provided with a number of
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s Distance learing in the operator or the operator’s staff’s own time

29,

prior to transfer or conversion,” including a written foundation

module;
“ CTCHfor classroom training:
@ Onesife induction of 2 x 3 howr sessions for it members of staff
® On-site tratning and support iasts from 6 days w0 § days depending

on the numiber of members of st

The support therealter consists off

. Follow-up schedule at a balance one weel following the on-site
fraining,
. Post-transfer call from a Field Team Leader within 1.2 weeks of the

transfer for feedback on the Field Suppart Advisor or on the training

and support;

. Post-transter visits after 1 moath and 3 months, respectively,
. Post-transfer audit 6-9 months (the trainee operator is not informed
of this).

The new entrant will receive a variety of hand-outs as part of the classroom
traiping, covering subjects taught during the course attended. Copies of such
hand-outs sent to me include “Horizon Cash Declarations — Top Tips Guide”,

“Daity Procedures and Horizon Reports™, “Priosity Service Despateh”, and
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31, & Performance Standards Assessment (“PSA™), also copied to me, s a
record of what the new entrant has been trained on and how the individual is
performing. It is begun during classroom training (or on-site if no classroom
training is given) and is completed during the on-site training. An action
plan is produced. which is discussed and agreed with the new entrant. The

new entrant also receives a copy of it.
{iv) Second Sight's inquiry

32. Following discussions in June and July 2012 between POL senior
management, Rt Hon James Arbuthnot MP and Alana Bates and Kay Linnell
representing the Justice for Sub-postmasters Alliance (“JFSA™), S5 was
engaged to perform a review into alleged problems with POL’s Horizon

system.

33, §57s remit was o oconsider and to advise on whether there [was] any
systemic issue-and/for coneérns with the “Horizon” system, including training
and support processes ...”." For this purpose, 8§ took POL’s Information
Manager's definition of “Horizon™ as embracing the software, computer
hardware and comrunications equipment installed in branch and central data
centres, as well as software used to control and monitor the systems, and
testing and training systems,” The inquiry was open to sub-postmasters, POL

employees, contractors and agency staff, it was therefore open to all groups.”
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31

36,

Forizon sysiem operated by POL. and the way in whigh POL had dealt with

the matters reported.’’

By way of context, in its report, 55 observed that the Horizon system had

approximately 68,000 users, processing over & million transactions a day.

The whole population of over 11,800 branches had been notified about 8875

o

propused nvest

=

aation resultivie in only 2 further 14 cdses being aocented for

notification.' | have also received a PowerPoint presentation, entitled “The

Pout Offiee - An Tnsight”, which provides invaluable insight into the scale of

Horizon transactions. One of the slides states that Horizon handles 47 million
transactions a week, 22 million banking transactions every month, and 2.5
billion transactions a year with a cash value of £100 billion. Given the scale
of the transactions Horizon is handling, it seems to me that the complaints

and issnes around Hortzon are comparatively small.

The provisional result of the inguiry resuited 1n 85°s Interim Report fogether
with four sample spot reviews,'” which were annexed to the main report, an
accompanying document entitled “Raising Concerns with. Horizon” (4
document setting out the steps to be taken by current or past sub-postmasters
who felt concerned or affected by issues with Horizon), and annexed to that

was ¢ document setting out further detail of 55°s inquiry.

§8’s interim report, which is dated 8 July 2013, was posied to POL’s website

the same deav o BitscfAdusy eeatadiee o ol decebond Pios cbatarnant lorbreas
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38. The central conclusion to result from §5°s review was that there was “no
evidence of system wide (systemic) problems with the Horizon software.”
The report identified only two “defects” with Horizon Online, which,
according to S8, POL had disclosed it had discovered in 2011 and 2012, and
which had impacted 76 branches: " first, the so-called “Receipts and
Payments Mismatch Problem”, which had impacted 62 branches, and
amounted to a total discrepancy of £9,029 (the largest single shortfall being
£777 and the largest surplus being £7,044. POL had addressed each of them
with no loss to any sub-postmaster; the second, referred to as the “Local
Suspense Account Problem”, affected 14 branches only, and involved total
discrepancies of £4,486, with a temporary shortfall of £9,800 at one branch
and a surplus of £3,200 at another. Amounts of less than £161 affected the
remaining {2 branches. POL only became aware of this defect a vear after its
first occurrence in 2011, when it reoccurred. Because the cause of the defect
could not be identified, POL wrote off the amount. FSL investigated the

issue in 2013 and corrected the defect.

39. It seems that it was Gareth Jenkins who had informed 8S of the existence of
the two defects, although, in their report, 88 do not attribute the information

to him.'®

40. Several other issues with Horizon had, however, been reported to S8 by
multiple sub-postmasters as being of particular concern. Training and

inadequate user / Helpdesk support were identified as two such concerns.’
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44,

proceed therefore on the basis that the S8 report remains an interim repost,
and, therefore, the conclusions | arrive al in this document are necessarily
subjectto further consideration of any adilitional or different conclusiony 55

might reach o the future.

Inr additlon to S5%s report and appendices, | have received under separate
cover the underlving material to spot reviews [, %, 6, 10, 11, 12, 13,21, 22
and 23, four of which {1, 5, 21 and 22) arg reproduced, albeit anonymised, in

the spot reviews annexed to the 8% report. Bach review file contains a pro

Jorma sheet for completion by 58, providing the detail of the review

reference number, sub-postmaster name, any loss to the sub-postmasier, the
issue, the branch name, the sigtus of the veview, the date, the FAD (branch)
code, and the category {one of 4 check boxes) which had been intended by
S5 1o categorise where, apparently, the fault for the loss lay, but T am told the

box categories (el into disuse and are no longer relied vpon.

The pro forma sheet then sets oul what the sub-postinaster says happened,
the investigative work done by 88, POL’s response 1o the claim (which is
encloged with the review fite) and occasionally 587 preliminary conclusions,
Some of the review files (by no means all) contain documentary evidence

and exchanges of correspondence.

Clearty, | have only seen 4 fraction of the spot reviews done by 558,
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46. Giareth Jenkins, who has been mvolved in the Horizon project for many

vears, has been the sole expert ingtructed to speak to the integrity of the
system. In his sample witness statement, to which 1 have made reference
abave, Mr Jenkins deploys (as he must) his expert credentials in order for
him to be received by the court as an expert witness, In essence those
credentials are that he graduated from Cambridge University in mathematics
in 1973 and was awarded an MA in 1997, he says he is employed by FSL
who are contracted to POL to provide Horizon systems operating in post
offices nationwide; he was fisst employed by ICL in 1973, the forerunner o
FSL. before a name change; in the late 1990s he became a “Distinguished
Engineer” with ICL; he provides detail of his memberships and associations -
he is a member of the British Computer Society (MBCS), a Chartered
Engineer (CEng) and a Chartered T Professional (CITP); he says that since
1996 he has been working on the Horizon project in association with POL.,
and details his involvement with it he states he understands his role as an

expert, despite being in the employ of FSL.

47, Mr Jenkins was accepted as an expert, without apparent chaffenge, in the
Misra triagl (which pre-dates the current review, the theft having ccourred
between June 2005 and Janoary 2008)." It-appears that this was the first and,
[ am informed, only time he has ever given evidence in support of a POL
prosecution, but has attended court in preparedoess to give evidence ™
However, Mr Jenking has made several witness statements in various cases.

Simon Clarke’s Advice of 15 July 2013 lists a sample few he has made in
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44,

{viy The Heten Rose report

The Helen Rose report 15 a draft report by Helen Rose, a POL security fraud
anatyst, of 12 Jume 2013, which deals with one Horizon issue concerning

unexplained réversals at the Lepton sub-post office. ™

In summerising the facts in her report, Ms Rose deseribes a bansaction
occurring at Lepton on 4 October 2012 at 10,42 (sic) for a British Telecom
bill paymient for £76.09.% which was paid for by a Lloyds TSB cash
withdrawal of £80. Change of £3.9% was given. At 10.37 the same day the
British Telecom hitl payment was reversed out o a cash settiement, The
branch was issued with a transaction correction for £76.09, which was
gettled.

The deatt report is based on an exchange of emails between Gareth Jenking
and Helen Rose during the period 30 January 2013 to 13 February 2013,
Helen Rose’s recommendation was that the svstemy had functioned as it
should, but that the available data was capable ol misinterpretation, reguiring
the data to be presented differently so a8 o ensore that all sysiem-created

reversals were clearly identifiable. Again, T shall have to return to this.
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THE TERMS OF REFERENCE

It is against that background that I now confront the Terms of Reference set

out above,* namely:

{a} POL’s strategy and process for reviewing past and current criminal
prosecutions in light of Second Sight's Interim Report of 8 July
2013 and/or on the role of Dr Gareth Jenkins (si¢) and his impact on

any possible appeals;

(b Its response to the CCRC, and any subsequent action required by it
in dealing with, or responding to, any actual or potential appeals
and/or in reaching the appropriate resolution of any CCRC
investigation, and to advise POL about any further steps that may be
required as regards any actual or potential appeals against

conviction; and

(c) The identification of any flaws in the process of, or from the
evidence arising from, the review of a statistically significant
number of past prosecations in which Horizon has been an issue in

the proceedings.

{a) POLs strategy and process of review
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and, as noted above, | have seen in conference POL senior management and
representatives of CK, and BD, in which [ was able to seek further

particudars of POL and CK s review process,

Singe the Horizon issue hiis arisen, CK has conceived g review strategy of all

suitable cases meeting Certain criteria. This applies both to pest prosecutions

resglting i conviction, after a contested trinl. and to cases following pleas of

sily,

POL tends to prosecute sub-postmasters for three or four types of offence:
theft and false accotinting under sections 1 and 17 of the Theft Act 1968, and
fraud by false representation-or by abuse of position under sections 2 and 4
of the Fraud Act 2006, Typically, the investigation and eventual prosecution

of'such cases is dependent on the data-output of Horizon, Naturalty, the data

supporting any prosecution needs to be explained and presented to a bench of

justices or a fury, and it must not lack integrity, and, so far as it can be, the

evidence ahout i must be unimpeachable.

Given the adverse publicity about Morizon thus far, it would be unsurprising

if a “bandwagon” effect were soon to be evident (if not already so) dnd even

in those cases where Horizon was nof in issue at trial or before a plea of

guilty may, following a process of postrationalisation, suddenly become

Horzon issue cases.
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57, POL, having accepted that in light of S87s interim inquiry report appropriate
action had to be taken by it towards cases that might be impacted by their

findings, has instructed CK to review past and indeed present cases.

Nature and scope of CK 's review

8. The nature and scope of the review was defined in Simon Clarke’s 8 July
2013 Advice, which coincided with the day of the publication of 88"s report,
The advive was that cases affected included RMG cases pre-separation, and
the areas of concern were the proper functioning of Horizon, Horizon

training and customer support,

59. ir Clarke sought to distinguish between two issiies:
(1 The impact of the preliminary findings on past successful RMG

prosecutions and on past and pending (or indeed future) POL
successful prosecutions (whether on conviction or by guilty plea) as

regards prosecution duties of disclosure; and

(2} Issues of the “safety” of convictions (which is the test applied by the
Court of Appeal).

60. Mr Clarke had no doubt that the 8S report fell to be considered for
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62.

contained within the Second Sight interim report been available when
prosecuted.” He advised that simifar considerations apphied to cases pending

prosecutions but had yet to reach the trial or plea stage.

There was also consideration to the start date for this review, Horzon Online
was migrated into all post office branches between lanuary and September
2010, Thus, the advice given was that the start date B the review progess
should be 1 January 2010; that is to say the earliest date for the Horizon
Omnlisie rollout. My Clarke advised that in advising upon this date, he had in
mind issues of proportionality, resourcing, transparency and POLs

reputation.

Smon Clarke™s view was that any sub-postiastors prosecuted under the

former Horizon data regime would have served any sentence of

impriseniment, ov performed any unpaid work requirement or paid a fine; and
at all events the pablicity from 85's report would put those defendanty on

netice,

Indeed, the S$ report and the appendices (o it are posted on POL’s website
and go it and iy content are available to any member of the public without
the need for recourse 10 a formal approach to POL. But | am afraid [ do not
see that those who have served their sentences, or those who had imposed on
them commuonity-based or financial sentences, should, for that repson, be

exchided fram the review  Theyv have an indereat if their ronviction wae



POL00043789
POL00043789

LEGALLY PRIVILEGED AND CONFIDENTEAL

66.

67.

branch balanced. T advised in the conference and repeat here that although
POL has no positive duty to seek out individuals before the 1 January 2010
start date for a review of their case, nonethieless if POL was approached i
would need to make ad hoc case-specific decisions sbout the need for

disclosure.

The Misra case is an exaniple of the type of case | have in mind thal might
surface. Although the Misra case was tried in October 2010, the allegation
retated to events between 2005 and 2008, long before the rollout of Horizon
Online. However, the issues raised in the case, which were made late by the
defendant in one or more defence stalements, were very similar to those
generally being raised currently in relation to the Horizon Online system: the
defendant, Seema Misra, was eventually to claim the approximate £75,000
deficit in her post office was due to a fechnical éror or her own

incomnpetence, having initially sought to blame her employees for the theft.

There is no information that Mrs Misra is now seeking to appeal her
conviction on the basis of the Horizon technical fault she claimed at her trial,
though she is, I am informed, one of those seeking to apply to participate in
the mediation process, which has recently been set up and permits those even
convicted of crime to participate in the process, subject to a decision about

suitability *®

I am informed that there are currently 12 or 13 conviction case applicants of



POL00043789

POL00043789

LEGALLY PRIVILEGED AND CONFIDENTIAL

68.

69,

i

71

I this regard, | have considered S8's inquiry, and | note that S5%s inquiry is
not time-limited. The only date given s 28 February 2013, now long past, as

the latest date for any submission to 88" inguiry.

The defmition of “Horizon” that S relied upon is in fact widely. drawn, and,
despite the fact that that definition was provided fo 885 in May 2011, and on
branch and the central data centres, the definition was not expressly limited
to Horizon Onling, and evidently SS did not take it that way.”” Indeed, of the
several spot reviews [have seen, many of them involve Horizon issues pre-
dating the 2010 rollout of Horizon Online. The earliest | have seen (SR012
Harmilton) goes-as far back as 2004-2006.

Despite the open-fronted nature of 887s inquiry, it is important to recognise
that 55 has so far only discovered and reported upon two Horizon defects
respectively occurring in September 2010 (which | assume to be a defect

with Horizon Online) and in 2011 %

In-my judgment, the 1| January 2010 start date for CK's review is both a
logical and practicable approach to take. That i not fo say however that if a
case pre-dating the rollout of Horizon Online presents itself POL and CK
should exclude it from consideration. There may be cases that raise genuing
thorny technical issues, which are not unrelated to issues concerning Horizon

Owline (which after all is next generation Horizon). and. if thev arise. thev
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73.

74

75.

During a telephone conference held on 4 October 2013, in which
representatives of POL, BD, CK and myself participated, it was agreed by all
that the | January 2010 start date for the CK review was logical and

proportionate, and there should be no change to it.

la terms of the geographical scope of the review, as 1 have set out above,
POL and CK prosecute in England and Wales, whereas the PPS of Northern
Ireland conduct POL prosecutions, whereas in Scotland it is the Procurator
Fiseal’s office, which conducts POL  prosecutions. There have been
discussions between CK and Scottish prosecutors about 587s findings.
Current Scottish prosecutions remain adjourned. CK is vet to discuss the
issues with the PPS but there had only been two prosecutions in Northern
Iretand, neither involving Horizon issues. Thus the real Tocus of CKs review

has been England and Wales.

CK see the review issue as one of disclosure under the CPIA, the Code of
Practice made thereunder, the Protocol for the Control and Management of
Unused Material in the Crown Court, and the Attorney General's Guidelines

on Disclosure.””

The guestion they have posed is: “Had POL been possgssed of the material
contained within the Second Sight interim report during the currency of any
particular prosecution, should / would we have been required to disclose

some or all of that material to the defence?” It s that question that CK state
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77

78.

79,

alse subject ® a second sift procéss, which has been written into CK's

schienie, as a sensible control of the original sift review process.™

Hssentially, the scheme nvolves CK identitving every case withinthe review

period in which the primary or main evidence against the defendant is based

on Horlzon data. Onee such a case is identified, then CK's senior in-house

/ Bimon Clarke

prosecuiors {om the reviews 1 have read they are axchisive

and Harry Bowver) review the case fully for a determination of the question

that CK has posed.

CK has deliberately set the threshold low for a determination of the posed
question, 50 as to ensure that those affected receive proper disclosure of the
miaterial. CK has been identifving cases {1} where the only evidence against
the defendant is the Horizon data, such as unexplained transaction reversals
or shortages; {2) where the main evidence is Horizon-based but there is some
other supportive evidence, such as admissions or even demonstrable lies in
interview or transfers of money into non-POL or personal accounts; and (3}
any case in which CK has served expert evidence refating to Horizon. This is

said to be a non-exhaustive list,

CK has also been identifying cases where the defendunt has explicitly or

implicitly raised a Horizon issue. This will inchude situations where the

defendant suggests that he was only asked to do as he did by POL or a

costamer o does ot directlv enticize Mortzon bot cannot exslain the
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also. It also includes comsideration of sentence and the impact of non-

disclosure, as has been advised in one reviewed case,

&1, Onee identified for review, the case is considered and the disclosure decision

documented in a full review in writing by those CK counsel.

82. From my reading of the full reviews, which have been made available to me,
counsel do not always limit themselves to making decisions on disclosure. In
reviews of pﬁnding or current cases, in effect, they review the test, which
POL adopts from the Code for Crown Prosecutors, namely, whether, in fight

of the disclosure, there remains “a realistic prospect of conviction™.

&3, At the time of writing, reviews of pending or current cases have thus resulted
in the termination of four eases: Jishaan Patel, Brown, Wylie and Knight
(typically due to the nature of the issue raised by the defendant, and the fact
no replacenient expert hias yet been identified for Gareth Jenkins, the Horizon
technical expert). While some of the decisions might, objectively, be
regarded as generous, | do not suggest that these were decisions that no
reasonable prosecutor could have made, applying his mind to the relevant

test.

84. In reviews of past convictions counsel tend also to provide advice about what
POL or CKs stance should be to possible appeals by offenders to the Court

of Appeal, which must mean consideration of the “safety” of the conviction,
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85,

86.

The process intentionally encompasses both Magistrates” Court and Crown
Court cases, but the process is a different one i the Magistrates’ Court,

where in the first instance. any appeal on conviction i to the Crown Court.

In order to standardise their approach, CK have c¢ompiled a document

entitied “Initial Sift Protocol”, which explains the review progess through its

stages, sets the parameters for the process, and is designed to direct the
siffer’s aftention o the appropriate questions o be asked when deciding
whether o given cage should go to full review. The document annexes four
appendices. [n summary, Appendix | describes the sifting process, Appendix
2, the process of full review, Appendix 3, the required qualifications of the
reviewer, and Appendix 4, the single page “Initial Sift Result Sheet”, which
synthesises the relevant questions to be asked by the sifter with boxes for the
details of the decision iy be recarded: this docwment is to be attached to the
front of the rélevant file. [have also seen and read through three sample files.

which were sifted byt did vot go to tfull review,
The two essential guestions asked in the sift review are:

I “Was or might Horizon reasonably have been more than just the
information provider?™
2. Irrespective of the plea, did the defénce raise 9t any siage:

8} Alleged or implied Horizon failings. however expressed.
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that sifters should be addressing in seeking to answer the questions in any

given case,

89. I did find the first question to be somewhat cumbersome. T take it to direct
the sifter’s attention to the significance of the Horizon data as underlying the
particular case under review. However, there are adequate checks and
balances in the scheme, including the second control sift, to satisfy me that
the focus of the question may be sufficiently understood so that deseiving

cases do not fall through the net.

90. Appendix 1 “Sift Reviews” addresses. among other things, the issue of guilty
pleas, the fact that the threshold for moving from an initial sift to a full
review has been set very low and the proper approach in bordetline cases.
Importantly, the Appendix ends by stating that at the conclusion of the sift
review process, in all cases where the sifter has advised there should be no
full review, senior in-house counsel will themselves sift those cases so as to
ensure and preserve a uniformity of approach and to check the correctness of
the original reviewer’s decision. As indicated above, this process has now

begun.

91 Appendix 2 “Full Reviews” addresses the analysis that is expected at this
stage of the process. The sole question is said to be: “Would the Second
Sight and Helen Rose material have been disclosable during the currency of

the prosecution?” The instruction provided that it is not necessary to consider
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94,

96,

O this topic, T have been twold that the sifters include CK solicitors Martin
Smith and Andrew Bole, who have been involved in sifting some of their
own-cases. Some of the barrister reviewers have occasionally had some input
ito cases. which were prosecuted by exiprnal counsel, such as advising on

charge or evidence.

At the conference | did make the observation, which was foreshadowed
my inferim review,” that Tawyers should not be engaged in sifting or
reviewing a case if they werg responsible for conducting the case at trial, so

as to ensurg @ proper level of olectivity and independence in the process.

In his response to my Interim Review document, Harry Bowyer suggests that

if 1 -felt the process was, o that extent, Hawed then those cases that were not

put up for a full review might be re-sifted by lawyers wholly independent of

the case, and those full reviews that were feviewed by in-house counsel, who
had some input into the case, can be re-reviewed, the numbers atfected being

relatively smull.

[ have considered the position. It seems to me that the control sift by senior
counsel of alt the original sift reviews, which were not recommended for full
revigw, ought fo ensure an independence (and indeed standardisation) of
approach, so far as the sifting progess is conpered, However, it would be

better if those cases were nof re-siftéd bv ooumsel i they were involved in
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97. I did hesitate at suggesting that any counsel who had any input at an earlier

stage of a case, but did not later prosecute it at court, should not be involved
in the full review, but, on balance; feel that it must be a logical and necessary
step to ensure an entirely independent approach to the case that such a person

should not be involved in the review.

98. | recognise also that there is always going to be the possibility of the
suggestion of a commercial conflict of interest, given CK’s professional
relationship with POL and the faci that the very counsel and solicitors
making decisions about POL cases are those who rely on CK and POL for

this work.

a9, I have considered this issue with some care and, having met with
material | have seen emanating from CK representatives, 1 have séen no
evidence other than a professional and independerit approach to this review,
Consequently, on the material available to me, | would reject any suggestion
that CK's solicitors and counsel cannot act, or have not acted. with an
independent and professional approach to the Horizon issues, which have

arisen, and to their review.

100.  Appendix 4 “Initial Sift Result Sheet” is an essential means by which the
result of the sift review can be completed and attached to the case file. Like

the full case review document, which gocs with the case file, these are
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103.

Hd

simply rehied dpon RMG pelicy as informing their prosecution policy.
Indeed, a document entitled “Post Office Prosecution Policy”, effective from
b April 2012 and reviewable on | April 2013, (although | know not if it was
reviewed on that date), appears to be largely derived from the wording of

RMUG’s prosecution policy document of April 201 1.

Foustly, [ understand that CK is in the throes of advising upor, and
redrafting. the policy for POL’s purposes. | have read through the several
(sometimes overlapping) draft policy documents that have been sent to me.
None I have seen provides for any POL policy about the rétention and
rreatment of case files, POL must bave a policy dealing with such matters, if

nong i already written, POL s subject to the Data Profection Act 1998, and

it is & pubhbe authority by virtee of Past VI of Schedule 1 to the Freedom of

Information Act 2000 Thes it must comply with the data protection

principles. It is also open to FOI requests.

POL may envisage Hability under these stalutes as applving only in the
course of its ordinary business, but they may apply equally to its prosecution
role, which places an onus on it to have policies in place that inform, among
other things, its case file retention p(‘:ﬁ-i:}".m

The case reviews

! have been sent a table setting ouf the statistics of the review thus far. which
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told, 18 cases yet to be fully reviewed. It is unclear to me whether any cases

are still subjectto a first sift.

105, | have had to query these statistics, because [ was sent 24 full case reviews
ahead of the conference 1 had with POL and CK on 9 September 2013, I have
recently received an extra 6 reviews by email of 30 September 2013 (some of
them being RMG cases) but all of those 6 case reviews post-date the 9
September 2013 date of the conference and they pre-date 26 September
2013, which means | had by on or about 30 September seen and read a total
of 30 full reviews,

106.  However, at the conference 1 was told by CK that by that date CK had in fact
conducted 27 full case reviews. T had seen only 24 by then and so if that was
accurate there were 3 case reviews missing from the number T had seen and
read by the time of the conference, but those missing 3 could not be any of
the 6 case reviews | have recently received because none of them (the 6) pre-
dates 23 September 2013 or post-dates 26 September 2013. This suggests to
mwe that CK must have reviewed at least 30 cases by 26 September 2013, and
if there were 3 other case reviews missing from those sent to mie in advance
of the conference then they should have conducted 33 case reviews, not the

28 mentioned in the table.

107. Since then [ have received information in an email from Martin Smith to

Jarnail Singh of 2 October 2013 that over and above the 24 case reviews |
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108.

199,

1O,

case-of Patel was reviewed and terminated verbally in light of the urgency of

the case.

T complete the ploture, on 9 Cetober 2013, the case review of Robinson,
dated 17 September 2013, was emailed o me. That means | have now seen

and read 31 full reviews ™

I havé also been provided with an Exeel spreadsheet, which 1 am told is
updated, and submitted lo POL weekly, which purports to show c{zrmm 0 26
September 2013 the cases that have besn reviewed. That spreadsheet,
however, appears to me 10 show a total number of 175 reviews, and,
aceording to Martis Smith, shows that as of that date CK has fully reviewsd
28 vases, which is the number which has been inputted into the table [ was
originatly sent. 11 have undesstood Martin Smih’s emall corectly, the 4
further reviews are yet 1o be added to that weekly Fxcel spreadsheet {correct
o 26 Septensber and thesefore once added should make 34 full case reviews

but I have no confidence that my assumptions are correct.
Thus, the statistical picture is confusing and [ have been unable to reconcile
the sumber of cases reviewed by CK with those seen by me. This needs

rectification, if CKs audit trait i w be robust.

Cther imitiatives
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repository for all Horizon-related issues. The hub would collate, from all
sources into one location, all Horizon-related defects, bugs, complaints,
queries and Fujitsu remedies, thereby providing a future expert witness, and
those charged with disclosure duties, with recourse to a single information-

point where all Horizon issues could be identified and considered.”

112, The rationale behind it is to put in place a mechanism to protect POL from
future such issues. In the result 2 weekly Wednesday conference-call meeting
has been established to meet the requirement. Attendees are expected to
bring all Horizon-related issues to the meeting and minutes are kept.
However, early teething and “cultural” problems arose as highlighted in
Simon Clarke's 2 August 2013 Advice,” and indeed to me in Harry

Bowyer's response to my interim review !

113, However, the meetings have also produced information, which requires
further investigation, and they and other future issues may highlight other
Horizon-based issues, which POL was previously unaware of. CK must keep
an open mind to any new Horizon issues as they arise and il it is considered
that any ioformation emanating from the hub meetings affects, or might
affect, any of the cases previously sified or fully reviewed, then CK will have
to remain alive to the possibility of broadening the criteria for the review and
having to re-sift or re-review cases already considered, both past and pending

cases.
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116,

The document sefs out the fundamental principles of the prosecetor’s duty of

disclosure, the purpose of the hub meetings. s Chabrman and members’

functions, their duties asd responsibilities, the recording and retention of

relevant material, and the group’s constitution, The protoco! s aimed at what

the authors call the “front-line in the information gathering exergise.”

I malkee twa sheervations about the document:

(13

(2)

[t so far as the reténtion of material i3 concerned, as observed above
at foofnote 34, at clavse 4.5.60v, the profocol provides for a
retention period of not less than & years. The only ebservation 1
would make is that because, according to Gareth Jenking, the data
sent by the branch o the auwdit system of the date centre remain
retrievable Tor 7 years, then the period of retention sught to be not

less than 7 vears:

The all-important ¢lause 6. which sets ost in grest and
comprehensive detail the identification of equipment and material
subject to the protocol, defines fhe “Horizon Online sysiem”
sufficlently widely o capture the categories of material thal are
expressed fo be subject o the protocel. The only further eriterion

that might be considered is any information, which might indicate

that past or present Horizon training is inadeguate or not fit for

purpose, further to the eriterion that provides for any information
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for the central receipt of information from those confributing to the
Wednesday hub meetings, and as an adjunct to i, and to avoid the risk of
refevant information being lost, as well as for an individual to be nominated

tor take responsibility for managing it

118, As a cautionary wamning, | have noted from the product of the hub meetings
that there appeared to be possibly greater focus on the fix to a problem rather
than Tocus on actioning the issue for the purposes of disclosure. While the
hub meetings may well serve o dual purpose, the central point of the hub

meetings must not be overlooked or marginalised.

119. Tt is important that now [ emphasise and comment upon certain issues about

POL s disclosure duties.

POL’s duty of disclosure

120, On 2 August 2013, Simon Clarke produced his Advice setting out fairly
extensively, and accivately, POL™s duties fo record, retain and disclose

material under the CPIA etc.

121. | would however add this: POL’s relationship with FSL is, in the context of
its prosecution role, unigue. The prosecution of the typical case of theft,
fraud or false accounting fends to rely wholly or primarity on data from

Horizon. At its simplest, FSE is contracted to POL to provide the Horizon
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d
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Not annaturally, FSL is likely to regard s Horizon system as commercially
sensitive, and would net be likely to wish it exposed to challenge, but despite
that natural inclination, 1 was told by Rodric Williams at the conference that
FSL has not been resistant to cooperation with POL’s review but they have

been slow,

Thus, because FSL I8 g third party for disclosure pusposes, POL, as
prosecutor. has, in the ordinary case, an obligation to tuke such steps as 1t
regards as appropriate to obtain thivd party material that it regards as possibly
relevant to the prosecution case, and, if the third party fails to cooperate, the
prosecutor’s dofy is to seek acecess to the material if need be enforced by a

WiIlREss Summ s“mg;fw

Moreover. it 15 important always to bear in mind that under the head of
“Gengral Responsibilities” the Code of Practice made under the CPLA
provides that in conducting an investigation the wvestigator should pursue all
reasonable lings of enquiry whether they point towards or away from the

A
suspect. ™

There are two other issues as regards FSL, which | need mention. First, |
understand that POL is currently re-procuring its 1T system, and, second, that
FSL was considering migrating thew system & new servers, The first s a
Business ssue for POL but, in tandem with the second, as the review process

continues. it is imiperative that POL remain alive 1o the fact that past
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126.  Following the conclusion of the proceedings, POL has a general common
law duty to act fairly and to assist in the administration of justice. The post-
trial duty of disclosure fatls outside the provisions of the CPIA but the duty
af disclosure continues so long as proceedings remain, whether at first
instance or on appeat. The situation hiere is different as there are (so far as |
know) no appeal proceedings outstanding that relate to Horizon issues but
POL has, in the special circumstances obtaining here, very properly
acknowledged its duty te consider cases for disclosure, which is inevitably

interlinked with considerations of the safety of convictions !

127.  Although the test for disclosure in past cotiviction cases is not that under the
CPIA, at common law the issue is one of “materiality”, which is not a very
different thing, and if CK has been conducting itself in the disclosure review
exercise by applying the CPIA test even to past convictions, it is hardly
likety to be criticised for doing so. The duty under the CPIA is & continuing
duty of review, and it would be wise for POL and CK to apply a similar if
not identical approach to past conviction cases falling within its current
review, although, strictly. they fall outside any post-trial period criminal
proceedings, where there remains a common law duty to disclose material

that might cast doubt on the safiety of the conviction.

128, Finally, in this regard, it must be borne in mind that any successtul challenge
to the Horizon system, defined in its broadest sense, whether in an on-going

trial or on appeal, risks undermining other on-going cases as well as
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129,

The mediotion schieme

During the felephone conference of 4 Outober 2013, the main topie of

diseussion was the extent to which CK should be involved inn exercising a
supervisory function over the criminal cases going to mediation, such as Mrs
Migra's cuse. There 18 understandable coneern that offenders might use the
mediation scheme to gain information as a platform from which to launch a
fresh or new appesl, and so CK. wish 1o exercise a measure of control over

the dissermination of information and materiat during the process,

As w precursor to the telephone conference, # guestion had been foated about

the Falkirk issue, as one example, as potentially bearing on the medistion

scheme. The Falkirk event was raised in the Misra case. In the course of

Gareth lenkins’ evidence in Misra, Mr Jenking gave ovidence about s
Horizon event, which had occirred at Callendar Souare post office in Falkirk
in 2603, whereby information recorded on one ferminal was not being
corrently passed to another terminal within the branch, creating & receipts and
payments mismatch.”” A software fix of the problem was distributed into the
system i March 2006 as part of a fairly major functional change, and,
therefore, post-March 2006, the Falkirk defect was no longer an issue. In my
view it represents an isolated instance, which has no relevance to events

faltine within CIg review bat i durine mediation an tindividaal commplnined
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applicants. Mediation is not a formalised court process and the CPIA rules of
disclosure do not apply. However, the mediation process in a particular case
could give rise to the view that, mindful of its common law duties, case-
specific disclosure ought to be made, and POL and CK must keep an open
mind 1o this. The mediation process might even give rise 1o consideration of
making further general disclosure within the current review, depending on

the nature of the new information.

132. 1 recall being informed that 85 is to be directly involved in the mediation
process, which adds vet another dimension of possible uncontrolied
dissemination of information and material. I"have suggested that CK consider
writing up a protocol or policy document to direct this part of their task so to
enisure a uniformity of approach and to avoid too arbitrary an approach to
cases going through the mediation process. That being said, I acknowledge
that CK may have to take ad hoc decisions to cases, which fall outside the

currerit review. [ suspect however that such cases will be rare.
Disclosure letter

133, In those past conviction cases where, following a full review, CK advises
that disclosure of the 88 report and the Rose report be made, they sead a pro
Jorma letter, one copy of which T have seen inn the Ishaq file. In on-going
cases | suspect that CK simply sends the usual letter under section 3 of the

CPIA or makes further disclosure in light of the evidence that is known to
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they nform the recipient that they have reeonsiderod their doties under the
CPIA 1996, the Code of Practice and the Atlorney General Guidelings.

Az 1 have observed above, although not strictly aceurate, | do not think that
the application of the test under the CPIA efc s necessarily musplaced in
pust-convietion cases. However, because technically the duty is at comumon
faw and not derived from the provisions of the CPIA, the reference o the
CPIA might be regarded as otiose, In conference 1 suggested that the letter be
revised to include a reference also to POLs duty to consider the disclosire
of material, which might cast doubt on the safety of the convietion. | have

seen from recent examplies [ have beon sent that that is now done.
Gareth Jenkins and his impdet on possible appeals

b his Advice dated 15 July 2003, Simon Clarke advised about the future use
of Ciareth Jeaking o o expert witness in support of POL prosecutions, [n the
body of the Advice docnmient, Mr Clarke sets cut the relevant principles

regarding the duty of an expvzfr(i..‘i'ﬁ‘

That Jenking is an expert on Horizon issues cannot be seriously doubted. His
independence was snsurprisingly called into guestion in across-examination in
Misra when it was suggested to him that he was employed by FSL who were

under contract to POL Y
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give expert evidence about, and his employer is contracted to the very

organisation prosecuting the case in which he is a witness.

139, But a conflict of interest on the part of an expert witness does not operate so
as automatically to disqualify him from giving evidence in the proceedings;
the key question is whether his expression of opinion s independent of the
parties and the pressures of litigation. It is the independence and objectivity

of his opinion that is important.

140. Such a conflict will not infringe the requirement in Article 6 of the European
Convention on Human Rights for an “independent and impartial tribunal”,
which is concerned with the integrity of the tribunal, and does not require
that the same tests of independence applicable to a judge be satisfied by an

expert witness.

141, Of seripus consequence is where the expert fails in his overriding obligation
to provide an unbiased and objective opinion, as provided %‘e.a; Part 33 of the
Criminal Procedure Rules 2013, or faily to disclose material within his
knowledge, which might cast doubt on the correctness of the prosecution

case or might assist the defence case.

142, Of grave concern is that Mr Jenkins informed the S8 inquiry of the two
defects, which they reported at section 6 of the report, suggesting that he
knew of them in a period Mr Clarke argues in his 15 July 2013 Advice to be
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143,

HA4.

L2y

It was during a telephone conference CK representatives had with M
Jenking on 28 June 2013 that Mr Jenkins informed CK that it was he who

had informed $S of the two defects *

Support for the proposition that Mr Jenkins was aware of integrity issues as
long ago as February 2013 is found in Helen Rose’™s report of 12 June 2013
in-which she sefs out an exchange of email correspondence between her and
Mr Jerikins regarding the Lepton sub-post office reversal issue. In an email 1o
himy dated 13 February 2013, she says, *1 kiow you are aware of ali Horizon
integrity issued ... In isolation, this may nof mean much, but coupled with
thie fact that it was Mr Jenking who furnished the information about the two
defects 1SS, it lends itself to the reasonable interprotation that his true fevel
of knowledge about the integrity of the system i general, amd two defects in
particular, was far greater than he was prepared to reduce to writing in his

several withess statersents doring the material period of time.

Of course, it may be argued, possibly correctly, that the two defects that Mr
Jenkins has divulged to 8S do not amount to very much in terms of the
overail integrity of the system, and why otherwise divuige them to 88 if his
intention had been o suppress them? But that would be to misunderstand the
purpose of disclosure and the expert’s duties. It is not for the prosecutor (o
make qualitative judgments about the utility or indeed the admissibility of
the nformation to be disclosed, and 1t 15 not for the expert o make secretive

judements about such issues. Bo long as the material passes the test for
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knowledge 1o the prosecution no consideration to the question of disclosure

could be made.

147 MrClarke concludes that all this means that Mr Jenkins was in breach of his
duty as an expert, that his credibility as an expert is accordingly fatally
undermined, and that he could no longer be relied upon to give expert
evidence. The consequence of mié advice has been to lead to POL
commissioning the current CK review of past and pending or current

prosecutions, and indeed my review of CK’s strategy and process.

148. I am not clear whether Mr Jenkins was challenged about the non-disclosure
to POL and, if so, what the explanation was for it. But given the 8S inquiry,
based in part on his revelations, has led to the current review, Gareth Jenkins
is to that extent tainted and his future role 4s an expert is untenable. It should
be remembered that POL had been unaware of the existence of the second of
the two defects revealed to S8 by Mr Jenkins until a year after its first

occurrence.t’

149, As yet-no new expert has been identified, far less appointed, to replace Mr
Jenkins, who is and was uniquelv placed to give evidence about Horizon,
which is an unhappy state of affairs about which little can be done. The
Jenkins problem, even when a new witness is found, may not be at an end,
because he will doubtless still remain emploved by FSL, vet not be asked fo
report on, or be catled by POL as a witness to speak to, Horizon's integrity.
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166.

167.

gases, which have been fully reviewed and their owtcome, and 1-wifl have a

better understanding of the scale of the prabiem.

If the CCRC was minded to consider and refer any cases, then the matter
woulid be out of POL’s hands. However, | emphasise that no reference may
be made by the CORC unless there has been an appeal, or an application for
pesmission to appeal, which has beon refused, which, unless there appears to
the CCRLC to be “exceptionsl circumstances™ for making a reference, must
timit dramatically the nomber of Morizon-based convictions that would be

amenable 0 CORC intérvention.

Recently, | was made aware of POL’s consideration to appeiating Sir
Apthony Hoopet to-the Chair of the mediation working party. [ was sent the
notes of his interview with POL on 24 September 2013, [ noted in. particular
that, at paragraph 4c, he suggested (quite firmby) that it might be more
appripiiate Tor cases that have been through the courls 0 be referred (o the
CORL eather than go through the mediation scheme, 1t seems the mediation
process and CK's review was explained to him, and it may be that his inttial

suggestion was tempered by the explanation that was given.

I should add that during my conference with POL on 9 Sepiember 2013, 1

made my views clear about permitting persons who had been convicted of

crime against POL to engage in a mediation process with POL. 1 thought

there furked real dangers . But 1 understood the policy reasons for it i a
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(e} The identification of flaws in the review process

168. As | have stated, | have now seen and read 31 full reviews, albeit all 31 were
not past prosecutions, and not all of those that were past prosecutions raised
Horizon issues requiring disclosure, as is clear by the decisions on disclosure
that was made by counsel reviewing them. However, [ am satisfied that 1
have seen for myself a statistically significant number of past prosecutions
where Horizon was deemed to be an issue so as to determine whether or not

the review process is Tawed in any way,

169 Except in the cases of Khayvam Ishag and Lynette Hutchings | have not seen
the original case files, but I have seen the full case review documents written

up by Simon Clarke and Harry Bowyer.

170, As observed in my interim review,”® CK's approach to the review Process is,
as | have concluded, fundamentally sound. Thus, I have not detected any
systemic or fundamental flaws in the process of review, or in any of the

evidence arising from it.

171, From what I have seen, CK has initiated an organised and efficient regime of
disclosure, which s being considered at an appropriate level within CK, and

it is addressing the right tests,
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174.

the intervention of the court. The same must apply to their consideration of

past prosecutions, as | have suggested above,

Although this is no answer to POL’s duty of disclosure, the practical reality
is that gnyone who wants aceess to the 85 report-can gam it theough POL’s
website: The Helen Rose report adds very little, it seéms to me, other than fo
pointto a particalar issue-at Lepton. and the implication from the report that
as early as February 2013 Gareth Jenking was aware of integrity issues with
Horizon, none of which he revealed. The S8 report and the Rose report are
the tnit of the carrent disclosure regime. [ am unaware of anvone being

provided with gnything more than this.

The threshold that CK has set itself has been set deliberately very low, and
CK must be prepared to reconsider diselosure decisions as and when it is
appropriate to do so, as it must as regards its stance to possible appeals.
Thus, the review must remain an on-going provess in which POL and CK
keep their mind Open to reconsidering is past disclosure degisions, as it is in
second sifting the cases, which have gone through a first sift but not to a full

PEVIEW.

Although CK. points out that it is uaconcerned with the question of the safety
of convictions, there is an inexorable link between the disclosure decisions it
makes and the view it might take towards possible appeals, based on its view

of the strength overall of the other evidence in the case. 1 s right to observe
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(hH That there should be a reconciliation of all $8°s spot reviews and

those CK cases that have been subject to sift and full review, in
order to check that there is no factual or other inconsistency between
them as would affect CK’s review. (I have been told that although
there are around 30 88 spot reviews, only about 12 were ever sent to
POLY; and

(2) If there is any Horizon-related civil litigation between any present or
former subspostmaster and POL related to any of the Horizon issués
that are the subject of CK's review, then CK should be given
complete visibility of the litigation, in case this affects any decisions

they are making about Horizon criminal cases.

Brian Aliman QC
2 Bedford Row
Lendon WCTR 4BU
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ADVICE ON SUGGESTED APPROACH TO
CRIMINAL CASE MEDIATION

Appeal proposal

On 31" July 2014, I held a conference call with Rodric Williams of POL and
Gavin Matthews of Bond Dickinson on the approach suggesied by Sir
Anthony Hooper (“AH™) to criminal cases falling within the mediation

scheme.

As I understood it, AH bad suggested that where an applicant in the mediation
scheme had admitted a criminal offence (by a plea of guilty) POL should take

one of three possible approaches to the issue of criminal appeal:

3! POL should support an appeal
2} POL should not oppose an appeal
3) POL should oppose an appeal
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I am told that the Settlernent Policy document has not been (and will not be)
formally adopted by POL, and is confidential to POL, albeit POL has dealt
with criminal cases in line with that process, so that i material is identified
that affects the safety of the conviclion, the process is suspended, the material
is disclosed, and the applicant considers his position as regards any appeal. I
the process that POL has been adopting within the mediation scheme is
limited in this way then | see no problem with it. Thé problens arises with the

notion that POL should consider #s position on any future appedl,

The focus of our discussions on 3% July was around the practical utility of
such an approach. The view | expressed was that [ could not see any
advantage o POL in adopting, far less being held to, a position on any
criminal appeal during the mediation scheme. In fiact, adopting such a course

would be to court an unacceptable Tevel of rigk Tor the following reasons: -

@} As | see i1, the fact that 4 criminal case s entered o the scheme
implies that there is or are, in broad terms, identifiable Horizon-retated
issues, which require investigation. Entry info the scheme does not
necessarily imply that investigation has revealed any arguable grounds
of appeal. Indeed, even # investigation identifies material that might
give rise to grounds of appeal because it might impact on the safety of
the conviction, and the material is disclosed, that does not mean that
POIL is then bound to adopt a position in advance of any such appeal,
as appears to bé suggested by the drafisian of paragraph 5.14.3 of the

Settlement Policy document. In my opinion this provision (aibeit it has
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conviction is nevertheless “safe” because the applicant fully confessed
his guilt or there is other evidence pointing to his guilt. It is therefore
important to recognise that the information gathered for'the purposes of
the scheme is incomplete and does not address the 1eal issue that the
Court of Appeal (Criminal Division) would have to consider on an
application for permission o appeal from the Crown Cowrt, nametly,

the safety of the conviction looking at the whole of the evideénce.

This leads me fo another issue. If only those cases in which the
applicant had admitted the offence (e.g. by a plea of guilty) have been
admitted to the mediation scheme then the scope for successfully
challenging the conviction on appeal is even less sure. The applicant’s
argument would have to be that had the new material been made
available before he entered his plea of guilty then he would not have
been advised to plead guilty and/or would not have done so. The
appeal would therefore have fo be based on the “fresh evidence”
represented by the new material. But mounting a successtul appeal
based on fresh evidence following an unequivocal plea of guilty, albeit

not impossible, is far from easy.

The mediation scheme is expressly not designed to be an appeal
process. The mediation pack makes clear that POL has no power fo
reverse or overturn & criminal conviction but if new information comes
to light that affects the safety of the conviction, then POL has a duty to

inform the applicant, which he may then use to advance an appeal. The
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being held to a position on criminal appeal at the early stage of mediation. An
indication by POL at such an garty stage based on limited information risks

mviting an appeal. Also, at this stage the applicant will almost certainly not

have evenr considered whether the new mformation gives rise o grounds of

appeal iet alone whether there are any grounds that are reasonably arguable,

The risk to POL s obvious: In general terms, once a criminal appeal is fully

developed (as opposed to complaint in the medigtion scheme) the

appeal when upon wabwe reflection the written grounds of appsal show
ought not t¢ have done o or it may oppese an appeal when events prove it
wag il judged to have done so. The middle cotrse of not opposing any appeal
(while not supporting 11) is a subtle halfway measure of not making

concessions to an applicant for appeal and adds ittle.

A furthir important consideration s that cach case s different and therefore a
case-specific approach is of necessity wise, buy by taking a position too early
o individuat cases with too Hitle information POL risks inconsistency among

like cases and accordingly may attract eriticism,
False aveounting proposal
Additionally, I am asked to consider a further recent proposal that AH has

made (set out in Andy Parsons” email of 20% August): that POL could mediate

a case where there has been a conviction for false accounting in order to
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criminal ¢ases to the scheme; indeed | had expressed the opindon some months
previously that it was a high-risk strategy to admit any criminal case to the
mediation scheme. However, | understood that time had moved on and a
practical solution had to be found to deal with those criminal cases that were

now within the mediation scheme.

On 16" Juty, 1 considered therefore that there was less risk in admitting to the
mediation scheme cases, in which the applicant had admitted his guilt by
pleading guilty or as a pre-condition to being cautioned, which, as [ recall
discovering, embraced the vast majority of the current cases within the
scheme. Misra and Banks are conviction cases, which have also been accepted

into the scheme.

Given there are only two conviction cases within the scheme, [ expect that the
practical effect of AH’s proposal is that mediation will in reality be restricted
to those cases of false accounting where the applicant had admitted his guilt.
If so, then consistent with my advice on 16" July, there would be less risk in
relative terms (o mediating such cases than in the case of conviction cases (nof
least because the applicant has admitted guilt when he could have contested it)
but inevitably there is always some risk in having a free discussion between an
applicant and POL around facts that gave rise to the applicant pleading guilty.
However, t question what is to be gained by determining Hability for the

undertying loss when the applicant has admitted his guilt.

Moreover, 1 should emphasise that the advice | gave around finding a practical
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Indeed, there miay be certdin types of traud that are conuniticd and charged
withont actual toss (e.g. fraud by false representation, where the only intention
required to be proved is that the offender intends to make a gain for oneself or

to cause another 1oss or O expose another to the rsk of loas), there may be

certain types of theft committed and charged without proof of any actual foss.

or the precise amount of logs {eg. thell of cheques which are “choses in
action” or theft of property the precise value of which is incapable of exact

guantification},

I query whether the proposal is just a new means of achieving a negotiated
settlement between POL and applicants by 4 new and different route, and.
more importantly, whether, once accepied, it would be suggesied as a logical
extension of it that the scheme ought also to embrace certain cases of theft and
fraud in order to “determine liability for an wnderfying loss™ where it was

appropriate 1o do'so.

There are other foresecably diffionlt tssues. First, #fF POL were o accdpt the
proposat, it would bear the burden of soruthnsing with care whether cach and
every case of false accounting was amenable to determining who was Hable
for the underlving loss. AH's proposal would require POL 1o determine
whether there had been a determinable loss. Second, such a course would
ngeessarily invelve a re-examination of POL’s cuse at court, and any
mitigation that was advanced on the applicant’s behalf (assuming the proposal

is limited to cases where responsibility was admitted), as well as the sentence.
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17.  Discussion about lability for underlying loss is, in my view, fraught with
potential problems. I do not see the point of it, and what it can achieve, other
than to provide an applicant with a Talse sense of hope or expectation that POL
might decept whole or part liability for the loss, and settle. If nothing else, it
would give the applicant an opportimity to seek to undermine and find flaws
with POL’s original case. the monetary applications it made on Sentence, as
well as in the court’s orders, in an sncontrolled environment, which in my

opinion, is not something POL should engage with.

Brian Altman QC
2 Bedford Row
London WCIR 4BU

5" September 2014
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POST OFFICE LTD

REVIEW OF POST OFFICE LTD PROSECUTION ROLE

INTRODUCTION

In fight of criticisms of past prosecutions the Post Office Ltd \"I.f") has

regomimendations as to

kinson LLP (“BD™), solicitors

and, if appropriafe, to recommend changes to the existing
s and conduet of future prosecutions by POL, including, if

t authority (to be a available for publication).
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Process

i To fully understand the Horvizon system ~ reviewing training and
raterials,

2 To mest and terview as g fect-finding sxercise anyone else youor POL

consider relevant 1o the process of the investigation and commencement of
prosecutions,

3 To review.s statistically significant number of past prosecutions in which
Haorizon was an issve,

As regards the process by which 1 have been asked to gopduct oy review,

and by reference to each point in the list above, in poir

Point 1: on 19 September 2013, [ attended Gupldford Clasgipom Training

Office, where | received a day’s trainin on the Horizon n. Chris

Gilding {Network Support Team Leatier) gained mie. Andy Holt (Business

ind answer guestions.
Point 2: on 9 September 20131 o ior management, Susan
Crichton and Rodric Williams, g (PO representatives,

artin Soith, and BD representatives,

13, I participated in a telephone conference with Rodric
it Singh of POL, Martin Smith-and Simon Clarke of CK.,
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questions | have asked or issues | have raised by email in the course of my

review.

Point 3: on 6 September 2013, | received a number of files fiom BD
containing material in advance of the meeting on 9 September 2013, Among
them there was a file containing 24 full case reviews performed by counsel
employed by CK of cases passing an initial sift process. On 30 September

2013, T received 6 more full reviews, and on 9 October 2013 1 received one

more by email. | have therefore reviewed 31 case reviews jfifotal.
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B, EXECUTIVE SUMMARY
4. This review is a legal review only. Accordingly, 1 must emphasise that if is

no part of this review or my function to make recommendations: about
commercial, reputationsl or other non-legal strategic factors in favour of, or

mittitating against; the refemtion of POL"s investigative or prosecutorial role,

3 The following is a summary of the main findings and recommendations n

the body of this review,

{1 I have seen no-evidence to suggest that

well-organised, structured a

and dedicated team of in-hoy

(it}

et problems.

@ initegrity issue was an exceptional instance of Post

Ad7s disclosure obligations as prosecutor, Although the

eyant information about the Horizon Online integrity issues was

profecutorial failure of serial non-discloswre in breach of
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(v} Post Office Lid’s prosecution role is perhaps anachronistic, but Post
Office Ltd has undoubted expertise in investigating and prosecuting
the nature and volume of cases it handles annually, which provides
it with a unique specialism, inevitably leading to good and efficient
use of resources, as well as efficacy.

(¥1) Moreover, Post Office Ltd has the distinct advantage of
understanding intimately its products, its customers, its operations,

and the business of those it employs and contracts with as agents,

and, in general terms, it wnderstands its datasystems and its

functions, Furthermore, Post Office Ltd ingyitably benefits from

_mgirﬁﬁé. whereby POL reserves its investigative function,

esting itself of its prosecutorial role.
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being produced by or on behalf of ity Security and
Compliance and Legal Departments compleétely  and
apcurately reflects Post Office Lid's policy going forward.
Once this has been achieved, the documentation should be
submitted to the Board for approval as reflecting Post
Office Lid investigation and prosecution pohicy.

Following Board aporoval, Post Office Lid should consider
publishing its policy documeniation on 8 intranet, as well

as otherwise ensuring that s employed and agency staff

are made aware of Post Office Ladpolicies in this area m

hey document should be

ate, sud reviewed on or

‘ v, criterig detailing the range of factual or
fegal dixcumstances in which Post Office Lid may decide to

To the extent this is not already in hand, (which |
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underming the integrity of the svstem. and to the
requirement for the disclosure of such material or

information in the course of criminal proceedings, as may

be required.
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HISTORICAL BACKGROUND

g,

ITmtroduction

Ca 1 April 2012, the shares in POL were transferred from the Roval Mail
Group Ltd ("RMG™) to Royal Mail Holdings plc (“RMH™), since which
time POL has had ap existence independent of KMG. Mow, POL 1s a wholly
owned subsidiary of RMH. The Secretary of State for Business, Innovation

and Skifls (“BI8™) holds a special share in POL. RMH ¢

BiS, through the
Shareholder Executive ("ShEx™), bave no involvemengim POLs day-to-day

operations.'
Prior to POL’s separation from RMG {*??M“U ﬁé%ﬁ;;;mﬁm the pr wion of

their employ. Following the separation on

POL has assurped and retaing
et counsel and agents. 16 s supporied by
which is responsible for conducting investigations.

conducted both in the Magistrates” Courts and the Crown

o . . o s . W ot
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Currently, cases stand adjourned in Scotland, where, as | understand it, POL

has been granted special agency status,

I understood in the conference of 9 September 2013 that CK had not vet
spoken o the PPS in Northemn Treland. CK acknowledged the need for them
to visit the PPS. However, there had been only two prosecutions in Morthern

freland, neither of which involved allegations surrounding -Horizon.

History of Royal Mail and Post Office prosecution role

sion of the other,
and S
insight.into the long a5
fidh
count helps explain the

I have in my possession two documents, one an yp

entitied A Brief History of Investigation \r;f;sf‘i‘-?t?sé"ﬁ.‘cutiﬁms urity in

Royal Mail, that have provided invalua colourful

history of the prosecution by the Pdst Royal Mﬁa,ii of offences

generally affecting the mail. This historica

rationale behind POL’s prc#seffis

weed from the internet: the other was

that was forwarded to me by POL was
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created after POL’s separation from MG in April 2012, but in fact adds

nothing to the Baxter document.

Baxter’'s updated version sets out in some detail the history of RMG's
investigative and prosecutorial role, which can be traced back as far as 1683,
when the Attorney Richard Swift was appointed Solicitor to the General Post
Office, which he served for 30 vears and in respect of which he had “care of
managing of all Law proceedings wherein the Office has been concerned.”

The narrative thereafier is quite literally of historical inter

critninal investigations and providin

of the Post Office businesses.”

stigation teams to complement their security
ey on Sevurity & Investigation Services stalf wo
investigations, Leadership and standards however

ie central Corporate Security Group. which was led by the
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Ministry of Justice, as well as Police and Law Enforcement Agencies and
other Governmental departments. POL, Royal Mail Letters and Parcelforce
Worldwide maintained their operational security and investigation teams led
by heads of security and staffed by professional investigators and security

managers.

Royal Mail investigators were trained to rigorous standards and operated in
accordance with legislation including the Police and Criminal Evidence Act
1984, the Regulation of Investigatory Powers Act 2008 and the Postal

Services Act {which, given the apparent date of the . 1 take to mean the

Postal Services Act 2000 rather than the Act of 20

tieal gompetence in fields such as
erime risk managément and modelling, physicaliand electronic surveillance,

and behavioural security. In 20

be interviewed and searched on a voluntary basis,
equired, the support of police officers or other
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Private prosecutions

While it is true that POL is a privateé prosecutor, POL is & public authority for
other purposes, and 50 it enjoys a curious hybrid existence.” But it is quite
unfike the private prosecutor of an isolated case given the volume of cases it

handies annually. It has a security department, & compliance and legal team

in-house, and it mstructs on a regotar and retalned basis a nationwide frm of

solicitors to prosecute for it in England and Wales, who algé instruct external

comnsel and agents.

ed private prosecution

ms of investigators and

wwgh Viegin Media successfully launched a private
bouat 201 [ for commiercial frand involving set-top boxes,
have been an isolated and exceptional mstance of the

ng the private right to proseciise.
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read provides any real guidance or eriteria to be followed for such an
eventuality; thus any such decision appears to be one made arbitrarily on a

case-by-case basis.

The right to bring a private prosecution is preserved by section 6(1) of the
Prosecution of Offences Act 1983, POL. is under no duty 1o inform the CPS
that a private prosecution has commenced. However, POL may notify the
CPS, particularly # in due course POL considers that the CPS should
prosecute the matter. :

it is open to the CPS to take over any priva ution i certain

-

circumstances. Although POL does not have tinform the ¢

i

hat a private

ircumstances, but the CPS

'fﬁciﬁmc}y stage of the

esigned to cover the position where the
ith whom the CPS usually deals, such as the
ought the case to CPS attention, and vet it is a case that
tion being conducted by a public prosecuting authority
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33 The CPS may even take over a private prosecution only to stop it, even

where the full Code test is met, for instancé where the proseculion may
damage the interests of fustice such as by inferfering with the investigation or
prosecution of ancther criminal offénce or charge, or where the defendunt

has been promised that no prosecution will follow.”

34, As'}have commented above, it is unclear when POL will favite the CPS o
intervene, and | have no statistics to inforin e how aumy POL prosecutions,

if any, have been taken over by the CP8, and, 50, on wi

I have rgcently received a2 dooun

Investigation Poliey,” from which 1 fed {and in some places

paraphrased) the following passages, which ex . from POL s perspective,
the rationale underlying its invlstigation and pre

brond terms the type of consi

igations form & key part in POL strargy

ecting @ssets and reducing loss. If poorly managed, an

i ean lead to increased risk of future toss and significant

eds to consider the impact in terms of the protection of
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subjected to the Codes of Practice and statutory requirements of the

Police and Criminal Evidence Act.

() Moreover, there is another anomaly that sets POL aside from other
commercial investigators. OF its 11,800 branches, only 370 of them
are staffed by employees of POL. In the nigjority of cases, branches
are either franchisees or agents who receive remuneration. As

neither is deemed to be in the employ of POL. the usual practices

and procedures of an employer/employee investigation do not apply.

(d)

Care investigated and any

g

d. As a result, close

ely and within the law. The investigation

. perly conducted to establish evidence that will

o commencing an investigation the Security Manager will
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Cases may be raised from various sources. In each instance the
information is passed to the relevant operational Team Leader who
will evaluate the allegation and decide whether or not a case should
be raised. Cases may be raised by a shortage at sudit, or Post Office
Card Account holder complairits of fravd, or from any one of its
client bases: DVLA, Royal Mail, DWP eic.

The course of action decided upon mist be proportionate and

necessary, Consideration may be given to other gggipn that that will

not necessarily lead to a criminal investigativn, such as pursuing a

the Tile s

Fowever, m some

etailing the further enguiries. The Advice

sand case fileis then sent back to casework.
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of the summonses the Security Manager will serve the summonses

by way of posting them to the person concerned.

36. Although POL may handle a variety of cases, the cases that have been the
subject of CK’s review typically involve the prosecution of sub-postmasters
ot thoge working for or under them in sub-post offices. [ do not believe of the
case reviews or files sent 1o me 1 have seen a single prosecution case
involving a Crown Post Otfice emplovee or an agent in the sense of an
employee of a Co-op or a WH Smith for instance. 7§.’h@y_w%_czmi offence with
which individuals are charged is theft and/or false ag 'if‘:;mf;ing, though fraud

by false representation often Teatures.

37.

38.

39.
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network would giickly realise if there were a chiange in policy, which

might increase the temptation for some agents.

Retention of its prosecution role assists POL with its refationship
with its insurers in that POL has one of the largest crime policies on
the London market, which is underwritien by over 20 insyrers. POL
has an excess of £1m so most branch cash is self~insured, but POLs
insurers are impressed by how seriously POL takes any leakage in

network cash, so & change in its prosecution poliggimight worsen its

relationship with its insurers.,

ees (from W Board 1o s

POL s current policy reassures is
company assels is taken
it some employees i

pse Dok 1o prosecute agents,
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Investigation Policy - has recently been finalised; it is detailed and complete

but focuses on the POL investigations regime only.
The documents | have received are:

(i)  Investigation Procedures — Version 2.0 — May 2002

(iiy  Royai Mail Group Ltd - Criminal Investication and Prosecution
Policy — Decermber 2007

(iiiy  Royal Mail Group Prosecution Policy - Version 3.0 - April 2011

n {82} — Version

(iv)y  Royal Mail Group Pelicy Crime and Inv
3.0 - April 2011 ,
(v}  Royal Mail Group Policy Prosecution.(53) — Ver
2011
(vi}  Post Office Ltd — Security Polic;

0~ April

and Fraud hy;z Sub Office
Assistants] - Version 1.0 — Fébruary 200
(vii) Post Office Ltd — Secupit Audit Poli
Offices owned by Multiple

nquiries at Sub-Post

: ersion 1.0 — undated
icy — Version 1.0 — April 2012

(viii)

{ix) ocel - Criminal Investigation and

I Enforeement and Prosecution Policy and Appendix
— undated"’
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the document.'” The document is effective from May 2002, and was
therefore cursent 10 vears before separation, and is directed at “Consignia
Security Managers undertaking investigations™, 1 have not been supplied
with any updated version. Accerdingly, I disregard it as irrelevant.

Also, Uignore the document tisted at {i1) above, as this is several vears out of
date and appears to me superseded by more recent docoments, The document
at {iv) appears to be derivative, and s updated version, of the document at

{iif), and so | deliberately disregard document (i) also.

oh response, and RMG s

policy 1o prosecute those who have been invéstigated and who are helieved

gainst iﬁ;M

ecirity Poticy [Theft and Fraud by
wary 2002, and docwpent (vii), Post
) [Ewguivies at Sub-Post Offices
s net dated, In so for as | am able to judge
kgation policy doguimesnts. Both are expressed to he
v dbcuments, but Post Office Ltd Security Policy

by Sub Office Assistants| is of course pre-separation,



48.

49,

POL00043789
POL00043789

Secuwity taking advice from POL Legal and HR “as appropriate and
relévant”, which | fail to understand as the decision to prosecute should
surely be a legal one, not a security department one,'* I observe that the term
“as appropriate and relevant” renders the hierarchy of prosecutorial decision-
making completely uncertain, fails to define roles clearly, and fails to make
clear where and ai what level exactly the discretion or judgment lies from

whom to take advice “as appropriate and relevant”™.

POL"s document provides also that in the event of any issue.or disagreement

that the Royal Mail policy document. ! h
RMG’s provision, from which POL’ 15 expresaly based on the
roup Conduet Code, Tully

rime and Investigation
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document, is unclear. The fact that the identical POL provision avoids

reference to any POL Conduct Code rather suggests that it may not, and, if

not, highlights the problems of adapting RMG™s policy provisions without

considerstion of POL’s structure.

The POL document, mirroring the RMG document, appropriately applies
“the full Code test” in the CPS Code for Crown Prosecutors to any decisions

made to prosecute,'”

s undated, and 1 am unconvinced it 5
Appendin A) a flowehart, which, if it

oz the documentation sent fo me,

pminal Enforcement snd Prosecation Policy
an important document. | take this (o be the EPP referred to
stoco! €io which that document ogcasionally refers), It aims

ir and congistent approach to crimninal enforcement decisions
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to the public through its retail operation. 1t continues, “POL is mindful that
criminal acts against its business (in particular theft, fraud and false
accounting) result in increased costs to the taxpayer, impact on its customers

and challenges the viability of services.”

It sets out how it intends reducing criminal acts against its business: by
advice and education, fully investigating reported concerns, taking action

(eriminal or civil enforcement and disciplinary action) in appropriate cases,

wer investigations

and in other mstances (which are not specified) handing
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Under the heading ~Criminal Enforcement”, the document states:

Proseeution will be brought whete the cireumstanges warrant it and where the
alternative enforcement options. are considerad 1o be inappropriate. Any decision
to prosecute will take account of the criteria set out in the Code for Crown
Progecutors.

There must be;

¢ Bvidence of guilt sufficient to pive a realistic prospes
proveadings, and
© A progecution must be deemed in the public inte

Loess i orimingl

i 18 1 the

n and form
A prosgcution may i

Whire there s a realistic prospect of cony
public interest, clrcumstances, which warra

* Where the alleged offence has v
POL and the public

«  Whare the afleged offen
faw

* Where thére i & history o

¢ Where the offender has ¢
evidence to the conttary

v Where th i Has fai

e
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The document requires periodic review. Although there is at the foot of the
last page of the copy document sent to me 2 box allowing for insertion of the
date of implementation of the policy, the date for its review, and the date of

its formal approval, each is blank.

61. I am left totally unclear of the current status or origin of the Internal
Protocol for Criminal Investigation and Enforcement (document (ix)) and
the more impressive and detailed Criminal Enforcement and Prosecution

Policy (document (x)} and how they, particularly documenti{x), are intended

to fit within the new policy regime.

62,

63,

in short form and in basic terms over a mere two pages

ideas found elsewhere.
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careful consideration before it becomes final policy. 1t is impértant that
POLs prosecution. policy documentation inclisdes coriteria that accuratety

reflect POL. prosecution policy and is guiding principles.

Whife it is not the principal function of this review to critique a draft
document that may in time be submitted to the Board for approval as
reflecting POL progecution policy, nonetheless, | do have some prelimirsary

comments o make about i,

Footnote 1 makes the bold claim, “Polt

by the Ministry of fustice; cwrrently

in Royal Mait ”' [ am

¥
sen A dccurate statemend, The right to
ection H{1} of the Prosecution of
e surprised i POL or RMG has ever been

v of Justice o prosecute privately i any official

and aims of the policy document are set out; it
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document, prosecute those alleged to have commitied criminal offences
against it, whether employee, non-emplovee, contractor or customer.™

68. In the section headed “General Principles™,” the test to be applied to the
decision to prosecute is appropriately expressed to be the two-stage test
within the Code for Ciown Prosecutors (“the full Code test™).,” in addition to
which POL will apply the further considerations set out in the policy

document.

69.

documents including the very recently drafted Conduct of Criminal

Investigation Policy docume ment (xiiiyePand (2) in logic, this

1s of paragraph 3.3.it. The decision-making

ion‘therefore needs reconsideration,

70.
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B, CDISCUSSION OF THE CASE FOR AND AGAINST THE
BETENTION BY POL OQFITS PROSECUTION ROLE
The argiments

75. The principal argwments for the retention by POL  of ifs
investigative/prosecutorial role are visibility amd the effect of deterrence, “a
clear signal” that POL will not tolerate distionesty across its network, Thus,
to assign an fmportant function, for example, to the CPSgmould be to send
out the wrong message.

T,
lenew that this was ot @ change of A
view on dishonesty, but rather a change of appgoach, so that POL’s network
of -staff and agents would realis
viewed extremely seriously and woi
police.

7.

indeed, | sdépget i

employ

¢ not mean a change in the crinvinal law, and all
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The second point Wir Colguhoun makes goes to one aspect of the business
case for retention, about which I am in no position to comment. My review is
not to consider the business or reputational ¢ase for retention, which is
another matier entirely, and beyond my remit, mine is to look at POL’s
prosecution role purely from a functional perspective to see if there is a
better case for POL’s prosecution arm being subsumed into the prosecutorial
function of an existing public prosecuting authority such as the CPS.

!

As regards Mr Colquhoun’s third point, while T accept that POL has assets to

ssets, in that regard

protect, and that POL takes seriously securing comp:
POL is no different to banks and other financial gl
-!";ﬁ”"’i‘ﬁ;_l},.!' on the

55 organisations,

who have no prosceution function, and w e and other

enforcement agencies and prosecuting
Serious Fraud Office, to investigate and prog eriminal offending against
thein,

It may indeed be anomalous that pf

them are statfed by employees of
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that would have to apply acress the board — not just (o the prosecution of

agents.

The Post Office Prosecution Policy - England and Wales document
(docurment (xit)y emphasises POL s responsibiiity for, and guardianship of,
its public and private assets, and the protection of reputation and integrity as
important policy aims. Theé Cobduet of Crimbnal Iuvestigation Policy
document {(docwment (xii)) argues that properly conducted investigationy

form- - Yoy part i POL strategy in profecting gssets anddpducing lods, and

that, it it s poorly managed, an investigation can lead to increased risk of

future loss and significant damage 1 the brand, and in

comnencing any investigation POL seed wmsider the iny i terms of

against-the réputation of the organisation

investigation fail,

What has potentially damaged

witieh has shone g sp6
before. The adyer

light on M

in the Crim

purticiibar.
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86. The difficulty that presents itself to POL now is that a number of
convictions, as well as current and pending cases, are and have been reliant
on the correctness of Horizon Online data and the integrity of the system,
and, in the context of the prosecution process and POL’s obligations, the
proper disclosure of material that might reasonably undermine the
prosecution case or assist the case for the defence. It is that, which is the

focus 'of CK’s review that is underway.

87. In light of the S5 interim report of 8 July 2013, POL and CK are presently

88.

material at the time of the prosecution it

ip compliance with its disclosure duties, recognising
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enjoys, or none as efficient as POL’s. It would involve CPS branch or
regional offices local to the commission of the offence (possibly also
supported by the local police force) deciding on charge and, if charged,
prosgcuting the cases. Realistically, this would miean a fragmented approach,
with Httle chance of dentral control or close oversight of these cases, or the

issues gffeoting Horizon,

The claimed problems with Horizon Osline would not disappear. but in my

opinion decentralisation of the investigation and prosecutin. of these cases

could oaly operate to exacerbate the difficulty, and wi Id inevitably lead to

an inconsistent approach and barely reconcilable de eing taken,
oo advantige to POL

finction, and in fact only

open and consisient, then 1 o

this role by POL will achieve

becoming totnll
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prosecuting where the Horizon Online systems was or became an issue in the

Case.

In my opinion, there is no other organisation better placed than POL to
perform this important function. Even if the police and the CP5 had been
cartying out the investigation and prosecution of those cases, which have
become the subject of the current review, | do not see that they would have
been in any better position than POL to appreciate the integrity issues, if, as
is said to have happened, they were not revealed to POL by the FSL expert
lad thalt been the

they imstructed to report upon Horizon's infegri
scenario, the CPS would have been in no better postion to disclose the

alleged Horizon Online defects or “bugs” !h‘-w-‘f‘\fi’.iigij has been.

Although this is not a point that 1 have d in"the balance in reaching

my cotclusions, nonetheless 1 think T should ¢ the observation that if

POL, were to decide that it wishiéduto. free itself of it§ prosecution role to the

CPS, in these timeés of budgetary resfraint.and depleted resources, from

i%g%‘iez-f now investigated by it, the decision to charge in those
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expect must obtain wow, where POL decides it should involve the police and
CPS; POL investigators will retain involvement but the investigation itself is
in partnership with the police (rather than the. involvement of police being

only for intelligence. arrest and/or search purposes), and, once complete, the

fite will be submitied to the CPS for a charging decision. T can see that there

will be situations now where potice volvement might be necessary, such us
casei where there are coneerns abobt the threat of viokenee Or belligerence to
POL statf by the suspect of others, or where the suspected offence or

offender i1s such that the police and ultimately the CPS ap

msidered better

placed to deal with the case. But these must be exceptional cases

given the nature of the suspected offending POL &

d scheme

- that the

" decision-making and

However, it is not the rare or exceptiomal cas

envisages, but a4 wholesale divestm

prosecution function dver cases POL fnvest While it may be argued

ial mmm@

mattcr for this review), first, it

there may be reputational er g to POL in promoting
such & stheme, (which | empha

suffers the identical disadvantage ve highlighted above, and, second, the

atrenddy adverted, is that the CPS is
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The potential for a conflict of interest

100. One other issue, which | have necessarily comsidered with some care, is
whether FSL's commercial relationship with POL, and the expert witness’s
employment with FSL., did create, or was capable of creating, a conflict of
interest, incompatible with the prosecutorial duties and obligations POL has

as a prosecutor,

{1
systems, which I am confident it would ordig
competitors, as would any company in, ""g)crsiﬁf;;ﬂ. FSL is in
relationship with POL., and the expert "iﬂ'sp‘eaic to-the integrity of
the system is himself employed by FSL, and h s ong of its architects.

102.

1 the very system used to underpin POL
vauld be inimical to POL's prosecutorial
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LEGALLY PRIVILEGED AND CONFIDENTIAL

INTERIM REVIEW OF CARTWRIGHT KING’S

CURRENT PROCESS
Introduction
i I am asked to provide an interim review of Cartwright King's ("CK’) current

process. 1 have been provided with:

(1y A document headed “Draft Paragraphs for Insertion into Reply to
CCRL™, which was a document designed by CK to assist POL in
replying substantively {o a letter of 12 July 2013 from the CCRC, and

(2)  An Advice dated 15 July 2013 by Simon Clarke, a CK in-house
advocate, who has advised about the future use of expert evidence

reluating to the mtegrity of the Fujitsu Services Ltd. Horizon system.

b2

The first docament is informative of the processes that CK is currently
adopting to identify cases for review. The second document focuses on the
g}mhiemia of disclosure associated with the evidence of Dr Gareth Jenkins in
past POL prosecutions and the approach to be adopted towards them and

pending prosecutions.

3 I aceept that given the intended nature of the first document, the detail of the
review process CK is embarking on may be incomplete, and so any views and

rescwnmindatinne T evnress hedow shandd nof he talden ac snvthino miore than
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LEGALLY PRIVILEGED AND CONFIDENTIAL

confidential aspects of the Horizon system and/or Dr Jenking' evidence on

such grounds.

Hihere have been such cases then it will be essential to know the nature of the

applications and the rulings,

Custody cases; individuals who come within the remit of the CK meview who

are in-custody, whether 8 a convicted defendant or a defendant awaiting trial,

st of course be prioritised.

Interim récommmendations

Om the basis of the information currently available to me, T make the following

witerisn recommendations:

aj

b}

CK should consider the extent to which non-disclosure by Dr
Tenking of aspects of the Horizon system i3 the only issue
patentially forming any grounds of appeal or whether their review
should be broader based to encompass other related issues or
potertial grounds of appeal. I it is decided that the current review is
oo narrow, CK should set criteria for the broadening of the review.

CK. should be alive to, and therefore consider their approach to, the
potential  for any conflict of interest between them  andfor
prosecuting counsel and Dr Jenking, 1f any such conflict does arise,

or may be thousht to arise i anv siven caes  ervmcal b
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One of the case files | examined (Ishaq) did not include an Initial
Sift Result Sheet. The Tnitial Sift Result Sheet I have seen in the
Hutchings file lists two questions, the second of which is subdivided
into three questions. Given the 90 cases, which CK has examined so
far, T cannot conceive that one person is performing the sifting
process. The composition of the sift sheet attempts standardisation
by focusing the sifier’s attention on a series of questions. My
concern is whether the questions may be too narrow. As the
reviewing process continues, experience may provide the answer.
However, if the questions do prove to be too narrowly drawn, and
require recasting, cases that have already passed through the sift will
need o be reconsidered.

In order that the sifting and review process does not overlook
suitable cases in which the offender has pleaded guilty. CK should
consider setting broader and more focused ¢riteria to identify all
such cases, which should come within the review.

To identify cases, if any, in which there have been any abuse of
process hearings in which the Horizon system and/or Dr Jenkins has
been at issue. [f there have been any such abuse of process hearings,
CK should provide the reasons for making any such application as
well as the detail of anyvrulings given,

To identify cases, if any, in which there have been claims to PIH,
seeking, for instance, fto protect commercially sensitive or
confidential aspects of the Horizon system and/or Dr Jenkins’

evidence on such grounds and the detail of any rulings given.
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sumimary the issue/s which has/have besn determinative of the
review. 1 envisage that the spread sheet will encompass on three
separate work sheets (1) passt velevamt POL conviction cases
(identify of RMG or POL): (2) pending frials, and (3) cases subject
to appeal (application for permission or permission granted) on
conviction andior sentence or on sentence afone (and stage reached).
I the fetter 1o which CK makes reference i different to the post-
conviction post-review disclosure letter, | would please like to see a
copy of a smnple letier, together with an idea of the nature of anv
material CK is sendisg to petential applicants i addition to Second

Sight’s report, and any Helen Rose report.

Brian Altman .0

2 Bedford Row

London

2 August 2013
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ADVICE ON THEFT & FALSE ACCOUNTING

i have been asked to advise POL on my view of the “equafity” of the offences
of theft and false accounting under the Theft Act 1968, and to consider the
terms of the letter sent by POL to 5$ on 24" February 2015.

55 is, | am told, beginning to advance arguments that POL is abusing its
prosecutorial role by charging subpostmasters with theft, when there is no
evidence of it, in order only 1o pressure subpostmasters into pleading guilty

to false accounting.

I have read M103 (the case of Timothy Burgess) where at §4.19 to §4.22, 55

assert the following: -

1} tn the POIR, POL had said Burgess had initially been charged with theft
“but this was subseguently withdrawn”.

2} The Magistrates declined jurisdiction based on their sentencing
powers and sent the case for trial when theft was the only live matter.

4} POL representations at court had been that Burgess had taken the
money amnd altered the accounts to cover his tracks,

4) At the Crown Court, POL responded favourably to 4 letter offering a

plea to false accounting in the alternative to theft and so POL did not
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theft?

9) Thus, 55 conclutdes “this was possibly an abuse of Post Office’s
authority .7 and orior review say by the CPS might have led to the
theft charge being discontinued before the case arrived at the
Magistrates' Court.

10V 85 have seen séveral such cased where the “pragtice has been
froguently employed by Post Office to encowrage defendants, in the
absence of evldence of the®, to plead puilty o the Yesser” charge of

fatse accountingin the hope of avolding a custodial sentence”.

| have read CK's response to these sliegations upon which lene Mdleod's

fetter to §5 of 24™ February 2015 appears to be based.

I have also been made dware that Sir Tony Hooper has seen the letter, and
the gist of what he has said, among other things, is that false accounting is a
lesser charpe than thett, so 55 was nof incorrect Yo characterise it-as such. Me
added however that if someone steals, then that is more serious than #f
somseone falsely actounts to cover up an accidental loss of £10,000. But
soraeone falsely accounted for say £500,000 then that offence is of greater

seriousness,

In its adviee, CK had said that $8's views were inexpert and wrong, On this

particular topic, they said:
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- In foct, both offences are equal in low: both are offences of
dishonesty and both carry the same maximum sentence {7 years
imprisonment).

This was used as the basis for a létter that was sent to 55, which included the

statement:

® The suggestion that the offence of false accounting is a fess serious
offence to that of theft is incorrect. Both offences are equal in law:
both are offences of dishonesty and both carry the same maximum
sentence {7 years imprisonment).

| understand that POL wishes to ensure that the statement made in its letter
of 24™ February 2015 is defensible. Thus, my specific advice is required on

the following:

» As a basic legal point, whether both offences do carry the same
maximum sentence and whether they are both offences of dishonesty
(we presume that this is correct and is not the source of Tony's

comment)?

74

What arguments could be advanced to defend this statement?

s
7

What arguments could be advanced to attack this siatement?

A7

Whether in your view it is fair to characterise these offences as being
equal {against whatever vardstick you think is most appropriate 1o

apply)?
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seriousness than theft. But the examples he gives are of course also

generalisations, and are not vase-specific examples,

Thers will indeed be cases where a thelt causing actual loss, if the default is
say in-the 10s of £1000s, will be of far greater seriousnéss than the false
accounting that was undertaken to cover it up. Conversaly, there will be
cases where the false accounting was of far greater sophistication than the
theft # was deslgned to cover up 8s to characterise that conduct as of greater

seriousness,

To illustrate the point a Hitle differently, the Sentencing Guidelines Councll
issued a definitive sentencing guideline effective from 5% lanuary 2009 to
cover theft including {at Section £} the situation where there had been theft
in breach of trust for which the Council set custody starting points and ranges
of sentence for certain financial levels of offending. Subject to additional
aggravating or mitigating factors, under this guidéline; the theft of £125,000
of more, or theft of £20,000 or more in breach of & high degree of trust
attracts & starting point of 3 years’ custody in the range of 2 1o 6 vears
custody. The theft of £20,000 or mare but less than £125,000, or the theft of
£2,000 or mare but less than £20,000 in breach of a high degree of trust
attracts 3 starting point of 7 years’ custody in the range of 12 months to 3
years custody. The theft of £2,000 or more but less than £20,000, or the
theft of less than £2,000 In breach of a-high degree of trust attracts a starting

noint nf 18 weakd ructady in tha ranoo of 2 hick comsmaiedbo aedar fa 7%
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different custody starting points were indicated within certain sentencing
ranges depending on the harm caused and the culpability of the offender
thigh, medium or lesser] starting at Category 1 (£500,000 or more; high
culpability} providing a starting point of & vears 6 months in the range 4 years
to 6 years 6 months’ custody to Category 5 {less than £5,000; low culpability)
providing a starting point of a fine in the range of a discharge to a jow level

cornmunity order,

My point is that merely because the charges involve dishonesty and
maximum sentences of 7 years is not to teli the whole story of how in
individual cases a judge is likely to sentence one from the other. Each
involves a careful process of assessment of the culpability of the offender,
the harm caused, the aggravating and mitigating factors and the individual

guideline into which the offence fits.

If | may say s0, the so-called “equality” of the offences is an unnecessary and
unprofitable focal point of attention. The other issues raised by the letter

have greater force and are defensible.

| also. have in mind the case of 8 v Eden (1971) 55 Cr.App.R. 193, This was a
Post Office prosecution case, the outcome of which turned on its own facts.
However, the importance of the case lies in what it had to say about parallel

theft and false accounting charges in such prosecutions.



18.

1%

POL00043789

POL00043789

temporary gain. n future in Post Office prosecutions relating to parallel
charges of theft and false accotnting, the prosecution should make up its
mind whether it intends to submit that there should be a conviction for false
accounting only i theft is proved; if so, refiance should be placed on a count
for theft only. On the other hand, there may b cases where it is wise to
include in the indictment counts for false accounting also, as, for instance,
where the prosecution intends to submit that temporary gain may have been

the abiect of the defendant’s dishonest act.

The distinction that was being made betwesn theft on the one hand and false
accounting on the other is that theft requires proof of the dishonest
apgropriation of property belonging to another with the intention of
permmnently depriving the other of it. False accounting is commitied where
a person dishonestly with 2 view to gain for himself or another or with intent
te cause loss to another destroys, defaces, conceals or falsifies any account
or record or document made or required for any accounting purpose. But
“gain” or “loss” for the purposes of false accounting extends to any gain or

luss whether tempurary or permanent.,

Thiss the Court's view that it would be wise to have on the indictment a count
of false accounting where for example a temporary gain could be the object
of the dishenest act. A temporary gain could not be the subject of a theft
charge where the deprivation has to be permanent. Otherwise the Court

eaitled arst cae tho naint in houing run charsas bm mars el bl menenm dtismt -
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In addition to those matters set ouwl in the Code for Crown
Prosecutors, Post Office Lid, will apply the following considerations:

i. Alternative charges. Where a suspect is charged with offerices of
theft and false accounting arising out of the same basic facts,
those charges will always be alternative charges.'” This
approach is not to be regarded as an invitation to plead guilty to
any particular charge(s}.

Footnote 12 stated, "This is consistent with the decision of Sachs U in A v
Eden 55 Cr.App.R. 193 CA”. | m not sure this is entirely consistent with the
decision. However, where the evidence supports the addition of alternative
charges, for instance, where POL cannot say on the evidence if thers has
bean any actual financial loss or whether the false accounting was simply to
cover up for accident or muddle where there has been no actusl logs,
alternative counts are entirely permissible, as they are where some
distinction is to be made between permanent deprivation and a temporary

gain or loss.

in conclusion advise:

1} Both offences of theft and false accounting do indeed involve
dishonesty and do carry 8 maximum sentence of 7 vyears
imprisonment.

2) I think the only argument that may be advanced to defend the

statement is that it is accurate within the narrow context in which it
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depend on its own facts, as is demonstrated by the many ways in
which such offences may be committed, and how offenders may be

sentenced tor them.

Brign Altman OO
2 Bedford Row
Landon WCIR 481

GRO ;

8" march 2015
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SUBJECT TO LEGAL PROFESSIONAL PRIVILEGE

Dated 20 March 2014

POST OFFICE LIMITED

REPORT INTO INITIAL COMPLAINT REVIEW AND MEDIATION
SCHEME
LEGAL ISSUES
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(| EXECUTIVE SUMMARY

1.4 We set out in this executive summary our key conclusions on the fegal analysis of the
complaints made by SPMRs about Horizon.

1.2 The relationship between SPMRs and the Post Office is governad by the standard form
contract which, according to its ferms, allows the Post Office fo recover losses and is
terminable or thrée months’ notice. without the need to specity a reason. The relationship
between the SFMRs and the Post Office is one of princips! and agent-and the SPMRs are
not emplovess.  There is rio brogder duly of came which would extend the contraciual
duties owed by the Post Offfce in any respect relevant 1o the lssuss in this Report.

1.3 The key factual issue is whether and to whal exient Horizon might be said to be reliable,
what defects there may be in it and how any such defecis might manifest themselves and
translate info errars in the state of the sccount between an individual SFMR and the Post
Office.  Such retevant legal risks as exist arise only in the svent that there are provable
malfunctions i the Horfzon system which are causative of lnsses on the part of the SPMR.

1.4 Absent such proof that Horizon is notworking as it should, the Post Office should be able
o recover losses which the Horizon records indicate are owing on an individual SPMR's
acoount, I ihe Post Office is entitted 1o recover losses, then there can be ne guestion of &
consequential loss claim on the part of the SPMR relating o thelr recovery (for example for
damage to the SPMR's business or for stress),

1.5 i, inan individual case, & SPMR is able fo show that the account between him and the
Post-Office, as evidenced by Morzon, is inaccurate, he has a 'r,:'i-mm 1o the recovery of any
Igsses he has mistakenly paid. This would not carry with it a right fo claim conseguential
losges.

1.6 There may be cases in which the Fost Office has given inadequate notica of termination of
the contract with 8 SPMR {for example, terminating him summariy without justification). In
those cases, the BPMR is entitied to payment of what he has lost in net income over the
period ~ ug to three months. He may also, on the facls, have g consequential loss claim if
he argues and establishes that he has lost & chance to sell his business as & going
concem in the peried for which he should have been entified 1o notice.

4.7 Some SPMRs allege that the Post Office has offered them inadequate training and
support.  We do not think that these claimg, even if established, affect the Post Office’s
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BACKGROUND

This Report has been commissicned by the Board of the Post Office Limited {"the Post
Office”) following concerns over the fevel of claims and costs and other potential legal and
financial exposure for the Post Office in connection with the Initial Complaint Review and
Mediation Scheme (the “Scherms”).

We understand that the Scheme was established in August 2013 with the aim of resolving
various allegations that had by then been made by certain interested parties about the
Horizon financiat transaction and accounting systerm ("Horizon™) used by the Post Office
and the Post Office’s Subpostmasters (“BPMRs"). It was claimed by a small, but very
vocal, minority of SPMRs that there were problems with Horizon and that if Horizon
recorded that there were losses at a particular Subpostoffice this was not necessarily
because the SPMR had stolen or otherwise lost money or stock but because Horizon was
malfunctioning. This issue attracted political comment and there was debate in Parliament
about it.

Importantly, Jo Swinson, the Paiamentary Under Secretary of State for Employment
Relations and Consumer Affairs, noted that there was no evidence of a systemic problem
with Horizon,! This has also been the Post Office’s conclusion on the information so far
available to it. We note that there Is, so far as we understand it, no obiective report which
deseribes and addresses the use and reliabllity of Horizon. We do think that such a report
would be helpful, though there is a decision fo be made about how broad and/or thorough
it needs o be.

AIMS AND OBJECTIVES
We were iriitially instructed to prepare a report with the aim of addressing the following key
issues:
3.1 Whether and to what exient the Post Office has any legal liability with respect o
domplaints made by applicants 1 the Scheme ("Applicants”).
342 The nature and extent of the risks arising from and associated with the Scheme in
its current form:

3.4.3  Whether and to what exdent the Scheme, as ¢urrently structured, can be sensibily
modified in order o improve the efficiency and effectiveness of ifs operation, and
mitigate any of the risks identified above,
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3.3 We antivipate that the Post Office will wish 1o have regard o, and come 10 8 view on, the.
following matters, in light of the conclusions reached in this Report in order fo guide the
Fost Office’s consideration of the issues in paragraphs 2.1.2 to 2.1.5 above:

331 Does the Post Office wish 16 consider paying compensafion by reference o
principles other than legal entifement?  If-so, how will # arficulate and apply those
principles? How will it justify s position to all SPMRs {(applicants and those who
have not complained) and to stakeholders?

232 Dossthe Post Office wish to establish a full baseline audit of the functioning of the
Horizon system?

533 How impordant is i ©o the Fost Office 1o determine the facts of each individual
caim? In any claim is- the Post Office’s stance to be more concilistory than
adversarial? What are the limits of this approach?

.34 How and to what extest will the Post Office wish 10 strke 2 balance between
regolving past issues and putting the future operation of Hodzon and the
relationships with SPMRs on a sound fooling?

335  Howand o whal extent will the Post Office wish 1o strike & balance between ths
matters above and achisving a satisfactory political cutcome, including with regard
iorwhat has been said in Parflament about the Schame and Horizon?

3.4 In sccordance with our nstructions, this Report addresses the lssues a8 o matler of law,
only. We fully appreciats that many of the ssues will have polltical and public relations
tmplications for ihe Post Office or may have such implications in the fulure. We can
certainly. in due course, offer pur views.as to where such issues may arise in the context of
the matiers ouliined in paragraphs 212 fo 215 sbove. Some measure of polificsl
engagerment wil doubtiess be called for: itis a decision for the Post Office what measure
of crificism or public relations dumage i could and should tolerate - this is a factor which
applies whether the Post Office decides to compensate SPMRs otherwise than in
accordance with their legal entiternents or declings topay such compensation and thersby
doubtiess frustrates their expectations. The Post Office may decide that it is sensible to
engage specialist public relations advice to guitls the management of this issue.

4 BASIS OF THIS REPORT

4.1 The issues in this Report are discussed primarily from the perspective of the tegal rights
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424 we have only reviewed. certain documents prepared by or on behalf of Second
Sight, the Working Group or SPMRs or the JFSA and have otherwise had no
contact with any of those parties;

4,22 we have had no contact with Fujitsu, the company which designed, provided and
supports the Harizon system;

423 we are not in a position 1o test the facts of any of the claims; and

424 we have been asked not fu consider certain matters, including Pl and D&O
insurance.

We raferance throughout this Report where appropriate the documents from which we
have derived facts forming the basis of our views, Al other facls referred to herein are
based on discussions we have had with the Post Office Scheme project feam. We would
welcome any comments on facts or background we have stated in this Report which
appesar 10 be inaccurate or incormplete. They could affect the views and conclusions we
have reached.

WHETHER AND TO WHAT EXTENT THE POST OFFICE HAS ANY LEGAL
LIABILITY WITH RESPECT TO COMPLAINTS MADE BY APPLICANTS

Duties owed by the Post Office to SPHIRs and duties owed by $PMRs to the Post
Office

it is helpful to start this seciian with an overview of the legal relationship between the. Post
Office and the SPMRs. That, self evidenily, provides the foundation for the issues
identified in the various complaints made by SPMRs.

Contract

There is a contract which we are told Is in standard form and which ail SPMRs are required
to sign. We have a copy described as the 1994 issue of the standard contract with
SPMRs, amended to include all contract varations issued since 1994, although the
document was never issued in this form to SPMRs (“the Contract”).

We understand that certain SPMRs dispute whether they signed a contract at all and there
may, in individual cases, be debate about which variations were received andfor are
effective. This would be an issue which would need to be resolved in any particular claim,
We have assumed in this Report that the contractual terms which apply are those in the

wrasraienry oof Hnen sheams sk cadaiaks waeec b e e ook
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Mon-enmploymisnt

56  The SPMRs are not employees of the Post Office,  This fs oritical a8 # means that there
are certain legal protections, both statutory and at common law, 1o which BPMEs are not
antitted, N&i'c;miy i this clesr from Clause 1 of the Contract it was also established in
Commigsioners of Inland Revenue v Post Offive Limited? and we note that in later cases,
for-example Moeze Lalii v Fost Office Limited * the position seems to have been accepted
and the contrary not argued.

Ko relevant duty of care

5.7 Where the parties are in a contractual relationship, that is the starting point for determining
their dufies where the condguct In guestion is covered by terms of the Coniract. So if the
conduct relied on for the claim is conduct covered by the Contract, the contract should
determing the exient of the parfies’ rights and liabilitles, That s not to say that there may
not be an implied (or even an express) term fo the effect that the party rendering the
performance should do so with reasonable skill, care and diligence. Where the party in
breach can be sakt to have performed his confractual duly negligently then the parly
suffering the loss can claim in éithertort {negligence) or contrart.  Butthis does not mean
that he can rely on & duly of care in negligence to extend the duties owed under the
contract,

58  Itthe SPMRs wished to aliege that the Post Office pwed them a broader duty, not covered
by the Contract, then they waould need to allege and establish that the Post Office owed
them a duty of care. On the usual principles, this would depend on an assumption of
respongibiiity by the Post Office in the relevant respects. The existence of the Centract
does riob prachude there being a duty of care, but for matters covered by the Contract, the
Court should not find that one party sssumed a responsibility which would exdend the
duties he owed beyond the Contract,

59  What the SPMR cannot do is o extend the duties of the Fost Office by claiming some ili-
defined and over-arching duty of care covering all aspects of the refationship batween the
Post Office and the SPMR, as this would interfere with the allocation of risks under the
Cantract.

540 In the respects which are relevant for the purposes of this Report we do not consider that

the SPMR will e able to establish a duty of care and we think that the relevant obligations
will be defined by, and limited to, the Contract,



513

5.14

POL00043789
POL00043789

Office as a result of thell experiences with Horizon and several other or related complainis
somewhere in between (some SPMRs have several of these Issues). In particular, we
have seen complaints made about:

g424  wrongful "loss recoveries” in respect of amounts reported by Horizon as due o the
Post Office. including in some cases, various categories of alleged consequential
fosses, in one case, following the determination of the relevant loss recavery
action against the Applicant in Court and in another, after a SPMR had been
suspended and lost access to Horizon,

5422 Horzor-related customer payment malfunclions or lost chegues and transaction
corrections resulting in the loss of limited sums (in some cases, under £100),

5423  unauthorised foreign exchange fransactions being entered into the Horizan system
without a SPMR's knowledge, but without any specific allegation of loss Incurred by
the SPMR as a result;

5424 printing of excess receipts in respect of a 67p postage transaction;

6426 an inability of Horizon properly to account for GIRGC payments aind SPMRs having
to trust the Post Office about transaction corrections;

5426 criminal charges: In circumstances where the SPMR has been subject to criminal
allegations of false accounting but where they say the false accounting arises from
chegues being lost In the mail or where they have retracted an admission made
under caution to the criminal conduct;

s12.7  wrongful termination of SFMRs’ coniracts;

428 inadeguate training given to BFMRs by the Post office in respect of Horizon; and

81428 inadequate tefephone or other day-to-day support services provided by the Post
Office to SPMRs.

We have not, nor are we in a position fo, investigate the facts of these complaints. They
would have fo be seen on a case by case basis. Qur comments below are based on
principles of general application, but the result they produce in gny one case will depend
on the particutar facts. Horizon is a particular issue in this respect and deserves comment
of its own (see paragraphs 5.20f below).

Some of the complaints made are no mere than observations on, and frustrations with, the
operation of Horizon. They have not been translated from facts into allegations that a



POL00043789
POL00043789

Wrengful loss recovary

817 The Post Office regularly recovers “losses” from SPMRs. This happens by one of four
methods:

5471 The SPMR nolices that there 15 & loss shown In bis statement of account and
makes gond that loss without a formal request from the Post Office;

6472  The Post Office requests that the SPMR makes good a loss and the SPME pays in
response o that demand;

5473 The Post Office, afier an investigation process which envisages the paricipation of
the SPME, holds back money from the next payment due to the BPMR to cover g
tous which has ansen; or
8474 The Post Office takes civil proteedings for the recovery of a luss and is sticcessiul.
518  We note that the Post Office recovers losses through any and all of the above methods on
a regiular basis. The vast miajority of SPMRs accept not only the Post Office's legal right to
recover such losses, bul also the way in which fhey are calculated through Horizon, The
decisions made by the Board now as lo the circumstancss in which such losses will be
“repaid” or reversed will pofentially affect not oply those SPMRs who have brought
mmpfaiﬁm to date but also ali those SPMRs who have paid fosses without complaint.

§48 There are two main issues in the recovery of losses,
5491 the way in which fosses are calouiated; and
§4%.2 the Post Office's legel entiternent to seek those losses from & SPMR.
The way iwhich losses are caloulated

528 it this question which Has given rise o the dispule between aggrieved SPMRs and tha
Post Office. 1 focuses on the operation of Horizon.

521 We do not know what was said to SPMRs at the time of Horizon's introduction in 2000 as
fo its purpose and status.  Nevertheless, it seems fo be accepted by all involved that
Horizon produces and maintaing the scoounts on which all partins rely.

5.22  The ZPME is, day 1o-day, responsible for inputting transactions 10 the Forizon system. It
provides a record not only of what the SPMR has recetved from the Post Office by way of
stock But afso what he has sold, and the cash he has received. Horizon is the only system
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“The Subpostmaster must ensure that accounts of all stock and cash entrusted to
him by Post Office Lid are kept in the form prescribed by Post Office Lid. He must
immediately produce these accourits, and the whole of his Post Office branch cash
and stock for inspection whenever so requested by a person duly authorised by
Post Office Lid.”

5.25 This duly to keep an account also arises under the general law by virtue of the
principal/agent relationship. An agent is required to keep an accurate account of all
transactions entered into within the scope of his agency and he has to be ready to produce
that account at any time to his principal, If he fails to keep and produce accounts then the
principal is entitled to assume everything against him

526 SPMRs are asked fo agree accounts regularly. We understand that they signify. their
agreement by an appropriate entry on Horizon. If a SPMR disputes the state of hig
account, he is free not to agres that account on Horizon,

5.27 An agent is usually held bound by his own accounts save if he can show that he made a
mistake. Onee an account is agreed, the principal can sue on it. We think that there is a
good argument that at law, once the SPMR signifies his agreement to an account on
Horizon which shows a balance due to the Post Office, the Post Office can sue on this as
an account stated. This appears to be the basis of the decision in the Castlefon case. The
principle of an account stated also applies where debts are owed in both directions. So,
once Horizon has set amounts owed by the Post Office to the SPMR (if any) against
ameunts owsd by the SPMR to Post Office in Horizon and the SPMR signifies his
agreement to them, the accounts are setfied. Generally, settied accounts will riot be re-
opened, unless drawn up under g mistake or the agent is guilty of fraud. ®

5.286 Horizon is.an electronic point of sale IT system used in Post Office branches. It tracks
transactions and also records levels of cash and stock. We are told, and can readily
appreciate, that Horizon is & complex double entry accounting system, made the more
complicated because of the range of products and services which the Post Office sells. It
also connects to other systems for particular services, for example, banking.

5.29  Suffice it tu say for present purposes that it is possible that Horizon will, at the end of every
day and therefore week, show either a shortfall or a surplus. There are two ways In which
Horizon could present an inaccurate picture of the "true” state of account betwean SPMRs
and the Post Office. Either the SPMR could have keyed in transaclions incorrectly, or
there could be some malfunction with Horizon iteelf. User error is a risk with any system.
The Contract would entifle the Post Office to recover in anv case where there was user
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This paragraph tontemplates Miat the cireumstances in which 2 BPMR will not be required
to méke-good a loss will be "exceplional® although clearty this issue only arises if the
SPMA s liable for the loss in the first place.

543 The W@:’}MH‘%@} of paragraph 12 is curious. It makes a SPMR responsible for losses caused
by E"@s& maggf%wm ::aw&mstnmv orarr” b maakm firn %ﬁmﬁy msg&oms%w with 1o such
cualifi cation, “for alf losses cauged by his Assistants. We do not know what the thinki ing wags

betind this distinction.

5.44  In any event, the fact that the SPMR must be in “eror” is a low thrashold and impligs no
mental glement: the SPMR can be mistaken without being careless and without there
bising any quéstion of dishonesty on his part. Takén af face value, however, and where
the loss is caused by fhe SPMR rather than his assisiant, the SPMR would not, under
paragraph 12 be aufomatically responsible for all losses # i could not be shown that he
was &l least in ervor.

5.48 There is another basis for the recovery of losses which requires attention. As noted, the
SPMRS arg ﬁ;gafm of the Post Office. The characterisation of the re lationiship as that of
pringipal and Agent gives rise to a number of duties as & Watter of law, though where, as
hare there is f-aé‘m'a Contract, they have o bé seen in the context of what the parties have
thereby sxpressly agreed.

5.46 The agentis required to account in equity to his principal.’! This is effectively a procedure
which enables the financial position as betwaen the principal and agent to be determinad.
1t does not of fiself entitie the principal to claim any shartfall, In order to claim whatever
mss’aaﬁ arg. mggh lghtad by e taking of the sobount, the principal has to establish hig dghlte
thein. Far &mmmﬁ this may te theotgh breach of contract or the common taw duty of an
ag;am who holds moeney for s plincipal to pay aver dr aceount Tor that money at the
mqmm of hig principal ¥ Morsover, where the agent cannot wﬁ&?amrﬂy explain what
hes bé}ppﬁ:ﬂfzd to the principal’s property or money, presumplions may be made against
tim which wilf lead fo substantive Hiabiiities such as those mentioned above. 2

547 We understand that.the Post Office does exercise discretion as to the recovery of losses
where cmgr-mmm make that a reasonable reacfion. For example, we were fold that if
there is.g “scam” which is recognised to be popular the Post Office will take steps to wam
SPMRs, it will lssue a procedure giving guidance as to. how the scam can be combatted
and may consider {depending on the circymstances of the particular case) not recovering
losses due t the scam for such period as it is reasonable t© expect the SPMRs to be
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Claims for “compensation” for the recovery of losses by the Post Office from
SPMRs

.49  Whilst the issue in the complaints is sometimes referred to in terms of “compensation”, this
is not an accurate expression for the particular claim insofar as if relales to losses. The
question is: in the particular case, did the Post Office have the right fo recover losses? If
the Post Office did, then there is ne guestion of the SFMR being entilled to
“compensation.” If the Post Office did not, then again no question of compensation arises;
the Post Office is simply unable to claim the money and if it has been paid, the SPMR has
a right to recover it. This is a restitutionary, not a compensatory, claim.

.80 In practical terms, the issue is cases in which the Post Office has, in fact, claimed and
been paid the losses and the SPMR is now disputing its entitlernent to do so and seeking
to "reverse” that paymernt. [tis important to distinguish three groups of cases:

5.50.1  those inwhich the Post Office has secured a conviction for theft-or false accounting
and the SPMR is now sesking to daim back the losses on which that conviction
was based;

550.2  those in which the Post Office has secured a civil judgment for the recovery of the
iosses; and

§.50.% those in which there has been payment of the losses {or potentially & claim ofi-the
part of the Post Office which has not yet been satisfied but from which the SPMR
now seeks rellef) but the Post Office’s entitlement has not been determined by the
eivit or criminal Courts.

551  The Scheme is only apt to deal with cases in the third group. Itis worth noting at this point
that Section 2 of the Draft Scheme Setiement Policy states that the objectives of the
Scheme are to:

514 listen to SPMRs concerns:

5.51.2 exp!aiﬁ the Post Office’s position;

8.61.9 offer solutions where possible;

5514 compensate if loss has been unfairly suffered;

5515 demonsirate that the Post Office is being transparent, and

6.51.6 ensure that the Post Office’s decisions are defensible.
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cofviction necessarily involves a finding that the SPMR acted dishonestly, this being a
criticat element of those offences. In such cases, there could be no strict labiity basis for
githera guilty ples or-a finding of guilt. Moreover, SPMRs facing such allegations would in
general have besen eligible for legal aid under representation orders (if they could nof fund
egal representation th&rzts@%w-&s}. i raay safely be assumed, therefore, that in general they
were ‘Eemr_gzﬁy advised and represeated, or had the opporunily o be so.

654  Ifthe SPMR has been convicted of a relevant offence the only basis as a matier of law on
which the Post Office should entertalin 2 claifm for the repayment of sums claimed from the
SPMR is I it were to conclude that there were doubls about the evidence on which the

conviction was based,  However, if the Post Office did so conciude, the situation would be
el more complex than simply dealing with certain individual claims for “compensation.”

555 The Post Office In its capacity as a prosecutor has duties of disclosure which extend
beyond the date of conviction in any particular case. In B v Belmarsh Magistrates’ Court
(Ex p Watts) ¥ it was observed that private prosecutors are subject to the same obligations
o act as ministers of justice as the public prosecuting authorities,  Any materal in the
possession of the Post Office which might cast doubt on the safely of any particular
sonvichion ought therefore to be disclosed W the convicted party. The "Selfement
Principlas” in the Draft Settlement Policy of December 2013 state:

‘A5 Settements involving convicted Apelicaris should only be offered whare
there s clear evidence of & miscariage of justive ”

This is consistent with the dbove analysis.
Cases inwhich there is a civil iudament

586 If the Post Office has obleined & civil judgment against the BPMR, the Post Office’s
entitement is clear and established. The SPMR will have had an opportunity fo dispute
the clabm and an opportunity 10 appeal the decision should he have Beaen unhappy with 8 at
the time. Indeed, as & malter of law be is prevended from sesling to re-apen any issus
covered in the prior claim: it is now rs judicata. This meang that the SPMR could not
bring a civil claim seeking o reopen the issues covered by the judgment In certain
circumstances, however, he could seek to réopen the issues by sesking permission to
appesl the civil jurigment afterthe period within which he (s ordinarily only entitied 1o do g0,
The appeal Court has a discrefion whether 1o allow such & late appeal and will weigh
various factors including the inferests of the administration of justive, whether the failurs to
appesl in tme was irdentiongl and whether them & 3 aood éxolanation for it A SPMR
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8,58  The Scherme information memorandum states that Applicants “may put [their] case through
the Scheme even if the Courts have already given judgment against [them]” Rejecting
claims simply because there is a civil judgment covering the matter would seem to run
countar fo this. We do not know the thinking behind including this wording in the Scheme
memorandun,

Cases in which the Post Office’'s entiternent is not yet established by a Court

5.5% i no Court has yet given a decision in relation to a SPMR, the Post Office has a2 genuine
decision to make as to whether or not to press claims for losses or to repay those already
recoupedd.

560 Each case would have to be considered on its own facts and depend on what the SPMR
alleged about the reasons why the Post Office is not entilled 1o cleim the losses, So far as
we can see from the cases considered to date, there are;

5861  general allegations as to the unreliability of Horizon; and

5802 specific allegations as to factors which may have affected Horizon in the particular
Case.

561 General alfegations about Horizon do not, we think, help. 1t would be far more satisfactory
were there fo bie 2 reasoned Report as to why Horizon is thought to be working proparly. (if
that is the case) but even without that a general claim that there are “problems with
Horizon" is not, we think, enough to cast doubt on the Post Office’s claim for losses. The
Horizon system works safisfactorily for the vast majority of those who use it and accounts
will have been agreed, as noted above.

5.62 Specific allegations as o Horizon's malfunctions have also been made and fo some extent
“investigated” by Second Sight. These have included 6r been said o be caused by:

5621 power cuts,
5622 incompatible use of telephone lines with Horizon:
5623  intermittent internet connectivily: and

6.62.4 the abilly to “centrally input” transactions and thus directly, and without 2 SPMR's
knowiedge, adjust Horizon data sent by a SPMR.

563 Second Sight have certainly expressed concern ~ and more - in relation to certain of these
supposed deficiencies in or effects of Horizon, But since they have singularly failed to
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there may therefore be & basis for re-opening It - the guestion arises of how e SPMR's
claim for recovery would work, As & matter of common sense, if the Post Office decides
that in.a particular case it has no enfitiement to claim the losses, we anticipate that the
Past Office would simply refund the money/mslive the SPMR from the Hability without the
need for any formal claim or proceeding, But the SPMIE would have a claim al law 1o
recover the money and this Is important since if the Post Office were repaying/relieving in
such a case it may well wish to be sure that it was dning so in satisfaction of & legal
ahfigation,

566 The Post Office’s right to seek payment of the losses arses both uider the Condract and
the general law because of the agency refationship, i the losses do not exigt ~ becatiss
the-resoids prodused by Morizon are not accurads, then thers is no right on the part of the
Past Office o clalin them,  Absent express provision 1o the contrary, it I8 not a reach of
contract o claim money to which you are not entitied. Though it would be a breach of
contract to withhold payment from other monies due,  Bo, the guestion whether a loss
recovery 18 also a breach of confract may turn on how the Post Office recouped the loss,
This matters sihee there may be a claim for consequential loeses If there Is a breach of
cuntract claim.

567 The SPMR would have the burden of showing not only that there were logses bul also that
there was @ causal ink betweesn the lusses and the actions of the Post Office on which he
rafies for Hls vlaim, Several cases we have seen suggest that thers is at best o tenuous
tink betwesn the alleged fallings of Hodzon and the loss incurred (if any such link is even
afteged), Forexampls, case M0O14 alleges that long running problems operating Horizon
which gave rise to over £8,000 in loss recoveries to Post Office were largely Tixed when &
phone ling was unplugged in-a back office. This suggests 4} there was nothing wrong with
Horlzon per se b} that the Incorrect use of the phong fine was an unfortunate erroy that
might hitve been caused by inadeguate fraining or support or could. have been due fo
ncompetence on the part of the SPMR or is an unusual set of circumstances which is not
rgasonably foresesable. However, this could still give rise to lability on the part of the Post
Cifine (albeit not in respect of Horizon failures specilcally) if the Past Office is found not to
be entiled to recover loss i those circumsiances Becaiuse the relevant SPMR's conduat
was not negligent or in error, within the meaning of Section 12, paragraph 12 of the
Contract.

Conseguential losses

E&B  There canbe no ausston of g claim for conseansntis! lnsees hagsd sinnly rn the reemusny
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parties as not unlikely to result from: the breach. Mormally, no damages would be-awarded
for injury to feelings, mental distress, anguish or annoyance. This is so even though such
reactions might have been perfectly foreseeable at the time of the contract.’® VWhilst stréss
which Is so severe that it causes an actual breakdown in health may be compensable ¥ it
was in the contemplation of the parties s a not unlikely consequence of the breach, it
seems highly unfikely that that test would be met here. The SPMR would also have to
show, by dear and cogent evidence, that the damage to his health had beeri caused by
the Post Office’s conduct in recovering losses to which it was not entitled.

8§71 Damages are also not nomally awarded for loss of repulation flowing from & breach of
contract, unless the loss of reputation in turn directly causes foreseeabile financial loss.
S, for example, an employee of a business run corruptly might be able to claim damages
for consequential financial loss suffered as a resull of reduced future smployment
prospects by reason of the loss to his reputation as a resuit of being associated with the
business. it seems uniikely such conseguential loss would be recoverable here for any
loss recovery by the Past Office that is in breach of contract - the fact of the loss recovery
would need 1o be made known widely and the SPMR would need to be able fo show that
this somehow harmed his future earning capacity. 0

572 We think that the beiter analysis is that the question of consequential losses only arises if
the Contract has been terminated on less than three months' notice, as to which, see
paragraph 5.77 fo 5.83 below.

Restitutionary claim

873 Wan SPMR can show that he made & payment on the basis that he was liable 1o make that
paymaent to the Post Office when in fact he was mistaken as to the existence of the liability,
he has a restitutionary claim for the repayment of the money.' That claim focuses on the
“uniuist enrichment” which the Post Office will Have received. It is not a damages claim but
a restitutionary action for money had and received. For practical purposes this means that
there is no question of & claim 1o consequential loss on the part of the SPMR. All that the
SPMR would have to show is that there was no llability to make the payment but he
believed that there was and this caused him to make the payment Thers is no
requirement for fault on the part of the Post Office and it does not matter if the SPMR has'
himself been careless. ™

5.74  Such a daim can only work on behalf of the 8PMR if the Post Office is not contractually {or
otherwise legally) entiled to the payment'® On the basis of that analysis, it would mean,
Hrmendmen ik m sondblnd mecm i imeded Baves be b raommaried or Hoad e SORAL weenlet mamel
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sensitive issue and would neat 1o be explored In esch case. The real question is whether
in paying the money the SPMR was prepared to take the risk that it might not be legally
dise butitwas in his interests o pay the monay anyway.

576 ltis also clear that if the SPMR was once entitled o a restitutionary remedy based on his
mistake in making the payment, he will fose that right if the dispute with the Post Office s
rasolved and carmnol be reopened. That would be the case if the civil Couwrt had given
judgment in favour pf the Post Office. Then the SPMR. could not recover without atso
selting aside the judgment. Even If there is no judgment, if proceedings have heen starled
and the SPMR then péys 1o settle the claim he will be trealed as having compromised,
The Taw -wil-not aliow such bargains to be reopened. not least because of the concarmn to
achieve and respect finality b lifigation?' ¥ litigation has not been Started then there
nesds o be s contract of compromise before a restilulionsry remedy will be ruted out,

577 The Post Office's Draft Settlement Policy of 2013 sets out, in section 5, certain "Principles
for Settlement.” Those principles indicate the Post Office’s approach to setling daifms with
SPMRs. These include that the SPMRF needs o establish that the matters raised have
coused them loss, thet the alleged hanm arises diseclly ot of or was an abviously
forsseesble consequence of & bregkdown in the business refationship between the SPIMR
and the Post Office and that setiements will generally be driven by commercial fairness
rather than legat principles.

Termination of confracts

578 The Post Office is entiled to give three months’ notice to terminate the Contract with the
SPME.. Hf in-a particilar vase the SPMR's Condract has been terminated onthree months
notics, he can have no remedy ansing out of that terminstion. it does not matler that the
Pogt Office basid its decision to terminate on facte which tumesd out to be disputed, flawed
or mistaken (such as the reliability of Horizon) as the Post Office is entifléd to terminate the
Contracton thiee months’ notice Tor any or no reason.

579  The sffect of s bs that e most that g SPMRE may be entitled o-0s the pay {or whatever
entifements] weré due during the notice pedod, reduced Tor any cosis of doing business if
they were not incurred, “Morsover, the SPMR is under & duty fo mitigate his or her losses
and so shoud ook for allemative employment during that three month periog.  Any
unreasonable fallure fo find an altermative source of income would reduce the claim
Cihotigh with & three month notics period this s not of buge practicat relevance).

R RO There mou well b Aodse in udeieds s Bad D mes v S oot ol S st o fiman mdi o v oo o 5
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properly performed. Consequential losses (such as loss of use or lost profils) are also
recoverable where they are riol considered to be too remote.

5.82 The traditional test for rémoteness is whether the loss “may fairly and reasonably be
considered a;mer ag arising naturally, Le. according to the ysual course of things, from
sueh ;:ureach of contract itself. or such as may reasonably be supposed to have been in the

- mﬂtems}iat o of both parties, at the time they made the contract’?? The Courts have
damded that the meaning of “reasonable contemplation” will depend on the knowledge of
the pamea atihe time of the contract, and that the loss must be “of that kind” contemplated
by t?re pamess

5.83 m any damageg s:iasm %hmf& must be a clear fink between the ié#ﬁndant 5 breach andthe
 claimant’s loss, or in any event the breach must be the “dominant cause’ of the loss. An
intemeenmg ‘act of a third parly or the claimant ats&lf may break the chain of causation,
depending on the cowrt's appraisal of the circumstances of the case, as may intervening
-evenis which were reasonably foreseeable by the parties,

884 Inthe case of a SPMR who runs an associated businiess, such as 2 convenience storg or a
newsagent, it may be said by the SPMR that terminating his Contract as & SPMR would be
likely 1o have a knock on effect on the viability of his associated business. Moreover, il
might-be said that depriving an SPMR of the three month notice period also deprives him
of a three month window in which to seek a purchaser of his business as a going concem,
If the business does in fact close because of the termination of the SPMR’s Contract and
there is evidence that it might have been capable of being sold had the SPMR had three
mon’m& m whzch to do so, there is the possibility of & claim for such losgses. Whether such
an argument could be made depends on the facts, nof Teast whether there was an

associated business and a candidate to take over the SPMR's role acceptable to the Post
Office®™ 1 practice in this sort of claim, because the Courtt is asked to consider a
oointerfactual which has not arisen, the Court makes an assessinent of the prospects of a
sale "the loss of a chance” and applies a discount to the claim to reflect this.

: lnadequate training and support

5.85 Under the Cf:cniram the Post Office is obliged to provide training. Section 15 paragraph 7
pf’a\tig:ke;;

‘T4 PostOffice Lid will:

714 provide the Subpostmaster with relevant iraining matedals and

Prrrssest t rarnr it tha ractiirad feainine nf hie Aceictande mi e Daet
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provided by Post Office Lid and 1o ensre that his Assistents recsive all the
training wWhich is necessary in order fo beé able to propetly provide the Post
Gfice Products and Services”

5.86 This seems. eimar the Post Office must provide training sind keep i up to date. This ig not
defined: mz could well extend fo & helg-tine or other Q&’g to day advice v the operation of
Horizon, Bt the SPMR s stil responsible for the day fo day operation of the
Sammmmw inother words, the: HPNR accepts the mﬂsﬁqu&HWS of any tack of training

" provided to his Assistarits or their fallure to put the training into effect

587 Section 15, p%mg{aﬁ%&s t.and 2 of the Contract are alse velevan! here. They provide that:

A “ﬁa%&ﬁm&sﬂzer must-provide, af ff%s own expense; any sullable assisiants with
a&ze méw&mt skills wmi he may need to cary out the Post Office work In hls sub
Post Office branch { %m;&f:&ntﬁ”}.

Assistants are efmployess of the Subpostmbster and the Subpostmaster will
consequently bis held wholly responsibie for any faillure onthe part of his Assistants
k(o N

24 spply Post Office rules or instrustions as requifed by Post Office Lid;

2.2, complete any balning necessary in onder to propesly provide Post Office

“The Subpostmaster will glso be required to miake good any deficiency of cash or
: ﬁmtzk which may resulffrom his Assistants’ actions or inactions.”

588 His afm Ee%aeiy that there would be 3 term implied infe the Contract to the effect that the
SPMR shc:uim he entitied fo reasonabls “ﬁ:rmnmg and support, particutary in relaticin fa
bwsmﬁe sysmm; or. pr&:."zmms such as Horizon, which he could not-be - expected 16 know

from his own general knowledge and past experience.

589  Many SPMRs do nat seem fo have e complaietas to the level of training and support
which the Post Office has given them. We do not think that this is wonciusive.  Whilst
Horizon @p@r‘ﬁ%fﬂﬁ #$ & dommon systerm and one persor’s experience of it shioul d be similar
to another's, the same could not be said for training and support. I wolld be guite
possible for the Post Office to have failed fo meet its obligations in felation to one SPMR

whilst easily fulfiiing them in relation to many others,

BB flermovar e oo B e de tenesbabin febe s sbidoe morsdnsk dae St OB e e ilet S i b
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services, OFCOM's own website makes it clear that it does not regulate the Post Office.
The Post Office does nol appear on the FUA register as an FCA-authorised entity. It dogs
appear as an "appointed representative” (in connection with its provision of financial
products on behalf of principals such as the Bank of Ireland) and a "payment services
agent” (in connection with its. provision of money transfer services on behall of, for
example, MoneyGram international). Neither of these functions requires the Post Office to
have separate FCA authorisation,

Limitation

5.93 Limitation is & factor which may well be relevant in certain claims. The standard limitation
perind for claims in contract is six years from the date of breach. Forort claims it s six
years from the date on which the loss was suffered.  Restitutionary claims are fime barred
six years from the date of the enrichment.on which the claim is based. Any claim brought
outside the limitation period can be met with the defence that it is out of time and no further
consideration of the merits is required.

584 Where the claim is based on a mistaken payment or a Tact deliberately concealed from the
claimant by the defendant, fime toes not.start to run undil the claimant has discovered the
mistake or concealment, or could with reasonable diligence have done 0.2 Some of the
cases we have seen suggest that SPMRe have been aware well before the Scheme was
instituted of the matters about which they have complained fo the Scheme. Af lgast in
those cases, the deferral of the commencement of any limitation period may not make any
difference to the barring of the SPMR's claim.

598 The Seftement Principles state:

‘641 Setfements should reflact the fact that for the purposes of the Scheme,
Post Office will not be relying on any legal limitation or time-bar defence and wili
congider ali Complaints regardless of age”

We do not krow what publicity has been given to this statement and whether the Post
Office is free to, or indeed wisties to, reconsider its position.
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From: Patrick Bourke <pd GRO P
To: Christopher Knight <(} GRO i
Ce: Jonathan Swift GRO i, Mark Underwood1
< GRO b, Steve Allchorn .
K GRQ - Tane Macl.cod <j GRO P,
Rodric Williams GRO f

Subject: Data Spread Sheet for Christopher Knight/Jonathan Swift
Diate: Tue, 3 Nov 2015 16:44:07 +0000
Importance: Normal
Attachments: 151102 Scheme Data.xlsx

Prear Chris

I attach a copy-of the all-cncompassing spreadsheet we tatked about which, for each case in-the Schime,
ecards the information vou indicated vou would find belpful to have, includihg details on criminal charges,
whether-the Helpdesk issue was complained of, Second Sight's-thematic issues and so on, This should enable
you and Jonaths '

o determine which cases to wse as part of your sampling exércises. The password for the

...............

My cuii-t:ﬂguez; Steve Allchorn, has prganised for your tour of Hortzon (sorey) next Tuesday morning, I
wourdd be very helpful forus 1o meet (with or without Jonathan, depending on his-availability) after:that, so
that-we cair develop a joint understanding of how you are fikely to approach your enquiries so that we might
support your work as effectively as possible, Dwould also like totake that dpportanity to mtroduee vou 1o
Rodric Willigms (eopied), our ii-house nwyer, who will-be able to guide you dnrelation to the compuater
specific issues vou will want to address and more-generally.

I the meantime, please do not hesitate o contact us with any questions.

Kind regards

Patrick



POL00043789
POL00043789

#255.1
Metadata

[ Fitename | 7.66{1).msg 1 ORIGHAL |




POL00043789
POL00043789

#406.1
Metadata

[Filename [451102_Scheme_ Data xisx [ ORIGINAL |




POL00043789
POL00043789

Page Image Missing
#406.1



POL00043789
POL00043789

From: Rodric Witliams < SR b
To: "Christopher Knight { GRO_. i
{ GRO !
Cex Patrick Bourke <1 GRO ’ e Mark Underwaod]
GRO i

Subject: Horizon "Core Audit Process”
Drates Mon, 9 Nov 2015 14:04:48 +0000
Importance: Normal
Attachments: Horizon_Core_Audit Process - vi O.ppt
Inline-Tmages: image001.png

Christopher,

In-advance of the Horizon demonstration you will be attending tomorrow, | attach a PowerPoint prepared by
Fujitsu in January 2014 which summarises Horizon’s “Core Audit Process”, i.e. the design features which
“ensure that accurate and auditable records are kept of all sub-postmaster transactions”™. I thought this might
help explain what happens to a transa¢lion once it has been entiered into Horizon by a branch.

The PowerPoint references two further documents which describe in more detail the core audit processes for
both the original Horizon and current “Online” versions. | have not attached these as they are fairly
technical, but can do so if you would like to see them.

Kind regards, Rodrie
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en be accessed or altere wﬁhm:
nis

d tim

I ume eco
and’

her audi

tabl

® The Core Audit Process is designed to provide a definitive log of all t&’%&ﬂﬁ&mm&&
As such it is the “base” upon which any assessment as o “what was entered at the
counter” should be derived from to the exclusion of all other systems that may take
a feed of data from the Branch Database

10t Ih
e eve

- detection

he creation of furt

B A number of ‘assertions’ can be independently examined to test the robustness of
the Core Audit Process, these are listed from page 7 of this presentation
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® The enclosed summary and embedded documents provide an overvi lewand
technical description of the Horizon ‘Core Audit: F’r@c@% (CAP) SRR R

m This illustrates the design principles and mfeguards built into the CAP to ensum
that a record of sub-postmasters transactions are created, maintained and pmt&ctad
for the 7 year term from creation as required under cen%ract : :

® There are 2 documents enclosed. These describe the audit prmessaa far tha |
original ‘Horizon Core Audit F’mc@ss and aim th@ rewsad Honmn Gn%ma Cﬁr@
Audit Process (Post 2010) -

% ARCGENREP0004.HorizonDatalntegrity. doc
- HorizonOnlineDatalntegrity POL.doc -~
® The documents are written in sufficient detail for an Independent Expert to gam an

understanding of the k@y pf ncepias t@chmmg;as aﬁd proc&sm*s mvcslved m tm
CAP
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® The Core Audit Process is designed to ensure that an exact record of
mu-m?ﬁe;{ transactions are created and kept in a secure audit database

® Safeguards are built W{Q %h@ pfamw m Ghﬁéﬁ%ﬁ fm* tmﬁ%mﬂdmﬂ
ma‘“r@u@tﬁm and integrity

lidate that items

= Principles of double entry book keeping are used to
mumﬂmm are matched to monies received

® Each item in the audit trail has a uni
e

que incrementing seguence number.
to detect if any transitions records have been lost

umn* mmMry ﬁmn’mﬁ% %mur@ ,ﬁ“}tmﬁﬂﬁ

This means it is possib

‘9?3

® Transaction ﬁ“ﬁm’ﬁ“ﬁ am ﬁﬁai&f}f

B All mm r@mrs are k@m in a seg r&g&tacﬁ audit datg%@




: Message

 Audit Write

- Audit Store
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Closed Loop




POL00043789
POL00043789

Extract

Closed Logpe——




POL00043789
POL00043789




POL00043789
POL00043789

® *The Horizon Application was re-architected and rolled out in 2010 so the original
implementation is no longer operational. Any examination of original Horizon transactions will
need to refer to design documentation and archive data that still exists (kept for 7 years). It is
important to note that the design principles of the CAP are consistent between the two
versions.
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W That all of the transactions in a basket (a msket ls defmed as any number
of items for one customer) received from the Post Oﬁ’:ce branch countef
balance to zero against the customer payment. |

% When the contents of a Basket are written to the B%‘éﬂcih database a check is
made that the net value of all the accounting lines is indeed zero and shm Id it
not be, then an alert is fataed and the basket is d;scafded andan error.
response returned to the counter. ! | |

# The transaction cannot be completed until a successful response has 'éem
received from the BAL indicating that the message has been stored

® Any failures in committing Auditable activities at the Data Centre will result in an
error response being returned to the counter. In all cases the User is mfmmed
of what is happening. Such failures will not be visible in the transaction audst
but in normal caperatcmn will be vi sama in thﬁ system Event Lt:)g
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® To ensure that the message is not tampered with after being sent from the
wmm:’ m«m m@%‘g@w has an ssociated Digital Signature. The
eating this Digital Signature is as follows:

L Aff mg On tm# Cwumar c:r@m% an RSA Public / Private key pair.
# The Public key is sent to the E:W\L as pm ﬁ}f ﬂm Wu tm:i L@g:gem mwmw |

Public | -' ﬁﬁﬁ k?»y a W\L Mmﬁ@ Wﬁzy m@ e% in
i:herz dam G%tm Key Shm} m- add@d to the audit trail with a BAL generated

® All wmwwmt messages are digitally mwm by the counter using the private
:éﬁfay established at L@g On. o - |

l je and

izm ﬁigm mcg ﬁhﬁ% Haww wa%w mm_-*%&%ﬁ

# The Digital signature is s*tme&c*ﬁ a emgs;mes the m%m@% n the Journal table and
is extracted with it into the Audit file as described below
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When the contents af a Baﬁmt are wnﬁer& 'tr.:; BF{B% a czheck iS mam thai the ne% waiue mf ati the
accounting lines is mdmé zero and should it not be, th@ﬁ an 31@1"& fs ra&sed 'ﬁha baska% ss; - -
discarded and an error response returned to the counter. : S

J Es«mh mght aftear midni ght am cantent& Q‘f thts me%aga ;aurna& %,ata!ee fc»r th@ pmvawﬂ dayf are

that sndee.ad thér@ am& m m assmg C%‘ éusa&&cata gaas fm‘ amy mumw ami smuld aﬁy be f@um an
alertis mmed

i Should thera be m mspans& %‘r@m the E?ata Cemtf*@ failaw fag an att&mg&ted c'mmt sf aﬁ

auditable activity within a timeout period (c;urrenﬂy set tz:a 363 wcanm) an aut&mat;ﬁ miry
invoked. This sends identical business data to the Data Centre where a ch@{:k ;s madee ta
the Audit data has already been committed to BRDB. Should the retry als
User is prompted and asked whether they wish to R&W or Cancel the Actwtiy Such t fa-wauts
and any retries will not be explicitly visible in the transaction audit, but in normal apgr&ﬂ@n will
be visible in the syatem Ewnt Lag |

Continual failures to Updam the Daiabass:e at i:he Bata C&ntm mean thai: ri: ta m:at {;i&ar at i:hez
counter whether or not the database accurately reflects the sttuahm in the Branch. Therefervs«;
the system will force a Log Off at the counter to ensure that when ¢ ::m-mumc::miom are re-
established, that the Recovery process is invoked to reconcile the counter view wsth that on
BRDB. If there is a basket currently being processed, then a special Disconnected Sessmn
Receipt will be produced showing which transactions have been discarded and which are to be
recovered making it clear what money needs to be exchanged with the Customer.

t
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® Within any counter (i.e. for a given Branch Id / Counter Id combi mmrm) the
jsn will always increase by exactly one fff’v@a&h successive audit record

This mab les a check to be made that there are no duplica

ted audit mmma%

}mma& buresﬁ'z m équ%ﬂ: is mﬁmmﬁ by the WRL Th@ %&g@ gwrmé i
paﬁarma %‘W@ fwwﬁ:}m %’;m’siy t pmzms amﬁmg faﬁ ¥ ty aw@ ﬁz@mﬂﬁ!y

hav& mm rmeﬁam *ﬁ*@m mrw k@pmm‘mg
&m&ss to the

,;munmr Ey&;t&m whf&h @mbiﬁm ﬁ:i‘“%e%? m‘h’y of transactions via the-
BAL is controlied through a secure My @mhanga m&mam&m wmh mmg place
as part of the Log on Process.

% The jsn is stored Wimiﬂ ihe m%s&gﬁ ,_mﬂy wnmh ;w:s sa@um y mmypmzzﬁ mamgg
-mymmm@%m mw |

= A check is made tm*%; m@f@ are no gws; ord m; icates in the jsn sequence for
any counter. -
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® Each message within the audit trail has its message body encrypted using
the cryptographic keys used by the muﬁ’t@r‘fm%smiﬂing the basket.
# The jsn is stored within the message body which is gﬁ:acsureiy encwpiad using cryptographic keys

# Each night after midnight, the contents of the masaaaga table for the previous day are copied from the
BRDB to a number of serial files

# These files are then copied to the -Audit system where they are sealed with digital seals. They are held
there for a period of 7 years during which time they may be retrieved and filtered to produce the
relevant audit data for a particular Branch.

The Digital Seal is calculated using an MD5 hash mf im @nﬁr@ content of the file being sealed. This
value is stored in a separate “Seals Database” held on the Audit Server.

Whenever data is retrieved for audit enquiries a number of checks are carried out:
The audit files have not been tampered with (i.e. the Seals on the audit files are correct)
The individual Baskets (and other records) have their digital signatures checked to ensure that
they have not been corrupted
3. Acheck is made that no records are missing or duplicated. |.e. a check is made that there are no
gaps or duplicates in the jsn sequence for any counter
@ There is adequate synchronisation of server and counter clocks throughout the process for time and
datestamping purposes

L
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Horizon Online Data Integtity for Post Office Ltd

o L

ﬁﬁ

U FUJITSU RESTRICTED - COMMERCIAL IN CONFIDENCE:

2 Horizon Online Data Integrity

2.4 Overview of Normal Operation

Horizon: Oriling Is dw&gneu te store all date In an online database known as the Branch Database
(BRDB). T hig database s & highly resilient Dragle database implemented using Oracle Real Application
Cluster RAC (see also section 2.4). In parficular no data-concerming Business Transactions is retained at
the counter other than in the memory of the Counter Business Application.!

A

BAL| Message

F :mum 1. Piimry mwmm #‘Emwa

T«armamoms fscm c*amec:i uut ocally-on ths ‘Horizon C;%nlme cointers. and a Kﬁaai&et is it up dunng @
Customer Session. Each transaction will resulf in a Basket Entry consisting of one or more Accounting

Linsw. At the end of a Customer Session when the Basket has been completed and all. Settlernent items
(or Tender lines) have been processed and added into the Basket as further Accounting. Lines, suph that
the total value of the Basket is zero, the entire Basket is sent fo the Data Centre as a BAL, Message
where the Branch Access Layer (BAL) pmm&sas the message and all the Acmuﬁ%mc; Lines are recorded
and: comamitied to the: BEDB as part of & single ‘Oracle’ ‘Commiit. . This means that either all the
trensactions within ‘a Basket are g m%fuﬂy itter or none of ttwm arg. . Once ma Aec,muntmgj Lme&

mm&lpm have beg el iy pri e that if t ere are no mwmt& tohe mm’md then the scf&enf
is updaied 1o show the top level menu. indicating successful completion of the previous Basket,

The Oracle (":mmmlt also includes an Audit.of the data originally fransmitted frony the counter lo-ihe
BREJB ‘Thils data is digitally signed at the courter using @ key generated as part of the.L.og On process,

Vin order. fo support recovery as described in section 2.4.6, the idenfifier of the jast successfully
completed Basket s recorded on the Hard disk at the counter. However this s not classed as Business
Data.

& Copyrght Fultsi Serdees Lid 2012, FUJTSL Fmsmmw COMMERGIAL TN Rt ‘
T . CONFIDENCE Version: © 0.1b
Uneontroiled if Brinted or Distibuted Diate: (2/04/2012

Page No:  Bofi4
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It is this audit record that is used to -provide the extract of fransactions used for Litigation support.
Section 3 describes how this audit record is. managed after it-is committed to BRDR,

The audit record may alse include application events that have heen accumulated at the counter since
the: last auditable message was sent o the Data Centre.  All major activities that affect the Branch also
have an audit of the data sant from the rounte&r to the Data Centre included. in the audit lpg. Such
activities include:

o ng On/ LQQ C}ff of Uisers ai tha cqhntar :
«  Creation/ modification of User Accounts {including change of password)
s Attaching Users to Stock Units.
« Balancing a Stock Uriit -
«  Producing the Branch Trading Statement.
Each Audit record includes the following identification:
«  Branch identfier (i.e. FAD Code)
«  Counter identifier -
o Sequence Number (known as & Journal Sequence Number or jsn)
o Counter txmestamp '

Within any counter (i.e. for a given Branch td/ Couﬂtef td ccmbmamn) the jsn wsH alway*s increase by
exactly one for each succassive audit record. This enabieq E! che(:k to ba made tnat there ar& nc:v recvrﬁs
missing from the audit trail when they are retrieved.

The transactions in-a basket are constructed. using the principle of double-entry bookkeeping. This
means that in-addition to the Accounting Lines that relate to the aclual business transactions, separate
Accounting Lines are also generated for. the. tender items (such as Cash, Cheques or Credit / Debit
Cards), resulting in the total value of all Accounting Lines in a Basket addmg up to- zero, When the
contents of a Basket are written to BRDB & check is. made that the net value of all the: accountmg lines'is
indeed zero and should: it not be; then an atart ia raesed and“-‘fha b%ket & dx&cardad and an erfor
response returned to the munter RRTT s

Nme ﬁmt this conld only happen as a result rf/ u bug in r/w cade and f}m chegk iy included |
\pw'.rfma/iv o cfmclc /m emy ek lmgs

Bagkets are also bunlt up dumng Back Ofﬂce Se&smns arsd such Bac:k Qﬁxc;e baskets ane ham:%led ina
similar way to Customer aaskets

2.2 Detail of Nwmm Pmmsmmg

The purpose of this seectaon Is to expand on 1hfv:._summary in Sactlon 2,1 and identify other documents
where more detali of tha vanc:us &teps are coy aﬂd. . _

As outlined in sactmn 2:1 aabc:ve tha feuowmg is the: kaey behavmur of ﬂwe handlmg af a Baskat

1. The C!Wkpamas out one. or more:business transactions. Each Business fransaction will
construct a Basket Entry whrch is held m the memory of: tha cuunmr am:} tha vatuew of whtch is
visible on :he auean R :

2. When all the transacimn& fora customer have been oampieted ”:he clezrk sei&cts etther tha Fast
Oash or the Sefﬂa functions onthe screen.

® Copyright Fujisu Services Lid 2012 FUJJTSU RES rmm’m COMMERCEAL w et "
o : ' CONF%‘E:‘EM:E o Mersion: . 04b
Uncontrolled if Printed or Distributed - " Date 02/04/2012
R U Page No: Tof 14
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Nate that if the total basket vedue s zero at this poinp then cither bidion will resudi i inmediarely-
P i
| soing to.ye p 3 bw‘tm

#. aalmﬂng Faar Cash rmwms ity uw swstmn e mmtmg thecamount 1o rm;utred (3 taiw the
total-value of the fransactipns 'in the bagket 1o zerd and constructs a Basket Entry for the
Cagh Product for this: amount and adds itinto fhe Ei%awket Bv dﬁfmmon tm fotal value of
the basket st thispoint will be zero

b Selecting - Seftie results i the system, displaying .a-meni;. of ‘permissible: settiement
nptions.  The allowable settement options are configurable and depend on various
Busingss Rules, however sre fikely 1o ingl ude the following:

i. Cash _
This aliows a specific anourit of cash to be entered (which may or may not be
the full amount), 18 will take & sign based an stempling to move the Basket total
nearer o zero,
A cmrrempﬂndmg Eﬁaaﬁkm Emry s created and added. to the ini ey, and
Gn-gerean basket mspiay with.an updatecﬂs total.

fi éhed,:wa

- This-allows & specific.amount for a Cheqgue to be entersid (which may or may not
e the full amoint). ltesigr wilh always reflect the msct ﬁhat a chmmm s payabie
- ho-Post Offive Litd-(other than fo ..R.w-afaa ja)..

A cwm&w chirg Emmt Eﬂzry is fmatﬁm ﬁmj ac;hxﬁeezs 10 fhﬁ m Wwwﬁm angd
_ C}zwx:r&mn ; ‘ i .

i Chipand BIN: -

- Thissallows:Chip-and PIN fransaciion to be provessed, The amount to be taken
iz entered; but defaulfs: fo  the maximum amount dlloiable by business rulgs
(which may or may not be. the full amount). - Its sign will always. reflect the fact

: hat ) pwm&mt is ’%mg fmade to Post mﬁu’m Joted {mhm than for Reversals).

¥ J’w «mm/ ¥ wf i Busine s Mum are.aot fe&wm; m f!m I;mﬂgrm af :/w, s;.mmm

By cmre&pcmdmg #Baakat Entry i (:remtm! and added to the in memory and
Qmmrmn basket display with an updated. total,

iV, w;rm

This aliwws mmgnatm sw:pe payment card o be processed. Mote that If the
Magr@mtm siripe indivates that the card is a Chip and PIN card then the
Aransaction will be abandoned ot this point. The amount 1o be taken is entered,
biuit defaults 1o the maximum amount-allowable by business rules. (which-rmay or
Py | hot'be the full amount). its sigin wil fmfwrﬁ&ys veflect the Tact that a payment is
D&?tn{; made: o Fogt Uﬁw Lid (mtmr tﬂan for Rev\emms)

T Fhe dptaily :)f riw iim:m«.&a fmée» arg rmr rviwum wer the !megmn' of the awcm

A cm"respmdmg Ramket Entry is created and added to the in nmmmy and
G}n -soreen basket display with an mma&ed total. ; .

V. Fﬂsﬁ Chegue

This allows: Cheque dransaction. {0 be. processad. - However in this case the
system caloulates the amount regulred to-take the tofal value of the ransactions
i the basket to zero and constructs a Basket Entry for the Cheque Product for

@ Gopyright Fujlksu-Services Lid 2012 JEER N T S RES TF’!!CTLQQ L,OMME ROML I Rell
) . ) CONFIDENCE. Version; 0k
Uncontiolied it Printed of Distributed ) [Jate: G2/0412012
Pagedo:  Bof14
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this amount and.-adds it into the Basket, By definition, the total value of the
basket at this point will be zero

vi. FastCash
This is_ the equivalent of the Fast- Cash Button described at point a above

¢. The User is-then able to select any of the available options and add appropriate
setlement items into the In memory and On-screan basket -as descried. Should the
Total value of the Basket not be zero after processing the settiement transaction, the
setflement menu is re-displayed allowing further settiement transactions to be selected
untif the net value of the Basket becomes zero,

3. Once the Basket Total becomes zero, & mesgsage js constructed to send the entire basket
contentto the BAL. . The structure of the message sent is defined in [DES/APPIAIS/0018]. A new
connection is established 1o the BAL in order to send this message. The message sent is
defined as being an aud table message and so will include a jsn. It may also pick up any
outstanding Audit Events and Statistical data that have been accumulated at the counter since
the last auditable message was sent from the counter to the BAL. This message will be signed
by the counter using a Digital Signature constructed using a key that has been generated as part
of the Lag On process, This Digital Signature is.sent ag part of the message to the BAL.

4. When the BAL receives the message it detects that there is an associated jsn. This means that
the Audif Filter is envmked which results in the entire c}ata sent from the. counter being added to
the BROB table BRDB_RX_MESSAGE_JOURNAL, .

5 The EAL then processes the message and updates other tables in BRDB.

1f-all these updates are successiul, then the BAL invokes'a COMMIT o Oracle on BRDS whmh
will commitall the changes-at steps 4 and 5. Should there be any failure, then the BAL will issue
an Oracle ROLLBACK which results in none of the changes in steps 4 and 5 being saved and it
is then as if the interaction from the counter didn'ttake place. In either case a suitable response
is returned to the munter ang the cnnnect;on totthe counter is c!c:ased

7. When the counter has-sent the message {o the BAL (at step 3), it waits for a Response. There
are 3 possible responses that can ocour:

&, - The BAL Update was successful (this is the normal case)
b, - There was-a failure fronithe BAL
. Noresponse is received within a configurable timeout period (usually 30 seconds)

The first case is normal. - The last 2 cases are considersd to be Errgr Scenarios and are
considered further in. ﬁectnon 2.3, bm are. z‘onmdﬁred o be c»ut of saope of the normal processing.

B.. When the respunae la recezved any remlpts rﬁqutred are pﬁntad and then the Kn-memofy and
On-screen baskets are cleared and the screen is updaﬁed to the "Home" screen rveatﬁy fora new
Basket to be s’tarmd

Qvernight, the content of the table BRDB_RX_ M&SSAGE JOUR NAL is oopled to a set of swral files and
passed 1o the Audit Bystfem‘ There-is fore information on this audit process in sectiond of this
document, . e L o S . . .

2.3 Error Scenarios

2 3 1 Remwmbm Trmmawma

he dnscarded
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This ia:sirmilar to the nonmal model presented with ondine. shopping, in that If your browser fails after
trying o commit-the basket, you aré uncertain a3 to'whethir your pirchase has been: processed or nof.
You then need to cary put sdme. other activity. (e.g. phone the provider or check your Credit Card
account the next day) before knowing whether or not to re-atlempt the trapsastion.

However this is. not really approprigte in 8 Post Office enviconimernt,  For many transactions it can: be
assumed that the Basket has falled fo coramit and so the fransactions in the basket are discarded and
they can be re-attempted at some later date. However in some vases this is not approgriate since e
Transaction may have hatl-an impact on some external system. An-example of this s a Banking Cash
thhdmwm An this-cage the Bank-hag baen: informed of the Transaction during the: pracessing of the
king Transaction and has removed the funds from the Customer's account.  Therefore it s impoitant
that this imrmamon is wmpmtetﬁ Such transactions are consideréd to be Recoverable Transactions.

ifa tmm»mmﬂ ns fo-be Recoverable, then information about that transaction s recorded in- the BROEB
when the fransaction is first initiated (and before the transaction is sent to the F Iy allowing the fearisacton
to-be mmverad *;hnulos tm»r@ he a failure. Mot theat this recovery information is not audited.

There are. mmw types. of Wemmaabf& Transaction:

o Al Banking transactions

» Al Credit7 Debit Card tiansactions

o Al E-Top up tansactions

o Al H&mrwm

. mmtm AF*—MDC« trams,ﬁmmﬂs {aa wﬁetf ﬂed in ﬂw %mﬁ%ﬁ!l@ﬂ seript)

2.53.2 Mmmz&

Any failures i &"ommlttmg Aummbm ac*iwmea at:the Data Qemm will resull Tn gn arrm responge mmg,;
returned tothe counter Suchan etror r@aponv;e will ‘be displayéd 1o the. User, thus informing them of tha
sitation. The next action then depends upon the Auditable activity: :

o Ift feiagﬁttef&y to. a basket setfement where the. basket that contains 1 of more Recoverable
Transadtions, then a Forged Log Out is:initiated and the normal-Recovery firocass will tidy things
Lt : S e S e e e e I

o I itorefates to w . basket seliement where ihe. busket doesn't contain any. Recoverable

Transactions, then the cuntent 6 the basket k$ msmrdmd anck “ﬁhﬁx User is relumed tD the: Menuto
continug working. .

e Ifitrelates 1o & non-basket activity, tfien activity is abandoned and the User-is returned to the
Mmu m mmtmm wmkmg

i &l cases %he iseris. fnfmm«m of whatis Happening.
Sueh failures wilh not be visible in the transaction mzdﬂ Bt ma@w be visible in the systerm Event Log,

2,33  Time c;mm

Sheuld there be no. response from the Data Centre fmliowmg an m{&mptacj ‘commit-of an-auditable: ac,twﬁy
within. 2 timeout pefiod (currently: set to-30 seconds), an-automatic retry is invoked, This-sends identical
business data o the Data Cenlre whare g rheck is made o see i the Audi data has aheady been
cammified to BROB.

e If it has been commitied, then this means that the original activity was successful, but the
response did not reach the counter in-fime. Therefore no action is taken in terms of updating the
BROB and a Success responseis returned to the counter.
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=« |f it has not been committed, then the miginal activity either didn't reach the Data Centre, or it
failed to. be processed.  In either case it is safe to re-process the data and the appropriate
response is returned to the counter after the data has been processed which will be handled as if
it was from the original request. Note that re-processing the data will include recording an audit
of the data if the reprocessing i§ sticcessful.

Should thig rmry also ttme{out them the Us&r is pmmpted and asked whether they wish to Retry or Cancel
the Activity.

e Selecting Retry rﬂaul‘ss in the Achwty bei ing retneci onc,e mure as riesc:nbed above. I this also
times out, ther a further ayiomatic retry is attempted and if this is stil unsuccesstul, then the
User is mgain prompted as to whether to Relry or Cancel. This cycle then continues unitil either
thﬁr& is. SUCCESS, OF th& Uﬁer fmalty gives up and selects Cancel.

w Selevimg Caacwl msutts in a Forced Log Out being invoked,

Suah time-outs and-any: r@tnem wm ﬂm be visible in the transaction audit, but may be visible in the system
Event Log. '

2.3.4 Mwmd ng Gut

Continual failures ta Update the Dmaimaa at’ thw Data Canfrea mean that itis not clear at the counter
whether orriot the database accurately reflects the situation'in'the: Beanch. - Therefore the safest thing is
to force a Log Off at the counter and.ensure. that when communications are rewesiabhshed that the
Recovery process m mwkm 1o reconcne the counter view with that on BRDB,

If thers. is a baasket currently- being. processed, then a special Disconnected Session Reaeim will he
produced showing whmh transactions have been discarded and.which are to be recmvamct m@kmg it: claar
what money needs to be excmnged wsth the Customer. - — :

2.3.5 Tes’m

Clearly a counter. tarmmal c;an faﬂ at any t:me Huw»aver 'che» sntuatu;;n is rmt very: differam from that where
a failure to contact the Data Centre has occuirred as described above, Therefore the behaviour of the
User needs o be as follows.

1. Work out the “valie of any Rewvarab&e Transactmns (thﬁm aught t:in m» pnmed receipts
associated with all of these) .- '

From this work out- what is owed to, or due from the customer
Cona&dﬂsr whether any Credlti mbst Card paym&nt& may have been &u{*maaful
From this work out any cash: dlm to !fmm thﬂ customer,
Wite: oul any n@cassary rec:mpta by hand..
6, K&ep a vecard of taxar*tly what nappaned to be used at Remwry hma
Cle#ariy in thi:«; cecae ths ayatem s unable: to assist the User in guiding them as fo what fo do.

¢ A owoN

2. 3 @ mexzoww

Rac.owary afmr a faiiur& must’ always take place on the same countar position. Note that if the terminal
has falled and needs to be replaced by an -engineer, then recovery cannot be carried out until the
replacement terrminal is'working correctly.
At every Log On a check is made in the Central Database to see if any Recovery is required. The
following checks are carried out: -~

1. Is there any oulstanding Recovery Data assotiated with this terminal?

B Copyright Fujitsu Genvices Lid 2014 FUJITSU. rzsommw COMMERCIAL TN Fief
L T CONFIDENGE .. ... Mersion: 0.1
Uneontrollad if Printed or Distributed : i “Date; 020412012
ol e Pags No: 11 of 14



POL00043789
POL00043789

o ) Horizon Onfine Data integrity for Post Office L‘td_
nggmw FUNTBU RESTRICTED - COMMERCIAL IN CONFIDENCE

If sty retiarm the musmanﬁmg }%‘mm/efy Data if:» the coufter so that the transactions can be
recovered using Rollferward Recovery

2. Did the last session carriad out on Hhis terminal ‘have a tidy“Lb"g off?
M et retuirn gfeatat!s of the last: E&a%ei (if any) that was successfully written from the last L. og-On
.m%,,amn to i*he mumw 86 thm mrmm rmaﬁwew chea!m van he mm:iu
Othnrwssﬂ ai! is we$ and Ne,: Namvary is required (i.e. the normal case),

F)umg the ng ﬁ)ﬂ pmrea it the: counter receives an indication that recovery may be required (Le. ohe
of the zww cases describecd at‘wm} thien the fwiinwmg OCOUTS bmfama the Log On.is completed:

1. 2{32 feirward F{emvmy I requested, then for-each Transaction with agsoclated Recovery Data,
then the appropriate Raﬂf;owry script is executed, which. will resull in a Roliforward Recovery
Basket being produced which is then: seftied to the Branch Database as normal-and this will
gensgrate @' recovery Receipt.  This will normally maich any Disconnected Session receipt {or
other information mc:cwdwﬁ at the time of fwlum)

2. I there was no ﬁam‘m Bwiaii&» of & Lasi mum*e%m Busket returied, th@n Mo Recovery Is
rekguired

3. Wiurttherchecks are requested, then the fullowing checks are made ad the counjer:
& Whatwas the identifier of the last successfil Basket sent from the mtmtm’?

The identifier of the Tast suchessful. Basket v written. to thie Counter. Hard Disk. at the

completion of the basket (i.e. after all Receipts. have been successiully printed). .

Therefore, provided: that the Terminal has not tieen replaced, then this is availabie to be

chacked forautamatically,

mem thag?: terminal: ha& been physically replaced, & dialogue s invoked o get the userio
ast Succassiul session. wmch mnay-involve: fsi;&p!aymg thie fast

b, _.if {hzs mamhcas. me rmnuﬂm m the La.m Suee @safm Eﬁaake; that was remmm from the
'Da‘ Ger;zre thﬁm Nm Rm:‘ 'very s requamd and allis well, .

o 2hw dort mah: e thi B ' mrrwd fmm tm Daw (entre. w‘m tm‘* ohe thm tm»z«
counter was lrying fo save at-the fitne of Failure), then the Forced " Lcwg; Off protiess: will
have assumed. that the Hasket falled, Therefore the Pé_eomvm*_y process needs to
generate a Basket that reverses any non-recoverable transactions in that basket {since
the forced Log O would have discarder them}. This ig known as Rolitiack Rﬁawvery
This will aisa pr c:»*ds_aae # ﬁmmgﬂ Huw«ww :t wu} mt match tm msmnnm;’rm Session
Redeipt exaclty. '

2.4 Database “fﬁarﬁm‘mim&m%
The databasé uses Oracle version 10gR2. It uses-an'0
the: da@atms«m over mumpm zmdew {s.mvws}‘;? m_ practice

Pamtmnm:f mb!&rs store Jblmnc:h ﬁ.pamfm ﬁma This mmde% h:gh pmmrmﬁncw and sealability,
Applications need to know in which partitions data is smr@cf aﬂd whmh m)dws manage thiese partitions.
They use aconvention based on Branch codes’ ‘

Thig dissign-of the E?uramh wammma muppor&s nmrwtm trxmdmg «sﬂuung aom hmurs

), which runs

] C“}*raf::e RAC. is r%:iiant I one noete m;m the remain ng nﬁﬂeﬁ carTy. o rurmmg a‘md the
d:atabaam remains. available for use. The: ﬂambma san meet it pedormantce targsts if one nodw
faits, .
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» The standby database allows very fast recovery if there is @ data cornuption that takes the five
database offline. The maintenance of the standby database is automatic.

A disaster recovery site remaotely mirrors the data, The frirroring of data. is synehronous. Thig guarantees
that no data s lost if there is a catastrophic site failure.

Data associated with a Basket is stored in 3 separate areas of the Branch. database:

1. A capy of the actual Basket data as transmitted from the counter- together wzth the associated
digital signature is held in a table known as the message Journal,

Use of the data m the message ;oumal is described further in section 3,

2. Individual accounting lings are extracted from the basket and each accounting fine is written fo
two gseparate tables: - -

a) Detailed tra n‘a‘ac_;'t:iém information for passing to Post Office Ltd Back end ﬂyéwms

This data s retained for sufficient time to @nsure it has been successfully passed to Post
Office Lid's back end systéms (in-practive itis held for about 4 days)

b) "ﬁummi&w‘"tmﬁsa'&:tmh information to support reporting and Branch accoints
Tma data is retained to allow it to be used for any reporting and accountmg period within
the branch (in. pmctme it is held for about 60 days)

Eaf:h night ﬂze reportmg data is summarised within the ‘branch database to provide dally tmals for
transactions based.on product, mode, stock unit-and accounting period, - This summarised data g-used
(together with transactions for the c:urreent day) when ‘batancing a stook unit, thus minimising the amount
of data that needs to be ca:msidered

Although the data usan:i for germratmg the. counter reports and passing m Past Office Lid's back end
syﬁtems. Is taken from the tables described in pomtz above; any data provided by Fujitsu in order to
suppart Imgation is ba&ed on-the Audit taken at point 1 above, Since the processing. for produeing any
report is based on the same source of data (ie the audited data sent from the counter) it is peserted that
any report could be regenerated based: solely on the. audited data. - As described-in section 2.1, the
audited data consists not only of the Basket information, but also any other significant eyents anf! in
particular-the Openmg Figures (ie cash and stock Eevels) calcuiatevd at thes start of a new permd baaed on
the balanmng ofan accoummg penor.i ‘ :

i
"”;ﬁmm orito:be uhfe# fer: W-gwmr ate re,'mm Imscd on Ifw amm imff However sug oh dmrr i\ cwmiahlﬂ in.
“theaudit wriil, and i reguired, such 16oly coidd fechineally be developed 1o vesalve amy dispute i’
‘that-area. (Though there are zlﬂar/y cmm:mmul wm;adm ations (. kerms af the cost, rrmi e,‘fmf
i m’wd n c!f)nw 50 j
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3 Audit System

As outlined In-section 2.1 and described in section 2.4, any auditable fnessage from the counter iy stored,
together with its: Digital Signature and other key attributes in an “Audit table” (known as the Message
Journat) in BROB.

To enpure that the messege is not tampered witky after being sent from the counter, each message has
an assoclated Digital Signature.  The mechanism for creating this Dighal Sigrature is as follows:

1. AtLog On, the Coimtercreates an RSA Public/ Private key pair,

2. The Public key s sent to the BAL as part of the audited Log Un message

3. ThetogOn message is concatenated with the Digital Signatire and the BAL'S signing. quﬂtalﬁ
for its Public Key and sighed by a BAL Private key (het {j iny thﬁ dats C”emm-‘s Wiey Store) and added
o the- audit rall with-a BAL generated jsn

4. A subsieqient frmsursgﬁm Hie mgmﬁly sagna«ﬁ by the counter using the private Key established af
LipgOn,

5. Digitally Signirig a m@sqﬂgﬂ mwivm fakmg a BHA-1 Ha&h of thie m@smg# aﬂd wigieezﬂy sighing
the Mash value using REA.

6. The Digital signature is stored alongsite the message in tm Journal table anti is extracted with it
into the Audit fite v dmm ibind bielow

Each-night after midnight, the wm@ﬁw of {his table: fmr the pramau& uay are copied frmm the BF&D& ta a
nuraber of serial fites:

) /I fwmpr of ffim A xmemrw( u’am foithe w/rmw wf m{wu pfmrswd’ B h n’m All dmw fmm ,n:mw; .
b’mm # wﬂf b cinine «mrmwf dntee e el u;mﬁ;w af f!;wf« }Ww forgase of retriey «f ‘ .

At tbv& pmmt a gheck m ‘“ad@ that: 3n}:i2?a¢} thmra aw rm rre ﬁssmg ur dum@mm ;.xrw fc}fz' emy wumer arml
sheuld. any ) fmwd an. am\rt i8 mnsm S g

Th&‘s& fti% are ﬁwﬂ : pmd m ma Aud&'& sym;m Whm‘& mey cma sﬁeamm weth mgﬂ{a &.ea}s Th&*y are haid
there for a perigd ol 7-yedrs during which’ itmnf& trmy thay. be! r@irtawd and fillered to produce the relevant
audit data for a ﬁar?cuw Firam:h . .

The Digital Seal is cale umta;;s usmg an MD% hash r:;f the mmre content of the-file being sealed. This value
is stored in a separate “Seals Database" hwlcﬁ nn the Aucﬁ Server

Whenaver daia is reytrmwd tm aud&t mqmrms a m:m%:w of checks are carried out.

a) The audit have m;xt Raeem tampared with {% . ihe Seals onthe audit fles are correct)
b) The Individual Baskets (and other records) have their mgntal signatures checked to ensure that
they. have rmi kmem mrmptm

e amd also
¢ BAL's sigming.

ey A chﬂck is macje m %‘nu rewrdﬁ are méswmg ur dup lmmd 4’-3, a ch-é_ﬁ:k m mad@ that there are no
- gapsior dup{tc:me& in'thejsi aequﬂm:e% for'any: counter. '

it should be noted that this samea A&Mlt BYSIE Y wab Usedto told similar data from the old Hmrzzor« Syater,
However onthe old" Horizon. system the audit point was the mswage ;Qumai én the Riposie
Correspondence Servers. ant this the. technology Used for producing: Qhe audit of data is completety
different bistween the old Horizon system and Horizon Online.
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Note t!"lat tms dﬂcumant mnly cavena Hanmnd tt dmﬁ nm covm HNG-X (Homon C)nhﬂe)
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2 Horizon Data Integrity

Adpehit

 Audi
A Extract

Datta ™
Extract

‘ Resphidation

LJoupnat

The Hotzon system is designed to store-all dats losally on the counter's hard disk, Once the data has
been successfully stored there it is then replicated (copied) to the hard disks of any other counters in the
branch (and i the case of & single counter branch to the additional external storage: on the Single
counter), Deta i also-passéd on from the gateway counter fo the Horizon data centre using similar
mechanisms,

The replication process is designed such that-should the data fall to be copied immediately (for example
due to-a failure -on the Jocal [T network within the branch or ‘another counter being switched off or the
branch Lvmmc; disconnacted from the data centre), then further attempts are made fo replicate the data at
regular intervals until it is finally copied successfully, Once the data reaches the Deta Centre a further
copy ¥s taken and ﬂdd@d into the audit fail where it is available for reétrieval for up to 7 yeurs. Data in the
aydit trail is “sealed" with a secure checksum that is held separately to ensuré that it has not been
tarmpered with or corrupted.

Every record that is written to the transaction log has a unigue incrementing sequence number.  This
mgang it is posgible fo.detect if any trangitions records have been lost,

White, @ customer. sessign -ds.in. progress, details of the. transactions for that customer session are
normally. held in the compuder's memory until ‘the customer session (often known as the “stack”) is
settied. At thatpoint all details of the transactions. (including any methods of payment used) are writteri to
the “local hard - disk - and - replicated (a8 described “abous). - It “should ‘be noted- that double entry
hm}kﬁ&apm{g io uded when recording all financldl transactions, e for avery sale: of goods oF services,
there is & cmrmgr.md ng sntry to cover the method of waymmt that hay been.used. Wher.a stack? is
secured it is written in such & wﬁy that esther all ‘the: data is wiitten 1o the local hard disk or none of it is:
wiitten.  This contept of “atomic writes” is also taken into account when dsta is rerx&wmed t¢ other
systems tie other counters, external storage or the data ventre).

& Copyright Fujitau Services Lid 7000 C’:JMME.FU 1AL N (
WITHC.‘MT :
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‘The ‘data for a stack will -have been successfully secured to the Iocal hard disk before ihe screen is
updateﬂ indicating that'a new customer session can be started. Note that althwugh an attempt will have
been made fo replicate the data. to an external system at this time, there is no guarantee at this point that
guch repllcaticx will have | “successful. For example if there is a Network Failure followed by a
Termmal fmlum there is.a. silght risk tha‘t transactmns in the intervening period could be lost.

Al c:iata mat is written mcludes a "ahecksum“ value (known as a CRC) which is checked whenever the
data is read to ensure that it has:not been corrupted, Any such corruptions detected on reading will-result
in failures being recorded in ‘the -event fogs which are held on the local hard disk for a few days for
immediate diagnosis and slso immediately sent through to the data centre where they are held for 7
yeaf.s

Any fatluress m wu stea 'zo a hard di ak (after appropriate. retries). will rasult in: tha mumef faﬂmg am:i naedmg
to be rastarted and s0 will be lmmedlaiaiy vis;bfe to the user.

Wheénever data m r&tneved for audit enq.umas & number of chemks are carried out
1. The audit filss have not beer tafmpered with (ie the Seals on the audit files are corect)

2. The individual transacmnss have their CRCs checked o ensure that thay have not been
o ‘carrupted ‘

3. A check.is rnade that no mwrds are rmss;mg E.aah mcard geﬂerﬁted by & mummr has an
‘ mgre_.mental sequence number gnd a check is made that there are no gaps in the sequencing.

@ Copyright Fujitsu Services Lid 2009 COMMERCIAL IN CONFIDENCE AND Ref: ARCIGEN/REP/O004
WITHOUT PFREJUDHCE Versiomn: 1.0 }
Uncontrotled if frinted or Distributad Daw 28114204, w;mw%
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3 Scenarios

it should be noted that theas scenarios are all o do with equipiment failures and these will always be
visible to Fujiteu through the. svent logs which are retained.

3.1 A counter fails

When a counter falls, there ave two possible scenarios:

= ftcan be suncesshully restarked

¢ {teannol be suctessfully restarted, so.needs o be physically replaced

i each case thie Data Integrity considerations are differantand so are described separataly below

Once the cuunter has been restarted (regardless of whether or not it has been replaced) recovery may be
carried out if recoverable transactions are detected onthe gounter. Thisis diso discussed balow.

3141 The Counter is Successfully Restarted

in this case all the: data that had been secursd prior to-the failire is slilt present on the counter and s is
available for use. Ifthe Liseris in any doubt as to whether & ransaction had been completad ornot prior
tor the fallupe thiey Gan use the transaction logs to-confitm one way-or the other.

312 The Counter is Physically Replaced

%ﬂ ihis-case there Is no-cata:on the fooal Bard digk- of the wmmﬁmwm Gounter, However, since the data
shioid hav& been reglicated to nther Gouers in ih& émnm {or in'the dase of 4 single counter. branch to

thie external storage - which should have baen physically ‘mover 1o this replicerment counter), then thi

dista should be retiteved dnd copied to the néw tounter. Iffor some reason the data were not available

locally in the branch, then itwill be copied buck from the data centre. This all happens automatically as

part of the counter replacement procedire.

Note that-the hard diske afe encrypled so there is no s,j&n;gw ef data protection jssues onge the old
counter has, ba@n rem ad or af fis: stmam o L ‘

When a. wmmr us physically. rapi;awd zhwm 1% -1 p}mssmmty that not-all dma hag me; sw,c%smtiy
replicated 10 another system prior to the failure. In this scenario it is essential that the user confirms what
the fast mucm%fuﬁ wrlsmnﬂn :zm twat mumar WS, mg.mn by using hye trx%tmmctmn Togs.

3:1.3 - Transaction Recovery

Some:clusses of ransaction generate recovery data as they go along, 8o gy to ensurg that in the event of
a fallure between the transaction. starting and ihe basket:being secursd, there is sufficient information
available to enable the transaction. to be recovered.  On Horizon there are two separate mechanisms to
coverdifierent classes of transaction:

o Banking Recoyery -

s AP Recovery _ ‘ ‘

Buoth these. mc—wbwmamss are. awmmaﬂtmlw invoked during: Log-On, mhmla thie wamw detwct that-there
heis ?:omm a pomth faiture. . Thase are described below.

:5” 3, ‘é sammkmg E%aammry

This bovers credit card and «:#em% oard “ﬁrﬁﬂsamwﬁs aﬁa & Opwéjw tr@m%ctmm a8 wetl a% viling banking
transactions.

TG EGhgright Fulliten Geraces L 2009 COMMERTIAL N CONFIDENGE AND — Raf: ‘ Aﬁcmm:ﬁ?mmm
WITHOUT PREJUGICE Version: 10
Unicoritroliad if Printed or Distributed Dt it wm gamzmmm s
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A check is carried out to see if any incomplete banking style transactions (l.e. network banking, credit /
debit card or e-Top-Up) exist in the transaction logs for that counter. An incomplete transaction is one
where an authorisation request has been sent to-the financial institution, and there is no corresponding
completion message which is normally secured as part of setlement at the end of the Customer session.

in most cases, recovery information stored in the transaction log can be used to ascertain the outcome of
the fransaction being recovered and a suitable completion record is then recorded at the time of recovery.
in some cases the user is prompted to confirm whether or not the transaction has completed successfully
and the response from that prompt is used to generate the completion record.

3.1.3.2 AP Recovery
In the case of Automated Payments (AP), the user is asked if they wish to carry out AP recovery and they
have the option of doing so immediately or leaving it until later.

If the user carries out recovery they will be asked about the last succassful AP transaction (which can be
seen from the branch copies of the AP receipts that are printed) and the system will then check 1o see if it
has been completed in the system. If it has not been completed in the system, then the system will use
the AP Recovery data stored in the fransaction logs 1o ensure that all incomplete AP fransactions on the
counter up until the one specified by the user are completed at recovery time. To assist with this process,
each AP transaction has a unique, incrementing sequence number which is printed on the receipt.

Fujitsu understand that these processes are defined in Post Office’s Horizon User Guides.

3.2 A counter has a "Blue Screen of Death”

This is just a special case of a.counter failure, so pledse see section 3.1 above.

3.3 There are package collisions on networks

The replication protocols used to copy details of transactions between counters and also between the
gateway counter and the data centre ensure that the date is copied successfully. Should packets collide
on the network (or should there be any other network issues such as the IT communications link failing)
then the replication protocols will ensure that the data is re-sent. Such retries will continue until the data
is finally successfully transmitted.

& Copynant Fujiisy Services Lid 2000 COMMERGIAL IN CONFIDENGE AND — Hel. ARGIGENIRERI0004
o SR WITHOUT PREJUDICE Vemion: 10
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From: Rodric Williams < GRO b
To: Christopher Knight <{ GRO.. i
Ce: Pylrick. Bourke s GRO... r, Mark Underwood!
a SR6 R

Subject: RE: Horizon "Core Audit Process".
Date: Mon, 9 Nov 2015 18:07:52 +0000
Importapce: Normal
Attachments: 201511091 75431536 pdf, HorizenOnlineDatalntegrity_POL.DOC;
ARCGENREPOO04. HorizonDatalntegrity.doc
Embedded: FW:_E-mail _Delivery, from_ Lexig(R) Library

Chirig,

As requested, please find attached:

1. Witness Statement of Gareth Jenkins dated 15 January-2013. Although | have taken this from the lshag
prosecution files, it is stated 1o have beer prepared forthe "Jishaan Patel’ case to provide "some ﬁ}BﬂN&i information
regarding the Integrity of Morizon”. Please let me know if you need the evidence prepared for the Ishaaqg case
specificaily.

2. Email containing the judgrment in Post Office Lid v Castleton [2007] EWHC 5 (QB).

3. Fujitsu's "Horizon [ate Integrity” document dated 2 October 2009,

4. Fujitsti’s. "Horizon Online Data lidegrity for Post Office Lid” document dated 28 March 2012,

| can have hard copies of any/all of these documents with me at our offices tomorrow if you require.

Kind regards, Rodric

e Jfiginal Message-— .
From: Christopher Knight d GRO i
Sent; 09 November 2015 1HEE
To: Rodric Williams

¢ Patrick Bourke; Mark Underwood 1
5ubjeci Re: Hotizon "Core Audit Process’

Could we also have a copy of Gareth Jenkins' witness statement in the Ishaq prosecution please, dated 15 Jan 20137
Looks like it has a helpful overview of horizon.

Chris

> O 9 Nov 2015, at 14:07, "Rodric Wiliams” <i GRO & wrote:

k]

> Chiistopher,

:,.

> In-advance of the Morizon demoastration you will be aftending tomerrow, | atlach a PowerPoint prepared by Fujitsu
in January 2014 which summarises Horizon's."Core Audit Process”, e, the design features which “ensure that
aicourate and auditable records are kept of all sub-pa;tmamer tmﬂsactmns“ Fhought this might halp sxpiain what
hupwens toa 'tmnma’éim onee it hm haafn entered jivto. Hcmmﬁ try a branch

= The PowerPoint references two furmar doouments which describe in more detall the core. aurm Processes fm both
the mtgmai Horizon and curfent “Onlm versions. |'have not attached these as th&y are fairly technical, but can do 80
lf you \muie% iaha& 10 sm tmem ‘

e Kmd mgarda Rm!rw

> [citimage00.png@01D03A1D. 110824F0]
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» Rodre Willlams

> Solicitor, Corporate Services
b

-

= Post Office 14d. -
> 30 Einsbury Steet, mm;im mm MG@

>’ GRO i .

> BHCWlETET  GRO GRO I GRO |
w e

»

w

b

B ) .

P e e S L e et e e A A A

= This-email sind any allachiments are confideritial mwi intended for the-addresses only. i you are. mm“%m Mmml

recipient, you must fnot use; disclose, reproducs, eopy or distribute the tontents of this communics

eived this in wrror, please contact the sender by reply small and then delete this emall from: ymv swwm Any vigwe:

aropiitions expressid within this smail are Solely those of the sonder, niuss tthenise spaoifically stwed.

>

» POST OFFICE LIMTED is registered inc England and Wales no 21545640, Registersd a:efﬁm hnmbury Lyial 8 i)
Finsbury Street, London EC2Y 9AQ.

b
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From: Jonny Giribben GRO '
Tz Rodric Williams! GRO i
Subject: FW: E-mail Delivery from Lexis(R) Library
Brate: Wed, 27 Nov 2013 12:44:21 +0000
Importance: Mormal

Here you go

From: Lexis(R)Library | GRO i
Sient: 27 November 2077 12 43

o Jonny Gribben: :

Subject: E-roall Delivery fromy Lesds(iR) L!brary

Al Buighaind Reporter/2007/ January/Post Office Ltdv Castleton - [2007] All ER (DY 125 (Jan)

[2007) ALLER-(0 125 (Jan)
Post Office Ltd v a»l eton

20@’7} !AWH( 3 {Qm

Cuieen's :ﬁe‘ﬁ,@h Dhvigion

Judge Richard Havery QC sitting as & judge of the High Court

23 Javwavy 2007
Aconmt - Action for - Shortage on accounts of post office - Whether subpostmaster able to-account for shortage.

At the mpterial time, the defendant was g subpostmaster. In aeeordance with the niles and practice of the claimant, accounts of
wangactinns at the post 6ffce were prepared weekly, The-aceounts for weeks 42-531 of the year 20032004 showed 4 shovtage of
£22,963,34, On 23 March 2004, an audit took place which revesled a shortage of £25,758.75. The defendant was suspended from
duty: on that diy; and his contract was mi:mequmﬂy terminated. ﬂw cladimant issued: prmeedmgu for ihad; SHg, p\ius A additional
£100. 20 in msatmn 1 Mumml mﬂmy THONRYS. e e

The de hmdmt dm:m:d halmhiv Hu cs)nmndmi that tiw luﬁz&cﬂ weny iHusory-and not rml and were the product of. the wmf:uxer and
accounting system used by the claimant.

The et ruled:

fri the gi.@ééun@mrx‘ceﬂ of 'tI\_m éﬂsc:;“_ !_lw-_acmﬁnﬁng ﬁy@;‘mm: Dad heen W;‘M«iﬂg ;x%npm*ly; “-zsn_c_i‘ﬂ\ce' shortags shown nl“ﬁl?z;,%.’&;ﬁd pnthe
aecounts was real, and niot illasory, Wergovér, the anditon 23 March had been accurate, and confirmed that the shorefll at the end:
af the pie evitus account hﬁd :oﬂm seul; !«mf?u&r, ihe ﬂwﬁ:ndam Wi umler B dutse teaccoun to.the dmmam e m‘;pwi of tifm "*«I;&um‘mi-
lmtiery mmmya : . :

H-followed thm ﬂwm wmmid be fudmﬂmt ag,mnsz thez uiei‘wndﬂm i the s of mzs 85& 95
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Richard Morgan (iostrocted by Hond Pearee LLP) for the claimant.

The defendant appesred i person.

Aavon Turpin  Barristér.

Judgenont

(20071 EWHC S (OB)

QUEENS BENCH DIVISION

22 JANUARY 2007

SJUDGE RICHARD HAVERY QU (Sitting as & Judpe of the High Court)

APPROVED SLDGMENT

YTE SHALL .B:f" ARCEM QR THIS
e

IDIRECT THAT PURSUANT TG CPR PD 304 PARA 6.1 NOOPFICIAL SHORTHANE N
JUBGMENT AND THAT COPIES OF THIS VERSION AS HANDED DOWMN MAY ‘BE TREATED AS AUTHENT

.r.‘-*

HIS HONCGUR JUDGE RICHARD HAVERY (1.C

. This is a ¢laim by Post Office Limited on an aecount stated by one of its frmer subpostiasters, the defendant Wi Castleton.
iy, Castleton adimits that he wis an accomnting party, The statement of the account, though not its validity, is admited,
Accordinghy, the burden of proef ties on My, Castleron 1o show that the account s wrong. On thit point the taw is cleat. In Bhaw v
Picton (18254 B, & C. 715, 729; Bayley 3 said

i i gnite: clear, that 1 anagent {employed fo veceive smoney, and bouid by his duty 1o his priocipal from time o
thmie th conimuicnte to-him whiether the woney 16 reteived o not, ) rendues an account o e 1o tme which
containg W staterent that-the money-is recetved, he is bound by that seconnt wnless b can shew that that sratesnient
was made unintentionally and by mistake. Whe connot shew that; be is.not at liberty afterwards 1o sy that the
mionay had not been received, and nover will be received, anil to olaim reiimbursemient in respectof those sims S
which he had previously given eredit.

And in Camitlo Tanik Steamship Company Limited v. Alexandria Enginsering Works (1921) 38 TLR. 134, 143 Vikicount Cave, in
the cotnse ofa dissenting speech, mnde the following rematks, whivh T beliove to be unoontroversial:

The gxpression "ageount statod” .. has migre than one monming. 10 sometimes means & clidm to privment made by
one party. and adiitied by-the other 1o be correet, An account stated o thisdense is wo e than aecadigission of a
dbt mat of court, and whilst it is no doubt cogent evidence against thie admitting party, and throws upon him the
burden of proving that the-debe iz not du, it may tike sy other admiission, B shiown to have bein made th siior,

T
A

2. The sceounts in this case are weekly couats entitled Cash Account (Final 3 signed By Mi. Cy as corvect, of a post office
at 34, St Maging dhington, Yoikshive, of which he was appointed subpostrasterin fune 2003 T drcordative with the
ruleiand practice of the: Post Office, atooumty ol the wagsactions at the postwtfice Dwtiich Tus been called *Martie Dirive”y were
pwwm:«;é swirkly for the. pt,m:sda_i i Phusesday:to the folloswing Wadseiday, Tl scbounts fn cisstion were' acsounis For-wasky 42
to-51 of the wzr 200312004, which relate to the weelks einding Wc&drwsciay 14t January 2004 to. Wedneiday 17th Mugcti 2004 The
acoounts built wp substantial appaent diserepancies, The Cash Accoint (Final) for week 51 shows a shortage of £22,963.34, In
sonsequence Mariig Drive was closed all day va 23rd March 2004 for the prirpoie of an-audic That avdit shiowed s shigrtage of
£25, 758,75, My, Cagtleton was susponded from his duties on thet day, An adiditional swn of £100.20 4 olaimed o relation 1o
Wational Lottery memeys. The total elaim is-for the sum of those two amioums, viz, $25,858.95, The burden of proof on M.
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Castleton can relate only to the figure of £22,963.34 . In the event, as will appear, the identity of the party on whons lies the burden
of proof is not ipartant in this case.

& The frst supnificant discrepancy appeared in the accoumts relied on by the claimant i week 43, Thereafier significant finther
discrepancies appeared i weeks 44, 46, 48, 49, 56 and 51 M. Castleton gave evidence that the firat discrepancy, of approximately
£1100, appeared by week 42, but that he made it gond ot of his own pocker. 1am satisfied on the evidence of Mrs, Catherine
Ciglesby, his their e imanager, that he told her gheitly before New Year 2004 thiat a shortfall of about £1 10 had occurved on week
3 the: week ending 23 December 2003). Nevertheless, for some reason fhat has not been intelligibly explained, the first and

reit mention of the figuren the accounts is areference in the print-out of the Final Balance (see below ) for week 42 of a

" Hl%rewm;y over" of £1163,00-and a “Disgrepancy short” of £1105.60. The Payments oluwmn of the Finel Balance shows.a nett
discrepancy of £0.60, M. Morgan did not accept that My, Castleron had paic in £1100, 1 shall return 1o that point. Yt goes only-to
oredit, since none of the Final Balances or the Cash Acvounts (Final) from week 39 onwards show a nett discrepancy of that sum.
Mir. Gastleton promptly reported shortfalls in weeks 43, 44, 46 and 48. Mr. Morgan disclaimed any dishonesty on the part of Mr.
Castheton.

4. My, Castleton admits that on 23rd Mareh 2004 there was an apparent shortfall in-the account of Marine Drive in the sunvof
£25,758.75, He admits thar he produced weekly Balpnce Lists (the documents in qmqimn are headed "Fin Balanee" ) and
personally produced, signed off snd subimitted 1o the claimant Cash Accounts (Final) up to week 1. His case was that the Josses
apparently shown by the Balance: Lists and Cash Accounts (Final) were illusory not real. 1t was entirely the product of problems
with the Horizon computer dnd accounting sysiem used by the claimant, The apparent shortfalls were nothing move than
aoconnting ervors arising from the operation of the Horizon system.

5. There were two compiter terminils at Maging Ditve. Each compister terminal included a processor, a touch-sensitive screem, a
keyhoard, a barcode scaimer and a privter, The Taid down practice, i outline, was and is as follows, The clerk recrrds on the
compater all transactions that be makes. Traisactions other than oisling banking are recorded ot only on the computer-but also by
a document, such as a television licence counterfoil, savings bank deposit- oy withdrawal slip ora cheque. Sowie transactions are
known as APS (atopmated pﬂyuwnt system]} trangactions. Those are tratisactions where a customer eithier uses g caud containing a
miagnetic stip to-pay a bill or pays & bill that is baréoded. There are cortesponding APS slips recording APS transactions. The
subpostiaster is respongible for cheoking daily the computer records of the transactions of the day against the docwmentation. He
prings o the computeér seeords of the transautions, wnd when satisfied that they tally with the documentation he sends the
documeittation in sealed bags or snvelopes by the last collection-of the day 1o the relevant wentres. He ricelves cash, stamps and
other cash-type items from Hme o time in sealed bags and has i record dafly the amount of cagh held by refergnce to the
denominations of notes and voing. The subpostmaster s also responsible for producing s weekly balance. There are in the papers
before me printouts of weekly Final mimwa For Mavine Drive for the relevant woeks and m L ash Awmuﬁs {Fxml) mgwd by
N € nsﬁﬁum . . : . .

b, L\ ey weuk aftier: mw of bumne:yzt at 5. m ;'r.,m mn chéﬂ%sdw anyid fmmm o;xmmg at 9 i ihumday. M’K thwma
uhqued e, Mu-};lﬂ at Ma,» . Dm"e,( s reguit ;ly;,a Post &i)f'ﬂm ;m;cmw 35 . . .

]ﬁ 18 nhwmﬂ khai ihe. weah‘ ammmts ofa pmat uﬂmce ‘bahmw nf the dﬁfsrm:w mmewmeﬁ hy tlw rece pts mins the y«aymenm
mumis this diffesunce represented by the value of the stock ab the end of the week minus the valie of the stock at the end of the
previous wesk. I those fwo differences are pot equal, there is a. étme;my I the former difference is greater than the Jatter, there
iy a Jogs, whiich is treated a8 pasitive dus«mpam‘y 1 t}w ﬁ:mm i less than the latter, theve is 4 gam Thatiis m:mmd asa m,gahw

dxucrwam.y e

L
An = the stock at-the end of week n;
L]
= the recuipts during week o,
.

Py thie payients during week 1;
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o
s = the discrepaney for week n (pogitive for a foss, negative fora gaing;
W
Str= thie algebraiy sumit swin biking irito aceownt the sign, positive or negaiive) of the discrepancis fhr all
televiint weeks up 1o aid mt::mdmg weekn;
thient
w*®
R - P~ (Ags - M»i'} = Py By - Sne 1,
i.e.
L]

Forv b Adied 4 B | o= Pt An S

&. The weekly final balances produced by the Foxzon systent show both volurms add vatue. I am cmmmmd' here onty with Value.
The halances ars set out in the following way. First, there is a-tist of the stock, described as " P (oagh, stamips, phone
cards; postat owders and 5o o, giving e valueofesch iteor and-a total [An) There followsia ikt %wadwd Regeipis which béging
with an item. “Balance broaght Forward”, The bilanes beoupht forwaid is the st of the: prsvions wiisk's Stogk and MO dnd the
acormilated disprepancios ag of the pravious week, i.e. An-§ + Bl The test of the Regwipts. colunin iaa Hst of the receipts (Rn)
{\nr the wwk i queﬂmcm A mtai wimh ﬂ1 g mpresuma Fent mm o *nm wppmu w,r ﬂw iwmmm Of mhe miumn Tt i dwmnmw

'”! t:mai (myrmnm hmwe wbmh is Pn. s Aan l~ _P,m, T ha — sizwrw]mnm% e miwlatmi 50 88 m gwa Ww 16 tm'x Satie u}tz!!
Vayinends colunin s appears ander the .Rmmpts colymn, There is then a figire of "Batanee carcied forward" whiich is the algebraic

sum of the Stock and MOP figure asd the Dscrepancies figure (e, An + Sn, The logie-of the system thus requives that

R+ An-l + 8n-t = Pt Ais + Sy,

a8 it should, The entries (hut not the. balanees and disceepancies caleulated by the systemy weie enterid by M Castléton or his
assigtant irali cases at Marine Drive while Mr, Castléton was subpostimvister, He accepts, and indeer. agserts; thist they we corrt.
The correctness-of the aiithmetin iy not in isaue.

9. Mr. Castheton, belng slanied by the mrowing discrepancios, was alloveed by the cleimant o puttwo gecumutated discrepancivs
(deficits) to 8 suspense acpownt, That was done by. entering the relevant aceumdated disciupancy s a fictitions expense in the
Payments colisin of the Final Balance document. On etich oecasion the accumulatedd digorepancy wis reset it zero,
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10 The figures in the weekly Final Balances werk reflected in the weekly docmmnents entithed “Cash Account (F uwlj” all of which
were sigoed by Mr. Castheton as sorreet. The Cash Accounts (Final) showed the acoumulated digcrepancies appearing in the Final
Balance print-oits. They alse showed the suspernise agcount figures in atable beaded “ Authiwised Cash Sherfages® The sigyed”
Casly Acsoums (Finat), unlike the Final Balance documents, included the auhorized cash shortages in the Stock and MOP figiies
and v the figures cartied forward (entithed “balagce due to Post Dfice” in the Cash Aceounis (Final )y, The vnderlying logic of the
two gets of docwinents was m“hcm isie e same, and a::unnm Em szlwd ‘ ’ .

P M € msﬁmm e,msvmammefﬁ My Jcmu .%mw&, who Traid hs:arri ‘vix Castleton's appeal against » xﬁr:u:mm of tie claitiaii to
disnuiss T, on some figures that My, Jones had produced for the purposes af thi appeal. Those figures had been extravied from
the Clash Accounts (Final). The point put by Mr. Castleton was fhat Mr. Jones's figares showed that the receipts for weeks 42 to 51
inclugive totalled an amount Tess by £9240 than the paysments, vt during the same period Mr. Jones's figures showed that the cash
o hand (part of the Stock and MOP figures) had falien by only £4700. Thuy My, Jones's figures, far from showing a-positive
diserepancy {loss), showed a negative discrepancy (gain). My, Jones said that the figures were only an extract t show trends
redating to cash. He did not rély on those figures in order to show: thet the shortage was i shortage of cash. However, in view of
that ine of cross-examination 1 have mymﬂf wmtmi froam-the Final Bulmm: the mlwam fignves m‘ Rn P, Am, A1 and Si,
iiwy appiar-in-the table hclmw ‘

Week  sm{g  [Aw Mac:k& MOPEE) T TRe) T Ten ()
a T oy T Es«mrmz - DTIEON A DA
42 ' ER - e CH22020066 18391581
43 ' ' e 8 109,950.20
N O (A MS*ME‘) l82704.43
47 mmw’i T RT0ea0n
ag T T T _ Teaarize T loLa6822
49 T T T T 3 AR08 [79,312.30
e o =
1 n2iose T aneAeT TUUIeN6R9 S . [TA8579]
Tosal Hootr o wh a Do 873020050 - - |B68.BIST6
Difference 1121009 ‘lwm R T B T8

Thel w ﬁgww m tlu, s&tmwa iahle is *he siuffamnw bmwwn the totals'in me mx mné P‘u cmiumm mpmmmng ati exeess of mwe:ma
over payments, 1t will be seen:that that, phls the dininution in Stock & MOR, equals the increase in the acownulated discrepangy.
Thus no faw can be fowd on this account in the Horizon system, The payments-figure in week 47 includes an authorized fictitious
payment of £8.243.40, The payments figore dn week 49 includes an authorized fictitious payment of £3,509.68 Those two
paymients, totalling £11,752.78, were debited 1o the suspense account, and they appear as authosized cash shortages in the relevam
Cash- Acgounts (Fin e total of the discrepanicies at the end of week. 51, namely £11,210.56, phiss the amowunt in the suspense
account 5 £22.963, "m Thus the siecounts show that s o be: die from M Castietan to the claimants, Since My Chstleton deoepts
the ascuracy of his ewtres indhe accownits and the comrectness of the arthmigtic, and singe the Togic of the system-is comeet, thie-
conclusion s inescapably that the Hopizon systeir was working property tn all material respects, and that the shortfall of
£22.963.34.is real, not illisory.

12 Lshall nevertheless comsiderthe poins made by Mr. Castleton in relation to the reliability of the Horizon systens.

13, M. Castloton subimitted that there were anomaliss in the operation of the Horizon system, therehy implying that the sysiem
was defective, The fisst anomaly was a discrepancy between o computer pritit-out of all inputs to the compuier and a figure
produced by the computer. The former showed that at 174130 an Tih Tanoary: 2004 Mr. Castleton (personally identified by his.
conde ) had delared fontered fito the: wmmmim} a stamp total of zero. There were no subsequent relevant entries beftre G711 on.
&l mmaary Yet the Final Balance printed out on Bih. Jenuary at §7;11 shiowed a figure of £1183,22 f ..ﬁle Mmk of postage stamps
(part of "Othey postage items") and £1249.07 (1otal of "Other postage items™). for week 41, Thers wits no. suggestion that the latier
figrrss wiere incorrect. My, Castleton said that it was the former printout stating "Declate stawp fotal £0.00" that was incorrect;
{Therewas, memer, an entry-onthe former print-out showing "Declare stamp total £1183.22" st 17:06:59 dn Th Jamry s, M
Cz&sﬂmm said that the fgureof &1524‘1 07 would show upas 'y Toss.on thy pext week's cash account. He gaid that the figiir a[‘
£1249.07 vais correct, bt the Zero enitry would cause the computer to shiow s logs. s 1 understand his argument; the computer
would dothat begause it would caleulate the balince on the basis that the value of the stock of stamps tied been diminished by
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£1247.09, Me Castheton subimised that thie ibove matter lad to the entey of "Discreriny: sl inithe bocat th top of the Pingl
Batanoe forweuk 42, 1 reject that degremiant for the- following repsons. First; it-is- abisydantty cleat thit e cudipriter-didinot:
aaiml e tha bai&nua onnthebasls that ﬂm, wxi i of the av?m:% }mﬂl Iwm dmsmmim} by y ,EWA? - e fguves privited mﬂ e wwﬁ- 4?

the Ww\% was rmly 6(]1} g hnsa at me mp 43’5"'61‘&»3 Fimal Balance for ‘weck M.:-WE; &:ftg:me /m %h«pww asithe diftirence hwvwm'fu M IW
which e Castleton said B paiid tnand £1103.60 which is described ag "Elmmg}may shiort”. The production of the box, which
does. not euler dnlo -Khe caloptativn of the fosl balawee, isbxpliined. Thivd; the: fighreif about £1 100 wins 1 ghaoitfal @ tha My,
Cagtleton had told M shy had otiured hefori the pravions Christeas: This, whxhl fhae m;m,« "uu,hm, smnp totil m Oi"is
not: u\plmrwﬁ Fam ganisfi m} that: Ny, € mtlmmmarmnmmt i migeoneeived,

14 E‘Em wwmﬁ aswma%y on wimh Mt (. as Evmg: m%ml WA ai:fi‘em&w ﬂmtweﬁm i hgi:rm o§ O T ai‘ alwqum At EHYS on
3vd Mayeh. 70&4 a siiles veport printed out by Me Crhatléon showed reegipty iof chegues 1o the value nf 35333080 07: 37 o dih
Mapch 2004 in.the. Final Balance there was an-entry i the Payments iecibuin " Rieineoist Datw Cen £35 FERAN Ty wian ot s diipabe
that"Ram out ﬂma £ ‘cﬁ” nmm rormittod am o baw L& v;mtm B ﬁez:mlmwm ()ei' H‘w dmmﬂm whmh dmﬂh w Hh dmu}mm ami t@mt mn
ontiy W

bt 8 nrﬂ 54 lg}guﬂm} t&mz_ mg. ! 5 apiys ;
veplied that the sales veport Dad i mpur mm ﬁw frxmf batmm w)umh i nh\rmusiy,, mnmx Wm Mw a’aatl‘ums. mlmnissr,mn was ahai
thig disorepancy showed ar monaly i e operation of the computer. Te nit zimem it that is so. The compuier totals thi,-
m:,m;m af cheques s they have been entered into-i, There is evidence that gle métimes ervoneoaly-enter cash as chegues,
But i any case, the figure does not apiigar in the Fival Balance or Craah Aceris (Final), The ervor in the figure of £3533.30, i
errorit-be, i3 not significant evidenoe thist the l”‘I*@rimn systein was not working properly,

L5, M Canfl ezmx ;mﬁ forwapd g thivd xﬂﬂmalv Yhfe. pri=out of inputs o the compmtier shoves that on Tt Tanuary 2004 0t
F7 58 and apain at 15 10:42 cash torhl £0 "W way declared, Mr Castleton submitted that that wowld not ave happened. The
samie print-out-has the tallowing furbier e BTN othiers; Tth January 2004, 18:27:54 “Dieclare cash mtal £81899 327 mm mh««
v oy i T8 Beport wiat Balanic e opy™s on Tk Janunry-at 07:30:20 "Declary caghiotal £82997,32",
saineday at 073317 “Dectire mie.h total £83328:32" The Jastmentioned Bgure sppears i the Final Batance and i the wmsd
Cashe Ageount H“m.aki I il thie b figee of 48 899,32 was gorregt and would: have buen entistod into the compiter
by hiroself o by -ong 6 his: m';mtanm He safd that no-oiie wnum have eutered o figure.of £0.00: Tt woild be iipassilte for this
comipatise o produch a sepont on it and wot lave it inpuited o the other side”, he.said. By "the ofser s widu, 1 rake i that he was
veferring tethe Payements vobumn in the. Finat Balange, which Hohides wo amouit Rie "Stock & MOPY, which itselfinchudog a sy
for eash, The Fiiial Balince and the € a‘.h Adcount(Findl). For:thie woek: in quest i | ek 47 ) are- bagedion die declared vash-total
of £83328. 32 The point: Mr. Castleton wasimaling, | think, was that b record b injiuts must be. weong i showing "Declare cash
Totul £0,00%, T havesheaid no expent gy idenaabuwu tlie prini-oup of inputs iiito the compiter. The fagk that there appear entrles.
"Deglare cost 8500 which have no apparént effect oir the secoiiis is exiguous ovidence that the Horizon gysteny was: Sawed.

16, Angther point svises heve, A print-out of declared cash made at07:33 on 15th January 2004 shows a toind of £83328.32, The
individual amounts represented by coing and notes of specified fice values e sui ont bn/the privt-oul in a Hat, and the total comes
o $83328.32. A ranusctipt page of the stockiaking of cash also shows the gmounts represeited by coins andnotes of speuified
face values, Thoge hgum' e the sume ns those in theprinted Hat, with 2 sivgle exception. The manuscript note shows s total of
£16] in S0-penpe pleces. The print-ou ghows 4 Totat of £1590.00 in SOxpenue plties; IFithe fpure of £161 wmfr mdmmmed %or
EER90; the total would rotaw fo MH@W 32; the: ﬁguw, cmgumny mwrc:& eVl ?f'? 54 ﬂm pmwmw myp AL

17 Mu Mmgzaaﬁ LT :«zmmd! it thie hwm& %Qmwm iy pmﬁwmﬂs of smﬁ n! 20‘6:} {md My, vobiis P 150 Jurdary 2000 wie
tnplansiblin. There by aprint-out of declared cashas of 07:3% on Usth fanuary 2004, Thatis showrras wiek 42, being bifors
apening, time on:the fest day of week 43, Thera is also o print-out of cash on harid as of 17:32 o the savie day. Cadh ot Fiand was
counted and resordud daily B teams pf the totalvalue of thedtemis of each deiornination. Thiere' 18 s mamisuript note of the cownt of
cash: ow hand sibiick wag. the: basis of the peiat-out. Tuking e fiyures iy clwonobugical opder we bave 0733 M8 tioe: 17:32, Thet
out the figuresiin the tatite istow, togetlir with the numbers of coing, which aré ot et oFigtival st

I8, $t-was gaid that week 42 had shown a-Joss of about £1100. The evidénce is somewhat eguivacal. M Cestletpn wiote n his
weittiess stabdment -



POL00043789
POL00043789

Until Wedinesday tth Jannary 2004 we balanced £1103.15 short we cold 06 10 TRASON _fm: this at the time,

Mrs: Chiristine Train was an expenienced coimter: v;mk who worked at Marine Tiiive at fhe material fime. Mys. Train wyote in her
W!H}GW statement.

When in week 42 we carried ont the Batance and the system shows [m} - Iows of around £1100 it was o surprise bit
we thought we must have missed a bundle, of notes and # bag of coins. The cash was recounted but we rrived ar
exactly thie swme fignee again, ... We were winble 1o identify the gource of the problem on the following marming.
Ultimarety “astleton had to make good the £1100 togs o7 so in oash froin his.own pocket to allow the ays.tﬂm {64]
bafange and so enable us 10 voll aver for the, following week. .

19, The difference botwein the vash declared at 18:27:54 on Mith Junvaiy and the cash declured at 07:33:17 on 15th Jamuary is
equal 1o e difference between £1590 and £161. My, Margai submitted that it was implansible, that Mr. Castleton should have paid
in-that sum, £1429. in 50p. piéces, He told mie that they wonild weigh over 20 kilogtams-and, if placed in-a pile, would redch a
height of 5 inetris. Morgover, Twould add that afl- of them and rmore had. ammrm(w Been used up hry the end of the day, At 17,32
on the same d&ﬁ{‘ 15t Jmuary the vm?u@ m the stock 01 ﬁﬂ ;mms was shown ak £34 S0at I’?:M o 16ith 4 mx : twm shown as

1. Mrs, “Train was cross-examined about her régoliection of the payment in of £1100, specifically whuther it mvo%vved a large
number of soins, She was clearly embarrassed by the questions brid gave no defivite answer. | an ot satisfied that the st was
paid in

22. Druring the bearing, W Castleton sought to adduce evidence of other complaints from subposimasters oF other post offices
about the Hevizon systern. Ladimitted in evidence the fact that there wers. a few such complaints, bur Lrefused to admit gvidence of
the fagcts inderlying such cqm;ﬂmmm em\::e uxa: wnuld Bave: mmh m‘& u maf witlin g gl 1 besrd evidency ‘ﬁnm ﬁomﬂz Day, who
was. chirently the: ternpo e i i

wortrying s ingony
patéway: keyhoam v fm* ciigtomers’ trarmtmm e Shu fm»m} o Way round iw problem, ﬂmugﬁ u tomk soine: mm h ot it wits
sobvisd bis, Dy said that she had niaw heen st Marine Drive post affice for abenit 2172 years snd shie wirs convinced that the
problem was with the Horizon wsmm She recalled that i her previous post office, a smalf mmge past office, she %pﬁmwue{i
two-anomalies G?m! she confd net ¢ plain. On-ong occasion she was several hunﬂwd pmmdfs in sarplus "which never turoed up”,
The same thing hnpmnmi agging inexphicably. Surely, she sad, i she hud wissed mpumng @ (:vm pﬂyment ora Nwor’mi szmgs
anid mvemm! mymem someorie w{mm haw: mmmf it wmwr or lmﬂ’? .

230 hemd wuimce fmm Amw %"bmmhms i ,syﬂtem spwaim cmplc;yw& by {'watsu thie cor imy ﬂmt ;as owd% the Hmwm _
servige, She has wmkmg kmw@r:dge of thie Horizon cmnpmev &mm msed bv fhe umman She wd ﬂmt calls f‘rmn pqstmasmm

%quare in I“afkafié The ;mab!mu at Callender ‘iqimm had whié satd, arisen ﬁdm an erfor %h the Hmzmx gystem, but there was no'
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evidénce of such a thing at Mr Castleton's branch. [ found Mrs, Chamburs to be a clear, knowledgeable and reliable witncss, and |
aeeept her evidence.

24 Bugpessors 1o M, Castleton as subpostimusters at Marie Drive gave evidence bifore me. They were Ruth Stmypson, Gregory
Boath mu& I Day. M wpson ook over Maring Ehlve o5 Saporacy sobipostmistres on iuw%y Dibed et 2004 and
remaingd in it position uniil Wednmday 3 Tst April 2004, Mr, Booth acted as wnpm”aw subpestivaster frosm 2ist Apit 2004
ikl 286 May 2004, Mes. Day, 10 whose evidence § have referrod above, became tomporary subpostmistress from abont 29k May
2004, Mirs. Sivapson satd thit she had had wo problems with the comiputers mf}ﬁ: than the :mmi trivigl problems :hm ong tends 1o
experience with computers oh opcagions. In g}aﬂ;m ik iti
cormands, and information had to be mﬂcmd i thy Lzarvbmrd The sciden dsd ot freeze, wor was theve any failors of
compmamicition bistwesn the tao termivaly. She pics bk 1o ve-boot the computer becange the screen went tilank Shie did not
remember any of the-equipment being changed.” There vere no lrsge ;hwm;mmm during her teim of office. The masdmum
diserepuncy was £141.95, She theught it might bave been dite 16-a pension having beeripaid out twice. The next largest
diserepancy way £19,38. M. Booth expisienced no sipnificint discreparicies other than two which were defibertely induced to
chek the operation ofthe Horizon systerm havivg regaid to Mr. Castleton's alfegations. Mrs, Day. did oot give evidence of having
expurienced any discrepancies af Muring Drive.

i ;t h sl workisd for the Pst Offive § ince 1991 aid Tind g working
‘ et that be thoight that every transaction (spart from
G bmvmn s withidraw g o dg:pmsmrm ikl at th countsr) recorded By the Clerb oncfo theid compinter his a
corrgsponding physical docwment, stich as TV ficerive Gaimterfoll, sav itifhs bank depasit {or] withdrawal slip or eheque, Afer
explaining the matter in some detail, he wrote this:

25 M Anilyew Wise, oF ibiz Netwisil m.w_efmmm g:;:@'_mé

Acocordingly, it can be seen fliat if this clerk or subpostmaster makies u iistake when fmputing [sie: inputiing?}
trandnetion details it theircomputer there dre o umbe o points A whm,ﬁ ihig gany be picke biecause there

sive daily am Wﬂwkly Tepiits thm the mﬂ‘:gm&tmaﬂtfr(-ﬂj e to prodise a8 whig stage they hitve to check and satisfy
s (!‘m mampm %1‘ pensiops and ..

tﬁm. ﬁ ey vamm!d
‘ ' ditp it this Prey f
wirargly m,cm‘dm 4l iy r(..m_‘wa'mm T weniviitedd alrhough this ean gasily take up e 12 !xwits o s, i’_m W!Si
tedn that iF a thibsaction: hiss: been over or wiidler stated there will be eithir a.clainy ervor-or s cherge wrror
mspectively.

That e\:‘iygie;:y;;e: WS -w{ ﬁ!ﬁai'&ﬁ.xi;;,faai. :sm_d Faceptit.

il et Fhe hrmmh wits ghmt of cush in wha; sein.of £25.758: 7"5 f e wg)! ﬁh.
: mm apthe pnd of the previvus accounts wiek was real, It as not been

norial pﬁm
»ffice wis closed. T {
EHO020. Rafore a.:mmdmm th merits of th ﬁlmm, J}ﬁi uemaﬂbm tlm.;,ymmzm
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291 yead evidence of My, Michiel Juhnson, whom Mr. Cagtleton did not requive to be called as a witness. He was employed by the
clatmant in the Lottery Exceptions Tear. The following description of the ottery system is:derived largely from his evidence. At
the lottery termmal in the shop the eustomer pays the shop cledk for a lottery ticket, which is printed by the terininal. Details of the
ansaction are almost mstantaneousty downloaded to Camelot, which runs the National Lottery, The subpostiaster uses the shop
1l receipts to input the details of the lottery transactions inte the Hovzon computer tevpingl. Prizes up to o cerfain smount are
paid cut by the clerk on presentation of o winning ticket (not necessarily purchased i the shopl. Thiose details are also entered inta
the Horigon system, Camelot electramically sends fo the claimant's data centre details of the transactions for every relevant retailer.
The mfwmaﬂm is mirmmtma!ly compared to the information received on the Morizon system from ench branch. Hithers is 2
diserepancy, m eror natice will be issued unless (not this case) Hie matter is.dealt with direstly with the branch, M. Johnson
exhibited extracts from a spreadsheet taken from the claimant's Tssued Frrors Database. for the Marine Drive branch, They showed
a lottery-charge evror that-occurred on 23rd March 2004 for £176, an amount by which lottery online sales had beeiy understated in
the receipts section. The money represented money that was received by the branch in relation to the National Lottery bt not
entered by the branch into the Horizon computer, T addition, a clainr ervor nofice was isued for £75 80, That represented Lotiery
prize payiments that weie understated by the Marine Drive Branch in the payments section. 1t represents a ereditin favour of the
brawich,

50" had been eptered as the

30 The Cash Account {(Finsl) for M6 Simpson's fiest week s p@&hnmrﬁsg week 52, a{qu that wzw
| 5 ot | for that weck

amicunt of the lottery ficket rwuﬁs for that week: The: :
totalled £2394.50, & disciepancy of £176, Those: fighres wer bivker dnwn into daily amomits. The amount for 2380 March was
L1796 Fan safisfied that that error atose because Mis, Shmpson did not enter the sivoums shows on the relevant till regeipts into
the Horizon system. Stwilarly, the figare. entered ini'the Cash Actount {Fini i;as Matiowal Lottery prizes. for that week was
£5792.B0, Avsording 1o anwl&t;' iy figure shioild Rave been £5868:60: 4 ‘%cwpmmy of £75.80. Mr. Jolmson saich, without
explaiing the sachaiism, that the ﬁnum oﬁ:’/‘i K0 m;m:smﬂed Nmmmi Lmrcwy pmm payireiits that weie understated by the
Marine Divive branch,

31 The defence p!eﬂc?ed by Mr. Castleton's then counsel to the claim for £100.20 was

Ney admissions are niude as 1o thii Fagis in pamgw ph 11, Being matters that c\mumd after the deﬁemd;mt ‘.

© suspensian, and the olaimant i5 put 1o proof of theoy. but the defendant's Hability is denied. Having been suspendid
ay set.out 11 pasagraph 2 above, the. ﬁﬁfml&aﬂt hiadh nos wary: of trangactig those matters andfor the claimant's

ility for the Kmam,h dﬂ.da or the clainant's audit staff had

balanced the accounts prior fo her dmng s

In his skeleton opening argument, M. Castleton said that the foftery moneys and terminal receipts were given to Mrs. Simpson on
thie moming of 24th Margh. Although be wiote about Mrs. Simpsorn at some Tength in Tis witness statement, he pade no mention
there of any payient made to herorof the handing over of any documents to er. Mr. Castleton was cross-exarmined about the
lottery moneys:

o
Q. Maving on to zonsider the National Lottery, am [right in thinking that you new aecept thiat y‘m received £176
on 23d Mareh 2004 in regpect to National Lottery sales and paid out prizes of £75.807

-

A, That has never béen in question.

o

€3, Is that w yes then?
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A i Teowas niover i question of receiving the wioneys. The fact thar repatd .. [fonnifible].

Fagsame that it is paymisnt b Mg, Simpson thay he was refercing t 1 the above partly inatdibla dswer, H did nor siiy it he
hisiiseh had paiil tiw moneys to-Mes, Simpson: Wirs, f)ﬂii}p‘-ﬂl’! dave evidimice abioiit die ﬁ',lcb"ﬂﬁ of Totlery mobeys gensvally o her
witness statement. Ihie velevant paragrapl, pavapraph 1 réads as fflows:

Phierisware two things at the Marine Drive branch that strck me as bei tange at the tinig. One velated to the
National Lottery. cash, T ’*&mmmi Lotiery teeminal at the Marine Ditvg | i i the shop ither thao babind
3% FiRE M‘W‘ Copgr A :iw umwm m mi wmm mma i vtm- _mm ou‘iau wm\ma. it mmwi%i & ‘mmmm m wAE xmn,w

; zhw brzﬁmh
erthe st
h:_iwﬂﬁ‘:haiw

pe’ef;i,k_se}y- .wimn), : Eib !mtwy w&:ru? (slmw: e abiut £50) Sty of sl them tmt rhw 3 waﬂ, no mum cash, 1
therefore asked M. Castleton ro mike this amount good froity the shayp, which e did, T also aiked for the lotrery
vash-to be hianded to mé persimatly,

[ aceept that evidence of Mis. Simpson,

FEVTS st have
wthe pogt-aftice
utun dm! not pm o

32 Atthough the pest office at Mari
been paid 115 by vustomets, wnd the _
closed; and T30 po, when the t.iw\p !

Mm ‘Stmp*mn mm iw hﬂd pmd ‘

ot o !u_%r rhm e«:ﬁ'm ﬁ.!‘usmlsi hww i%ev i‘e“& ap. Shv‘ g,;tw @ mmd nm& answar ﬂ*un Wi nwushmw:‘.

33, fn-her wittess stutesent, Mrs, Tratn weote that she went theough Mra, Stmpson's paperwork and found the lottery tiekets loose
i an envelope that ad wot-been entered

"which created the error notices, Theve is alae w gummaey on which shie wrote the amoun of tash regeived from the
shop.on her fivst fday] o post, Neot aving a lottery terminal herself, she had imade a mistake and did-not sceoung for
the prize money alréady paid out. This shouldve been given back to Mr. Castleton of at least showi in the balanve
an being @ gain but i was gof”

F have sdded the word "day"” which seems to be required by the sense of the passage,
34. Thie '!:)tiuy veceipts in (]Ué'\ﬂﬂﬂ werg not inevidence: Mr, Castloton, swhai cross-examined wy to thelr whersabowts, said thay

they wane in the post-office, They wire disclosed by neither paity 1o the proceedings. During the course of the cross-exmmination
of Mrs. Sivipson by Mr. Castleton, the following exehange took place:

A Serhavves vou got the actoal Totlery veeeipts?
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. They are not i evidence, I'm afiaid,

A, Right. Well T would want to see those before 1 made that (inavdible).

When Mes. Simpson was recalled for other reasons after the end of the evidence and submissions, Mr. Castleton indicated that he
was in possession of the lottery receipts and wanted Lo put them to Mrs. Simpson in further cross-examipation. On Mr. Morgan's
objection, | refused to allow himto do so,

35, Mrs. Oglesby invited Mrs, Siiapson to tun Marine Drive on a temporary basis to take the place of My, Castleton, She described
Mg, Simpson as a very experienged postinaster. | acvept-that she was, and 1 -found her to be a reliable witmess. If Mrs. Simpson
bad had the lottery vouchers at the nyaterial time and entered them into the Horizon system, the ervor notices would viot have been
generated, T am satistied that the reason why she did not enter them into the Horizon sysien is that she did not have themn.
Moreover, if she had received the moneys, then given that she did not enter the ransactions into the computer, the system ought to
have shown s comesponding gain.of £190.20. it did not. It showed a loss of £2.14. However, that evidence 18 by no means
conclusive since theve could have been other errors,

36. M. Castleton was suspended from his postmastership on 23id March, His duty to decount to the elaimant for the lottery
moneys received on 23rd and 24th Mureh in-my jedgement arises from his admitted recwipt of the moneys. That point is not
pleaded: bui nor is the defendant's allegation that the moneys have liven accousted for by way of payment to Mrs. Siimpson. [ am
satisfied that the claimant is entitled (o restitution of those monays,

37, There will thus be judgment on the claim against the defendant for £25 858.95. 1 shall hear counsel ywnd Mr. Castleton on the
question of interest.

38, There is a counterclaim for dumages in the sum of £11.250 on the ground that the claimant wrongfully deétermined the
defendant’s contract as & subpostmaster following bis suspension,

39, The defendant’s contract with the claimant was a contract for services dated 18th July 2003, The contract provides, by section
1, clause 3, that the subpostmaster is required to accept fitll responsibility for thy proper runining of his sub-pffive. Retention of his
apporntmient is dependent o the subeoffice heing well managed and the work performed properly to the satisfaction of the
claimant, Clause 8 provides that the tenmn of the appointment of the subpostmaster do not entitle the holder.to be paid
cormpensation for loss of office. Clause 10 provides for stminary determination of the contract by the claimant in case of breach of
condition by the subpostmaster or non-performance of his obdigation; otherwise it may be determined by the claimant on not les
than three months' notice, Section 12 clayse 5 provides that the subpostmaster i3 held sirictly responsible for the sate custody of
cash, stock of all kinds and other property, papers and documents of the claimant, whether hicld by himself'or by his assistants.
Clause 17 providesthat the subpostmaster is responsible for all Insses caused through his own negligence, carelessness or error,
and also for all Josses of all kinds cansed by his assigtants. Deficiencies due to such losses must be made goed without delay.
Clause 13 provides that the financial résponsibility of the subpostmaster does not cease when he relinquishes his appointment and
b will be required to make good any Tosses incurred during his term of office which may subsequently come to light, Clause 15
provides that if a theft or burglary is cominitted or atierpied at a sub-office.....the facts must be reported at once to the police and
tor the tegional general nanager. Clause 16 provides that if a subspostmaster considers thiat-any stock ftems have been accidentally
lost or stolen he should sake a report as quickly as possible to the Regimial General Manager. There is no evidence of any such
réports, and it is no part of the defendant's cose that stock was lost whether by theRt or aveidentally. Section 15, clause 2, provides
that a subpostmaster will be required to make. good any deficiendy of cash or stock which may resuft from his assistants' actions,
Section 22 clause 3 provides that the subpostmaster will be responsible for ensuring that tansactions will be carried out
accurately.....and that all documentation is properly completed and despatched at the due tinme.

40. 1 s satisfied that the substantial unexplained déficiencies incurred in weeks 42 to 51 and in week 52 up to the olose of
business on 22nd March 2004 are real deficiencies and as such are irrefutable evidence that Marine Dirive was not properly
wanaged.at the material e, D eonclude that the claimant was entitled wnder clause 10 of section | o determing My, Castleton's
sonteact simmarily fior non-performiance of his obligation under clause § of that section, Moreover, the Josses miust have been
caused by hig own ervor or that of his assistants.

41, The gounterclaim is dismissed.
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CONPITODBENTIAL
Witness Statement

Criminak dustics Beb 1967, Sectlon B Meglutrates Uourk Aok 1900, esb secbion. SA{AY (o] and 58 Ceimbaok
Procedure Rulae 2008, Gule 27,1

Stmtenent Gareth Tdyis JENKINS

of' ¢

Age 1f under Over 1§ (if over 18 ineert Dooupation: Buginess
16 ‘ ‘over 187) Arohitech

This statement (consisting of eleven paged each signed by me) is bxwpe Lo the
best of my knowledge and belief and I make it knowlng that, If it is tendered
in evidence, 1 shall be liable to prosecubion iF I have wilfully stabed in it
anvthing which I know to be falese or do not believe Lrue.

Pated the  1Hth  day of January 2013

1-"signas‘tu:x'e i GRO

L. Inbroduction

fra e NPEIIER:

I am CGareth Idris Jenkins. I am einplmyﬂcl by Fujitsu Services Ltd whao
have been contyracted by Post OFffice Ltd to provide the Horizon ‘systems
operating in Post Offices around the countiry. However I understand that
wmy role is to ageist the ocourt rather than ropresent the views of my
employers or Post Office Ltd.

I graduated from Cambridge University with a degree in Mathematics in
1973 and was awarded an MA by Cambridge University in 1997. L was
employed by ICL in September 1973 and have worked for that company ever
sinee (though its name was changed to Pujitsu Services about 10 years
ago) .  During wmy time with ICL / ¥Fujitsu I have held a number of roles
in cusbomer  support, development, desiyn and architecture., bDuring the
early 1990s I was involved with representing TCL in developiig Systems
Management Standards and in 1992 T was the head of the UK delegation on
Systemy  Management at  the Internationdl Standards Organisation
confersnce in Ottawa, Canada. In the late 19908 1 become a
pistinguished Engineer within ICL. Distinguished Engineers, were about
100 er so of the senlor technical staff within the company fout of about
6000 to 7000 technical staff).

I am @ member of the British Computer Seciety (MBCS), a Chartered

Signature gignature G RO i
H witnessed by .

i
&

i
UYL R
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. Pricedure Rules 2006, fule #7.%
Page 2 of 11 Pages
Continuakion Gareth Ydris JENKING
Statemant of

Braginesr (Chrgl and a Chartered I7 Professional (CLTPY.

gdnce 1996 I have besn worklng obi the Horxdzen project in asmspciation
with Poat Office Ltd., My initlial vole was in the integiation of the
Riposte zﬁaﬂ&a«;jimg system which is responsible for dtoring altl dabta in
the Post O0ffice branches and replisating Lt to the Data Centres. I was
also nesponsible for the design of the interface betwsen Horlzon and

gtyreamline which procssses all Crédit and Debit Card payments for Post

Oftice Ltd, More reseptly 1fve besn lowvelwed in prdjects associated
with Interfacling data from Horigzen to Post Office’s back end accouwiting

sy SN .

I have been asked toe provide a statement ln the ‘vape of Flshaan Yatel.
T understand that the integrity of the sysbenm has been questloned and
thig report provides gome general information pegarding bthe Integrity of
| Hordzon.

The purpose of this report is to provide some Ffurther k;aakgmﬂ.mcﬁ
information.

1.1 The Document Structure

:53&:{.::&-‘;5.@.13 4 of the deocupent describes the Hordzon system at & high level,
giving a time-line for ies development,; the Business scope and
Architecturs i:'&im;mma flor oth the original Horizon System and tChe
gurrent Horizon Online system.

geoction 3 then wummarises my views on the owverall iotegrity of the

Horizon system.

2. JThe Howlzon Svitem

Fuddtan were originally awarded & contract in 1996 to provide a Hprdzon

System to Post Office Ltd, The following provides some key dates and

1
SANARUTS c.ccecs ' Signature i G R 0
i witnessed by |
. GRO =
)'l_:nu.x

s,
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Page 3 OF 11 Pages

Combinuvabion Gareth Idris JENKING
Statemnant of

functional changes:

¢ Horizom Pilot 1986
o Horizon Rollout 1999 — 2002
* Network Hanking 2003
s EMYV 2004

e Cash Account removed 2005
e  Data Centre Migration 20009
e HWG~¥X Rollout 2010

Horizon Online (or HNG-X) was a najor re-implementation of Hordizom. It
was a complete re-implementation of the business functionality at the
counter and utilised a central Database to haﬁd5‘MEﬁaiga of all
transactions ruthen rham tha MessageStore used by the original Horizon
aystem. B .

AlLL Eqﬁtj@ﬁﬁim& Branches migrated from the original Horizon to Horizon
OmlingkbﬁﬂW&en.éanuary and September 2010. Historical transactions were
macie vx#iblﬁ in the new system ﬂé;@antE@f the migration process.
2.2 Buginess Scope e
The ﬁu%inﬁSﬂ ﬁrope of Horizon 19}

® '?mint ﬁf Salke Applicatidn

® Tramsauhion Recording

; 0 All guch trangaut;un& axe ﬁudlrwd

o .?ﬁshiﬂ@ Sunmary Transactions to POL HAP (Post Office Ltd’s back
end avcounting system)

s posting Detalled Transactlons bto Credence (Post Office bLtd’s back

Sdanatnes ’ - Blgnature
i G Ro ' witnassed by G RO

L
PRI
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ghatement of

and Mang

£ inf

emation gysten)

#  Postivg Remunsration

Brohiteoture Disgrams

o,

"
o,

Data ™ .
Extract

t
Figura 1 - Horizon Data Flows

GRO

Bignature
whtnessed by -

GRO

Limimsmams
BOLGLY

Data to HR-BAP (Roval Mall Group’s
Payroll system)
¢ Delivering Client Data to Post Office Ltd’s Clients (ie 3™
that FPost Office Tbd acts as an  agent fox such
muthoritiss and Utility companies eto)
2.3,

POL00043789
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parties
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Cxdaidnal Jupbion kot 196T, Geotion B, Maglstrstes Court Rat LOOG, b seotlon. SR ta) and 5B/ Cristanl
Frocedure Rolea 2006, Rule 27,1
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Combinuation Gareth Idris JENKING
Stmbenant of

The Horizon system was designed %o store all data locally on  the
apunter’s hard disk in what is referred to as the messagestores. Opoe
the data has been successfully stored there it Dia then replicated
{copied) to the hard disks of any other counters in the branch (and in
the cage of a single counter brangh to the additional external storage
on the single counter). Data is also passed on from the gateway counber
Loy Lhe Horizon data centre uplng similar mechanisms where it im stored
‘i the C8 Messagestors,

The xép;imahiwm progess Ls depigned such that showsld the data fall to bg
copied immediately (for example quﬁ to a fallure on the local iT nakbwork
within the branch or another counter being switched off or the branch
being disconnested from the data centre), then further atbempbse pre made
tey replicate the data at regulsr intervals until it is finally copied
syceesafully. Once the data reaches the Data Centre a fuprther copy s
taken hy the Audit Agent which writes it to an Audit File which is added
inte the audit trail where it is availlable for retrleval for up to 7
yéﬁrm.. Data in the avudit trall is “sealed” with a secure checksum that
i held separately to ensure that 4t has not been tappered with ox
corruphed.

other syetems can algo access the data from the C8 Messagsshore via
Harvester Agents. However such syatems are outside the scope of the
integrity of the Audii trail.

‘Bwery reécord that is written to the transaction log has a unigue
inerementing sequence nuiber. This méans it is possible to detest if
apy trangitions records have been Jost.

While @ customer session is in progress, details of the traisactions for
that customer session are noyrmally held in the computer’s memory until

GRO

; G RO witnesasd by

Signatures ’ e Blgnature
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Procsdicke Rules 2006, Hula %77

, Page & OF 11 Pages

Contingation Gareth Idrls JEMKINS

gtatenent of

the castomer session {often koown as the “shack”) 18 setbled. AU that

point wll details of the trapsactions ({(inchluding any methods of payinent

pged) are written bto the local havd disk and replicated (as described
~abowed . It should be noted that doublé entwy bookkeeping is used when
| recsirding all Flnancial trassactions, ife for ewvery sale of goods or
services, there s a dorre&mpoﬁdi‘nq’ antry to cowvel the me&_'ﬁhmiri of payvment
that has been ushd. Whén a “stack’ is sesured it is 'Wx:ixtwn in sueh a
way that elther all the data is weitten to the leeal hayd digk br none
of it is written. This concept of Matiomie writes” ta also taken into
account when data. ig repllcated to other éyrﬂ:e‘:mﬁ (ie other counters,
| é‘ﬁ%‘_tmrnal sborage or the data centre).

The data For m stack will have Been sucoessfully sscured to the logal
| nard disk before the screen is updated indicating that a new cusbomer
sesdion can be started. Wote that althohgh an atteinpt will have been
Puade to replicate the data to an extérnal aystem at this time, i’,’he«xrg ia
no  guarantee at  this point  that such xféapl.i{:ﬁticzﬁ wil. 11 have been
Fanceesstul, ¥ar exdpple 1f thers ls a Network Fa’i“tlmm” fullowed by a
ferminal fallure there iz a slight risk that transsctions in the
intervening period dould be lost.

ALl data that is written includes a “checksuwi” wvalue (known as a CHC)
which s checked whenever the data is read to eénsuré that it has not
been corrupted. Any sich sortuptions detécted pn redding will result i
failures being Pecorded in the evweht. Logs which are held on the local
hard disk for a few days for lmmediate dlagnosis and also ipmsediately

sent through to the date centre where they are held for 7 yeaps.

Any failures to write te a hard disk (after appropriate retyies) will
result in the counbter falling and peeding to be réstarted and so will be

immegdiately visible to the user,

Signatura signature E
i witnessaed by - G RO
. GRO v
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Continuation Gareth Tdris JENKING
SBtatement of

Whenever data is retrieved for audit enguiries a number of checks are
carvied out:
1. The audit files have not been tempered with (ie the Seals on ‘the
sudit files are correct)

2. The individual transactions have thelr CRCs checked to ensure that
they have not been corrupted.

3. & chegk dis marde that »no records are missing. Bach reoord
generated by a counter has an incremental sedquence pumber and a
check Lz made that thers asre no gaps in the seguencing.

1

Phonres 2 ~ Horizon Online Dats Tlows

Sionature._ ... Signature
: GRO witnessed by

POLOIL
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Horizon Online is designed to stors all data in an online database known
as  the Branch Datebase (BRDB), in perticular do data <Concerning

Bugsiness Transactions i retained ab the counter other than in the

memory of the Counter Business Application,'
‘ pp

Transactiong aré cdrried oub locally on the Horizon Online counters and

a Basket is built up during a Customer Session. Bach transaction will

resilt inoa Basket Bntry conslsting of one oy more Avcounting bines. At
the end of & Costomer Session when the Basket has been completed and all
Settlement {tems (ox Tender lines) have been processed and added into
the Baskeb as further hAecounting Lines, such that the total value of the
Basket i zero, the entire Baskel iw sent to the Data Cenbre as a BAL
Megsage where the HBranch Mcw&sm? Dayer (BAL) processes the nmessage and
all the ABeceounting Linds are pegorded and committed to the BRDB as part
of & single ﬂr&clm"ﬂommjtkw_ﬁhiﬁ means that elther all the trensactions
within a Paskel are aﬁwé&mﬂfuily‘wfimt&w or nope of them are. Onoe the
Agcounting Lines have been guccessfully committed a response is returoed

to the counter indicating this- sucggess and this then allows any receipts

"”'cfzmplea‘tzmci atee akl
Note that 1f thare

apre no rgcelpts to be printed, then the scresen im ups:f{amxd. to show the

to be printed. The Baskét is: deemed to be ful
relevant Feceipts have beeh sucvessfully printed,

avious Basket.,

top Jeavel-meny indicating successful completion of the p

Phe Oracle Commir alse includes sn Audit  of the dats originally

trapimitied from the counter to the BRDE, This data is digitally slgned

at the coghter using a key generated as part of the Log On process. It

part of trangactions

is thi@._gdgt record that is used to provide Uhe ex

U in order to support revovery, the identifier of the last successtully completed Baslet Is. recorded on the
Hard disk et the counter, However Ihls I8 not claseed s Business Data, '

i i

H

SLOnabuL. ..., : Signature s G Ro i
i witneased by i

E GRO .........................
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Continuation Gareth Tdris JENKINS
Skatement of

used for Litigation support.

Any auditable message from the pounter is stored, Logether with its
Digital Signature and other key atbributes in an “Apdit table” (known as
the Megsage Journal) in BRDB., Fach night after midnlght, the contents
jef this table for the previous day are copled from the BRDE to a number
of serial files.

A number of #files are generated due bto the wvolome of data
processed each day. All data from a given Branch will bel
congentrated into a small number of these files for ease of

retrieval,

At this point a check is made that indeed there are no missing ox
duplicate Jsns for any counter and should any be found an alert is
ratsed,

Wote that this could only happen as @ result of a bug ln thej
code or by eomebody tampering with the data in BRDB and this
 cheex is included specifivally to check for any suvch bugs /|
Lampering. ‘

A These files are then copigd te the Audit system where thay are ﬁ-éa].ed
with digital deals. They are held there for a period of 7 years during
which time they may be retrieved and filtered to produce the relevant
audit data for a partlceular Branch.

The audit record may also ibclude application events that have been
accumnlated at the counter since the last auditable nessage was sent to
the Data Centre, All major activities thet affect the Branch also have
an audit of the data sent from the counter to the Data Centre included

91 QDAL e e Signature
i witnessed by G RO
i GRO

PO ———————
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in the audit log.

Rach Audit record includes the following ildentificationd
o Branch identifier {(i.e. FAD Code)

i

W Counter identifiec
Seqguence Nomber (known as a Journal Seguence Humber or dsn}

= Counbter Dimestanp

Within any counter (L.e. for a given Branch Id / Countexr id
combination), ‘the dsn will always indresse by éxactly one for esach
succesiive sudit regord. This enables a dheck to be made bhat there are
nw records nigsing from the apdit trail when they are r‘a’«:tm,ﬁveﬁ:

The transactions in a basket are construcbed using the principle of
double-~entyy bookkéeping., This means that in additicn to the Accounting
Lidnes ) that relste o Ehe aoctual business transscbions, separate
Aocounting Lines are alse genarated for the tendek ltems (such as Cash,
Chegues or Credit / Debit Carde), resulting in the thtal value ef all
Boconnting Uines in a Basket adding wp to zero. Whéen the vontents of a
Basket are written to BRDE 4 check is made that the net value of all the
accounting lines is indeed zere and should it not be, then an a:r‘e:w:. iw
raiped and the basket is dizsecarded ang an arror response reburned to the

e,

Note that this could poly happen as a result of & bug in the
code dand this check is included specifically to check for any

sich bugs.,

Baskets are also built ap durdag Back Gffice #Hessions and such Back

Office baskets are handled in a similar way te Cusbomer Baskets.

Shanature Slgnature G RO

G RO witnessed by

BELOLY
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3. Howizon Inﬁegﬁrgl.ty

This ig deseribed in the geparate integrity documents
ARCGENREPOOO4  HorizonDatalntegrity.dee which I now produce as exhibit
GLI/L and HorizenOnlineDatalntegrity POL.dec which 1 now produce ag
éxhibit GrJ/fz. :

I have been involved personally in a number of challenges to the
integrity of the original Horizon system and produced Witness Statements
for a numiﬁag}f of cases where the Integrity has been challenged. I am not
aware of any cases where the Integrity of Horizon Online has yet’been
sudcessfully challenged in court. ’

The main challenges in the cases in which T have been involved were :
presented as “Hypothetical dssues” and my previcus Witness BStatements
went through wsath of these hypotheses and showed that there was no
specific evidence for any of them in the data presented.

I sumeary I would conclude by sayving that I fully believe that Horlzon
will agcourately recornd all data that Ls submitted to it and correctly
account for it. However 1t cannob compensabte for any data that ia
inecorrectly input into it as a result of human error, lack of training
or fraud {(and nor can any other svstem).

Signtture Signature
G RO witnessed by

CUOLE
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0.3 Document History

02/04:2012 This is 2 new document

0.4 Amct:i&tmd \Dmam&mﬁ ﬁ m&m‘alsf&' External)

PGMCIT&;M/U&!O" Fujitsu Sé.rviés ol Office Account ] lrr‘t.énai'ur:'
(DO NOT REMOVE) | HNG-X Document Template: -
ARCIGENREPIO001 . MNG-X Glosgary, | Dimensions
D!;”@!g?-?ﬁ}ﬂg;m@@ e oo e e Braneh Database H;ghlava D%‘gn:_ _,_\Di@-@ﬁn&kma
i Di};SlAPP[HLD'/O‘IZ;S R S RN T H},-D; Sg&tlemeuwt-?unctmns Dimeﬁa@gﬂs
DESIAPPIAISIONTS KL Meésaggé Audit between Counter | Dimensions
! and BALIOSR

Unfess a spmzif' ¢ version Is referrec to 8bave, mfemnea shoum be made to the current appmmd
verslons of the dmeumems

0.5 Abbreviations

AP-ADC ' " Automated F*ayments Advanced L"rata C‘apture A mechamsm that allows Po&st

Office Ltd to produce scripts for specific ransaction processing.
ARS . 'Aummamd bilt Payments Service
BAL Branch Access Layer. The component that hamies the interface from the counter
| and updated BRDEB
1 BRDB oo Branch Database . i SR
I'orRs ' | Data’ RGC‘OHUHE'!{B{‘) 5erv£ce A *sysiam used 1o r»feconmm trﬁnsachona carried outwith
Financial Institutions.
FaD Financial Accounting District
Fi Financial Inatitution
HNGX | Horizon Next Gerieration ~ Plan X. Also known as Horizon Online.
HR SAP An SAP system used by ‘Roi{é! Mail Gracp to temunarats stib-pastmasters
LFS Logistics Fesder System, A :’m‘yatem used to interface with F'ost Offaf:e L‘td 3 Cash
and Stook Management services in POLSAP, © - . N
jen Journal Beqguence Number, Unigue idertifier for an audijed ‘meﬁ_s-age from & specific
Branch and Counter Position.
ONCH OverNight Cash on Hand. The amount of Cash held in a Post Office Branch
overnight. This %s_u_swad to predict future cash requirements for the Branch.
POL SAP An SAP system ihat carries out Post Office Lid's accounting and cash management
functions.
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0.6 Glossary

See also document ARC/GEN/RERI001..

Back Offioe

Baskal | : Wh?s et of Emﬂmmmm vehie: #z argy. pﬂ:ﬁ@emwd &wmhw, “Forexample. all 1@ S
. Ararwac&cms. ;«xwmml&d wriﬂ a Sfﬂglf-‘i Cmmmsar {inc! ummg thase Used for Saitlement).

Client
Post Difice Hd pmvmﬁss Mmur \fam:«ie Iwenf'ws m c,uetomew =33 bnvwf x:f DV! A
FAD. Code umque identifier fora Post Office Lid anrh
| Settismeanit ' sris At reprasiit thix paymant by the Customer for gods o

& ciistorier in respest of Ouf ‘Pay transactioris such as Cast

0.8 Accuracy

Fuijitsu Services endeavours. fo ensurg that the information contained. in this document s correct but, whitst every
affort is. made o -ansiis the: Wc.uracy of ‘such -irformation, & acc pte no Habliity for any loss (however caused)
sustaired g a resull of any sirdror omission in the same

0.9 Security Risk Assessment

Wi identifiad sacurily risks
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1 Purpose

This document is a technical description of the measuras that are built into Horizon Onling (also known
as HNG-X) to ensure data integrity and descriptions as to how those measures apply in each case.

Note. that this document only covers Horizon Cnline (HNG-X). It does not cover the -original Horizon
system, which is' specifically excluded from this exercise. There is & separate document covering the
original Riposte-based Horizon system.

Section 2 describes the measures taken in the design of the Counter, Branch Access Layer (BAL) and
Branch Database (BRDE) to ensure integrity. Section 3 describes the audit system used to preserve the
auditable messages sent from the counter to the Data Centre for use in Litigation Support.

The scope of this paper is restricted to showing th.e Integrity of the Audit trail and that it accurately reflects
the transactions entered at the counter,
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2  Horizon Online Data Integrity

2.1 Overview of Normal Operation

Farizon Online s des;wwﬂ to store all data i an_ ontine database known as the Branch Database
(BRDB). This database'is ¢ highly resilient Oracle databiase smpiamemed using Oracle Real Application
Clustar RAC (see also section 2.4). In-particular no data concerning Business Transactions i retained at
the couriter olher than in the memary of the Counter Business Application!

At
Write™"

BAL' Messags

I
$
?
]
|
i

Figure 1 ~ Primary msssnge flows

Transactions, are carred out locally on the Horzon Onling counters and a Basket s buitt up during a
Customer Session. Each transaction will result in a Basket Entry consisting of ane or more Accounting
Lines. Atthe end of a Customer Session when the Basket has been complefed and all Settlement iterms
(or Tender lines) have been processed and added into the Basket as further Accounting Lines, such that
the tolal value of the Basket s zero, the entire Basket is sent fo the Data Centre as & BAL Message
where the Branch Access Layer (BAL) processes the message and all the Accounting Lines are recorded
and committed o the BRDB as part of a single Oracle Commit. This means that either all the
transactions within 2 Basket are successfully written or none of them are. Cnce the Accounting Lines
have been successfully cormmitted a response is returned to the counter indiciting this success and this
then allows any receipts to be printed, The Baskel is deemed to be fully completed once all relevant
receipts have been successfully printed, Note that if there are no receipts to be printed, then the screen
is updated to show the top level menu indicating suceessful completion of the previous Basket.

The Cracle Commil also includes an Audit of the dats originally fransmitted from the counter 1o the
BRDE. This data is digitally sighed at the counter using a key generated as part of the Log On process,

P order to support recovery as described in seclion 2.3.6, the identifier of the last sticcessfully
completed Basket is recorded an the Hard disk at the counter.  However thig s not classed as Business
Data.
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It is this audit record that is used to provide the extract of transactions used for Litigation support.
Section 3 describes how this audit record is managed after i is committed to BRDB.

The audit record may also include application events that have been accumulated at the counter since
the last auditable message was sent 1o the Data Centre. All major activities that affect the Branch also
have an audit of the data sent from the counter to the Data Centre included in the audit log. Such
acfivities include:

o Log On/ Log Off of Users at the counter
e Creation / mc’x‘cﬁﬁcétiﬂn of User Accounts (including change of password)
o Aftaching Users fo Stock Units
o  Balancing a Stock Unit
e Prpducing the Branch Trading Statement,
Each Audit record includes (he following identification;
»  Branch identifier (ie. FAD Code)
e Counter identifier
»  Sequence Number (known as & Journal Sequence Number or jsn)
«  Counter timamamp

Within any counter (i.e. for a given Branch Id / Counter id combination), the {sn will always increase by
exactly one for each successive audit record. This enables a check to be made that there are no records
missing from the audit tegil when they are retrieved,

The transactions in a basket are constructed using the principle of double-entry bookkeeping. This
means that in addition o the Accounting Lines that relate to the actual business transactions, separate
Accounting Lines are also generated for the tender items (such as Cash, Cheques or Credit / Debit
Cards), resulting in the total value of all Accounting Lines in a Basket adding up to zero, When the
contents of a-Basket-are written to BRDB a check is made that the net value of all the accounting lines is
indeed zero and should it not be, then an alert is raised and the basket is discarded and an emor
response returnad to the counter.

Note thet this could anly happen. as a result of a bug in the code and this check is included
specifically ta-check for any such bugs.

Bagkets are also bullt up during Back Office Sessions and such Back Cffice baskets are handied in a
similar way to Customer Baskets.

2.2 Detail of Normal Processing

The purpese of this section is to expand on the summary. in Section 2.1-and identify other documents
where more detail of the various steps are covered.

As outfined in section 2.1 above, the following is the key behaviour of the handling of a Basket:

1. The Clerk camies out one or more business trangactions. Each Business transaction will
construct & Basket Entry which is held in the memory of the counter and the value of which is
visible on the screen.

2. When all the transactions for & customer have besn completed, the clerk selects either the Fast
Cash orthe Seftle functions on the screen.

@& Copyright Fujitsu Services Lid 2012 FUNTSURESTRICTED - COMMERCIAL IN  Ref:
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‘Wote that if the total basker vatue s 2evo ar this point then either buion witi result in immmediarely
golng i step 3 bélaw.,

a. Selecting Past Cash results in the systern calculating the smeuntto required 1o take the
fotal vatwe of the transactiong inthe basket 1o zero and constructs a Basket Entry for the
.,am 1 Product for this amount snd adds it into the Basket, By definition, the total value of

the basket ut this point will be zers

f m!w(mg Settle results in the system dm;}la»,ﬁn:.} g meny of permissible settiement
aptichs. The allgvable setthement options are configurablé and depend on virlous
Busiress Rutes, Nowever dre Ukaly o nolude the Tollowing:

i, Dash

This allows a specific amount of cash to be entered (which may. or may not be
the full amount). 1t will take & Sign based oratlempting to move the Basket total
fiesrer o 2ero.

A corresponding Basket Entry ls orested and added 1o the in memory and
Ori-screen basket display with an uptiated totsl,

i Cheque
This altows & sped m mwum for a Shegue to-be: mmm;ai (whitch may or may ot
ke the full amount). Hs sign will. always reflect the fach that-s cheque is payable
to Post Office Lid (other than for Reversals).
A corresiponding ‘Basket Entry is credted and added to the In memeory and
Or-sereen basket mﬁmay with-an updated total,

i Chipeanid PIN

This allows: M‘up mnd PN transaction to be processed. - The amount o he fabnn
o enterad, but defaults o the. maximum amaunt allowable by. busingss rulas
{which may of may nat be the full smaeunt). 1is sign will always reflect the fact
tha’ta ;mymww is being made to Post Office Ltd (cn!hes than for Reversals),.

Fhie detuils o m« Hristress Rules are-nat relevent 1. the [ulwgrﬁy of the mzm en: ‘ E

A correspanding %aakeﬁ Ertry s créated and added fo the In memory and
Eir-screen basket display with-an updated total,

. SHwipe

This atiows meagnelic. swipe payment card to be processed, RNote that if the
Magnetic stipe indicates. that the card s & Chip and PIN card then the
fransaction will be abwndmnﬂaﬂ at this: point.. The amount to e titken is entered,
but defaults to the maximum amountallowable by business rules (which may or
may notbe the full armound). s sigr-will always reflect the tact that & payment is
belng made to Post Office Ltd (ofher than for Reversals).

l Yhe deniits of the Bustiagss h‘m‘es e Ho ruﬁm 1o ;}w [Hlﬂ 1{1 nry aof the sysiemt %

A r:e:;rrmpmnmﬂg %3&*5»5—2 Emtry is wremmd antd added o the In memory and
Or-scriven bagket display with an updated fotal,

v. Fast Chague

This allows Cheque transaction 1o be processed, However in' this case the
system caloulates the amount reguired to teke the total value. of the transactions
bt the basket to zero and constructs a Basket Entry for the Cheque Product for

© Copyright Fujitsy Services Lid2012 FUNTBURESTRICTED - COMMERCIAL IN - Ref:
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this amount and adds it into the Basket By definition, the total value of the
basket at this point will be zero

vi. FastCash
This is the equivalent of the Fast Cash Button described at point a above

c. The User is then-able to select any of the available options and -add appropriate
settlement items into the In memory and ‘On-screen basket as descried. Should the
Total value of the Basket not be zero after processing the setlement transaction, the
settiement meny s re-displayed allowing further sefflement transactions to be selecled
until the net value of the Basket becomes zero.

3. Once the Basket Total becomes zero, a message is constructed to send the entire basket
content to the BAL. The structure of the message sent is defined in [DES/ARPP/AISO018). A new
connection. is established to the BAL in order to. send this message. The message sent is
defined as being an auditable message and so will include a jsnl - It may also pick up any
outstanding Audit Events and Stalistical data that have been accumulated af the counter since
the last auditable message was sent from the counter o the BAL. This message will be signed
by the counter using a Digital Signature constructed using a key that has been generated as part
of the Log On process. This Digital Signature is sent as part of the message o the BAL.

4. When the BAL receives the message it detects that there is an associated jen. This means that
the Audit Filter is invoked which results in the entire data sent from the counter being added to
the BRDE fable BRDB_RX_MESSAGE_JOURNAL.

The BAL then processes the message and updates other tables in BRDB.

6. If all these updates are successful, then the BAL invokes a COMMIT to Oracle on BRDE which
will commit all the changes at steps 4 and 5. Should there be any failure, then the BAL will issue
an Oracle ROLLBACK which results-in none of the changes in steps 4 and 5 being saved and it
is then-as if the interaction from the counter didn't take place. In either case a suitable response
is returned to. the counter and the connection: tot the counter is closed.

o

7. When the counter has sentthe message fo the BAL (at step 3), it waits for a Response. There
are 3 possible responses that can occur:
a.  The BAL update was successful fthis is the normal case)
b, There was a failure from the BAL
¢ No response is received within a 'i:o:_z_fi.gu_rabl'a timeout ;;j,ar_fw_d (usu_ally- 30 seconds)

The first case is normal.  The last 2 cases are considered to be Error Scenarios and are
considered further in section 2.3, but are considered to be out of scope of the normal processing.

8. When the response is recaived, any receipts required are printed and then the In-memory and
On-screen baskets are cleared and the screen is updated to the “Home” screen ready for a new
Basket to be staried.
Ovemight, the content of the table BRDB_RX,_MESSAGE_JOURNAL is copied to a set of serial files and
passed to the Audit system. There is more information on this audit process in section 3 of this
document.

2.3 Error Scenarias.
2.3.1  Recoverable Transactions

5impliéﬁiica!|§/ it could be assumed that if a Basket fails to commit then the coritent of that basket can just
be discarded. o o R A i

@ Copyright Fujitsu Servicas Ltd 2042 FUNTSURESTRICTED - COMMERCIAL IN - Ref. - -
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This is similar to the normal ‘model presented with ondine shopping, in that If your browser fails after
trying o -commit the basket, you are uncertaiiy as to whetheryour purchass has been. processed or not.
You then need to carry out some other actvity (e.g. phone the provider or check your Cradit Card
account the next day) before knowing whether or nof 4o re-attempt the transaction,

Hesvewer this 18 not ieally appropriate in 8 Post Office environment,  For many transactions it can lie
assumed fhat the Basket has fafted to commit-and so the fransactions in the basket are discarded and
they can be re-attempted. at-some later date. However in gome: cases this-is ndl appropr ate since the
Transaction may-have had @n impact on some external aymem An example of this s @ Banking Cash
Withdrawal, o this.case the Bank has been informed-of the Transaction during the processing of the
Banking Transachion and has remoyed the. funds: fram: thé Qustiners acconnt. Therefors 1 is important
that this tmn%@tbmn i cwmp wt&r Such transactions gire congidered to be Recoverable Transactions.

i@ transaction s 1. be He&mvmama hen: information ‘abogt that transaction is recorded in the BRDB
when the transaction is first initiated: (and before the transaction is sent to the F1) allowing the transaction
to-be recoverad should there be.a fallure. Note thatthis recovery informiation s not audited.

There are many fypes of Recoverabie Trarsaction
o Al Banking trangactions
" Af! Cradit / Dabit Card transactions
o ALE-Topup fransactions
o Al Reversals
o Selected APSADC transactions (as defined in the transdction seript)

:z,‘:g,m msmm

ra?umm 10 tme munw: ’Siuz;h an ﬂrmr m @mme W;H m ri;sy &y% 1o :Pm Um«\r fhu% srw‘wmmg them of m&
situation. The next action thien depends upon the Auditable sctivity:

o If it relates fo a baske! sefiement whers the basket that vontaing 1 o ote Recoverable
Transactions, then a-Forced Log Out.is inltiated and the normal Recovery process will tidy things
up

« If it relates to & basket sefffernent where the basket doesn't contdin any Recoverable
Transactong, then the content of the basket s discarded and fhe Useris retumed to the Menu to
continge workiog

o il relates fo-a noti-basket activity, thern dctivity is abandoned and the User is refurmed to the
‘Menu to ventinue warking

Irv all cases the User Is informed of what is happening.
Sueh feilures will not be visible in the-fransgcton audll, butmay be visible in the system Event Log

283 Time Duis

Should there be no respanse from the Date Cenire following an attempled commit of an auditable activity
within & timeout periad (curmently setto 30 Seconds), an autematic retry s invaked. This sends. identicat
business. data to the Data Cenire where a check is made to see if the Audit tata has already been
cormmitted to BROB.
o If it has been committed, then this means that the wriginal activity was successful, but the
response-did.not reach the counter in ime. - Therefore no action is taken in tarms of updating the
BROE and a Success response is retumed to the countar:

& Copynght Fujitsn Serviees Lid 2042 FUNTRU RESTRICTED - UL)MMF%NA LN Rt
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« {f it has not been committed, then the original activity either didn't reach the Data Centre, or it
failed to be processed. In either case it is safe to re-process the data and the appropriate.
response is returned to the counter after the data has been processed which will be handied as if
it was from the original request. Mote that re-processing the data will include recording an audit
of the data if the reprocessing is successful.

Should the retry also timeout; then the User is pmmmed and asked whether they wish to Retry or Cancel
the Activity,

« Selecting Retry results in the Activity bemg retried once more as described above, I this also
times out, then a further automatic retry is attempled and if this.is still unsuccessful, then the
User is again prompted as to whether to Retry or Cancel. This cycle then continues until either
there is success, orthe User finally gives up and selacts Cancel.

+ Selecting Cancel results in a Forced Log (Dut hemg invoked.

Such time-outs and any retries will not be visible in the transaction audit, but may be visible in the system
Event l.og.

2.3.4 Forced Log QOut

Continual failures to Update the Database at the Data Centre mean that it is not clear at the counter
whether or not the database accurately reflects the situation in the Branch. Therefore the safest thing is
to force -a Log Off at the counter and ensure that when communications are re-established, that the
Recovery process is invoked to reconcile the counter view with that on BRIDB.

If there is a basket-currently ‘being processed, then a special Disconnected Session Receipt will be
produced showing which transactions have been discarded and which are o be recovered making it clear
what money needs to be exchanged with the Customer,

2.3.5  Terminal Failure

Clearly. a counter terminal can fail at any time. However the situation is not very different from that where
a fallure o contact the Data Centre has occurred as described above, Therefore the behaviour of the
User needs to be as follows:

1. Work -out - the value of any Recoverable Traﬁsaa.trans (thare ought to be printed receipts
associated with all of these) -

2. From thas: wcark aut wha.t is owed to, D!” du@. from the cusmmﬂr .

3. Consider whether any Credit/ Debit Card payments may have be&n successful
4. From this work out any cash due to / from the customer.

5. Write out any necessary receipts by hand

6. Keep a record of exactly what happened fo be used at Recovery time..

Clearly in this case _t_he system is unable to assist ‘-the_‘Usesr in-guiding them as to what to do,

2.3.6 . Recovery
Recnvmy after-a failure must always ‘take place on the same cnunter poes;tlon Note that if the tarminal

has failed and needs to be replaced by an engm@er th&n recovery cannm be carried ot umﬂ the
replacement terminal is working correctly. . e .

At every Log On a check is made in the Central Database to see if any Recovery is required. The
following checks are carried out:

© Copynght Fujitsy Services Lid 2012 CRLITSU RE&TR ICTED - COMMERCIAL IN - Ref: et
: CONFIDENCE Version: 0.1b
Uncontrofled if- Printed or Distributed Dater - 2BI03ROT2
Page No: 11 of 14



POL00043789
POL00043789

: “ Harzon Online Deata-Integrity for-Post-Office-Lid

r TPy Y
EVU?%? ’ % " FUATSUY RESTRICTED - COMMERCIAL 1N CONFIDENCE

1. s there any-outstanding Recovery Data associated with thislerminal?

i o retum -the oulstanding . Recovery Ejam to the counter 50 that the transactions can be
rexmvﬁzr&d u&mg Raﬁfamamj R@COVGW

2. de r!w aﬁi aesff.mn camen::t ‘out-on this termingl imvma »:#y Log Off?

not, returfvdetails of the last Basket (if any) that was successfully written from the tast Log On
session to the counter so that further recovery checks can be made

Otherwise all is well and No Resovery.is required {i.e. the normal case),

ﬂurma'; the ‘Log. On process, if-the- counter retmwm an mmmmm thiat ufu;ve:ry gy e reguired (e one
of the two'cases desmabmd abowﬁ) ther the ft:sﬂnwmg mu:m q befme theLog On s mmp[w‘t&d

1. If Rolforward Recovery is wqueatm fhﬂn for each Transaction with associated Recovery Data,
then the appropriate Recovery seript is ‘executad, which ‘will result i a Rolifoiward Recovery
Basket being. produced. which is then seltled o the Branch Databage-as normal and. this will
generate a recovery Receipt. This will normally match any Disconnected Session receipt (or
other information recorded at the time of failuce),

2. If there was no Basket Detals of & Last successful Basket returned, then Mo Recovery Is
revuired

3. Iffurther r‘hﬂ“ks am requew—‘d ‘thei me fw lowmg chacks& are madﬁ at %ha counter:
a. - Whatwas the identifier.of ‘fhe ast succ*emfu! B&ak@t sent fmem %he counter?

The identifier of tha last successhil Basket'is writlen to the Countér Hard Disk at the

completion.of the basket (Le. after all Receipis have been successfully pf‘%‘ﬁ‘mm)
Thetefore,. pmwdaﬂl that the Terminal has not been: repiam-,d ‘then this s avanabixe to ba
checked for automaticatly,

Where the ferminal has been physically replaced, a dialogue is invoked to get the user to
confirm the identity of the last Successtul sessioh-which-may involve displaying this last
hasket §mown o thw Data ﬁemtre

b W tm mamhas ihm idﬁm‘.ifi":‘r m ??"re La&.t &uamssfm Basket Hwt WA rﬁmmm fmm the
Data Centre, then Mo Recovery. is required and ail is well.

o

If they don't- mateh {i.e. the Basket retuined from the: Daté Centre was the ong that the
counter was trying fo save at the time. of failure), then the Forced Log Off process will
have assumed that the Baskel falled, Therefore the Recovery process needs o
generate a Baskel thal rovérses any noh- feoveralle E(Bﬂﬁatﬁ{on& i that basket (since
theforced Log Of would have discarded them).  This is known as: Rollbadk Recovery.
This will also produce a Receipt, However it will not match the Disconnected Session
Receipt exactly.

2.4 Database Characteristics

The database uses Oracie version 10gR2. 1t uses an Oracle Real Application Cluster (RALC), which runs
the database over mulliple nodes (servers), In practice there are normially 4 such databiase nodes

Partificned tables store branch specific. data.  This provides high pedormance and scalability.
Applications need to know m which paritions data is stored. and which nodes manage these partitions.
They use & convention msaﬂ on Branch codes

They deisign of the Branch Dalabase supports non-stop trading duung;; core hours.

& Copyrght Fujisy Serices LI 902 FUNTBURESTRIGTELD - COMMERGIAL 1N Tiak:
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«  Oracle RAC is resilient, If one node faills, the remaining nodes camry on running and the
database remains available for use. The database can meet its performance targets if one node
fails.

« The slandby database allows very fast recovery if there is a data corruption that takes the live
database offline. The maintenance of the standby database is automatic,

A disaster recovery site remotely mirrors the data. The mirroring of data is synchronous. This guarantees
that no data is lost if there is a catastrophic site failure.

Data associated with a Basket is stored in 3 separate areas of the Branch database:.

1. A copy of the actusl Basket data as transmitted from the counter together with the associated
digital signature is held.in 4 table known as the message journal. :

Use of the data in the message journal is described further in section 3.

2. Individual accounting lines are extracted from the basket and each accounting line is written to
two separate fables:

a) Detailed ransaction information for passing to Po&t Gﬂ"sce Ltd Eaak end systems

This data is retained for sufficient time to. ensure it has been auxmessfully passed to Post
Office Lid's back end systems (in practice it is hatﬁ for about 4 days}

By Summary transaction information fo auppoﬁ. re;mr!mg and Branch acs‘ounts

This. data is retained fo allow it to be used for-any reporting and-accounting. perlod within
the: branch {in practice it is held for about 60 days)

Each night the reporting. date is summarisad wﬂhm the branch.database to pmmdﬂ daily totals for
transactnons based on product, mode, stock unit and accounting period. - This summarised data is used
(together with transactions for the current day) when balancing & stock unit, thus minimising the amount.
of data that needs to be considered,

Although-the date used for generating the counter reports and passing to Fost Office Lid's back end
systems is- taken from the {ables described in point 2 above, any data provided by Fijitsu in order fo
suppori litigation is bas&d on the Audit taken at point 1 above, Sincé the. processing for producing any
report s based on the same source of data (ie the audited data sent from the counter) it is asserted that
any report could be regenerated based solsly on the audited data. As described in section 2.1, the
audited data consists not only of the Basket information, but alse any other significant everits and in
particular the Opening Figures (le cash and stock {ewals} calculaled atthe start of a new penod baged on
the balancing of an accounting period. -

It-should be noted that such deteris not presented oy evidence as part of the normel litigation support
service, Similarly we do ot have. fools that_exiract data such as Opening. Figures into. a readable
[orim ar-10 be able 10 re-generate reports hased on the qudit ril. . However such date is available in |
the audit trail, and i reguived, such ols could technically be developed to resolve any dispute in
that area.  (Though there are clearly commereial considerarions in 1exms of the cost and effort
invelved.in doing so.)

© Gopyright Fujitsu Services 1id 2012 FUJTSU REGTRIECTED - GCOMMERGIAL N Hat o
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3  Audit System

As outlined in-section 2.1 and described in section 2.4, any auditable message fram the counteris stored,
togather with -ite. Digital: Ssgnamm& xanm other- key at’mbuma inven sAudit tablg" (kmwn B8 the Message
Joumal) in BROB.

Toensurs that the message is not tampered with after being sent from the counter, each Mmessage has
an associgted Digital Signafure., The mechanism for.oreating this Digital Signature is as follows:

At Log On the (;Mmmt&r creates an-REA Public/ Private key pair.
_ The Public key is sentfo the BAL s gart of the audited Log On message
The Log Oy mr&w«s&ge is concatenated with the Mfgiﬁeal ‘Mgnatum and the BAL's signing cerlificate
for its Public Key and signed by a BAL. Privata key (held in the data Centre Key Store) and sdded
to the audit tailwith 'a:BAL generated jsn
4. Al subsefquﬁnt messages are digitalty sighed by the covinter using thi pnvam key established at
Log Cn,
Digitaily. Signing & me%&ag@ zrwolves tamng &8 SHA-1 Hash of the mwssage zmai digitaily signing
the-Hash value ysing REA
6. The Digital signature is Stmed alangmc&e the message in the qumai table and s extracied with it
irto thie Audit file” as desger bed ‘below.

b Aot

o

Each night after michnight, i’ba cnnianm of this table for'the previous day are copied from the BRDE to a
nurmber of seilal fles,

A vumber of /1]43« e g Memrm‘ due- 10 the volune: o dater processed each day: AW data from o given |
fimmr‘i will be mmwnmx!mi nw a .wna!t’ numther u/ these fifes ;ﬂur e mf rwr:wul

At this mint A check i mmde thait lrMeﬂﬁ thﬁm afe nr:; mraarru ow cﬁup(:mm ;s;ns f‘or aamy cc:untm and
should any be found an aleitis rbised.

Note that this conld only happen as . yeselt of o bugein the-code or By:somebady wompering with Mu
ety n }Hc‘l W cindd !ﬂm chevk is ing imied M:lfﬂ( wally o, rhm k- far any steh Mags rmwmmm

Thigse files are ﬁwﬂ e‘omecj o the: Aumt sysmm whw. they are sa&%&é wrﬁh cm;rmi malffz 1ey am hwld
thf:re for & period of 7 years duringg chh time thmy may e retrieved and fi Itm’ﬁd to i:aroa:mcw tma relevant
audit data for a pﬁrm.,ulm Bmmh . o :

Thies Digital Smal it wicuimm using an MES hash of 'the entive content of the file being sealed. This valu
is wtored in 4 separate "Seals Database™ held on the Audit Server;

Whengver daia is retrieved tor audit enquiries a number of checks are carried out:

a)y The gudit fles have ot been thinpered with (e the Sedls on the audit files are correct)
b} The individual Baskets (and-other records) have helr dighal signédtures checked 1o ensure that
may have not b@an mnrupiad

Thiv uwn!vm /Jmlws: the Pubilic Ku which fias heen saved with the fﬁn;{ O message ond whso |
checking the injegrity of the Log O messige using the Pablic K tw Clertificare of the BAL's vigning
keyrwhich iy stored as part.of the Log O audit message.

¢} Acheck is made that no records are missing or duplicated. le. a checldis made that there areno
gaps or duplicates in the jsn sequence for any counter.

It should be noted that this same Audit syster was used 1o hold sirmflar data from the old Horizon system.
However on the old Horizon system the audit point was the message journal on the Riposte
Ceireaspondence Sefvers and thus the technotogy used for producing the audit of data s completaly
different batween the old Horizon system and Horizon Onling.
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1  Purpose
This document is submitied to Post Office for information” purposes only ‘and without prejudice. In the
event that Post Office requires information in-aupport of @ legal case Fujitsu will issue a formal statement.

This. document i a technical description of the measures that are built into Harizon to ensure data
integrity, including a description of sevaral failure scenarios, and descriptions as {o how those measures
apply in ‘each case.

Note that this docurment only covers Horizon. it daes not cover HNG-X (Horizon Cinline).
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2 Horizon Data Integrity

The Herzon system is designed. to store all data focally.on the counter's hard disk. -Once the data has
bean amc:z:a%fu ity stored thede it is then reptichted {eopied) 1o the hard: disks of any -other counters in the
branch (ancﬁ in the cass of a single dounter branclh to the additionsl external storage ob the single
counter), ‘Data is also ;mawf»d on; Tromm the ateway counter o the Horzon: ciaa‘&a cenire umm; wimilar
rgEhaniss.

The réplication process {s designed such that should the data fall to be copied immediately (for example
due-to-a fallure on thie focal 1T netivork within the branéh or-anothier counter beling switched off b the
branch being disconnected from the déate ventre), then further atferpls are made to replicate the deata at
refjular intarvals. it itls finally copied succassfully.  Orice the déta reaches the Data Gentre-a further
copy it taken and added into the aydit frall where it fg aviilable for retieval-for upio 7 years, Data in the
audit trail Js “senled” with # secure checksum that is held separately to ensure that it has hot been
tampared with or corrupted.

Every record that is written to the transaction fog has a unigue incrementing sequence number, This
meang it s possible o detedt if any trapsitions records have heen lost.

While a customsr session is in progress, details of the transactions for that customer session are
normilly helkd in the computer's memory until the customer session (offen known ag the "slack™) is
setfied. At that point all details of the transactions: (including any methons of payment used) wre writlen o
the loval hard disk and replicated (as described abiove). It should be noted thal double eniry
bookkeeping is used when. recording =il financial transections, ie for every sale of goods or services,
there is-a corresponding entry o civer tha method of payment that hes been used. When a "stagk” is
securad it is written in such & way that either alf the daty Js wiitten fo the local hard disk or none of it is
writefi.  This concept-of “atomic writss” is also taken into account when data is replicated to Other
systems (ie other counters, extemal stovage or this data cantre),

The data for-a stack will have been successfully secured o the locul hard disk before the screen i
updated indicating that a.new customer session can be started, Nuote fhat although -an attempt will have
been made to replicale the data to an external systerm at this time, there is no guarantes at this point that
suth replication will have been successiul. For example if there is & Metwork Failure followed by a
Tarminal fallure thera is a slight risk that tramsactions in theintérvening period could b fost,

All data that Is written includes a “checksum” value (known as a GRC) which is checked whenevar the
data Is read to ensune that it hag not been vorrupted. Any such corptions detected on reading will result
in failures. being recorded in the event logs which are held on the Jocal hard disk for a few days for
imimediate diagnosis- antl also immediately sent trough to the data centre wheire thay are held for 7
YeRrs.
Arty tailures to write fo a hard disk {after appropriate refries) will result in the counter failing and neading
to be restarted and-so will be immediately visible o the usear,.
Whenaver data is reliieved for audil-enguities & number of checks are caried. out:

1. The audit fles have not been tampered with (e the Seals on the audit fles are correct)

2. The individual transactions have their CROs checked to ensure that they have not been

corrupted.

3. A chéck is made that no records are missing. Each record generpted by a counter has an
incratnental ssquence number and a check is made that there are no gaps in the sequencing.

@ Copyright Fujien & arvices Lid 2008 COMMERCIAL 1N GONFIDENCE AND R8T ARCIGENIREP 004
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3 Scenarios

it shoujd be noted that these scenarios are afl to do with equipment fallures and these will always be
visible to Fujitsu through the event logs which are retained.

3.1 A counter fails

When-a.counter fails, there are two possible scenarios:

o ltcan be successfully restarted

® It-cénnéﬁ bé suc:céss.ful-ly feafértwd., 50 needs to be physically replaced

In each case the Data Integrity considerations are different and so are described gseparately below.

Once the counter has been restarted (regardiess of whether or not it has been replaced) recovety may be
carfied out if recoverable transactions are detected on the counder. This is also discussed below.

3.1.1  The Counteris Successfully Restarted

In this case all the data ’ihai had been sequred prior 1o the fmkure is stll ;J{esem onthe muﬂter amﬁ 80 I8
available for use. If the User is in any adoubt as 1o whether a transaction had been completed or-not prior
to the failure they can use the transaction logs to confirm one way or the other.

3.1‘2 T‘h&'- Gmuﬂwﬁr '§:5 Phwicmly ﬂemamem

in this case there is no data on the tocal hard disk of the replacement counter, However, since the data
should have been replicated to other counters in the branch: {or in the case of a single counter branch-to
the external storage — which should have been physically moved to the replacement counter), then the
data should be retrieved . and copied to the new counter, I for some reason:the data were not available
locally in the branch, then it will be copied back from the data centre. This ali happens automatically as
pari-of the counter replacement procedure,

Note that the hard disks are encryptaci 50 there is no danger of da‘ta protactmn issues once ihe old
counter has been removed (or if it is stolen).

When & counter is mhymceﬂiy replaced, there is a possibility that not - all data has been’ sttcessiully
replicated to another system prior o the failure. i this seenaric- It is essential that the user gonfirms what
the last successful transaction on that couriter was, again by using the traﬂsaclicn logs.

3.1.3  Transaction Recovery

Some classes of transaction.generate recovery data as they go along, 20 as to ensure that in the event.of
a failure between the transaction starting and the basket being secured, there is sufficient information
available to enable the transaction fo be recovered. On Horizon there are two separate mechanisms to
cover different classes of transaction:

»  Banking Recovery

o AP Recovery

Both these mechanisms are automatically invoked during Log On, should the system detect that there
has been a possible failure. These are described below.

B Copyriaht Fujiten Services L2006~ COMMERGIAL TN CONFIDENGE AND — Ref " ARCIGEN/REF/0004
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3431 Banking Retovery
This covers credit card and debit card transactions aihd w—mp -Up imnmc{mnm a6 well ‘au onling banking
transactions.. . ‘ .

A'check is cartied outto see if any ingomplets’ mmhing style transactions (e, ngwaork haang, credit /
debit gard or e-Top-lip) exist in the fransaction jogs for thal coulter. An mmmp!etw transaction is one
where.an . authorisation | request has been-sent to the financial institution, and there is no. correspanding
completion message which s normally secired as part of settlement at thie gid of the Customer sesision.

In most cases, recovery information stored in-the transaction fog can: b used fo akcertain the oiitcoime. of
the transaction being recovered and a suitable conipleton recortd s then revorded at the time. of recovery.
In some cases the userls prompted to confirn whether or not the transaction has completed successfully
and thie responsa fram that prompt s used fo generate the completion record.

3.4.3.2 AP Recovery
in the case of Automsted Payments (AR, the user s dsked it thay wish to carry out AP r&wmry ant} they
have the option of doing so Immadiately.or leavi ing it until:fatir.

If the user caiies out recovery they will be asked aboist the last suocessiul AP transaction (which can be
sein front the branch copiel of the AP recaipts that are printed) and the syster will then chedk fo see if it
s been completed i ithe systen F Iy tot peen compl letad-in the sysiern, then the systern will use
the AR Racovery aam stored in the trarnse 'tscm !ags o elsure ’mai allincoinplote AP'trarisa ficins. o the
counter up until the one specifisd by thie viier nre complated &l ecovery time. To assist with this process,
sach AP trangaction has a upigue, incrementing sequence number which is prinied on the receipt,

Fufitsu understand that these processes dre defined in Post Office’s Hotizon User Guitles,

3‘7-‘? A m)mn@mmw a:=:?"%ﬁ3l :;;-@emw M--"&Waﬁh“

Thm m jum a8y )emal CAse ﬂf @ cfs:aumar faﬂum aw ﬁieaae 68 mﬂmn N abmve

3.3 T‘Sﬁt.@%m ai&”e{;:a@amw cmi”ﬂ%;miumﬁm networks

The replication protocols used to copy details of transactions between counters ant aiso betwesn the
fateway counter and the data centre snsure that. the u:lam is coplied suocessfully. Should packets collide
ofy the netwark (or should there | & any ofiver rietwork issuen such.as. the IT compunications. link failing)
then the replication piotooals will ensiie that the data is re-sent. Such retiies will continiie until the data
is Finally sucoassfully transmitted

& Crapyiiht Fuijiey Swmviees Lid 2000 CONMERGIAL I CONFIDENGE AND  Ret RHCIGENRER OO0
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To: Philip Jeary < GRO S
Ce: Patrick Bourke <i GRO i Mark Underwood1
<1¥ GRO i

Subject: Horizon Tutorial - Tuesday 10 November
Date: Wed, 4 Nov 2015 11:06:51 +0000
Importanee: Normal

Hi Phil

Just to provide some confirmations abead of next Tuesday’s Horizon walkthrough.

Tuesday 10 November, 09:30-11:00

In atiendance:

Jonathan Swifk (QC)
Christopher Knight (funior Barrister)
Chris Gilding (PO Lead Network Field Implementation Manager)

Patrick Bourke (Sparrow Director)

We may not need the full 1.5 hours but built in just as a contingency, as there may be several questions,
Jonathan and Christopher’s primary focus will undoubtedly be on the workings of the Horizon system itself
and that is where mostof their enquiries will Tocus, however it would also be worth. their while still being
taken through what other technology exists in branch (P&G, BES, Lottery etc.) and their connectivity to the
system so-that they get a rounded picture. You might however need to adjust your normal format and go with
whatever flow materialises,

We have asked Chris Gilding to attend on the basis that he has himself a vast experience of Horizon but just
as importantly has been heavily involved in investigating a number of the Sparrow cases and has a good
understanding of some of the Applicant issues raised within their complaints. He will therefore make
reference to these with interjections as you run through the tour however he is very much there as your
comrade and as a support.

I you need anything else just give me a shout.

Steve
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From: Patrick Bourke ! GRO g
Tox Lhmmphc‘r ng,h GRO i, Jonathan Swift
__________________ GRO P
Ce: Jane MacL cod <ji GRO i Mark Underwood]
Fmmmemimememm i ORO >, Steve Allchorn < GRO P,
Rodric Williams <r GRO i

Bubject: Post Office Matter
Drate: Thu, 12 Nov 2015 10:14:47 +0000
Tmportance: High

Dear Jonathan, Christopher

Many thanks for coming to see us on Tuesday.

I'hope you found the Horizon demonstration session helpful and that we were able, through it, to bring some
of the material vou are wading through to life a'bit.

I said T would send you a shert recap on where the discussion we had afterwards has left us.

Meetings with.prominent stakeholders

You expressed the view that it would be desirable to have meetings with Lord Arbuthnot, Second Sight and
Alan Bates, together with Tim Parker, a5 soon as practicable. This would a) sensitise them to the fact that the
enquiries are underway. b} potentially enable them to inform and/or supplement your lines of enquiry (and
certainly provide a platform for this); and o) help us in terms of the overall extemal credibility of the process,
These initial meﬁsﬁmgs could be built upon at a later stage for more detail, and if necessary. Tim" availability
represents a serious challenge, For that reason, we are prioritising the Lord Arbuthnot meeting. However, we
will start the ball rolling on getting all of these into the diary, laising with your clerk in the process.

We had a general discussion about the handling of these, and drew the following conclusions:

Criminal gases ~ you were of the view that, in the light of the substantial work already undertaken by Brian
Altman QC and Cartwright King, your role m;;g,bz be limited to recording whether or not, in your wm; ihﬁ
Post Office had adopted appropriate policies and processes, perhaps by reference to specific
recommendations and/or one or two cases. You asked whether we might have some suggestions as to those
cases you might include in this sample and we, of course, will provide these.
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Investigations — vou would, as anticipated, use the documentation we have provided (including the
spreadshest covering the 136 cases) to test-the appropriatengss/itasoniblenets of the scope-and depth of our
investigations voder the Scheme nsing a sample of the actual cases to draw your conclusions from. We
agreed (o put you Together with the relevant internal investigators at-the appropriate time. You also asked
whether we might suggest some cases which could usefully be included in your sampling exercise and we
will, of course, pmwdu YOU with some ideas.

Hedpdesk ~we disenssed the challenges of testing the guality-of support provided by the Helpdesk
manner i which material 1s recorded, and 1 said we woild come to you with a proposal for address
1will write separately on this, but for the _
documents (over and above those you already have) which show how the Helpdesk system: operates
generally, Then, through the administrators.of the system, work is already underway to try to identify those
accounting issues most fruqucam v raised by SPMs and the answers provided by reférence o the Knowledge
Base. We will try 1o establish how fong those answers have been in effect for and any changes to them over
the period. We will then arrange meetings for you with the relevant personnel (including, where possible,
thase responsible for the Helpdesk over the relevant time period).

ing these.
nefitof this note, the main elements will be to supply you with

Herizon —we will provide you with copies of reports prepared for the purposes of trying to confirm the
reliability of the system for accounting purposes (this includes the Deloitte report(s), Sécond Sight's work,
and the most recent ISAE3402 Report prepared by Fujitsu and Ernst 8 Young covering the Horizon
processing environment).

We will also provide you with the “Spot Review” responses which Post Office and Fujitsy pmmmd m
response to specitic issues raised by Second Sight in conmection with their July 2013 Mc,pvm and will review
ather potentially relevant Horizon acoreditations (¢.g. that obtained for Payment Card industry standards).

We will also ask Fujitsu to provide us with details of any system-wide upgrades which have taken place
aver-the relevant time pmmj which had, as one of their components, changes to the system’s accounting
progesses. As we noted in our meeting, these will inclode counter, hardware, and infrastructure releases from
whith any specific changes to branch accounting/recording issues would need to be paised out.

Lastly, we can gonsider whether some form of testing shoubd be conducted once a specific, testable issue
lias been identified, bearing in mind that this would only demonstrate how the system iy operating at this
ponit i time.

=
E
}E%

We're all conscious of the time constraints we are working within, and it may be that some limited work will
nged to continue after Ximag (og any festing you reconimend). and be re. ported as hcmp wngderway in the
Chairman’s réport to the Minister. However, our ambition remains to complete all substantial elements of the
wotk before then, 5o we will need to proceed at pace, My team herd is available to provide you with any
support or infonation you may need, so do please lesn on us as necessary.
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At the appropriate juncture, we will want to revisit our early (and necessarily tentative) discussions about the
shape and length of vour report to Tim and fo make arrangements for drafis etc.

The various outstanding issues identified in this note will reach vou under separate cover.

Kind regards

Patrick

Patrick Bourke

GRO
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From: Christopher Knight <1 GRO 8
To: Patrick Bourke <{ GRO L
Ce: Jonathan Swift < GRO b Jane MacLeod
GRO L Maik Underwood! .
GRO i Steve Allchorn < GRO P
Rodric Willias < GRO P

Subject: Re: Post Office Matter
Drates Thu, 12 Nov 2015 19:06:19 +0000
Importance: Normal

Digar Patrick,
Thank you for this helpful summary.

Can [ reiterate and add some further requests please:

Could we have a formal POL response 1o the recommendations of Brian Altinan Q( concerning POL
prosecution policies and procedures? (I've mentioned this 1 Rodric already.) This may already exist in a
docoment which addresses cach of them but if it does not, a formal letter to us explaining what has been
adopted and what has not would be helpful,

There are some legal advice docaments on the original list which are still outstanding. We would welcome
those please.

I'have reviewed the Hamilton file you sent through a fortnight ago. As 1 understand it, it containg the
documents which particularly go to fmpimnmg mnstdemtmn of sufficiency of evidence and the charging of
theft and false accounting. 15 that right? Much of that is very informative but it is clearly not the full case
file: could we have an indication of the size of'the full file? It may be &ppmpnm for me to Took over the full
file of two or three criminal cases (whicl you are going to make suggestions about) to ensure there is niothing
which might point in a different direction, and to get a clearer idea of what Ms Hamilton says.

We should probably also see (via huddle if casier) the trial transcript at least of the Misrah pmsm,uimn (I
may have misremembered the naine - the one where Jenkins was cross examined for the only time.)

I have read the Castléton judgment, which is very helpful, Is this the only civil judgment on rélevant issues?

I would also like some further information which arises out of this case. At para 23 the judge discusses the

evidence of Ms Chapman of Fujitsu which refers to an ewor in the Horizon system which-affected a Falkirk

branch, What was the nature of this error? Is it one of the three Mr Jenkins appears to have disclosed to

Second Sight? If not, has it been {iswmwd at any point (and i not, what is the rationale for that?)? 1 do not
hmh itwas smnmhmg discussed in Ms Chambers' witness statement by the- way the judgment is phrased, so
[ recognise these questions may take some fime to mmww

Juston meptinigs, my own view is thit Second Sight need not be on the VIP-list which the Chair need attend,
or prioritised at the outset. We are likely to have a good deal more questions for them, and more critical
questions, than stakeholders such as Lord Arbuthnot or Sir /xmhmy Hooper, and it may not be necessary or
appropriate Tor the Chair to attend such a meeting. We will also be better placed fo speak to Second Sight
towards the end rather than the beginming.

Best wishes,

Chris

Sent from my Pad
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On 12 Nov 2015, at 10:15, Patrick Bourke < GRO > wrote:

Dear Jonathan, Christopher
Many thanks for coming to see us on Tuesday.

I'hope you found the Horizon demonstration session helpful and that we were able, through it, to bring
some of the material you aie wading through to life a bit,

I gaid | would send you a short recap on where the discussion we had afterwards has left us.
Meetings with prominent stakeholders

You expressed the view that it would be dwuabiu to have mwtmga with Lord Arbuthnot, Second Sight and
Alan Bates, together with Tim Parker, as soon as practicable. This would a) sensitise them to the fact that
the enquiries are underway; b potentially endable them to inform and/or supplement your lines of enquiry
(and certainly provide a patform for this); and ) help us in terms of the. overall external credibility of'the
process. These initial mwtnw,s gould be built ‘upon-at a later stage for more detail, and.if pecessary, Tim’
availability mpﬂ*swm& aserious challenge. For that réason, we arg prioritisiig the Lord Arbuthmot mecting.
However, we will stast the ball rolling on getting alb- of these into the diaty, Haising with vour clerk in the
Process.

The 4 strands of enquity:
We had a-general discussion about the hamdling of these, and drew the following vonclusions:

inal cases — vou were of the view that, in the light of the substantial work already undertaken by
Brian Altman JC and Cartwright King, your rofe might be limited to fea"wdmg whether or not, in your
view, the Post Office had adopted ;a:ppmp; tate policigs and processes, perh haps by reference to spef.:mc*
z%ummcmdmtmns and/or one or two cases. You asked whether we might have some suggestions as to those
cases yoil might include in this sample and we, of course, will provide these

Investigations - - you would, as anticipated, use the documentation we have provided (including the
spreadsheet covering the 136 cases) to test the appropriateness/reasonableness of the scope and depth of
our investigations under the Scheme using a sample of the actual cases to draw your conclusions from. We
agreed to put you together with the relevant internal investigators at the appropriate time. You also asked
whether we might suggest some cases which could usefully be included in your sampling exercise and we
will, of course, provide you with some ideas.
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Helpdesk — we discussed the challenges of testing the guality of support provided by the Helpdesk given
the manner in which material is recorded, and 1 said we would come to you with a proposal for addressing
these. I will write separately on this, but for the benefit of this note, the main elements will be to supply
you with documents (over and above those you already have) which show how the Helpdesk system
operates generally. Then, through the administrators of the system, work is already underway to try to
identify those accounting issues most frequently raised by SPMs and the answers provided by reference to
the Knowledge Base. We will try to establish how long those answers have been in effect for and any
changes to them over the period. We will then arrange meetings for you with the relevant personnel
(including, where possible, those responsible for the Helpdesk over the relevant time period).

Horizon ~ we will provide you with copies of reports prepared for the purposes of trying to confirm the
reliabitity of the system for accounting purposes (this includes the Deloitte report(s), Second Sight’s work,
and the most recent ISAE3402 Report prepared by Fujitsu and Frnst & Young covering the Horizon
processing environment),

We will also provide you with the “Spot Review™ responses which Post Office and Fujitsu prepared in
response to specific issues raised by Second Sight in connection with their July 2013 Report, and will
review other potentially relevant Horizon accreditations (e.g. that obtained for Payment Clard industry
standards),

We will also ask Fujitsu to provide us with details of any system-wide upgrades which have taken place
over the relevanttime period which had, as one of their components, changes 10 the system’s accounting
processes. As we noted in our meeting, these will include counter, hardware, and infrastructure releases
from which any specific changes to branch accounting/recording issues would need to be parsed out.

Lastly, we can consider whether some form of testing should be conducted once a specific, testable issue
has been identified, bearing in mind that this would only demonstrate how the system is operating at this
point in time.

We're all conscious of the time constraints we are working within, and it may be that some limited work
will need to continue after Xmas {eg any testing you recommend) and be reported as being underway in the
Chairman’s report to the Minister. However, our ambition remains to complete all substantial elements of
the work before then, so we will need to proceed at pace. My team here is available to provide you with
any support or information you may need, so do please lean on us as necessary.

At the appropriate juncture, we will want to revisit our early (and necessarily tentative) discussions about
the shape und length of your report to Tim and to make arrangements for drafts ete.

The various outstanding issues identified in this note will reach you under séparate cover.
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Kind regards

Patrick

Patrick Bowrke

GRO

) o ] 3 ol ey e ek
mm smait amﬁ# any attmﬂmants &re confidertial anﬁ intenited for the aidresses anty, if you are-not the named redipient,
you st not use, disclobe, eproduce. copy o distdbute the contents of this cominunication, If you have received this
in‘grror, please contact the sender by reply email and then delete this smail from your system. Any views or opinihs
sxpressed within this smalt are solely thuse of the sender, unless otherwise specifically stated.

POST OFFICE LIMITED is régistered in England and Wales no 2154540. Registered Office: Finsbury [Hals, 20 Finsbury
Street, London EG2Y 9AQ.
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From: Patrick Bourke < GRO -
To: Christophier Knight i GRO e
Ces Jonathan SWiltlf omcccoe.c GRO..._, 47, Mark Underwood]
< GRO 1>, Steve Allehorn :
<st! GRO £ Tane Macleod < GRO .
Rodric Williams < GRO #

Subject: RE* Data Spread ‘\hz—mi for Christopher Knight/Jonathan Swift
Date: Thu, 19 Nov 2015 17:45:59 +0000
Emportance: Normal
Attachments: 151119_Richard Roll - A_summary _of Responses_to_his_Allegations_-_pb.doex

Dar Christopher,

Thank you for vour email.

Fhe-files and doctments retated . the cases vouhave listed in your emabwillbbe available for vou m view
on anid/or downtead from Fuddle by close ol business tomorrow at the Jatest. Can [ justcheck that, sinee you
have now identifie srirninal)
vou might wish (o consider immm,&z at 7' In some ways, 4 selection excl wzw}\ made by HIEBW i is better for
the independence of vour enguiries. Nonetheless, if you would still like suggestions, ;’1! ase just fet me know.

d-a list, you no-Jonger need suggestions from us of cages (w, hether cr m*uwil/;zm‘z.

b

b

In-retation 10 the allegations. made by Richard Roll on the Panorama broadeast, | attach a paper wi hich seis
out. a5 a table, the various lines, statements and comespondence, inchuding those from Pujitsy, which
between them covir the ground. Please Tet me know if you require a more formal statement from Fujitsu,

We are currently working through and making progress with the various documents reguested in selation to
the Helpdesk, tnvestigations, and the assurance of the Horizon system and should be ina position to provide
these to vou-early next week.

Lasthy, in respect of vout request for information refating principally to legal matters(made in your email of
12 November 201 5). Rodric is hopimg to be able to provide these 1o you h}_. close tomorrow,

Kind regards

Patrick
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From: Christopher Knight 3 GRO i

Senty 19 Novemnber 2015 fg:as

To: Patrick Bourke .

Cex Jonathan Swift; Mark Underwoodt; Steve Allchipr; Jane - Macleod; Rodiic Willlarms
Subfect: RE: Data Spread Sheet for Christopher Knight/Jonathar Swift”

Digar Patriehk,

rf,.‘k'-vic,iv--mi' fl%m ui ziﬂ{! WE \mu 9 im wmtz:mi i’ Hum, lh‘a -

M4

NGRS

MO

M114

Dro fee e know when they are upboaded.

Therg are varitos queries and requests we have outstandlig Trom last week 1 behieve

{'mm:,% wi athd a fuether o i;m anovanma e anseript containg allegatic

Figiitsu, whiv appears | 3 : rthy Lragn;fm u eha o
50, Do we-have atly e u:x;m:%,fvm::azi statement or simitar { Jr Roll setting out the details ui in,r. accouit? Jusi
as inportantly, we will need o formal response Trom the i*é.? ik Pujitsa jun‘!u wharly the Tatter) about My
Rolts convinents to Panorama, 11 diere is alicady one, could we see it please (the statement abaut the
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programme generally does not address this issue). 1 not, can onebe provided to us explaining the PO and
Fujitsu response. Jonathan and T will certainly have to deal with what My Roll has said.

Best wishes,

Chris

From: Patrick Bourke [malto; GRO :
Sent: 03 November 2015 16: 44

To: Christopher Knight

Ces Jonathan Swift; Mark Underwoodl; Steve Allchorn; Jane Macleod; Rodric Williams
Subject: Data Spread Sheet for Christopher Knight/Jonathan Swift

Dear Chris

b attach & copy of the all-encompassing spreadsheet we tatked about which, for-each case in the Scheme.

records the information you indicated your w ould find helpful to have, mchzdmg, details on ummmi charges,

whether the Helpdesk issue was Lmimldl'ﬂtd of. Second Sight's thematic issues and so on. This shoutd enable
vourand !mmtf!ge“_tu detenmine which cases (o nse as part of your sampling exercises. The password for the

a;ﬂruufshvd i GRO E

=

My colteague, Steve Allchom. ‘hag organised for your tovr ol Horizen (sorry) next Tugsday moming. 1t
would be very helpful for us to s;wz,l{xwth or without Jonathan, depending on his availability) after that, so
that we can develop a jointund wding of how vou are likely to approach your enquiries so-that we might
support your work as effectively as possible, | would also like to take that opportunity o introduce you to
Rodric Williams (gopied), our in-house Tawyer, who will be able o guide vou it refation to the computer
spectfic issues you will want to address and more generafly.

In the meantime. please do not hegitate to-contact us with any questions.

Kind regards

Patrick

This email and any attachments are confidential and intended for the addressee only. If you are not the named
recipient, you must not use, disclose; reproduce,; copy or distribiite the contents of this communication. If you have
received this in error, please contact the sender by reply email and then delete this email from your system. Any views
or opinions expressed within this email are solely those of the sender, unless otherwise specifically stated.
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POST OFFIGE LIMITED Iz registered in England and Wales no 21545640, Registered Office: Findbury Dials, 20
Finsbury Street, London EC2Y 9AQ.
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| supporting Document

leOfS/EE}‘LS

?anamma Pmdumr Canar Spackman emap! ﬂutimed areas af questwnmg including

the below [without reference to Roll):

o the suggestion that-bugs in Hou izon were more wzdespread than Second Sight
have-found

# the suggestion that there were around 30 people working in “third line support” at "

Fujitsu and that they fixed dozens of system errors

+ the suggestion that errors were fixed by a team who could access transaction
data, add transactions or make changes to transactions that would affect the
balance in branch, without the sub-postmasters knowledge

|

Tidlons

Conor Spackman email - v gs 12062015 msg

16/06/2015

Pete Newsome, Business Change Manager (PO Account), Fujitsu, in response to
reguest for information:

# the suggestion that there ware amurzd 30. peap!e workmg n “third fine support” at
Fujitsu and that they fixed cis;%ze né of system @rEors

Fujitsu has provided during the lifetime of Horlzon ar. mdus“mf standard support service
to.coveringidents that-are raised by the customer service desk {row by its 515D} into
Fujitsu Capability Units underpinning the five service which through the incident
management process are placed in résolver. groups and reviewed by su bject mam’:r
experts o produce tactical workarounds gmd warkmg ;:rrmcsgdurezs unitil the issue has
been resolved.

Third Line Support covers multiple disci pimas thhm the five service across the
infrastructure, within the Apphc:dhan, Netwiork and Security services provided to the
customer. There are teams of subject matter experts. reviewing wﬁtem evernts,
enterprise management alerts, security vizlnerabilities,. ne:ztwerk logs and traces which
arise through enterprise managément foolséts or manual checks of system logs.

Pete Niwsome 16 June 2015.msy
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17/06/2015

Panorama groducer Matt Bardo email (extract):

W have in cmw@ww a forimer employee at Fujitsy, who worked in “third fine support”
for the Horlzan ﬁymwm He says it was pw&syb &5 wmatﬂly access data hem ot branch
tarminals and to amend that data, He also alleges that system errors were more
widespread than has previously been reported.

Bate-Bardo and M emaits 17062015 msg

| 22/07/2015

Punorama producer Matt Bardo letter (extract — he highlighted in red the areas he
hod not previously ralsed):

Former Fufitsu employee who worked In “third line support” for Harizon prior to
2010,

s we have been told that it was possible to remotely access data held on branch
terminals withput the postaster’s knowlgdge and that this ralses questions
about whether computer evidente against postmasterscan-be 100% relizble

e we hHave been told that-under the Service Level Agreement, Fujitsu mu}dbe fined
for transactions that went wrong. It was therefore in Fufitsu’s financial interest

not to report the extent of software and hardwarg problems teo the Post Ofice

o we have been told thiat errors 1 Horlzon were mpre widespread than has ever
bean reparted

» we have been told that %‘hﬁfw weere around 30 ;‘eem}ée wm&zmg i “third fin
support” at Fujitsu and that they all worked full timé to fix errors

Mait Bardlo iptter
237015 docx
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| 21/08/2015

Mark Underwood, Sparrow team, email outlined key points for use in mediation as
Bppropriute:

Looking at the transcript, 1 think the below isthe key sentence from RR. He states:
“RR: We went in through the backdoor and made changes. Sometimes you would be

putting several linés of code in at o time. If we hadn’t done that then the counters
weould have stopped working”.

What RR is actually talking about here is, | think, open to interpretation.
What we do know about RR is that he:

»  worked in 3rd / 4th line support-on the 6th floor for a couple of years in the
early 2000's;
worked on “estaté management’ rather than the accountancy side;
left Fujitsu on good terms as he had become disillusioned with [T to become a
chiropractor in the Bracknell area.

What we know about Horizon pre- 2010 is:

o Itwas a ‘dialup’ system (ersmrpted) and Fy jitsu application software
specialists could access the system remately, a5 vou would expect them to be.
ableto do as part of anv standard [T support functlon. but the svstem did not

allow remote ggents to mampulate bra nch transactno ns. These  remote.agents
perform tasks like examining dsaznﬁstﬁ: mfnrmatmﬂ not’ transmltted tothe
central servers and modifying application functso nahty on behalf of the
subpostmaster that is not part of zhe standard mterfaee ez forcing the
counter to re-download its persona ality and product set data.

# Remote agents could not ‘work” the terminals as there was no functionality for
this

Mark Underwood email 21 August 2015.msg
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e Every access was logged and so there is an auditable footprint where records
sre still within the retention pariod

1S interpreted RR's statement to be In relation to financlal records. The reality is that,
given the above- RR's rale would have inveolved puttingin codes for various and
niimerous reasons - updating, maintaining ste - but this would have had ng thing 1o do
with branch fransactions.

This in i, T think our initial mpkwtmu d be that, RR was actually referring to
- providing support rather than editing ransactionsl records.

e

As included In our Scheme report [L.e. Mardh 2015 reportl:

it is also-possible for Fujitsu to view branch data in order te provide support and
conduct maintenance but this does not allow access to any fum:wmauty that could he

used to edit recorded transaction data. Having reviewed all the cases, no-one (including |

ali the Applicants dnd Second Sight}’ hﬁs been ablato identifya ﬁp@%lﬁh transaction that
did not originate in branch,

A smméwr of different explanations were found for the ‘unknown' transactions:

- The transaction was conducted by the Appﬁ:g.am But they could nof remember the
transaction. Every input into Hmnm i is mgsﬁeﬁ %zgﬁtr;yt t? RE zﬁue gdmmﬁ,' of the u%e.x
Each user D8 gersonal to mm ser anci pr A" gpass‘werd that must not be
shared. Whare the U“af’k*idﬁiﬁ}ﬂ aﬁata Was w&ﬁm e, th sk Qﬁfcewm‘ abila to identify
the user entering the guastioned %F&m a&:ﬁ@n% i mmﬁ? cases, this was the Applicant
(whers the Applicant had wwﬁrmm that their paaswmd Wwias seciire).

- The transaction was entered usiig the Applsa:zw & user i but trw Bpplicant mti
shared their password with other staff mefnbiers. tn these cases, the most likely
explanation is that a.staff member had conducted the transaction without the
Applicant's knowledge.
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- A staff member had conducted :tiwé-'transacti;ah with their own user 10 without the
Applicant's knowledge (albeit that-a postmaster s able to determine this himself by
accessing the branch records available t.h.rough- Harizon).

-The entries correlated to periods when relief or temporary postmasters were running
a branch;

- The entries were conducted by Post Office staff conducting audits of branches and
who had Togged on to the branch terminals with the k;zﬁﬁi_:’aﬁt*ﬁ full kmowledge but
these entries were determined not to affect the branch's accounting position.

1f, it is then asserted that RR was referring altering financial records or the Balancing
transaction Process, | think our lines should be similar to:

»  As we have always said, Horizon does not have functionality that allows Post
Office ar Fujitsis to edit or delete the transactions recorded by branches

s It has however always been possible for Post Office to correct errors in and/or
update a branch's accounts. ‘Thisis most commonly done by way of a
fransaction correction owever it could also be by way of a balancing
transaction or transaction acknowledgerment,

e A Post Office employee could also, in special circumstances, log on to a branch
terminal locally {i.e. by being physically in g branch) using 4 new User ID and
password and then conduct transactions (though these would registeragainst
that unique User (D).

& Allof the above processes for correcting /updating a branch's accounts have
similar features. All of them involvé inputting a new transaction inte the
branch's recards (not editing or removing any previous transactions) and oll are
shawn transparently in the branch transaction records available to
Subipostmasters {as wellas in the master AR datal.
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»  We have never made the B’TE’ = secret. In fact we reference it in mm Quf
published Scheme Report am;i our Beply to &aeﬁ:md Sight's Part Two Report.

Extract from Panorama rebuttal provided by Post Office to Winistar [ post-
programimel

Fujitsu “Whistisblower’ — Richard Rolt .

Panorama: “.a team of mmpmer tech) mzam wag fieaimg with hﬁm@mn BIFOTS, mme
of which e says, could créate false, Emsm« He alsp ﬁagﬂs financial mmmﬁ were
sometimes changed remotely without the pm@;masief knowing. That is mm@th&ng the
Post Ciffice has always said simply can’t happen....”

28, Despite repeated reguests, the Post Office was not provided with the identity or
information about the Fujitsy wﬁes‘tiehfow&ﬁ before the Pangrania broadcast and was
therefore denied the opportunity to comment upan his capability to comment on the
issues,

30 infact, the 'whistleblower’, Richarid-Boll, worked for Fujitsu frorm Zm%zﬁi}& arnid
does not appear to-have worked in 1T again since that time, Fujitsy has informed us that
heworked on ‘estate management’ and did net work on branch accounting aspects of
Huorizon,

3%, Panoramia referenced statements by Wi Holl about financial records being chianged
remotely. Transactions as they are recorded by branches cannot be gdited and the
Panorama programme did not show anything that contradicts this,

32. Mr Roll spoke of making changes ‘through the back door’ and "putting in several
fines of code in ata time', Fulitsu has tonfirmed that thisis likely reference to
maintenance and support tasks as w:;oum be @x;}erwd of any stendard IT function. Such
remote access cold not be used to manipulate transactions,

33. Remote agents cannat and could not “work thﬁ Terimi rmis as there is o

Panorans febuttal -
BIS. pelf
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functionality for this.

34. Every access is logged and there'is an auditable footprint where records are still
within the retention period

20/08/2015

Pete Newsome, Business Change Manager (PO Account), Fujitsu, email (extract}:
And finally the following is all people could remember about Richard Roll:

s Worked in S5C 3/4th line support on the 6th Floor for 2 couple of years in the
sarly. 2000s for a couple of years
Worked on estatﬁrﬁarjag@mqm not gccountancy side
Left Fujitsu on good terms as he had become disillusioned with IT to become a
chiropractor in the Bracknell area

s

Pete Mewsame emall August 20 2015.msg

24/08/2015

Pete Newsome, Business Change Monager (PO Account) email extract:

3% line support is the 55C diagnosticians who apply technical knowledge to provide
support and incident resolution services. They support service managers in the delivery
of their service and undertake in-depth investigation into incidents by applying
analytical skills to the symptoms and evidence gathered by 1st and 2nd line units.

SSC diaghosticians have 2 general knowledge of most aspects of the Horlzon

system. They will also speciafise.in one or two areas such as estate management,
reference data, databases, batch systems or counter process and accounting.

$SC diagnosticians do not resolve incidents by amending any code used in the provision
of live:services. This s a.4™ line responsibility which is deliberately separated from the
3 line services provided by the SSC.

Pete Mewsome ematl 24 August 2015.msg

19/10/2015

Andrew Head, Executive Producer, BBC Panorama {extract from letter in response to
formal complaint from Post Office; this slightly expands Mr Roll’s allegations from
those included in the programme}

2. You also suggest that Post Office’s position, as laid outin their staternent, was

B0 r,e;;mﬁe i
Post (ffice October 1
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misrepresented when we reported that: “fRichard Roll] says f?&mdﬂiﬂ! records were
sometimes changed remaotely without the postmaster knowing. That is-something the
Past Office hos atways soid simply con't hoppen”. You say that Post Office’s position is
actually the following: “Post Office can carrect errers in and/or update a branch’s

gecounts by inputting o new transaction-{not gditing or removing any-previous

fransoctions), Itis afso pmmf'we to ypdate the softwore remotely. However, such
changes would be shown transparentli in the transaction records.”

Your description of Post Office’s position seéms to demonstrate that W reported it

acturately. From the briefing we attended and the long Post Office mpur’i“s that'we

read, it was clear that —after intally denying it - F‘M Cﬁff" ice had cﬁme to aac&pz that
remote access to branch data was possible but that any ahanye*; would ba shown
transparently in the data. if all remotely executed changes to branch accounts are
“transparent”, then thiy must be Lransparént o the ;;ﬂxstmm%ef whose records are
being changed. Sothe Post Office pusition is that any postmaster wortd know if his
recards were being changed. Mr mst wyg Hiat's not correct, He deﬁ that records were
sometimes changed withaut the postmasterknowing. 1t follows that we Lorrwctﬁ
reporied that he wak saying wme@ahmg thie Post Office has always denied. mﬁwd he
says he and his colleagues could make changes under the postinaster’s log in. T his
process left ng record that-anybody else bad besn on the system.  For example, MrRoll
explained to us that he could make ook a5 i a postmiaster had sold s book of stamps
when he had not

16/11/2015

CMS response to BBC r&gardmg mmpiaim [extract):

M Head's letter further states that Mr Roll told thé‘@ammam; m;éem that ""he dnd his
colleagues could make changes under the postmaster’s log te” and that ""this process
left no record that anybody else hod beer on'the systerh”, This allegation s likely to
have colotred the BRC's uemamm torunits prmgrammza and yettmd aii&g&twn was not
put to-our chient, Mr Bardo’s emall of 17 June 2015 3¢ 19:41 stated that ™a former
employee ot Fujitsy. .says it was possible to remotely aceess dato held on branch
terminals and to amend that dota”. Post Office provided a response to this allegation

Stage th Complaint
to BEC ~ 16 Movermbe
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However, this is a fundamentally different allegation to the allegation that changes
could be made "under the postmaster’s log in” and that this "left no record”. For the
record, this allegation is strongly dented. If Post Office had been informed about
allegations such as this in advance of the programme being broadcast, then it could
have provided a technical response explaining what could, and, more importantly, what
could not, be done with the Horizon system remotely.
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Dear Mark

b am writing to let you know that our programme about the Post Office is now
scheduled for broadcast on Monday, 10 August at 7:30pm.

When we were last in touch, | was pleased to hear that you were still considering
an interview. We would now like to know how you will be responding because we
are finalising the programme over the next week or so.

For your.convenience, 1 have collated the information we have already given you
about question areas in our previous emails. These have been grouped under
headings and | hope this helps to ensure that you are fully prepared to respond.

You will see that we have listed the full range of points that have been raised by
our case studies. This is.to give you a fair opportunity to respond if you wish,
However, as | have said in our previous correspondence, we would not want to
raise all of these points with you in the interview if you decide that you cannot
comment on individual cases for reasons of confidentiality. However it remains
our view that these cases should not be treated as confidential bacausa the
pos.tmaswrs have already be&n prosecuted in mpen court

As our mveﬂtzgatmn has pmgi essed we have continued t@ analyse mformatmn and
material. This has raised a few issues related to those that we sent to you before
and for clarity we also wish to put these to Post Office. We have added these
admtmnai g;mnts below in red so that you can fmd them: eamlym

We bﬁh&’ve you hava been afforded a very faw and reasonab{e apportumty to
respond over the past two months, If you would like to respond by way of an
interview we would be looking to film this before Wednesday 29 July. If you choose
to respond by a statement instead, then we would be gratef‘ul to receive that by

52 (mpm on the same dda}l :

i loak forward to hearing from you,
Many thanks

Matt . -

Interviewees we plan to include

Jo Hamilton (former postmaster) -

Seema Misra (former postmaster)

Noel Thomas (former postmaster)

James Arbuthnot (former MP). -

Charles Mclachlan (computer expert)

lan Henderson (Director, Second Sight)
Professor Mark Button (legal expert):
Former Fujitsu employee {whistleblower) -
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Jo Hamitton

«  the decision to charge Jo Hamilton with theft relied upon the Post Office’s
Horizon system

«  why Ms Hamilton's branch was £2000 down on the Horizon system and why
this.dou hie‘«*ﬂ to £4000 wn@n 5!1@ fmiowez:i the mstruc Uc:ms from the he?tpz desk

o her claim rhat she mu@ght: help and the Post: Ofﬁm failed to provide it

«  herexplanation that she subsequently felt trapped and did ot Krow what
m"fjw nt-f:-;ef‘ th:-«:m-sﬁ?g?,m aff i:m@immm -axgc;w.u:t"a'ﬁs;"

58 Mm ww i position bi
mz m%

thi ‘;%‘

« wehave ai% obtained extracts from.Jo Harmltor"n 5 plmets,utwon files, One
extract is from the Post Office investigator’s feport into Ms Hamilton's case.
On 17 May 2006 the Post Office investigator reported “I was unable to find
ahy-evidence of theft or that the cash figures had been deliberately:
inflated”. Another extract includes comments made in a memo that was
circutated on 16th November 2007 by the Prmmmt sawyer-of theCriminal
Law Division of Royal Mail. It talks about the importance of the theft charge
in forcing Jo Hamilton to repay the rmwng money and says: “l am never
confident with false accounti ing charges in relation to recovery under POCA
2()62 and the theft: t:harge‘é makm liferso much eaau:a*r“ ‘

wamw Lm s mm;mwz muzﬁw

‘ f‘m"ﬁt ?ﬂ fﬂ}ﬂ i?;whm@za of i’..wf
have i*wm borilarne

Hoel Thomas

« MrThomas' claim that that he told the helpline about his problems with the
system and about the missing money

« that it is no longer possible to know the results of important tests carried
out on Mr Thormas® system because those records have now beéen lost or
destroyed

«  Mr Thomas' claim that he was poorly treated after four decades of toyal
service

« according to the Post Office’s "POIR” report into-Noel Thomas’ case, it now
believes that that the cause of the shortfall in My Thomas” branch is likely to
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be “the cumulative product of operational errors in the branch by the
Applicant or his staff over an extended period of time”.

Seema Misra

Ms Misra's claim that she was not provided with adequate help to operate
the Horizon system

that Ms Misra’s branch made dozens of calls to Horizon helplines,
demonstrating that she was struggling to get to grips with the Horizon
system

that for twe years there were cash shortfalls at-Ms Misra’s branch and that
she used twenty thousand pounds of her family’s money to make good the
losses

we have been told that the Post Office failed to disclose crucial information
during Ms Misra’s trial including technical'information about Horizon to the
defence’s expert witness

that the Post Office and Fujitsu had identified bugs m Hmnzen and that the
jurywas not told about them

we have read extracts of minutes of a joint Fujitsu/Post Office meeting
shortly before Ms Misra’s trial at which one such bug was discussed. The
minutes of the meeting state that this bug could impact “ongoing legal
cases where branches are disputing the integrity of Horizon Data”

Post Office investigations.and prosecutions

w

the suggestion that the Post Office has a financial interest in prosecuting
postmasters because it -helps with the recovery-of missing money:

we have been told that miscarriages of justice are more likely because the
Post Office exercises both the power of investigation and prosecution
(meaning there is less independent scrutiny before a case gets to court)

the suggestion that the Post Office failed to consider or investigate the
possibility that Horizon could be the cause of some: of the !osses

the suggestion that these famngs may have l.ed to miscarriages of Justzce in
some cases

the mgqmmiw that thﬁ: P@st Oﬁ’:w m a buliymg nrﬁani‘saﬁzmn fhai;, hﬂi"s abused

“its power

that Chief Executive Paula Yennells has never qw&n arvinterview to defend

thePost Office! ﬁ pms:tmﬁ o mxsc&magﬁ*s Hf justice
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! sstion that Palila Veonsls bas b
justice and should resige

L

raplicated v mistarriag SIS 14

»  That the Post:Office had %:w“-ws mmﬁ acuting an average of 33 postmasters a
year in the five years up 1o However, imt year it onty prosecuted two
postiasters., This suggests 4.3 sgz,:; ufmma hange v peosecition policy

Horizon system

= that there have been mulliple problems with Horizon and that sometimes
transactions go astray

«  that Horizon-appears 1o have escaped full, indegendent sceuting

« the suggestion that the complexity of the Horizon system adds to the
liketihoad of errors

« that Post Office prosecutions relied on the belief that the computer system
was robust, when in fact computer errors may call this-into question

«  the claim: by numerous postmasters that they were told by Post Office
investigators they were the only ones having probtems with the Horizon
system

Second %gh,t-’.ﬁ investigation

o we have been told that the Post Office had a-culture of dental when it came
to bugs neoirring o the Horlzon :efw*ﬁm

o that Second Sight reported tvo bugs that caused losses mw; postimiasters
wuled ?:axve_ﬁ:}@v&f:i.mwi{ tiable for had the errors not been found. In one case
it took the Post Dffice » year to discover the problem

« Second Sight’s evidence that remote access to branch data is possible in
spite of Post Office denials

i

5 it believe the Post Office may have Used theft charge
resaure o postmasters

Former Fujitsu employee who worked in “third line suppart” for Horizon prior
to 2010,

@ weh haw: be:san t’()id '%:hat; %t wa‘; pmﬁébia m rerrmte:iy acwsa data hetd on

m? wiwtk e f(sm,ww: wz( {*"*E”QWS"V‘ mgs:ma» i. M;ss ffwmtmw L

« we have been told that under the Service Level Agreement, Fujitsu could be
fined for transactions that went wrong. It was therefore in Fujitsu’s
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financial interest not to report the extent of software and hardware
problems to the Post Office

we have been told that errors in Horizon were more widespread than has
ever been reported

we have been told that there were around 30 people working in “third line
support” at Fujitsu and that they all worked full time to fix errors

we have been told that some of these errors were caused by Morizon
misidentifying transactions because the code identifying the product and
the cede identifying the payment type could combine in transaction data in
a 'way that resembled the data of other transactions. This meant that
payments were sometimes misidentified and misdirected by the accounting
system.



POL00043789
POL00043789

#618.1
| Nﬂetmmm

[Filenante [ Wiicrosoh, Word_ocument! daex ‘ | ORIGINAL




POL00043789
POL00043789

Panorama - Strictly Confidential - Subject to Legal Privilege

1.

Prior to the broadcast of the Panorama programme and over a period of more than three
months, the Post Office provided significant help and information to the programeme’s
editorfal team, including a two+hour ‘on the record’ briefing from senior people involved in
Complaint Review and Mediation Scheme.

However, despite repeated requests, the Post Office was never provided with sufficient
information about the allegations Panorama intended 10 include to enable full and
meaningful résponses, nor was it provided with the eviderice upon which the allegations
were being based,

It also became clear that Panorama was focussing on a very small number of individual
cases, all of which have applied to the Criminal Cases Review Commission (CCRC) - a body
who are subsequently being provided with all available inforration, including confidential
legal material not available to others.

In addition to the Post Office’s commitment of confidentiality to people who put forward
cases to it for re-investigation, the CCRC should be allowed to complete its reviews without
external comment.

Immediately following the broadcast, the Post Office issued its statement wholly rejecting
the allegations. It is meeting with the BBC shortly regarding what it considers to be the
programme’s inadeguacy in allowing proper right of reply and adherence to BEC guidelines.
Format complaint and legal routes are-also being considered.

Erosecutions

Panorama: ‘Crime wave sweeping middle England — the Post Office says it's caught dozens of
postmasters with their hands in the titl..."

6.

7.

The Post Office does not prosecute anyone for making innocent mistakes. From the 150
mompmin;&:. put fmward, 43 involve criminal convictions, These convictions have taken place
over a period of more than 10 yvears.,

The programme stated several times that the Post Office pursued theft charges against
postmasters where there was ‘no dirgct evidence of theft’ or 'no evidence of theft’. This is
entirely untrue.
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Panorama: ‘Back then, the Post Office’s own crlmingl investigator had found no evidence of
theft’

Panorama: ‘Sacond Sight tmﬁm tkwy mw have meﬁ theft rharges 842 tactic to put pressure
af au!:pos;tm.astws.wirs_imrﬂ_al Post Office documents talk about how a theft charge could make
ft enster to gel a court order to make Jo repay the missing mcmey’

8.

bt

10,

11,

12.

Panorama broadeast allegations that Post Office may have brought theft «charges without
wﬁ:’;pm ting evidence, and that 1 wﬁr charges werg hmugght improperty to put pmssure )
postimasters and/or support tw“wwry of financial mﬁm Frovn then, ”dwmma reférred to
twiy internal Hoyal Mail dotuments from eark o in the inviest] pation inte En@se"ﬁ atlo
Hamilton's branch to support these alfegations, and broadcast the suggestion that the
prosecution is a “miscardage of justice”.

tn e H‘in@ whether o prosecute, ?‘05& Giffice considers (amof#g other fac tars) whether the
tests set out in the CPS's Code for Crown Prosec tors are met which reqmw proseculors to
be satisfled that there is sufficient evidence for 4 realistic prospect of convidtion on each
ahggrgﬁe. rs_‘ancf_;:f itself, and that the prosecution 15 in the public interest.

Post Office would not be complying with the Code if it had brought a theft charge in the
manner alleged by Panorama, and our review of the Hamilton praseéitian dicuments, in
thelr full context within the prosecution flle, does notsuppert Panarama’s allegations.

The Harmilton prosecution file shows that thi'eviderice for 4 theft char gﬁf« was inves stigated at
the outset and Kept under review throughout the pmsmut;on, that spec alm ememai legal
counseladvised on the sufficlency of that évidente bhafore r'hargw Wi tmf and witimately
that the legal opinion that “there Is evidence she has taken the maoney, and *i:hat there is
sufficient evidence to support-thelt” informed the decision to fnsist that the full toss tw
repaid before Royal Mail {prosecuting for Post Office) would aceept the defendant’s offer to
plead gullty to false secounting and abandon the theft charge.

Ut mmtew however, whathisr the Hamiltan pmmmtfom Is'a “rviscarriage of jumae is bieing
invest] ﬁamd by the Crirminal Cases Review ﬁomrms”lnn The Commission, the mdwpﬁndent
organisation set yup by statute to nvestigate suspec ted miscare agns of mwﬁw from the
courts tn England, Wales and Northern Ir&!and will be assisted in its review by being given
acress to all of the available Post Office files, inclisdi ng the l@g”ﬁi adww recelved.

Panorama: ‘Seema was jailed as a thief. But was the star witnaess for the prosecution, the
computer, ever properly expmined? The expert witness for the defence doesn’t think so... in
every criminal case disclosure fs vital, so the question i, did she get a falr wiald’

13

Panordama broaccast allegations that there may have been Inadeguate disclosure 1o the
defenice about Horizon during the trial for theft of Seema Misra, such that she may nat have
tad a Tair trial.
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14, A review of the original trial transcripts undertaken in January 2014 by Post Office’s external
criminal taw solicitors found that substantial disclosure about Horizon had been provided to
the deferice and its expert Charles Mclachlan (a contributor to the Panorama
programme)}. The review also found that Mrs Misra’s defence made numerous applications
for further disclosure and for the case to be stopped as an “Abuse of Process” because of
inadequate disclosure. Each of those applications was however rejected by the presiding
judge, such that the scope and extent of disclosure in the case can be said to have been

scrutinised and sanctioned by the court.

Panorama: ‘..should Noel have been charged with theft in the first place.’

15, As with the Hamilton case, Panorama questions whether Mr Thomas should have been
charged with theft as well as false accounting. Panorama refers to a Post Office document
which it claims concluded that “that the missing money was probably caused by operational
errors”, and also notes that Horizon hardware in Mr Thomas's branch was removed for
testing but the “results have now been lost”.

16. Panorama did not report that the Post Office document (prepared recently in connection
with the Mediation Scheme) notes (as it is right to) that the issue with the hardware testing
oughtto have been considered during the course of the prosecution if it was indeed relevant
at the time.

17. This is however ultimately lrrefevant, Itis clear from the Panorama programme itself that
Wir Thomas committed the crime of false accointing, and that he was following his legal
advice when he chose to plead guilty to that offence. 1tis a matter for the courtto
determine sentence once a defendant pleads or is found guilty, having regard to all the
circurnstances of the case including the specific offence committed and its impact, and the
defendant’s conduct and character. Inthis case, the period of imprisonment to which Mr
Thomas was sentence was for the crime of false dccounting, not theft (although both carry
the sarme maximum tariff).

18. Ultimately however, as with the Hamilton case, the Criminal Cases Review Commission is
investigating whether Mr Thomas's prosecution is a “miscarriage of justice”, with access to
all of the available Post Office files.
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Pariorama: Second Sight ‘what was of interest to us was that a number of cases also started
with an-additionst charge; which was that of theft, Butin a signiticant number of cases, thay
theft charge was droppid in response to the defendant pleading gulity to false accounting..

19. The Post Office made it very clear to Panorama that the Complaint Review and Mediation
Scheme is not a crimine] case review, but rather an Investigation into whether Horizon
operated as it should in asmall number of cases.

20. Second Sight is a firm of actountants, it Is not experts in criminal law or procedure, and was
provided with all the relevant dommﬁmaﬂ-’akon to perform its role, as was agreed by the
mediation scheme’s Working Group {of which timy wers @ mermber)in 2004, Again, the
fimitations of Second Sight’s opintons regarding criminal faw were made clear to the
pragramme before broadeast.

Panorama: “The Post Dffice has its own investigators and it brings private prosecutions. It
doesn’t have to-go through the police or the Crown Progeiution Service.

21. Panoramaincluded comments about private prosecutions creating ‘potential miscerriages of
justice’ from Professor-Mark Button, who was presented in thg programme as a legal expert
but who does nat have any involvement in the cases presented.

22, The Post Office has no special powers of prosecution - where it discovers evidence of
criminal wiongdoing, it may exercise the right to bring » private criminal prosecution which
is available:to all companies.and individuals in England and Wales, Many organisations
conduct prosecutions. within their own sphere of interest, Including for example the Driver
angl Vehicle Standards Agency, Transport for London, the Envirenmerital Agency; the BBC
and many local authorities,

23, Post Office prosecuters are all experienced crirminal lawyers, many of whom have significant
experiénce in prosecuting for both Post Office and the Crown Prosecution Service. The Post
Office follows the Code for Crown Prosecutors (the same code as the CPS). This requires a
prosecution to have sufficlont evidence and hein the publiv interest, both of which are kept
under review right up to and including any trial. it means there must be sufficlent evidence

for each charge — if @ theft charge Is brought, there mugt be sufficlent evidence for a realistic
prospect of a conviction for theft.

24, External specialist criminal lawyers have continued to review material to ensure the Post
Office compfies with its continuing duty after a prosecution to disclose any information that
subsequently comes to light which might underming ity prosecution case or support the case
of the defendant.
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The Horlzon system — ‘operational errors’

Panorama: “.in paperwork we have obtained, the Post Office now admits that the most likely
cause of the losses was operational errors...”

25. The Post Office and Second Sight's investigations did indeed produce overwhelming
evidence that the majority losses complained of were caused by user actions {e.g. hurman
operational errors made at the counter).

26. This does not change the Post Office’s position regard'i-ng_ cases involving criminal
convictions. Falsifying accounts can alse contribute to branch losses. Where accounts have
been falsified it is not p@ssiﬁb%e‘m:iﬁemﬁfv the transactions that may have caused
discrepancies and losses, preventing the correction of the practices and proceduris that
generated those josses,

27. Quer the coutse of the investigations, the Post Office has demonstrated that Horizon works
as it should and is robust and effective in dealing with the six million transactions put
through the system every day for people up and down the country at 11,500 Post Office
branches.

28. Second Sight has not identified any transaction taused by a technical fault in Horizon which
resulted in a postmaster wrongly being held responsible for aloss. Without this, there is no
evidence to support any of the broad allegations about Horizon.

Fujitsu ‘Whistleblower” — Richard Rolls

Panorama: “..a team of computer technicians was dealing with Horizon errors, some of which he
says, could create false losses. He also says financial records were sometimes changed remotely
without the postmaster knowing. That is something the Post Office has always said simply can’t
happen....

29. Despite repeated requests, the Post Office was hot provided with the identity or information
about the Fujitsu ‘whistleblower’ before the Panorama broadcast and was therefore dented
the opportunity to comment upon his capability to comment on the issues,

30. Infact, the ‘whistleblower’, Richard Rolls, worked for Fujitsu from 20012004 and does not
appear to have worked in IT again since that time. Fujitsu has in_furmed us that he worked
on ‘estate management’ and did not work on branch accounting aspects of Horizon,

31. Panorama referenced statements by Mr Rolls about financial records being changed
remotely. Transactions as they are recorded by branches rannot be edited and the
Panorama programme did not show anything that contradicts this.

32. Mr Rolls spoke of making changes ‘through the back door’ and ‘putting in several lines of
code in at a time”. Fujitsu has confirmed that this is likely reference to maintenance and
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support tasks as would be expectad of any standard 1T function. Such remote access could
not be used to manipulate transactions.

33, Remote agents cannotand could not ‘work the terminals’ as there is no furictionality for
this.

34. Every access s Togged and there is an auditable footprint where records are still within the
retention period

Secand Sight

Panorama; Second Sight: “In any laige IT WSmfm it is inevitable that problems witl occur. What
seems to have gone wrong within the Post Office is a fallure to investigate properly and in detail
cases where those problems occurred, It's almost like institutional blindness.’

35, lan Henderson, from Seconid Sight, sald that there had been a Failure to Investigate properly
and in detail cases where [T problems octurred’. This is incorrect — Post Office investigaters’
first task 1 to'establish what has happened in the branch and its appeoach to sach
Investigationwill, by netessity, be influenced by thie particular circumstances of the
individual case. ' ' '

36. That task will be frustrated when the branch accounts have been deliberately falsified, which
i an act which precédes any Post Dffice investigation. By falsifying the accounts (whether
through the inflation of cash on hand or otherwise} Subipostiasters ar their assistants
prevernt Post Office from being able to identify the transactions that may have caused
discrepancies and losses. The first step in identifying a genuine error 15 tn determine the
days on which the cash positionin the accounts.is different from the cash on hand. Where
the cash on hand figure has been falsely stated, thisis-not possible.

47. The false accounting therefure hides any genuine errors from Post Office. it hides it atthe:
time the losses occur-and it remaing the case now that Post Office is not able to identify
which transactions may have caused the losses.

38. i thie Subpustmagter's {or thﬁir-éssmam‘sﬂawe accounting that prevents Post Office from
investigating the underlying losses, not the attitude of Post Ofice investigators,
‘Bustlying nrganisationg’

Panorama: _J_ameﬁ.Af;bu{hnar;‘t: “tt 15 a big organisation bullylng individuals with no ability to
cope in ways which sometimes see them sent to prison, made bankrupt, luse their
livelihood...”

39, Jatvies Arbtithinot told the programime that thie Post Office i butlying individuals with no
ability 1o cope’.

40. This allegation stmply not true — 1t18 not borne out at &l by any of the results that the Past
Office has when it ragularly asks people ahout thelr experiences of working in its network, or
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by any other evidence.

Mr Arbuthnot also said that he believed the Post Office CEO should resign. In fact, the CEO
initiated the independent inquiry and committed to a series of actions, including providing
funding to help people vbtain independent professionat advice to bring forward complaints
against the company. It is hard to'imagine any other company going to such lengths to get
to the bottom of allegations baing made by such a small minority of system users. The Post
Office remains willing to discuss these matters with Members of Parliament as it has done
with a number.
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16 November 2015

Your ret CAS-34851 19-74B6PG By Post and Ermail
Oy vef SUB/THREMIT/A 11850 00038

Diear Sirs
NOT FOR BROADCASNT
Panorama - Post Office Limited

We write further 10 the letter from Andrew Head, Fxecutive Producer for BBC Panorama, dated 19
October 2015, in response to our complaint-of 15 September 2015,

Crar elient is ot satisfied with the. response that it has teceived, for the reasons set out in more detail
below, and therefore wishes to invoke your Stage 1b complaints procedure.

For ease of reference, we erclose copiss of: (1) M Head s Tetter'of 19 Octobier 2015, (i) our letter of 15
September 2015; and {iii) our letter of 10 August 2015,

Level of response

Key lssues

o Norespouse to letter of 10 August 2015

Our Jetter of 15 September included reference to our pre-broadeast letter of 10 August 2015 5. The pmnm
raised in our letter-of 10 Augnst were to be invorporated in our letter of 15 Septembier, as was clearly set
out i the letter. Fhis was tmended te nvmd tIm need 1o repeat ;w:mm akeady made in :.’:mmapﬂmdemﬁ
weith the BEM_
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Chur client™s letter of ! 0. August relates io the BBC's eonduct priorto thebroadeast ofthe programme, M s
iportant o s that our client®s complaint extends to the BBC conduct in muking the
programme and in seeking our olieot’s contribtition. The complaind is ot fimited to the presentation and
sentents of the progionise itself, which My Heads letier largoly Tocuses on,

Hight of Ilégpiy

Key lssues
» Ko valid justification for failing to provide adeguate information to Post Office
o No valid justification for withholding “whistleblower’s" idlentity

o Faiture to pske cleay that My Roll wis not émployed at the velevant thme

Under the heading “Right. to Reply” in his letter, Mi Head responds to.a pumber of points.raised b our
letter of 15 Seplember. However, i dolng 5o he appedrs 1o bo basing wmeny of his conclusions on a
particular intempretation of the BRO Bditoral Crodelines (the “Cidelines™ ) which we cansol aceept.

Mr Head’s letter states “/Paragraph 6.4.1] of the [Guidelines] refers to the informed consent of
comtvibutors, who. take part in thé pro Mﬁcw Post-Office declined . i iy dogs not
affphu S This statement 18- rehis s points incthe Tedter, incloding #6 a justification for
refusing 1o disclose the details. of mm wi‘xm lubdosees”. Flowever, this intedpretation of the-Guidelines

i

does not make any logic

cal sense,

Mo valid distinetion dan be drawa between a party that provides % recorded mterview and a pasty that
_ ‘ e party Hat provic )

provides a stateoent Tor broadeast. Both must coustitute "contributors” to the programme, Purthermore,
our idient provided a detailed ontheceeord riefing to the Panorama team. This slone showld be

sufficient tomake our client a “oontibuior” to the programime,
o

ragraph .41 of the Guidelines
;\’m‘mﬁi«‘"&‘fﬂfv ﬂ.’w # ma(mwi'ﬁ‘w

Meore fundamentally,
of r}m knowledire ffm! i

states. thist “contribudors yhowdd be In posyession

pa.:_;g.brmmm‘

Nwmﬁ»mwm ‘i:if\'-mm dﬁ;:ﬁmtimz af a “eontributor” v Hmdled Ho parties that - provide an - interview for
SET: nhent upon the BRC 1o comply fully with g m'&gmpm é »4 3,, T wgg,‘ d ts» &El

pmnm t}'«;t it ;!mla to %Mlli“bu?&. ‘tip untsl the peint where the decision aver wh

1B given, We tail fo understani how | it can legitimately be argued that the BE an rmw:spwtlwly Jusm‘v

a Taitureto comply with this CGuideline based on a declsion taken by cur client after the date of the breach,

Indeed, pur client’s degision not to put Someone forward for interview was, in large part, reached because

of concems. pyver the lack of information that the BRC was providing wwmm@ the. allegations i be raised
and the: wvidence relied upor to support them: If the BBC had compli {ly with paragraph 6.4.1 of the
Guiditings, there is a strong Hkelihiood that our client would have prtwuie:{l an interviewee.

LI - ROOH T3R5 3 b3
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I this context, your suggestion that our client’s decigion to decline an interview justified the decision to
withbold Mr Roll's details is illogical. Our client’s repeated requests for the names of the contributors
significantly predated its decigion regarding an interview,

Mr Head further justifies the decision to notreveal the pame of Mr Roll, in contravention of payagraph
6.4.1 of the Guidelines, on the basis that the BBC was “keen to ensire that his testimony was not unduly
affected by external pressure”. This statement also is ot borne out by the facts. The invalvement of the
whistieblower was revealed in Mr Barde’s email of 17 June 2015, By an email of 23 June 2015, My
Barde explained that “we wish to protect [the whistlehlower s identity”.

Hewvever, it was not watil 23 July 2015 that our client wrate to Professor Button, To suggest that our
client’s totter to Professor Button swas part of the elroumstances that justified the BBC's decision to
withhiold Mr Rell’s identity ts clearly untrue. This appears to be an attempt, once again, fo use o
cirenmsiance-arising after a decision Tas been reached by the BBC (o justify that decision retrospectively.
Furthermore, our client's letter to Professor Button simply sought diselosure of any evidence that he may
have had in-his possession which suggested that there had been any miscarriage of justice. This tequest
was made o ensure that our client complied with its ongoing legal obligation of disclosure and not, as
suggested, to place “external pressure” on him.

While our client acknowledges that it corresponded with Mr Tan Henderson in advance of his interview
with the BBC, this correspondence was initiated by Mr Henderson who notified our client of the BBC's
request for an interview. Our client did not ewert any undue external pressure on Mr Henderson,
Furthermore, our olient has-a direct contractual relationship with Second Sight ineluding. nblipdtmm of
confidentiality imposed on Second Sight that our client was entitled 1o discuss with Mr Henderson,

I any event, after your interview with Mr Roll was recorded, there would have been no resson to
continue o withhold Ty ufentlty mekmg this information would bave allowed our client the
opportunity to comment on Mr Roll’s capacity to m ovide meamngml evidence. It would have further
allowed our client the opportunity to. provide comment on the status of the Horizon system at the time of
his employment and to highlight to the BBC (and potentially the viewers) that Mr Roll's knowledge and
z:xpe:ﬁcnc:e pertained only 10 a time period that was irrelevant for the thres cases featured in the
progranime. [ndeed, providing our client with the opportunity to make such comment would have assisted
the BBC to achieve the “due accuracy” to which it is required to aspire.

The only detail that the BBC provided regarding Mr Roll was that he was employed prior 10 2010, In fact,
Mr Rolt left Fujitsu’s employment in 2004, We fail to see why the BBC chose misleadingly to
characterise the timing of his employment which suggested that it was contemporaneons with the featured
cases,

Furthermore, Mr Head's letter states that “the dates of [Mr Roll's] employment ai Pufitsw were writtern on
the sereen during his imterview so this information was made available fo viewers amynway” and that
“Each postmaster alsa had the vears of their tenure clearly presented in on-screen text. The extent of the
overlup was. therefore clegr”. With the greatest respect for the viewing public, this line of d:gmm:nt
assurries too high & level of attention to detail for the Wtemge viewer, It is unreasonable to suggest and
Bighly unlikely that the vast rumomy bf viewers would have paid much attention to the dates of the
posstmasters” tenures, much Jess remerbered thein and then compared them to the dates of Mr Roll’s
emmployment. Viewers would rightly assume, in the abseénce of any express statement to the contrary, that

UK - 2099332253 3
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relevant

the individoal being presented as a whistleblowsr would have been providing divetly
information and; fndesd, that he would have knowletdpe of the computer system as it was 4l the e of
e specific ineidents being featured in the prograime. IFour client had been provided with details of the
Fujitsu employee that ‘was contribinting to the prograiiume; then it could have made suitable comment to

pey

=

yty with the

g indon L
constitute describing the allegations “in sufffclent detail to enable an nformed response™. Our arguments
o this point have been repeatedly rehearved in cotrespondence. To date, we have recetved N satisthetory
response to adequabely explain why-oue élient wes ot pravided with more detail on the allepations to be
made and provided wit
A previously stated, itwas sssential that onr client was provided with this evidenee to ensure that it had
oy anformation to enable e infonned response.

okt -to nio details of the evidence upon which sech allepations were 1o be based,

A e astde; e note that M Head’s Telte
af T4 weelks from 19 May 2005, This cmits to mention that there was-a fowr week *hiatus® between the
end of Jure and 22 July 2015 during which no further substéative correspondence wis reseived from the
BB

gtates that the BB was “repeatedly in contoct™ over & petiod

Proposed Meeting

Rey fssues

« Mo valid justification for decHuing offer to veview forther evidence

meeting 1o shar
cliedt brought charges of thelt-in the. aby

=
P
-~
)

§ Were u

pi presgore to plead guilty o &
I fustifyieg this decision to declive vor chient’s offes, Mr Hend vites two “finddmental ediiorial
ritzons”,

Mr Head’s first arpuonent is that the fact that our chent rejuived any disclosed doctments 0 be kapt
confidential would have “fpravented the BRC] from verifying its doenrney” and hence pud i in breach of

cig)

paragraph 5.4.2 of the Gruidelines,

s T any third party
BB i making the
; sy of the information, Facts
anel dociuments '%mia'i_;g presented o d-or that to.do se would require their disclosure to thind panies. It is
perfectly possible that the review could have led to independent tines. of enquiry without. the need o
disclose such materials, Indeed, situstions akin 1o this must arise in a lar pres nuniber of BEC mvestigations

natiri
, in applying this logic, the
asgumption that the BRC would need 1o take forther stepy to verify the de

This argument is ilfogieal, The fact that the BBC could not bave disclosed the

is not a justification

or pefusing to review them, F

VAl - FOUWIRTIE 3 4
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and therefore BRC staff should be perfectly capable of handling such confidentiality. Secondly, it is
illogical, and contrary to the prineiples of good journatism, (0 suggest that the BBC sheuld avoid an open
and nmportant line of enquiry sioaply due to the concern that it may open up other lines of enquiry.

A stated previously, if the BBC had taken our client up on its offer to revdew documents that would bave
demonstyated that the allogations being made were false, then it would have been left with little material
to broadeast, Mr Head’s reference to the BBC s inability to refer o or attribnite it in the broadeast would
b irrelevant-in the context of an allegation proved to-be false and, hence, not broadeast at all,

As stated in our initial letter of 1§ Septembier, it would appear that the BBC would prefer to “bury its head
in the sand’ and deny the inconvenient truth that Post Office has evidence to demonstrate That the
allegations being broadeast were untrue, rather than cheok and verify the information and facts presented
to the BBC by individuals with an axe 1o grind.

The second argument made by Mr Head in this respect is that the arcangement proposed by our client
would have “feompromised] the BRCs editorinl integrity (see Editorial Guidelines 1.2.4 and 14177,
Paragraph 1.2:4 of the Guidelines states “The BBC is independent of putside interests and arcangements
that could undermine owr editorial integrity. Owr audiences should be confident that owr decisions are
nor influenced by omside interests, political or commercial pressures, v any personal interesis™.
Paragraph 14.1 of the Guidelines similarly states that “Ouwr audiences must be alde (o trust the BBC and
he confident that our editorial decisions arve not influenced by outside interests, palitical or commercial
pressures, or any personal imerests”, Reviewing owr client’s evidence would not have constituied
“autside interests, political or commercial pressures, or any personal interests”. We do not accept Mr
Head"s argument bere. The BBC reépularly receives information, including from those who might be
considered to be partisan and is perfectly capable of reviewing this information without undémmining its
“editorial integrity™. At the very least, this infyrmation would have simply been more information for the
BB to consider when producing the programme. Miding behind the nebulous defence of maintaining
“editorial integrity™ does not justify the decision to ignore valid concerns about the truth of the allepations
ter be broadeast.

Reflection of Statement

Key isswes
o Failure to include elements of Post Office’s statement relating to the CCRC
®  Misrepresenting the invelvement of the CCORC

o Failure to include key elements of Post Office’s statement relating to the manner in which
Post Office conducts private prosecutions

Liespite the points raised by Mr Head, our clients mairdain that the BBC failed fairly and accurately to
reflect its response.

Without contradiction to the generality of the statement above, we would make the following points:

UK - 2099332253 5
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Review Commission {“CCRC™Y on the basii that the programune “die ol sugyest that Post Office

way Jalling to cooperate Pwith the CORCE and furthermpiore thal that programme did pot
expressly dtate that the CCRC would not have aco

ke

sitle the: statement e spise gf iy

' 0

sting # reference the CCRC is preswming sorme level of injus
L 15 o right open to-any person comvicted of an offence i England, Wales or
Northern Treland. It would have been fuir for these
alongside this staterment.

jee wher, b faot,
applyitg to the (1)

aspects of our olient’s response to bepresented

w  Srmblacly, My Head states that our olient’s statement thal Post Offive follows the Code for Crown
avmie did not expressly state otharwise, Bowever,
five] ar the
Bt on Wy e ature statements from Professor

Propecutor: was bot inclyded because the prog
sarly state that “fPosr Y
e Provecigion Seivice™ and the

o

the progranurie did « dopesn't heve 10 go trough the

liately fe

Button to sugeest that this “cremtes pofential risks of miscarviages of fustice”, In this context, wur
int’s statement that it follows th ¢ for Crrown, Pragecutons was
onty fair 1} ected in the programme to avold view
helioving

atively relevant and ftwas

hat this be acourakely e being misled into

e

thiat oy client conducts s proseeutlons in a mansaer coptrary to that which ts adopted

by the Police and the CPS,

L

s letter furthier states that M Rall told the Panovams teatn. that “he and Wiy volleases eonld
miaker changes wider the postmaster s fogin”™ and that “ts process. feft no regord that anvhody else had
i o the systent”, Ulas allegation is Yikely 1o Have volpured the-BBC s decision to mun it5-progy
andd. yet thiis allepaiion was sotpi to-our chient, My Bavdo™s email of 17 June 2015 at 19:41 stared that o
v el hele o branch tevminals dnd to

Juerer-gmplovee Gr Fugite. . says 10 wis-possible o remotely-doee
amend thar daie”, Post Oftice provided a yesponse o this allepation. However, this is o flundementally
diffi

this “left no eevor

enl allegation to the altegation that changes could be made “wnder the postmaster's log 0™ and that

7. For the record, this-aBegatio is stropgly dented. I Post Office bad been informed

abont allegations such as this in advance of the prograpume being hroadeast, ten i could have provided a

techuical response explaining what could, and, move importantly, what could not, be done with the
e

tron system remotely,

Presentation of facts

Key Issoes

o Leading question asked to My Roll

o Migleading viewers into helieving that My Buoll had personal knowledge of the featured
CHses

K - 209633725 3 G
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o Failure to include elements of Past Office’s statement relating to allegntions raised against
Mis Vennells

Our letter of 15 September raised concerns that a highly leading question was asked by Mr Sweeney to
Wi Roll (“It i possible that suffering could have been caused because theve are problems in the Horizon
system™?), Such question was asked to Mr Roll despite him having no knowledge of the individual cases
presented in the programme, Mr Head states that, centrary to our complaint, this does not constitute a
breach of paragraph 3.2.3 of the Guidelines which requires the BBC 1o “not hiowingly and materially
mistend its audiences [and tof not distort known focts”™ because, acoording to Mr Head, “the relevant
guidelineg in this case is 34127, Paragraph 3.4.12 of the Guidelines state that “fthe BRCY should normally
identify on-aiv anil online sowrces of information and significant contributors, and provide their
eredentials, so that [its] audiences can judge their statues”,

There is no reason why two puidelines cannot apply to the same issue, Mr Head offors no t:xplwmii-z}n for
this argument. Indeed, he himself cites two parageaphs (1.2.4 and 14.1} in respect of a single issue earlier
i his Jetter.

Paragraph 3.2.3 remains relevant to this point. No evidence is presented by Mr Roll or during the
programeme. {o suggest that any. problem with the Horizon system has resulted in a liss for which any
postmaster was prosecuted. However, the manner in which this question is asked is likely to have misled
vigwers into believing that Mr Roll had this Tevel of knowledge, This is a clear breach of paragraph 3.2.3
of the Guidelines.

Thie fact that Mr Roll’s job tifle was revealed on-soreen does not mean that viewers would be aware-of the
fact that he lacked any personal knowledge of the featured cuses or of the fact that he had not been
pravitded with details of the individual cases to review in advange of his contribution. Indeed, to the
contrary, hig job title would have suggested that he was directly qualified to comment on the thrée cases
foatuied in the programme. We fail to see how compliance with paragraph 3.4.12 serves to defend a
breach of paragraph 3.2.3 of the Guidelines,

My Head"s letter includes reference to the statement made by Mr Arbuthnot that “some people are now
calling for Paula Vennelly to resign”. While the BBC's response denies that there is any inference that
Ms Vennells is personally implicated inany alleged miscarriage of justice, it does not adeguately explain
why the actions taken by Ms Venells, such as initiating the i'r:l.clﬁpc‘nﬁqm inguiry, as mentioned inour
client’s statement, were not yeflected in the programme. This information was entirely relevant and its
inclusion would have afforded our client some, albeit limited, form of “fair opportunity to respond” to
this very. serious allegation, as required by paragraph 6.4.25 of the Guidelines,

Undér paragraphi 5 of the section headed “Presentation of facts in the programme" in Mi Head's letter, he
states that what was reported “was...an acenrate account of the faets”. We would repeat that this was
only an aceount of the facts as purgmmfdly held by f.he: BBRC. If, as mentioned previously, the BBC had
taken up our client’s offerto review relevant u:locwm;nw subject to a duty of confidence, then the EBC
W muid haye mtml timi ﬂm miw.mal dm.nmwxs heing relied upon by the BB had been takeén out of context
50 a5 10 pzenmﬂ an nwwnmt& reflection of the facty.

UK - 2099332253 1
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How experts were presented in the filve

Key isses
a  Misleading viewers info believing that My MeLachan was guestioning the sufficiency of
Poat Office’s iavestipations
@ Wisken f;img wcewm”s mw bﬂieving that Second Sight were experts on. ahﬁ: sufficiency of Post
1fice* s Mmzmi mv’&stﬁg&ﬁem

o Misleading viewers into believing that My Head Wad personal knowledge of the festured
cases

¢ Misleading viewers by presenting contributions from a narrow subset of velevaiit partics

Under paragraph 1 of the section hes s
beeause. the. statement made éi;rny‘M ,cmhwt tmmmiy ‘*zﬁw rwmpfsm Aysie g
rportant i the vagy-that you degl with thitngs when-thiy do go wreng™y appears mﬁy in !,hs w{:rfgs.. 1t

wonl d ;w& iw perwivmi A5 an a 'Icgmim u‘:\m }h}»}t {)f'fim& faiiea m mvm.x;mttr the Iiatxfxmz: System or to

complatits ghot the systen and ﬁm‘? i.d:ﬂmmefe }Jwb%ﬁmsﬁ

O eliont would acknowledge that tn o different context “Mr MoLachion s view muatches Post Offfee’s
avm vigw” but, in that context, we fail to se¢ why Mr McLachian®s comments in iy regard were
BECERSATY,

chm’dum Sc;mmd ‘mgghﬁ, Mr Hm"‘ﬂ"‘ Jerte

refe Fater wm;_ ity
y m:&’-&}blt’*, mm mdt"vd Brng y izkely

th*It&wud ui 8 misearsiage of Jtmmw in mmpauum with pﬂ“«"‘t{r‘" ;mm:sumumq b:z(mgbht Ty uﬁ\m
organisations. Please can you explain the hists for this statement. Our client takes its responsibilitien as a
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private prosecutor very seriously and, st all timés, acts in accoidance with the Code for Crown
Prosecutors, As stated previously, Professor Button would not have the requisite knowledge of o
involvement in the three featured cases to make such a statement. I Mr Head’s statement s intended to
be a general eopment that private prosecutions, regardiess of who is bringing them, carry a greater risk of
a miscarriage of justice thay prosecutions brought by the Palice, then our snpgestion that Professor
Button’s statement is “entirsly meaningless™ is wholly valid. We maintain that the conuients made by
Professor Button were broadeast in & manner that would misiead viewers nto believing that he was
speaking specifically about the three cases featured in the programme.

BBC appeared to have targeted contributions from a narrow subset of relevant parties. For exaniple, the
BBC failed to include any contribution from the National Fedération of Subpostmasters which supports
and represents some 5,000 postmasters across the UK. This omission was not addressed in Mr Head’s
letter and Post Office maintains that, by including a contribution from such a neufral body, the
programme would have been faiver; mcre balanced and less likely to mislead viewers.

Mext Steps

Our client 13 disappointed in the conclusions reached by the BBC in respect of its complaint, We strongly
dispute the suggestion that Post Office does not have grounds to complain about the programime.

Our elierd has valid concerns that the Chuidelines were breaclied both in the making of the programme and
in its broadcast; breaches that the BBC appears o be seeking to justify retrospectively. Furthermore, for
the reasons stated above, in many cases, the justifications given by Mr Head are illogical orsimply do not
marry up with the facts regarding the correspondenice between the parties and the manner in which the
prografime was created,

Our client therefore wishes to escalale its corplaint to Stage 1b. If no satisfactory response is received
aur client reserves its right to further escalate-its complaint to the Bditorial Complaints Unit-and the BBC
Trust.

Furthermore, as stated in our letter of 15 Beptember, our client is considering its oplions in respect of
more formal action, including ap action against the BBC for defamation. These options remain under
review by pur client pending the conclusion of the BBC complaints procedure. The manner in which the
comyplaint 18 handled will have a bearing on our client’y deeision of what further actions to take against
the HBC.

We note that your response to our Stage 1n complaint took significantly longer than the 10 working day
target that the BBC aspires towards. We would request that your response to this Stage 1b complaint be
provided within the 20 working day estimate or that vou promptly provide us with an anticipated date for
YOUr résponse,

Yours faithfully

GRO

CME Cameron McKenna LELP

UHE - 2099332253 9
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Bittish Broddeasting Corporation TVCA, 19 Floor, Bradeasting House, Ormeaw Avanue, Belfast, T2 8HQ

‘wleph !
w1 GRO

BEE Northern Ireland

19" October 2015

Pear Sits,

Thank vou for your letter of 15 September, in which you raised a number of congerns as part
of a formal complaint-about the BBC Panorama programme. “Trouble uf the Post Office”. 1
was the Executive Producer of the programme and | have been asked to respond to your
complaint.

You also attached an earlier letter that was sent to BBC Programme Legal Advice on 10
August 2015, Asthe BBC has already provided a rosponse to that letter, I won'tbe
commenting on it further. This response will only address the points raised in your letter of
15% September,

Before dealing with your detailed points, | want to address your concerns about the role Nick
Wallis played on the programme. Nick is a freelancer who has followed this story for several
years and we therefore invited him to join the programme team. He was-a secondary producer
who was supervised by the lead producer Matt Bardo and me. This ensured the BB('s
impartiality. -

I have set out my response under four headings, which I think summarise the main issues you
have raised:

The Right of Reply process

1. You raised concemns about the conduct of the Right of Reply process, alleging that the
BBC breached guideline 6.4.25 by depriving Post Office of an adequate oppdrtunity or ability
to respond to the allegations that were broadcast. Under the Editorial Guidelines, those
against whom allegations are being made should have sufficient time and information in
order to respond to any allegations that the BRC-intends to broadeast. |

Your letter also suggests that the overall conduct of the Right of Reply process breached
paragraph 6.4.1 of the BBC Editorial Guidelines. This section of the guidelines refers to the
informed consent of contributors who take part in the programme. Since Post Office declined
an interview this does not apply and the relevant guidelines are 6.4.25 and 6.4.26.

As we f.,xprcswd in mn wrrefspcmdmw w:ih Post C}f m,c Ht thc time, we are ﬁat;simd W
provided autﬁumt mﬁrrmdtmn to ensure Post Otﬁmz: had afull crppmumly to rmpwnd John
%wwn@y 5 emaal 1o Post f;Ji'ﬁw of 19111 Mav set out the bmad question arcas fm an interview
and he provided more detail about the aﬂﬁ:{;,atmns in his eniail of 27th May.
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After analysing the on the record briefing that Post Cffice provided, Conor Spackman gave
moye details about the question areas in his email of 12th June. From 19th May until
hroadeast — o period of 12 weeks - we were repeatedly in contact about substantially the same
issues. Our aim throughout was to ensuve that Post Gffice was given a full and fajr
apportunity to respond, tideed, we provided quotations from. dogumentary evidence in
support where we thought it was appropriate fo do so: The editorial: "ué‘kiic'l‘;?nc'*;'dh not-oblige
the BBC to share such material, as Mate Bardo explained in hig eraail 6f17th June. On'this
oceasion, we made an-gxception because of the complex nature of the story and our
determination to ‘be fair,

2. You were also cuncernéd that the BBC did not provide the name and employment dates of
Richard Roll as-partof the Rightto Reply process. As vou-may know, a solicitor from the
Post Office did contact two of our contributors.(Professor Mark Button and Tan Henderson)
;"mm to brpadeast. We wanted to.report the wh :;*,hiaw;cr’sié: honestly held belisls becavse we
believed they were mwurhmi and in the- publm interest. Thetefore wi weré keen o ensire
that his testimony was hot: unduly affected by external e ssure. The gumhm that dials with
this, 6:4.1; is-about the preparation for an-interview, which at that stage we were hoping 10 get.
it states f-%-aat-wu showld nosmally el conteibutors the names of otlier 1-;4{,431}! contributors. 1
does, however, give programme makers the right 1o withhold names where approprisfe. We
gave Post Office the names of all the contributors except Mr Rol}, which we belinve was
appropriate i the ciredimstanoes Thave dederibed. Not providing his name did not affect Post
Office’s ability to respond to what Mr Roll had tald us. We deseribed the whistieblower's job
and the title of the team he worked for at Pujitse. Moreover, as Dhave explained above, the
guideline did not end up applying in this case anyway, as Post Office was rot a contributor in
the programme.

We also took extra steps to-ensiire that Post Office was n 4 position totespond to Mr Roll*s
allegations. We described the whistleblower’s job and the title of the team be worked for ai
Fujitsi. We mentioned that the whistleblower had worked at Pujitsu prior to 2010 becaise we
had reason to believe the system-had changed when the updated version of Horizon (Horizon
Omiline) was rotled out that year. You suggest that had Post Office known the identity of Mr
Roll in the right of reply process, it wotild have pointed-out that he ceaséd working in I'T in
2004, However, the dates of his employment at Fujiisu were written on screen during his
interview so this information was iade available to viewers anyway.

3. Your letter also states that during the right of reply process, an offer was made to meet and
share confidential documents and that during such a meeting Post Office could have
disproved the allegation that Jo H.mwltwn was pris mstm:i without sufficient wrdnnw and
potentially with findrcial considerations in mind, ou suggest f that because the BBC did not
take you up on this offer; the programme has breached paragraph 3.4.2 of Editorial
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CGuidelines, which states: “In all our content we must check and vevify information, facts and
documents, where requived to achieve due accuracy. [f we hive been unable (o verify
matericl sufficiently, we should say so and attribute the information”.

We were satisfied that our source material for raising our questions about Jo Hamilton's
prosecution was very strong and that it wasn’t being taken out of context.

We did consider the offer to have sight of confidential material very carefilly indeed before
deciding that we would have to decline. There were two fundamental editorial reasons for
declining the-offer. Firstly, Post- Office was only willing fo share the material on a basis that
would prevent us from verifying its accuracy. In an email of 13 August, Post Office wrote to
the BBC:

“we-can only allow you to inspect these documents on the basis that the BBC only use them
Jorthis specific purpose and that you confirm to us.that you accept disclosure on.that

basis. For the avoidance of doubt, this means that you could not share the information with
any third party, and that you be in breach of confidence if vow did s0."

‘The proposal to share information on this basis falls foul of the paragraph in the Editorial
Guidelines that you are concerned about: 3.4.2. We would have needed the opportunity to
check and verify the information.provided in order to ensure “due decuracy”™ and that would
have involved discussion of the material with other sources, which we would not have heen
able to do.

Secondly there was a concern that the drrangement could compromise the BBC's editorial
integrity (see Editorial Guidelings 1.2.4 and 14.1) becanse we were being asked to give up
our ability and duty to verify it, nor would we be able to refer to or attribute it in-the
broadcast.

The documents we relied upon in the programme were reviewed by senior editorial staff and
we gre confident that they were not taken out of context.

Reflection of the Right of Reply

I. You were particularly concerned that in key areas the BBC had failed fo fairly reflect the
statement that Post Office provided and that this-breached paragraph 6.4.26 of the BBC
Editorial Guidelines. The paragraph states: “day parts of the vesponse relevant to-the
allegations broadeast should be reflected fairly and accurately”.

We were provided with a lot of material by Post Office and were repeatedly led 1o believe
that an interview would be arranged, When we were finally informed that neither Paula
Vennells nor anyone else from Post Office would be interviewed, we took care to sélect
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appropriate excerpts from the statement Post Office provided and used restardéh aboit Post
Office’s views 1o ensure-our reporting was fair, We are not reguired 1o inchude full quotations
from & statement or include a response to-something which is not, in-the end, included inthe
PrOEranume.

You highlighted that the broadeastincluded reference 1o the fnvolvement of the Criminal
Cages Review Commission (CCRC) and its investigation of postimagters” cases. We réporied
that, “The CORC s now investigating the. convictions-of 20 postmasters 1o see whether
miscarriages of justice have-oceurred, Among them Noel, Seema and Jo. " You suggest that
we needed to inelude a stateinent to the-effect that Post- Office was co-cperating with the
CCRC investigation. However, as we did not suggest that Post Office was fatling v co-
operate there was no need to include this part of Post Office’s statement. 'We did not include
Post Office’s statement that the CCRC will be able fo access @l of the relevant materials for
the samie reason:

Similarly, we did not inclidde the fact that-every person charged with a criminal offence is
entitled to their own legal advice because we did not suggest that they were not. It is also
widely known that peaple accused of crimes are altowed to have a tawyer. You also say that
the statentenit by Post Office that it follows the- Code-for Crown Prosecutors should have been
inchuded in the programme. However, the programme did not question that.

The key question raised by the programme was the possibility that Post Office’s prosecution
poliey and practice could be contributing to miscarriages of justice. Therefore we included
the following words covering the principle:that Post Office abides by the Code:  “The Post
(MAice says it ‘complies with-all legal veguirements’. And has a duty to-protect public moriey,
1t says itonly. prosecutes where there's a ‘realistic prospect of conviction ' and néver for
making innocent mistakes.”

The poiat we were making when we said that Post Office “doesn’t-have to go -through the
police or the Crown Prosecution Service ™ is that there are fewer checks and balancds in the
system. The police have to present their evidence fo aseparate body, the CPS, which decides
whether to prosecute or not. Post Office investigates and prosecutes, so there i no review of
the evidence by an indépendent organisation.

2. You also suggest that Post-Office’s position, as laid out intheir staterment, was
niisiepresented when we reported that. “fRichard Roll] says financial vecords were
sometimes changed remotely without the postmogter Knowing, Thet-is something the Post
Office has always said simply canthappen™. You say that Post Office’s position is actuatly
the following: “Post-Office can correct ervors inand/or-update ¢ brapch’s aveownts by
inputting:a new transaction (rot editing or rémoving any previous transactions). Tt is alse
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possible toupdate the software remotely. However, such changes would be shovwn
transparently in the fransaction records.”

Your description of Post Office’s position seems {o demonstrate-that we reported it accurately.
From the briefing we attended and the long Post Office reports that we read, it was clear that
- after initially denying it ~ Post Office had come to accept that remote access to branch data
was possible but that any changes would be shown transparently in the data. 1f all remotely
executed changes to branch accounts are “transparent”, then they must be transparent to the
postmaster whose records are being changed. So the Post Office position is that any
postmaster would know ifhis records were being changed. Mr Roll says that™s niot correct.
He says that records were sometimes changed without the postinaster knowing. 1t follows
that we correctly reported that he was saying something the Post Office has always denied.
Indeed, he says he and his colleagues could make changes under the postmaster’s log in. This
process left no record thatanybody else had been onthe system. For example, Mr Roll
explained {o us that he could make it look as if a-postmaster had sold a book of stamps when
he had not.

In summary, I disagree that the natural process of editorial selection reduced the force of Post
Office’s position or that we represented it unfairly or inaccurately.

Presentation of facts in the programme

1. You expressed concerns about-how Richard Roll's testimony was presented because you
thought it suggested that his time working at Fujitsu-was contemporaneous with the other
events being covered in the programme. We do not agree that it was presented in this way.
The years of his employment at Fujitsu were clearly presented in on-screen text. Each
postmaster also had the vears.of theirtenure clearly presented in on-screen text. The extent of
the overlap was therefore clear. While not presented-as contemporancous, the whistieblower
was presented insuch a way as to suggest that his evidence was important and relevantto the
postmasfers- who have been prosecuted-over the past fifteen years, There are many more of
them than the three who we featured in the programme and we made clear that the
postmasters we mterviewed were representative of a wider issue.

We thoroughly checked the testimony of Mr Roll with ether sources and we believe his
evidence was significant. Much of the detail of his evidence was foo technical to be included
in the film. For example, he told us about errors caused by Horizon misidentifying
transactions because the code identifying the produet and the code identifying the payment
type could combine in {ransaction data in a-way that resembled the data-of other transactions.
This meant that payments were sometimes misidentified and misdirécted by the accounting
system. We put this to Post Office in owr letter of 22 July and it was not disputed.
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In summary, however, Mr Roll’s position was quite simple. Hlis job, afong with-others in his
department involved handling and fixing errors with Horizon transactions. He told vg that
errors were more widespread than has ever been reported and that some of these could create

talse fosses, That is tmportant evidence initself

2. You suggest that-when the reporter, John Sweeney, asked "Is ir possible thet suffering
conld have been caused because there are problems i the Horizon system? " hewas in
breach of paragraph 3.2 3. of the BBC Bditorial Guidelines because dMr ol was not
sufficiently qualified 1o respond. The puideline states: " The BEC muistnor knowingly ond
miaterially mislead its audiences. We should not distort known facts, present-invented
material as fuct or otherwise undermine our-audiences’ trust-in our content.”

I hink the relevant guideline in this case is 3.4.12; as it dealswith the way we identify
sources so-that the audivnce can judge their status. The broadeastwas consistent with this
guideline because Mr Roll's job was described agcurately in commentary, in on=soreen fext
and in his own account of his role. He was not presented as an éxpert on the recent Post
Office controversy; he was presented ag @ computer technician who is well-placed to
comment on errors in the Horizon system, We are entitled to broadeast his view that the
tosses for which people have been prosecuted may have been caused by a Tault-in the
computer system and it was clear that what he said was simply that - hig view. Indeed, this
coneern was one of the reasons he wanted to speak tova, Nonetheless we were careful how
we handled his comments and we did not repart them ay fact. Accordingly, we ended this
section of the film by congluding that it had raised important questions:. “His evidence could
ceall into question the reliability of the computer records, If financial data can be changed
without the-knowledge of the postmaster, is it safe to rely on the-compuler s evidencg? "

3. lnrelation to the Seema Misra case, you argue that the programime breached paragraph
3.4.2 of the Editorial Guidelines (quoted above) becaunse it failed to consult public domain
materisl relating o Ms Misra"s fegal case inorderto corroborate our-acoount. Yiou say that
had we done 50 we would have known-that the scope of disclosure in her case was sanctioned
by the cowrt. In fact, we consulted a ot of-publicly available sources, including the full
transcript of the trial and were fidly awidre of the arguments in court over disclogure.
While it is true that the courts always make the final decision on disclosure, they can only
order the disclosure of documents that they know about, Nobody outside of Post Office and
Fujitsn knew about the memo discussing a bug which could “#npact upon angoing legal
cases where branches are disputing the integrity of Horizon Date.” We were right 4o
guestion whether Post Otfice shoild have disclosed this memo to the trial. Post Office has
acknowledged that it has a duty to- volunteer relevant material,
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As journalists we are fully entitled to scrutinise the legal progess, especially where the
fairness of trials has been called into question or the possibility of a miscarriage of justice has
arisen. In order to make the context of our enquiries clear, we reminded the viewer several
times that the jury had found Ms Misra guilty and the judge had sentenced her to jail.

4. In relation tothe call for Ms Vennells” resignation. you complain that some viewers may
draw the inference that she is personally implicated in wrongful prosecutions. There is no.
suggestion in the film that Ms Vennells is implicated in having wrongfully prosecuted
m)stmaﬁtem She was appointed to a senior role-at Post Office in 2007 and has been Chief

Executive since 2012, Tt was the alleged failure of Post Office to satisfactorily investigate
alleged wrongful convictions ciurmg this period that led James Arbuthnot to call for Mg
Vennells™ resignation, The Post Office review was commissioned after Mr Arbuthnot made
representations to Paula Vennells and other members of senior management. He is therefore
extremely well- miormed about the issues and it was unt:rcl’y proper to represent his views in
the appmmm&u context m the film.

5. You also dispute that Post Office pursued theft charges when there was “ng evidence of
thefi”. This phrase was baged on a note written by a Post Office criminal investigator about
Jo Hamil mn Neverthcless she was subaequemly pmsu,uied for theft anyway. What the
pmgramme rs:*pm ted wis, therefme an acwmtc account of tlm mw; We also dwumteiy
reflected Post Office’s dcmai in the pr%mmms.

How experts were presented in the film

1. 'Your lmw is cr:ttcm of thh BB("‘& hcmdimg of wnmbuéicmsx Irom cxpmiz, which you say
wem m:skadmg, You give the examp e oi (”haf les Mg,iachlan whw sa;d Amf canymrer
“wym?m can ga waﬁg Wlmz‘ § important is the Way rkaf you deal’ w.eth fhmg.s when they do
go wrong'.

This interview clip appears early in the programme when the context of our line of enquiry is
being set up. We do not believe that this is, as you suggest, an allegation (that Post Office
has falic,d o mvz:st;gaw the Hurmar} system or deal pmperly w:th pwhicma).,\ Mr Mdaehian
is autlmmg - point. of policy about how to run a large computer. syetv:m rrors will
sometines occur - it is how they are dealt with that is important. The pr%u amme goes on o
examine how Post Office dealt with problems afier explaining this context to the viewer.

Indeed, Mr Mclachlan’s view matches Post Office’s own view as it was presmled af the on
the record brsaﬁﬁg ;wmwded to Tim Robinson and Matt Bardo on 9-June. Patrick Bourke told
s: “So we ‘re not saying the system. is perﬁsct we are saying it's subject to Nswumy updates,

it's audited by any rmm@er of organisations on an annual basis, it needs to exceed all
mdmtry standards in terms of its performance. Now you km;w when discrepancies arise,
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there are a couple of systems-whereby those discrepancies are-addréssed.” Angela Wan Den
Bogerd said to us: "SoJ think the crux here is that the system-is designed fo copé with things
that.go-wrong”

2. Fost:-Office’s statement mentions the lmited role of Second ‘atgi‘t saying their “review
wag not and Has never been a criminal case revigw... Second Sight dre accountants, not
exXperty-in criminal law or prot eclure”, You say thaet this limited role should have been mide
clear in thie programmi because it wm}m hive allowed the viewer to properly assesy the
contribition provided by Stcond Sight. In: pgmmmw you argue that the comments in Tan

1's interview abmat Past C }ﬁm g Eaﬁur@ o mw 5 1gatc and its mz:izmmml
wu[d be interpreted: l awmnwﬂ on ] u“ml wm,&:‘,a

ntwi! l*ms ,;mpmnmd Htﬁ taﬂab ﬁb(}ill !u, {cuhm.: u)f }’mt (’“%ft!m: iy mvwngam Ewnmn nmblwm
pru "ef y It is nur mpomng«z ﬂmt mrm» thc: s_lmy miz} au area m E@g,ﬂ pmc-was nm Mr

E"mt
6 Office muw‘”*w fmiepcmmnﬂy wmphxmt& ahnw? t“ﬂi’é: {mm wa;tun gmd m hm Em,u
working with Post Office over the past three years to uwc‘”ﬁ:g‘xlu these matters.

You suggest that Professor Mark Button was wrmiaiy :pi‘es;mlazi a8 it he had knowledge of
the cases of wmmhi: postmasters, I fcmt h:, was. quale ulwziy pmaumd as an expert inthe
@mmgﬁﬁ prmug}im Sy rmu;fuk% m!. Office ;m,mec,zsmm%. C mr interview with hxm Was ,mi and
detailed and involved discussion amm not-disclosure in the fight of the same ‘xﬁrarstm ¢
miritites that we quoted in the programme. The two clips that we selected for broadcast frmn
our interview were important general principles, and views that he is qualified to express as
one who has studied miscarriages of justice and fraud.

In the first clip be made: the pmm&; that he beligves the way prsmtw proges m;{m% are ehnducted
at Post Office mm,aw, therisk of pmammi miscarriages of justice when compared with
prosecution emanating from the Police. Itis important context that an expert in this field
believes that to be the case. We cannot agree that it is “meaningless”, is you suggest.

In his second elip he sets the imporiance of nmwﬁmiowrc: ina case such as Seema Misra's in
a broader context by saying “there have been 1oty af cases where inadeguate disclosure by
the }'Jf‘(f‘ié(“ut‘mﬁ?' have lod to the c*ri!lrw sé of prosecutions and have led m some m-m fo
coRVICHonE (‘wmﬁ overfurned-when that's xuhwqwmfv heen fmmﬁ{ out”. AS you V(mrs&@[ say
in your letier, the Professor was niaking a LCWM‘M comment™ in the ¢ase of we:ma Misra, We
do ot agree that it is irrelevant to inchide his explanation of the importance of disclosure in
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cases such as Seema Misra’s. On the confrary, we believe it is important to make this
significance clear to viewers.

For the reasons set out above, we do not believe Post Office has grounds to complain about
this programme. We think we raised valid questions and inclided Post Office’s response on
gach and every one, leaving viewers to form their own judgement while making it clear that
the further legal process may provide more definitive answers.,

Yours sincerely
Andrew Head

Fxecutive Producer
BBC Panorama
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In answer to the new statement below:

th

Fujitsuhas provided dusing the lifetime of Hovizon an todustry standord support service fo cover ieidints
that are ratsed by the customer service desk (now by its 5TS1). inta Fu wjitsu Capability Units undetpimning
the Hive gervice which through the incident management process are placed in resolver groups and reviewed
byisubest matior experts to produce factical wor carounds and working procedures unitil the issue hag been
resobved.

Third Line Support covers niltiple disciplines within the ice-agroys the Infrastruciure ywithin the
Application . MNebwork emi:' ‘M N IAY ) i ofsubject. matter
CXPEE TeVISY : . ; i network Tog
traces which arise 5 coks of uwir:m bogs,

On the other highlighted statements that refier to Fujitsu 1 assume Post Office are comfortable with the
support already provided by Fujitsu.

Thanks

Pete

Pete Mewsome
Business Change Manager

Post Office Account, Fujitsu UK&I

Teli  GRO |

.....................
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Unless otherwise stated, this email has been sent from Fujitsit Services Limited, from Fujitsu (FTS) Limited,
or from Fujitsu Telecommanications Futope Limited, together "Fujitsu”.

This email is only for the use of its intended recipient. Its contents are subject to a duty of confidence and
may be privileged. Fujitsu does not-goarantee that this email has not been intercepied and amended or that it
is virgs-freg, :

Fujitsu Services Limited, registered in Ergland No 96056, registered office 22 Baker '&‘Stmzt;-.i ondon Wi
3EW,

Fujitsu (FT8) Limited, registered in England No 03808613, registered office 22 Baker Street, London WU
IBW,

PFU Imaging Solutions Burope Limited, registered in England No 1578652, registéred office Hayes Park
Central, Hayes End Road, Hayes, Middiesex, UB4 8FE.

Fujitsu Telecommunications Europe Limited, registered in England No 2548187, registered office Solibull
Parkway, Birmingham Business Park, Birmingham, B37 7Y,
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Hi,
With thanks to Mel for obtaining the large part of the below infonmation from Peter Newsome, ..
Looking at the transeript, 1 think the below iy the key sentence from RR. He states:

“BR: We went in through chdoory gde changes. Sometimes you would be pumng several lines of
code in at a time. [f we hadn & dmf«? that fheu the counters would have stopped woirking”.

What RE is actually tatking about here is, I think, open to interpretation,
What we do knpw about ®R is that he:
w-:)rkéd in 3rd./ 4th line support on the 6th floor for a couple of years in the early 20007s;

worked on ‘estate management’ rather than the accountancy side;

left Fujitsu-on good terms as he had become disiltusioned with IT to become a chiropractor in the Bracknell
area.

What we know about Horizon pre- 2010 is:

It was a “dial up’ system (¢ncrypted) and Fujitsu applma{mn software specialists W&mem
my,&ywwmmmmmyMMMnmm
Sy8 ‘
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Remote agents could not 'work” the terminals as there was no functionality tor this

Every access was logged and so there is an auditable footprint where records are still within the rétention
period

B anterpreted RR’s statement to be in relation to ,fmﬁmmi £ 04 gjgig The umhw is that, given the above- RR’s
role would have tivolved putting in codes for various and nunerpis reasons - aspdalmg maintaining ete
~ bt this would have had nothing to do with_branch transactions.

This in mind, | think our initial reply should be that, RR was actually referring to providing support rather
than editing transactiona} records.

As mcluded in our Scheme report;

It-is also possible for Fujitsu to view branch data in oyder to provide support and conduct maintenance but this
does not allow access to any funetionality that could be bsed to edit recorded trinsaction-dati. Having reviewed
all the cases, no-one {ncluding all the Applicants and Second %ight) has been able to identify a specific
transaction that did not originate in branch,

A number of different explanations were found for the ‘unknown’ transactions:

- The transaction was conducted by the Applicant but they could not remember the transaction. Every input into
Horizon is logged against the unique identity of the user. Each user ID is personal to that user and protected with
a password that must not be shaved, Where the trinsaction data was avaitable, the Post Office was able to identity
the user entering the questioned transactions. In some cases, this was the Applicant (where the Applicant had
contirmed that thewr password was secure),

The transaction was entered using the Applicant's user [D but the Applicant had shared their password with
cﬁhu staff members. In these cases, the most kel y-explanation i that a staff member had conducted the
transaction without the Applicant's knowledge,

- A staftf member had conducted the transaction with their own user ID without the Applicant's knowledge (albeit
that & postniaster 15 abile to determine this himself by avcessing the brimol récords wvaitabile throagh Horion),

~ The entries correlated to periods when relief or temporary postmasters were running a branch.
- The entries were conducted by Post Office staff conducting audits of branches and who had logged on to the

braneh terminals with the Applicant's full knowledge but these entries were determined not to affect the br anch'y
agcounting position.

If, it is then asserted that RR was relerving altering financial records or the Balaeing transaction Process, I think
our liney shivuld by siénilar o



POL00043789
POL00043789

e Aswe have always said, Horizon does not have functionality that allows Post Office or Fujitsu to edit or
delete the transactions recorded by branches

e |Uhas however always been possible for Post Office to correct errorg in and/or update a branch's
accounts. This.is most commonly done by way of a transaction correction however it could also be by way
of a balancing transaction or transaction acknowledgernerit.

s APost Office employee could alse, In speclal ciecumstances, logonto g b?anzh t&rmma!n!ocaliy li.e. by
being physically in a branch) using a new User 1D and passwaord and then conduct transactions {though
these would register against that unigue User 1D).

o All of the above processes for correcting / updating a branch's accounts have similar features. All of them
involve inputting a-new transaction into the branch's records {not editing or removing any r::rewous '
transactions) and all are 5hown transparentty in the branch transaction records avatiai:xle to
Subpostmasters (as well'as it the master ARCY data)

‘We have never made the BTP a secret, In fact we reference it in both our published Schemeé Report and our
Reply to Second-Sight’s Part Two Report.

Does this give you whiat you need?

Mark Underwood

Comjlaint Review and Mediafion Scheme

From: Mark Underwood 1

Sent; 21 Augost 2015 12i11 ,
Toz Angela Van-Den- Bogerd Lorraine. Lynch Warﬂi, Alﬁxandm .
Cex Steve Alichorn -

Subject: RE! Transcript of Panorama

Fi Angela, understood — leave i with me

Mark

Mark. Underwood
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Complaint Review and Mediation Scheme

GRO

Frons: Angela Yan-Den-Bogerd

Sent: 21 August 2015 12:05

T«:a' Mark Underwoodl; Lofralne Lynch; Ward, Slexandra
€ Steve Allchorn

Subject; RE: Transcript of Panorarm

Marl,

mention of gmén i by the back dobF ahd awnﬂg he‘wdm'gﬁ lmhéd a ﬁay p»sé? 5001'S ﬁxmanatmn on
what this actually means.

Thanks,

Angela

Confidential Information:
This email message is.for the sole use of the intended rociplent(s)
information. Any unauthorised review, use, disclosune or-disteibution 15 p

and may contdin confidential .@hdl’pﬁ&ii&a@;@d
srahibiited. I you ive ot the intended
recipient please contact me by reply emall and destroy all copies of the origingl message.

Frow: Mark Underwood!

Sent: 21 August 2015 11:29

Tot Lorraing Lynch; Angela Van-Den-Bogerd; Ward, Alexandra
Cex Steve Alichomn

Subiect: RE: Transcript of Panorama

Angela & Lex,



With teference to the below - please see attached

Murk

Mark Uinderwood

Complaint Review and Mediation Scheme

From: Lorraine Lynch

Sent: 21 August 2015 11:08

Tor Mark Underwood1

Cc: Steve Allichom

Subject: Transcript of Panorama

Mark

POL00043789
POL00043789

Would you be able to send the transeript of Monday night’s Panoramato Angela and Lex Ward (BD) please.
They are mediating M00S on Monday and her mediation statement has mentioned the programme,
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From: Conor Spackman < B 1, b
To: "mark.r.daviest GRO I 6RO ko
Ce: Matthew Bardo { GRO P, "melanie.corfieldi  GRO__ K"

<melanie. corfield(d GRO i
Subject: BBC Panorama interview
Pate: Fri, 12 Jun 2015 15:56:44 +0000
Importance: Normal

Dear Mark,

Firstly, I would like to thank you for the time vou and your coleagues spent with Matthew Bardo and Tim
Robinson on Tuesday. [t was very helpful 1o be able 1o discuss this subject in detail with the relevant people.

Since we last wrote to the Post Office, our research has continued and I am now able to give you more
information ah&)ut the pmnm that ﬁre hkf:iy 10 be ml‘iﬁ‘d in the programme.

Our evidence suggests ti”mt the Pcm (Hitice may have unimr}y used theft charges to. put pressure on sub-
postmastery to plead guilty to false accounting and/or repay apparent logses identified by the Horizon
computeér system. The evidence also-suggests that the Post Office failed o consider or investivate the

possibility that Horizon could be the cause of some of the losses. As you know, it has been suggested that
these failings may have led to miscarriages of justice in some cases.

Having read reports written by Second Sight and Post Office tesponses to them, we wish to address the
folowing question areas. in an interview, They are broken down below under the subject matter to which
they retate:

Jo Hamilton

the decision to charge Jo Hamilton with theft

why Ms Hamilton’s office was £2000 down on the Horizon systém and why this doubled to £4000 when
shie: miiuwmz the instructions from. ﬂw help desk

her claim that she sought help and the Post Office mtlad to provide it

her explanation that she subsequently felt trapped and did not know what to do other than sign off
ingcourate accounts

Noel Thomas

—Mr Thomas’s claim that that he told the helpline abot his problems with the system and about the missing
money

the suggcstmﬂ that it is no longer possible to know the results of important tests carried om on Mr "f“homas
system because those records have now been lost or destroyed

the suggesmm that Mr. iimmm was pm;riy tremc:d dﬂer 42 years of h}ym samee

that the P(M (}H“ ice now bﬁ: ieves Umx thc Cause a;}f the 5hcmfall in-Mr Thomas” branch is likely to. hzwa been
mss(ake‘a by h;m or his sﬁaﬁ

Eamm.a Misra
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Ms Misra's claim that she and her staff were not prov Edtﬁd w;th ad@qmm help a:iespm, making more than 900
calls to the helpline

~the suggestion that the Post Office faile d to-disclose cr umai mﬁmmtmn ﬁumm Ms Misra’s trial ineluding
technical information about Horizon to the defence’s expert witness

~—that the Post Office and Fujitsw had identified bugs in Horizon-priorto Ms Misra’s trial that were not
disclosed to the defence

the suggestion that this information could have helped Seema and other sub-postimasters stay out of prison
Post Office investigations and prosecutions

the suggestion that the Post Office has a financial interest in prosecuting sub-postimasters because it helps
with the. recovery of missing money

—particularty in ti‘am; context, the s;;‘ggﬁés;tim\ that miscarriages of justice are more likely because the Post
Officee exervisgs buth the power of investigation and prosecution

~the suggestion that the Post Office has unfﬁmy puﬁm:d' theft charges 1o pressure people into péwmg Hp

the afidmx mf numwms wh pmatmasmrs mm they. were told by | Post Office mvmtamwm they were the only
ones :wln;g; pmblﬁam with the FHorizon system -

Horkron sww
the suggestion that the m_«mg}l;@xi’!y- of the Horizon system adds to the likelihood of errors

the suggestion that the lack of an automatic paper record from the Horizon system adds to the tikelikood of
errors

the suggestion that Post Office prosecutions relied on the belief that the computer system was robust, when
in fact computer errors may call this into question :

the suggestion that bugs. in Horizon were more widespread than Second Sight have. found

the suggestion that there wire around 30 people working in “third line suppr)rt at Fujitsu and that they
fixed dozens of system errors -

the suggestion that errors were fixed by a team who could sccess transaction data, add transactions or make
changes to transactions that would affect the balance in branch, without the sub-postmasters knowledge

Second Sight investigation and select commiftes in pariinment

Second Sight's claim that their work has been hampered by an increasing tack of co-operation
Second Sight’s understanding that this is the result of legal advice

Second Sight’s claim that the Post Office has failed to provide full access to legal and pt‘mswcuﬁnﬂ files

The gpparent :i:‘m%.@m of the Post Office to provide Second 'Saligl?‘t with gmails relating m ﬁ%ﬁ @ww itness
account of an fncident in Bracknell in 2008

Second Sight’s evidence that remote access to branch data is possible in-spite of Post Office denials

Please could you et s know the time that you have scheduled on Wednesday 17 June for the interview? |
would be grateful it we could arrive about an hour before the interview begins in order to set up. 1t usually
takes aboit half an howr to pack the kit-away again after we have finished filming,

Fhanks for your help.
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Conor

http:dwww.bbe.co.uk

This e-mail (and any attachments) is confidential and may contain personal views which. are not the views of
the BBC unless specifically stated,

If yourhave received it in ervor, please delete it from your systen.

Do not use, copy or disclose the information in any way nor act in reliance on it and notify the sender
immediately.

Please note that the BBC monitors e-mails sent or received.

Further communication will signify your consent to this.
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From: Matthew Bardo <N GRO_ P
To: Mark R Davies' 4 GRO i, Conor Spackman
I GRO Iy
Ce: Melanie Corfield < GRO P

Subject: RE: BBC Panorama interview
Date: Wed, 17 Jun 2015 18:41:45 +0000
lmportance: Nermal

Hi Mark
Thank you for getting back to me.

I am afraid | do not agree that there is nothing new in the story that we are covering. In the past few months
there have been a humber of significant developments. Among them are the release of Second Sight’s final
report that includes critivism of the Post Office by its own mnvestigators, the acceptance of twenty cases for
consideration by the Criminal Cases Review Commission and the information obtained as a result of our:
investigation. | think we are sorutinising new evidence that raises important guestions about the way the
Past Office has behaved.

The purpose of the briefing that you kindly arranged was for you to brief us on the background to our key
lines of enquiry. It was made clear beforehand that we would not be briefing you about our research. The
briefing has informed the allegations that we emailed to youon Friday and it will help us to report your
position fairly and accurately on the areas that will be covered by the programme. 1 is now the purpose of
the interview for us to put our questions and allegations to the Post Office in order to obtain a

filmed response for broadcast.

As a former BBC journalist, you may remember that we do not tell people in advance what questions will be
asked in an interview. This helps maintain our editorial indgpendence. We normally provide inferviewees
with guestion areas and sufficient information to.enable them to understand any allegations that might be put
to them. In this case, | believe we have done that,

We do not normally share the evidenee that supports our allegations. However, [accept that in this case there
are a lot of detailed and complex points. We want the interviewee to have a full and fair opportunity to
answer questions that relate to decision-making at the highest level of the organisation.

Therefore, we are willing to share the following key pieces of evidence so that you are in a better position to
respond:

We have: read extracts of minutes of a joint Fujitsi/Post Office meeting at which a bug was discussed. We
obtained these extracts from the Second Sight final report and we understand that this meeting fook place n
autwmn 2010, The minutes of the meeting state that this bug could impact “ongoing legal cases where
branches are disputing the integrity of Horizon Data.”
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We have interviewed a former employee at Fujitsu, who worked in “third-line support”™ for the Horkzon
system, Hesaya it wag possible to remotely secess data held on branchienmingls and to amend that data. Me
alzo alleges that system errors were more widespread than has previously beenreported,

We have also obtained extracts from Jo Hamilion’s pmmw{wﬁ files. One-extract includes comments: madv:
on 16th November 2007 by the Principal Lawyer of the Criminal Law Division of Royal Mail workin
Hamilton's case. The lawyer wrote that hen i comes to asset. recovery, “the thett charge makes |
much easier™. Another extract 18 fiom the Post Office investigator’s report into My Hamilion’s case, On-17
May 2006 the Post Office | u‘veﬂtigamr reported “1 was unable to find any evidence of theft or that the cash

figures had been deliberately inflated™

We can also-tell you that in the programme we currently expect to include interviews with Jo Hamilton,
Seema Misra, Nosl Thomag, Famés Arbuthnot, a computer expert, 8 forensic aceountant and a former Fuojitsy
employee.

P keeen to-confirm.a-date on which we can film the inferview, You have mientioned that diary préssures
mars that nestoweek Tsondw thie earkiest that this could be done. 1Wwe could make it early in the week, that
will help us to consider the points raised and ensure that they are reflected fairly throughout the programme.
We have to finish the edit by next Friday in order 1o have the programme ready Yor broadeast,

Pleage do-alse send over the information that vou said you would provide to Tin and-me when we attended
the briefing,

Thanks for your help.

Matt

Fromy: Mark R Davies {1 GRO i
Sents 16 June 2015 10134

Texx Matthew Bardo;. Conor Spackinarn

ez Melanie Corfield

Subjact; RE: BBC Pangrama interview

Dear Conor and Matt

Muany thatdes for vour email of late Friday atternoon and for the further detail it provides in terms of the
ground you appear to wish to-cover in your programme, and for Matt’s follow up. My apolegies for getting
back 1o you slightly later than T had planned,
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As you know, | remain puzzied and concerned that the BBC did not see fit to raise the majorify of these
issues and the very serious allegations within them with us when we met your colleagues at our offices last
Tuesday.

In your email, you say that you have evidence for the propositions you advance but, to date, no-one engaged
in the making of the programme (nor, indeed, of other BBC programmes featuring this issue) has actually
provided that evidence to us, Accordingly, and once again, | would ask that you provide us with any
evidence you have 1o support the allegations vou make, the list of contributors, what they are saying and
what they have been asked to comment on, so that we might be in a position to-respond to it appropriately as
we are enititled to do.

The gener al thrust of whm you My is nok-new, (”lmmf. of a gimilar natum have been imci!ed at-us before but
no ong has.ever buen able to provide us with any actual evidence to support them: For the avoidance of
doubt, the Post Office has been guided in all that it has done in relation 1o the ¢ases you cite, and indeed all
complaints made of a similar nature, by the individual circumstances which each presents and the actual
evidence of what, in fact, took place. You will understand that it would be entirely inappropriate for the Post
Office, or indeed any other organisation, to be guided in its actions by anything which does not carry this
essential quality of substantiation, particularly when the allegations being raised with us are so serious.

What you have so far presented us with is, in essence, a sepetition of various assertions and allegations made
to us-in the course of this process, each of which has been thoroughly re<investigated by both ourselves and
Second Sight and repeatedly addressed over a permd now stmmhmz.,, back some 3 years. As you are aware,
the Criminal Cases Review Commission (CCRC) s also examining a number of cases (they having been
referred to them) and the Post Office is co-operating fully with the Commission in that process. In thi
circumstances, the Post Office believes that where there has been any critical finding such-an investigation
by the CCRC is the appropriate route to determine many of the issues raised.

As we made clear in the lengthy session we had with your colleagues last Tuesday, we are not prepared to
engage in a public debate about individual casés. We gave each applicant to the scheme an assurance that we
would afford them absolute confidentiality in the handling of their.complaint. This was also the agreoment
reached with the Justice for Subpostmasters Alliance, Second Sight and others involved in the establishment
of the scheme, and was appropriate given that the cases often raise matters of a highly sensitive personal
nature for Applicants; and we have responded to each of the points raised in full: we have done so directly
with each individual with a case in the scheme and with Second Sight.

it follows that | will not be addressing each and every pointraised in your email. However, 1 am happy to
respond more thematically as follows;

Prosecutions -

o The Post Office does not 'pms;éum'a subpostmasters for making mistakes - on the contrary, it has on
occasion done so when there is sufficient evidence for a realistic prospect of conviction and where it
it in the public interest 1o take that prosecution forward
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e PostOffice complies with the Prosecutors” Code of Practice whith sets out this requirement

«  Decisions as to how to plead to 5 charge are taken by those individuals and their independent legal
advisers only, informed by their own independent legal advisers

o lItis:amatter of public record that none of the individuals whose cases you have chosen to hightight
with ug hag appeated their convietion - an dption which remains opei to them’

e The Post Office as prosecutor has a wnf,mmng dhity to z&r%?szw any information which may assist the
defence even:if it undermines the' %mawmmu me ¢ Post:Office hias wnmlrcﬂa s continugy to
mmpw wam that uusy '

Huorizen

o Over the last 3 years, and across all the complaints we have received and comprehensively re-
investigated, there is no evidence to.show that Horizon was regponsible for the losses inourred inthe
relevant branches

L

.

¢ This process has:only been used in this-way on one-single vecasion since the ntroduction of Horizon
CinLiine,daring:pilat testing work and this was - done with-the full knowledge and cu-operation
with the relevant subpostmaster

Second Sight
¢ Wehave provided Second Sight (which has aukmsw!adged it is not expert in matters of criminal law

or procedure) with a very significant amount of information over the course of the last 3 veurs
including all non-legally privileged materials relating to prosecutions. It is a basic tenet of pur justice
system that discussigns between a client and his or her tawyer are privileged from disclosure, even to
a Court; and this applies equally 1o the advice a defendant receives, e.g. as to how to plead guilty to &
chiarge :smd with what consequence
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o A number of applications to the CCRC have been made by individuals with cases in the scheme
(note these should not be confused with appeals) and the CCRC will review all the relevant material
including all legally privileged material

e This provides an absolute assurance to those individuals that all aspects of their prosecution and
conviction will be looked at by an independent body

As 1 hope to have made clear, whatever theories have been advanced in relation to the Horizon system, no
one has shown it to be responsible for any of the losses incurred in the relevant branches. Even Second Sight
amkiwwmdged that human actions are the most common explanation, I would again stress the imporfance we
attach to xcmng the evidence which supports any allegations that you are pmpmmg ‘o make and Flook
forward to receiving your reply inthis regard. I-also look forward to receiving the list of contributors, what
they are saying and what they have been asked to comment on.

We will of course continue to engage with you on-any subject or question. 1 am concerned, however, at the
direction the progranime appears to be taking [outlined very clearly in Conor’s email]. Given the BBC’s
previous coverage of this issue-and the apparent direction of the Panorama programime [which dogs not
appear to be taking the issue forward] 1 wanted to inform you that | will be making representations more
widely within the BBC.

In relation to the timing of an interview, any interview would need to take place next week because of diary
pressures and the rescheduling of your broadcast fo 29 June, lu the meantime, { am sending Matt Bardo and
Tim Robinson the information which we did not have umm{hamly to hand when they came to see us iasg
week.

Best wishes

Mark,

Froms: Matthew Bardo | GRO i
Senty 12 June 2015 2006,

Tor Mark R Davies; Conor Spackman:

Cex Melanie Corfield

Subject: RE: BEC Panorama interview

Hi Mark
Thanks for coming back fo us so swifily.

O the issue of theft charges being used 1o pressure sub-postmasters to plead guilty, you will be aware t}mt '
this allegation is mp:mtediy raised in Second Sight’s reports and our evidence is drawn from their written
investigative findings.

We made clear ahead of the briefing that it's“pﬂ:rpo_f;e was for the Post Office to brief us and not for us to brief
the Post Office about our research. The contents of the briefing were very helpful and will help us to
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represent fairly and accurately the Post Office’s position on the things we diseussed.

On the subject of the date cﬂr me interview, we are m.rv keen to mmrd zt HEXE wmk as that wﬂ give ug
suffigient time to consider the points raised and to ensure that they are reflected fatrly throughout the
programime. Would it help if we were to mwove the interview to Thiusday or Friday of next week instead?
Al the best

Matt

From: Mark R Davies GRO ;
Sent: 12 June 2015 17:25
Ton ("cm ‘:‘a_wacmn

smbjm ‘Re: BBE Pariorama Intenew
Bear Conor
Mary thanks for this.

We will of course come back to you in'mare detail next week but for the time being T make the following
points:

- you make below some extremely serious allegations about the Post Office. | am gravely concerned that you
make these three days after we sat with your team for two hours, 1 am.at a loss 1o understand why these very
specific and serious-allegations could not have been rased at the briefing.

- vou informed us earlier in the week that your g,tmgammm» schedule has changed and you plan to hroadcast
on June 29. Given that, diary pressures and the scale and seriousness of the M!cgmmm yous g paaking, we
will Took fo arrange the proposed interview in the week of the 22nd. This remains in Hine with your proposed
schedule had your programime heei due to broadoast on June 22,

- yoti quote evidence to- suggest the Post Office may have unfairly used theft charges 1 put pressure of
SubPostmasters, Please as a matter of urgency provide some evidence for that very serious allegation,

Best wishes

Ivbark
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Mark Davigs

Communications and Corporate Affairs Director

On 12 Jun 2015, at 16:56, Conor Spackman 4 GRO D owrote:

Diear Mark,

Firstly, 1 would like to thank you for the time you and your colleagues spent with Matthew Bardo and Tim
Robinson on Tuesday. 1 was very helpful 1o be able to discuss this subject-in-detail with the relevant
people.

Since we last wrote to the Post Office, vurresearch has continued and T am now able to give you more
information about the poinis that are likely to be raised in the programme,

Our evidence suggests that the Post Office may have unfairly used theft charges to put pressure on sub-
postimasters to plead guilty to false accounting and/or repay-apparent losses identified by the Horizon
computer systerm. The evidence also suggests that the Post Office failed to consider or investigate the
possibility that Horizon could be the cause of some of the losses. As vouknow, it has been suggested that
these fatlings may have led to miscarriages of justice in some cages.

Flaving read reports written by Second Sight and Post Office responses to them, we wish to address the
following question areas in Lan interview. T hcy are broken down below under the subject matter to which
they refate:
Jo Hamilton

the decision to charge Jo Hamilton with theft

why Ms Hamilton’s office was £2000 down on the Horizon system and why- this doubled to £4000 when
she ﬁ)i lowed the msh tmmm from the mm desk

her clmm mal she swagm heip and the Pewi (“}fﬂm fa:lad to provide it

her explanation that she subsequently felt trapped and did not know what 1o do other than sign off
inaccurate acoounts

MNoel Thomas

Mr Thomas’s claim that that he told the helpline about his pmbtemﬁ wwth &hc system and about the missing
money

the suggestion that it is no longer possible to know the results of important tests carried out on Mr
Thomas’ ﬁ;ys,mm because ﬂmw mwrds have now been lostor destroyad

the suggestion that Mr Thomas was poorly treated after 42 years of loyal service

that the Post Office now believes that the cause of the shortfall in Mr Thomas™ branch is likely to have
been mﬁ%ﬁk% by him or his mﬁ

Seema Mmm
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Ms Misra’s claim that she. and her staff were not provided with adequate help-despite making more than
900 calls to the helpling

the suggestion that the Post Offive failed to disclose eryeinl information during Ms Misra™s trial including
technical information about Hortzon to the defence’s expert witness

that the Post Office and Fujitsu had identified bugs in Horizon prior to Ms Misra’s trial that were not
disclosed to the defence

the suggestion that this information coudd have helped Seema anid other sub-postmasters stay out of prison
Post Office fnvestigations and prosecutions

the suggéstion that the Post-Offiee has a financial nterest in prosecuting sub-postmasters because it helps
with thie recovery of misting money

particularly in that condext, the suggestion that miscarriages of justice are more likely because the Post
COfffee exercises hoth the power of Investigation and progecution”

the suggestion that the Post Office has unfairly pursued theft charges to pressure people info paying up

the claim hy numerous sub-postmasters that they were told by Post Office investigators they were thie only
ones having problems with the Horizon system

Horizon system
the suggestion that the complexity of the Horizon system adds to'the likelihood of errors

the suggestion that the lack of an awtomatic paper record from the Horizon systera adds to the tikelihood of
errors

the suggestion that Post Office prosecutions relied on the belief that the computer system was robust, when
in fact computer errors may catl this into question

the:suggestion that bugs in Horizon were wiore widespread than Second - Sight have found

the suggestion that there were around 30 people working in “third line support” at Fujitsu and that they
fixed dozens of system errors

the suggestion that errors were fixed by a tgam who:could aceess transagtion data, add transagtions or
mitke changes to transactions that would affect the balance in branch, witheut the sub-postmasters
knowledge

Second Sight investigution and select committee in parbiament

Second Sight's:claim that their work has been hampered by an ingreasing lack of co-operation

&Seémé ‘;ngm’s llﬂd&;&f‘siﬂmﬁﬂg that this is the result of legat advice

Second Sight’s claim that the Post Office has failed to:provide full-access 1o tegal and prosecution files

The apparent failare of the Post Office 1o provide Second Sight with emails relating o the eyewitness
account of an incidedt in Bracknell-in 2008

becond Sight's evidence that vemote acoess to branch data is possible incspite of Post Offige denials
Please could you fet us know the time that you have scheduled on Wednesday 17 June for the interview? |

would be grateful if we could arrive about an hour before the interview begins in order to set up. Tt usually
takes about half an hour to pack the kit away again after we have finished fHming,
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Thanks for your help.

Conor

httjy/Awwbbe.co.uk

This e-mail (and any attachments) is confidential and may contain personal views which are not the views
of the BBC unless specifically stated.

I you have received it in error, please delete it from your system,

Do not use, copy or disclose the information in any way nor act in reliance on it and notify the sender
immediately. ‘

Please note that the BBC monitors e-mails sent or received.

Further communication will signify your consent to this.
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This email and any attachments are confidential and intended for the addressee only. If you are not the named
recipient, you must not use, disclose, reproduce, copy or distribute the contents of this communication. If you have
received this in error, please contact the sender by reply emat! and then delete this email from your system. Any views
or opinions expressed within this emall are solely those of the sender, uhless otherwise specifically stated.

POST OFFICE LIMITED is registered in England and Wales no 2154540, Registerad Office: Finsbury Dials, 20
Finsbury Street, London EC2Y 9AQ.
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This email and any attachments are confidertial and intended for the addressee only. If you are not the named
recipient, you must not uee, disclose, reproduce, copy or distribute the contents of this communication. If you have
received this-in errof, please contact the sender by reply email and then delete this email from your system. Any views
or ppinions exprassed within this email are solely those of the sender, unless otherwise specifically stated.

POST OFFICE LIMITED is registered in England and Wales no 2154540. Registered Office: Finsbury Dials, 20
Finsbury Street, London EC2Y 9AQ.
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From: Newsome Pete + GRO >
To: Melanie Corfield} GRO P
Ce: "Mark Underwoodl © GRO )"
] GRO i GRO i

Subject: RE: 3rd/4th line support
Date: Mon, 24 Aug 2015 10:36:47 +0100
Importance: Normal
Infine-Images: image001.gif; image002.gif: image003 gif; image004.gif, image005.png; image006.gif

Mel
| have the explanations below. T have copied Mark-as [ know vou may be inleave today.

3% Jine support is the SSC diagnosticians who-apply technical knowledge to provide support and inoide‘r_:t
resolution services. They support service managers in the delivery of their service and undertake in-depth
investigation into incidents by applying analytical skills {0 the symptoms and evidence gathered by st and
2nd line units.

SSC diagnosticians have a general knowledge of most aspects of the Horizon system. They will also
specialise in one or two areas such as estate management, reference data, databases, batch systems or counter
process and accounting,

SSC diagnosticians do not resolve incidents by amending any code used in the provision of live services.
This is a 4 line responsibility which is deliberately separated from the 3" line services provided by the
SSC.

Lt me know if vou need more explanation.
Thanks

Pete

Pete Mewsome.

Busm@%fﬂ;h‘mngiﬁ Mm.nggew

Post Office Accoint, Fujitsy UKE

Teli GRO |

| S - )
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Fulits 15 prowd 10 periser vath 3431 ‘I’ 8, the Bodising and homsegshegs sl

W&’j Freane comgiiar the el o i i viEbly i 0 it s i
From: Melanie Corfield [muailto:d GRO §
Sent: 21 August 2015 14:19 .
Tio: Mewsome Pete < GRO i

Subject: 3rd/dth line support

Hi Peta ‘ S :
Crn you plegge J }f‘ﬂwﬂfk e with & brief. explaiation re what is meant by 3rdf 4th-line support, 1 remember yous telling
me different | eve&s (1 guess like we have on various issues dependingon importance/ priority?)

We need something in layman’s terms as soon #s possible (taday if you can) for mediations that we have coming up,
so that we can put the ‘whistleblowers' remarks in as much context as possible.

Needs only to-be brief.

Thank you

Mel

—

From: Newsome Pete | GRO
Sent: 20 August 2015 13132

T Melanie Corfield

Subject: Messages

Met

Atthe mioment for vosur eves and verbal use I put together the following words:

Post Office and Fujitsu have a long and ¢l atlonghip wivich started i ihe Miimm s Joint Ventus and
ine im%im. stoand Relerenee I“mm iu‘mw i‘m; seoelocated having aece EVELems ssue logs nsed fou
Blorizon he,ﬂ‘ it dive mid fe service has been monjtored cle
through regular Service and ( mum,mn! I eviews with full aeoess to all incident and se
being available

iy Brost O o
(ol um TPy

It order 4o verily the inteariy - ctivers on beball of Pos H%U}«,L itm rnmam»wuui e
fo S 270604 {‘_u;x*mw,\} 15 ‘ wd PRARIS02 (Minancial) stondaeds ¢
external audit schedules, 1nad it !H su wmu-w& Post Offiee maintain their acoredits
! 'd'%u«;lmu* {at ity ‘mmlm»m PCTDESY and o Uik v 1R Security standard i
ety case P Padsy”

S

€
ﬁ
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Yoo also asked us to remind them of the different reviews of Horizon they have instigated (1 don’t have thie
terms of reference for these but T am sure someong in [T does). T remember the following:

KPMG
Ernstand Young
Dieloittes

Second Sight

Imperial College Tondon (JCL
And finally the following is alt people could remember about Richard Rolls:

Worked in $S(C 34" lifre support on the 6™ Floor for a couple of vears in the garly 2000s for a couple'of
vears

Worked on estate management not accountancy side

Left Fujitsu-on good terms ashe had become distllusioned with TT fo becore a chiropracior in the
Bracknell area,

Hope vou enjoy vour leave:

Pete

Pete Newsome

Business Change Manager

Post Office Account, Fujitsu UK&!
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Fujitau is proud to parrerwith Sty the housing and homelessness charily

Eﬁ’*}'h o

s soisidién the enidrminmen - do you teally neay 1o Peied tis amalty

Unless othetwise stated, this email has been sent from Fujitsu Services Limited, from Fujitsu (FTS) Limited,
o from Fujitsu Telecommunications Europe Limited, together "Fujitsu”,

This.email is oply for the use of its intended recipient. Its contents are subject 10 a duty of confidence and
may be privileged, Fujitsu does not guarantee that this email has not been intercepted and amended or that it
is virus-fres.

Fugitau Services Limited, registered i Eaglond No 96056, segistered office 22 Paker Strieet, London Wil
3BW.

Fujitsu (FTS) Limited, registered in England No 03808613, registered office 22 Baker Street, London W1U
IBW.

PFU Imaging Solutions Europe Limited, registered in England Ne 1378652, registereit office Hayes Park
Central, Haves End-Road, Hayes, Middlesex, UB4 8FE.

Fyjitsu Telecommunications Evrope Limited, registered in England No 2548187, registered oftice Sotihull
Parkway, Birmingham Business Park, Birmingham, B37 7Y,

This:email and any attachrhents gre confidential and intended for the addressees only. If you are not the named
recipient, you must:not use, discluse, reproduce, copy. or distribute the contents of this communication. If you have
received this in grror, please contact the sender by reply email and then delete this email from your system, Any views
aropinins exprassed within this emaeil are solely those of the sender, unless otherwise specifically wtated,

POST OFFICE LIMITED is registered in England and Wales no 2154540, Registerad Office: Finsbury Dials, 20
Finsbury Steet, London EC2Y 940,

e e i 2 n o R Rl e RS 5 R A A kA o Aok

Unless otherwise stated, this email has been sent from Fujitsu Services Limited, from Fujitsu (FTSY Limited,
or from Fujitsy Telecommunications Furope Limited, together "Fujitsu”.

This email is only for the use of its intended recipient, Hts contents are subject to a duty of confidence and
may he privileged. Fujitsu does not guarantee that this email has not been intercepted and amended or that it
is virus-free.

Fujitsu Services Limited, registered in England No 960356, registered otfice 22 Baker Street, London Wil
IBW

Fujitsu (FT8) Limited, registered in England No 03808613, registered office 22 Baker Street, London WU
IHW,

PFU Imaging Sotutions Europe Limited, registered in England No 1578652, registered office Hayes Park
Centeal, Hayes End Road, Hayes, Middlesex, UB4 8FE.

Fujitsu Telecommunications Ewrope Limited, registered in England No 2548187 R r«;;gi;ste@ef.g;ﬁiﬁ:e -ﬁuﬁié_hmh
Parkweay, Birmingham Business Park, Birmingham, B37 7VU.
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From: Newsome Pete | GRO P
To: Melanie Corfield <i GRO :
Subject: Messages
Date: Thu, 20 Aug 2015 14:42:22 +0100
Importance: Normal
Inline-Images: image001.gif} image002.gif; image003.gif; image(04. gif, image005.png; image006.gif

Mel

At the moment for vour eves and verbal use Tput together the Tollowing words:

Post Office and Fujitsu have a Tong and close relationship which starfed in the Pathways Joint Venture aud
including Test and Reference Data Teams being co-located having acoess to the syst sue logs used for
Horizon both in the live and test enviroiments. The service has been manitored closely by Post Office
through regular Service-and Commercial Reviews with full-access to all incident and service level reports
betng available.

f u#‘. Pmt Office it maintains compliance
lirpugh regular dnternal and
reditation to the Paymient

%) ,mci ml mi\ v 18 Seourit ‘-.mnm:zd im TMs: (of i Post

inurcfa o vmh ﬂw'nwurmf m M' mww l i Kw delivers on behal

.,md‘-lnakmm ;Jdm hwmny M&ndm ﬁi (Pl L)“%
Office’s case Pin Pads).”

asked us:to remind themeof the different reviews of Horizon they have instigated {1 don"t-have the

Yo also f
reference Tor these but T am sure someone iy 1T dees), Tremeniber the following:

termy of

KPMG
Frnst-and Young
Deloittes
second Sight

Imperial College London (1CL)
A m’li ~the fotlowing is al} people mum remernber about Richard Rolls:

Worke im""ﬁ (, “&/4“* hm wm)m on thx (1”"‘ E }nm' mr a mu aiw Ql wﬂrs m tho c.u’lx ”{)ﬂﬂs for @ muplc ‘
VOArs ‘ _ : : : RS
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Worked on estate management not accountiney side

Left Fufitswon good erms as he bad beoome disiiustoned with F5 o -become- g chivopracior in the
Hracknell area

Flope yoi enjoy your teave,

Pate Newsome
Business Change Manager

Post Office Account, Fujitsu UK

Tel:i GRO i
L A

Wt ity b

Unless otherwise stated, this enmatl has been sent from Fugitsy Services Limited, from Fujitsu (F'TS) Limited,
or from Fujitsu Telecommmunications Europe Limited, together "Fujitsu".

This email is- onty forthe wse of its intended:recipient. tts contents are subject to a duty of confidence and
may be privileged. Fujitse does not goaranios that this email has not been intercepted and amended or that it
i virus-fre,

Fuiit
33

su Services Limted, registered in England Wo 96056, registered office 22 Haker Street, London WL
Fujitsu (FTS) Limited, registered in Fngland No 03808613, registered office 22 Baker Street, London W1U
FEW,

PFL Imaging Solutions Europe Limited, registered in England No 378652, repistered office Hayes Park
Centril, Hayes End Road, Hayes, Middiesex, 134 8FE,

Fujitsu Telecommunications
Parkway, Birmingham Business

surope Limited, registered in England No 2548187, registered office Solihull
Purk, Birmingham, B37 7Y,
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From: Christopher Knight GRO F
To: Patrick Bourke GRO i
Ces Jonathan Swiff GRO b, Mark Underwood]
4 RO & Steve Allchorn < GRO B>,
Jane MacLeod < GRO =, Rodric Williams
3 3RO o]

Subject: RE: Data Spread Sheet for Christopher Knight/Jonathan Swift
Date: Thu, 19 Nov 2015 17:51:43 +0000
Importance: Normal

Patrick.

Thank vou very much for the update. T think for the moment there is noneed for vour suggestions on ¢ases
to review.

Howaver, our selection excluded cuses with a criminal convietion, and we will probably need
at 3-or so of those o to-make sure we are happy with the way those were dealt with. Sugg
will be helptol, but no particniar rush for that.

yns for those

Chirts

From: Patrick Bourke | GRO ]

Sent: 19 November 2015 17:46

Toz: Christopher Knight

Cer Jonathan Swift; Mark Underwoodi; Steve Alichorn; Jane MacLeod; Rodric Williams
Subject: RE: Data Spread Sheet for Christopher Knight/Jonathan Swift

Dear Christopher,

Thank vou for vour email.

The files and documentsrelated (o the cases vou have Hsted in vour email will be available for vou to view

on and/or download from Huddle by close of business tomorrow at the latest. Can | just check that, since you
have now identified a list. you no fonger need suggestions from us of cases (whether eriminal/non-criminal}
vou might wish to-consider looking at ? Tn some ways, a selection exilusively made by HKBW is better for
the independence of vour enquiries. Nonetheless. iF you wonld still Tike suggestions. please just let me know,

o
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bt relation to the ablegations made by Richard Rollon the Pan rarris-| it ser el sely
ok, 8% & fable, the various Hoes, statements and corre g : i, Mmé

between them cover the ground, Pleade let me know 1

45 with th

W ave cirrently working through and making pro

thiz Helpdesk, I atons, and the assurance of the Horizon syster
these (o vou éurly nest week

R

youereguest or pdonmation relating pri
November 2015 i

,Radrie s Bogi

Kind regards

Patriek

Frome: Christopher fnight | GRO i

Sent: 19 November 2015 09:45

Tae Patrick Bourke

Cox Jonatharn Swift; Mark Underwoadl; Steve Allchorm; Jane Macleod: Rodric Wiliams
Subject: RE: Data Spread Sheet for Christopher Knight/Jonathan Swift

Dhsa-Patricls,

Jomathan and T have selected 11 scheme cases review. the files of ‘zml we wernld be
induding the u.iwm mmu"h‘w g hc ’M anid fw | ol be wp %rmifiw Wz 1Ry
o ook st all : i w m 500 1 w we, We have

sulected the ca . W have
G from this excrime any Cases w

b3

exciu

The ¢ases are:

b 4
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MBS
MO0
M4
MI31
ME3]

MIE48
Do fet me know when they are uploaded.
There are various queries and requesis we have outstanding: from last week 1 believe.

Could we add a Turtherone: the Panorama tr emamgu axml:um d”tﬂ’ ations fronva Richard Rel, formerly of
Fujitsu, who-appears to say that they could alter the change transaction records and that thizy did
so. Porwe have any documented staferent or M.imihn from Mr. Rﬂ!l setting out the details of his agcount? Just
as import tanitly, we will need: a formal res) ponse from the PO and Fujitsu{particularly the latter) about Mr
Rolls commients to Panorama. 1 there is already one, could wi see it pledse (the statement about the
programime generally does notaddress this . m«.m‘) H not, can one be provided to-us explaining the PE and
Fujitsuresponse. Yonatham and U will certainly have to deal with what Mr Rolt has said.

,..-

=

Best wishes,

Chris
From: Patrick Bourke § GRO T GRO i
Sent: 03 November 200571574

To: Christopher Knight
Cex Jonathan Swift; Mark Underwoodi; Steve Allchorn; Jane MaclLeod; Rodric Williams
Subject: Data Spread Sheet for Christopher Knight/Jonathan Swift

Desar Chris

Fattach a copy of the all- encompassing spreadsheet we talked about which, for each case in the Scheme,
records the miuu;mlmn3,wnmiwmu£ you would § find helptul to h(m: lmiu(lmg details on crimingl girdmm
whether the Helpdesk issue was comy lained of, Second Sight's thematic issues and so.on. This should enable
vou and Jonathan to detormine uimh cases to useas part of your sampling exer ises. The passwaord for the
amc adsheet is Hendy01.
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My colleague, Steve All
wisthd be very mfg suﬁ for us to-mget “‘\ui witl ot animn dum ‘ d‘
eror < g } honw WO B Hl

Ldrie Williams (Copied), our in- hm 56 16 \gf £, who will be able v guide _w,m 1 wlamm &u Lih: mmi[?!,ﬂ&tf
specific issues you will want  address and more generally

P the meantime, please do not hesttate o contact us with any guestions
Kind regards

Patrick

This email and any attachments ae confidentiat and intended for the addresses oy Jf you are niot the named
raipient, youmustnotuse, disclose, reprodiice; capy or distribute the contentsof this.cormmunication. Ifyou have
received this in error, please contact the sender by. reply emnail and then delete this email from your system. Any views
or opzmmm ﬂ)(p! ws%d W}thm this wnml are s.ms,*iy thosc:w of the &emﬁef w‘r&% otherw&svﬁa specifically stated,

POST OFFICE LINMITED I8 registared i England and Wales nd 2154540, Regisiered Office: Finsbury Dlals, 20
Finsbury Street, Londen EC2Y 940,

R W WA o A et 4 L 3 RN
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Tms @mmi cmd any attachrients are confidential and intended for the addresses only. I you are notthe named.
recipient, you must not use, disclose, reproduce, copy or distribute the contents-of this communication. If you have
received this in error, .p!&a% contact the gender by reply eimail and then delete this email from your System. Any views
or opinions expressed within this email are solely those of the sender, unless otherwise specifically stated,

POST OFFICE LINITED js registered in England and Wles no 2154540, Registered Office: Finsbury Dials, 20
Finsbury Street, London EC2Y 9AQ.
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