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Executive Summary

{ Scope

k2

In response to Post Office Ltd’s (POL’s) desire to demonstrate that your current day Horizon Next Generation
("HNG-X") system is robust and operates with integrity, within an appropriate control framework, POL has
commissioned and been provided with work relating to the HNG-X processing environment.

POL has appointed Deloitte to independently produce, based upon the information made available to us by POL, a
summary of this work undertaken, raising key matters for your consideration which we consider relevant to POL’s
objectives above.

This report introduces the concept of the “risk universe” over the HNG-X
processing environment. As part of our work we have created a high level risk”
universe, based on the recognised COSO (Committee of Sponsoring
Organisations) model. We have then used this model to consider where'w
would expect assurance over key risks to have been obtained by P@’L For the
purposes of our reporting, we have grouped these risks into 3 maln ar

Fig 1: Simplified COSO Model!

o Project Risks — those risks relating to very significant changes to the processing environment that require
formal project governance structures to be setup and deployed Controfs which mitigate these risks are often
referred to as “Project Controls”. & < /

o Environmental Risks — those risks applicable to the: pollcres and procedures which support the day to day
running of the system, such as security managemem ehange control management and system operations
management. Controls which mitigate these rlsks a,re ofte ﬂreferred to as “General Computer Controls”.

o  Specific Risks — those risks that are- more granular or unrque in nature, as applied to POL’s HNG-X processing
environment, specific to matters’ sych, as | ppl|cat|or1 “enforced behaviours; unique system design and
interaction features; required end user a,ctmti”es and- /Controls which mitigate these risks are often referred to
as “Inherent System Controls™: End USer ontrols” “Apphcatron Embedded Controls” and “Process Controls”.

As per best practises, we also recognlse the need for the response to the risk universe to be driven by the risk
appetite of the Board; and to.be dehvered through risk intelligent and balanced controls. Our report makes
reference to these terms N hrch we defme in this context as:

o Risk Appetite — |s the Ieve! of, resndual risk which is acceptable to those in charge of governance, around which
the internal control enwronment amd be designed and operated.

o Risk Intelligence — is fhe abﬂlty of management to take risk appropriately into consideration when making
decisions, to underpin coriformance with risk appetite. ‘Monitoring’,’ Information and Communication’ and ‘Risk
Assessment’ are dimensions of COSO that are all relevant to management’s ability to be risk intelligent.

w Control balance — is the ability to shape optimally efficient responses to risk, balancing control activities which
are preventative, detective and monitoring in nature.
To further assist with understanding our work in appropriate context, we note that:

o We have only considered assurance sources relating to the current day HNG-X processing environment, and
we have not looked at any assurance sources relating to POL’s legacy Horizon system(s).

o We have relied on information provided by POL and, other than the approved contact we had with Fujitsu, we
have not met nor spoken to any third parties during our work.

oo  We have not verified or tested the information provided, and thus we cannot comment on its quality, accuracy
nor the completeness of any documents or matters there-in included.

o We have not reviewed nor considered any contractual provisions in place between you and any third parties.
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The Horizon system has been used by POL since 1995. Designed, built and operated in conjunction with Fujitsu, it
has processed many millions of transactions across thousands Post Office branches during this time, and has a
significant number of interfaces to manage and control data-flows, both internally and externally with third party
systems. HNG-X is currently used by more than 68,000 users across 11,500 Post Office branches.

In 2010/11 the system underwent a significant upgrade, through the branch by branch implementation of the HNG-
X solution. The key purpose of this project was to enhance the infrastructure on which system was operating, for
example, removing data stores from local branch environments and providing the ability for POL to better secure
key data assets. Our report is thus only relevant to the processing environment from this point forwards.

A key feature of the HNG-X system is its audit trail. The system has an “Audit Store”, which is a secure area
containing digitally signed (tamper proof) copies of all completed branch transactions and other key operational
events. All records in this store have a unique, sequential identifier (assigned at the COunter) which not only
provides evidence of completeness of the store, but also links the audit trail recore‘ permanently to its original
source — at both branch and counter (and therefore user) levels. -

Since its implementation, a number of organisations (in addition to POL R busnness and
been involved in performing work over the HNG-X processing enwronme £ These include:

_resources) have

o  Fujitsu, who designed, built and now operate the system for POL

o Bureau Veritas, who perform ISO 27001 certification over FUthSU S networks including that of HNG-X.

oo Information Risk Management (IRM) who accredit to

Payment Card I dustry Data Security Standard.
w Ermst & Young, who produce an ISAE 3402 servxce audltor report ) g

o Post Office internal audit.

When considering the work performed by the.se organi"éations werefer to itin one of two ways:

oo Assurance work — work provided, by an. lndependent orgamsatlon suitably qualified in the subject matter and
experienced in the provision of concluswe assuranc,e’ statements. In the context of HNG-X sources, we
consider the ISAE 3402 report PCI BSS accred|tat|oﬁ and work of internal audit to be examples of ‘assurance
work’. “, - S

o  Other work — work not- prowded by an independent party, and/or who is unlikely to be experienced in the
provision of risk dnyen assurance- worK We ‘consider work such as that from POL’s outsourcers, peer reviews
and the dlagnostu:: 1nvest|gémons / spot reviews that have been performed, to be examples of ‘other work’.

Our detailed scope of services is gutiined in our Engagement Letter (Appendix 2). To summarise, we have:

o Reviewed the documents listed in Appendix 1 and clarified certain matters with POL and Fuijitsu.
oo Created a high level risk universe, based on our experience of computer processing environments.
« Considered the documents POL has shared relating to work done over project and environmental risks.

o Considered the documents POL has shared relating to work done over specific risks, and looked further at
work to do with specific risks relevant to the:

o Interfaces with DVLA systems;
o Implementation of and migration to HNG-X; and
o Integrity of the HNG-X Audit Store.

oo Mapped key assurance work and other work to the risk universe, highlighting key potential gaps or areas of
potential ambiguity.
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Nature of

Risk Area Key Matters for Consideration Work Done

a. Risk Appetite: During our work, only occasional linkage of work to the risk appetite of POL
was noted. Whilst not unusual in the consumer business sector, such articulation and
embedding of risk appetite assists with the delivery of better optimised and prioritised key

(1) controls and assurance activities.

b. Internal Audit: During our work we have not been furnished with any examples of Internal N/a

Audit assurance over key HNG-X risks on behalf of those in charge of governance. We find
it unusual that a risk driven internal capability such as internal audit have performed no work
on the HNG-X processing environment over the time period considered by our review.

General

a. Project Governance: Governance procedures described to us (verbally) suggest that the
expected levels of business involvement in pre-go live system and user acceptance testlng
was performed as part of the implementation; and that business users were appropﬂately
involved in signing off of system requirements and readiness to go-live (full system
reconciliations). The quality and nature of this testing is key to the ‘baseline’ o |nhereﬁt
assurance that the system has operated in line with intentions since go-live, Howevé[, we
have not yet been provided with documentation that supports these verb;f ‘assertions”
we understand is being recovered by POL).

ich

(2

Project b. Post Implementation Assurance: Project assurance relating to pﬁ%\ﬁm}émenta n
assessment, incident reporting and lessons learned is outstandmg to bl reviewed by
Deloitte.

Other work only,
no assurance
work noted.

c. Control Framework: The ability of documentation to fully supp Jt i
detailed design of controls relating to specific risks is uhclear (eg:
is there an systems operations control which checks the completene 3
proactively?). .,

mation relating to the
Ist« JSNs are sequential
of this sequence

a. Risk Appetite and Assessment: WhllstWork performed ‘comparab}é to that which we
see at other organisations, POL has not yét perfermad an exerms &to assess coverage of
key controls and assurance work against thelr own rlsk a

b. End User Control Considerations: The ISAE 3402 report requires interpretation in the
context of these controls at POL They,are oumned msectlon 6 of the ISAE 3402 report.
Without such analysis, the“assurance ! vided: ‘py the }SAE3402 is weakened. We are not
aware of any such work belng performe y POL or, dther organisations.

c. Assurance Focus: T herel nlflcant potenhaﬁ/ duplicated, assurance (from multiple
sources) relating to ‘certain se uruymanagement risks. However, only one source of
assurance (the ISAE 3402 report),is available relating to non-security related “system
operations’.ad *‘change managem’ent" risks. This leads to significant reliance on the quality
and nature of assurance prbwded by ‘that source.

(3) d. Assu ance’ C’Iamflcatlons In the.*éontext of detailed testing and assurance procedures,
there are areas of the ISAE 3402 report which would benefit from further clarification, in
Environmental ’BJder to réi ove amblguny from its interpretation. For example:

o the report dges not, clarlfy from where populations of data tested in samples were
obtqlned and thus how exposed conclusions may be from internal fraud or deliberate
overﬁde of comrol (eg: for change management testing, were samples picked from the
populatltan i ‘the secure Audit Store, or from another source?).

Both assurance
work and other
work

o  thereport does not draw out certain key features in the control design, which we would
assume are present, for example, control objective 4.8.11 (relating to access to the
system being restricted to appropriate users) does not explicitly state and test that users
must have and use their own unique username, thus underpinning audit trail integrity.

o  thereportis not explicit in the sample sizes used for testing.

o the report contains tests which appear ‘weak’ in nature, for example, control test 6.5 in
section 7 appears to test through discussion with personnel only, without clarifying if
anything was done to corroborate such verbal assertions.
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4
Specific

a. Risk Driven Considerations: The current documentation over specific risks has been
largely written in response to key incidents or events, by non-independent parties and from
operational perspectives. Whilst detailed, it is also not written from a risk and assurance
perspective and is rarely evidential in its content.

b. Control Framework: There are areas where an understanding of the design and nature of
operations relating to specific risks is available, but the design, implementation and
operating effectiveness of key controls has not been aggregated into a risk driven
framework nor assured by independent parties in detail.

c. Interfaces - DVLA: Whilst environmental risk relating to system operations is largely
assured in the ISAE 3402, we note that no evidence of specific or detailed testing or
assurance work has been carried out over specific risks relating to the DVLA interface (both
IT and business in nature).

d. Audit Store: This records all transactional activity and certain (key) system events. Work we | Other work only,
have seen performed on this store has been performed by Fujitsu and is not ‘evidence no assurance
based’, as the documentation provides a description of the process they have performed work noted.
only. It is also not clear from the documentation we have been provided whether: .,

o  POL has agreed that the current capturing of certain, key system events Js comp}ete
and appropriate for potential governance and investigation needs; an

o Investigatory work on the Audit Store has all been performed by Fujitsu who, whilst
technically qualified, do not constitute an independent nor experiénced party for risk
driven assurance purposes, or what risk analytic tools were us*ed ithese purposes

e. Proactive monitoring of key specific risks: The current assurance environment appe
to be “reactive” in nature, with exceptions in processing trlggenng d|agn -
remediation activity only when reported. 1t would appear- Ahat nouseds belng made of the
Audit Store, for proactive monitoring of unusual or exceptlonal system events potentially
worthy of further investigation and action. ",

and embed agrEed changes |r1 exrstmg assurance sources. This will include the areas already identified below:

2 a) End User Coﬁtrol COnSIderatlons Testing: POL controls called out in the ISAE 3402 as being ‘key’ to

supportmg those ebntrols in operation at Fujitsu should be identified and tested;

2(b) Audlt Store Te,si‘mg An independent party should review and test the Audit Store functionality, as
descrlbed vmhlrpthe technical documentation provided by Fujitsu. This should include certain data analytic tests
on underlying Audlt Store data, to better understand, profile and examine the operation of the Store, and,
potentially, use historic characteristics of incidents and errors to analytically search for like characteristics and

trends within the audit records

2(c} interfaces: An independent party should review and test key interfaces, as described within the technical
documentation provided by Fujitsu. This should include certain data analytic tests on transactions flowing

through interfaces, to better understand, profile and examine the operation of those data-flows.

Review Project Documentation: Assess evidence that business requirements, testing and post implementation

assurance were performed sufficiently and adequately as part of the 2010/11 HNG-X implementation project.

Implement More Proactive Monitoring of Key Risks: Key risks and the operation of key mitigating controls should
be proactively monitored, with automated alerts generated when certain key behaviours in the system are notin line

with expectations or intended outcomes (eg: ongoing verification of sequential JSN records in the Audit Store).

Sustainable Assurance Delivery: Once the design of the assurance requirements is concluded, an exercise should

be performed to optimise the assurance map, to ensure full coverage of key risks, with minimal duplication.
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Other than as stated below, this docum%nt is confidential and prepared solely for your information and that of other
beneficiaries of our advice listed in our engagement letter. Therefore you should not, refer to or use our name or
this document for any other purpose, disclose them or refer to them in any prospectus or other document, or make
them available or communicate them to any other party. If this document contains details of an arrangement that
could result in a tax or National Insurance saving, no such conditions of confidentiality apply to the details of that
arrangement (for example, for the purpose of discussion with tax authorities). In any event, no other party is
entitled to rely on our document for any purpose whatsoever and thus we accept no liability to any other party who

is shown or gains access to this document.

Deloitte LLP is a limited liability partnership registered in England and Wales with registered number OC303675
and its registered office at 2 New Street Square, London EC4A 3BZ, United Kingdom.

Deloitte LLP is the United Kingdom member firm of Deloitte Touche Tohmatsu Limited (‘DTTL"), a UK private
company limited by guarantee, whose member firms are legally separate and independent entities. Please see

www.deloitte.co.uk/about for a detailed description of the legal structure of DTTL and its member firms.
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