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POST OFFICE HORIZON IT INQUIRY

FIRST WITNESS STATEMENT OF MARK UNDERWOOD

I, Mark Underwood, will say as follows:

INTRODUCTION

1. | am currently employed by Post Office Limited (“POL”) as its Legal,
Compliance & Governance Operations Director. | have held this post since
April 2020. | joined POL in September 2014, initially as an independent
contractor before becoming an employee in 2016. | describe the previous roles

| have held at POL in the Background section of this withess statement below.

2. This witness statement is made to assist the Post Office Horizon IT Inquiry
(the “Inquiry”) with the matters set out in the Rule 9 Request dated 27

September 2024 (the “Request”).

3. | have prepared this witness statement independently of my employer, POL
and with the assistance of independent legal representation from Farrer & Co

LLP. To assist my recollection and the preparation of this statement | have
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reviewed additional contemporaneous documents, requested and supplied to
me by the Inquiry. | have also had the opportunity to refresh my memory using
material held by POL that is relevant to these events. | have mainly relied on
the documents provided to me by the Inquiry, and in instances where | have
not and | have relied on other documents, | have supplied the Inquiry with
those documents. A full list of the documents exhibited with this statement is
included in the accompanying index. Where | have quoted from any of the

documents exhibited with this statement, these are in italics.

4. | have prepared this statement during October and early November, as
required by the Request. The Request contains 59 questions and | have been
directed by the Inquiry to review 202 documents. There are a very large
number of documents that relate to my time at POL. | understand many have
been disclosed to the Inquiry, however | am uncertain as to how many. Most
of these may not be relevant to the Request, but in any event it has not been
possible in the time available either for me or my solicitors to conduct an
extensive document review. | have instead sought to focus on identifying key
documents that will assist the Inquiry. The Request also included one
document that has not been made available to me by the Inquiry and that the
Inquiry confirmed on 29 October could be disregarded for the purpose of the
Request. | have therefore not had the opportunity to review this document.
Notwithstanding these limitations, | am comfortable that this statement is true

to the best of my knowledge and belief.

5. Owing to the timing of the Request (which relates to Phases 5 and 6 of the

Inquiry), | would like to make clear to the Inquiry that, prior to its receipt, | had
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already viewed some of the witness evidence for Phases 5 and 6 and read
parts of the associated withess statements. These are in the public domain on
the Inquiry’s website. The evidence already heard along with the associated
statements have also assisted in my recollection of events over the past 10
years or so. Where | have derived information from other sources, | say so,

and that information is also true to the best of my knowledge and belief.

6. | have addressed the questions asked within the Request in a narrative form
and | have broadly structured the statement to follow the section structure of

the Request.

BACKGROUND

7. | have been asked to set out a summary of my career and qualifications. |
graduated from the University of Manchester in 2005 with a degree in
Economics and Social Studies (BA Econ). This was an interdisciplinary
programme focused around economics, accounting, finance, politics, and

sociology.

8. Prior to joining POL, | worked within the research team of a small government
funded organisation named e-skills UK. The primary function of this team was
to produce annual research reports for the UK and its constituent nations and
regions. These reports analysed the UK’s IT & Telecoms workforce, providing
forecasts of growth rates over a ten-year period and the possible impact of
these on the labour market. Aside from contributing to these reports, my other
responsibility was in relation to modelling the economic impact of the
programmes the company delivered to remedy market failure and for which

they received government funding. Subsequent to leaving this organisation in
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2013, | worked as an independent contractor on numerous projects for various

organisations focusing on economic impact evaluation, research and analysis.

September 2014 — November 2016

9. In September 2014, | joined POL as an independent contractor to work on
Project Sparrow, which was the internal project name attached to the Initial
Complaint Review and Mediation Scheme (“ICRAMS”). Initially | was asked
to produce cost projections, improve trackers, produce management
information, co-ordinate people internally and attempt to obtain clarity on

issues such as remote access.

10. | joined the team at a similar time to a number of other individuals to, | think,
replace PA Consulting who had, up until that point been supporting the Project
Sparrow Programme Director. The then Programme Director, Belinda Crowe
retired in March 2015 and soon after, her initial ‘successor’, Tom Wechsler,
became Chief of Staff to POL’s Chief Executive, Paula Vennells. By this stage
(March 2015), Second Sight had or were soon to be re-engaged onto a ‘piece-
rate’ (as opposed to the prior ‘time and materials’ basis), the Working Group
had been disbanded and POL had agreed to mediate all cases, save for those
that had been subject to a prior court ruling; civil and/or criminal. The focus of
the team, including mine, became ensuring Second Sight produced the
outstanding Case Review Reports (“CRRs”) according to the work plan they
created and scheduling mediation meetings. Evidently, there was also a
significant amount of political and media interest during this time which |, along
with others, assisted with POL’s response too - based upon the information

available to us at that time.
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November 2016 — December 2018
11. | joined POL as an employee in August 2016 as ‘Head of Corporate Services

Central Support’. This coincided with a larger internal re-structure at POL. By
this stage the last mediation in the ICRAMS had taken place (I think this was
on 2 January 2016), and my focus had shifted to facilitating the work Jonathan
Swift KC had been asked to undertake by POL’s then Chairman, Tim Parker
(“The Chairman’s Review”) [POL00022635] though this changed once
Freeths LLP issued its letter of claim in April 2016. The Chairman’s Review
was the internal name for the review that Mr Parker instructed Mr Swift KC to
undertake into the adequacy of the ICRAMS and POL’s handling of the
complaints made by Postmasters. | do not recall exactly when, but a further
re-organisation at POL resulted in my reporting line changing to the then
General Counsel (Jane MaclLeod) and my job title becoming ‘Head of
Portfolio: Legal Risk and Governance’. In this role | supported Mrs MaclLeod
from a functional management perspective (e.g. budgets, away days, meeting
agendas and their cadence) and had specific responsibility for the
organisation of the Postmaster Litigation Steering Group (“PLSG”) meetings
and a number of Business as Usual (“BAU”) teams including POL’s
Information Rights Team, the Security Communications Team and the Group
Litigation Investigations Team — the latter aiding Womble Bond Dickinson
(“WBD”) with the identification and collection of records and documents held
across the organisation and which were thought to be relevant to the claims

made against POL in relation to the Group Litigation.

December 2018 — April 2020
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12. In December 2018, my job title was changed to ‘Portfolio Director’. In this role
| continued to support the Group Litigation Programme but also inherited
responsibility for the delivery of projects that Mrs MacLeod sponsored. By way
of example, these included the latter phases of POL’'s GDPR Programme, a
programme to define and implement retention schedules across the
organisation, and a programme initially set up to optimise the Group’s legal
entity structure (“Project LEO”). Project LEO was stood up to enable the
realisation of a then Board stated financial services strategy but which was
later re-purposed to deliver new Articles of Association for POL and its
subsidiaries and to agree the first iteration of the shareholder relationship

framework document, as between POL, UKGI and BIS (as it was known then).

13. Subsequent to the Common Issues Judgment being handed down and Mrs
MaclLeod’s departure, a period of change followed. | had a number of line
managers and roles in the approximate 12 months before being appointed to
the ‘Legal, Compliance & Governance Operations Director in April 2020.
During this period | continued to support a number of the activities described
at paragraph 12 and the then Business Improvement Director (Angela Van
Den Bogerd) with the Horizon Issues Trial Contingency Planning. With support
from Deloitte, Mrs Van Den Bogerd and | were tasked with preparing the
business to be able to provide an effective response to an adverse Horizon
Issues Judgment and putting in place what was termed as being a ‘Rapid
Response Team’ [POL00279995]. | was part of this team and explain its

purpose and my involvement in this more at paragraph 157 below.
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14. Furthermore, and for completeness, | also assisted with the acquisition of
Payzone in 2019 and the pilot implementation of POL’s Contract Management
Framework, which led to the decentralised contract management model POL

currently adopts.

April 2020 — Present

15. Since April 2020, | have been in the role of ‘Legal, Compliance & Governance
Operations Director’, reporting to POL’s Group General Counsel, Ben Foat.
The title reflects the areas that were included in the directorate at the time
(Legal, Compliance and Company Secretariat) and my role being focussed on
Operations. My primary responsibility is to ensure the smooth running of the
Office of the General Counsel via an effective meeting cadence and operating
rhythm, aiding the directorate to operate effectively; underpinned by the
necessary budget and signature processes. | also support other members of
Mr Foat’'s Lead Team and other areas of the business with the delivery of key
pieces of work, some of which are cross-functional in nature. The most recent
example would be the Grant Thornton review into the effectiveness of POL’s

corporate governance.

16. Mr Foat was the Executive Sponsor for the Remediation Unit and Inquiry
programmes from September 2021 until July 2023. During this time and
particularly in the early months, | also assisted Mr Foat by way of drafting and
reviewing papers, growing the Inquiry programme team and recruiting for an
in-house Inquiry Legal Team that stood outside of and was independent of the
BAU and Remediation Unit Legal Teams. During this time, | was also, for

example, tasked with conducting a review into POL’s data landscape and in
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operationalising POL's statement of 15 November 2021 in relation to legal
professional privilege which confirmed, as a general principle, POL was
prepared to waive its privilege for the purpose of the Inquiry over materials
that were created in the period up to 26 February 2020 (to the extent these
materials are relevant to the Inquiry's Terms of Reference or requests). What
this meant in practical terms was collecting POL'’s client files from its current
and historic legal advisers so as to provide POL with confidence that it had

within its possession those materials it had waived its privilege over.

17. Although | have worked closely with POL’s internal and external legal teams

throughout my time at POL, | was not, nor am | now, legally qualified.

KNOWLEDGE OF THE HORIZON IT SYSTEM

18. | had no knowledge of the Horizon IT System (“Horizon”) prior to joining POL
in September 2014. Whilst working on Project Sparrow / the ICRAMS (the
detail of which follows below), | began to gain knowledge of the complaints
that had and continued to be made by postmasters regarding both the level of
support provided by POL and the Horizon IT System. | continued to gain
knowledge about these issues over a number of subsequent years through
my interactions with Fujitsu, my involvement in the Chairman’s Review, my
interactions with Deloitte (through Project Bramble), the Group Litigation Order
(“GLO”) and by virtue of the summary documents WBD produced post
handing down of the Horizon Issues Judgment — all of which is set out within

this statement.
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Bugs, Errors or Defects in Horizon
19. None of the roles | have performed at POL have involved investigating or

remediating the technical side of the bugs, errors or defects in Horizon
(“BEDs”), including those which had the potential to impact branch accounts.
However, my involvement in the programmes referenced within paragraph 18,
meant that | did become aware of certain BEDs, as they were reported on by
Second Sight, within the Chairman’s Review, and as part of or subsequent to

the GLO Proceedings.

20. For example, | believe | first became aware of the Receipts/Payments
Mismatch Bug, Callendar Square Bug and Suspense Accounts Bug as a result
of the work performed by Second Sight — all of which were reported on by
Second Sight within their Interim report of 8 July 2013. | can see from the
documents provided to me by the Inquiry that | sought information from Fuijitsu

from as early as:

20.1 7 April 2015 regarding the Receipts/Payments Mismatch Bug
[FUJ00081950], including asking Fujitsu to explain what the statements

made by Second Sight about this bug meant, and specifically:

(@) How the alterations that Second Sight had cited would be made

(b) Whether they would leave a detectable footprint

(c) The effect they would have on data integrity

(d) Whether the alterations would be visible to branches

(e) What course of action was taken
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20.2 11 June 2015 regarding the Receipts/Payments Mismatch Bug,
Callendar Square Bug and Suspense Accounts Bug [FUJ00237386]
during which | note my intention to “...pull together the definitive detail

on each of these bugs...” and ask to be provided with “...as much

information as possible about each of the three bugs...”

21. Information about each of these BEDs was provided to Mr Swift KC and
featured within the Chairman’s Review. | do not recall being aware of the other
BEDs commented on within the Chairman’s Review prior to obtaining
information from Fujitsu to aid the production of this report. | do recall, on
occasion being frustrated by Fujitsu for not being able to easily provide the
information being requested, such as the “number of system errors identified,
by year, that could affect branch accounts together with the number of
branches that were affected and were capable of being affected by these
errors, together with reasons” [POL00323499], and that it was not always
straightforward to obtain information from them. For example, [POL00317146]
shows that as at 16 June 2015 Fuijitsu’s view was that there had only been
evidence of two BEDs within Horizon, despite three being reported on within
the Second Sight Interim Report of July 2013 and, as included within my
subsequent challenge back to Fujitsu “...in terms of the third bug — this was
said to have occurred at the Callendar Square Branch in Falkirk, so | presume
it does exist — not least because it was reference[d] in two separate court

procedures? Could you do some digging please?”

22. Nevertheless, | note Mr Swift KC’'s concluding point on the “Bugs in the

Horizon System” section of the Chairman’s Review [POL00022635] where, at
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paragraph 120, it reports “We have seen nothing to suggest that these specific
bugs identified have been the cause of wider loss to SPMRs in the Scheme
cases or otherwise. We see no basis upon which to recommend any further
action in relation to those identified bugs now’. Evidently, my knowledge and
understanding of these BEDs was based upon information which already
existed and additional information | was then able to obtain from others,
principally Fujitsu — often to aid or better understand the investigations being
performed by third parties such as Second Sight and Mr Swift KC

[POL00323499].

23. Aside from the Receipts/Payments Mismatch Bug, Callendar Square Bug
(also known as the Falkirk Bug) and Suspense Accounts Bug, | do not believe
| had knowledge of any further BEDs impacting branches prior to the Horizon
Issues Judgment being handed down in December 2019. These BEDs
occurred in Horizon prior to me joining POL and my role was to attempt to
collate the information necessary in order to be able to try and understand and
then summarise the details for each of them (e.g. [FUJ00237386],
[POL00316930]), capturing how POL and Fuijitsu responded, subsequent to
these BEDs being discovered e.g. how they were identified, resolved and
prevented from occurring again, along with whether their existence/
remediation was communicated to/done in conjunction with or in the
knowledge of Postmasters more generally. This exercise continued even post
handing down of the Horizon Issues Judgment when | asked WBD to produce
plain English summaries for each of the 29 BEDs that featured in the Horizon

Issues Trial. These summaries were later shared with POL’s IT Team in or
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around April 2020 to check whether all had since been fixed such that they

could not impact upon branch accounts going forward.

Training

24. Between 2015 and, | think, 2022, Post Office’s Head Office was located in
Finsbury Dials. Within this office space was a ‘dummy’ Post Office which was
used to provide demonstrations on and test certain products ahead of being
released on the live environment. | do not recall being provided with any
specific training on the Horizon system, save for attending the ‘model office’
ahead of the Christmas period, where POL employees were asked to work in-
branch for approximately 3 days, to support with the additional workload over
the busy period. The ‘model office’ provided a high-level overview of how the
system works. | have not however ever operated a Horizon Terminal — in

branch, over the Christmas period or otherwise.

ARQ Data

25. In lay terms, | understand Audit Retrieval Query (“ARQ”) data to be a record
of each transaction performed in a branch. | do not believe | have ever had
detailed knowledge of what is/is not contained within this data, nor that my

understanding of what ARQ data is has materially changed over time.

Remote Access

26. | have been asked to describe my knowledge of the ability of Fuijitsu
employees to alter transaction data or data in branch accounts without the

knowledge or consent of Postmasters up to 2011. | was not at POL in the time
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leading up to 2011 and as such held no such knowledge ahead of joining POL

in 2014.

27. However, soon after joining POL and as noted in paragraph 18, | became
aware that a number of applicants to the ICRAMS believed the shortfalls they
had experienced in their branch accounts may have been caused through their
branch accounts being accessed and then altered without their consent or
knowledge. | believe this first arose as an issue reported on in the context of
Second Sight’'s work and POL’s initial investigations ahead of the ICRAMS
being established through ‘Spot Review 5 [POL00307820] which was

included in Second Sight’s Interim Report of 8 July 2013.

28. | have reviewed the email chain from 28 October 2014 to 31 October 2014
when POL and WBD were drafting responses to the CRR for M053 and M078
and specifically in relation to references to remote access [POL00211695].
The email chain aligns with my recollection that the information POL had
access to, and its own understanding of remote access was changing, and

further inquiries were being made of Fujitsu to understand the issue.

29. Subsequent to attending a meeting on or around 6 November 2014, Patrick
Bourke and | were tasked with producing a “straightforward statement” which
captured in “plain English” what “Fujitsu confirmed for us yesterday” regarding
remote access [POL00149488]. It is clear from this exchange and my email
of 7 November 2014, that my understanding, which was based upon my

recollection of what Fujitsu had told us during this meeting, was:

29.1 “...Regardless of what happens to branch accounts; there is a clear audit

trail left that is easily searchable by unique user and transactional ID’s...”
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30.

29.2 It was only possible for Fujitsu (not POL) to ‘inject’ or ‘insert additional
transactions (not edit, delete, or alter existing transactions) and this

could be done through the insertion of a ‘balancing transaction’.

29.3 Retention periods allowing, Fujitsu would be able to search the
transaction data for each of the ICRAMS cases and had already
performed searches over these datasets to establish whether or not a
‘balancing transaction’ had been inserted into any of the branch accounts

for the period(s) of time they were operated by applicants to the ICRAMS.

Within this email (and my subsequent email of 11 November 2014) | note the
need to establish what audit trail a ‘balancing transaction’ would leave before
setting out my understanding of the ability of branch accounts to be accessed

remotely, as at 7 November 2014. This was as follows:

“Once a transaction is recorded in Branch by a SPMR or member of their
staff, it cannot under any circumstance be edited, manipulated or
removed. That transaction, against the user ID of the branch staff
member who recorded it, will remain in the Branch accounts for ever and
leave behind it a clear and identifiable audit trail. Though existing
transactions cannot be edited, manipulated or removed, new transactions

can be added to branch accounts, but only in the following three ways:

1) There is the capability for Post Office employees to log on to a branch
terminal locally (i.e. by being physically in a branch) using a unique
user ID different to that of any branch staff. Such additional
transactions, once recorded will remain in Branch accounts for ever

and leave behind them clear and identifiable audit trails.
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2) POL can add transaction acknowledgements (TA) or transaction
corrections (TC) into branch accounts. TAs are used to record
fransactions that have been processed in branch through other
systems (e.g. the sale of Lottery products on the Camelot terminal)
and TCs correct errors made by branches. Both, once added, will
remain in the Branch accounts for ever and leave behind them clear

and identifiable audit trails.

3) Balancing transactions. Where an error cannot be corrected through
a TA or TC, Fujitsu can inject a new transaction into branch accounts
using the balancing transaction process. This process has only been
used once since the introduction of Horizon online, is attributed to a
unique transaction ID and once injected, will remain in the Branch
accounts for ever and leave behind it a clear and identifiable audit

trail.

31. At this point, it was my understanding that POL would be able to discount
remote access from being a potential cause for the shortfalls experienced by
applicants to the ICRAMS by performing searches over the audit data. This
was on the basis that “there are only 3 ways transactions can be added to a
Branch’s account, such additions leave ‘identifiable scars’ that are easily
searchable and thus, if any SPMR feels they have been subject to ‘remote
access’ — we can search for said ‘identifiable scars’. If they are not in the
Branch’s accounts, we can categorically say this set of Branch accounts has
not had any transactions added to it by FJ or POL.” [POL00149488].

[POL00149598], includes an email within which | relay to POL colleagues that
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Fujitsu had confirmed to me on a call of 20 November 2014 that “where
SPMR’s have identified periods of time mysterious transactions have taken
place — the auditors have searched the data and no ‘remote access scar’ is
present and thus did not take place”. Though | note now that this references
‘auditors’ as having performed the searches and only in instances where
complaints had been particularised, which is different and narrower to what |
believe Fujitsu had said previously at the meeting of 6 November 2014, | still
would have taken comfort in my understanding that with the assistance of
Fujitsu, POL would be able to prove the negative where claims were
particularised. [POL00318209] makes clear the conclusion (based on
information from Fujitsu) that although searching for ‘Balancing Transactions’
across the whole POL estate and all versions of Horizon would be a “big job”

and could “take months”, it would be possible to do.

32. At this stage, late November 2014, my knowledge of remote access was
dependent upon the answers provided by Fujitsu in response to the various
questions posed of them, often by reference to papers that had been drafted
to try and bring clarity to the issue [FUJ00087133]. From reviewing the
documents provided to me by the Inquiry, | recall being “disappointed”
[WBONO0000326] with the answers Fujitsu provided on the draft papers
[WBONO0000327] | asked them to review and provide answers to questions
on. At the time | had a satisfactory rapport with Fuijitsu, and | pushed back a
number of times to Fujitsu on these responses and re-explained the purpose
of the papers to get clearer and more robust answers from them. Based upon
the documents provided to me, | think this process of making the papers more

precise continued until 19 December 2014 [FUJ00236842] and was then
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again revisited in April 2015 [FUJ00237155]. | was, and remain, mindful that
POL was relying on Fujitsu’s knowledge of remote access, and in so relying
on Fujitsu’s knowledge, was making representations to other third parties on

remote access.

33. | believe my understanding of remote access remained as set out within
paragraph 29 until | aided in the production of the Chairman’s Review through
the collation and provision of relevant materials and, as a result, becoming
sighted on Deloitte’s “Horizon: Desktop Review of Assurance Sources and
Key Control Features” report, which is dated 23 May 2014 [POL00028062]. |
do not believe this report was shared with me until receiving an email from
Rodric Williams on Tuesday 13 October 2015 [POL00233987] and which, in
turn was sent to Mr Swift KC to consider as part of the Charman’s Review and
which, along with the accompanying Board Briefing, is commented on within
the Chairman’s Review and resulted in a number of the Chairman’s Review

recommendations (as set out in paragraph 117 below).

34. My belief that | was not aware of the existence of the ‘Project Zebra’ reports
nor its contents until October 2015 is evident from the information | suggested
be included within Paula Vennells’s briefing materials ahead of appearing at
the Select Committee in February 2015. Subsequent to providing my
understanding of what was/was not possible, | asked Fuijitsu to confirm it as
being accurate and to provide details on tests performed on the Horizon

system [FUJ00087142].

35. Having become sighted on Deloitte’s desktop report on Horizon on 13 October

2015, it is at this point that | believe | would have become aware of the
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potential for Fujitsu to not only be able to inject additional transactions into
branch accounts (but leave behind it a clear and identifiable audit trail) but also
that Fujitsu could potentially delete files in an undetectable manner. | became
aware of this information through Deloitte’s desktop report and Mr Swift KC’s
synthesis of this information within the Chairman’s Review. The Chairman’s
Review informed my knowledge on this subject. Within the Chairman’s Review
[POL00022635] Mr Swift KC records that in the context of the ICRAMS and
allegations of remote access, allegations were “generic rather than specific’
and “...in the vast majority of cases specific transactions of concern have been
readily explicable by common sense explanations; such as sharing of user

identifications, or SPMRs being on leave, or mistakes as to the timings...”

36. However, Mr Swift KC rightly also notes that they, unlike Second Sight, had
been provided with the two documents produced for POL by Deloitte in May
and June 2014 entitled ‘Horizon: Desktop Review of Assurance Sources and
Key Control Features’ and an accompanying ‘Board Briefing’. At paragraphs

140 and 141 of his report, Mr Swift KC writes:

“Deloitte note, following a review of the technical documentation, the
ISAE3402 and verbal discussions with POL and Fujitsu, that database
access privileges which “would enable a person to delete a digitally signed
basket” do exist, but are “restricted to authorised administrators at Fujitsu”.
Those privileges “would enable a person to create or amend a basket and
re-sign it with a fake’ key, detectable if appropriately checked”. Deloitte
had not identified specific controls to prevent a person with the appropriate

authorisation carrying out this exercise in an unauthorised manner. The
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Briefing goes on to state that administrators had the ability to “delete data
from the Audit Store during the seven year period, which was a
matter...contrary to POL’s understanding...This could allow suitably
authorised staff in Fujitsu to delete a sealed set of baskets and replace
them with properly sealed baskets, although they would have to fake the
digital signatures”. When we spoke to Deloitte, they described this
functionality as resulting, in essence, from the level of security contained

in Horizon being a level down from the maximum”.

“We have seen a response from Fujitsu concerning this aspect of
Deloitte’s investigation, which is based upon a summary of it provided by
POL rather than the original Board Briefing itself. Fujitsu appear to accept
that Deloitte’s interpretation is technically correct, but emphasise the wide
range of security measures in the software, hardware and environment
which reduce the risk of interference. Fujitsu also, properly, stress that
there is no evidence that any such action has occurred and that likelihood
of all the security measures being overcome is so small that it does not

represent a credible line of further enquiry”.

37. Mr Swift K